GE)

DHCP 8&UIP V—X #— FEREDEETE

ZOETIE, Catalyst 3560 %7213 3560-C 21 » FiZ, DHCP 2 X—t"> 7HHE, Option 82 7 — & 1
AHERE, B LU DHCP #— /DR — b _X—=Z2D7 F L ZEI 0 Y THREZ R E T 2 HIEICHOW TR L
£, Fo0 I[P V=R T— FEEOHRELEZO VW THHHLE T,

COBETHEMRT S a~vr RO X OMEHAHFEOFEMIZ OV T, Cisco.com @, ZD YU U —RITxf
T BHavwr R U7y L 2B IO Cisco I0S IP Command Reference, Volume 1 of 3: Addressing and
Services, Release 12.4]] @ TDHCP Commands] #Z ML T 720,

e [DHCP AX—Vt > 7 O#fR] (P.23-1)

o [DHCP AX—tE v 7 OiE] (P.23-8)

e [DHCP AX—VE 7R OER] (P.23-15)

o [P Y—2R H— FOWE] (P.23-16)

o [P Y—2A H—FogkE] (P.23-18)

o P Y—X H—FE#ROFR] (P.23-26)

o DHCP ¥ —" B— bR_R—=2D7 KL RE Y B ToME] (P.23-27)
o [DHCP 4 — N R— b _R—20D7 FL 2E Y Y ToORE] (P.23-27)
o [DHCP ¥ —" H— bR_R=20D7 FL 2% B ToFr] (P23-31)

DHCP X X—FE 45 Niafz

DHCP 1%, FROV— NINEHRANIP T FLAZENICEID B TH2DIZ LAN RETALHBEH I
TEY, FNICE>TIP 7 RLRAEHO A — —~y RN KIEICEB SN 4, DHCP TlE, X b
T— RSN HRA MNP 7T RLREFEMAL, IP 7 LA ZKGEIIZHAR MZHEID S THN
ENRRL D70, RBoNIP 7T RLUAEMEREHNTEET,

e [DHCP #—-3 (P.23-2)

e IDHCP VL — x—Y x> ) (P23-2)

o [DHCP AxX—t"> 7| (P23-2)

o [Option 82 7 —##fi Al (P.23-3)

e [Cisco I0S DHCP #—/\ 5 — 4% —2 | (P.23-6)
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$£23% DHCP LU IP Y—R H— FHEEORE |

W DHCP RX—F /7 DER

e [DHCP AX—VE V7 AT 407 F—H_X—2Z] (P.23-7)

DHCP 7 74 7> MZBT 23/ DWW Tk, Cisco.com @ [Cisco I10S IP Configuration Guide,
Release 12.4] @ [IP Addressing and Services| \Z& % TConfiguring DHCP] % ZM 1L T 7230,

DHCP H—/\

DHCP % — N3 AL v FE2EIN—F FORESNTZT KL A F—A»nE DHCP 7 74 7> MZ IP
T RLAZEDL T, ZNOHDT RLAZEHLET, DHCP 4 — "N EDT —F RXR—ZA 5 HR X
NIERENRTA—EZEZRELTDHCP 7 5472 MIETZENRTERVEAIT, Xy N —7 &
ENEZLIZ 1 DERIFEEO S &Y DHCP — Bk A #E% L ET,

DHCP JL—I—Yx Vb

DHCP Vb — ==V = NI, 7747 bV =DM TDHCP X7y F&EEET DL AT 37N
AATY, Jb— 2=V M, AUBEY 7Ry FREZR2WI I T 2 b &Y — DM TERE

FORELHELES, Vb— 2=V MCEDERT, IP T4 7 7 0%y MU — 7Tkl
AT D LA ¥ 2 TOBHEOWHELITRRYVET, V— =Y = ME, DHCP A vkE—T%
ZTHLDE, HLWDHCP A vt —V &AM LT, WA =7 =4 ZETHEELET,

DHCP XX—E VY

DHCP A X —bt U L BETE/RWDHCP A v E—Y D7 4% Y7L DHCP AX—E 7 A
YT 4T FT=# =2 (DHCP AX—V T N, T 47 T—=TNEHMEIND) OFERB LT
BHIZL TRy hU—7 X2 VT ¢ ZHfRT2 DHCP %= U 7 (4EETT,

DHCP 2 X —t > 7%, BETERWAHAZ & DHCP 4 — O TT7 74 7 7 +— VIR - 28 & B
72LEd4, DHCP AX—¥Y 7 %R+ Lk, =0 KR a2—PIcERINZEHE TRV A v
H—T7x A AL DHCP —_FEEPD AL v FICEH SNTEEFTEDA X —T =2 AZXHIT
=FET,

DHCP AX—b' 7 #IE L <HWREESHELH72DIZIE, 73T DHCP h— R EHTE 51 ¥ —T =
A AREHTAAL v FITHR T DLENH Y £§,

G TE72WVWDHCP A vt —TLid, Xy NIV —0 T 747 73— LOIMUANLEE ST
Avb—=VDZ LT, bR Fu M X TDHCP AX—E L 72T 585481, A%
V—DAA T/, =R TENSF— Ry NI NIZITFELZWT A AL EE ST
AvE—UREHETERNVWAyE—U L0 ETd, RART A ANLERFEINTEAyE—VEF, FF
T4y VREDQRRIZRY 55720, BETEERFA,

DHCP A X—Vt' v T RNA F 4 v T F—EZ_R—221F, MACT7 RLZX, IPT7 RL A, U —ZHAR.

NA VT 4 7O, VLANEE, BEIOAS v FOFETERVa—HIIL A X —T 2 ADA
VH—=T 2 AERBEENTVET, ZOF—H X=X (2L, BETEDLA U F—T = A ATHH &
TR A NOFRIZH D EH A,

Ph—ER TaRSF— Ry NU—7 T, ARy NT—TNDOT A ADKR— MRS LA v
=T A ANEECTEDBA L E—T oA ALRVET, Xy hT—7NOEETERNA X —T =
A2ZFEFITHY NT—ZICBERNVT AL ADA VB —T oA AW ENT-A V2 —T =4 2%, 13
ETEXRWA L Z—T oA RLR0ET,
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| £23% DHCP £&UIP Y—R H— FBBEORTE

DHCP 2x—FsnEm N

AL v FPEHTERNA I =T 2 A ATy FEZEL, O =T =2 ZABRFELTND
VLAN T DHCP AX—E U 7 NA R—=TNVICRESNLTWELHE, A vF iﬂéfnm MAC 7 RL A
EDHCP / FA T FDOAN—RU =7 7 RLVAZHKLET, 7 RLAR K LSS (F7 40
Mo AL FIFATy PEBELET, 7 RVAR-HLRWEE, XA vTF i/\#/ RN =
LET,

24 v FIL, ROOTHDORMNFEA LI2HEAIZ DHCP X7y b2 Fa vy FLET,

e DHCPOFFER X7 » . DHCPACK % > I, DHCPNAK %> ., DHCPLEASEQUERY
7y b7 DHCP =607y B Ry NI =7 F7037 7 A4 T U — VO E
fg Lz,

o Ny MAMEEHTERWA L X —T x4 RZERFL, BEITLMACT RLAE DHCP 7 94 7~
FON—=RT =27 7 RLUAR—F LA,

e A > F 7 DHCPRELEASE 721X DHCPDECLINE 7 — K&¥¥ Ak Avb—VE2ZEL, £
DMAC 7 KLV ARZDHCP AX—VE T RA T 40T T—HRXR=AZEENTWBENR, A
TA T T—=ERXR=2ANDA o E—T 2 AERPA v =V EZB LA Vv E—T o f AL —
FH L2,

e DHCP VL —x=—V=x2 r280.0.00 SO Y L— === R P 7 KL A% ETe DHCP /7 v
hZ Rk L, Option 82 fE#ASE ENR VAT v P 2FEHTE RWAR— MIEX T 5,

DHCP AX—V > 7 %% R— T LK AA vFThHY, DHCP Option 82 IEHEHATLIZ v ¥ R
A Fi %ﬁtéhfu\‘éz/r v F 1%, Option 82 WA EFTe/ N FREETERWNWA L ¥ —T 2 A R

%hbt LENSD Ry e RFueyFLET, DHCP AX—E U 70 2—TVICRESN
fwé :\Aﬁ/%#hﬁfﬁéf~% %hbf% ERIAAL v TR INTZT A 2D
mmpx;—eyﬁﬂ4y?4y7%mﬁﬁ? 272 DHCP AX—V 7 NA T4 v F—4

NR—AEERTE EH A,

Cisco IOS Release 12.2(25)SEA LV b0 Y 7 by =7 YU —RATiE, =vY A vFIZLD
Option 82 fHFMMBFHFA SN2 A, DHCP AX—VE T N, VT 4 7 T—H_X—ZANIE L L Fihir
InniEw, £ AA v F ETDHCP AX—VE UV 2RETEERA, T, RAET 407 RN
T4V ITRARP 778 A o hu— UR K (ACL) ZHLZ2WEE, AA vF ETIP #ET
H—=RLFAFT v TRUVAfERT T hail (ARP) A VAR v a U ERETEEHA,

ERAA v F2EHTERNA I =T = AFH T v Y A v FITHRTE 255, ip dhep
snooping information option allow-untrusted 72— 3L 237 s X2 b —v gy avy RE AT
L EBRAL Yy TFIET Y AL v FITL o THA ST Option 82 1E#H & Gie /N7 v M EZIF ANLE
T, ERAAL v FIE, BETERVWAS v F A L B —T oA 252N LTHERINTZRA RO
TAr T ERBHBLET, BRAAL v F T, XA4TFTIv7 ARPA VAT v a R IP YV —RA H— K
. DHCP tx =2 7 A HiEL A X =T VIR ETDH LB TEETAH, TOHATHAA v T
Option 82 WA FL /N7 v FERA MBEHR SN TWALEHETERWANA U F—T =4 ATEZEL
T, BAA v FLOT YD AL v F LOEHGR— MI, BEHTELM =74 AL LTRE
THUHERDY £,

Option 82 T—42 A

FEHIRICHD A PR X A —P x> b 77 & RBRE T, m%w&%@@MA%’ﬂb m7
RLUADEID Y TH—JLMICEBETEET, A4 v F TDHCP AX—t > 7 ® Option 82 HHE
*—7»K¢é&\MA%%EmMACTvaEHTﬁ<\%@%E%*ykﬁ-&t%ﬁ#éz
Ay F R—hEkoThipehEd, ¥ 7227 T4 NLAN LOBERDEA 2T 7R AL v F
DRERICAR— MIERTEET, ZTNOHDOFRA MNI—RIZHEISNET,
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$23F DHCP&HELUIP Y—R H— FH#itORE |

W DHCP RX—F /7 DER

~
(3¥) DHCP Option 82 ##fgix. DHCP A X —tE' > /NI B — Ll F—7 L ThHV, ZOHELZEHT S
IMAEZLEERED Y THNTZ VLAN ThA R—T AV THILIHFEIRY R — F S E T,

23-1 12, —JEi72 DHCP ¥ — N7 7 ER LA Y DAL v FITHFE S NIZMAZIZIP 7 KL 2%
B LBTHA MR A f—PFRy b Xy hU—7DB%ERLET, DHCP 7 7947 b eZNDH
WCBERHT B DHCP 3 — NiZEC IP Xy hU—27 720133 7% v FNICIEE LW =%, DHCP
Jlb—x—Y = b (Catalyst A4 v F) [T~V —= T RLAERETLZLICLEY, 7u—Fxy

A NREEA F—T WL, 2 T7A4 T FEYP— RHTDHCP A vE—V%HRELET,

2341 ArORYEY A—H Ry b Ry FT—Y(2EHFSHDHCP YL—T—Sz Uk

AA v FTDHCP AX—E U 7 fFEHAT T a > Option 82 A X —T MZT D&, RDOA X MR
DNEFTHAEL ET,

o &AAK (DHCP 7 747 k) IZDHCP ¥R&/E L, Zhexy FU—7 EIZ7m— ¥y X
FLiTO

o AAwFIL, ZO DHCP #ER%EZETH L, /37 v MI Option 82 [FHEZBMLET, 77+ /b
FCIE, VE—FNIDHTF T arBAAL v FOMACT RLVAT, BHID 7473 33
v ba%{ET 54— b ID (vlan-mod-port) T,

e V==V FDIPT FUARRESINTWDIEE. AL v FIEZDOIP T KL A% DHCP
/\b‘/ ]\ \—Lbﬂbij—o

o AAvFiX, AT a 82 74—V REET DHCP ER% DHCP — N\Zfisk LET,

e DHCP ¥ — N Z /%7y M &%{E LET, Option 82 IZKISE L TND Y —"Thivid, VE—h
ID &[El# ID @u\fhi)Hﬁit Wl EEERALC IP 7T RLAZE D YT 1 >0 E— F
ID £/3EH IDICEID Y THIENTELIP 7T RLADOKEHIRT 5 LD 73:1“ U o— % Rk
720 T& £4, RIZ DHCP ¥— 3%, DHCP J&&ENICA 7> a2 82 7 4 —JL 1~>5_»:L:~Li<ro

o AA v FIL Lo THERPY—NZY L—ENTHE, DHCP — NS EE AL v Flla=F %
ARLEY, AA v FiF, VE—F ID 74—;w k BEICE o TIEBR ID 7 4 — /b REFH~,
Option 82 7 —# W AFE A TH D Z L MR LET, AA > FIX Option 82 7 1 —/L K& HIFR L
THh 5, DHCP #Rk%#%#E L7 DHCP 7 74 7 MIEERT DAL vF R— MM T v R &Rk
LET,
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DHCP 2x—FsnEm N

T HINV SOV TF T g VERETIE, BIROA R b O — U ANREAETHE, K 23212HDHK
D7 4 —/)v FOEIERENLEHEA,

e EMRID ¥ 7AFar 74— K
- T FTar BAT
- BT F T ar XA TORS
— B ID ¥ A7
— FERID ¥4 7DOEX
e VE—FNIDHTATar 74—V K
- BT FETar BAT
YT AFar XA TORES
- JVE—HFIDX¥AT
— VUE—FIDHATDOES

F#RID 747 a v DR—F 74—V FTE, K= B ZE3NOHEVET, 2T 24 0
10/100 A&~ — k¥ LU Small Form-Factor Pluggable (SFP) E¥=2—/L Am vy F&ETr A A v F TIL,
R—=Fr3INT7 AP A=V Ry b1 F—Fr, F=F4ART 72 A=V Ry F02F—FrDLHIC
BROET, R— K271 SFPEVa2—/L 2y h0/1 7220, UKRECEEXET,

232108, TZANMOYTAT v a VERENMEAINTWEEADOIE—RNID V747 a vk
FQERID V74T v arory b 73—~y bR LET, A v TFRINHO Ty MEXE
AT 5Di%, DHCP AX—VE 7% 70— Af Fx—7 /I L, ip dhep snooping information
option 7 n— L ar 7 4 ¥al—vary avy R AN LEHETT,

23-2 YIATavonry FERX
E#IDYITAHTar IJL—LIo+r—<Ty b

$IFTar ER
5247 D&47T

A Y

Y
T1 6 0 4 VLAN [EYa—)|R—+
APAC SR AT SR AT S R AT (I 2,814 b 184k 11/ k

JE—FIDYTATLar JL—L 74—V

HIAToar YE—F
247 ID&A4 7

l Ef“ lﬁé

v
T2 8 0 6 MAC 7 KL X .
1RA4R 1A4R 1Ak 134k 634 k z
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$23F DHCP&HELUIP Y—R H— FH#itORE |

W DHCP RX—F /7 DER

233 1%, a—FREDVE—FIDHTF S ar, BEOERRID 7473 o047y MER
ZRLTWET, AA v FTlE, DHCP AX—E > 7% 7 u— ULl A x—7 /L2 L, ip dhep

snooping information option format remote-id 72—/ 3L 27 4 Fal—vary av N, B&
" ip dhep snooping vlan information option format-type circuit-id string > % —7 =1 X 2
T4 Falb—raryavry Ne AN LESBAIC, b0 ry b3S ET,

Ry hTiE, VE—FIDBLIORERRID Y747 a v ZROLIHIICHRELESES. b0
T 4=V ROMENRT 7 4V MENSEFEINET,

e EMRID ¥ 7 AT ary 74— R

— E#RID ZA 7N 1 ThDH,

- RELEXFHNORE SIS LT, REOMEMPET 2,
e VE—FIDHTATvary 74— K

- VE—RFIDZATNR1 ThHD,

- RELEXFHORSITGCT, RSOMEMIENRT D,

23-3 A—HREDY T+ T arninyry My

Cisco I0S DHCP H#—/\ T—&2 R—X

DHCP ~—2 @ H#EERE 7 vt 2D, #§E DHCP #— 3 Cisco I0S DHCP #—/8 7 — % N— 2 %
FERLET, ZAUCTIP T RLA, ZFRLX NS F 22 BEIOT—h 77 ANV EORENRT
A—EPEENET,

T RLA NA T 4 7%, Cisco I0S DHCP $—/8 7 —=Z XR—=ZANDOHKEA PO IP 7 FLAB LT
MAC 7 FVAMDO~ v B 7T, 7747 MIP T FLAZFEHTHO Y TSI &, £,
DHCP #— "3 DHCP 7 RL A 7F— A6 [P 7 RLAZEY S CTHI ENFRETT, FEIBLUA
BT KL A NAL T 4 T OFEMIZ DWW, Cisco.com (28 5 [Cisco I0S IP Configuration Guide,
Release 12.4) @ [Configuring DHCP] OFEEZSBL T 72X\,
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| £23% DHCP £&UIP Y—R H— FBBEORTE

DHCP 2x—FsnEm N

DHCP X X—EVT A VT4 29 T—8~R—X

DHCP AX—VE > T2 A X—TNIZTDHE, AL v FIRHEFTERNA L F—T =4 AT D 1E®R

% DHCP AX—V VT RNA T 4T T—=F_R=RRTFLET, T —F X=X, 64,000 DA
VT4V T HBEDD I ENTEET,

BT —H_X—=R = hN) (N F ) 130 IP 7 RUA, ZRICEEMN T 5z MAC 7 RL A,
V—281M (16 #EEX), XA T4V IREAINDA LV F—T =24 A, BELOA LV F—T = A AR
BT5 VLAN THREShET, 74X -V MI, RESNEHFTO T 7 A4 ML v

T4V T ERFELET, Ex L NIOKRKRBIZHDLIF v 7D, 77 ANVDREDONAAL N egGd, T
VR VICBEEM T ONZTRTONRS haRRELTHAESAET, bR, £ 7231+
F—ERNHY . FOBIZ]1 ODAR—RLF v 7 MENGEXFT,

AL vy FOYa—REbN LT 4 T EEEFTHI2E, DHCP AX—E 2 F—4RX—2 =—Vx
VINEEATAVERDVET, TV MR T =T NT, XA FIv T ARP £ VAR Vg
VETIEIP A H— RBRA X =T NMIZE N, DHCP AX—VE VT NA VT 0T T —H_N—A0
FAFTIvINLA T 4 T ENTWASGE, A vy TFiREREzOENET, 20—V bR
T 4 =7 N T, DHCP AX—VE > TN A RF—T NV ThiHGE, A1 v FOEGRIZEN S Ew
A, DHCP 2AX—¥Y o 7L DHCP A7 —7 4 V' JHEAZHIETEX RN R H 0 £,

Va—=R4opL, 2L v FRAS T 4 27 T 7 A NE§EHRIAIS, DHCP AR —E T S VT
T TF=EN=2FR LET, A v FIE, TR RAEERMA BN L EEIAA T 1~
7T T ANERERLET,

AL o FE LRSS T 4 T ERBBTDD, XM T4 TRBKD L EEBILT—FN—2AN
DT )V ERERFLET, AA v FIIAA T4 T7ANVNOZ P BEHLET, A
T AT T ANVOEHEE IR E AR BRI L > TR ED | BHI Ay FRBINET,

T 7 A IDIRE SNTEERN (BXALBIEB L OFWY A L7 7 bOEICE > TRIESHD) ITHHE
S WigaE, BHXEIELET,

NAVT AV TREENDE 7 7 ANVOERIFTKRO LB TT,

<initial-checksum>

TYPE DHCP-SNOOPING
VERSION 1

BEGIN

<entry-1> <checksum-1>
<entry-2> <checksum-1-2>

<entry-n> <checksum-1-2-..-n>
END

ZDOT77ANDET NICIETF =y 7V MMEEZRTEZIMFIToNET, A v FIL, 77 AL %5
HWDEXIL, ZOF v I rEEHLTC Y N EBRIELE T, BYIDOITD initial-checksum = >
FUE, O T7 7 A NFEHICE#ET H= MY EZLEIOT7 7 A VEFHICEET = FY ERAILE
\?‘O

WIZ, XA VT 47 T7ANDOHERLET,

2bb4c2al

TYPE DHCP-SNOOPING

VERSION 1

BEGIN

192.1.168.1 3 0003.47d8.c91f 2BB6488E interface-id 2lae5fbb
192.1.168.3 3 0003.44d6.c52f 2BB648EB interface-id 1bdb223f
192.1.168.2 3 0003.47d9.c8f1 2BB648AB interface-id 584a38f0
END
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W DHCP RX—F /D&%

ALy FNEEYL

HEINETF 2y 7 AMERREIN TN DT =y 7 AEE —H LGS, A

AYFEINA T AT T7ANDOT W) BHARY, N4 2T 4 7% DHCP AX—E > 7 XA
VT4 T T AR BN LET, ROWTIODORABRE LGS, A vTFid= M %
R ET,

AZA yFRT Ly M) EFEALRY , SHRIN T =y 7 Y MMERRESATVDE T =y 7 AfEE —
LRV, Zoga, oz M) LzndBEox s P IBEHINET,

TURVIZEENTHD U — AT LTS

T 2N EHIBRLRNI ERD D),

(AL FITV — AR OK TERZNA T ¢

TR VICEENDA L F—T oA ADRBIEIT Y AT DMTFEE LRV,
AVHE—T 2 AAWPNL—F v R A F—T 2 A AF7IZDHCP A X—E L FICHBIFAEHTX %

AE=T A ATHD,

DHCP X X—E V5 DE/TFE

[DHCP A X —E > 7 DF 7 4 )b hikiE) (P.23-8)
[DHCP A X —Vt v VRERFOEEFHE] (P.23-9)
[DHCP VL — =— = FO#E] (P.23-10)
7y NIRET FL20fEE] (P23-11)

DHCP A X —t > 7% X O Option 82 DA x—711k] (P.23-12)

"5 4 ~_— ] VLAN T®D DHCP A X—t' 7 DA x—7A4k] (P.23-14)

[Cisco I0S DHCP #— /1 F—% X— 2D A *—7 k] (P.23-14)

[DHCP AX—VE 27 XA VT4 v T F—H_R—R == x> hDA F—T7 L] (P.23-14)

DHCP XX—E > DT I+ )L FEEE

#% 23-112, DHCP AX—VE > /DT 74/ bR EZ R LET,
% 2341 DHCP RX—EVFDF 74U FRE
HgE FI4I FRE
DHCP #—/3 Cisco I0S Y7 hW = 7 TlIA F— T/, ENLE, !
DHCP VL —=x=—Y = | A =T N2
DHCP %7 v MRk T KL & R E

Jl— m— Uy MEBOHER

A 23— (R A >t — DT, 2

DHCP VL — =—V = hNEERY > —

BFEOY L— =— Y MERE B, 2

DHCP AX—VE L T % 7 a— )i A x2—T7 ) |F4oE—T

DHCP A X— ' U FIEwA 7 9 v A X—T )

Ry FEEETERWANA L Z—T 24 AT |T 48—

ZFHA DHCP AX—V v 7 47 g 3

DHCP A X—t 27 L— IR RETE
DHCP 2 X — V> Z{ZHEIkHE FHETX 2
DHCP 2 X—t > 2 VLAN Fo4E—T
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| £23% DHCP £&UIP Y—R H— FBBEORTE

DHCP zX—Foyn@e N

£ 2341 DHCP RX—EVJ DT 74 FEE HEE)
HeE FI+IRE
DHCP 2 X—t' > 7 ® MAC 7 R L A&k A =T )

Cisco IOS DHCP — R XA v F 47 T—4% |CiscolOS V7 F U7 =7 TlIA X —7 /b, REDMLE,

N—2

() X%v%ﬁ\MKP%~N&LT%EéﬂTVéTA4Zﬂ%
2., 2y FU—27 T RLABIORENRNT A—FEREL
7

DHCP AX—Y v 7 XA vF 4 v F—F~_— [CiscolOS V7 F T =7 TlIA % —T /b, RENDLE, = OEEIT5E%

A T— 2k

DERE STV DIHEIZIR Y H5D,

1. A4 v FiE, DHCP #— & LTHEINTWDHIHEICRY DHCP ZRIZIEE L £,
2. AA v FiE, DHCP =D IP 7 RL AN DHCP 7 74 7> F® SVIIZRE SN TWHEHAICHRY DHCP X7 v & U L—LET,
3. ZOBREIE. A vy TFRT v Y AL v FICL o T Option 82 BFA SN AT v FEZETLIENAA v FThHLILEICHMLET,

DHCP X X—EV JBERDIETFER

DHCP A X—tv 7%, AA vF LTI a—RNilA F—TNCTIHHERNH Y £,

DHCP A X—t > 7%, VLAN CTDHCP AX—E L I NA F—TNIRDBETT VT 4 71220
FH A,

AA v F ETDHCP AX—¥Y 7% 7 a— LI A F—T/WZT HE1Z, DHCP ¥ —/ %> DHCP
Vb— 2=V hE LTHEET DT NA ABRBRESIN, £ X—TNWIZHRoTWNDI L EfHERL
TLTIEEW,

AA w»FTDHCP AX—VE U FIEMRA T a 2R ETDHRIC, DHCP — L L CHBEST ST
NA ZZFRELTLIEE Y, 72&21E, DHCP " — " RE 0 BTV LIZY TEDIPT L
AERETHI, FERITFNSDTFTNSNAL ZADO DHCP 7 a V2R ETHLERH D 3,

AA v F ETXFEHDOL N —F > F D & ET %A, Nonvolatile Random-Access Memory

(NVRAM, THREERAM)ERIZ 77 v v a AEVIZEWXFIING 25 BE2EEL TLEE
o T—F v NIDFEENRETOMDT —F LA AL INTZHE, NVRAM £7237 7 vy a A%E
DEBEZBIZTLEN, =TT — Ay E—UBRRRINET,

;w vFCTDHCP VL — ==V = N ERETDE1IC, DHCP — L LCHRET 27 31 A%

BELTLIEEN, =& 21E, DHCP —NE D Y CHEVRI LD TEXDIP T FLRAEIRE
#5# FNA ADDHCP 7Y a 2R ETHH), £7IEDHCP F—4F_XR—RA =—V = b &
ty N Ty T TOIMNERDY ET,

DHCP VLl — 2=V =V b3S F—T7 LT, DHCP AX—VE L I NT 4 —T L THIHEE.
DHCP Option 82 7 — # i ABBRIZH AR — F I EHA,

AA v F A— D DHCP +—NCHEf SN TV 5 8E1%, ip dhep snooping trust 1 % — 7 =«
AR A7 4F¥al—vay avry REANLT, A—bEEETELIR—FELTHELTL
TEEWN,

AA v F A—=F23DHCP 7 7 A 7 > MZHfE SN TV 2535413, no ip dhep snooping trust - >
57 Tz A A7 4Falb—vary av s FEAJLT, F—FE2EETERVA—-FELT
BREL T &,

DHCP AX—VE> T NA VT 4 V7 T—HR=ZAFRETDH L ZTE, ROFEFHEIIHE-TL

770,

— NVRAM £ 7T vz 2V E, WIRHREERENRLONTNDEZD, X, T4
77 A N% TFTP — NIZRGFTDH 2 E 2 HER L F7,
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$£23% DHCP LU IP Y—R H— FHEEORE |

W DHCP RX—F /D&%

— Xy hU—27 X—2Z2® URL (TFTP R FTP 72 &) IZOoWTIL, AA v FNNAA T 4 T %
ZTDOURL DA T 47 77 AV TEZADRNC, FESIN7Z URLIZZED T 7 A
WEAERT DM ENDLD T, ZOT7 7 A NEY— N EIERTLIHLERNSH D0 E 9 IO
TiE, TFTP VRO ~=a2 7 VE2 R L T3, TFTP —RiZk->TE, F0 X HIZ
RETERVWILERNHY E,

- T HAR=RZELWY — 2RI D L H1Z, NTP 24 X —7MIZL, FETHZ
&%’?:?E "LET, FHMIZOWVTIE, f%@af@ﬁﬂ#m&“@ (P.7-4) LT ZEW,

— NTPARESNTWVWARE, AAMvTFDILRATFTAL 7y 7B NTP ERIE{LENT & XIT
. AAVTFNAL T 4V TOETFNEEZNA VT 40T 77 AT EZ AL TS,

e BHTERVWT AL AREREINTZT VY F—3 3 AA v FIZ ip dhep snooping information
option allow-untrusted =~ > REZ AN LARNWTLEE W, Z0oavwry REANT5HE, [FETE
BTN ARE T ay IEREAT =T 4 73 DAREMENRH Y £,

» show ip dhcp snooping statistics =—+4 EXEC =2~ > K% AJj LT DHCP %2 X —t' > 7 ¥ E#

% #7729, clear ip dhep snooping statistics £7# EXEC =~ FEAJJ L TAX—E 7k
HERE VT LI TEHEHIEELL,

>
(3¥) RSPAN VLAN /%, Dynamic Host Configuration Protocol (DHCP) AX—t' 7% A x—

TMZLIRNTL EE Y, RSPAN VLAN TDHCP AX—VE > 7%k A X —TNWICT D &,
DHCP /37~ b5 RSPAN 566 A — a7 WA BEER H D 37,

e DHCP AX—VE v/ Av—h BX U FTEHETDH L, Dmm CkoT Ry TENTART Y FD
AN, NetFlow IUEMLEICHE SN ET, ZOBEELRTETHHEAIT. A~v—bh aF o 7ns
02— U2 A R—=T M7 » T D T & ZHETR LT<7Lé<l«\ 2Aw—k BX T OFMIZONT
E, [ A~v—F aX¥ o 7oE] (P32-15) 2R LTIEEN,

DHCP Y L— IT—Yx Y FDERE

24 v F ETCDHCP VL — 22—V 2 oA X —T I A%, ¥4 EXEC £— FTROFNEE E

ITLET,
avw Uk B
A7971  configure terminal SH—) Ay 7 X2l —ay B— REBEBLUET,
A7y72  service dhep AA v F L TDHCP H—_"BLODHCP VL — =—Y = b & A F—
T LET, ZOWRRIZT 740 FTA X —7 LTI,
27973 end Kt EXEC £— RICRY £7°,
A7974  show running-config REAERLET,
A7975 copy running-config startup-config ({ER) vy 74FXalb—ray Ty A VIIEEEZRGTFLET,

DHCP #—_"BLDHCP J L — =—Vx ¥ v &7 4 E—7/LIZT 5I21E. no service dhep 7 12—
SN a7 4 Xal—vary avwy REFERLET,

WD FNEIZ2SWTHE, Cisco.com @ [Cisco I0S IP Configuration Guide, Release 12.4] @ TIP
Addressing and Services| (2 % [Configuring DHCP| OHZEZH L T E &0,
e Jl—xz—VxV MEHROF =7 (FRIE)

Ean==4

e Jlb— 2=Vl MEERY —DRE
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| #23%

DHCP & U IP V—R #H— F#REDRE

Ny RERIET7 FLADIEE

DHCP zX—Foyn@e N

DHCP =SB XU'DHCP 7 74 7> b33y bV =2 £33V TRy MTHLHEE. A A >
F % ip helper-address address f 5 —7 = A A a7 4 Falb— g avy FTHRET DLEDN
b FET, IR —NE, 7 TAT Y MIRVIEVLA Y I A F =T 2 A RICa vy FERE
9% Z & TY, ip helper-address =~ > N CHEAINTWDLT FL AL, #ED DHCP +— 1P 7
RL A F3 o> DHCP — 0560k y bV —2 B 7 AL MIhLIGEIFER Yy NU—2 7 R
AT HIENTEET, Xy FU—2 T RVRAZHEMT 52 LT, £O DHCP % — b ZRITIEH

TEL TRV FET,

Ny MERET RV R ZHRET 51213, Fi#E EXEC E— FCKROFIHEZFTLET,

avwy kR

E]:)

ATy71

configure terminal

Ju—N)L ar7 4 Fal—rary ®— REefsL
7,

ATy7 2

interface vlan vian-id

VLANID Z AN L TCAAL v FOEEA o HX—T = A
AEERL, A v F—T 2 A A T T 4 Fal—
vary E— RNEBEBELET,

A7973

ip address ip-address subnet-mask

A B =T 2 AZIPT RLABLOIP 7% v
FEBELET,

ATv7 4

ip helper-address address

DHCP X7 v MNEET RV AZEELET,
A= T R U R34 ED DHCP —3 7 KL &
(235, oo DHCP — 03565k y FU—2 &
A RCHDIHEARE, Fy hU—27 T RL AT
HZEMTEET, Xy hU—2 T RLREHEHT
HZ LT, oV —% DHCP ERIZIGSETE D X
T FT,

BEOY—RBH LA, K — N2 1 DD~V
N—=T RLVAEZHRETEET,

ATv75

exit

ra—) a7 4 Fal—ary ET—RIEDE
T,

ATy7 6

interface range port-range

E 8

interface interface-id

DHCP 7 7 A4 7 ¥ MIBE I TW A EEOmE
R—FERTEL, A VX —T = AfHA= 7 4
XFal—gr E—RFEEBLET,

E e

DHCP 7 54 7 ¥ MIBHINTWDH—Dipit
R—hEREL, AV F—Tx2f R AT (X2
L—yary —RF&BBLET,

ATyF T

switchport mode access

HK— RO VLAN A "—v v 7 — ReEHLE
‘j‘O

AT978

switchport access vlan vian-id

AT w72 THRELEOELF U VLAN & R— MIE
DETET,

ATv79

end

H#E EXEC B— NIZEY £9°,

279710

show running-config

BEE R L £,

AT97 1

copy running-config startup-config

EE) av 74X al—vary 774 VCREE
RIFLET,
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$£23% DHCP LU IP Y—R H— FHEEORE |

W DHCP RX—F /D&%

DHCP /%7 » hEEIET R U A ZHIBRT 521X, no ip helper-address address 1 > % —7 = A4 A 2
T4 X¥al—vary avry ReERLET,

DHCP X X—E VT LU Option 82 D1 +*—TJL{k

AA v F ETDHCP AX—E T %A R—TNIZT D21, ¥ EXEC E— FCTROFIEEZFEITL E

ATy71
ATy7 2
ATy73

AT97 4

ATv75

ATy7 6

ATyFT

[l Catalyst3560 R4 v F Y7 b7 A4 F¥al—av A4 F

R

avyU Kk

E]:)

configure terminal

Ja—r) ar7 4 Fal—yary T— REEBLET,

ip dhcp snooping

DHCP A X —¥' v 7% 7 a—r LA 2 —7 L L E£7,

ip dhcp snooping vlan vian-range
[smartlog]

1 5®» VLAN %£721% VLAN #ii ¢ DHCP A X — V' 7 & A X—7 V|
LEd, FHETEHHMIT 1 ~ 4094 TT,

VLANID #5IZ L > THESNLHH—~D VLANID, Thithit b~
TRE) 5 7z—# D VLAN ID, A 7 > &M A L7 VLAN ID O#i

P, F71308HB L USKEO VLAN ID TRYEI 5472 VLAN ID O#ifH
EANTLHZENTEET, TOBIFAN—ATREIY £7°,

LE) FayZraInfk 7y NONE% NetFlow INEEBICEET D
ECAAL v FERET DI, smartlog Z AT LET,

ip dhcp snooping information option

Z A F 7 DHCP #—/3~0 DHCP #:Rk 2 v — 128 T DHCP U
L—1E4% (Option 82 7 4 —/L F) ZHMABIOHIBRCTCES X H1cL &
T, TN T 74V FOFRETT,

ip dhcp snooping information option
format remote-id [string ASCII-string |
hostname]

EE) VE—FIDV 77T arvzZRELET,

KooV E—hID ZFHETEET,

o 63 X FEETO ASCI LFH| (R~—R72 L)

o AA vTFITEREINTZARA M

GE) ARAMD 64 LFLEDRE, VE— K IDRET 63 XTI
DETHNET,

T74NV DY E—KIDEAA vF MAC 7 RLATT,

ip dhcp snooping information option
allow-untrusted

EE) AA v TR v Y AL v F IR ENT-EN AL v TFTHDHY
HB. A TNy Y AL v FIZLE 5T Option 82 FMBFHA I NTE
f§ DHCP AX—¥Y 7 Ry bEaZIFANDL LI LET,

TNV INREFT 4 =T N TT,

GE) Zoavr PR FETELITAAL RERINTEENAA v
FRETFTADLTLIEZE N,

interface interface-id

BRETDHA VA —T 2 AZBBEL, f >V F—TxAf A AT 4%
L— gy B— REBBLET,

OL-26641-02-J |



| £23% DHCP £&UIP Y—R H— FBBEORTE

DHCP zX—Foyn@e N

avwy kR

]3]

A7978 ip dhcp snooping vlan vian information | ((£55) EELEA L X —T 2 A ATEBID Y747 a L 2RELE
option format-type circuit-id 4,

[override] string ASCII-string

1 ~ 4094 O#ipH> VLANID ZfEH LT, VLAN B LA — K ID %45
ELET. 774/ bOEFRID (ZAR—KMID T, 74—~ v M
vlan-mod-port T,

FHR ID (%3 ~ 63 @ ASCII X775 (A—R7pL) ZRETEET,

({F‘) override ¥ — U — i, IMAETE i&%* s 57-H D TLV B
WHEERID 747y a VEBALZLS RWEAIER L ET,

A7y79 ip dhcp snooping trust EE) A v 2 —T 2 A AEEHETEHA L F—T oA ZAEITEET

EHRNWA A =T 2 AL LTERELET, h%f%&w7747/k
MHEDRA =V EZETLIEIIICA V=T oA AEHRET DI
no X—U—R&fHLET, 774/ FREIX untrusted T,

279710 ip dhcp snooping limit rate rate EE) AV F—T oA ANZETED 1 BH7=Y O DHCP 4~ v MKk

ARELET, FRETE 2%MIT 1 ~2048 T, 774/ F TR
L— MRIRIZERE S L ER A,

GE) fBHEHTERWVWALVI—TzA 20— illREZ 1 &9 100
Ny MUTICERET D E MR LET, FHTEDA
B—=T A ADL— F%UBE%:E ET DA, DHCP AX—¥
Thffio =85O VLAN IZEv ¥ oz ho7> 27 A— KT
. L— FHlROEEZ KEL THZENMBIZRDZ ENDY
E3a

AFyF 1 exit

Ja—nN) aryZ 4 Xal—yary T—RCED £,

A79712 ip dhcp snooping verify mac-address (EE) ElETX2WVWAR— MIZF#E(E L7 DHCP /Y47 v FO¥EE T MAC

T RUVABART Yy NIV FAT b N—RU=2T T RLVRAE—ETD

TEEMRBTDLOCAAL vTFERELET., T 74T, REL
MACT RVARNRTy bDIFAT b N—FRux=7 7 L RE—F
THZ LR LET,

A79713 end

Rt EXEC £— RIZRED £7,

A797 14 show running-config REEHERLET,

A79715 copy running-config startup-config (ER) 27 4Falb—ray 77 A NVIIHEERGTELET,

DHCP AX—VE 7 %7 4 E—7/MZT 5HICiX, noip dhep snooping 72—/ )L a7 f F 2 L—
varvavwry FEFEHALET, 1 20 VLAN £721% VLAN Ol T DHCP AX—E > 7% T (& —
T VIZF AIZiX, no ip dhep snooping vlan vian-range 72— N)L a7 4 Fal—vay avw R
ZfEM L E7, Option 82 7 1 —/L ROFHAL L OHIREZ T 4 E—7 /T F 5121, no ip dhep
snooping information option 72—/ )L 2> 7 4 Fa b —v a3 av U REEALEST, = / T A
A v FIZ L 5T Option 82 [FHRAFHFAINTHEE DHCP AX—E 7 Ry ha Rey 7 T258951C
LA v FEFHET HIZIE, no ip dhep snooping information option allow-untrusted 7' = ~/\/I/
ay 74 F¥al—varyavry NeEERLET,

Wiz, DHCP AX—t' v 7% 7 — )LEBLORNVLAN 10 TA X —7 2L, R— DL — MMillEZ 1
WH7=0 100 X7y MIRETHHZr~LET,

Switch (config)# ip dhcp snooping

Switch (config)# ip dhcp snooping vlan 10

Switch (config)# ip dhcp snooping information option
Switch (config) # interface gigabitethernet0/1

Switch (config-if)# ip dhcp snooping limit rate 100
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$£23% DHCP LU IP Y—R H— FHEEORE |

W DHCP RX—F /D&%

754 R—Fk VLAN TD DHCP RX—E Y7 D4 r—T )Lk

77 A4 X— K VLAN CTDHCP AX—¥E 7 %A RX—TNMITEET, DHCP AX—E U IR, R—7
NDEGE, REITTT7 A4~V VLAN BLXOBEEMITONTWSED U ZU VLAN O HIZEHE L E
9, DHCP AX—tE 7 N7 F A<V VLAN TA X—7 VDA, EH XU VLAN THA x—7 L
WRESNTHET,

DHCP AX—VE I N4 TIZT T4~ VLAN ICEREENTWTCDHCP AX—¥ 72k h o &Y

VLAN LIZBR2 X HICRELZHA. B # Y VLAN OB EITAEDN/RY FHA, 774~V

VLAN (2 DHCP A X —VE V7 2RETHMLENHY ¥, 774~V VLAN IZ DHCP AX—t 7
WRE SN TWVARWIESIE. VLAN 200 2 EDtH 4 Y VLAN IZ DHCP AX—VE L V2R ETH &
X, MDA E—IURERINET,

2w5d: $DHCP_SNOOPING-4-DHCP_SNOOPING_PVLAN_WARNING:DHCP Snooping configuration may not take

effect on secondary vlan 200.DHCP Snooping configuration on secondary vlan is derived from
its primary vlan.

show ip dhcp snooping ### EXEC =~ N1 Tidk, DHCP AX—E LV I NA R —T NV THDHT 7
A<vVBIPEIHY FT7 14— K VLAN 25T, 3XCHO VLAN £ R LET,

Cisco I0OS DHCP H—/\ F—AaR—22MD 14 x—TJL{t

Cisco IOS DHCP #—/\ F— & R— 2% A X —7 U L CET 2 FIEIZ DWW T, Cisco.com T
[Cisco 10S IP Configuration Guide, Release 12.4] @ [Configuring DHCP| O #F|Z& % TDHCP
Configuration Task List] ZZMH L T 7ZEW,

DHCP A X—EVT NA VT4V T—E3R—-R I—xz2 bDA R—

JILiE

AA v F ETDHCP AX—VE T N T 40T F—=HR_R=A 2=V b A F—T ML, #&E
T 5HITiX. ¥k EXEC E— FTKROFIREZEITLET,

avvk BHY

A7971  configure terminal Jua—sL arZ 4 FX¥alb—vary T—RElBLET,

27972 ip dhep snooping database KONWT NN EHEAL T, T—F_X—R =—V = hEHIFEAA
{flash:/filename | VT4 77 A40® URL #EELET,

ftp://user:password@host/filename |
http://[[username:password|@]{hostna

e flash:/filename

me | host-ip}[/directory]  ftp:/luser:password@hostlfilename

/image-name.tar | .
rep://user@host/filename} |
tftp://host/filename

http://[[username:password|@]{hostname | host-ip}[/directory]
limage-name.tar

e rcp:/luser@host/filename
o tftp://host/filename

27973 ip dhcp snooping database timeout T A R—ABRET B ANRETTLOE[HFL, ENETIZE T L

seconds

BT e 22 EILT oM (B #HELET,

T 7 4V M 300 BT, FEE TX HEPHIL 0 ~ 86400 T EHRD
HMATHET HITIE. 0 ZFHLET, B2 ERICEITS 5
TEEERLET,
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T23E

DHCP & U IP V—R #H— F#REDRE

DHCP 2X—F o /gsmonzxr N

B

27974 ip dhcp snooping database write-delay |25 (2 7 F— A R—ZANEHE I THLIELEZGT S £ TORE

seconds JERFRZEE LET, HETE 28X 15 ~ 86400 T3, 77+ /b
MX 3008 (543) T,
27975 end FiME EXEC £— RICREY £9,
27976 ip dhcp snooping binding mac-address | ({£5&) DHCP AX—E L 7 SA VT 4 2 Fe B _R— R, T 4
vlan vian-id ip-address interface V7 Y EBMLET, vian-id OEFHIZ 1 ~ 4904 TF, seconds
interface-id expiry seconds OFFAIL 1 ~ 4294967295 T,

Zoawry R, BTz MU ZEICAALET,
GH) ZDavwry R, AAvTFETANERIFIT N I T5 L&

ERLES,
Z7y71 show ip dhcp snooping database DHCP AX—VY > T XA VvF 4T F—H_R—X =Tz FDR
T ABIOMEHERER R LET,
27978 copy running-config startup-config (TR av74FXalb—Tay 77 A NVIEREE T LET,

FoF N R LT NBEUSA T 4 7 T 7 A LD %R 5I21E, no ip dhep
snooping database 72— )L a7 4 Fal—v gy avr REEHALET, 44570 FEIE
B OE % FE » S 9 5121%, ip dhep snooping database timeout seconds £ 7213 ip dhep
snooping database write-delay seconds 70—/ )bV 27 4 X2 lb—v gy avry RefHLET,

DHCP A X —VE > 7 WA VF 4 7 F=E =2 === FOKEHEREZ 27 UV 7T 51213, clear
ip dhcp snooping database statistics §5# EXEC 2~ R&EfALET, 7 — 4 X—2R&2FTHT HIC
IX. renew ip dhcp snooping database £+ EXEC =2~ FAfEH L £,

DHCP AX—VE T NA T4 T T =B R=ANONA T 47 = b ZHlERT 51213 no
ip dhcp snooping binding mac-address vlan vian-id ip-address interface interface-id Fite EXEC =~
CREHEHLET, Zoav NI HBRTL22 R ZEICANLET,

DHCP X X—FE VY EHRDHETR

DHCP A X — V' 715 AR RT HITIE, # 23-2 [RTHME EXEC =~ FEHERLET,

*® 23-2 DHCP 8% & RT 57=6DaAT U F

avwyk B

show ip dhcp snooping AA v F D DHCP AX—¥Y U IR EEFERLET,

show ip dhcp snooping binding DHCP AX—E > 7 A VT 4 v 7 F = _R=ZANOBHC R E STz

FUU TR TEFERLET, ZOXIBRNAL T4 TE, N T4 T—7
NEBIFEINET,

show ip dhcp snooping database DHCP AX—V U T N T 4 T T—=BR_XR—AD AT —F A5 LOHEHERE R

RLET,

show ip dhcp snooping statistics DHCP A X — ¥t 7 OMEHEHME BN E L ITFEMERN TR R LET,

show ip source binding BB L OISR ESNTAS VT 4 v T2 FRRLET,

DHCP AX—VE I INA X —TNTA VB =T 2 A ANE T AT — MIETEINTHE., HICH
EEINTAAL T 4 o TR ER TR A,
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$£23% DHCP LU IP Y—R H— FHEEORE |

W py—xH—FoB=E

IPV—X i— FOBME

IPSG i, DHCP AX—VE > T XA T 47 T—=H_R—A BIOFETHRESINZIP Y —R A
VTAVITIEESNTC N T T4 7T 4 NB ) T THIEICED, =Ty R LAV 214
H—T 2 A ATDIP N7 7 4 v 7 EHBTHEF 2T s HETT, IP V—X H—F&FEHLT, &
AR, FORAN—DIP T RVADFEHERATZHED N T 7 4 v IV HBEHS LN TEET,

IPY—Z2 H—FiF, EETEXRNA L Z—T 24 ALETDHCP AX—E U I NA R2—TMI2& TV
HPHIA F—TNMCTEET, AV F—Tx2A ALETIPSG A X—7NMICT D&, AA v Fid,
DHCP A X — bt > 72X O FRI &7 DHCP X7 v FNERE, ZOA v F—T =24 ATEZFELETA
THOIP o7 4y 2% 7wy LEd, R—h77kXx arbtae— UAL (ACL) 1T, 204 v
B —T e AZHWHENET, R—FACLIZ. IP V—A LU F 4T T—TVITEHETLIP T L
AEFFOIP VT 7 4 v 7 FEFAIL, TOMO T 7 4 v 71 3T _XTESLET,

() HR—FACLZ. FLA v F—T = A ELGEZDZTOMDNL—% ACL X° VLAN v v 7 10 L&
IhEd,

IP =2 R UT 4T T—=T AT 47, DHCP AX—E o 7Ick s ns», £
T TRESNET RET 4 v I IP V=AU T 40 D)y 2ZOT—TNADxT b JIET T,
MAC 7 FL z2 & VLAN BEWREEMT ONZIP 7 FL22ELEd, A vFIE IP VY —RZ H—F
DA F—TNVNZENTWEBRETETIP Y —A RS T4 7 T—T N EERLET,

IPSG R HR—=FEINTWVEDIF,. TIZ7 A R—=—FIBIRIN T 7 A= +a2&ieb A ¥ 2HR— T T
T, BETIPT FLRA 74 0Z )7, RETLIPBIOMACT RLA 74V XY T aMRHAL
T, IPSG 2R ETHIENTEET,

o [EETLIPT RLADTZ 4 %Y 7] (P23-16)

o [EETIPT FLABLIOMACT RLAD T 4% 7| (P23-16)

o (22T 4w 7 RANHIP V—A H— 1] (P.23-17)

EETIP7ELRD 4L E YT

IPSG TCZDAT v arvBARXR—TMZINTWAEAE, IP 8T 7 0w 7%, H#EILIP 7 NLRICHE
SNTI4NEI T E3NET, A4 vTFiE, EETIP B DHCP AX—VE2 T SA VT 4T FT—
AR=2ZAPDxTr ") FRFIP V=R NRNALT AT T—=TNDNRA T 4 7 —BTDHHEEIT,
IP bT77 47 %HRELET,

A F =T 2 ALET, DHCP AX—VE T RNA T 407, FRFAEZT 4 v 7 IP V=R N
T A TBRBM, AR, FREFHIRENEGAE AL TP Y —A RS T4 TOEREFERAL
T, "—=FACLZZHFL, ZOR—MACLZA VF—T oA AICHEBALET,

IP V=2 A5 47 (DHCP AX—Y o ZIC X vEicEE Sni-, T cResnzsy
D) MBEENTWRNWA 2 H—T 2 A4 AETIPSG 24 X—T NI LEEHE. AL v FIEZDA v
Z2—TxAALTIP N7 74y 7T XRTCEERTHHR— M ACL Z{EL L, #ALET, I[P VY —2R
H—=RET A B—T NI LIEHE, AA v FIFA v F—T =4 AR — b ACL ZHIBRL £,

EETXTIP7 FLRAELUMACT7 FLRD 24 ILR YT

IP o774 271F, BETXLIP T RLABLIOMAC 7 RLRIZESWTTZ 4V Z ) v 7 anEd, A
A yFiF, FETLIPTRLAEMACT RLARIP YV —ZA L T 4 FT—T LD MY &—
BT 2EAEE T, VT T4 v s EEmELET,
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| £23% DHCP £&UIP Y—R H— FBBEORTE

PY—=x A—roms N

TRLVA TAUNEZY) TN =T NVNDEE, AL vFIZIP b7 74 v 7 EHEIP VT 7400 %
TANZ YT LETLIP Ny b FRFFEIP N7y FOEETT MAC 7 RUAREHZRIP V— R
NRAVTF 4o T =BT 8L, AL v FIXZ0ry Mefik LEd, DHCP 47 v M &gE, #
OMOTEHED Xy MEIT T, AL v FICLY Fay7FEnFET,

AL v FII. FETLMACT FLRAD T 4 NE Y TICR— b BF 2T 2FHLET, A—F &
FaUT A BEEREELFERE. AV — T4 ATV Yy N T LET,

AET49Y9 RXAMAHIP V—X fi—F

~

(E)

ToT) 7 R—b, FEENTIT R—FT, RET 47 RANHIP V—A H—FK (IPSG) %
FEALRNTLIEE N,

AZT 4 v 7 WA N IPSG %, IPSG O#BE%E DHCP TIEIRW, AHX T 4 v 7 RBEREICHEET 5 H D
T4, ZHETHOIPSG (. DHCP AX—tE L ZIc LV E SNy FY AR LT, AA v F o
MEINTEARANERIELTWE L, RAMPOLEZELIEN I 70 v 7055, A%)7 DHCP %kl
BN DIETRTrFey FanEd, 20XV T4 EICL-T, V=T 47 &R0 A Y2
AHE—=Tz2AALEDOIP bT77 4 v 7 BHIREINET, ZOMAEIX, DHCP AX—E> 7 A VT 4
VI T EAR—Z BIXOFETHREINTZIP Y —A RN, T 4 v TIZESNTC N T Ty 02T 4
NEY T LUET, BiN—Y a0 ® IPSG Tld, IPSG #EES 57292 DHCP BRENAMIE T LT,

2HT 47 ARAMHIPSG Tix, DHCP /e L TIPSG ZEMES B A ZENTEET, RET 4 v 7
RAAMHIPSGiZ, F— M ACL ZA A= FTDHDIZIPT A A T vF T =7/ b
VIETFELTWEET, TOAL v FIE, HESNEZR— N THERREA FDY X M E#FEFT 2720
{2, ARP VU7 A b, F73FOMDOIP Xy MIHESWTAZT v 7 = MY EERLET,
7. BESNTEAR—NI NI T4 v 7 BRETEBRARANOBEERET D ELTEET, ZITLA
¥3ITOR—F X2 VT4 LALTT,

AET 4w FANHIPSGIIF AT I v I ZAMLYR—FLTWET, XA F3I v 7 KRR,
IPDHCP AX—¥ 7 T—7WIIFET 2 DHCP REID ¥ ToN/ZIP 7 FLAZZETHE, IPT
NAA ST yHx 7 T=7MERLC= b Y 258 LET, show ip device tracking all £ EXEC
AV REANTLE IPT AL A FFyFo 7 T—=700F, ZhbDx U ACTIVE Th
LHERFEINET,

S

GE) BEOXY FIT—27 AL B —Tx2A ZEFHDOIPHRAMDO—HIT, XY FT—2 AL F—T =
A AN T2y NEFEATDHZENTEET, ZOmh ry NMIE, YV—A T L X
LT, BDOFRAN X2y U= A2 —T 24 AZADIP T KL A, £721E MAC 7 RV AR
EENET, OBy NI AXT 4 v 7 KA NHIPSG MR A MOEHRE S, TR
IP7 RLANRAL YT 4 T EFRIIMACT LA RS VT 4 VI REEENT, B A
VFE 4 TPNERENDRINE Y Y, RA ML DE Ny FOTEAZ BB D A
WZOWTIE, SIS T DAL —FT 4 VTV AT LAERY NI =T A H—T 2 ADR U H—
IZBHWEDELTZE N,

B, AXTF 47 FANBIPSGIZACL R—ADAX—VE L7 AH=RAN%E LT, BIHIZ IP A
AT 47, FEEMAC AL T 40T %FRLET, IP AL T 47 £ X MAC A v
T4 TFE, ARP X7y b, BEORIP X7y MLV, AEZT 497 RAMPLEEEINET, Zh
BIITANARA T ovF T TR RGFEINET, HESNIA— N TEIZEE, 2038
BINCERESNIZ IP 7 RV AOEBPRKMICE LGS, HTLWIP 7 KL AEREO/N7 » MIT T,
N=Ry=TIZkY Fey7anEd, MorOBEETBEI SN, Fl2ide Roloh A M EFRRT
5720, AFT 47 FAMFIPSGIZIP T A A T oF U ZEIEA LT, BIBCEE L IP
T RVANRL T 40T x2—Ur 7 7 MLET, ZOKREIL, DHCP AX—t 7 L & LI
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$£23% DHCP LU IP Y—R H— FHEEORE |

W py—xH—FoEE

TEET, BEAAM T 471, DHCP AR ML AXT v 7 KA SOl FICHR SR — M
srshEd, 22 XM T4 TAA A RN TR T F—HF =L DHCP A X—F
VIR UT T T AR ADW T IREEESNE T,

Ly I &y = E
IPYV—X A—FD:x
e [FT7xNVEDIP V—A H— RKi%&E] (P.23-18)
o NP Y—RA N— RREMOEFFE] (P.23-19)
e [P Y—RA H—FDA x—7 1] (P.23-19)
o (2B2F 4wV RANHIP V—2 H—Fo#HE (P.23-21)

FIAILEDIP V—R H— F&TE

IPY—RAH—FRiF. 774V ETET 4 E—TVICERESNTVET,

Catalyst 3560 R4/ v F YI b7 av74Fal—Sav HA K
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PY—=x A—rFoxe N

IPV—R fi— FERERDIEEE

AT AT IP AT 4o 70%, FN—Ty R AR FETTRETEET, V=T v KA
% —7 = A AT ip source binding mac-address vlan vian-id ip-address interface interface-id 7
R—L Ay 4 Falb—vary avy FeANTLE ROTT— A yb—URFRSnE

j‘o

Static IP source binding can only be configured on switch port.

BEETIP 74 NVF ) THEEEZ RO IP V— A T—FNA X —T 2 A ATA X =T NIZEN T
DA, TOAH =T 2 A ADT 7 AVLAN T, DHCP AX—E L 7% A X—T7LIZLTE
SHERH Y £97,

HH DO VLAN 28> vF7 007 A 2 —T =2 ALETIP V=R T—R& A Fx—7iC L.
F_XTD VLAN TDHCP AX—VE > 7 %A X—T7 NI LTESAE, T-X3CO VLAN 2, &1
TRVA 7R EAINET,

A

GE) IPY—RT—FKBAF—TNICENTWELEIL, FTFv 7 A F—T A AD VLAN
FTDHCP AX—Y 724 Xx—TN, $FHIET 4 B—T NI LSS, AL v FIEy)
WM T4 T BT ANE) T TERWATREERD Y £77,

no
ot IP

bl

RETIPBLIOMACT FLR 74N EZ Y TICEDIP Y —R H— RaEA X —7 M2 T 5T,
AH =T ADDHCP AX—E VT LR =N EXa VT 4243 —TNIITHRERDY F
9, F72. ip dhep snooping information option 7 72— )L 27 4 Fal— gy avy Nz
AJIL T, DHCP #— NZHESEIZ Option 82 # VAR — FIHAMLELHV T, MACT RL-R

TANZ Y 7 EEBIZIP Y —A = RaA RX—7 M LIsa, DHCP AR MZ LD U —270
RBAINDET, ZOFRA MDD MACT RLRAFEFINEFA, =L EA MIT Y b &
kT 554, DHCP AX—E 71X Option 82 T — X # LT, &AA F N— b2 L ET,

FFAXR—F VLAN BDRESNTWNBAL B —T oA AZIP V—A H— FRERELEES, A—
XTI R—FENEEA,

Z O%EEIX, 802.1x R— FR—ZADFWIENA X —T MZEINTWDHEEITA R —T NI TEET,

Ternary Content Addressable Memory (TCAM) = kU OENRREEEBZ 72546, CPU Off
MAFRTHEMLES,

IPY—AH—RFRAZ—b aX 7 a2RETLHE, BEESNTET FUARL DHCP IC L - THFH &

N7 RVAUANDEETLT RV AEFOTy MIERG I, £/ v hOWNED NetFlow

INVEEEICERFEINET., ZOBEEZRETH2HEIE. Av—F aX o or/nra— g x—

TN o TVWH I L EHRLTL &N, Av—h B XU VOOV TIE, [A~v—F B ¥
VI OERE] (P32-15) MWL TLLEEN,

IPYV—X H—FDA4r—T)LiE

¥ #E EXEC £=— R TBAAL £7,

avv Rk B#
27971  configure terminal Fa—rL ar 74Xzl —ay B— NEBEBLET,
A7972 interface interface-id MG AL LA —T 2 A ABEREL, A A —T oA A AT 4 Ko
L—yary = RFERBLET,
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$£23% DHCP LU IP Y—R H— FHEEORE |

W py—xH—FoEE

A7973

AT974
ATy75

27976
AT971

ATy7 8

A7979

[l Catalyst3560 R4 v F Y7 b7 A4 F¥al—av A4 F

avwy kR Br
ip verify source [smartlog] EETIPT RLRA ZANZ YL LD IP Y — A — RaA 32—
e i LET,

ip verify source port-security

o (BE) FmyZInie 7y bORNEZ NetFlow IUEEREICERE
THEIICAAL v FEBRET D11, smartlog Z AT LET,

EETLTIPBELOMACT RLA 74 AZ Y KB IP Y —RA H—FK
BAF—T M LET,

ip verify source port-security f > ¥ —7 A X a7 4 F a2l — =
vavw s REHERHLT IPY—A H—ReFR—F X2 VT 0 OWF
EAR—T T HHAIFRO 2 KITEBE LTI ZE W,

e DHCP ¥ — 3% Option 82 ¥R — M T HXLERH Y £7, HKR—
FLTWARWES, 2947 MOIIP T FLAZEDYTHZ L
NTEFEHA,

e« DHCP %7 v b MAC 7 KL AN, BF =7 7 RLRE LTHEH
ENBH5ZLiIHY EH¥ A, DHCP 7547 @ MAC 7 KL AR
X7 T RLRELTEEINDIZIE, AA v T 233 DHCP
T—H NTT 4T EZIE LEGETET T,

exit

Ja—)L a7 4 Xal—ay EFT—RNIREY £9°,

ip source binding mac-address vlan
vlan-id ip-address inteface interface-id

ARTF 4T IP V= RNAL UF 4 o T HRBIMLET,
ABT AT NAVT 472z 0a~vry KEADLET,

end

¥k EXEC £— RIZEY £4,

show ip verify source [interface
interface-id|

IPY—A H—FOREZMERLET,

show ip source binding [ip-address]
[mac-address] [dhcp-snooping | static]
[inteface interface-id] [vlan vian-id]

AA v T, FFED VLAN, FHIIHEDA o F—T =2 A LIZIP YV —
ANRAL T 4 o T eFRLET,

copy running-config startup-config

ER) ar74Fab—rary 77y VICREZHRFLET,

EETLIP T RLA T4 VZ YV TICED P Y —R H—R&ET 4 E—7/WIZF 5I21E, no ip verify
source f VX —T A A AT 4 Fal—varyavr ReEHLET,

ABT AT IP Y —=ANAL T 47 = b ZHIBRT 52X, no ip source 72—/ 3L a7 ¢
Xal—varyavwrReEHLET,

WIZ, IP Y —A H—FREFEETLIP BLOMAC 7 4 v # Y 7% VLAN 10 8L X VLAN 11 TA
R=T M DB 2R LET,

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Switch (config)# interface gigabitethernet0/1

Switch(config-if)# ip wverify source port-security

Switch (config-if) # exit

Switch (config)# ip source binding 0100.0022.0010 vlan 10 10.0.0.2 interface
gigabitethernet0/1

Switch (config)# ip source binding 0100.0230.0002 vlan 11 10.0.0.4 interface
gigabitethernet0/1

Switch (config) # end

OL-26641-02-J |
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PY—=x A—rFoxe N

AA3T49vY RAMAIP V—X H—FDERE
e [LAY2T IV HAR—FINTOALZT 47 FANHIP V—R& H—FoFE, (P.23-21)

o [F54_R—FVLANKA K R—FFEDRAZT 4 v 7 RAFDIP VY —Z H— FOKRE]
(P.23-24)

LANY279 A R—FTODRET4 v RAMAIP V—R H—FDOHRE
A

(F) AX¥7 v 7 "X MHIPSG Z#ifE =& 5121, ip device tracking maximum limit-number A > % —
TxA A a7 4 Xalb—ray avry Faelo—VVIRETAHALERNGD ET, fF—T=A
AETIPTANAR R X T — A X =TT, ERETIPTAAA A T vF T
DOIRKEEBRETT, F— b ETCZOa~vy RETERETDIE AXT 4 v 7 KA RO IPSG IZED
AVE—=T A ANLDIP FTT7 4y 72T _XRTESLET, TOBMEIE, RAF¥T v 7 FARD
IPSG 7T A _X—hk VLAN R A b R—=+r ECHEASNIEECHLEHAESNET,

¥t EXEC E— FTIROFIRZETL £,

=1 B#

27971  configure terminal JH— L AT 4 R L—a T NAEBGLE
D

A7y72  ip device tracking IPHRARNTF—TAEF AL, IPFAAL R FT vk
Tk a— A F—T I LET,

27973 interface interface-id oM T el A AT ( Fab—ta s e NEH
BLET,

27974  switchport mode access B 2T IR LTHRELET,

A7975  switchport access vlan vian-id ZOR—MHD VLAN 2% € L £,

A7976 ip verify source tracking port-security MAC 7 RL A 74 NHE VT QA ET 4D

ARARMHIPSG A F—7 M2 LET,

(3¥) ip verify source port-security { > % —7 = A
AaryZ4Fal—varavry REfAL
T.IPY—RAH—FKEFR—FEXF2VT 4D
W EA F—T VT DA

e DHCP #—/31% Option 82 ¥ AR — h§ B %E
NHYET, YR—FLTWARWEA, 754
T RMIIIP T RLAZEID S CTHZENT
XEHA,

e DHCP X7 v FOMAC 7 RLAR X% aT
TRLALLTHEEINDZ EIEZHD A,
DHCP 7 547> FOMAC 7 RL AR EF =
T T RLRLELTEEEINDITIE, A v T
NI EDHCP 7—% v T 7 4 v I 25 LT1=8
BRI T,

Catalyst 3560 R v F YI r 97 av74Fal—>ay HAF
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W py—xH—FoEE

avw Uk B
27971 ip device tracking maximum number FOR—FT, IPT AL A FNFoF L d F—T ik
NHFAENDAZT 47 IPHD EREZFRELET,
ETE 28X 1 ~ 10 TY, mAMEIX 10 TY,
(3¥) ip device tracking maximum /imit-number A >~
R—=T AR AT 4Falb—vgry avs R
RETDMLERH Y FT,
7978 switchport port-security (EE) 2OFR—FOR—F X2 VT 42T IT57 47
ZLET,
A7979  switchport port-security maximum value EE) ZOFR— MIT2 MAC 7 L 2D EKIEE
ELET,
A79710 end ¥ EXEC £— FITR D £,
279711 show ip verify source interface interface-id WEERMR L., AXT v KA MIKT 5 IPSG 2%
Al ACL ##R L7,
Z7y712 show ip device track all AA F A HE—T A A LEOEESHIZFA A MK

[active | inactive] count

425 IP/IMAC NA V> F 4 VT hFERL T, REEMEDR

Lij‘o

s TIT AT THDIbDITRT 777477 1IPF
FIEMAC A T 4o 2 NPT EFRRL
ESC

o FETIT 4T THIODITRT TV T 477
IP £/ MAC XA T o7 = MR EE
RLET

o ITRT:TITHUTRBILVCIHET VT 477 1P 7=
IMAC XA v F 47 = b ZERLET

WIZ, AV E—T 2 A AFTRAET 47 RANZESTIPSG #1=1ET 5625~ LET,

Switch (config-if)# no ip verify source

Switch (config-if)# no ip device tracking max

WIZ, R—=F ETRET 4 v 7 RA NS TIPSG 24 X —TNMICT 2015~ LET,

Switch (config)# ip device tracking

Switch (config)# ip device tracking max 10
Switch (config-if)# ip verify source tracking port-security

WIZ, VAXY 2T 7R R—FCTIP 74 NVZEFEHLTAXT 4 v 7 R"AMHIPSG A F—7VIT
L. AV BZ—TxAZGIi0/3 THENRIP A T 4 v T2 fERT 0 2R LET,

Switch# configure terminal

Enter configuration commands, one per line.

Switch(config)# ip device tracking

End with CNTL/Z.

Switch (config)# interface gigabitethernet 0/3

(

Switch (config-if) #
Switch (config-if) #
Switch (config-if)
Switch (config-if)

Switch(config-if)# end

Switch# show ip verify source
Interface Filter-type Filter-mode

IP-address

switchport mode access
switchport access vlan 10

# ip device tracking maximum 5
# ip verify source tracking
#

Mac-address

[l Catalyst3560 R4 v F Y7 b7 A4 F¥al—av A4 F
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PY—=x A—rFoxe N

Gi0/3 ip trk active 40.1.1.20 10
Gi0/3 ip trk active 40.1.1.21 10

WIZ, VA ¥ 2T 78AR—=FTIP-MAC 74 VEZEFERLCAZT 4 v 7 A NHIPSG &1 F—
TN, A F =T A A Gi0/3 TE: IP-MAC A T 4 VTR L THE, Z0OA X —
T2 AALETERIZELTEAS VT 4 v T OB EHERT DH 2R LES,

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config)# ip device tracking

Switch (config) # interface gigabitethernet 0/3

Switch (config-if)# switchport mode access

Switch (config-if)# switchport access vlan 1

Switch (config-if)# ip device tracking maximum 5

Switch (config-if)# switchport port-security

Switch (config-if)# switchport port-security maximum 5
Switch(config-if)# ip verify source tracking port-security
Switch (config-if)# end

Switch# show ip verify source

Interface Filter-type Filter-mode IP-address Mac-address Vlan
Gi0/3 ip-mac trk active 40.1.1.24 00:00:00:00:03:04 1
Gi0/3 ip-mac trk active 40.1.1.20 00:00:00:00:03:05 1
Gi0/3 ip-mac trk active 40.1.1.21 00:00:00:00:03:06 1
Gi0/3 ip-mac trk active 40.1.1.22 00:00:00:00:03:07 1
Gi0/3 ip-mac trk active 40.1.1.23 00:00:00:00:03:08 1

OB, TRTDA L H—T =2 A AT DHIP FRIEMAC A T 407 = b 2T _RTER
LEd, CLLIZT 7747 = N EFT VT 47 2 VIOl FERERLET, A X —T A A
THRAMREHEND E, ZOH LW ML, 772747~ 8nNET, ZOKRAMEZDA
VH—T 2 A ANGLE L, BIDOA U H =T oA RZHET D & KA NERET D ERIBRC, HLW
IP £/ EMAC AT 47 2 NIRRT 2T 47 LTERINET, UBIOA V F—T oA A
TIE, ZOFRAMCHTAHIENZ U VIR HET VT4 T e~—r ENET,

Switch# show ip device tracking all
IP Device Tracking = Enabled

IP Device Tracking Probe Count = 3
IP Device Tracking Probe Interval = 30

IP Address MAC Address Vlan Interface STATE
200.1.1.8 0001.0600.0000 8 GigabitEthernet0/1 INACTIVE
200.1.1.9 0001.0600.0000 8 GigabitEthernet0/1 INACTIVE
200.1.1.10 0001.0600.0000 8 GigabitEthernet0/1 INACTIVE
200.1.1.1 0001.0600.0000 9 GigabitEthernet0/2 ACTIVE
200.1.1.1 0001.0600.0000 8 GigabitEthernet0/1 INACTIVE
200.1.1.2 0001.0600.0000 9 GigabitEthernet0/2 ACTIVE
200.1.1.2 0001.0600.0000 8 GigabitEthernet0/1 INACTIVE
200.1.1.3 0001.0600.0000 9 GigabitEthernet0/2 ACTIVE
200.1.1.3 0001.0600.0000 8 GigabitEthernet0/1 INACTIVE
200.1.1.4 0001.0600.0000 9 GigabitEthernet0/2 ACTIVE
200.1.1.4 0001.0600.0000 8 GigabitEthernet0/1 INACTIVE
200.1.1.5 0001.0600.0000 9 GigabitEthernet0/2 ACTIVE
200.1.1.5 0001.0600.0000 8 GigabitEthernet0/1 INACTIVE
200.1.1.6 0001.0600.0000 8 GigabitEthernet0/1 INACTIVE
200.1.1.7 0001.0600.0000 8 GigabitEthernet0/1 INACTIVE

ZOBNE, TRTCOAL L H =T oA RZKT DT 7T 47 IP ELLIEMAC A T 47 = M)
ZINTERRLET,

Switch# show ip device tracking all active
IP Device Tracking = Enabled
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Catalyst 3560 R4/ v F Y27 +bHx7 avI74¥al—vav 4 F



$£23E DHCP 8 & U IP Y—X H— FiEED T |
W py—2HA—FomE

IP Device Tracking Probe Count = 3
IP Device Tracking Probe Interval = 30

IP Address MAC Address Vlan Interface STATE
200.1.1.1 0001.0600.0000 9 GigabitEthernet0/1 ACTIVE
200.1.1.2 0001.0600.0000 9 GigabitEthernet0/1 ACTIVE
200.1.1.3 0001.0600.0000 9 GigabitEthernet0/1 ACTIVE
200.1.1.4 0001.0600.0000 9 GigabitEthernet0/1 ACTIVE
200.1.1.5 0001.0600.0000 9 GigabitEthernet0/1 ACTIVE

ZOFNE, TRTOA U Z =T 2 A AT 2HT 7T 477 IP £T2EMAC AN T 7 = b
VaTXTRRLET, ZTOFRZX MIET. GigabitEthernet 0/1 THH =4, KT GigabitEthernet 0/2
THEIENE T, GigabitEthernet 0/1 THEH ENTZ IP £7IEMAC XA VT v 7 = NV IEHET 7

T4 TEw—T INET,

Switch# show ip device tracking all inactive

IP Device Tracking = Enabled
IP Device Tracking Probe Count = 3
IP Device Tracking Probe Interval =

200.1.1.8 0001.0600.0000 8
200.1.1.9 0001.0600.0000 8
200.1.1.10 0001.0600.0000 8
200.1.1.1 0001.0600.0000 8
200.1.1.2 0001.0600.0000 8
200.1.1.3 0001.0600.0000 8
200.1.1.4 0001.0600.0000 8
200.1.1.5 0001.0600.0000 8
200.1.1.6 0001.0600.0000 8
200.1.1.7 0001.0600.0000 8

GigabitEthernet0/1
GigabitEthernet0/1
GigabitEthernet0/1
GigabitEthernet0/1
GigabitEthernet0/1
GigabitEthernet0/1
GigabitEthernet0/1
GigabitEthernet0/1
GigabitEthernet0/1
GigabitEthernet0/1

INACTIVE
INACTIVE
INACTIVE
INACTIVE
INACTIVE
INACTIVE
INACTIVE
INACTIVE
INACTIVE
INACTIVE

ZOBNE, TRTOA L H =T =2 AA AT LT RTODIPTNAAZX b T vF 7 RAR = IO

W zFRRLET,

Switch# show ip device tracking all count
Total IP Device Tracking Host entries: 5

F54_R—FrVLAN KRR b R— b EDRET 499 RA LD IP V—R HH— FORE

~

GE)

2AET 4 w7 KA MO IPSG Z#ae =& 2121, ip device tracking maximum limit-number A > % —

TR ary74F¥al—yay axy Reala—LIIRETIHILEND D £77,

Zoavwy NE

R—=PMIHLTETLEN, [PT AR M T oX T E2T7a— LI X =T L TR, 72
1% IP device tracking maximum ZZ DA X —7 = 4 AZH L THEL TWRWEAIZ. A X T 4 v 7
RARDIPSGIZE ST, Z2DOA U F =T =2 A APHDIP b7 7 4 v 73T XTHEGINET, 20
P, AZT 47 RAMDIPSGRLA Y277 A RK—F ECEHINIGAEICHEAESNE

EE

¥i# EXEC T— KT, IR TFIBEZETLTCLAV2TI78AR— b LEDODRZT 4 v 7 RAFD

IPSG & IP 7 A NV EZ HHZELET,

[l Catalyst3560 R4 v F Y7 b7 A4 F¥al—av A4 F
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avUF =[]
27971 configure terminal Ja—rJL Ay T 4Kl — gy e R LE

ATy72
ATy73

AT974
ATy75

A797 6
ATvFT
ATy7 8

A7979

ATy710
ATy 1

ATyF12

A7y7 13

ATy 7 14

A797 15

ATy7 16

AFyFT
AFy7 18

B

vlan vian-idl

VLAN 22> 7 4 F¥alb—2 gy — REBBLET,

private-vlan primary

754~V VLAN %75 A ~— | VLAN H— |k EiZ#
ELET,

exit

VLAN 2> 7 4 FXal—Yay BT—REKRTLET,

vlan vian-id2

D VLAN @ VLAN 207 4 a2l —v a3y £— K
ZRMG L ET,

private-vlan isolated

B

exit

VLAN 227 4 ¥alb— gy F— 2K TLET,

vlan vian-idl

VLAN 2> 7 4 Falb—Tay T— REHKLET,

private-vlan association 201

VLAN #MS27" 7 A ~X— F VLAN A — MZBERHT F
R

exit

VLAN 2> 7 4 Xal—Yay B— REa&TLET,

interface fastEthernet interface-id

A B—T A A AL 7 4 Fal— 3 F— N2
WHBLET,

switchport mode private-vlan host

(EE) "R— b+ %2774 —F VLAN KA b & LTHRTE
LET,

switchport private-vlan host-association vian-idl
vian-id2

(ER) ZowR— Mz, #sT56774~— K VLAN %
BEMEAT I E 9,

ip device tracking maximum number

ZOR—=FIZKHLTIPT NS A VT X T T—T )
IR CEDAXT 4 v 7 IP OO EREHREL £,

RAEE 10 T,

GE) RAET 4927 FARNDIPSG ZHRESH DI
X, ip device tracking maximum number 1 >
Z—T AR A~ FE7a— VUIRET D
VER DY £,

ip verify source tracking [port-security]

ZOR—FEDORYT 47 HFARDIPSG &£ MAC T
RVRA T4 NVHE DT 2T 7T 47 LET,

end A =Tz R AT 4 Falb—ary ET— ek
TLET,
show ip device tracking all REZMERLET,

show ip verify source interface interface-id

IPV—A H—FRKOBREEWRLET, AF¥T 47 &K
A @ IPSG OFF Al ACL #F L £7,

wiz, 7794 _X—hK VLAN KA S R—F ETRET 47 RAMDIPSG L IP 74 NV EFH A F—T

MCT BB 2R LET,

Switch (config)# wvlan 200

Switch (config-vlan) # private-vlan primary

Switch (config-vlan) # exit

Switch (config-vlan)# private-vlan isolated

Switch (config-vlan) # exit

(
(
(
Switch (config)# wvlan 201
(
(
Switch (config)# wvlan 200
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Switch (config-vlan) # private-vlan association 201

Switch (config-vlan)# exit

Switch (config)# int fastEthernet 4/3

Switch (config-if)# switchport mode private-vlan host

Switch (config-if)# switchport private-vlan host-association 200 201
Switch (config-if)# ip device tracking maximum 8
Switch (config-if)# ip wverify source tracking

Switch# show ip device tracking all

IP Device Tracking = Enabled

IP Device Tracking Probe Count = 3

IP Device Tracking Probe Interval = 30

IP Address MAC Address Vlan Interface STATE
40.1.1.24 0000.0000.0304 200 FastEthernet0/3 ACTIVE
40.1.1.20 0000.0000.0305 200 FastEthernet0/3 ACTIVE
40.1.1.21 0000.0000.0306 200 FastEthernet0/3 ACTIVE
40.1.1.22 0000.0000.0307 200 FastEthernet0/3 ACTIVE
40.1.1.23 0000.0000.0308 200 FastEthernet0/3 ACTIVE

WA, A v #—7 A A Fa0/3 L TFEEINTZ 5 DOER IP-MAC A T 4V IIRRRI N
TWET, 774 — K VLAN OBGIE. A T 4 712137 74~ Y VLAN ID BRI &4
FT, LedoT, ZoOFITIEFT I 4~ VLANID TH 2 200 RRICERSILTWHET,

Switch# show ip verify source

Interface Filter-type Filter-mode IP-address Mac-address
Fa0/3 ip trk active 40.1.1.23
Fa0/3 ip trk active 40.1.1.24
Fa0/3 ip trk active 40.1.1.20
Fa0/3 ip trk active 40.1.1.21
Fa0/3 ip trk active 40.1.1.22
Fa0/3 ip trk active 40.1.1.23
Fa0/3 ip trk active 40.1.1.24
Fa0/3 ip trk active 40.1.1.20
Fa0/3 ip trk active 40.1.1.21
Fa0/30/3 ip trk active 40.1.1.22

Vlan

200
200
200
200
200
201
201
201
201

201

ZOWNNBIE, 5 ODFERIP-MAC A T4 737 T4~ & ZY) Oifod VLAN Lk

WZHDHZENDNY T,

IPV—X #H— FIEHROERTR

IP V— A H— REMERRT AL, # 2330 EXEC 2~ F4& 1 DL EFEHRALE9,

% 23-3 IPV—R #i— FE#HERTT 5=HDITVF

avwyk By

show ip device tracking FTRCDA LV H =T 2 A RAIKH LTI T 4T RIPERLIEIMAC RS > T 47 =
YR EFRRLET,

show ip source binding 2L FEDIP V—R2A L F 40 TR R LET,

show ip verify source ZAL v FEDIP V—RA H—RFRREEZF - LET,
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DHCP #—S F#— FR—RO7 FLRFAY &TtofE B

DHCP 4 —/\ R— FR—ZXD7 FLREY HETOME

DHCP #—/8 R— b X—=ZD7T L AEIY B TE, SN T A A 7 F7 47 bO 1D £72137
FAT I N—=FRou=7 7 FLRIZEAKAR L, DHCP A —% Ry b A v F A—FTHEHLIP 7 K
VAZHEFFTE 2 K0T 2HEETT,

Fy N —Z [ ZBAINIA —H Ry b AL v Fid, BEEERINZT A ACERERIELE T,
THOEES . —HORETIE, D57 ATREARXRELEZSGEIX., TNERFREHC, 0
Py hU—=7 TROY OFT A ZAREMEEBIG LR TIER Y 8 A, BED DHCP EETiE, Zo
RV OF A A2, DHCP BE U IP 7 KL AT A HIHEH Y /A, 2> br— T =X
Vo7 mERTIV I N TIE, &7 ACEHEMNT SN IP T RUVAR—ETH D Z & & HFF
LTWET, A RAERZHLTEEA. DHCP 7 94 7 b EREINTZHATH, 7 RLADEY
LTI —EDEETRITNIER D /A,

DHCP #+— /N KR— k- RX—=20D7 RLZAEID Y THEENPREINTWDIHA., ZOBBEICLY, Ho#E
AR — P CEENTZDHCP A v E—VTCII7A T MIDRIVTAT b N—FU =7 7 FLAN
ERERENELTH, AUERER— MIEFEICHECIP 7 RLUANREENE Z E MRS NET,
DHCP = @i, DHCP X% v D7 547 FID A F L a ik, DHCP 7 547 > Mk
WMLET, 77947 DA T a2 EGERWITA4T U MNMEL IV TA T B N—FKu=T7 7T Kb
XV ENET, ZOWEEZRTETDIE, AV X —T A ADKR— ZB, 7747 FID F
T AN—=FRu=7 7 RLVRLY HERESN., BEEOBERRA LV N THIAL v F "= BT T4 T
MID 2720 9,

TRCO7F—AT, AUR—=MIA—V Ry N F—T N E2EHETHZ LI, SEREINTZT A A
\Z. DHCP #HTHIU IP 7 FLAREI W YT o ET,

DHCP H#— N R— b _X—=2 D7 R L A& YTHEIEN YR — h S T»b DL, Cisco I0S DHCP
=2 TT, Y= =T 4 BOY—TIIHHR— FENTWNERA,

DHCP Hy—/\  R—rR—XD7 FLREY L TOERTE
o [R=F"R=Z2DOT FLAT—TNLDOF 74/ RiE] (P.23-27)
o [R—=FR=207 RLRAEID Y THREFOTEEFHE] (P.23-27)
e [DHCP H— N R— b RX—=2D7 KL A& Y TOA x—T A4k (P.23-28)

R— FR—=ZDT7 FLRA T—TILDOT 74 FEE

T 74/ FTiE, DHCP =N R— F_X—=2D7 FLREIY B TET 4 E—T SN THET,

gl‘-l_:

R—rR—ZD7 FLREY B THRERDIEEE

ZZ T, DHCP R— FR—2Z2D7 RLRAE Y Y CHREOFEFELIALET,
o 1 ODR—FIHEEIVYBTHZLENTELIPT FLAT 1 27T,

o HHAT ML (FANIREEINTT KL A) L, clear ip dhep binding 72—/ 3L 27 ¢ o
L—yay avwy FTRZ V7T TEERA.

o HANIHEINLT KL AL, @HOERIP T KL AED 4 TobIxHENNICERI S E T,
ARA N F— Tk, FRICRESINTZT FLRAIEHTEEEAN, 1 2O DHCP 7 KL A 7'—
AR LTHEEDT FLAZHANCHRET 52 &IXTEET,
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e DHCP 7— /b HERNIHRE SN TRI~DOF Y Y TEHIRT S (PRI THRNT R
74T MRS, ToMOs T4 T v MIT ML D —ERAEZ T R) Ol
reserved-only DHCP 7'—/L 2> 7 1 Xal—T a3y avw  REANTHIENTEET,

DHCP H—/\ R— rkR—ZRD7 FLREY BTHA r—TILE

A= bFX=2DT7 FLRAFE DY TETa =" x—T ML, £ F—T7 = A LTMAEID %
BEIICART 51CiE. ¥ EXEC E— R TROFINELZ EIT L £ 7,

ATy71

ATy7 2

A7973

AT974

ATv75

AT976

AT971
ATy7 8

[l Catalyst3560 R4 v F Y7 b7 A4 F¥al—av A4 F

avwyFk

E:0)

configure terminal

Ju—))L ar7 4 Fal—rary ®— REefAL
7,

ip dhep use subscriber-id client-id

T _XTOHEE DHCP A v & —2 T, IMAE ID v 7
FAT U RIDELTZr—UUWEHENS LI
DHCP #—"Z®ELET,

ip dhcp subscriber-id interface-name

A F =T A ADEWAFNZEESWT, A ID
HBICAER L E7,

BEDA v H—T 2 ATHRESINTZMAE ID 1L,
Zoavwry RTEREINET,

interface interface-id

BRETHA L X —T A AEREL, A V¥ —T =
AR a7 4 Fal—ary T— RelhLET,

ip dhcp server use subscriber-id client-id

AV H—T 2 A AETTXTCDFHFE DHCP # vt&—
T, MAEFEID NI4T D ELTHEHAESN
5 &I DHCP — &R ELET,

end

Kt EXEC £— RIZRE Y £7,

show running config

BEZ R L ET,

copy running-config startup-config

(EE) 274 FXalb—ay 774 )VIRESY
BRELET,

AA v F ETODHCP R— b _X—2D7 FLAEY HTE A X—T7 VI L72#% T, ip dhep pool 7
2—NL a7 4 Falb—vay avy REFERALT, IP 7 RLAOHEFIHEIVYTE, 7747 b
~OBETIT ZITVWE T, DHCP 7 — /o 6 HANIERE SN THR~OEI D B TEHIRRT 57291,
reserved-only DHCP 7—/L 2> 7 ¥ al—va Yy avwr REANTHENTEET, X b
U= 37—V EOHHO ¥ THL TR ENTWRWT FLANRT T4 7 > MRS T
o7 FA4T o MEIT =MD —EAEZZIToNETAL, TOav L ROANZEY, 2—FiF,
@O P TRy NEF L, MOAL v F DI T4 T v bnbOFERAE MW S5 DHCP 7 — /L & £

DAL F DI N—TERETEET,
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DHCP #—S F— FR—R D7 FLRFAY &TtoZe B

IP7 RLUAZHEFNCEID YT, TNEA L E—T oA AL TEHRINENEZ T4 7> MIEEMT I
1. ¥HE EXEC £ — R T D FIAZEFITLET,

avvFk E[:5)

A7971  configure terminal ya—sL ar 7 4 ¥ ab— gy F— REBHBL
£,

A7972 ip dhep pool poolname DHCP —/ 2o 7 4 ¥ 2 Lb—3 g v F— &G
L. DHCP 7= VD4R ZEL L ET, F—14I1C
XA 723055 (Engineering 72 &) F 721335
072L) Z#EHTEET,

A7973  network network-number [mask | /prefix-length] DHCP 7 RV A F—LDOH% T xy b Xy hU—7 %K
FEV AT BEELET,

A7974  address ip-address client-id string [ascii] S B —T A AL TEEINEZDHCP 7 547
FDIPT7 RLAZFRLET,
string : ASCIL &€, F721% 16 #EEOWFhoT
¥

A7975  reserved-only (fE35) DHCP 7 L2 7—A T, TRESRET
RLARETEHERLEST, 774V T, 77—
7 FLRATHRENEE A,

27976 end Frke EXEC £— FICREY £7°,

A7977  show ip dhep pool DHCP 7' — Vi & & A L £ 7,

27978 copy running-config startup-config ULE) av74Xal—ay 774 NMCERES
RIELET,

DHCP R— b R_R—=Z D7 F L ZE| Y Y T%F ¢ & —7 /2T 5IZ1%. no ip dhep use subscriber-id
client-id 7 m— L 2> 7 4 F¥ab—vay avy REEHLET, MAE ID O HBIERET «

& —7 /27 5121, no ip dhep subscriber-id interface-name 72—/ 3L 27 4 X2 b —a v
av U REFERALET, A 0¥ —T7 =24 X ETIMAFID 27 4 £—7MICF 5121%, no ip dhep
server use subscriber-id client-id f ' ¥ —7 x4 X a7 4 Falb—var av s FEERLET,

DHCP 7—/A2:5 IP 7 RLADO T & HIBRT % 121%. no address ip-address client-id string DHCP
T arZ4Fal—var avy REMEALET, 7 RV A =& HIRICEE T 5121, no
reserved-only DHCP ' —/)L 27 s ¥ a2l —vay avr REANLET,

WOFTIX, IAZE ID NABSAICAER S, DHCP — N2 DHCP A v & —YND 27 547 > k1D
74— RE—EEHE LT, FofRbiz, MAZEOID 2EHLTWET, MMAEID i1 ¥ —
TxAADY a— MHIZESEET, T2 VT4 T MOEFEYD Y TCEINZIP T F LA
10.1.1.7 T4,

Switch# show running config
Building configuration...

Current configuration : 4899 bytes

|

version 12.2

!

hostname switch

I

no aaa new-model

clock timezone EST 0

ip subnet-zero

ip dhcp relay information policy removal pad
no ip dhcp use vrf connected

ip dhcp use subscriber-id client-id
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ip dhcp subscriber-id interface-name

ip dhcp excluded-address 10.1.1.1 10.1.1.3
!

ip dhcp pool dhcppool

network 10.1.1.0 255.255.255.0

address 10.1.1.7 client-id “Et1l/0” ascii
<output truncated>

WIZ, FATE VLY TENTZT FL AN DHCP 77— VI EFIC TR ENTZFlZRLET,

Switch# show ip dhcp pool dhcppool
Pool dhcp pool:

Utilization mark (high/low) : 100 / O

Subnet size (first/next) : 0 / 0

Total addresses : 254

Leased addresses : 0

Excluded addresses : 4

Pending event : none

1 subnet is currently in the pool:

Current index IP address range Leased/Excluded/Total
10.1.1.1 10.1.1.1 - 10.1.1.254 0 / 4 / 254
1 reserved address is currently in the pool

Address Client

10.1.1.7 Et1/0

DHCP # =/ R—= b R_X—=20D7T KL AENY) B THREOREDFHEMIC OV TIX, Cisco.com IZ7 7 & &
L. [Search] 7 4 —/V RiZ TCisco I0S IP Addressing Services] &£ AJJL T, CiscolOS ¥ 7 b =7
~=a2 T VESRLTLLIEEY, =27 /UFRDO URL 26 b AFTEET,
http://www.cisco.com/en/US/docs/ios/ipaddr/command/reference/iad_book.html

Catalyst 3560 R4/ v F YI b7 av74Fal—Sav HA K
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%¥23%F DHCP &&UIP Y—R H—FiEEDERE

DHCP #—S F#— FR—RO7 FLRFAY SToxx A

DHCP #—/3 iR— FR—ZD7 KL REIY ZTHERF
DHCP #—/% A— k"= 207 F L 2E0 S THMEFRRT HI101E, £ 23-4 DR EXEC 2~ > N
Z 1 SLLEfEH L £,

& 234

DHCP R— rFR—ZAD7 FLREY 4 THBRERTT HHDaAT UK

avy kR

=]:)

show interface interface id

BEDA v H—T 2 ADAT—2AB LB EEERLET,

show ip dhep pool

DHCP 7 KL 2 F— L& FERLET,

show ip dhcp binding

Cisco IOS DHCP #—_TOT RV A RS T 4 T ERRLET,

Catalyst 3560 R4/ v F Y27 +bHx7 avI74¥al—vav 4 F
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