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aA—PERO~ 7 vz [ CARTCIERT 5

L MBIAB~ 7 m BT D ENTEET, LOMBIAL~ 7 n 2T 513, 2—WiE

HO~7 o EHIBRLET,

e macro auto device 35 X O macro auto execute 72— N)L 27 4 X2 L—T gy avr KO
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~ 7z LESGEO VAT ABE R 51213, 802.1x FRFELAA O R — FERFEE 3 CHll
BRLET,

X/l’ v F L TT A ZEE O Auto SmartPort & A F— 7 /T A EF, R—b X2V 7 41
WELRNTLIEEN,

TOREE~ZaNHELTELGEILZ. ~ 7 el ton oD ary7 4 Falb—yary avr R
_%%éﬂﬁwW\itiT/%?&mT_n%DZV/hﬂm%éniﬁh(7/%77m
WHESO~7BO—FT, VoI XU AXVEDEXIZw7aZlBRLET),

7o & 2%, 802 IX FBRED A X —T T2 o TV D 5A . sw1tchp0rt -mode access 3% & % HIFR T
TFEHA, ZOHAEIL. switchport-mode 3% E % HIBR T 2 AiIC 802.1x BFEZHIFRT H LR H Y
£7.

MApiAB~r7a DT 7V DT —4% VLAN X VLAN 1 T3, flAirAHB~r7 DT 7V FOF

7 VLAN X VLAN 2 ©F (VLAN 1 T _XChH~7ad5T 7/ D5 —4% VLAN TT,

VLAN2 (33 _RCO~27 DT 74/ sOFF VLAN TT), AA vF T, BBRrT77vA, x4

T4 7, £33 FERF VLAN 2 H 35541, macro auto device 721X macro auto execute 7'
n—\)L ary7Z 4 Fal—vay avwy R2EALT, BOEA2RELET,

~ 2 1T VLAN & %= A+ 538413, VLAN Trunking Protocol (VTP) KA A4 RO TRTDHA
A v FIZFF LT, VLAN 7 —F RX—2ANOALFT LR CICT 2 0ERH D £77,

?7ﬁNF®K7f AEEFFOT 74N O~ a, BIEOME, BLOK~ 7 allxT 53R E Al

BN T A—% U R & F/RT AL, show macro auto device i+ EXEC =2~ R&fEA L
?‘o %72, show shell functions ¥4 EXEC =~ > RZFERA L C, AR~ 7 0 DT 7 /L MA
EFRRTAHZLELTEET,

802.1x BAEE 721X MAC GBRENNA /N2 (MAB) LT, ARO T A 22+ 21
RADIUS #—323 v 2 a @@k L fEDL7T auto-smart-port=event trigger %R — s 3% J: X
BELET,

Fy NU—27 FY a7 CDP, MAB, 7203 802.1x #BFEZE VR — F LAWEET /31 A
DN TIE, MACOUI X—AD F U H—TMAC 7 KLV A JL—T%FHEL. EE’J@ R IE & FFO
A—PERY I/ BRIy E T TEET,

802.1x BFE~X—A D h Y J7—1%, Cisco Discovery Protocol (CDP) A »&—< Link Layer
Discovery Protocol (LLDP) A v t&—, 2—H¥FEHRD MAC T KL A FL—T 72 DX OMT
RTCOAXR N MY H—L 0 bEEREINET,

A A v F N Auto SmartPort ¥ 7 2 W R— T 5 DIE, T R TEEEE S STV DG E T
TY, NTREOEEDOT A AT AR — RSN TOWERTA, BEOT A ARERI L TW
A, MHINA~ 7 rid, YNTBRH ST A RCBEEM T O ET,

— N ETHFIERA R =T W o TOWDEARIE, AL v F ik, BIEN KM LZ5EAED MAC 7 K
Vxljﬁ PEELET,

~ 7 uWNEHNIET LT F~v 7 aNTIE, CLI 2v 2 ROIEFRREZRLGERH D £7,

Auto SmartPort ¥ 004 2—JJL{LE

AA v TF ET~rum o= Ll 2= NZTBITIE, ROMEDO T 0 —T v IZEWET,
¥ #E EXEC £=— R TBAA L £,

avwy kR B#
A7v 71 configure terminal Sa—rL Ay T 4 Xl — gy T R L ET,
AT w72 macro auto global processing AA vF LT rurkra— )i F—T NI LET,
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zsnoxe W
avw Uk B
27973 end i EXEC £— RIZR Y £7,
AT7v 74 show running-config Auto SmartPort 284 F—T7 W/ >TND I L 2B LET,
AT v 75 copy running-config startup-config EE) = MV Axar 74 Xal—ary 77 A VITRGELET,

7 7 4V hEREIZKETIZIEL, no macro auto global processing 72— 3L 2> 7 4 FaL— g 2
v REERLET,

FEDOR— b ET~7a%T &8—7 /0279 521, no macro auto processing f > % —7 = A A 2
V74 Fal—varavr REEALET,

show macro auto device, show shell functions, 3 LT show shell triggers F# EXEC 2+ > K& ff
H3sdL, ANV NI T—BLOMAIAALY I B 2R RTEET,

ﬁ@% X, A v F LTI s X—T NI, BFEDA VA —T 2 A LT~ T 1&—7

3B HEERLET,

Switch (config) # macro auto global processing
Switch(config)# interface interface id
Switch(config-if)# no macro auto processing

F 274 JL k@D Auto SmartPort &5F

Auto SmartPort 1%, 70— NI TF 4 =T N> TEBY, A VX —T 2 A AT LA F—T IV
272> TWET,

CDP 74— AR 737 a— T 4 B—T NI RoTEBY, A F—T A AT EITA X—
T o TWVET,

~ 7 aDKFEMEX T o=, BEOA =T oA AT LT 4 =T N5 TWET,
Cisco IOS v = /VidA R—T Vil > TCWET,

AA v FIE, BEDT SA AZ% LT Auto SmartPort 2314 X — 7 /TR o TV DAEEIZ, 2 b
D IAI~ra (T 75/ b)) BZHEALET,

® 241 FRARABEOEHAH#<T 0

<04 B LT

CISCO_AP_AUTO :@v&m@\Cmo77fxﬁ4yb®v4kvx77txﬁ%y&mﬁ%éniﬁo:
SMARTPORT T LY, EHED QoS, auto-QoS. BL U 802.1q DA TEME LT v F v FRATREIZR Y

if it\4/& T2 A AETHRAT 47 VLAN bR ELE7,

CISCO_DMP_AUTO_
SMARTPORT

O~ vl CiscoTVHIN AT 4T TL—Y—DFTPHNV AT 4T TL—F— <78
wWHEhET, :zh £ 0. QoS trust, auto-QoS, F—F EXx=2 VT 1, BILOANR=2T
VU —DRENAREIZ Y £9, ZDO~rald, AV H—T A AT BT 7 A VLAN
EREL, A= v AN XTFy MLy MU=V 2 RELET,

CISCO_IPVSC_AUTO

SMARTPORT

Zo~v7ualX, CiscolP 7 F $—_XAF LA BATOIP AAT w7 alZ#@HINET,
ZHIZ LY, QoS trust, auto-QoS, K—h EXF =2V T 4, BLORNR=0 7Y U —DERH#EN
AREIZARV ET, ZOv/ i, AV F—T A RIKTHT 7 EAXA VLAN R EL, RH
RAZX X AR RTy b FRy N —7 HRELET,
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® 21 TIHAAREOEARAHT IO $EE)

04 L]

CISCO_LWAP_AUTO_ Zo~ 7 ulX, Cisco lightweight VA ¥ LA 77 & ZX KA FD lightweight VA ¥ L2 7
SMARTPORT JEAFRA N ez ll@HINET, ZCEY, QoS, F—F X2V TFT 4, A bh—24

H#, DHCP AX—E 7 BIXORANR= 7Y Y —OFENRTREICR YV ET, T~ n
I, A1V X =T A AZKHTHTZ7EAVLAN 2R E L, RELRZ=%v X ks X7y b
Fy hU— L ET,

CISCO_PHONE_AUTO _
SMARTPORT

Zd~ 27 miL, Cisco IP phone ® IP phone ¥ 7 v lZ@H SN FEF, ZNIZE D, QoS, F—
X274, A R—AfI#H, DHCP AX—E 7 BLOANR=U 7Y Y —DORFH#ER A
REICRVET, $7-. HEBOA L X —T =2 RZT DT 7B AL LOER VLAN bR E L
iﬁ‘o

CISCO_ROUTER_AUTO_
SMARTPORT

Zo~vr7 X, Cisco/L—FDN—%F w7 n|ZEHINET, T2k, QoS, BLW
802.1Q 7ML EMHEMA LI T ¥/ BLUA/=7" U — Bridge Protocol Data
Unit BPDU; 7V v ¥ Fr hajl F—% 2=y k) OEENTRICRY £7,

CISCO_SWITCH_AUTO _

o=z ik, Cisco A vy FDOAL v F w7/l IhET, ZHIZED, QoS BLW

SMARTPORT 802.1q W 7ML E AL NI X UM ARRICR Y ET, Fl, A FX—T A A LT
FAF 47 VLAN H%ELET,

AA T TCTRAAEEO~Y 7 aER LAEWVEAIX. Zhbo~razRALET,
& 2-2 Jo—in=ooekhReL o0
E&/A=F BIL]
CISCO_CUSTOM_AUTO _ ZowruiE, A vF R—FETTrFersa! MEAShEET, F—hTE
SMARTPORT Da—PEERCICHASINET, v/ NTRELHELET,
CISCO_LAST RESORT_AUTO_ ZOw Ik, AL v FRTNA ATH L THAGAR Y 7 8 &R R WA,
SMARTPORT R b ZLOFNAS 2O~/ niCBASNET, Zov/uidd, T4

VLAN [Z LB EARBRENR 1 2H Y £,

CISCO_SWITCH AAA_

Zo~r ik, REE L. BXOT AT o7 (AAA) DT O T 4

ACCOUNTING JEREICHAINET,

CISCO_SWITCH_AAA o~y uix, RiEE, FA. BXOT AU T 47 (AAA) ORBGERR E I H
AUTHENTICATION SINET,

CISCO _SWITCH AAA Zo~wraid, RBEE. HFE. BEOT AU T 407 (AAA) OFFFHEICHEH
AUTHORIZATION INET,

CISCO_SWITCH_AUTO _IP_ Zo~=zuid, IPEEICEShET,

CONFIG

CISCO_SWITCH_AUTO PCI Z ®»~ 7 viZ, Payment Card Industry (PCI) ¥ELOBZEIHEAINET,
CONFIG

CISCO_SWITCH_DOMAIN_NAME_ |z~ 27 mid, FAA CLICHEASNET,

CONFIG

CISCO_SWITCH_ETHERCHANNEL | = »~ 2 m %, EtherChannel ®&% &2 S E7,

_CONFIG

CISCO_SWITCH_HOSTNAME _ ZovraiE, RAMICEASET,

CONFIG

CISCO_SWITCH_HTTP_SERVER |z ®~27 rmiX, HTTP +—"OREIC@EHA s nE 7,

CONFIG
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vsongx A
& 2-2 Ja—nLvonthRa4L2o0 (&S
<oA% By
CISCO_SWITCH_LOGGING _ Iowrui, nX S b= "OREICHEHINET,
SERVER CONFIG
CISCO_SWITCH_MGMT_VLAN Zo~r v, EE VLAN OFEICEASNET,
CONFIG
CISCO_SWITCH _NAME SERVER |Zzo<=7uaix, x—L y—_"OFEICHEPAEINET,
CONFIG
CISCO_SWITCH_NTP_SERVER Z®»~ 77 v, Network Time Protocol (NTP; xv hU—27 XA A 712 fajl)
CONFIG Y —NOBREICEH I NET,
CISCO_SWITCH_RADIUS _ o< uaif, RADIUS H— o= EicEAInET,
SERVER_CONFIG
CISCO_SWITCH_SETUP_SNMP_ ZO~r al, Sirnple Network Management Protocol (SNMP; fiig x> h T —72
TRAPS BH o hal) O b7y TEREICHEAINET,
CISCO_SWITCH_SETUP_USR _ o~ r i, a—YHRTICEHBINET,
CONFIG
CISCO_SWITCH_SNMP_SOURCE_ |z®~2ZrjX, SNMP V—A f VX —7 = A AOQFTICHWHINE T,
CONFIG
CISCO_SWITCH_TACACS _ o~ alx, TACACS H—"OEREICHEH SN E T,
SERVER CONFIG
CISCO_SWITCH_USER_PASS Zowrnaif, a—VTELBLUORNRATY = FORTEICEHAINNET,
CONFIG

. ToF=7ud@lfEHs0~7a0—5T, V78400 A XU FDEEICv 7 nzlllRLET,

Cisco IOS Release 12.2(55)SE
o AA wFiX, KD IP Phone IZ CISCO_ PHONE AUTO_SMARTPORT ~7 v %iH L£7,
— Cisco IP Phone 8961
— Cisco IP Phone 9951
— Cisco IP Phone 9971
o TURARAY N vralliE, ROILEHEENRH D 7,

— AA v FIECDP A v & —VYNTT T v b 74— L30T % Lf?&tx KA bDOEA
7" (autonomous F 7= 1% lightweight) ZHErL., Zhzibe~ s 2 lZiHLET,

— TI7BARA VDA =Y FXYy N LY—NREOANA LV F—T 2 A ATE—N—=F 0 =T —
FWOTT2HIZ, AA »TFid, auto-QoS ¥4 7, &, BXOMEDEN (TLV) %¥F-> CDP
AvE—TVEZITERoE XL, QoS HKIRORELZT 7 A RA v b w7 vIZBMLET,
QoS i, auto-QoS TLV 5 fuﬁr[]m@{‘ﬁfgﬁy Ef[/i'é—

CDP A »E—IT auto-QoS TLV A7 WG, A A v T, w7 v lTHIRIBORE LB L
FH A,
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GE) 77%ARA b AA=T%, auto-QoS TLV ZH oA A—VIZT7 v 77 L— R LAWVWEA,
AL FIET 7 EA RS b w7 2 ICHBIROREZBMLUETA, L —"~DY 73 Mg
BT BRNCEBEARESNTVEEAIE. V7 3BB L L S ICHENHIRENET,

QoS HikIR & ET A~ 7 1 a~< 2 RRBEMINTWT, auto-QoS TLV #HH—k L7z T
JEARA L MIAA v TFRHEHISNTWAEEA, a~vy NET7 78X KA v Mol S
Hh, VAT, a<vr FEFERAEPFIC, a—F g~ uzERT5 2 2B LET,

— Catalyst 3750-E 3 X U 3560-E A A » F 7% Cisco Aironet 1250 77 & A KA > MRS
TWAHEE. A4 v FIEIHRRK20W 2E 0 Y THEREICHH SN ET,

Auto SmartPort M/3\5 A — R {EDHE

AR E FUFT—=ME, T RAFGEFOMBIAA~Y T B ~D~ v B TiE, AA v F THEIMIZEST
ENET, ROEBOT o=V o> T, 7 udDTFT 73V h RTRA—=FEE, AL v FHHED
fEICEEXHMZ S5 LN TEET,

¥t EXEC £— FTRMLET,

avy kR

E[:3)

AT v 71 show macro auto device

~ DT TN RTA=FEEFRFLET,

RFv 72 configure terminal

ra—N) ar7 4 Xal—ay B— REBEBLET,

A7 w73 macro auto device {access-point |
ip-camera | lightweight-ap |
media-player | phone | router |
switch} [parameter=value]

BELE~7u0dDT 740 s XTI RA—HEEBEEHzET,

FNENDAREEDONT 2 AN—2TREYBHERTH LMEEZ AT
L9 (f: [<namel>=<valuel> <name2>=<value2>...]),

VLAN "7 A —ZfEZ$8ET 5 & &2, VLANID %7213 VLAN 4 %
ANTEET,

T7 NV MEZ, B3 7 00T 740 b RTA—FEICK L TREN
£
e access-point NATIVE_VLAN=1

e ip-camera ACCESS_VLAN=1

e lightweight-ap ACCESS_VLAN=1

* media-player ACCESS_VLAN=1

e phone ACCESS_VLAN=I VOICE_VLAN=2
* router NATIVE_VLAN=1

e switch NATIVE_VLAN=I

GE) Zo7FRMLFINL, MBIRAB< 7 B DEZNDOT F A R
FHE —HLTWDOIRENRD 72D, (VOICE_VLAN @ L 9
12) ELWARTA—=EX % AT DHUERS D £,

XFv 74 end

¥5HE EXEC E— RIZR D £,

AT v 75 show macro auto device

T M) ERGEEL £,

ATw 76 copy running-config startup-config

(ER) = b Vaar7Fal—val 77 /WIRIFLET,
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77 4V FEREICETIZIEL, no macro auto device {macro name} parameter=value 7' 17— )L 2/
T4Xal—ay avry ReFRHLET,

WOHITIE, IP phone D~ 7 B NTA—FfEEFR L, T 74/ bOFEF%E VLAN 5 20 IZEHE T
L2HEERLET, 774NV MEEAER LT, BfEvZuB#AINTCNEA v X —T x4 A LT,
EHEANENTICEHA SN 2D TIESH Y A, HESNTMEIX, KOV 7T v 7 A X Tl
A& FEF, VOICE VLAN IZELWTFF A FCFFREAINTND T L 2HRL T EIN, 2
Oy FY TIHRILFTENLFEREIESNET,

Switch# show macro auto device phone
Device:phone

Default Macro:CISCO_PHONE_ AUTO_SMARTPORT
Current Macro:CISCO_PHONE_ AUTO_SMARTPORT
Configurable Parameters:ACCESS_VLAN VOICE_VLAN
Defaults Parameters:ACCESS_VLAN=1 VOICE VLAN=2
Current Parameters:ACCESS VLAN=1 VOICE_ VLAN=2

Switch# configure terminal

Switch (config) # macro auto device phone VOICE_VLAN=20
Switch (config)# end

Switch# show macro auto device phone

Device:phone

Default Macro:CISCO PHONE AUTO SMARTPORT

Current Macro:CISCO_PHONE_ AUTO_SMARTPORT

Configurable Parameters:ACCESS VLAN VOICE_ VLAN
Defaults Parameters:ACCESS_VLAN=1 VOICE_ VLAN=2
Current Parameters:voice vlan=20

MAC 7 FLR JIL—TDE&E

CDP R°LLDP 2 EFD XA NRN—KH 7o barzZhR—F L TWRWT AR (FY o HRE) [2on

TiE. MAC 7 FLAR—=Z2D N H—FREEZHHLET, ZOEBEDOT o —U % T, ROAT v

7OZ)§‘/[Z‘EVGTO

1. macro auto mac-address 72— N)L 2 7 4 Xal—L gy avwr REFEHLTMACT L%
NR—=Z2D M) H—%HET D,

2. macro auto execute 7 21— 3L a7 4 X2 lb—v gy avr REEHALT, MACT7 RL A b
U H—#flAridd~ 7 mE i Fa—PiER~ 7 0 lZBEMN T D,

¥ #E EXEC =— R TBAAL £7,

avyu Kk

E]:)

AT79 71 configure terminal Jua—srb ar74¥al—vary Ew— REBBLET,

ATw 72 macro auto mac-address-group name |7 )L — 74 %EFEL. MAC 7 FL A 37 4 Xal—3 g T—FR

ZRRLET,
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avwy kR

B

AT w73 [mac-address list /ist] | [oui [list list | |2 ~2— 2 TREF -7~ MAC 7 FLZADY X h 2B ELET,

ATy 4
V&N

AFvF6
ATFYF7T

range start-value size number]|

operationally unique identifier (OUI) ® VU R ME - 3B HEEL £
3, OULIZ MAC 7 RV ADEHID 3 34 b T, G oREESE 2735
MLET, OULZHEET D L. A7 e harizhR—FL
TWRWT N AEEFBETEET,

o list: OUI U A b & AX—=ATKYI>72 16 EFANTASLET,
» range : OUl OFAMGEZ 16 #ETASILET (start-value) .

o size : L7 FL A UARNEIERT 5720 D range DR S
(number) % 1 ~5 TAJILET,

exit

Oy 74 F¥al—vary E—FICED 7,

macro auto execute address_trigger |MAC 7 RV AZ)L—7 FN) H—% MHIBIAHBL~I aFl-iZa—WE

built-in macro name Ewrsaicev s LET,

MAC 7 RV A RUF—iF, 65 BRICA F—T oA RAZWHINE
T, AL v FIEZOFR—) RE#EZHEAL T, MACT7 L2 LY
H—DKP VI CDP £721Z LLDP XR—Z2D A x> b ") H—% 1A
LET,

end

FitE EXEC E— FIZED £,

show macro auto address-group T MY ERFELET,

X797 8 copy running-config startup-config |({f%) = hV A a 7 4 Xal—T gy T A MREFELET,

7 KL A 7 —7%HIBRT 521X, no macro auto mac-address-group name 7 71 —/3)L 227 4
Fal—vary avry REFEMHLET. no macro auto mac-address-group name & AJJ LT, w7 1
NV H—., 88X macro auto execute 7 21—/ N)L 2T 4 X2l — g avr RTEEINTVD
YRy ESTTH, TRTOBEE RN F—%HIBR L ¥ 7, no macro auto execute
mac-address-group & A1 T 5L, v/ vlilktT L NI =D~y U TOBPHIRENET,

WOBFITIL, address trigger £ 9 MAC 7 RL A Ju—F A X b MU H—2ERT D FHE BX
Ox v b 2GR T 2 Hika R LET,

Switch# configure terminal

Switch (config) # macro auto mac-address-group address_trigger

Switch (config-addr-grp-mac) # mac-address list 2222.3333.3334 22.33.44 a.b.c
Switch (config-addr-grp-mac) # oui list 455555 233244

Switch (config-addr-grp-mac) # oui range 333333 size 2

Switch (config-addr-grp-mac) # exit

Switch (config) # mac auto execute address-trigger builtin macro

Switch (config) # exit

Switch (config)# end

Switch (config) # macro auto execute mac-address-trigger builtin CISCO_PHONE ATUO_SMARTPORT
Switch (config) # end

Switch# show running configuration | include macro

macro auto mac-address-group address_ trigger

mac auto mad-address—-group hel

mac auto execute mad-address-trigger builtin CISCO_PHONE_AUTO_SMARTPORT
macro description CISCO DMP EVENT

mac description CISCO SWITCH EVENT

|

<output truncated>
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vsoose N

WOBNIL, 00000A 2°H06FE D 5 DDk L7277 KL AT OUL Y & M &{EHT 2 Gk, BXO= bk
U EWGET D FiEERLTVET,

Switch# configure terminal

Switch (config) # macro auto mac-address-group sizeS5ouilist
Switch (config-addr-grp-mac) # oui range 00000A size 5

Switch (config-addr-grp-mac) # exit

Switch (config)# mac auto execute size5-ouilist builtin macro
Switch (config)# exit

Switch (config) # end

Switch (config) # macro auto execute mac-address-trigger builtin CISCO_PHONE ATUO_SMARTPORT
Switch (config) # end

Switch# show running configuration | include oui

oui list 00000E

oui list 00000D

oui list 00000C

oui list 00000B

oui list 00000A

<7 ODKFEDKTE

AA v FT Auto SmartPort 4 X —7NWZT DL, TTIANVITIREI I T v T ARV EDEXICY
JuBRENEHIN, Vo7 ¥ 0 ARV D EEITHIBRSIVET, v 7 v DKFHELZ A R—7 I
THE, VI T v 7OLEETICHRENERSN, Vo7 Xurolxicirangd, @HINEHRTE
RSN ET, EITHF0oar 74 Falb—valy Iy ANV ERFLTELE, VT —Mibvwo R
DKBEENRE SNTZEEICRD ET,

ZOEEOTa =T XIS T, VoI F T AR PDO®%BTYH, A v TF ET~Iun7 77 4
T bH ol LET,

¥t EXEC £— FCTRMLET,

avwyFk B
ATv 71 configure terminal JTa—r L a7 4 Xal—ary B— NaBEBLET,
ATvwF 2 interface interface-id AV EBE—T A AEEEL, fVF—TxzAf A a7 4FXal—3
v E—RNEGLET,
A7 w73 macro auto sticky VoI B ARV EDHETH, A VX —T A AT r7ain7

T4 TR DE T LET,

AFv 74 end

Kt EXEC E— RIZRE Y £7,

A7 v 75 show running-config interface T MY ERIELET,

interface-

id

AT v 76 copy running-config startup-config |(f%) = hV A aL 7 F¥al—T a3y 77 ANMRETFELET,

~ 7 uDkHFMEET E—7 T S I2iE. no macro auto sticky f V¥ —7 A A T 4 F o
L—vay avy RefLET,

WROBITIE, A F =T =24 A LTI vOKGMEZ A X—T VT D HEERLET,

Switch# configure terminal

Switch (config)# interface gigabitethernet 2/0/1

Switch (config-if)# macro auto port sticky

Switch (config-if) # exit

Switch (config)# end

Switch# show running-config interface gigabitethernet 2/0/1
Building configuration...

| oL-23006-01-J
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Current configuration : 243 bytes

|

<output truncated>

|

interface GigabitEthernet2/0/1
srr-queue bandwidth share 1 30 35 5
queue-set 2

priority-queue out

mls gos trust device cisco-phone
mls gos trust cos

macro auto port sticky
service-policy input AUTOQOS-ENHANCED-CISCOPHONE-POLICY

end

<output truncated>

Switch#

HAAAR I ADA T 3 U DETE

AR N NI —2lAHIRAB~ I Bl BT L, lBAB~IaDT 74V b NTRA—R%E R
Ay FRHAOETEEBRZDITIE. 207 =Yy E2EHALEY, T 74V ORI A—FEE~7
0 CEEHEZ SVEND DLEA1E. macro auto device 72— 3L a7 4 X a2 lb—v gy avwr R
ZEALET, 207 e =03 _RTOavwy NEA 7y a T,

Auto SmartPort 3> 74 ¥alL—>3> HAF
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zsonize B
¢ EXEC E— N TR L ET,
avwyk B
ATv 71 configure terminal sTra—)L ar 7 4 X¥al—ay T— REBEBLET,
A7 v 72 macro auto execute event trigger ARV N =B AAR~Y I a~D~v v L TR ERLET,

builtin built-in macro name

. N .
[parameter=value] [parameter=value] event trigger IZKDEEFE L £T

« CISCO CUSTOM EVENT

e CISCO DMP_EVENT

« CISCO_IPVSC_EVENT

e CISCO_LAST RESORT EVENT

e CISCO _PHONE EVENT

e CISCO ROUTER_EVENT

e CISCO _SWITCH_EVENT

« CISCO WIRELESS AP EVENT

e CISCO_WIRELESS LIGHTWEIGHT AP _EVENT

* WORD: a2—HWEZRDA X P H—ZEHLET,
builtin built-in macro name %8 E L £ 7,

ENEND LG E DN T % A=A TRY A TH LVMEZ AT
L%9 (ff] : [<namel>=<valuel> <name2>=<value2>...]), 7 7 # /v
MEIZ, AN LB IcRRINET,
e CISCO AP AUTO SMARTPORT
XF A —H{lE NATIVE VLAN=1 Z45& L 7,
e CISCO DMP AUTO SMARTPORT
RT A—H i ACCESS VLAN=1 &L £7,
e CISCO_IPVSC AUTO SMARTPORT
T A—%4fl ACCESS VLAN=1 ZHEEL T,
+ CISCO LWAP _AUTO_SMARTPORT
RZ A—H5{E ACCESS VLAN=1 #{EEL %7,
+ CISCO PHONE AUTO SMARTPORT
T A—4fE ACCESS_ VLAN=1 £ X' VOICE VLAN=2 % {51
LET,
« CISCO ROUTER_AUTO SMARTPORT
/X7 A —H#{E NATIVE_VLAN=1 Z45& L £7,
« CISCO SWITCH AUTO SMARTPORT
RT A —H{l NATIVE VLAN=1 Z$5E€ L 7,

Auto SmartPort a2 2«4 ¥al—>a> M4 F
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avwv kR B
2T v 73 remote url JEeE—h =280 77 ANLVHOYE— K —R_OBRHEEELET,
o RFZURTRY AAyTF LEIIAL Yy v AF— EOu—T
7T v¥a TrA) VAT AOWEIL : flash:
o RE I RAUN—FLDu—RN TTFyTa Ty VAT LD
L
flash member number:
e FTP O :
ftp:[[//username[:password|@location]/directory)/filename
o HTTP ¥— O :
http://[[username:password|@]{hostname |
host-ip}|/directory)/filename
o X7 HTTP — D :
https://[[username:password|@]{hostname |
host-ip}[/directory]/filename
e NVRAM DI :
nvram://[[username:password|@][/directory]/filename
e Remote Copy Protocol (RCP) D& :
rep:[[//username@location]/directory]/filename
» Secure Copy Protocol (SCP; &% =7 abt'— Fnr haj) O :
scp:[[//username@location]/directory)/filename
e TFTP O :
tftp:[[//location]/directory]/filename
ATv74 end FirkE EXEC £— RICR Y £7°,
A7 975 show running-config T MY EFRIELET,
ATw 76 copyrunning-config startup-config |=. FU Ao T Xal—ay TrAMEELET,

WOFITIX, 2 2OfAIAHR~ 7 oz fEH LT, Cisco A1 » F I L O Cisco IP phone & A A v F~Hz
BT HEEZ TR LET, ROBITIE, P97 A F—T A AT 7 4L FDOFR VLAN, 77
A VLAN, BLO*RA7 47 VLAN 2ZEH L ET,

Switch# configure terminal

Switch (config)#!!! the next command modifies the access and voice vlans

Switch (config)#!!! for the built in Cisco IP phone auto smartport macro

Switch (config)# macro auto execute CISCO_PHONE_EVENT builtin CISCO_PHONE_ AUTO_SMARTPORT
ACCESS_VLAN=10 VOICE_VLAN=20

Switch (config) #

Switch(config)#!!! the next command modifies the Native vlan used for inter switch trunks
Switch (config) # macro auto execute CISCO_SWITCH_EVENT builtin CISCO_SWITCH_AUTO_SMARTPORT
NATIVE VLAN=10

Switch (config) #

(

(
Switch (config
(

(

Switch (config)#!!! the next command enables auto smart ports globally
) # macro auto global processing cdp-fallback

Switch (config) #
)

Switch (config) # exit

Switch# !!! here is the running configuration of the interface connected
Switch# !!! to another Cisco Switch after the Macro is applied
Switch#

Switch# show running-config interface gigabitethernetl/0/1
Switch# show running-config interface gigabitethernet0/1

Auto SmartPort 3> 74 ¥alL—>3> HAF
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Building configuration...

Current configuration : 284 bytes

|

interface GigabitEthernetl/0/1
interface GigabitEthernet0/1
switchport trunk encapsulation dotlg
switchport trunk native vlan 10
switchport mode trunk

srr-queue bandwidth share 10 10 60 20
queue-set 2

priority-queue out

mls gos trust cos

auto gos voip trust

macro description CISCO_SWITCH EVENT
end

vsoose N

ROBITIE, XA 747 VLANSIZH LTI E— b v/ v aRETDHEERLET,

a. macrotxt 77 A VY E—F %

RIELET

b. macro auto execute = 7 4 X2l —r g avw s REFEHLT, 72 774DV E—FD

L ataE L ET,
if [[ SLINKUP -eqg YES ]]; then
conf t

interface S$SINTERFACE

macro description $TRIGGER

auto gos voip trust

switchport trunk encapsulation dotlg
switchport trunk native vlan $SNATIVE VLAN
switchport trunk allowed vlan ALL

switchport mode trunk

no switchport trunk native vlan SNATIVE VLAN

exit
end
else
conf t
interface SINTERFACE
no macro description
no auto gos voip trust
no switchport mode trunk
no switchport trunk encapsulation dotlg
no switchport trunk allowed vlan ALL
exit
end

Switch (config) # macro auto execute CISCO_SWITCH EVENT remote tftp://<ip_address>/macro.txt

NATIVE_VLAN=5

Switch# show running configuration | include macro
macro auto execute CISCO SWITCH EVENT remote tftp://<ip address>/macro.txt

NATIVE VLAN=5
Switch#

A—HFERARV b M) H—DERL

AN~ FUH—& LT MAB $£7213 802.1x

Aty

FEEEA T 235615, RADIUS — " TEE &his

VAaDRMEEEDOT (auto-smart-port=event trigger) \ZxHET D FY A—EFERLET, 207

0y =YX [ IMEE T,

| oL-23006-01-J
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¥ekE EXEC E— R TR L £
avvk E[:5)
ATv 71 configure terminal Jua—sYb ar7 4 X¥alb—vary ET—RelELET,
AT w2 shell trigger identifier description AR P =D IDBLOFHHAZEELET, 20 ID 2HEET S
BAd, TR AN=ARNA T U2 AN TSN,
AT7Y73 end FitE EXEC £— FIZRY £7,
AT w7 4 show shell triggers ZA v F LEDARY N Y H—EFRELET,
AT v 75 copy running-config startup-config |({(f£%) = hV A aL 74 F¥al—T a3y 77 A MRETFELET,

A2 b N T—%HIBRT 5121, no shell trigger identifier 72—/ N) 27 4 Fal— 3 3
v FEERLET,

WOHFIL, RADIUS_ MAB_EVENT &9 2 —HEHRA X b U T —%2fAiAL~ 7 7 CISCO_AP
AUTO SMARTPORT I~ v B> L, 74/ F® VLAN % VLAN 10 [C@E &2 T, = hU %
MFET 2 HikE R L TWET,

a. 7 A%, MABICxHG L2 AL v F R— MIHHE L £,

b. RADIUS #— LT, BMELEDT % aute-smart-port=RADIUS MAB EVENT IZ5%E L £ 7,
c. *AAvFET, A~k FU#H— RADIUS MAB_EVENT % {E& L £,
d

A4 v F X, RADIUS H— 3225 @ attribute-value pair=RADIUS MAB EVENT &% % #85#% L .
~ 21 CISCO_AP_AUTO SMARTPORT # il L %,

Switch# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Switch (config)# !!! create a user defined trigger and map
Switch (config)# !!! a system defined macro to it
Switch (config)# !'!! first create the trigger event
Switch (config)# shell trigger RADIUS_MAB_EVENT MAC_AuthBypass Event
Switch (config) #
( )

Switch (config)#!!! map a system defined macro to the trigger event
Switch(config)# macro auto execute RADIUS MAB EVENT builtin ?
CISCO AP AUTO SMARTPORT Configure native vlan and trust cos
CISCO_CUSTOM AUTOSMARTPORT Configure user defined parameters
CISCO_DMP AUTO_SMARTPORT Configure access vlan, gos and port-security
CISCO _IP CAMERA AUTO SMARTPORT Configure access vlan, gos and port-security
CISCO_LAST RESORT SMARTPORT Configure access vlan
CISCO_LWAP AUTO SMARTPORT Configure native vlan, gos, port-security and
storm-control
CISCO_PHONE_AUTO_SMARTPORT Configure access vlan, voice vlan, trust
device, interface bandwidth, port-security
CISCO_ROUTER AUTO_SMARTPORT Configure native vlan, spanning tree
port-fast, trunk mode and trust dscp
CISCO_SWITCH AUTO_SMARTPORT Configure native vlan, trunk mode

Switch (config) # macro auto execute RADIUS_MAB_EVENT builtin CISCO_AP_AUTO_SMARTPORT
ACCESS_VLAN=10

Switch(config)# exit

Switch# show shell triggers

User defined triggers

Trigger Id: RADIUS MAB EVENT

Trigger description: MAC AuthBypass Event

Trigger environment:

Trigger mapping function: CISCO_ AP SMARTPORT

<output truncated>
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vsoose N

WoOHITIL, show shell triggers #i# EXEC a2~ FEFHAL T, A/ v F V7 MU =TRREENT
WHAX N MY —ERRTDHFIEERLET,

Switch# show shell triggers
User defined triggers

Trigger Id: CISCO_CUSTOM EVENT

Trigger description: Custom macroevent to apply user defined configuration
Trigger environment: User can define the macro

Trigger mapping function: CISCO CUSTOM AUTOSMARTPORT

Trigger Id: CISCO_DMP_ EVENT

Trigger description: Digital media-player device event to apply port configuration
Trigger environment: Parameters that can be set in the shell - $SACCESS VLAN=(1)
The value in the parenthesis is a default value

Trigger mapping function: CISCO DMP AUTO_SMARTPORT

Trigger Id: CISCO_IPVSC EVENT

Trigger description: IP-camera device event to apply port configuration
Trigger environment: Parameters that can be set in the shell - $SACCESS VLAN=(1)
The value in parenthesis is a default value

Trigger mapping function: CISCO IP CAMERA AUTO_ SMARTPORT

Trigger Id: CISCO LAST RESORT EVENT

Trigger description: Last resortevent to apply port configuration

Trigger environment: Parameters that can be set in the shell - $SACCESS VLAN=(1)
The value in the parenthesis is a default value

Trigger mapping function: CISCO LAST RESORT_SMARTPORT

Trigger Id: CISCO_PHONE EVENT

Trigger description: IP-phone device event to apply port configuration

Trigger environment: Parameters that can be set in the shell - $ACCESS VLAN=(1)
and S$VOICE_VLAN=(2), The value in the parenthesis is a default value

Trigger mapping function: CISCO PHONE AUTO SMARTPORT

Trigger Id: CISCO _ROUTER EVENT

Trigger description: Router device event to apply port configuration

Trigger environment: Parameters that can be set in the shell - SNATIVE VLAN=(1)
The value in the parenthesis is a default value

Trigger mapping function: CISCO ROUTER AUTO_SMARTPORT

Trigger Id: CISCO_SWITCH ETHERCHANNEL CONFIG

Trigger description: etherchannel parameter

Trigger environment: $INTERFACE_LIST:(),$PORT—CHANNEL_ID:(),
$EC7MODE=(),$EC7PROTOCOLTYPE=(),
PORT-CHANNEL TYPE= ()

Trigger mapping function: CISCO ETHERCHANNEL AUTOSMARTPORT

Trigger Id: CISCO_SWITCH_ EVENT

Trigger description: Switch device event to apply port configuration

Trigger environment: Parameters that can be set in the shell - $SNATIVE VLAN=(1)
The value in the parenthesis is a default value

Trigger mapping function: CISCO_SWITCH AUTO_SMARTPORT

Trigger Id: CISCO WIRELESS AP EVENT

Trigger description: Autonomous ap device event to apply port configuration
Trigger environment: Parameters that can be set in the shell - $SNATIVE VLAN=(1)
The value in the parenthesis is a default value

Trigger mapping function: CISCO_AP AUTO SMARTPORT

Trigger Id: CISCO WIRELESS LIGHTWEIGHT AP EVENT
Trigger description: Lightweight-ap device event to apply port configuration
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Trigger environment: Parameters that can be set in the shell

The value in the parenthesis is a default value
Trigger mapping function: CISCO LWAP AUTO SMARTPORT

Trigger Id: word

Trigger description: word
Trigger environment:
Trigger mapping function:

woFITiL. show shell functions ¥4 EXEC =~ > F&#H L T,
TWAMAAL~ 7 v FrmdT B lEERLET,

Switch# show shell functions
#User defined functions:

#Built-in functions:

function CISCO AP AUTO_ SMARTPORT () {
if [[ $LINKUP -eqg YES ]]; then
conf t

interface $INTERFACE
macro description $TRIGGER
switchport trunk encapsulation dotlg
switchport trunk native vlan $NATIVE VLAN
switchport trunk allowed vlan ALL
switchport mode trunk
switchport nonegotiate
auto gos voip trust
mls gos trust cos
if [[ SLIMIT -eq O ]]; then
default srr-queue bandwidth limit
else
srr-queue bandwidth limit $LIMIT
fi
if [[ $SW _POE -eq YES ]]; then
if [[ $AP125X -eqg AP125X ]]; then
macro description AP125X
macro auto port sticky
power inline port maximum 20000

fi
fi
exit
end
fi
if [[ S$LINKUP -eg NO ]]; then
conf t

interface S$INTERFACE
no macro description
no switchport nonegotiate

no switchport trunk native vlan SNATIVE VLAN

no switchport trunk allowed vlan ALL
no auto gos voip trust
no mls gos trust cos
default srr-queue bandwidth limit
if [[ SAUTH_ENABLED -eq NO ]]; then
no switchport mode
no switchport trunk encapsulation
fi
if [[ $STICKY -eg YES ]]; then
if [[ $SW _POE -eq YES ]]; then
if [[ S$AP125X -eq AP125X ]]; then
no macro auto port sticky
no power inline port maximum
fi
fi

exit

- $ACCESS_VLAN=(1)

2L vF VT Ny =TIZEEN

Bl AutoSmartPort a> 74 F¥al—Yav HSI K
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vsoose N

end
fi
}

<output truncated>

ARV FYH—ar FO—ILDERTE

A v FN~ I @HT A IV TERBETDHIZE. AU U= be—LaEHLE

T T7ANVRTIE Ay FERO DY TG LTHlAIAA~Y 7 BB L2 —PER~ I/ n &~

v LET,

o MHHE (MACT RLVA Zv—7 MAB * vt—, 802 1x iRiFEA v E&—, LLDP X v k&—
Ui L)

o FNRA X HAF (Cisco AA vF. /L—4%_ IP Phone 72 &)

o REENTWVWD LMY H—

MV H—=ZBIRTEE, CNOHDO I TN~ 0lil~vy 7 LTWAEEDL, wHAINET,

AL YF
F##E EXEC £— FCRIsA L £ 7,
avUF EL:5
ATw 71 configure terminal Fra—sL ar 7 4 ¥al—var B— REEBLES.

AT w72 macro auto global control {detection |[fiH k. FNA R XA F. TR U T —ICHESNT, 24 v F RN
[edp] [Ildp] [mac-address] | device |~ 7 @+ %% 1 3 > 7 %558 LET,
[access-point] [ip-camera] o detection : kOT D 1 oL E&. 4 _v bk FUH—E LTHEAL
[lightweight-ap] [media-player] ¥4
[phone] [router] [switch] | trigger °
[last-resort]} — ¢c¢dp: CDP X v E—Y

— lldp : LLDP * vl—=
— mac-address : = — V% FFE MAC 7 FL X J)L—7F

e device : kKD 1 DU EDTNRA X%, A X F U AT—E LTHE
HLET,

— access-point : Autonomous 7 7 A KA b
— ip-camera : Cisco IP T4 —_Af T2 H AT
— lightweight-ap : Lightweight 7 27 & X &A1 |
— media-player : T UX NV AT 4T S L—F—
— phone : Cisco IP Phone
— router : Cisco /L' —#
— switch : Cisco XA v F
o trigger : $iEDA XU N MY T—ZFEHLET,
— (EE) last-resort : 7ARY Y — kK b H—

F 7 AN TR, AL v FITTRTCOBREFHIE, TA A X470 B
FUOBEENTWD MY A—%FHLET,

Auto SmartPort a2 2«4 ¥al—>a> M4 F
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avwvFk B#
27973 end ¥ike EXEC £— FIZED £,
AT7v 74 show running-config = MY ERIELET,
AFw 75 copy running-config startup-config |(f£%) =L hUZar 74 ¥al—ay 77 AR ELET,

BEON)H—t~vruadD~y B 7 %T 4 —7 /T %21, no macro auto global control 7
R— L Ay 74 Xalb—vary avy FEFEALES, A v FiE HFEO RN H—lZvye s
INTWa~7uid@EiLERA,

autonomous 7 7 A KA U M EMRH LIz E Z7Z0, A4 v F B CISCO AP AUTO_SMARTPORT ~
sazEAT L ICRET D

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Switch (config) # macro auto global control device access-point
Switch (config) # end

autonomous 7 7 A KA b F72iL Cisco IP Phone ##i L7z & & 721, A4 v F0
CISCO_AP_AUTO_SMARTPORT ~ 7 17 % 7=1% CISCO_SWITCH_AUTO_IP_CONFIG ~ 7 1 % i fi
THEICRET D HE:

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Switch (config)# macro auto global control device access-point phone
Switch (config) # end

A23—T74R

¥ #E EXEC =— R TBAAL £7,

avUF e
ATw 71 configure terminal Fra—sL ar 7 4 ¥al—var B— REEBLES.
RATwF 2 interface interface id A EBE—T A AEEEL, fVF—TxzAf A a7 4FXal—3
v E—RFERBLET,

Auto SmartPort 3> 74 ¥alL—>3> HAF
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2Ty FS3

ATv74
RATvT5
ATv76
RTFYFT

vsoose N

avwy kR

B

macro auto control {detection [cdp]
[lldp] [mac-address] | device
[access-point] [ip-camera]
[lightweight-ap] [media-player]
[phone] [router] [switch] | trigger
[last-resort]}

MHEFHE, T4 A XAT, FE R H—IZESNT, AL TN
~JunkrElATAXAI VT ERELET,

e detection : IKOHF D 1 DL EE, A XU h U F—ELTHEHAL
ij—o

— ¢cdp: CDP X v E—Y
— lldp : LLDP * vl—=
— mac-address : =— YV EFH MAC 7 KL &R J1—7

e device : kD 1 DL EDTNRA X%, A X F U HT—E LTHE
HLET,

— access-point : Autonomous 7 7 X KA b
— ip-camera : Cisco IP T4 —_Af T2 H AT
— lightweight-ap : Lightweight 7 7 & 2 &1 |k
— media-player : T4V AT 4T S L—F—
— phone : Cisco IP Phone
— router : Cisco /L' —#
— switch : Cisco XA v F
o trigger : fEEDA XU N MY T—ZFEHLET,
— (&) last-resort : 7 A hU Y — K KU H—

F I AN TIE, AL v FITTRTCOBREBEFIE, TA A ZA4T B
IUOBEENTWD M) T—%FHLET,

exit Ja—)L a7 4 ¥al—v gy BT—RIIREY ET,
end ¥4 EXEC £— FNIZREY £,
show macro auto TN ERIELET,

copy running-config startup-config

(ER) = b &zar7Fal—ral 77 A VIRIFLET,

BEDO NI H—b~vradD~vy 7 %T 4 B—7/WIZF %121, no macro auto global control 2
B—b Ay Xalb—varyavy FeflLES, 2 v FiE HEO M) H—iivy e s
INTWa~7uidEiLEEA,

lightweight 7 7 & 2 "4 o b £721F Cisco IP Phone 2 L7z & 27217, AA v F N
CISCO_AP_AUTO_SMARTPORT ~ 7 = ¥ 72i% CISCO_PHONE AUTO_SMARTPORT ~ 7 & % i

AT 2 L5 ITRET 2k

Switch# configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

Switch (config) # interface gigabitethernet 5/0/1
Switch (config-if)# macro auto control device lightweight-ap phone

(
Switch (config-if) # exit
Switch (config)# end
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1-FEHTY OORE

Cisco IOS v = /LiZid, 2 — W ER~ I/ 2 RETIOOERN2 A7 VT MEERSHY £, Zh
SO~ 7 u|ZITEEITERRT D ENTRT, FEOCLIa~r F2E8hb 2 b Ta$Ed, £7-,
~ 7 o NICEEOER, &b, B, BIORMNI V-2 ERTLIIELTEET, 207 —Uxid

EETY,

I—PERZ AR NI —ma—PEHRE~ I I~y B 7T 512018, i EXEC ©— R TR L.,

WO FNEZHENE T,

avy kR

E]:5)

AT v 71 configure terminal

Ja—) a7 4 Xal—yay T— RefBLET,

ATv 7 2 macro auto execute event trigger
[parameter=value] {function contents}

AR NIy BT Tha—FEHR~I/ B E2EBELET,
{function contents} U ¥ —ICBEM IS D2 —ER~ I 2 EHEEL
T, v/ ROARIE, By a THATANILET, ALy =T
CiscoI0OS v =/ a~v v R&BttL, Al yaTavsr KOs L—
TeERTLET,

(EE) parameter=value : $§ THEDHT 74V MExEEIZ T, 4
A EEDORT 2 ANX—2TRY LA ([<namel>=<valuel>
<name2>=<value2>...]) TH LVWMEZASILET,

AFv73 end

Kb EXEC £— RIZEY £,

A7 v 74 show running-config

T M) EREEL £,

AT v 75 copy running-config startup-config

(FE) = M &arr Falb—vary 774 MVIRIFLET,

Bl A—PERBDIAV b FUH—ETo0

ROBFITIE, AT 47 To—Y—LFEINa2—PERBA XM NI T—%, 2a—FER- 71T
Yy BT Lk R LET,

802.1x FIEI MAB IZHIG LTZAAL v F R—MNIAT 4T T L—Y—%8k L
RADIUS #— LT, BYELEDOT % auto-smart-port =MP_EVENT IZ3%/E L £ 7,

o

c. AAvF LT, 4 hUH—MP EVENT #Efk L., CLI ®flO=2—FEHE~ /1 a~< R

EALET,

d. AA v FiL, RADIUS ¥ —/ 3235 @ attribute-value pair=MP_EVENT J&& %5 F AfL, Z DA X
U MY T—ICEEM T ey s e R EALET,
Switch (config) # shell trigger MP_EVENT mediaplayer

Switch (config)# macro auto execute MP_EVENT ({
if [[ SLINKUP -eq YES ]]; then

conf t
interface $INTERFACE

macro description $TRIGGER

switchport access vlan 1

switchport mode access

switchport port-security

switchport port-security maximum 1

switchport port-security violation restrict
switchport port-security aging time 2
switchport port-security aging type inactivity

spanning-tree portfast

spanning-tree bpduguard enable

exit

Auto SmartPort 3> 74 ¥alL—>3> HAF
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fi
if [[ SLINKUP -eq NO ]]; then
conf t
interface $INTERFACE
no macro description $TRIGGER
no switchport access vlan 1
if [[ $AUTH_ENABLED -eq NO 1]; then
no switchport mode access
fi
no switchport port-security
no switchport port-security maximum 1
no switchport port-security violation restrict
no switchport port-security aging time 2
no switchport port-security aging type inactivity
no spanning-tree portfast
no spanning-tree bpduguard enable
exit
fi
}
Switch (config)# end

Bl: SAR)J—F ARV MY H—ETHDO

CISCO LAST RESORT AUTO SMARTPORT ~Z7 u# 5 A hUY—h M H—iiwv o r+%

Jik

Switch (config)# macro auto global control trigger last-resort

CISCO_LAST RESORT AUTO_SMARTPORT v 7 & :

if [[ SLINKUP -eg YES ]]; then
conf t
interface $SINTERFACE
macro description $TRIGGER
switchport access vlan $SACCESS VLAN
switchport mode access
spanning-tree portfast
spanning-tree bpdufilter enable
load-interval 60
no shutdown
exit
end
fi
if [[ SLINKUP -eg NO ]]; then
conf t
interface S$INTERFACE
no macro description
no switchport access vlan SACCESS_VLAN
no switchport mode access
no spanning-tree portfast
no spanning-tree bpdufilter enable
no load-interval 60
exit
end
fi

vsoose N
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7 7 # /v k CISCO_CUSTOM_AUTO_SMARTPORT v 7 = :

if [[ SLINKUP -eg YES ]]; then
conf t
interface SINTERFACE
exit
end
fi
if [[ $SLINKUP -eg NO ]]; then
conf t
interface SINTERFACE
exit
end
fi

2—WER~I/RE I AL A~ v LE AT CTERT 2120,
CISCO_CUSTOM_AUTO_SMARTPORT vZ7 u#% EEXL, A Xk NI HT—Mb~wra~D~y
By bEmO T, A v FICRTHRITA—FERELET,

Config# macro auto execute CISCO CUSTOM EVENT {

if [[ SLINKUP -eq YES ]];

then

conf t

interface SINTERFACE

description asp3-1ink-UP i.e. Custom Macro OFF
no macro description

switchport

switchport mode access

switchport access vlan $SACCESS VLAN
spanning-tree portfast

exit
end
fi
if [[ SLINKUP -eg NO ]]; then
conf t
interface SINTERFACE
macro description $TRIGGER
switchport access vlan $SACCESS VLAN
description asp3-1ink-DOWN i.e. Custom Macro ON
exit
end
fi
}
& 2-3 HR—rShTL3 Ciscol0S T ILDF—T—F
avw vk E LT
{ a~v RO V—7bZBia L ET,
} avw RO NV—FEET LET,
(L SRR E LTERLET,
11 SRR LCTRERLEY,
else SRR LTHEMLET,
-eq SGUEMERRIEE LCTRERLEY,
fi GERERRIAE LTHEALET,
if AR E LT LET,

Bl AutoSmartPort a> 74 F¥al—Yav HSI K
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vsoose N
£ 2-3 HR—PFEhTLVS Cisco 10S T ILDF—T—F (HE)
avwy kR Ed
then MR E L THEHALET,
-z SRR E LTI L E 9,
$ $ UFTUHELEHIT, XTA—FETERIN
e
# #UFEHEHLT, 2 AN TFAMEANL
E
® 24 HiR— b EShTLVEL Cisco 10S Yz LDFHFXF—T—F
avyk £
| AT T4 v
case S AR
esac SRR
for JL— T FE R AR
function > = VS
in SRR
select S AR
time RAT 54
until JL— TR AR
while JL— TR AR
AL YFTOIY ODEA
CLI £721% CiscoIOS v =V X7 U 7 MEREEFH LT, v~/ 1a NIA—FEHREL, A vFET

~/uE#EATAIENTEET,
AL vy TFnbw7uarHllRT A2, v/ v a<vr Rone BRXEANLET,

*EERRD CLI OfEA

¥ #E EXEC £=— R TBAAL £,

avvFk E]:5)
A7 v 71 macro auto config ? fE8) Va—r L <wrokERLET,
E A ES

macro auto apply ?

AT w72 macro auto config macro-name

<~/ RTA—HERELET,
CLIOZ a7 M- TL &,

AT7w 73 macro auto apply macro-name

2 yFIZwr @ HLET,
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2T v 74 show macro auto TNV ERRELET,

—PEHRDOEIL. show 27> FOH NI TOLEFRINET,

A7 v 75 copy running-config startup-config |({1%) = FVAaL 7 4 Xal—Tay T AMURGELET,

Bl:1>om=<sA

ra—sr\v v nhkRnT 5

Switch# macro auto apply ?

CISCO_SWITCH_ AAA ACCOUNTING Configure aaa accounting parameters
CISCO_SWITCH_AAA AUTHENTICATION Configure aaa authentication parameters
CISCO_SWITCH AAA AUTHORIZATION Configure aaa authorization parameters
CISCO_SWITCH AUTO_IP CONFIG Configure the ip parameters
CISCO_SWITCH AUTO_ PCI CONFIG Configure PCI compliant parameters
CISCO_SWITCH DOMAIN NAME CONFIG Configure domain name

CISCO_SWITCH ETHERCHANNEL CONFIG Configure the etherchannel parameters
CISCO_SWITCH HOSTNAME CONFIG Configure hostname

CISCO_SWITCH HTTP_ SERVER CONFIG Configure http server
CISCO_SWITCH LOGGING SERVER CONFIG Configure logging server

CISCO_SWITCH MGMT VLAN CONFIG Configure management vlan parameters
CISCO_SWITCH NAME SERVER CONFIG Configure name server parameters
CISCO_SWITCH NTP_SERVER_CONFIG Configure NTP server

CISCO _SWITCH RADIUS SERVER CONFIG Configure radius server

CISCO_SWITCH SETUP_SNMP TRAPS Configure SNMP trap parameters
CISCO_SWITCH_SETUP_USR_CONFIG Configure the user parameters
CISCO_SWITCH_SNMP_SOURCE_CONFIG Configure snmp source interface
CISCO_SWITCH TACACS SERVER CONFIG Configure tacacs server

CISCO_SWITCH USER_PASS CONFIG Configure username and password

Switch# macro auto config ?

CISCO_SWITCH AAA ACCOUNTING Configure aaa accounting parameters
CISCO_SWITCH AAA AUTHENTICATION Configure aaa authentication parameters
CISCO_SWITCH AAA AUTHORIZATION Configure aaa authorization parameters
CISCO _SWITCH AUTO_IP CONFIG Configure the ip parameters
CISCO_SWITCH AUTO_ PCI CONFIG Configure PCI compliant parameters
CISCO_SWITCH DOMAIN NAME CONFIG Configure domain name

CISCO_SWITCH ETHERCHANNEL CONFIG Configure the etherchannel parameters
CISCO_SWITCH HOSTNAME CONFIG Configure hostname

CISCO_SWITCH HTTP_ SERVER CONFIG Configure http server
CISCO_SWITCH LOGGING SERVER CONFIG Configure logging server
CISCO_SWITCH_MGMT_ VLAN_ CONFIG Configure management vlan parameters
CISCO_SWITCH NAME SERVER CONFIG Configure name server parameters
CISCO_SWITCH NTP_SERVER_CONFIG Configure NTP server

CISCO _SWITCH RADIUS SERVER CONFIG Configure radius server

CISCO_SWITCH SETUP_SNMP TRAPS Configure SNMP trap parameters
CISCO_SWITCH_SETUP_USR_CONFIG Configure the user parameters
CISCO_SWITCH_SNMP_SOURCE_CONFIG Configure snmp source interface
CISCO_SWITCH TACACS SERVER CONFIG Configure tacacs server

CISCO_SWITCH USER_PASS CONFIG Configure username and password

Switch# macro auto config CISCO_SWITCH_HOSTNAME CONFIG

Enter system's network name: CISCO

Do you want to apply the parameters? [yes/no]: yes

Enter configuration commands, one per line. End with CNTL/Z.
Switch# macro auto apply CISCO_SWITCH_HOSTNAME CONFIG

Enter configuration commands, one per line. End with CNTL/Z.
CISCO#
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vsoose N

Switch# macro auto config CISCO_SWITCH_AUTO_IP_ CONFIG

Do you want to configure default domain name? [yes/no]l: yes
Enter the domain name: cisco.com

Do you want to configure Name server ipv4 address? [yes/no]: yes

Enter the IPv4 address[a.b.

c.d]: 10.77.11.34

Enter IP address of the logging host: 10.77.11.36

Do you want to configure VPN Routing/Forwarding Instance name? [yes/no]: no
Enter the ip address of NTP server[a.b.c.d]: 10.77.11.37

Do you want to apply the parameters? [yes/no]l: yes

Enter configuration commands, one per line. End with CNTL/Z.

Enter configuration commands, one per line. End with CNTL/Z.

Enter configuration commands, one per line. End with CNTL/Z.

Enter configuration commands, one per line. End with CNTL/Z.

Switch# macro auto apply CISCO_SWITCH_AUTO_IP_ CONFIG

Enter configuration commands, one per line. End with CNTL/Z.

Switch#

Cisco I0S L T ILD{ERA

FiE EXEC £— RCRBLET,

avwU R =)
R2Fv 71 macro auto config ? L) Za—r ~wzusFRLET,
E S

macro auto apply ?

RF v 72 macro auto config macro-name
parameter=value [parameter=value] ...

</ RTA—HERELET,
CLIO7 v M- TLTEE,

A7 w73 macro auto apply macro-name

A vFIlvwr k@A LET,

AT v 74 show macro auto

T2 U ERFEL 9,
a—PEZREDOEIX. show 2> FOH I TOLEREINET,

RX7 975 copy running-config startup-config

UEE) = N Eary 74 F¥al—vay 77 A NVTHRIFLET,

Bl: 1202 RIZHLTI 2D TILINT A—4

Switch# macro auto config CISCO_SWITCH_HOSTNAME_CONFIG HOSTNAME=CISCO
Switch# macro auto apply CISCO_SWITCH_HOSTNAME CONFIG
Enter configuration commands, one per line. End with CNTL/Z.

CISCO#

Bl: 1202 /0IHLTEROL IV NG A—2LE

Switch# macro auto config CISCO_SWITCH_ETHERCHANNEL CONFIG PORT CH_ID=1 PORT CH_TYPE=2
EC_PROTO=Y EC_PROTO_TYPE=PAGP NO_OF_ INT=3 MODE=AUTO INTERFACE=Gig2/0/1,Gig2/0/2,Gig2/0/3

NON_SILENT=Y EC_APPLY=YES

Switch# macro auto apply CISCO_SWITCH_ETHERCHANNEL_ CONFIG
Enter configuration commands, one per line. End with CNTL/Z.

Switch#
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Switch# macro auto config CISCO_SWITCH_AUTO IP_CONFIG CISCO_SWITCH DOMAIN NAME_CONFIG
DOMAIN NAME=cisco.com

Switch# macro auto config CISCO_SWITCH_AUTO_IP_CONFIG CISCO_SWITCH LOGGING SERVER CONFIG
HOST IP=10.77.11.36

Switch# macro auto config CISCO_SWITCH_AUTO_ IP CONFIG CISCO_SWITCH NAME SERVER_CONFIG
IP_V4_ADDR=10.77.11.37

Switch# macro auto config CISCO_SWITCH_AUTO IP_CONFIG CISCO_SWITCH NTP_SERVER CONFIG
IP_ADDRESS=10.77.11.38 VRF=NO

Switch# macro auto apply CISCO_SWITCH_AUTO_IP_CONFIG

Enter configuration commands, one per line. End with CNTL/Z.

Switch#

F 274 JL k@ Static SmartPort &5F

AA T ETARX—T NI >TWNDALT v 7 SmartPort ¥~ 7 1 l3dH W T8 A,

® 2-5 T2+ L@ Static SmartPort ¥4 0
<o ng' B
cisco-global U A7 — hOREEEIZR LT, Rapid Per-VLAN Spanning-Tree Plus (PVST+), /L —7 F—F, B

FOFATF I R=b2 T — U BN A R—=T VT HIZE, 2O a—\)L a7 4FXal—
varv~wrzurfHLET,

cisco-desktop PCREDTAI o7 TNA REAAL v F K= MIHERT HHEIC. Xy bV —27 ¥X2 )7 0BX
WEHEMEZ M FEEAHITIE, DA v —T oA R a7 4X¥alb—var<wrazfEHLEST,
cisco-phone Cisco IP Phone #1272 PC R EDFTRY F v 7 FNAAL R& AL vF R— MR T HHEITE,. 20
AVH—T A AT 4 Falb—varvrsrzfHLET, 207 i cisco-desktop ~ 7 2 D
PWIET, BEICEEBEINSRCTWEF NI 74 v 7 ZIE LKA TEL LIS, MUeX=V T oL
fEHEAMEHEE, BXOFHHOER VLAN ZHE SR TWET,

cisco-switch TIHAAALF LT A AN Ea— gy A, v F 2T 5854, £7-1% Small Form-Factor
Pluggable (SFP) EVa—L & A L THERSNTWET 7 A AL v FRTHERTIHAIE. 201>
=T xR A7 4 F¥al—vagr<wrsazfflLET,

cisco-router AA v F L WAN V—F 2T 58813, 2O( v B —T oA A AT 4 Fal—ary vrazf
Fﬁbij‘o

cisco-wireless ALy FETALTVYLARAT IR RA Y e d 25813, 2O F—Txof A a7 4Falb—
var~wsurzfEfALET,

. ¥R2a®F 74V bk SmartPort v 7 2%, AA v F ETETLTWVWDLY 7 by =T ONR—Va il -o TR ET,

Static SmartPort D&EHA K514 >

o RITUNAAVTFERIIAAL v F A X —T oA AR LT e —VZHHENBHEI1E. A
VE =T 2 A A LOBMFORENMRFEINET, T, REOESEZEATHIHEICAHATT,

e WMNTT—FHEHRETT—DEDIZavry RBRRKLTYH, v/ aidEvoa~vy ReEfLE
T, WXL T —FHEBRETT—FRAOTAHIL, v 7zl L TT Ny 7§ 5I121L, macro
global trace macro-name 70— 3V 227 4 ¥ a L —3 3 a< 2 FE7ZIX macro trace
macro-name { Y FZ—T 2 A A AT 4 XFal—Taravry e TEET,
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vsoose N

WS OMND CLI 22~ > R, 85 EDA v X —T oA A XA FIZEAIT 2> TWET, RENTFA]
SNBNWA L E—T A A LTI e riflTd oL, v~/ 0BT =/ FRERET =
JTTCRIRL, AL v FIIT— A=V E2IRLET,

AVE =T oA ADHBIZH L T/ rZ2@HAT LI LE, | 2O F—T =4 AT LT 7
nE@ATLIOLEREILTT, AV F—T oA AOHMBEEHEHT 256, ~7 2 XTO/HBENOLA
VAHA—T A AJEFICHAEINE T, HDHA L E—T A AT 70 axr RRERLESEA.
HODA B —T oA AZHAINTWE FT,

v/ ur AL vF, FERAAL v F A E—T 2 AZHEATDEE, AA v FERITA L F—
T xAf A7 L REBNICENENET, show running-config = —% EXEC =2~ R&ff
ALT, =7 e4BLQEALca~vyy RERRTEET,

Static SmartPort ¥4 OMNEH

AL T 4 7 SmartPort ¥ 7 v Z T 5121%, % EXEC £— F TR L, IROFIRIHEN £ T,

avy kR

E[:5)

ATv 71 show parser macro 2 wF VT NI 2 TICHBAENTNE, YR2AaADTF T4 DA

2T 4 v 7 SmartPort ¥ 7 n & &K LE T,

AF w7 2 show parser macro name macro-name |+ 5B ED~ 7 02 FH i LET,

ATw 73 configure terminal Fra—sL ar 7 4 ¥al—vay B— REEBLES,

RXTv 74 macro global {apply | trace} 2 v FTwrar@EALET,

macro-name [parameter {value}]
[parameter {value}] [parameter

{value}]

e flxd~vrm avy NO@EAHDH%ZIT51Z21%. macro global
apply macro-name 2~ > F&HLET,

s Y/ BEHABIOT Ay LT, T —FHERETT—
% 1217 %121%, macro global trace macro-name Z{EH L F7,

parameter value ¥ — 7 — R&HH LT, LERELZ~ 7 2lZBMLE
T, $ THELFXF—TU— RIZIE, —BONT A—ZERLETT,

macro global apply macro-name ? =2~ > RaffifT5 L, v 7 a2
ieflie —ER R TEET, F—UV—RFEZANETIC~Y 7 2 &
Licia, a~vr M3 L7220 w7 midili ShEE A,

(fEE) ZDAAL v FIRESNTZ—BDONRITA—FEEEELET,
B 3 ODF—U— FEEOMAEDEEZANTEES, "TA =X
¥F—U—FORETIE, RXFLALFRXplEanEd, ¥F—V—F
THT DT, ST DEICT I TESHBIAONLET,

AT v 75 interface interface-id EE) A2 X—T oA AFEEL. AV F—T A A7 X2

L—yar ®— RF&BBLET,

ATwF 6 default interface interface-id (EE) BELEAVE—T oA AN TRTOBEEZ IV T LET,
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avwyFk

B

RT7 977 macro {apply | trace} macro-name
[parameter {value}] [parameter
{value}] [parameter {value}]

A E =T A ATx 7zl LET,

o fHlxD~vrm a~vy ROWEMADH%IT 9 I21%, macro apply
macro-name 2~ RafER L £,

o w7 EEZEMBLIORT ARy /LT, XS —F- IR ETT—
Z B-oF 121X, macro trace macro-name Z A L £97,

parameter value ¥ — 7 — R&HHA LT, LERELZ~ 7 2lZBMLE
o $THELF—TU—FIIE, —BOATA=ZENLETT,

macro global apply macro-name ? =2~ > RaffHT5 L, v 7 a2
Ml —ER R TEET, F—UV—RFEZANETIC~ 7 2 &
Licla, a~vy R3S L7220 | w7 midili ShEE A,

(fER) ZDAAL v FIRESNTZ—BDONRITA—FEEEELET,
w3 ODF—U— FEEOMAEDEEZANTEETS, T A—H
¥F—U—FORETIE, RXFLALFRXplEanEd, ¥—V—F
THT DT, ST DHEICT I TESHBIAONET,

2Fv 78 end

He#E EXEC B— NIZEY £9°,

AT7v 79 show running-config interface
interface-id

A —T AR aPBEAINTNDE I 2R LET,

A5 v 7D copy running-config startup-config

UEE) = N Eary 74 F¥al—vay 77 A MVIHRFLET,

FI/BICEENLDE AT RO R0 NN—Ya B ANTLHE AL yFICEHAIATWL /e —r <
7 a B EDOHIBROHREITH Z LN TEET, default interface interface-id { V% —7 A4 A 37 4
Fal—varavry FeEANTL2E R—MIEHENTWLI Y7 B ORELHIFRTE £,
WROFITIL, cisco-desktop ¥ 7 v DRFRTLHHE, BLOAM v F—T A A ETwruxiifiL, 7
78 A VLANID % 25 IZRET D HEEZRLET,

Switch# show parser macro cisco-desktop

Macro name : cisco-desktop
Macro type : default

# Basic interface - Enable

data VLAN only

# Recommended value for access vlan (AVID) should not be 1
switchport access vlan S$AVID

switchport mode access

# Enable port security limiting port to a single
# MAC address -- that of desktop

switchport port-security

switchport port-security maximum 1

# Ensure port-security age
# and use inactivity timer

is greater than one minute

switchport port-security violation restrict

switchport port-security aging time 2
switchport port-security aging type inactivity

# Configure port as an edge network port

spanning-tree portfast

spanning-tree bpduguard enable

Switch#
Switch# configure terminal

Switch (config)# interface gigabitethernetl/0/4

Bl AutoSmartPort a> 74 F¥al—Yav HSI K
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Switch (config) # interface gigabitethernet0/4
Switch(config-if)# macro apply cisco-desktop $AVID 25
YV ADERR
#* 2-6 Auto SmartPort ¥4 03 & U Static SmartPort T Y 0D#&KRTHaAI UK
avw> kR B
show macro auto Auto SmartPort ¥~ 7 2 IZBT AEHRER R LET,
show parser macro FTRTCOALT 4 v 7 SmartPort ¥7 r xR/ LET,
show parser macro name macro-name BEDAXT 47 SmartPort ¥ 7 n 2R Rk L E£7,
show parser macro brief AHT 4 v 7 SmartPort D~ 7 a{ xR RLET,
show parser macro description [interface TRCOA v E—T A A, FRIFFFEDA X —T = A ATON
interface-id] CTAHXT 4 2 SmartPort ~7 v DFHAZF R LET,
show shell Auto SmartPort A X2 b R H—BI O~ n il HEHE2E
RLET,

Auto SmartPort a2 2«4 ¥al—>a> M4 F
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