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Ty hEE=F L, ATy MR =F A, IATFFY AN FLETE—RFFF R ONTITH
LDMEHHILET, A v FiE, | PRICKTRASTRED L A TONRTr v bOFehv s LT, F
ANCEZRE I NIZIHI L~V D LEVWELE ZORIERR LI L ET,

A h—=AHIENL, KOI>HLOWNTNNE NT T4 v T TI2T 48T 0 OREFIEHEHLET,

o MR (Zr—K¥¥ A b, wATFF¥ AL, FHF2=FY A NT 74 I BEHATED
A— b ORFIRIEOEE)

o MHNLTZFETH Ny (Fuo—K¥x A, v ALFFY AP, 2=Fx AN OFTT 47
L— k.

e By MEMNTRIEFETEZ NIy b (FEe—FXy A+, wAVFFxY A, Z2=2F¥ AP OFT
T4 w7 L—1h,

o PHMNTZETIH Ay FBIONEWIL—LD T T 47 L—h, ZOKEREIZ, Zr—n
LNTAF—TNVICBRESNTVET, NEWVWTL—ADLEWMEIZ, A ¥ —T A AT LICHRE
LET

EFROFEOWTNEFEHALTH, LEWEICBIETD ., R— NI T 70 v 22T vy 7 LET,
77427 L—FRTFRLEVE FEBESNTWDLIEHE) 2 FRILGZARWVWRD, R—MI7vevy s X

Ni-FEIZ0, 2o0%, BFEOBERFHINET, FRINEI LSABEEIN T RWESE, T
T4 v Lb— BN ERME LNV E FTELRVWEY, AL v FIEZTRTOIN T T4 v 7 BTy I L

FT, RIS, FOLUURETIITEWITE, 7u—Fx v 2 b X b— AT A IRED i3

ANL/I= S

GE) ~ATFFx AL FT74v27DA AL EWEICE LSS, Bridge Protocol Data Unit
(BPDU; 7V v¥ Fa bha) 5—4% 2=v k) 7L —2A, Cisco Discovery Protocol (CDP) 7 L — A
REDOHE NT 7 4 v JUNDOALT XX AN T 74 v 73R To7ryrs3nEd, L, A
A » FTiZ Open Shortest Path First (OSPF) 72 &L —F7 4> 7 7w 75— e, EROLTF X ¥
AN TF—=% N7 4w 7K ENRWIZD, EDNTT 4y BATHRT ey T IPET,

B 25-1 75 7%, —ERBICBIT AL v Z—T oA A LOTa—RFr AN K537 47 NE—1
ERLTWET, Zopllt, vV TFF¥ A PBIR2=F Y AN bT7 740 27I2HH8TUTEY £,
ZOFTIEH, TIND T2, TA S TS DX A L AV H =L T, kT H7e—RE¥y AL b7
T4V IMEESNTZLEWEZ ERloTWET, BEDO NI 74 v 7R LEWVEL LIS & RO
AVHE—=IN)VT, ZOFATDORT T 4 7 BNTNTHEEINET, LEB-T, T2 & TS DF%OA
VA= DM, TH—=FXY AN NT T4 v N Ty ENET, TORDA L E =L (T2
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A b= AHEEEE L E 1 RO A v — NV EMABEDE T, A R—ARIET LT ) X AOEMEE
FELET, LEVVEREWVIFE, @i+ 2537y MRS 20 £, LEWVED 100% THIE,
FZ7 4o 7IZRTHHBIEH ERA, E2 00CTDE, TOFR—FETEHITXITOTr—RF ¥
AR, YT HXY RN, FHE2=F%x AN T T oI R Ty I ENET,

Ry ME—EDOHBTHES DI TRERVWOT, M7 7497 777487 4 2MET 2 1 BHEDA
PH =N A S — L OB ER AT D RN H Y £

LT T4 BATOLEVMEEZRET HITIE, storm-control > ¥ —7 = A A a7 (K=
L—vay awry RefALEd,

A F—LFHEDOT I+ I FERE

T7FN T, 2=2F ¥ A b, 7a—FF¥ A b, BIOBALTFHx AR 2 b—ARNIAA v F
AHE =T 2 A ALETT 4 2—T MRV ET, LT, @l L~uid 100% T,

AF—LFHHAEEIUTLETMELRILDOETE

(E)

AR—MIA N —LHlHEZHREL, HEDODNTF T 4 v ZATTHEHTHILEVELLEZATNLET,

72770, "—FRuzT7oflEEbic, SFIERTIA ROy V2 EDO LI DNEWD E
NHBHOT, LEWVEOFEXHL T THLHELMETT, FENTF 74 v 7 BT EH Ty OV A4 X
WZE- T, ERICEASND LEWVEITIHRTE SN L LIS LT, Fot—kr hoERNET 5 A
PHndH 0 9,

A b— A, A A —T oA AL TYHR—ENET, F7=. EtherChannel L TH A b — 24
B ZHRETEET, A h—2H#A EtherChannel IZFRE SN TWAHEE, X b —AHIEIRE X
EtherChannel WA o % —7 = A A s L £ 7,
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N = r—LE@ORE

AR =LA E LEVEL L EFRET DI, F7# EXEC £— R CTROFIREZEITLET,

avy kR

=]y

A7y7 1 configure terminal

Jua—)L ar7 4 ¥al—ygry ET— RRae@BLET,

AF7v7 2 interface interface-id

BRET DAV HI—T A AEHREL, AV F—T 2 A AT 4 Fal—
vary E—FEHBLET,

A7y7 3 storm-control {broadcast |
multicast | unicast} level {/evel
[level-low] | bps bps [bps-low] | pps
pps [pps-low]}

Ta—RE¥y A, wAFXr A, Fhlda=%y A b A b—AdliEE
BELET, T74LFTlE. 2 F—2#IIZIT 4 E—T MR ESNT
WEJ,

F—U— RKOBWRIIKRDO LB TT,

o level IZI1X, 7R —F¥¥ A b, A FFx A b, FiFa=Fr R}
NS 7 47 ®DERLEXVELLEEIRIEO S—F 7 — P THEE
LET UMIEE2MET), ERLULEXVWEICERET S E, A— M b
F74 vl % 7uy s LET, FHETE 24T 0.00 ~ 100.00 T,

o (EE) level-low 121X, TERLEWEL /L EFIKIED S—& 7 —
CTHELET UMIEE 2 M ET), ZOMEIT ERIE L~ VLT o
ETHHMLERDVET, NTFT 74 v I NIOLL%E FlEo T
W, R—=PME T 7 4 v 7 &2EEELET, FRMHEI LV ERELT
WARWES, BRIHI LV LR CEARESNET, IBETE 54
FHiZ 0.00 ~ 100.00 T,

LEVMEICRKE (100%) 2 ELESEA. b7 74 v 7 OflRILA
KRV ET, LEWVMHEIZ0.0ZHETDE, TOR—F EOTTO
Te—RF¥y A b, wAFFX AL, FEZ=2F v AN T T 4w
INRTr s IRNET,

e bpsbhpsZix, 7R —R¥x¥ A b, wAFFx AP, FiFa=Fr R
FNIT7 4D ERLEWELALZE Y MBTHRELET (b
B L ET). LRLXVMECERET 5L, He MELT 7 4 v 7
7w LET, fHETE 56X 0.0 ~ 10000000000.0 TJ,

o (£E) bps-low IZiX. TRLEWEL~LVEZE Y M BTRELET
UNBEE 1L ET), ZOMEIZERLEVE LNV TOMETH D
ERHYET, FT T4 I BRIDOLE FES TR, A— -
T hF 74 v 7 BERELET, HBETE 28I 0.0 ~
10000000000.0 T3,

e ppsppsilitx, 7R —R¥ ¥R b, wATFFr AN, EFFaz=Fr R
FEFITZ7 4y DERUEVELNLVEANTy N/ BTHEELET
UNEBINLET), ERLUEWEIZEZET D&, A— NI T
T4 % 7my 7 LET, EETE 54X 0.0 ~ 10000000000.0
<7,

o (EE) pps-low 121X, TRLEWHEL~LENRTy M/ BTHRELE
T OUNBEEEIMET), ZOMITZERLEVVELULL TOMHETH S
VERHVEST, FT 7497 NRZDL~b% FlaloThiiE, R—
MINT 74w %Rk LET, HETE 2T 0.0 ~
10000000000.0 T3,

BPS B XU'PPS OREICIE., LEWVHEOKEELZ KESERETE DL LI,
BT w7 AZPER S (k. m, g2 E) EEATEET,
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Z2 b—Laimoz: W

avwv kR B
2797 4 storm-control action {shutdown | A h— AR SN EBAICETT AT 7 a v 2EELET, S 740
trap} FCIERTZ 74712 74/1/57 Vo7 %FATL, b7y TITEELRVER
ETT,
e A bh—2La, K— % error-disable ™IRFEIZT 521X, shutdown
F—U— RFZ@ERLET,
e X b—ihBmHINESHE, SNMP (S xy NU—27E#H T m b=
N NT T EARTDHIC i trap ¥— U — R&&RLFT,
A7975 end Kt EXEC ©— RICEY £,
A7v7 6 show storm-control [interface-id] BELERNT T4 w0 BATFIZONT, A2 X —T 2 ATHRFEL A
[broadcast | multicast | unicast] b= AHIEEIH LSV R R LES, NT T4y BATEAN LD
7EHmEE, 7a—RX vy A b A N —AflEIORENETRENET,
A797 1 copy running-config startup-config | ({£%) => 7 4 Fal—T 3y 77 A VICEREXFRTFLET,

A M=l a2 T 4 & —7 2T 511X, no storm-control {broadcast | multicast | unicast} level
VH—T xR AT 4 Fal—varavr REERLET,

Wiz, R— b ET, BRI L~ 2 87%, FRINEI L~ % 65% ICREL, =2=F v A b XA h—24
ﬂﬁ%%z T DR LET,
Switch# configure terminal

Switch (config)# interface gigabitethernetl/0/1
Switch(config-if)# storm-control unicast level 87 65

W2, R—=FET, 78— FX¥ 2 7 RLZADZ h—L#If#H% 20% O L)L TA R—TLIT 'd”‘r:){ﬂ
ERLET, 7B—FKXXY AN NTT7 4970, NF7T7 427 A M—AFHIEA Z—SLNIZHR— b
THEMATEXARTEEIED S 6, BESNTZ 20% DLV EBxIHGE, T 747 A b— JA%’J&M
VHE—NAPKEDDLET, AL v TFETRTOT =R AN NTFT7 4 v 7 ZEELET,
Switch# configure terminal

Switch (config) # interface gigabitethernetl/0/1
Switch (config-if)# storm-control broadcast level 20

INEWT L—LDEEL— FDRE

67 XA FEV/INZWERE VLAN # 7+ & Ny NI, hEW 7L —2L A EanEd, AA vFid/h
SNWT L —AEFWEELETR, AL v T ORAM—LEHED T X OBEIMETIEH Y £HA, Gwo
10S Release 12.2(44)SE LABETIE, /NEWNWT L—ABRFFEDO L — b (LEWHE) THEELEHBAICH—
k% errdisable IZ T2 L 9RETETE T,

INEWT L — L DEEHEREE A, v F LT/ — L TA X—T NI LThE, A F—T A AD
Ny MZOWT/HAEWTZ L—AD LEWVMEZRELET, BFEDOL—F (LEVWMH) THEETDH., &
INFA XL DI/INE VT Bt R— R errdisable THA72HIC Fu vy 7 I E T,

errdisable recovery cause small frame 72— 3L a7 4 Fal—vary avry e ANT5L,
FE ORI L BICA— FEEOAS 2—7 20 9 (BIEFEM 2 8% 9 5 121X, errdisable
recovery 7 12— /3L = /74 Xal—rvaryavwr REEALET),
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N 2%t rozE

EAVHE—T oA ADLEVEL L EFRET DX, B EXEC T— FCTROFIEEFEITLET,

avwyFk B

A7y7 1 configure terminal sa—)ar74X¥al—vary w— FERBLET,

AF¥97 2 errdisable detect cause small-frame INEWT L —LDEEL— MEEZ AL v F A RX—T NI LFE
R

ATy7 3 errdisable recovery interval interval (EE) HED errdisable 27— RS EIET AR AT L E T,

ATY7 4 errdisable recovery cause small-frame UEE) /NEWTZ L—2DFHEEIZL Y errdisable & 72 o 7= R — k2
HEWICHOA X—7 VIR D E CORERMAZRE L £,

ATv7 5 interface interface-id AV B =T xR A7 4F¥alb—ary T— el L, &RE
THAH—T A ARRELET,

ATy7 6 small violation-rate pps AU B —T 2R, BESY N2 RrYy XL TER— %
errdisable IZF A LEVWMEL— M2 ELET, HETE H#iH
i1~ 10,000 X7 > ~/F (pps) T,

27977 end M EXEC E— FIZRED £1°,

A7v7 8 show interfaces interface-id ERHER LET,

27979 copy running-config startup-config EE) =274 FXalb—vay 774 NVICREEZHREFELET,

WIZ, INEVWT L —LDFHEL— MEREZ A R—T7 VLT, R— FOREIERBEZHREL, "— b2
errdisable 1272 LEWMEEZHRET 26 2R LET,

Switch# configure terminal

Switch# errdisable detect cause small-frame

Switch# errdisable recovery cause small-frame
Switch (config)# interface gigabitethernetl/0/1
Switch(config-if)# small-frame violation rate 10000
Switch (config-if)# end

RiE&R— FORRTE

TV r—=vailioTE, HEIRAN—DPER LT N T T 4 v 7 BRIDORAN—=ITONbRNE D
W2y A=A v F EOR—=FHTLA Y2 F T 74 vV PEESNLRNEIICHRETDLERHY £
To ZOXRIRBETIT, RER—TFEMEMHT L. Ay FLOR—-—FHTEZ=Fr A, Tr—F
FXYAN, FLEFIYALTFTXYRADN bTT 4 v I OLTWMPHEIN R 720 £,

AR — ML, ROEERH Y £75,

o PRIER— NI, FERICHEER— N THLIMOR—MZ, FT 714y 7 (Z=Fx A, LT Fv
AR, FEETr—R*¥Y AN ZT_XTEETLI2DTTIEHY EFA, LAV 2 TiE, RiER—
FMHTT—% NT7 74 v 7 BETEETA, CPU CABINTY 7 My =7 TEHEIND,
Protocol Independent Multicast (PIM) /37> DO LS RHIE ~ 7 7 4 v 7 2T BNEEEINET,
REER— MR ZBERT D N7 7 4 v 73T _T, LAY 3T A% LT LARTIERD £
A,

o PRAEAR— b L IHELRER— MHOIXEIEIL, @H EB D ICERET,
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RER—

R —

REAR—

gEr—rozz W

AA oF RAB T ITHR—ORBAA v FERTTED, A vF AHX v 7 NOEER—FETIXZ, 21
LDOR— WA THDREICAAL v F EIZHD, BigD AL vTF EIZH DR, LA¥ 2
N7 74y i3t EnNEYA,

T T, ROBEFHRICOWTHA L ET
o [ME#ER— DT 74V biRE] (P25-7)
o [{RFER— FREFFOEEFH] (P25-7)
o [E#ER—FORRE] (P25-7)

FDTIAIL MEETE

TN T, RER—- MIERSNEEA,

FERERDEERSH

PR — M, WA > ¥ —7 =14 A (GigabitEthernet "— h 1 72 &) F7-1% EtherChannel 7 /v —7
(port-channel 5 72 &) ICRECTEET, A —F FY¥ XV THREFR— M2 A X —T VI LTS AE, £
DR—b F¥ XN TNV—=THAOFTXTOR— T, RX—=T MR £7,

7T A_X—F VLAN R— F 2 R#ER— P LTERELZWNWTLEEWN, RER—FE2T T4 X—}
VLAN R— R E LTERELRZNWTLZE, I A4 X—F VLAN OMIZHA— Mk, tMOMIIR— K=
aIa2=54 R—hMIFF 74 v &EELERA, T4 X—k VLAN OFEICOWTIE, %6 16
[ 774 X— K VLAN OFE] 2L T EE0,

b DELTE

R— b fR#ER— ML LTERT DT, F7#E EXEC £— FTROFIEZETLE T,

avv kR =)
27971 configure terminal ra— ) ar7 4 ¥al—ay t— REBEBLET,
ATv7 2 interface interface-id BEFTEA LA —T 2 A ABEEL, AV X —T xR T
T74Xal—ay B— REBBLET,
27y73 switchport protected AU B —T = AR {R#R— MCRELET,
A7y7 4 end HEHE EXEC £— MR D £,
ATy7 5 show interfaces interface-id switchport REXMERLET,
A7v7 6 copy running-config startup-config T av 74 F¥al—vay 77 A NVCRERRGTELET,

R#ER— b &7 4 &—7 /T 5I21E. no switchport protected f > ¥ —7 = A XA A7 4 Fa L —
varavwry FEHLET,

W, RER—FELTR-FERET D0 2R LET,

Switch# configure terminal

Switch (config) # interface gigabitethernetl/0/1
Switch (config-if)# switchport protected

Switch (config-if)# end
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B +—r JovxoJomsE

R—k TOyFUTDORE

GE)

T 7 h T, AL v FIERMDOIEE MAC (AT 47 727 v AHIH) 7 RUARRESNIZ 7
Fed RTOR— IO T7T7vT 47 LET, RMOZ=%rv A MBIV~ LTFHF¥ 2~ 7

T4y I NMEER— NMOEEEND E, EXF2 VT o b, BEICRDAREERSHY £, Raoa=
XY APIBLOYALTF XY AN T T4 I BHBER— FDLBOR— MIEREENRNE DT 5
72012, (PREFTIIIELRE) R— b2 7nv 7 L, RHMO2Z=FX vy A NEZEFYLTIFY AN Ny
FAMOR— M7 T T o7 ENBNEIICLET,

~“NVFFXY AN N T T4 IDPE, R—F Ty TEEITMERR LAY 2 Ry NETET
2y 7 LET, ~v X —WIZIPv4 £72E IPv6 FRBEENDI AL TFF X A b Xy Mivmry s L
FHEA,

TR, ROBEFHRIZOWTHBALET,
o [R—KToovXFr7OF 740 iZE] (P.25-8)
o (MU H—T 2 A ATDTT T 42T "NTFTT74v7DT7ayx7] (P25-8)

_R— bk Ay TDF I+ FERTE

FT7HIETIE, R= O RADTALFFXY A MBI Z=F YA b T T4 T7DTT T 4
IRTa v ENT, TRTOR—KMIZDOEHI> BTy BT T T4 07 E8NFET,

A 2B—DIAARATDISYTAVT bS04y oDTAYXIYT

S,

(FE) AT =T =A RIWEA ¥ —7 = A 2 F721F EtherChannel 7 /b —7 OV b AIEE TS, A— b
FrFNOINTFHY A PELFA=F Y AN NI T4 v 72T 0y 58 A—h FrxrL s
N—=T DT RTOFR—FTTay 7 INET,

AVE—T 2 AANLDZ=F Y AR Xy bBIRLATY2VLFXFXY AN Ty NOT7TvT o
VT ET 4 =TT BIZIE, F#E EXEC T— R CTROFIRZFEITLE T,
avwyFk B
A7y7 1 configure terminal sa—)ar74X¥al—vary w— FERBLET,
ATv7 2 interface interface-id METAA L HE—T oA AEEEL, f X —TxAf A 2
T4 F¥al—vary T— REEEBELET,
A7v7 3 switchport block multicast R hDSDORMO<ILFF v A FOEEE T v 7 LET,
GE) MBRLAY2ALTFXXYRN T 7407 ETET
2y s LET, ~v F—NIZ IPv4 7213 IPv6 RN E
ENDLOYAT Y AL RNy MIvery 7 LERA,
A7vy7 4 switchport block unicast A= OFRMOZ=F ¥ A NDOEXE T v 7 LET,
27975 end ¥4 EXEC £— RIZEY £,
ATv7 6 show interfaces interface-id switchport MEAERLET,
AT7Y7 1 copy running-config startup-config EE) 2o 74FXal—ay 77 A NVICEREXHRIFELET,
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f—F XU 0Eze B

R—=FLETrI T4 w7 nT vy 7 SUFIT, BHEOBENTONDT 74/ FOREIZA »F—T =
A A% R7IZIE, no switchport block {multicast | unicast} f > % —7 =/ X a7 4 Fal—T 3
vavwr FEERLET,

WIZ, F—=F EOa2=F% ¥ A MBIRVAY2VAVTFHRY RN T T T 40 7% 70y 7T 50 %R
LT,

Switch# configure terminal

Switch (config)# interface gigabitethernetl/0/1
Switch (config-if)# switchport block multicast
Switch (config-if)# switchport block unicast
Switch (config-if)# end

R— b 2XaUT1DEE

R—=Fr X2 VT o HEELHEHTDE, R— b ~OT 7B AZHATIHAT—a D MACT Kb
ZEHIRBELIOHEN LT, A2 F—T 2 A~DANERIRTEET, EXF=27 F—hkxFaT

MAC 7 RLAZED Y TH L, R—=MIERLINEZT FLA A —TLHNOEEFTLT LA EFH O/
Iy hEERELETA, X227 MACT RL2%%E 1 DIZHIRL, H—Dt%=27 MAC 7 KL A%
B Y THE, FOR— MR EINTZT—27 2T —3 9 12, B— FOFEIESENMEEESHE T,

X7 R— L LTR—FEREL, ¥ 27 MAC 7 FLARRREITGELEZSEA, A— M7
I AERBDAT—a D MAC T RLARHERIENZEF2T7 MAC 7 RL2AOWTLE S 3K
LARWDT, X2 T BN AELET, £/, 2EF2a7 R—hETEF27 MAC 7 FL
ANREETLIIFEINTWDAT = a R, JloeFaT F—MIT77EALE>ELIEEEC
b BROT T TN THNET,

ZIZTE, ROBEEREFBBRITOVWTHHALET,

o [F—FEXx=VUT 1 OE| (P.25-10)

o [R=FEX2VT4DOTFT 75V FRE] (P.25-12)

o [R—F X270 OFEFOEEFHE] (P.25-12)

[R—h X2V T O RX—T7 LB LU E] (P.25-13)

(R=h X274 ==V 7O 3—T b LORE] (P.25-18)
[R—hF X2V T BLOAAS vTF A& v 7| (P.25-20)

e [R—hEX2VT4BLOTF4 X~k VLAN| (P.25-20)
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W f—reF1iUFr0BE

R—bk X271 DBE

22T, ROBEIZOWTHBH L £,
e [EF=7 MAC 7 KL 2] (P.25-10)
e X VUT &K (P25-11)

t+a217 MAC 7 FL X

A= FCHAEIND2EX2T 7 FLARAOREKEEZHET 5121%, switchport port-security maximum
value { V24 —T7 x4 A AT 4 Fal—Yay avy I\%f{ﬁﬁﬁ LET,
S

GE) HBKEEZA LA —T2A A LTI TICRESINTWVDEX2T7 7T RLVAOHE LV /NI WEIZERTE L &
H5LTBHE, avy RBELRZENET,

AA v FiF, WOEF 27 MACT RLR ZA TR —FLET,

o RAZT (v 7 X277 MAC 7 R L X : switchport port-security mac-address mac-address 1 >
=Tz R aAryT74F¥alb—vary avy FEEALTFHTRESN, T RLVRA TF—T7
WIEEINTEDOL, AL v FOFITFaLr 74 Falb— g ATBEMENET,

e XAFIvI X2 MACT RLAR : BIJICHREINTT RLVA T—7ARETIRESL, A
A v FOFEERICHIRINE T,

o XF o F—EFXFaT MACT FL A BIIZFEET AL, FEITRETAZELTEET,
T RLVAF—TNVREESN, FfTar 74 FXal—a AlBMEnEd, 207 RLana
V74X al—vary Ty ANMIRTEEN TS L AL v FOFREBIFFCA VX —7 = A AL
INGLEHPIICHBZETHILERH D THA,

AT F— T AR TNICTDE, FATFT IV MACT RLAZRT 4 vF— X
TMACTvamﬁmbfﬁﬁﬂ/74#;u~ya/_BM#%&D A VH—T 2 RERET
EET, AT 4 v F— T T HA X =TT DHITIE, switchport port-security mac-address
ﬁMq%y&—714z:y74ﬁzv—yay:vyP%Aﬁbifo_®37/F%Aﬁ¢ék
A =T 2 RFAT 4 v F— T—=U IPA R—=T VIR LHNCFE LI b D2 ED, 737D
FAFTIvI BX2T7 MACT RLAEZRT 4 vFxF— X227 MAC 7 RLRIZEBRLET, 73T
DAT 4 yF—tF2T MACT FLAFFTAa L T4 Falb—a BilEanEd,

x?4/% X227 MACT RLAF, av74Falb—vary 7740 (A v FREERBISH
LA ENDIAF = T v a7 4Xalb—vay) 12, BEMNIQIKB S EEL, A
FA4YF—EBFaT MACT RLRZ a7 4F¥al—ay 77 A NVCHRET DL, AL v FDF
EERZA VX — T 2 A AXINGEHREETILERD D AL, AT 4 vF— X2 T7 7T N
APRAESNTWRWGSE, 7 RLRIZRbIVET,

AT A4 F— T—=U T T 4 =T NI LESA, AT 4y ¥ — X277 MAC 7 RLRIZHAF
IvY EFXaT MAC 7 RLARIZERIN, Effar 74Xl —TarmhbilEsnEd,

AA v F AL TICHEETE DX 2T MAC T RLADRKEIT, VAT ATHEASN TS MAC
T RUVADEREICE > TREY £3, ZOfEIL. 77 7 « 77 Switch Database Management
(SDM; AA v F F—ER_XR—=REH) T 7L —MMILoTHREVET, F 8% ISDM T 7L — |
DOFE] #BRL TS, ZofEIE, FEAAEE/R MAC 7 RL X (ZOMO LA ¥ 2 BERERA v
H—=T 2 AR EENTZZDOMDEF=2T7 MACT RLATHEA SIS MAC 7 KL A% &Te) O
HTT,
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f—F XU 0Eze B

X1 T4ER

RONTNPORWDREEST D E, BF2 U T 4 ERITRY 7,

o BR¥DEXF2T MACT RUART RLA F—7NICEMENTWALREET, T RLX T—7
JVICRBFEDOMAC T RLAZRESRT =3 g DA F—T A AT 7EALL D & LIRS

e DX aT A UF—Tx2A RATEEELIRESNTET RLAR, [Fl— VLAN HOBIDE ¥ =
T AVE—T oA ATHERINTIRE

ERFEE LT BB O IE SN T, D 4 SOERLE—FOWTINE A F—T = ZTRET
TFET

o protect (fRif) : ¥ =27 MAC 7 FLADENR— F THAT SN TWDRKBEICETH L, &
K% TED ECTHOREOEX 2T MAC 7 RLRAEZHIBRT 20, A7 FLAFERECS e
RO . RAIDEEILT RV RAEFFONR Ty NI Fry 7E8NET, X2V T @ERBBEELLD
LlTEmEnET A,
~

GE) 727 K— NI protect ERE— RERFET DT LITHER L EH A, protect E— DG
A A= FPRKPEICZEL TR THLWTFNDO VLAN BN KIBEICET S L, 77—
= TR TF 4 =TT LET,

o restict (HIfR) : E¥ =27 MAC 7 FLADENFR— h THA SN TV EERKBEICET D &, &
Kz FHEZETHIREDEF 27 MAC 7 L RAEHIBRT 50, FFAI7 L AEA LS 20
RO, REDREETT FLRAEZFES 7y Moy 7F7E&hEd, ZOF—RFTIE, X2V 7«
ERNFEELIZZ ENBAINET, SNMP b7 v 7REEINT Syslog A vE—vRir /s
. BRI T AR £,

e shutdown (% v T V) i A=k X2 VT ERICED, 4% —7 A AW errdisable IZ
Ry, EbICYyy MU SRET, £0%. A— O LED MHEALET, SNMP 7 v
WIE[E ST Syslog A vE—UNu 7 SfL, ERATVCZPEMLET, EX =27 K— R
errdisable 27— kD4 1%, errdisable recovery cause psecure-violation 7’2 —/3)v 27 ¢
XFal—vary avwlr FEAALTIDAT— h&fERT 57, shutdown 3 X O no shutdown
AV B =Tz A AT (Fal—vay avwr FEANLTEHTHRS XF—7 I TEET,
INBT 7 HN FDE—RTT,

e shutdown vlan (VLAN % v &% 7 2) : VLAN By T F 2V T 4 ERE— REZRETH729
WHEHLET, 2OF— RFTENPIEAT DL E, F— 2K TIHZ2 <. VLAN 28 errdisable (272D

7,

# 25-112, B—=F X2V T 42 F—T oA RATHRELEHAOENRE— FB L UOLIZONT

A~LET,
& 25-1 X2 ) T4 ERE— FOLE

F5749%® SNMP k5v |Syslog #v |I5— Avt— BRHAIVED | K—rDPvy

ERE—F k! TOi%lE t-CDREE | CORFE? t&hn FEH Y
protect 7oL 7oL 7L 7oL 72 L 7oL
restrict 2L HD Hy L Ho L
shutdown 2L HY HY 2L HY HY
shutdown vlan |72 L H»Ho H»H0 L H0 L3

1. +07kEoEXxa7 MAC 7 RLUAZEIBRT 2 ETRIMOEFILT FLAZRO Yy bR Fay 7FanEd,
2. X2 VT4 EKESEEITT RLAZFETHRELEEA, A vy TFRTT— Avb—UERLET,
3. ERNEALE VLAN 20Ny vy T LET,

Catalyst 3750 RA v F Y2 h9x7 av24Fal—>ay HAF
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W f—reF1iUFr0BE

R—b X2 UTsDTIT4IFEERE

#2521, A V=T =2 AT HR—F X2V T 4 DOTFT 7+ /L MREETLET,

& 25-2 R— bk £X2UFAOF T+ FRE
e FI4IL R
Ak kX2l T g Kk ETF 4 =T,

AT 4 vF—T LA TFT—=V |FT4E&—T I,

7‘

R— b7~V DExF27 MAC |1
7 R L 2O

ENE— R shutdown (v > hF T V), E¥ =27 MAC 7 KL AN KE%E

LS E R=FBryy T LET,

R=br X2V T4 2=V T | To—TN, == 7 XA LIT0,

ABT 4T 2= TR T 4 =T,
& A 71X absolute,

A—bk X271 DRERFOIEEHR

j_

M EXF2UT A E2RETDHEEITE, ROTEFHIZHES T EIN,

AR—h X2 VT A ERETEIDLDER, AEZT 47 TI7EAR—bMELIIINT 7 F— MR
Euhiﬁ‘o tH o2 T R— b 2EAFIv I TI7ZEZAR-PMITEHZ LTI TEERA,
£ % =7 HR— % Switched Port Analyzer (SPAN; AA vF K R—h 7+ F A4 H) O3EIhHR—
WCTH5Z LT TEER A,
% =7 A— bix. Fast EtherChannel °% # v v~ K EtherChannel "— bk 7 /L —7F 1232 &N
T&EEHA,

S
GE) B VLAN 37 7t % #— FEFTHE— P SATHEY, RETETH->TH bTv 2
H— h TS E— P ERTVER A,

ETH VLAN b EESNTWNWELAS V H—T 2 ATHR—F X2V T 424 X —TNICTDHEIC
A= FLETHASNDEF2T 7 R ADRREE 2 IZELE7, A— k% Cisco IP Phone
W28 LTV B354, IP Phone (2 MAC 7 KL AN 1 D272 Y £97, Cisco IP Phone 7 KL &
I% 7 VLAN ECEFESNFETA, 7278 A VLAN ETlEEEENEEA, 1 2D PC % Cisco
IP Phone (ZE:#5t 4 58554, IBIIDO MAC 7 R L A IARETY, #% D PC % Cisco IP Phone (24
BT DG, &% PC & IPPhone IZ 1 DT 2EHTE L5112, +048E0oexaT 7 RLAEFK
ETHVENHD £7°,

FFv 7 R—=MPB, A= X2V T4 E2RESN, T—F T 74272200 TIT 7 ER
VLANIZ, FF T 7 4 v 71220 TIEHE R VLAN (280 YT H TV 534, switchport
voice 35 L U\ switchport priority extend f > 4 —7 A A a7 fFal—ar avr e A
HLTHHRIETH Y £ A,

B INT=T A ANRFELMACT RLAZMBHALT, &UICT 27 EAVLANDIP 7 FL A% HE
KLU, RICEF VLAN O IP 7 RV AZERTDH E, 778 AVLAN ZHICIP 7 FLARNED Y4
THIET,
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f—F XU 0Eze B

o AUH—T A ADERREX2T T NUVAEEASLIZEEIZ, HILWVMERENETOHELD K
XNE, FNFEFTHEINTOERF LWEIC L > T EEXINET, HLVENLFETOME Y
INEL L, AV H =T 2 A A LTI TICHRESINTWNDIEX=T 7 RLAOENH LWEE LR S
LBAE, a~vr KRR ERINET,

o AA VT, AT 4 vF—tEFXF2T MACT RLADKR—h X2V T4 2=V T2 R—F
LTWEHE A,

#£ 25312, OB — FR—ZERE L HEHMEOH LR —F X2V F 41OV TE EDET,

#* 25-3 HMORA v FHiEER—F 2% ) T4 LOEHYE
R—b 44 FELER— FO#EE R—F FaUTqs LDOEHEY
DTP ! A/— h? 230
NZ v F—F HY
BALFIvs TUERA R gL
N—T v FR—h L
SPAN #fETLAR— b »HY
SPAN %@ j 48— b 7mL
EtherChannel 2L
U7 R—F »HY
R#ER— R HY
IEEE 802.1X &A— K HY
%7 VLAN K— 14 HY
7' A ~<— |} VLAN &~A— h HY
IP V—RA H—F HY
# A+ 3 w7 Address Resolution Protocol (ARP; 7 KL |H D
AfFEPRT 0 kL) fAs

Flex Link Ho

1. DTP = Dynamic Trunking Protocol
2. switchport mode dynamic f > % —7 =2/ A 27 4 FXal—Yay av RTHRESNZA— b,

3. switchport access vlan dynamic f > ¥ —7 = A 37 4 Fab—i g a~v L FTHREI N VLAN Query
Protocol (VOP) +— bk,

4. K— MNIHERBAFEREXF 2T T FLAZRELET (727 A VLAN THHRER X 27727 N L AD i KEK
122 M50,

R—b X1V T4 DA R—TNVILELVERE

K= ~DT 7B 2EZHTTHAT— 3D MAC 7 FLAZHIRB IO T2 L2k T, A
VH—=T 2 A A~D AT EHIRT H121%, 54 EXEC E— R CTIROFIAZFEITLET,

avw Yk B&
AT79y7 1 configure terminal Fa—) ar T 4 Xl —ay T REREBLES,
AT7y7 2 interface interface-id M AL R —T e f ABEE L. A v F—T A A DT 4 X a L—
ar ®—RERBLET,

Catalyst 3750 RA v F Y2 h9x7 av24Fal—>ay HAF
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W f—reF1iUFr0BE

ATy73

A7v7 4

AF97 5
AFy7 6

avy kR

B&

switchport mode {access | trunk}

A B =T 2 A A AL v TFR— ] T— F%& access F 7213 trunk IZF% T L F
9, 7 74V E— R (dynamic auto) OA ¥ —7 A AL, BF 2T
AR—RFELTRETETERA,

switchport voice vlan vian-id

AN—hr ETER VLAN 214 X —7 LI LET,
vian-id : B N7 7 4 v Z7\ZEHT 5 VLAN 2 € L7,

switchport port-security

A2 B =T 2 A A LETHR=FM X2 T (%A F—T M LET,

switchport port-security
[maximum value [vian {vlan-list |
{access | voice} }]]

UEE) A F—T 24 22T 58X =2T7 MAC 7 FLZADE KRB ERE
LET, A vF AX v JIZRETEDLEFX 2T MAC 7 KL ADHRKRE
I, VAT ATHAESNTND MAC 7 RLADKRKREICE >TRED F

T, ZOMEE. TI2TF 4 7R SDM T L — I Lo TIRED £, & 8
B IZ2AL T SDM 77 L— hORE] 2L TLEIV, ZOfEIT,

fEATAREZ: MAC 7 RL A (DD LA ¥ 2 BERERA VX — T = A AT
EENEZFOMOExF2T7 MAC 7 FLATHAESNS MACT RL 2425
i) OREELRLET,

({EE) vlan : VLAN BLORKMEEZHE L £7,

vlan $—U— R&EZ AN L%, ROL T arontinnl 22 AHLT
<TEEW,

e vian-list: 877 F—F ET, "A 7 TR - ZHiHD VLAN,
7213 v~ TRY) - 7@ VLAN 28175, VLAN B O KME %
RETEET, fBEENR o7 VLAN 1Z1%. VLAN HANL O F KEA
FERINET,

e access: 77 EAR—KET, 77 A VLAN & LT VLAN Z#¥EL
9,

e voice: 77 A R—bF LT, FH VLAN & LT VLAN ZHE L £7,

GE) voice ¥—V— RiX., %FF VLAN R — MIHRESNTWT, &5
\ZZFDR— BT 78 A VLAN THRWHEAIZRY HZTI, 1
H—T A AZHEF VLAN DB EINTWDIHE, %27 MAC
T RLUVAOERREZ 2 ICRELET,
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f—F XU 0Eze B

avy kR

B&

A7y97 7 switchport port-security
[violation {protect | restrict |
shutdown | shutdown vlan} ]

(EF) EXE—F, 20 tF2 )7 1 EXPRH SN & EOXIEZ,

KD

()

&=

WTENNICERELET,

protect (f£i#) : X—F ¥ =27 MAC 7 KL 2ADOEMNKR— b THA &
NTWARKREICET DL, RKEEX TEIZETHSREOEX 27
MAC 7 R A ZHIBRT 22>, 7T 7T RUABEZESLIRWRY
RHMDOEEILT FLAZRSry MIkey7anhEd, EF%=V
FABRNEA L EITBASNET A,

hZ 7 B— hZ protect T— RERETHZ LIFHBRLEEA,
protect E— ROHE, A— FBRKBEIZEL TR THEWT
MO VLAN DN RBEICET DL, F—=0 7% T =71 L
ij‘o

restrict : ¥ =7 MAC 7 RLADHEMNAR— F THAI SN TWDEEK

REICET D E, +020Ex=27 MAC T RLAZHIRT 20,
TEEFRI T R U R E O S 72 W RY | RATDEEFILT R L A ZRON
FyhErryZENET, SNMP k7 v 72%E &N T Syslog A »
t=UNn S, BT 2 PEMLET,

shutdown : BEXNEETDHE, 4 Z—7 =4 AN errdisable (2721
A—h® LED 23T LET, SNMP k7 v 72355 & T Syslog A v
t—UhurIh, BRIV CZPEMLET,

shutdown vlan : VLAN B/ Tt Fx 2 U T 4 ERXE— FERETH-D
R LET, ZOF— RTERDPRETS L, R—F2ETIEARL,
VLAN 7° errdisable (2729 £,

T ¥ 27 F— 2 errdisable A7 — MZ72 572841, errdisable
recovery cause psecure-violation 72—/ 27 ¥ a L — 3
vavw y REANLT, ZORTF— NEMELET, FEITHUA
F—7 M2 B121%. shutdown 3 L Of no shutdown £ > % —7 =
AR AT 4FXalb—ary avry Fe AT 50, clear
errdisable interface vlan f# EXEC 2~ F&# A LE T,

| OL-8550-09-J
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W f—reF1iUFr0BE

avy kR

B&

A7y7 8 switchport port-security
[mac-address mac-address [vlan
{vlan-id | {access | voice}}]

EE) A F—Tx2AZADEFa2T MACT RLZEZANLES, o=

~ U REFERTAE. RO EXF2T7 MACT RLAZANTEXET, &

ELTetEx =27 MAC T RLABRRRELVDRWEE, %0 O MAC 7

VA TEIIIC S S hvET,

GE) Zoa~vr ROANEICAT 4 vF— T—=V T %A X =TT
LHe, BHICFEEENTEEF 2T TRUVABRRAT 4 vF—&FaT
MAC 7 RLRIZEBINTEITary 74X a b— 3 VIZIBMEN
E3c

({E£E) vlan : VLAN BV ORKEZZELET,

vlan ¥—7U— K2 AN L7k, ROF T arondThnrl 22 AL T
TZEW,
e vian-id: v 7 R—FT, VLANID BXOMAC 7 RV AZIEET
%xF3, VLANID 2 5E L72WGE, x4 7 47 VLAN MEH S E
‘d—o

e access: 77 EAR—KET, 77&AVLAN & LT VLAN #$EL
iﬁ—o

e voice: 7/ A AR—FET, F7F VLAN &L LTVLAN #HELE7,

GE)  voice ¥—VU— FiX, ¥ VLAN WA R— MIHRESNTWT, 56
IZFDR— FBT 27 &2 VLAN THRWEAICRY AT, £ >
H—T7 A RZEF VLAN DRESNTWABEEE, X% 27 MAC
T R ADRKREZ 2 ICHRELET,

A7y7 9 switchport port-security
mac-address sticky

(FEE) AV =T 2 A ATAT A VX — T—= T A F—T M LET,

A797 10 switchport port-security
mac-address sticky [mac-address |
vlan {vlan-id | {access | voice}}]

EB) AT 4vF— X227 MACT RLAZ AN L, HEREHEZT 2

v U REBYELET, RELZEF 2T MAC 7 RLADOENERRE LY

DIRNGE, YD DO MAC 7 L ATEIMICFEE SN TAT 4 vdF— X2

7 MAC 7 RLRIZEHRIN, FfTar74Fab—a JATBMENET,

GE) ZoOa~vwrFOABDRIRAT A vF— TF—=2 T A F—TNMITL
Tk, T — Ay E—VURKRINTAT 4 vF—&FaT
MAC 7 RV AZ AN TEEHA,

({EE) vlan : VLAN BLORKMEEHE L £7,

vlan ¥ =V —FZ AN L7k, ROFTvaronthnnrl 2>2ANLT
<TEEW,

o vian-id: N7 27 R— KT, VLANID BEUMAC 7 FL A &$EETE
%9, VLANID Z48E L2WHE, #4747 VLAN BMEH S E T,

e access: 77 EAR—KET, 77&AVLAN & LT VLAN #$EL
i‘j—o

e voice: 77 tAX HR—FLET, HF VLAN & LT VLAN Zf8EL £,

GE) voice ¥—V— RiX., %H VLAN R — MIHRESNTWT, &5
IZZDR— N7 7 A VLAN TRWEAIZERY H2hTJ,

AZ797 11 end

¥4 EXEC £— FIZRE Y £9°,
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FERID ST 1 v O HEDEE

f—F XU 0Eze B

avw vk B

A797 12 show port-security BERHRLET,

A7v7 13 copy running-config UEE) av74Xalb—ary 77 A NVICHREZRITFLET,
startup-config

X 2T A= FTEHRNT 740 hORIEIZA V¥ — 7 =4 A% RETHA L, no switchport
port-security > ¥ —7 = A A 3774’3%;1/»—“/5/::'\7/]\%@}%1/1# AT 4 vF— F—=
YIWAR=TNVDRETZDa~v L FEANTLHE AT 4 vF—kF=aT7 7T FLARETa
T4 X2l —varO—fIEYETN, T RLA T AnbIEHRIREShET, 22 TTRTOT
R LA FEE S nET,

AV BE—=Tx2AADEFaT MAC 7 RLAEET 7 4/ MIRETHAIL. no switchport
port-security maximum value { ¥ —7 A A a7 4 Xalb—rvary avy e LET, &
KE— &7 74/ MREE (shutdown E— F) IZE T4, no switchport port-security violation
{protocol | restrict! { > F—T = A AT 4 Fal—ar avwr FEHEALET,

AVE—=T 2 A RATAT 4 vF¥— FT—=V T &7 4 =77 5HIZIE, no switchport port-security
mac-address sticky { > #—7 =2 X a7 4 FXal—var avr REFEALET, (4T =
AABAT 4 vF—EXaT MACT RLREZXAFTIv s %27 7T RVRICEBRLET, 2K
L. A7 4 ¥ —MAC 7 FL A2 L AR EZHRT L7=%A . no switchport port-security
mac-address sticky =~ > ROANRZRICHELE S 9 —ERIFE LIV E | AL v FOFEBIREIZ A
TA4vFR—T FLANETLENET,

MAC 7 RLVA T—=TNANHAL v FEBFA L F =T =24 A LDOEF 2T 7 R AT XTEITE
E BRE, FA4TIvI, AT 4vF—) OEXF=2T 7 RLATXTEHIRT AI121F, clear
port-security {all | configured | dynamic | sticky} ### EXEC =2~ N&fEH L £,

T RVR T =T EOEX 27 MAC 7 RLRA%HIFRT 212X, no switchport port-security
mac-address mac-address A 2 —7 = A A a7 4 Xalb—ary avry ReHLES,
F=T 2 A A LOFT_XTOFAFT Iy 7 ¥XaT 7 RLVREZT FLVR 77— 7»75%%%@“&5 IX. no
switchport port-security /> % —7 = X a7 (Falb—Tal avr FORIZ, ([ F—T=
AARATHR=F EFX2U T4 2HPA R—TMIZT 5725HIZ) switchport port- securlty a<w 2 F&EAT)
L %9, no switchport port-security =~ >~ ]\“%ﬁﬂ%ﬂ‘éﬁml\ no switchport port-security
mac-address sticky 1 > ¥ —7 A X a7 4 F¥Fal—vary avry FEFEHLTAT v¥xF— &
¥a27 MACT RLVRAEFATIv I EXaT MAC 7 RLRIZEHR LIZGE, FEICTHEINZLO
ERE, A A =T 2 A A LEOTRTOEXF 2T 7T RUADBHIBRENET,

BREFHOEF 2T MACT RLAET KL A T—7 005 HEECHIERT 5354 . no switchport
port-security mac-address mac-address { V2 —7 x4 A a7 4 FXal—ary avry ReffHAL
RITRIETR Y £ A

KIZ, F—=FETHR—F EF2 VT 42/ X—TMITL, *EﬂE:LTTI\I/x@th%I%SO BET D
WJ’S@TL&*& ERE—RIT 74V T, A4T v 27 BX27 MAC 7 FLRIX E_t‘f\ A
T4 vF— T TIEA X =T LTI,

Switch (config) # interface gigabitethernetl/0/1

Switch (config-if)# switchport mode access

Switch (config-if)# switchport port-security

Switch (config-if)# switchport port-security maximum 50

Switch (config-if)# switchport port-security mac-address sticky

Wiz, R—FD VLAN3 FIi22ZTFT 4 v 27 X% 27 MACT RLAZRETAHZRLET,

Switch (config) # interface gigabitethernetl/0/2

Switch (config-if)# switchport mode trunk

Switch (config-if)# switchport port-security

Switch (config-if)# switchport port-security mac-address 0000.02000.0004 vlan 3
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W f—reF1iUFr0BE

WIZ, R=brDAT 4 v F—=R—F EF2 VT 424 X—TNZTDHZRLES, 7—#% VLAN B
J:U\ ?EVLAN DMACT RLAZFEITHREL, EX¥=2T 7 FL2ADHEE 20 | _&ﬁ?biﬂ‘
(7—% VLAN (2 10, &7 VLAN (Z 10 &0 ¥ TET),

Switch (config) # interface gigabitethernetl/0/1

Switch (config-if)# switchport access vlan 21

Switch (config-if switchport mode access

Switch (config-if)# switchport voice vlan 22

Switch (config-if)# switchport port-security

Switch (config-if)# switchport port-security maximum 20

Switch (config-if)# switchport port-security violation restrict

Switch (config-if)# switchport port-security mac-address sticky

Switch (config-if)# switchport port-security mac-address sticky 0000.0000.0002

Switch (config-if)# switchport port-security mac-address 0000.0000.0003
( # switchport port-security mac-address sticky 0000.0000.0001 vlan voice
( # switchport port-security mac-address 0000.0000.0004 vlan voice
( # switchport port-security maximum 10 vlan access
( # switchport port-security maximum 10 vlan voice

Switch (config-if
Switch (config-if
Switch (config-if

) #
)
)
)
)
)
)
)
)
)
)
Switch (config-if)

R—bFxal) T4 T—20T7D4R—TIEE L UVRE

AFy71
AFy72

A= EOFTXRTOEF2T T RVRAZZ—V 0T ZA LEFRETDHITIE, R—F EF=2UT 4 =—
VUTEEHALET, AT LIZ20DFATO =V IR R—FINTVET,

e absolute : fiEINTZT—T T XA AORKBKIC, R—hEDOEF2T7 7 RUARHIBRINET,

e inactivity : lEESNT-=—T T XA LADM, ¥X 2T T RUVARIET 77 4 7 ThHoTHEIC
B, R—FEOovXaT 7 RLARHIBREINET,

COMEEZFEHTAE, BMEOEX2T MAC 7 RLAZFHTHIRLARLS TH, X227 K—hE

DT NRA AEHIBRBIOBNML, 2BNOR—+rEO®Fa7 7 RV AFZHIBRTEET, EF27

T RLVAOZ— 7k, R— MM CAX—T NV ERTT =TI TEET,

Kb ¥ a) 7 =V S ERET HICIE, $7HE EXEC E— FCROFIEETLET,

avwyFk By

configure terminal Jau—N_) a4 Xalb—ary T— RE2EEBELET,

interface interface-id HET DA I =T 2 AA AZFEL, AV F =T = A =2
V74X a2l —var E—FEBBLET,

Catalyst 3750 R4 v F YI b9z 7 av74Fal—S3v HA K
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FERID ST 1 v O HEDEE

f—F XU 0Eze B

avyFk B
AT7y7 3 switchport port-security aging {static | time time | | t% 27 K— DAL T 4 v/ ==L T h A F—T N F
type {absolute | inactivity}} T 42— NI LET, EiFEm—U T XA LR0H
AT ERELET,

GE) AAyFIE AT 4 vF—kEFaT T FLAD
R—btF*2U7 4 ==V 7%2FRK—-FLTH
FHA,

ZDR—=FNTRET vV prfﬁ*éﬂttﬂe;7 7 RLAD
TV T A F—=T T DAL, static AT LET,

time 21X, ZTOR— b O — 0T B A LEEELET,
FBETE DML, 0~ 1440 T,

type ([21E, KOF—TU—RFOWWFhi 1 2R LET,

e absolute : =— 7 XA T EHRte—T 7L LTHE
ELET, 2OR—FOEFaT7 7 RLRFITRT, 5
E L7 time (5 HALD) RRET 2 EHIREINIC/R Y |
X7 TRLA JARMPRLHIBRENET,

e inactivity : =T—Y U7 XA TRIET VT4 T ==V
JELTRELET, HEIN time HEFIZEF =
TIEFETLT RLANSLDT —H T 7 4 v 7 BipngGE
WKRY, ZOR—FDEX2T7 7 KL ARHRTINICR
nET,

A7y74 end ¥k EXEC £— FIZREY £,
A7975 show port-security [interface interface-id] REEFEALET,
[address]

A797 6 copy running-config startup-config (TR 27 4Falb—vary 77 A VICHEERTELET,
AR—=FMEOFTRTOEFXF27 7 RLRZHLTA—F X2V T4 ==V 0% T 4 B—T7NMICT 5
IZ1%. no switchport port-security aging time / > ¥ —7 x (X a7 fFalb—ary av s Nk
EHLET, BRUICEREINTZEX2T 7T RLVAZK L CET=—Y 0 7% T 42— 02T 5121F
no switchport port-security aging static { > ¥ —7 A A a7 4 F¥al—v a3y avr REfHAL
ESsR®
WIZ, R— b EOEFa2T 7T RLVRAODTZ—U 7 A L% 2RRICRET 20 2R~ LET,
Switch (config) # interface gigabitethernetl/0/1
Switch (config-if)# switchport port-security aging time 120
WIZ, ZOA LV E—=T A ATHRESNTZEXF 2T 7T RLAIZH LT, 21—V T H A RX—TMITL,
3#577747 TV T AT D=V T A LE D FICRET DB ERLET,
Switch (config-if)# switchport port-security aging time 2
Switch (config-if)# switchport port-security aging type inactivity
Switch (config-if)# switchport port-security aging static
FRED a v RE B3 %121, show port-security interface interface-id Fit EXEC =2~ & fifi
HLET,

Catalyst 3750 RA v F Y2 h9x7 av24Fal—>ay HAF
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EE K FEED ST 4 v HEORE |

W f—reF1iUFr0BE

R—bF X2 TABELIUVRLIYF X2V

AB TICHRUTINMA LT AL v FiE. BEFRLOEX 2T T RUVAEZITRY 3, Ay v s 2
UR—=E, MDA E I A NR=NETRTDEAFI v X2 T T RLREE Y n—RLET,

AL v F (RE v I v RAE—FTZAZ v 7 AN =DWTID) NAZy 7B RuRkT 2L 7K%Y
DAL 7 AUN—ITEHMINT, ZOAL vy FICL o TREEZIIFEINZEF2T7 MACT R
VAREF 2T MAC T RLA T—=T7ANnLHIRSNET, AL vF ZAF v 7 OFEMICONTIE,
BSE A vF 2F vy 7 OEH] 2L TS0,

R—bk X2 UT1sEKVT54 =k VLAN

AFy71
AFy72

AFv73

ATy7 4

AFy75
AF976

ATyF7

FHETIR—F X2V T4 2EHALT, R—FTEETDLMACT FLADEZHIRLZY . R—
FCHFEFRER MACT RLREIBELZY TEET,

PVLAN AR FBIOEAEE— R AR—FETHR—F tF2V T 4 2RET DI, ¥ EXEC £— F
TIRDOFNEEEITLET,

avw vk By
configure terminal Ja—r b ar7 4 FXal—vary = RFelKBLET,
interface interface-id RETAA X —T A RAKREEL, A ¥ —T A A 2

V74 Fal—vary E— REBEBLET,

switchport mode private-vlan {host | promiscuous} AV B—T 2 A ATTF7A4_—F VLAN A4 X—7IZL

ESc N

switchport port-security AVE—=Tx2A A LTHR—=F X2V T %A 3—T NI
LET,

end ¥ EXEC £— FICRED £,

show port-security [interface interface-id| REXMERLUET,

[address]

copy running-config startup-config EE) av 74 X2l —vay 77y ANVICREERTLE

EE

(E)

Switch (config)# interface gigabitethernetl/0/1

Switch (config-if)# switchport private-vlan mapping 2061 2201-2206,3101
Switch (config-if)# switchport mode private-vlan promiscuous

Switch (config-if)# switchport port-security maximum 288

Switch (config-if)# switchport port-security

Switch(config-if)# switchport port-security violation restrict

R—=F X2V T4L7T7 4= VLAN Ol T RHBRESNT-HR— %, %27 PVLAN R— k&
EOVES, E% 27 PVLANR— FTEF a7 7 RLREEETE L, W—D7F 14~V VLAN IZ8
THMDOEF =27 PVLAN R— FCRICLEF 27 7 RLAEZFEETEEYA, FEL, X7
PVLAN R— F CHEE LT KL AL, F—774~U VLAN IZJ8T 5% =7 PVLAN THEETX
F9,

ARANKR—=FCEELEZEX2T 7 FLRE, BH#¥ET577 4~V VLAN THEIMICER I E T,
FERIC, IRER—FCTEELEEX =27 7 FLRIE, TXTOMET 5804 Y VLAN THEIIC
BRENnNET, 2—FNAET v 27 7 KL A (mac-address-table static =~ > F&f) 2 tx=

T AR—PMIBRETDHZEILITEEHA,
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R— FEEO FS 7« voHEZEORT M

R— FEGID 5T 4 v I HIHEEDRT

show interfaces interface-id switchport 54 EXEC =2~ > N&@HH T 5 &, (Loftkohns) v
B —TxA A NTT7 v ORI OHIEORENRRIINLET, show storm-control 5 LT
show port-security 74 EXEC 2~ RZEHT 2L, A F—LHlHllB LR —F EX =2V T 4 DR

ENRFRRINET,

N7 74y 7 ORIEERE R RT DL, £ 25-4 OFE EXEC =2~ F& | DEITEEEA L £,

& 25-4 F3 749 ORBERT—E2RABLVREERTT HHOIATUE

avwyFk

]3]

show interfaces [interface-id] switchport

TRCOAL v F 7 Ger—7F v 7) F— b ELHEESNE
H— R OBIAT— 4 AFEEBEAT— 4 A%, H— b TroF
VI BLUFE— MRBOREEGD CRRLET,

show storm-control [interface-id] [broadcast |
multicast | unicast]

TRTCDA UV E =T 2 A RAFETIFRE SN AV F—T = A AT
EINTWD A Fb—Afl#EIH L~ 1%, fEESNZ T T 4 >0
HATWZHONWTC, FE37Te—RX¥y AT T4 v (T
T4 T BATHRASTENTORNES) IOV THERLET,

show port-security [interface interface-id]

2 o FERIFREENIEA VE—T 2 A ADKR—F X2 T4
HEE, FA LV H—T A ATHREINDEF2T7 MACT RLAD
BR¥, A v 2 —T 24 ZDEXF 2T MAC 7 FL 20, ELE
X2 VT A EROK, BERE— FEEDTERRLET,

show port-security [interface interface-id] address

FTRTOAA v F A Z—T x4 AFEIFHESNIA X —T7 =
A ATREENTZTRTOEF2T MACT RLA, BLIUOET KL
ADT—V U TIEREFERLET,

show port-security interface interface-id vlan

FBESNIZA L E—7 x4 A2 VLAN B TRESNLTWAE X 2

7 MAC 7 RVADOEEFERLET,

| OL-8550-09-J
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