Web X—X

~

GE)

Web R—XEBETDEERTE

ZDOETIE, Web R—ARFEZHET 5 FIHICOWTHHLE T, ARITKRO LB TT,
o Web X—AZFEOHE | (P.11-1)

o Web X—AFFEDOFHE] (P.11-9)

o [Web _R—RFFEAT — % ZDFER| (P.11-17)

COETHEHTIEIAAL vF a~<r FOBXB IOEHFIEOFEMIC DWW TIX, 2o U —RZxsd
Haw R Y77 L 2AF2BRLTLIEEN,

nn‘.\nl—ta)mg

Web /\"“quuJ‘.E%é (Web GAIF 7U:F/& %Wii}’bi?’) ff'{%ﬁﬁ L/T IEEE 802.1X ‘&7097‘\7\/ ]\id.}
FITLTWARWERARN VAT ATV K 2 —WE2FFELE T,

Web X—ZFRIET, LA ¥ 2BIOLAF¥ I A X —T A A LTRETEET,

Web X—ZGBIETIL, = — ¥R HTTP £y v a v &t T 5L, AAMNLDOAS HTTP 7 v F3
fATZME S, =— 47‘ HTML v 7 A v N—=UREEESNET, 2—FPERIERZANTDH L. £
DI HIL, FIED 7212 Authentication, Authorization, and Accounting (AAA; F8iE, #BA[, T ¥ v~
T4 7)) =T 9@1.: SHET,

R T 5 &, m 7 A VS HTML NX— Y08 AR A MIEE &, AAA P—RNIZ Lo TRENT
TIEARY)—NEHINET,

WEEICRIT DL, v 7 A VRIMCHTML X—Y R a—HicfiiEz s v, 2—Fide 71 o2 H1lf7 42

IIWROBNET, 2—FRRITORREZBET D L. 77 A AHREIA HTML ~— 2238 2 |k
CERR S, ZOa—PEEOFFERR, Y4 v F U A MIRESNLET,

2T, AAA O—E8E L TOD Web N—ZFEFEDOHZENZOWTHHA L,
o [F A 2DEE (P.11-2)

o I[ARA MM (P.11-2)

o Ty ardfiak (P.11-2)

o T#EEFutA (P.11-3)

o [Web BFED N AL~ A XA[RE7: Web ~—] (P.11-6)

o Web _— Gk & Z DO tOBEEEDHE AR (P.11-7)
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E11E  Web —IBEORE |

W Web R—RBIADEES

=, Vi,
TINA ZADRE|
Web N—ZBFETIX, XY MU —7 EOT AL RZIEFRO LD EEOKEINH Y £,
o U577, LANBLIOV—ER~ADT 7 EHRAZERL, AL vFNELOERITIEET HF N
AA (D=0 RAFT—ay), D=2 AT —3 g 0%, Java 227 U 7 i HTML 75 w4 %
FEITLTWAHENDH Y 97,
o iR 7[#—/\- T IAT bERIELET, Bk — 37 FA4 72 bOBIGEHRAKR L, DU
747/ WX LTCLANBEOARAS vF b —ER~DT IR RAEZHA[TDHDON, TDITTAT
NEERTDONEAAL v T IZBHMLET,
o XA wF i ITAT YV NORBIEAT —Z AZESNT, Xy NI =T ~OWET 7 A& HIH L E
T, AA FIIT TA T v b ERIY—RE DD NT A X (Fuaxy) LLTEHEL, 794
T2 MTERBITERZBER L, TOEREZFTIES —NTHEZR L, 2947 MaaZE %2V L—LET,

11-112, Xy FU—=7 ETOZINBEDT A ZADE&EE R LET,

= 11-1 Web R—XBFED T /31 RDEE

RS
At a.

]
r— Catalyst X1 v F H—/\

=1
Cisco JL—4 (RADIUS)

D=0 RAT—3 E
(954 TH) ’—-I

79549

KR MEH

ALy FIE, RHENTZFA NMIETERERGFETHZDODIP T RA R N T vF T T—T )V
BFLTWET,
~
GE) T74NVbETHEH AAYTFOIPT AL A T vX U THEEILT + E—7 VT3, Web X— AFFE% i
T8I0, IPTAA R R T v XU THEEEZARX—T NMCTHUNERS D 7,

LAXY2A 4 —T oA ADYE, Web XR—RFBAETITRD A D= XL Z2MEHLTIP A A MBS &

nE9,

e ARPRX—R FUH—:ARP VXA L7 NACLIZXVY, ZA¥T 47 IPT RLVRAFELIIFEAF
Sy ZIP7 RLATEHRA MR TE £,

o XAFI VI ARP A L AT g

e DHCP ZX—t 2 : ZAL v FWNHRA D DHCP A F 47 = M) 2{EkT 5 L. Web
N— AN B ENE T,

vy a3 U DER

Web XN—AFBFETH HAARA b3 EN2 L, ko kit y v a v E2ERLET,
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| 1% Web A—RBHEOBE

ZEETAER

Web ~—z@2in#s N

FIFNY 2 N EHER L ET,
KA NIP RIS A MCEENTWBEA, Bl AN = N UDLORY —wEA S,
Ty g UBHENLSNET,

PRAANA NRRAEHER L ET,

BRA N IP 23S U 2 T E . Web X — ZF8REIE Nonresponsive Host (NRH; FEJRE A A 1)
FR A —NITEEFELET,

P — NIGE D Access Accepted TH DWE . TOFRANDOBANBNAA NRZAINET, By va i
L SIVET,

HTTP 47545 ACL & EL £,

NRH BRICxE T D — NGB DS Access Rejected Tob D435, HTTP (RIT%15 ACL X7 77 47
IR0, By v a IR ANNPLO HTTP b T 7 4 v 7 L,

Web N—ZFEREDR A X —T VDB E, ROA X FRFEELET,

O—AJL Web

2—HFRNHTTP B> v a U ERBLET,

HTTP 7 7 4 v 7 MUTZE SN, BANBBEINET, A, v Fhba—FlZu (L ~N—
UNREEENET, 2= DR 2 —PL LR T—FZ2ANTEE, A v TFnbY =Rz b
NEEINET,

FREEICEREI T L, 22—V DT 7B A RY —NEIET— NI B AL v FIF T — I T,
7’?747 W20 FET, vl VRN —Y N —TFIZEEINET,

FRREIZKRT DL, B A VRN —U B AL v TF 0 LREINET, 22— e ra 2 H/RIT
LET, fTORKREEZBRT L E, 074 VRN A=V RAL v TFPERE I, AR RS
U vF VA RMIEESNET, Vv F VA MDXA LT U MM, 2—VIIRBIAET 0 A2 H
RITCEET,

FRREY — "IN AA v FISEE T, D0 AAA REAR Y O—DBRE SN TWDIEHAEIL, AL vFIT
XoT, ZDOKMT 7 A RIS —N7 I7A4T7 2 MIEAEShET, a7/ A V=T Ra—
"j:ﬂi\?éfgéﬂiff (TD_jJII/Web uLthE/\_)‘—J (P11-3) %Zjﬁ\g)o

KA IR LAY2 AL F—T A AD ARP 70— SE LAWVWEES. TR ZA MR LAY 3
AVHE—=T2AADTA RNV EALLT TR T 7 4 v 7 LG LRVWEEE. AA v FIC
J:/)VC77/])7/ Fﬁ)ﬁ:uuuﬂzéﬂiﬂ_

COMREIX, AU —RENEAA LT U M EREIr—IVIRES Ny a Ly XA LT
7 MZEHEINET,

T ALELA RADIUS O34 1%, Nonresponsive Host (NRH; FEINE AR A b)) BR3P — I 3%1
SNFET, ETRHIZ, P—"DDLDIREICEENTNET,

KTRENT 7 40 FOBEIT, By v a UBRBEESH, EHINERD v —2HIRSnE T,

i

RREE/ N —

Web FBEEEZEHT DL, A v TF~OR T A VFHIRREINDINNT—EERTE ET,
INF— j:ﬂy/l’/ ’\”—\/&ubnl“t{k%@‘j— /77/7 /\“—V@ﬁjj %ﬂi\‘éhi#o

[Authentication Successful]

[Authentication Failed)]
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E1ME  Web A—XBEOHE |

W Web R—RBIADEES

* [Authentication Expired)

s34 —1X, ip admission auth-proxy-banner http 70— N\ 27 ¢ X a L —a v avy REfH
LTERLET, ul g X=TRERREINDT 74V hD3F—iX, [Cisco Systems] 1 L O [Switch
host-name Authentication] T3, Cisco Systems O/3F—X, X 11-2 O LD IZAFEROR Y 77 v 7
NR=VICRRINET,

11-2 [Authentication Successful] /37—

3 O RO S @ 2 L5 3

Address [] httpiff22.0.0.1; vl ks ?

Cisce Systems

Sunil-sw] Authentication

Usemame: webauh ] Cisco Systems
]
Authentication
Successful !
(1]
3
15

NFE=FH 113 DEICHAZ~AXTHIEHTEET,
* ip admission auth-proxy-banner http banner-text 7 2n—s\)L 27 4 Fab— g av s N
EFEHLT, A4 v F, v—F¥, FEsHtE 2 —IBMLET,
* ip admission auth-proxy-banner http file-path 72— )L 27 4 X alb—vay avy N&ff
ALT, B dEEZ TR 77 A0 EAAFT—ITEMLUET,
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| 1% Web A—RBHEOBE

Web ~—z@2in#s N

11-3 HRETA XEht=- Web /34—

DOT1XWIN-B2F158

Filz it

{Q'k T @ @ @ “gj /\’) Search i\\?Favnrites @ é:j- ""_;ﬁ ‘3

Aeddress [ ] hitprff22.0.0.1

Welcome to My Wetworl

Tsername: webauth |

> B ks

4 Success Page - Micrasu*‘ Inter;

Welcome to
My Network

Authentication
Successful !

|A
|

271648

NF—ZHHNZ LW EE, 2—THERRT—=RDEAT T Ry 7 ADHN Web #8iE0 74 V1l

AL

HIZERRSNET, A v F~Ou s VRCAT—ZFRrENEEA (X 11-4 25H),

11-4 NF—oi\nadA VEE
uthentication Proxy Login Page - Microsoft Internet Explorer |
als Help o
\_) Eiac] \_,J @ @ i/h /I/D Search \i\'\{ Favarites @ ﬁr’- - :‘L‘ ‘3
acddress | € htepsf/10,100.100. 150/ v Beo ks
A http:/£10.100.100.150 - Succe..
Usernasme:
. . .
Password: Authentication
Successful !
@ D B Internet
@
3
@ Done & Internet a

==

FEMC oW T, [Cisco 10S Security Command Reference] 35 KO8 [Web §8iE v — /L /N — D3
£l (P11-16) Z2ZMLTIIZEW,

=Ju
[Fv (28
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http://www.cisco.com/en/US/docs/ios/12_2/security/command/reference/srfauthp.html#wp1026578

E11E  Web —IBEORE |

W Web R—RBIADEES

Web BEENDH R 3 T A4 XAJEELE Web R—

Web X—ZBFET aw AH, AL v FORNE HTTP “j"“/{ RAEZ TA T RICEEESND 4 oD
HTIML X—Y%ZFA M LET, TNHDORX—TIT VRO A OO T e A AT — kR a—H(C
BHRISIVET,

FRER

D&

aJgA4y 22— ORKERNERINET,
R v A AT LE L,
K a7 A T RLE LT,

HIRGIN : BRI A RO, u Ay tyarPul Ay vy gy RNEETNIC
0 FE L,

T 74/ FOWE HTML X— Y %M B O HTML R—VICEE MR 5 2 LR TEET,
AR L, B2 BT, KA B X OHREIIL Web N—T DT XA M afFETE ET,
NFE=N=UTE, v RXR=VDTFAMEHEETEET,

I BHO_—UE HTML BN TT,

FED URLICT 7 BAT2I1T1E, HIML VXA L7 h a~vr ReE0 o 0ERH Y £7,

URL 780X, A#h7e URL (7= & 21X, http://www.cisco.com) ZIETHHLERH Y F7,
URL N AREETH DAL, Web X— LT Ipage not found) (—S—TWEOMN0 EFHA) Fiz
XRBEDO T T —NERENDAREERH Y £7,

HTTP #&FHED Web X— 2R ET D . WY HTML a~<> K (X=X A LT U M &%
ETHawr R, #%r@nwi%% %?53V/F R L= 2 BEFEIN TN
LEWMRTHa~vr RRrE) 2X—VIZEDILENRHY £T,

WEEHRDOBTA Y T —ENA F—T N THDIHEE, 2—FE2EEEDO URLIZUX ALY T D
CLIl a~r N3 cE A, EHEIL. Web X—VNTI XA LI v a U RREINLTWVD
TEERWERTALENRHY £,

FREER I — Y 2R ED URL IV XA LY 325 CLI 2~ REAHLEHE T Web &—V%Ex
EThHavr ReANTHE, 22—V E2EED URLIZY A L2 h34 5 CLI 22~ RiTHERE
B,

WE L Web X—UE, A v TFDT—h 7T v vaFitid 7T yrailabt—T&ET,
WRELTERN—=VIZE, AH T ~AF—FTTAT T A= T VR ATEET,

0y Ay RX=U% 1207 F7 v va FIZEEL, KI_N—T ERRA—VERRIO7 T v a (2
LR, RAH v v AF—F NI AE T A=) BEIIRETHIELTEET,

4 ODN=VETNTRETLOIHENRDHY £7,
Np— =T % Web X—T L —ICRELTHDRITHY A,

VATAETA4LIRNY (T vva, TAATO0, T4 AT E) NIBRFESI, BT A0 ~X—
VICERENDIVERNDLDTRTORT T3 (L (A A=Y, TTIvia, BE., ETARY)
X, 77 ANV4 & LT web_auth <filename> # AT 20LERH Y 5,

BT S NI v UHREIL, HTTP & SSL i 5 &R —h LE9,
11-5 (P.11-7) IZRT LI, T 740 hOWEE HTML ~<— %M B O HTML _X—JIIC@EE#H 2 5

TENTEET, BiEO2—HFDI FXA L7 e URL 2 8ET 52 &2k, NEOK_—T % &
EHZz AL L TEET,
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| 1% Web A—RBHEOBE

Web R—

Web ~—z@2in#s N

11-5 HRETA XA JRERRER—D

]
CISCO.

Customized login page

This internet web site is provided as a public service. It is intended for use by the public for viewing and retrieving information only. Unless | {Jsemname:
otherwise indicated, all information on this site is considered public information and may be copied or distributed

Visitors should know that use of this site is collected for analytical and statistical purposes, such as assessing what information is of most and
least interest, determining technical design ifications, and identifying system or problem areas. For site security purposes

and to ensure that this service remains available to all users, this system employs software programs to monitor network traffic to identify
unauthorized attempts to upload or change mfolmahcn or otherwise cause damage. data logs will only be used to identify individual users
and their usage habits for authorized law enf igations or national security purposes. These logs are scheduled for regular
destruction in accordance with Company Guidelines.

Neither the Government nor any agency thereof, nor any of their employees, nor any of their contractors, subcontractors, nor their
employees, makes any warraaty, express of implied, or assumes any legal hability or responsibility for the accuracy, completeness, or

ih of any . product, or process disclosed, or represents that its use would not infringe privately owned rights.
The appearance o hypesfinks does not constitite endorsement by the Govermment of the websitc o the inforatian; prodicts; er services
contained therein. Reference herein to any specific commercial product, process, or service by trade name, trademark, manufacturer, or
otherwise, does not necessarily constitute or imply its endorsement, recommendation, or favoring by the Government or any agency,
contractor, or subcontractor thereof. The views and opinions of authors expressed herein do not necessarily state or reflect those of the
Government or any agency, contractor or subcontractor thereof.

TestCenter

FEHIZOWTIE, BRI 72y Web X—2 D 22 <A X (P11-13) ZBRL T IF &V,

L & £ DD REDHE A

e [R—=rtEX=2UT 1) (P11-7)

e [LAN A—hKIPJ (P.11-7)

o [F—hFUxA 1P| (P.11-8)

« TACLJ (P.11-8)

o [2UFTHFARNR—RXT /A arba—)| (P11-8)
o [802.1X FRFES (P.11-8)

o [EtherChannel] (P.11-8)

R—bk X2 Ta

LAN R—

Al—AR— b L2 Web XR—RFBFEL R —F EX 2 VT 4 2RETDHZENTEET, Web X—AHIEE
AL TAR—=F2FEL, A—FEX=2VUT 4 ;c?f;*;ﬁﬁ LT, 2947 baEdLT_XTOMAC 7 R
VALK T D0y NU—0 TI7RAZERLET, ZOHG, A= &2 LTXy NT—I~T 7k
ATEDITAT Y NOELIIIN—TZHIRTEET,

A=k X274 DA X—TWLDOFEMZONWTIE, A=k X2V 7 1 DRE] (P25-9) %%
BLTSEEN,

[f]—A— b ki LAN Port IP (LPIP; LAN AR— kM IP) & LA ¥ 2 Web XN—ARFEEARETEET, £
T Web N— ZAFEFEE A L TR R FSFERES L. IRIT LPIP R A F ¥ MEENFEATINE T, LPIP &K X
b ARY =1, Web X—ARFEARAR b AY o—% EHEXLET,
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E11E  Web —IBEORE |

W Web R—RBIADEES

Web “\\"—‘XumuJ‘_ET/]) ]\/1/ 57/])7 @Eﬁﬁﬁﬁ){%Tj—é & NAC T ) /““i) EIJ éﬂiﬁ‘ ANDZS }‘ﬂ)muuﬂg
i, RRAF ¥ RHRRIESNET,

F—broxq IP
Web _X— ZFIFEN VLAN OWNWTINND AL vTF R— MIFRESINTWEEEIEL. LA ¥ 3 VLAN 1
VB —7 x4 R LI Gateway [P (GWIP; 7 — h U = A IP) %% ﬁf%iﬁh

7’_‘]\'73:/]) IP klﬂbl/4’“\734'/5*“73:4'7< Web“\ Xumu]tE%uX/:ET%iT ﬁ[ﬁﬁ@*%A
ANKRI =NV 7 by =TIlEoTEASNET, GWIP R Y v —i%, Web ~_— ZFHFEHR A k T)
—% EEXLET,

ACL
VLAN ACL £721Z CiscoIOSACL 2 A v X —T7 =2 A LIZHEET H L, Web X—ZAFHIEAR A~ R Y
RSN BICACL AR I 74 v ZICEAEINE T,

LA ¥ 2 Web X—RFIEDLHZE X, AN— MIEHRINTZARAANNLOANNT T 4 v 7 OF 754 b
TIEAR)—LLT PortACL (PACL; "— K ACL) R ETHMLENRDH Y £, BiEtk. Web
N—ZFFER A MR Y 2 —I2 k> TPACL B EEX SN ET,

MAC ACL & Web N—ZFEREEF LA v # —7 = A A LIZRETE £ A,
Web ~—ZFEFEIE, 77 A VLAN 28 VACL F ¥ 7F ¥ HICRES N TV HR— b LIZIIRETE £

b,
AVTFARAIAR=R TR arv kA=)

Context-based Access Control (CBAC; =27 F A F_"—RA 7T/ A a2 ba—/) BNHR— bk VLAN
DLVAFY3IVLAN AV H—T 2 A A FICTEREINTWDAEHEEIE. Web R—ZFiEE2 LAV 2 K8"— b+ E

ICRRETE A,

802.1X 23k
Web ~<X— X;h;lEbj 71‘”—/1//\“Y7WL‘HE)<// F&LTR% j— i %%‘)% 802.1X mqukl—JLj—‘_‘
kN EICERECTEEE A,

EtherChannel

AN==4

Web ~<— 2FBZEIX, LA ¥ 2 EtherChannel f > % —7 = A X BIZEETE 9, Web X— RFBIEZR T
XTRTOA N F v XA SIVE T,
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| 1% Web A—RBHEOBE

Web A—z@BitnE N

Web N—RFEREDEETE

Web R—X

o [Web R—AFHIEDT 7 4 /L M E] (P.11-9)

o [Web X—AFFEDFKERFOEE FHHE L OWIBRFHE] (P.11-9)
o Web XR—RAFFEREDX A2 U AR (P.11-10)

o [FEEN—NE A v E—T 2 ZADFRE] (P.11-10)

o TAAA GRFEDORRE] (P.11-11)

o 24 v FBLORADIUS — Hoi@E 0% E] (P.11-11)

o THTTP +— o&E] (P.11-13)

o Web R—RAFFENRT A —X D% E] (P.11-15)

o [Web R—=RFFEDOF ¥ v = = b Y OHIBR] (P.11-16)

PEEDT 74 FERTE

#£ 11-112, Web R—RERFFEDT 7 4/ bREEZ R LET,
£ 111 Web R—XEBZFED T 7+ L FERTE

BRE FIAI NREE
AAA Fo4E—T N
RADIUS #—

e« IPT7T FL R o HEZL

» UDP #EiEHR— K e 1812

.« F— o IEEZRL
IEEh X A LT U NOT 7 4/ ME 3600 7

HEEN X A 2T 0 b A RX—=T )

Web R—RZFIDREFDIBEES K UHIREE

¢ Web N‘—Xnmu ikﬁ@%L@’Téé —’G—gﬁ

. Web/\‘—xmuu 03277‘[2% ﬂ_\“—]\fiaj L;ﬁﬁ;‘(%ij— Web/\'—xmuu \i]\fj‘\/y d_\g‘—]\\
EtherChannel ® A > X— K—F, BIOX A FIv 7 FF2 7 R—bFETEHYFR—FEINFERHA,

e Web X—RERETIHHNC., 774V HFACLZA L Z—T =2 A A LICRETDILERDH Y £,

LAY 2AH—T 2 ADKR—bF ACL ZHET D, LAY 3 A %—7x=AAD Cisco IOS
ACL &% ELET,

o ZAXZT 4 v 7 ARPF v v afNB Y TonilbA Y240 F—T 2 AEDKR F ILFBRE T &
FHA, TNHDOFRANMIARP A v E—UZEE LW, Web ~— RFRGEHEREIC L - TR
INFEHA,

o TITFNITIEH, AL YFDOIPTNRA A T XU THERIIT 4 8—7 1 T7, Web X— ZFRE
HEHATAHIZNE IPT AL A T oF U THREEA X —T VT HLERHD £,
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E11E  Web —IBEORE |

W Web R—RBIEDHEE

Web ~N—

AA v F O HITP b= ETT 21013, 2R<EL 12D 7 FLRAEZRETHLENH Y £
T, HEHFRA MO IP 7 FL R EU%‘@“@f_&)@ﬂ/»«}\;& LETAMES &) E3, HTTP $— 3
LARAMIHTTP B 7 A v N=UREEShET,

IRy TEENTWARA FTIE, STP FABYOEFICESTEHRARN N5 7 4 v 7 BRIOR—
MIBIFETDE, T 740 v 7 BHEETA08MERZH T, 2k, L14¥2 (STP) bARruY
DEFHIZARP BEL U DHCP 7 v 75— MM ERFE SN TWARWAREMENRH 57D TT,

Web _X— 2383FIX, # o — Ra[fERARA R RY > —¢ LT VLAN &Y ¥ CTHEYR—FLTW
FH A,

IPV6 b7 7 4 v Z1Zx% L TlE. Web X—RFRFEII VR — XN FHEA,

Web X — ZF8FE & Network Edge Access Topology (NEAT) 1340 AICHEMAYCTF, NEAT %A1 >
57 714 XVC/])Z\‘ 7‘/V j—ék Web ’\\\”—xumuﬁé’1§)&ﬁf%i‘@f/\/ if:\ Web ’\‘_‘xmuu
BEAH—T 2 ATERITHOE AL, NEAT 2R TEEHA,

RBALRED R A YR b

[RFEL— b A 2 —T =2 ZADFRE] (P.11-10)

TAAA FRAFDFHFE] (P.11-11)

[ZA v F 8 L RADIUS $— [ oi@E o E) (P.11-11)
THTTP ¥ — D3k &) (P.11-13)

[Web _— ZFFERT A —% OikE] (P11-15)

['Web _X—ZAFHFENT A —Z DO E| (P.11-15)

['Web N—ZFFEDOF v v = = Y DOFIER] (P.11-16)

BIEEL—ILEAVE—T A ADHRE

avyFk B

27971 ip admission name name proxy http | Web _— 2 ORI — L AR E L ET,

AT97 2 interface type slot/port A VB =Tz f A a7 4FXal—ar E—KeHKBEL, Web X—2
AEE A R =TT DA VA Y 2 EF VA Y3 A =T =f A%
faELET,
type \Z1X, fastethernet. gigabit ethernet, ¥ 7213 tengigabitethernet % #5
ETEET,

A7973 ip access-group name F74NV DO ACL Z#A L E7,

27974 ip admission name RELIA L H—T = A A I Web XN— A EHRELE T,

7975 exit Ay 74 Fal—var E—RIREYET,

A7976 ip device tracking IPFARAA NT X T T—TNVEAL F—TNIZLET,

27977 end ¥i#E EXEC £— FIZED £7°,

27978 show ip admission configuration WmEEERLET,

A7979 copy running-config startup-config EE) 27 4FXal—Yay 77 A NVICEREEZHRIFELET,
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WIZ, 77 AN A =¥y b F— 1k 5/1 TWeb X—RGBitE A X —T VT HHZRLET,

Switch(config)# ip admission name webauthl proxy http
Switch (config)# interface fastethernet 5/1

Switch (config-if)# ip admission webauthl

Switch (config-if) # exit

Switch (config)# ip device tracking

WIZ, BREEMBT 202 RLET,

Switch# show ip admission configuration
Authentication Proxy Banner not configured
Authentication global cache time is 60 minutes
Authentication global absolute time is 0 minutes
Authentication global init state time is 2 minutes
Authentication Proxy Watch-list is disabled

Authentication Proxy Rule Configuration
Auth-proxy name webauthl

http list not specified inactivity-time 60 minutes

Authentication Proxy Auditing is disabled
Max Login attempts per user is 5

AAA ZFREDHE

avvk BEY
A7971 aaa new-model AAA BEEZ A R — T MIZ LET,
A7v72 aaa authentication login default group {tacacs+ | 0 s A VEEOEGEFROU A MEEHRLET,
radius}
A7973 aaa authorization auth-proxy default group {facacs+ |Web ~<— ZAFRA DA HADO Y A FFVER L £,
| radius}
AT974 tacacs-server host {hostname | ip_address} AAA F—\EHELET. RADIUS H— 220 Tk,

24 »F LV RADIUS H— ] O#{E D IE
(P.11-11) 22 L T EE W,

AT975 tacacs-server key {key-data} Z A v F L TACACS — O THEH SN A3RTE &
V¥ —%2&ELET,

A7%76 copy running-config startup-config (EE) =2 74Falb—vay 774 NVICEEERT
LET,

WIZ, AAA A X —T W T 20l %R~ LET,

Switch(config)# aaa new-model
Switch(config)# aaa authentication login default group tacacs+
Switch (config)# aaa authorization auth-proxy default group tacacs+

A4 v FEHE LY RADIUS H—/\BDFEEDHRTE
RADIUS ¥ =2 U7 ¢ = 3F, WOWT NN L > TSN ET,

o KA
e RAKNIPT FLXR
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o KA N EFED UDP R— &5
o IP7 RLRLEED UDP K— b7

IP7 FL 2t UDP R— FESDOMAGDLEICL->T, —ED ID MEF SN, —"DFE—IP 7 FL
A FIZH 585 UDP A — MZ RADIUS ZERZFEFTE 5 L5170 £9, [F L RADIUS #—/3 |
DERLDB2ODOKRA N = M) EREUY—ER (FIIEBAERE) R L TERETHE, 2 BDICHTE
ENZAEA N = PR, BRINCEESNTZHAADN T MV DOT 2= A== RNy 77 7L LT
e L £9, RADIUS AR b = b U X, FELEMEFICHE > TERIRESNE T,

RADIUS # =/ RT A —=Z ZBET 21213, IROMEEZITVET,

avy R

Sy

ATy71 ip radius source-interface interface name RADIUS /X4 v "B, BESNTA L F—T = AD

IP7 FLAZGLEIITRHRELET,

AT972 radius-server host {hostname | ip-address} test U %&— bk RADIUS y— DK A ML ELIZIP 7 FL &
username username EHRELET,

test username username A7 a U EMEHT D &,
RADIUS #— & O#fix BEICT A FTEET,
username |21, B2 —V L4 EBETHILELTHY
FH A,

key & 7L 3 ITiX, AA v F & RADIUS $— 3 & D]
THEHAT BB L O SX—%2HELE T,

# D RADIUS — 2T 25813, Zoavyr
RE&zH—N"TLIZHANLET,

A7y73 radius-server key string %A +»F & RADIUS ¥ — 3 | CH 4% RADIUS 5 — &

YOMTHEMESNIBABLUOH S —2RELET,

A7974 radius-server vsa send authentication RADIUS +— 50 ACL DX 7> u— R&E A4 x—7

WM LET, ZDEREIZ. Cisco IOS Release
12.2(50)SG THHE— F &N TWET,

A7975 radius-server dead-criteria tries num-tries P —REIET 7T 4 72T B & 2T AR,

RADIUS H— "~DRIGEDEEA v =V O ERE
LEd, FEETE D num-tries OEFAIL 1 ~ 100 T,

RADIUS % —/8 /8T A =Z ZRET HERTIT, ROEEEITOET,
o keystring IO~ RIA4 U THELET,

e key string \Zi%. AA »F & RADIUS #—/ 3 L CTHEI{EJ % RADIUS ¥ —% > L O THEHT 538
AEB L O EF—2fELET, F—I1F7FZX b A U 27T, RADIUS — A TEHsh T
LIEEX—& —HTHMLERDHY FT,

o Kkeystring ZHEET L2561, F—OBTBLOKRTAXN—REMALET, ¥F—TAX—R%
FERTL2HGIE. SIAFRF—0—HMoThHIEEERE, SIAKFTF—2HERNTIIZE N,
¥ —IX RADIUS 7 —E  THHT M HF— L —HEHL TV HILERH Y £,

s 9XT®RADIUS = 325N T, XA AT U b, HERRE, BLURSF—0fEzZ 71—
JZRRET 5121E, radius-server host 7 o —/ 3L a7 4 Fal—v gy avr REHEHLE
T TNHDF TV g &2 — /"B TRET 121X, radius-server timeout, radius-server
retransmit, 35 X (" radius-server key 70—/ L a7 4 Fal—T gy avr NEfHLE
. #EL< X, D URL 1ZH 5 [Cisco 10S Security Configuration Guide] 3 5O [Cisco 10S
Security Command Referencel] %2 1L T ZE\,
http://www.cisco.com/en/US/docs/ios/12_2/security/command/reference/fsecur_r.html
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| 1% Web A—RBHEOBE

>
B

Web A—z@BitnE N

RADIUS #—RETH, AL v FDOIPT RLA, =R 24 v FORFTELFEINDEIF— A MY
7. Ayru— el ACL (DACL) &, W OMDEAFRETILENH Y £9, FEAZON
Tix. RADIUS H— "D~ == T LZEBR LTS,

WIZ, AA v F TRADIUS =" RTA—=ZERET DH 2R LET,

Switch (config)# ip radius source-interface V1an80

Switch (config)# radius-server host 172.120.39.46 test username userl
Switch (config)# radius-server key radl23

Switch (config)# radius-server dead-criteria tries 2

HTTP 4 —/\DBE

Web N—AFFEEH AT SI121E, A4 v F CTHITP =% A F—T VI TDHLERDHY 3, A
F—=T W TE DY —NF, HTTP £721% HTTPS T,

avwvF By
27971 ip http server HTTP #— %A x—7 I LET, Web ~N— XFRIEMHAE TId. HTTP H— % 1{#
AL T2—VRIFEHDOKR A b LG LET,
27972 ip http secure-server HTTPS A Rr—7WIZLET,
HAZLFBFET B X Web X—VERET D0, AR A IR LIEHBEOI XA LI v a v
URL #ETE £ 7,
)
(G¥)  ip http secure-secure 2~ > ROEFTRFIC X o 7 ARFEELRIET D700, = —FH HTTP ER % %

ELTh., B Ay _X—=3HIZ HTTPS (% =27 HTTP) & 20 £,

o [FREE7BHXT Web X—=TDH AKX~ A X
o Tl A4 N LizBEaD ) XA 17 a > URL OIEE]

BEETOXS Web R—DDHRETA X

Web _— ZZRIFERFIC, AA v F DT 7 /L h HTML *—Y Tlid7e< 4 2O HTML R—Y % 12—
‘}j- %H—”@—é Web u‘uuﬂz% Hﬂiﬂ‘(%iﬁ—

HAELBIET XL Web X—VOFEHZIRETDICNE. AAM v TFDOT7T7vva AEVITHAZ A
HTML 7 7 A VERIFEL TS, ZDXZ A7 2 a—s L a7 4 Falb—vary T— RTETLET,

= S B
A7¥71 ip admission proxy http login page file TI7HN ORI Ay R=UOROVIHERT D AZ
device:login-filename LAHTML 77 ANVD, AA v FDAEY T7A)b A
TAIBT AL ERRELE T, device: 1377 via
AEVERLET,
A797 2 ip admission proxy http success page file FTI7HN ORI A UEDR=T DRV IHERT D
device:success-filename 2% 5 HTML 7 7 A VOBFi A EELET,
Catalyst 3750 RA v F Y2 h9x7 av24Fal—>ay HAF
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AT97 3

27v74

avwyk B

ip admission proxy http failure page file TI7FN O T A RO VICERT A0
device:fail-filename 2% 5 HIML 7 7 A VOB EHELET,

ip admission proxy http login expired page file T7H/ o s A RN —T o 0 IZEEHT
device:expired-filename 5524 5 HTML 7 7 A VO ERELET,

AAZ <A XSNICFEIET 1 %3 Web N—VERET D561, WOEFFHICHE > TIZE,

B AL I Web ~—UBERER A X — T MZT HITIE, 4 DO AX L HTIML 7 7 A V& T RTHRE
LET, 42007 7 AVETRTHRELARVE, 7740 ORI HTML ~— VB H S E S,

D45 HAEZLHTML 77 A NME, AA Y TFDT7Fva AFY FICHEETALERHY F
4, % HTML 7 7 A VDO iKY A XL 8 KB T,

HAL I R=D LT XTOA A—DF, 77 AAHEAR HTTP 4 — CET B LERH Y £
T BEHA—ANICRITRZIE ACL 2R ELE7,

HAL B AR=TDEONEY 72 L VNIZITRIE ACL 2R ETHHLERH Y £,

FHH7e DNS =7 78 2351203, Y o 7 £ 72130 A A — IS LB R L BRIk T, &
PR — LRICITZAE ACL AR ETALENH Y £,

A A B 5 Web ~— UHEREN A X — T NV Th 2856 i E S 7z auth-proxy-banner ITEA SN EH A,

AL L Web _X—UHREN A F—T NV THIHE. v /A ORBIEED Y ¥4 L2 v 3 URL
A TE EEA,

HABEIN T 7 AIVDIREZHIRT DL, Z0a<wr Fone IBREHEHL £,

HAZL T Ay R=DFRT Y v 7 Web B THBD, ZO_N—VICBETAROFEEFHEITHE-
TLIEEWY,

/%

arAy 7r—hE, =YL/ ELRAT— RIZxIT 22— =2 Y %% AL, uname & pwd
Ba—PIIRRTOLERDHY £,

HAZ D aT Ay R=DF, RXR=TDIALT T, FERRONRAT— R JLRFEOY L7 &
Web 7 4 —AIZHTHRANT T 77 4 RS TWDHIRERH D 7,

2, WAZLFRIET %Y Web XR—UARET LM ERLET,

Switch(config)# ip admission proxy http login page file flash:login.htm

( )
Switch (config)# ip admission proxy http success page file flash:success.htm
Switch(config)# ip admission proxy http fail page file flash:fail.htm
Switch (config)# ip admission proxy http login expired page flash flash:expired.htm

/%

2. WAZLFRIET B %Y Web XR—VDREZMRT L0 2~ LET,

Switch# show ip admission configuration
Authentication proxy webpage

Login page : flash:login.htm
Success page : flash:success.htm
Fail Page : flash:fail.htm
Login expired Page : flash:expired.htm

Authentication global cache time is 60 minutes
Authentication global absolute time is 0 minutes
Authentication global init state time is 2 minutes
Authentication Proxy Session ratelimit is 100
Authentication Proxy Watch-list is disabled
Authentication Proxy Auditing is disabled

Max Login attempts per user is 5

Catalyst 3750 R4 v F YI b9z 7 av74Fal—S3v HA K
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OJA VIZHRLE-EEN) A4 LY 3> URL OIEE

WESD L) HTML R— 2 Z R RIICE SR 5 Z L2k v ik o2—% 0 ) #1127 5 URL
ZRETEET,

avwyFk

B

ip admission proxy http success redirect ur/-string FIrA b0l A U R—ToRbYIZ, 2—FD

VA A L2733 URL #$EELET,

a7 AN LTHAED Y XA L7 v a URL 2% ET 5561, IROEBFHIZHE S T EI W,

o WAZLFIET B X Web N—UHEREN A R —T NV OHHE, U XA L7 v a URL HRBixT «
=T, CLI EATEERA, VEA LIV alid, BAZL 0l A U fh—TT
FATTEET,

o VXA L2 a URL BEENA R—T NV Th DA, RE I T auth-proxy-banner (3 S
FH A,

e UX AL vay URL OEELZHIRTHIZIE, Zoa<w>r Fono BEXEHEHLET,
WIZ, a7 A NN LTEESHAED I XA L7 v a2 URL 2R ETHHE2RLET,

Switch (config)# ip admission proxy http success redirect www.cisco.com

WIZ, aZ A N LT Ea D) X4 L7 > ar URL 2R+ 2612 R LET,

Switch# show ip admission configuration

Authentication Proxy Banner not configured

Customizable Authentication Proxy webpage not configured
HTTP Authentication success redirect to URL: http://www.cisco.com
Authentication global cache time is 60 minutes
Authentication global absolute time is 0 minutes
Authentication global init state time is 2 minutes
Authentication Proxy Watch-list is disabled
Authentication Proxy Max HTTP process is 7
Authentication Proxy Auditing is disabled

Max Login attempts per user is 5

Web X—REBEE/NT A — 2 DERTE

=P EOFHRIER., Y4 v F U X MCRET D E TICHFET 2K m 74 VAT ORI Kz i
ETEET,

avwvFk B
A7971 ip admission max-login-attempts number Sefa VA L BRITORRBEZHFE LET, BTESMIT 1
~ 2147483647 [FI C¥, 77 4/ ME 5 TT,
27972 end ¥k BXEC £— RICREY £,
27973 show ip admission configuration A e R EETHRRLET,
A7974 show ip admission cache HEAFm o R DY A RNEERRLET,
A7975 copy running-config startup-config EE) 274Xl —ay 77 A NVICHELRLT
LET,
Catalyst 3750 RA v F Y2 h9x7 av24Fal—>ay HAF
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Wiz, Kga 74 BITORKEE 10 BICRET 26 2R LET,

Switch(config)# ip admission max-login-attempts 10

Web S25EO0—AJL N\ F—DERTE

AT971
ATy7 2

A7973
ATv7 4

Web ~N—

Web BAEZRIE LIZAA v FIZr—H b NF—%FRET HI121%, FH EXEC £— FCTROFIEE FAT
LET,

avwy kR

E[:3)

configure terminal Ja—r) ary7 4 Xal—ary ®— 2B LET,

ip admission auth-proxy-banner http 2= NF— A X =TV LET,

[banner-text | file-path]

({EE) Cbanner-text C # NI L, BAX L NF—%ERLET, C
. NF—CRREIND T 7 ANDT 7 AV RRAERLTWET (2
TEFEFTIARN 77 A N7 1Y),

end

HiHE EXEC E— RICREY 9,

copy running-config startup-config (EE) a2v74Fal—vay 77 A NVIEEREERTELET,

WIZ, AAZ I A yE— My Switch ERAT o0 —JN NF—%RET L0 %2RLET,

Switch (config

( ) configure terminal
Switch (config)

( )

( )

# aaa new-model
# aaa ip auth-proxy auth-proxy-banner C My Switch C
end

Switch (config
Switch (config

ip auth-proxy auth-proxy-banner =~ > R DFEHIZ SV T, Cisco.com (Z& 2 [Cisco 10S Security
Command Referencell @ T Authentication Proxy Commands] O®EZSHR L T 7230,

AEENDFT vy va TV M) DHIR

avwv kR B

clear ip auth-proxy cache {* | host ip address} SEE Xy T MY EEIRLET, TCOFY v
Va U M) ERHIBRT AT AX I A7 EERLE
o HW—ARA Dz U ZHIRT 2121, FrED IP
T RVAEADLET,

clear ip admission cache {* | host ip address} ey o MU ERHIRLET, T TOXFv v
Vo MY ERHIBRTHIIETAZ Y A7 AL E
T, H—ARA oz MY ZHIRT 212X, FED IP
T RLAEZANLET,

WIZ, IP 7 R A5 209.165.201.1 7 T A 7 MIxT 2 Web X— 258kt v ¥ a & HIRT 24
ZRLET,

Switch# clear ip auth-proxy cache 209.165.201.1

Catalyst 3750 R4 v F YI b9z 7 av74Fal—S3v HA K
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| 1% Web A—RBHEOBE

Web RA—ZXBERT—42 20%x N

Web X—X nn?.\n.l.—tx_r 9 Xa)ﬁ_ﬁ

TRTCDA L F—T 2 A ZAETNIHED KR — D Web X—RFRIAHREZ R TT DI, WOFEHXEEAT

WET,

avwy kR

B8

A7971 show authentication sessions
[interface type slot/port]

Web /\’_“xmuu mﬁ%%ﬂi\‘ Lij—o

type = fastethernet, gigabitethernet, F721%
tengigabitethernet

({£%E) interface ¥— UV — R&HEHA LT, HFEDOA v
H—T x2 A AD Web X—ABWFEREEF A LET,

YKL:\ 7\D’_‘/{/I/ Web ’\\‘“_‘Xmou‘_EXT &Xf_ T%?‘%TT 'fj%/jdbij—

Switch# show authentication sessions

WIZ, FAEY M A F—T x4 X327 D Web X—ARBFERELRAT D02~ LET,

Switch# show authentication sessions interface gigabitethernet 3/27
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