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MAC 7 RLADT —ZX—=2ARH Y £9, 802 IX K= TIrZIA4 T hemiLizbt, A4 vTF
X7 747 b 64’ xRy ATy bEELET, AL v TR MACT ]\“I/X&’ﬁé/j‘b\t; A
£ 8 L UVIR T — K& FF5 RADIUS-access/request 7 L — A& FBEEY — NIZE{E LET, BREICAKE)
T2E AL TFIEITAT LV MRy bT =T ~DT 7B AEFALET, FFARRMLIESE,
A b VLAN BEE SN TWIUEL, A v FIER— &2 57 2 N VLAN IZHI D ¥ TET,

Voo DI4 754 LHIZEAPOL N7y A U H—T x4 A ETRIBEINTZSHE. A1 v Tid. £
DAL Z =T =2 A ATHHE ST DT A AW 02X SV 7Y B> b ThDH 2 & &R L,
(MAC HALHIE/\/])/\X%% ‘j:fcﬁ<) 802.1x moutEé"fiﬂgj L'C4 /57 71/(X€)uuuf£bi7;— 4/57—
T2 A ADY 7 AT =R AR LG, EAPOL JBEIXZ UV 7 ShET,

AL » F BT TIZT MAC FBEENA R2AEMHLTHR— FEFFT L, 802.Ix V7 U b hEKRELTWY
DHE. AL v FIEFEAR— MRS TWSL 7 T4 7 > %A L$9, Termination-Action
RADIUS B EN DEFAULT TH 2 L WHHEHHTHEHEIOE Yy > a VKT L2EE. A v FIIH
FEREREIC, 802.1x FBAEZBAHREY n AL LTHALET,

MAC uunE/\’l)/\XTuLuEénf_77’l)7/]‘ iﬁuunﬁ‘(%iﬂ‘ ﬁuunﬁ7m’kxi 802.1x 75.’1%)5HL/
THAEESNT I FAT U M T 572X LR UTT, BiibHiX, A— MIANZH L Y Tonk
VLAN OF £ TY, BRI T 2L, AL v FiEAR— b E2FE LT VLAN IZRFF L E9, FHRREICK
ML7=%E. 7 A M VLAN BRFRESINTWIUEZ, AA v FIEAR—F&E2 57 A N VLAN IZEI Y 4 TET,

FIRAGIEDY Session-Timeout RADIUS J&f (Attribute[27]) . 35 & O Termination-Action RADIUS J& 1
(Attribute[29]) IZESWTITON D & &1Z, Termination-Action RADIUS & (Attribute[29]) DT
7v;yﬁmmﬂmwﬁﬁﬁ@mewj)T&é%ﬁ MAC BBFENA R a3k T L, #
FRREOR OB IT Kb E T, MAC FBAESA /S AEEEDS 802X FRFEN X A AT U F LIzHA, A

4 v FiL MAC HALHIE/\/])/\X%% jffﬁiﬁﬁ LT@H’LHE%E@&ALi—d— AV J\T@ua‘é‘f“ﬂﬂ ZOoOWTIE, RFC
3580 [802.1X Remote Authentication Dial In User Service (RADIUS) Usage Guidelines] # &ML T< 72
S,

MAC FEFE/SA /S A%, ROBEREE M EI/EH LE T,

° 802 IX Rty EIE 802 lx [T uiEzP/ — }‘/C/])Z\ 7/1/@%/\ 7’9 j‘ MAC [T uiE/\/]) INA 2&,}/])7\ 7/1/&:
T&EET,

e FZAKRVLAN: 75472 D MAC 7 RL 2 ID R84, A N VLAN 28 E S LTV
niE., A4 v FIZ VLANIZZ 947 b &EY Y4 TES,

o HIFRfFE VLAN : 802.1x R — MIEERMEINTWNDB T T4 T 2 M2 MAC B3N A A TRIEE N
TWAHEAICE, ZoMEIZVR—FahEtA,

o AN—hrtxFa2VUT 4 :[H—=FvxF2UT s 2EMLE 802.1x BFE) (P.10-28) &ML T2
S,

o FA VLAN : %7 VLAN /R— b &fliH L7= 802.1x &Gk (P.10-27) &MWL T2 &V,
e VLAN X X—2 o7 R v— H— (VMPS) : 802.1x 8 XL O VMPS 1340 A I B A T,
o TIARXR—=KVLAN: 7734 T 27T 4 _—hK VLANIZEI DY THNET,
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* Network Edge Access Topology (NEAT; %> hU—2 =¥ 77 kR hArY) : MAB &
NEAT 1340 A C9, A > % —7 = A4 A T NEAT 231 2 —7 L OHAIL, MAB & A X —
LICTEER A, £, AV ¥ —T7 214 A ETMAB A Fx— 7/1/o>iﬂ/\0;t\ NEAT %A % — 7/1/
ICTEEHEA

BREDFMIZOWTIL, IFRFE~3r—Y v (P.10-8) ZZHL T 7Z&E0,

Cisco 10S Release 12.2(55)SE LI Tlit, WE MAB VA7 A A v —V D7 4 V2 Y 7 %P HR— b
LEd, IFHif~vx—2 % CLL == ) (P10-10) #BBL T EE W,

802 Ax 1—4¥ T4 A +YEa1—I 3V

802Ix 22—V T A A NI Ea—va 2R ETHE, BHEORRD VLAN TRILZNV—T4 O 2—W
Da— R RXRTU v TEITHZENTEFET,

VLAN /%, RADIUS #— N2 X Witk &n 22, VLAN NV —T4 CTAA v F CLIZ N L CHRELFE
\?AO

e RADIUS —RZREL T, =2—VDEHKD VLAN 42X ELET, #HED VLAN &%, =—
PADIED L L TEETEET, 802.1x 22— T4 A MU Ba— 3 03, $ED VLAN
DFRTCO2—VEBIL, FoEshlza—VEa—FENKbD720 VLAN ICBEI+5Z LT
0—RKRIT T EITOVET,

e RADIUS Y —RZREL TCa2—H D VLAN J LV —T7 4 %% ELET, VLAN ZL—74 1%, == —
PAADIGEDO—HRE L TEETEET, AAM v TF CLI ZMHH L TEE L VLAN 7 L—T74 T,
BR &N 72 VLAN NV —T7 4 2B CTE£¥, VLAN ZL—74 083 &5 &, Z® VLAN
TN—T4TxET 5 VLAN % L C, 2 —F R b 720 VLAN B snEd, v—F
NI, fGTHAEHRL—F 22O VLAN (BT 5 Z &L TiTbhEd,

A
GE) RADIUS #— N, VLAN-ID. VLAN 4 £7-1Z VLAN /' Vv — 7 Z2{EE 58T
VLAN [F#R A2 XETE 9,

8021Ax A—H T4 A MY EaA—LaVvDEREHDITEEE

o M7 tb 1 OO VLAN N VLAN Z L —FIivw v BV 7 END T L 2R LT E &,
o ¥ D VLAN % VLAN /L —Flz~w v vV /T £,
e VLAN ZBME-IFHIRT S LT, VLAN VL —F 52 EHTEFET,

o FEfFD VLAN % VLAN 7V —740367 )V 79 5846, VLAN OFBGEFAR— MIZ U T &N
FHAN, BAED VLAN L —T b~ v B I REIBRENET,

* % ®D VLAN % VLAN ZVv—7 %062 V735, VLAN Zv—T7n 7 U7 ShvEd,

o 7T 47 VLAN NI N—T 12~y 7 ENTH VLAN 7 v—T7% 27 U7 T&x %3, VLAN
TN—T% 7 VT7FT5E, JNV—NTEED VLAN OFRGEAT — F THDHR— b Eizida—W
X7 V7 ENEHEAN, VLAN ® VLAN ZL—7~O~ v B 737 V7 &R E7,

FEAZOWTIE, 1802 Ix 21—V T 4 A MY Ea—a rORE] (P.10-58) ZZML T ZEW,
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Network Admission Control L 1 ¥ 2 802.1x 1&EE

=3/ 9/N

Openix

AL TFF, TAAADR Y NT—0 T I RAZFATLHHIO, T2 RBFAL VN VAT AR TAT
VRO UANAKIROREEZIZ A X F+¥EF = v 7§25 Network Admission Control (NAC) LA ¥
2 802.1x FRFEE VAR —FLTWET, NAC LA ¥ 2802.1x MiFZEHATH &, WOIEE(L2FEITTXF
\?AO

o Session-Timeout RADIUS /& (B [27]) & Termination-Action RADIUS EM: (B [29]) %
uqu"j—“—/\ﬁ 55 '7/13“— N L/iﬂ‘

» Session-Timeout RADIUS & (@ [27]) OfEiE L CHBIERITR OB &2 E L. RADIUS
P—RNNH I TAT R OT 7 8A R v—2BHLET,

e AA v T Termination-Action RADIUS J&% (BME[29]) Z2FEHL T 747 FEHREAET S
BEDT7 7 va v ERELET, 0 DEFAULT TH D0, ERRESN TV EWESE, By v a v
IFHET LET, E2 RADIUS ZROEGAE, BRIt 2 ARMALET,

e VLAN OF B4 HI. £721X VLAN 7 V—74 O Y A % Tunnel Group Private ID (&£ [81])
DOffi e LT E L. VLAN OF 54, £721% VLAN 2 v—74 07 ) 7 7 L > A% Tunnel
Preference (BME [83]) MfE & L Ca&E L £, Tunnel Preference 3% E L7255, D
Tunnel Group Private ID (& [81]) BN Y XA v b @RS N ET,

e show authentication ¥ 7213 show dotlx 5 EXEC a2~ F&EFHL T, 7747 hDKRR
Fx¥ 2R RTDHNACKAF v h—7 v E2FERLET,

o FYAKMVLAN ELTCEHIVHFY T4 _X—hK VLAN 2R ELFET,

NAC L1 ¥ 2 802.1x RAEDFEZEIL., RADIUS y— NIZAHRAF ¥ h—2 VERETIOILERH DL Z
ZERVT, 802.1x R— P AR—ZFRIEE EITWET, NAC LA ¥ 2 802.1x MRFEDREICHT 2 FEMICH
WL, INAC LA v 2 802.1x MRAEDFHE ] (P.10-59) B L EMA R HRIEORE] (P.10-46) %
ZRL T &N,

NAC DOFEMIZ 2V TIL, [Network Admission Control Software Configuration Guidel] %ML TL 72
AN

WEDFEAMZHOWNWTIE, FEiE~F—Y v ] (P.10-8) &ML T X0,

SBRE D IEFF % €

TR 7RRAEDNAFRREZMEA LT, A— bBH LWKR R &S 5 & Xl 2 FIEONETF % % E
T%i'ﬁﬁ MAC FBRENA NRAB L 802.1x 1E, T A~V Elidth X VERAEFES LTHERL.

Web IJALIJ li\ \—h‘a@uu quE@[/\T;—hb) if\_ jﬁﬁﬁ‘%ﬂ& Lﬁ_ @7?‘—/1//\ b4 7ﬁ/£k L/'/C'féiﬂq

TEET, MO WL, TFRKARRBINEFORE] (P.10-65) ML T EEW,

Foalt

Openlx FBAEIZ L 5T, TAA ABBIEINAHNT, TDOTNNA ANMK— MNIT 7 EBATEL LI
NET, AT UFENREREINTWDLHA, %ﬁbb\TXFiT~l~’”“;Eéﬁ/bfb\%ﬁ’?’kle/
Fa—n URA K (ACL) IZHESWTRIZ 74 v 2752 LET, AR MBBEEES D &, RADIUS I —
NIZHEENTWDERY —NEFDRA MIEHESNET,
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o VUIUNEKRARN BE—RTOF—T LRI 1 A=V RERIEORIRIC Ky NT—212T 7
TATEXET,

e MDA E— RTOF—F LI EF AL LD 1 AD2—HFE T, BIRF—&% RAL D1 A
Da—HFEFNHFTENET,

o YNANF HRANE—RTOLI—TVBFE  EBEDORANR Ry NU—J T 7 BATEET,

o BEGRAEE— R TOA—7 U 3GE : MDA O%a LEITWET R, EHROFA P 2@BIETE £T,

FEMIC OV T, TR A b B— RORE] (P.10-45) ZZML T 7ZEV,

F =T VRAENRE SN TV D AT, ORBRERIE L SELE S ET, Tk, authentication
open { > X —T A A AT 4 X2l —ar awy FEEH L7354, authentication
port-control f > ¥ —7 A R AT 4 X2l — gy avy NIERRS, R—MRKRA MZT 2
T AMEEMGTH L EBERLET,

i 802.1x XU T 1 DEA

FE ik 802.1x tX 2 VT A BREEAMA L C, X2 VT 4 ERMARE LG AICT — 4 £23%~
VLAN IZBfR72 < VLAN 2327 4 BE—7 VT D XA v FERELET, HAiOY J—RT
I, F—F 7 FAT Y FERFELED & LTE*a Y F A ERBRETD L. K= FRERT v v b
Ao Si, BN S TVE L,

Z OFHEIX, PC 23 IP Phone 2 SN TV AGAICHEHATE E9, ZOMELFEH LGE, 7—#
VLAN TEx =2 U 7 @A MBS D E. T —% VLAN 2008y vy v hEF U S0, 7 VLAN ©
N7 74y 713l s 2 LB EHEITcCEET,

TR 802.1x EX 2 U T 4 OBREIC WL, [HFXIE 802.1x EF = U T 4 0f%E] (P.10-40)
EHRLTLLIEEN,

Network Edge Access Topology (NEAT) #{#ERAL7- 802.1x 471 A
DhBEUA—tTAT—5

Network Edge Access Topology (NEAT) #igix, VA vV 7 /m—Ey b (SFHERL) SofE
WMETHNEIELET, XY, BEOXA TOT A AR — N TRFETE £ 7,

o 802X AA v F T U B b1 802Ix VT U N MEREEZEHITHZ LT, BIOAAL vy FOHT
U hELTHIET DI IICAAS v TFERETEET, ZOREIL, 22X, AL v TFRTIA
YV o7 su—Fy MMNZHY, FT7 R—F 2N LTT v T AR —A AL v FITHRR SN
BDEEITRIZNE DL E T, 802.1Xx AL v F V7 U b MEREEZFEHAL TRESNTZAL v FIE, &
X TR DTDICT v AN —A AL v T Tt LET,

YTV h N AL v TFRFREEICRDITDE, R—F TE—FKRT778ANL T U7 ICEESINE
ﬁ—o

o TIJEAVLAN X, A—t T 47 —4% AL v T TRESNTWDHEE, SRFEDKE) L72%&IZ b
Fv7 R—brDOFAT 47 VLAN IZ72 0 £,

T 7 v hTiE, BPDU H— FRA X—T NS A— o T 47— AL v FZH TV D bD

A o FBERFTAGEE, A= T 4 r—EZDR—= NIV TV B b A A v FNEAET D EIIC A S

=7 Yy —Frban (STP) o7V v¥ Fu bz sF—4% 2=y (BPDU) Z#%EL7HEA.
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FOFR—=FMPLIFMEEIND NTF T 4 v 7 ZHlII TEEJ, dotlx supplicant controlled transient 2
=L Ay 4 F¥al—varavy REANTLE, BIANETTHHICA—C LT 47 —4 D
NIy y T T2 BNk, RBIEPIC—KRIIY T I I P R—rE2T7my s L
FT, BRECKRRT DL, YU B FOKR— MBI X E£F, no dotlx supplicant controlled
transient 70— N\ La L T 4 Xalb—vay avy FEANTLE BREFICH 7Y 2 FOR—
W& ET, ZAUTT 740 FOEETT,

BPDU 7% — 7 spanning-tree bpduguard enable { > —7 = A X a7 42— g av
RIZEO A=t T 45— DAL vF F—=FTA X =TT TWDEE, ¥TV I A Ay
¢ dotlx supplicant controlled transient =~ > FEEHT 5 Z L 2 HESEL E 4,

spanning-tree portfast bpduguard default 70— )L 207 4 Fal—T g a~vr FE#A LT,
Ta—NlA—8 T4 —% AL v FTBPDU H— R&EA 3x—7 /W LTI=H4E, dotlx
supplicant controlled transient =~ > R4 AJj5 % &, BPDU OEXBEET 6472 < 720 £7°,

12U EOH T B N 2L v FIHmT I T —r T4 r—% A4 vF L FZ—T A AT MDA
F 721% multiauth €E— F&2 A 21 —7 VI T&ET, vV FHRAN T—REA—kor T4 75r—4% AA v
F A H =T 2 ATEHYER—-FENTOETA,

FTRTOFRAR N E— R THAET 5 L 51T dotlx supplicant force-multicast 7 =— 3L 227 ¢ ¥ o
L—v a3y a<w F%& Network Edge Access Topology (NEAT) OB 7V s AL v FTHEHLE
R

o ARANHFA FRHES (PTV DY FTAL yFIZBHRT D) AARNPOLDNT 7 4w 7120
Xy T =7 THFAISNET, THHDAA v Fidk, Client Information Signalling Protocol
(CISP) ZfEfAL T, # 7V b A v FITHE/T D MACT KL Red—k T 4 r—4% %
Ay FIZHEELET (K 10-6 ML TIZE W),

e HEIM =T N A =BT A —F ALy FTORTL T a7 4 Falb—varxHBN
WA X =7 M LET, Zhickv, 7V b AL v FhbEFET 85D VLAN O =2—3
N7 7 4y 7 BEFRSLE T, ACS T cisco-av-pair % device-traffic-class=switch & L C&E L F
T (ZOFREL group F721F user BETITH 2N TEET),

10-6 CISP #ERLI=A—t VT4 r—2FLBFYTVAVF XL v F
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1 |[V—o25—v a3y (4T H) 2 VTSV B R AL TF (AT
a—¥ .y M)

3 | F—kvrFalr—& 2L vF 4 | Access Control Server (ACS)
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24 YTFWRERAET H &, R—F T— NI —EBHEME (VSA) ZESWT T2 EX0b A7
WZEFE SN ET  (device-traffic-class=switch) ,

o VSAZA—t T4 7r—H% A vF R—bF F—FKZT7 782N N T 7IZEFE L, 802.1x b
T ATEMEBLOT 7€ A VLAN 24 3 —7 /W2 LET ((EED VLAN BRxA 7 47 b
Z 7 VLAN IZE# SN HBA), VSAIZV TV W bOR—h a7 4 X2l —va VFER
LEHA,

o RAME—FRELEHELTC, A=k T4 =% AL vF K= rOEH#EKR—F a0 T 4 Fal—
vavEEAT 512, A4 »F VSA TidZe <, Auto Smartport =— W ER~ I u kAT L2
L TEFET, 2SR, AT 4 —HF AL v F K= FTFR—bEh TR
TA4Xalb—varyaHllRL T, A—F T—F 27200 F 7 2ICERTEET, FHMIC
DWW TIE, TAutoSmartports Configuration Guide) %S L TS0,

FEAMZOWTIE, INEAT 2 LA —® o T 47— AL v FBLOY TV D b AL v F D%
] (P.10-60) &ML T EEN,

ACL & U RADIUS Filter-ld Bt % 5/ L 7= IEEE 802.1x FRELDEFA

AL v FiE, AIR—= D IPIFEB IO IP ILER— D7 278X 2 hr—L U A~ (ACL) OM
FEYR—FLET,

o WiET D ACL
e Access Control Server (ACS) 75 @ ACL
TNV IRA R E— RKTO IEEE 802.1x A" — kL, ACS 2»6® ACL ZH L T, B2 51L~LD
"j‘ v 2 % IEEE 802.1x #iEx—WIz#ft L 9, RADIUS ¥+ — g, :@547“0):1-*—“33?5&()‘\
— FEFRFET DA, 22—V IDIZESW ACL EMEZ A4 v FIZEELE T, HEINTEME
:f-—“j‘ Ty va VBT, A—NMaEHSET, By a KT, BREEN KK, E2Y /7“(
BN AE L= E. A— MIEFAIZRD, AL v FIT ACL 28R — S HIBRLE7,

ACS 7225 @ 1P 1 L OV IP 4R AR — b ACL 721F 78 Filter-1d B EZ ¥ R— b LEF, Z1id ACL @
HETE 2 IE S 2HE L £7, Filter-id BIEIE, T (oA"Y FELET T AT R BID
a—PELFA—FRRT LV —T b RETEET,

e =—¥O Filter-1d @B1L. 7 /L —7F® Filter-1d B L v bEL SN E T,

e ACS 725 o Filter-1d @M, T TICHRESNTWD ACL 21 BET28E. Zhid, =—FHE
ACL kv b INET,

e RADIUS $+— 3o Filter-1d @t %2 XET 2546, KEOBREZTPERHINVET,

Filter-1d J&M: 25 A A V%Tii%éﬂ(b\fﬁb\%é\ nquﬁ‘giE&L/ A= MR RA T — MR £
R

aOF tyyariD

FORE~ R — P v id, AT ORGES UCBfRAR <, 7 747 MHIZZIZ 1 DOk v a2 ID (ki@
tyvarvID EMENEYT) EEHLET, 2o ID L, #Fa2~ 2 KX Management Information
Base (MIB; HEIEHAN—R) R2EOFTXTOLVHR— MRS ET, EyarIDE, Eyva
VHNLOFTRTO Syslog A v E—VICRRAINET,
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Ty varIDITE, ROEHRPZTENET,
e Network Access Device (NAD; Xy hU—27 7R FT/NAR) OIPT FL A
o —ED32 By MEE (BEMANTHEML E)
o byTvalBlhZA L ZF T (32 By MEK)
K12, show authentication =~ > FOHNIZt vy a »ID NERRENDLBIZRLET, ZOFITIE
&>z 1D % 160000050000000B288508E5 T,
Switch# show authentication sessions

Interface MAC Address Method Domain Status Session ID
Fa4/0/4 0000.0000.0203 mab DATA Authz Success 160000050000000B288508E5

WIZ, Syslog i1l y v a v ID BEREINLGZRLET, ZOHITEH, By aIDIX
160000050000000B288508E5 T,

1w0d: $AUTHMGR-5-START: Starting 'mab' for client (0000.0000.0203) on Interface Fa4/0/4
AuditSessionID 160000050000000B288508E5

1lwOd: $MAB-5-SUCCESS: Authentication successful for client (0000.0000.0203) on Interface
Fa4/0/4 AuditSessionID 160000050000000B288508E5

1lwOd: $AUTHMGR-7-RESULT: Authentication result 'success' from 'mab' for client
(0000.0000.0203) on Interface Fa4/0/4 AuditSessionID 160000050000000B288508E5

v g IDiE. NAD., AAA — R, ZOMDVLER— T 7TV r—2 a0 TIIAT 2 Mok
BT Db INET, IDITEBNICRTIINET, RETILEDH Y THA,

BIEDRE

o [802.1x FBFLDT 7 41 hi%iEl (P.10-36)

o [802.1x BFFFREFEDEEFIE ] (P.10-37)

o [802.1x #EfIREET = v 7 D% &) (P.10-39) ({EE)

o [HEFEXIS 802.1x X = U7 4 OFRE] (P.10-40) ({EE)

o [802.1x EXE— FOFHE] (P.10-42) ({EE)

o [802.1x BFLDOFFE] (P10-42) (fEE)

o A4 v F B LU RADIUS H— OGO E] (P.10-44) (%)
o [ARANET—FO#E] (P.10-45) ({EE)

o EMIBZFRIEORE] (P.10-46) ((FEE)

o [WR—NIBHTDITA T bOFETOFEEIE] (P.10-47) ((EE)
o [FPEERFRIOZHE | (P.10-48) (fEE)

o (AL YFINBLI TAT Vv b~DOHFEERHMOLEE] (P.10-48) (EE)
o [ZALYFMHLITFTAT Y D7 L —hHEEREOHFTE] (P.10-49) (TE)
o [HFGEEE O E] (P.10-50) ((FE)

o [8021X TH U vT 47 OFE] (P10-51) ((FE)

e MAC B#hOA x—7 11k (P.10-50) ()

o [MAC E#DA % —7 14t (P.10-51) (LE)

o [# 2 VLAN OiE] (P.10-52) (EE)
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[7 7 ARBERRIAENA XA L 7 VT ¢ IV EFR VLAN O E] (P.10-55) ((EE)
['Wake-on-LAN Z £ L7= 802.1x @&iE0#% &) (P.10-57) (E&)

IMAC FBFE A N ADOFE] (P.10-58) ((EE)

NAC LA ¥ 2802.1x HiEDO#E] (P.10-59) ((LE)

INEAT #fifi L7cA—t o T4 =% A4 v FBLOY TV I b 24 v FOERE] (P.10-60)
(EE)

%y m—FRagg ACL BEONY # A L7 k URL #fH L7z 802.1x FRAEOF &) (P.10-62) (E:

)
R REREIE T O E ] (P10-65) (FEE)

[R— b ETo 802.1x FBFEDT 4 E—T7 1k (P.10-66) ({ER)
1802.1x FERTEDT 7 4/ ME~D Ut~ ] (P.10-67) (EE)

802.1x BBEENT 7 4L FERTE
# 10-4 802.1x BN T 7+ L FERE
Hgk T4 FRE

AA v F D 802.1x A X —

TN AT — |k F =T

RN— FEfLD 802.1x 4 X —T )V AT — L+ |5 4 &—7 /1 (force-authorized)

ﬂf‘—l\pi7§’f77:/]\&@8021X’\_‘7<nunE7@—f'/ﬁibjﬂ ru’ ]\574/
7 wikzlg LET,

AAA F =T

RADIUS #—

e« IP7 KL X o fRERL

» UDP BFFHR— k e 1812

* Key o fRERL

RAK E—FK TNV IEA N E—FR

il 481 5 1) R T el 4

/Eﬁ;qucﬁﬁuuu 7‘/]"12**7/1/

HRAGEDOME () 3600 #

FRRGEE % 2\ (R— FDREHFFRIAT — MIEDLDHIC, AL v T HBRFET 1 R % 5

75 [E%0)

FEH IR F] 60F> (RAA v FNBTTA4T 2 h&EDOFRIEEROLZHIZII L I=%., AR TE
el 250

FIEE RFR 30 B (AA v F 5 EAP-Request/Identity 7 L — LT3 527 T4 72 bv b
DISEHEFEL, BREFERET L ETORE)

P NCIPPS IR~ 2[E (AA y FRBFES v &2 & FHHT 2A11Z, EAP-Request/Identity 7 L —
LEEET HER)

TIAT v N XA LT T NEEH 30 GRREY— "0 DHERE 7 TA T MY b—FT5bL&, AL v TN

REZFEDH, 7747 v MCERZHEET D E TORERH)
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| $10% |EEE 802.1x K— FA—RBIEDRE
802.1x BoHe M
= 10-4 802.1x BENT 7+ I FRE (HEE)
mﬁﬁ FI+IRE
FREE— /% H A LT v NRER 30 (2747 M LDIREERIEY— NV Lb—3 5L X, A4 vTN

ISE RS, GBI — /N NIHIEET D £ TORH)

authentication timer server f > #—7 A A 274X a2l —v g a<
VREFATSE, ZOXA LT Y MM AELEETEET,

TEIEEN S A L7 7 b TAE—=T N
7 A N VLAN fEERL
T U B ARNEERFE N A /XA F 4=
HIPRfT & VLAN fEERL
F—tr T4 —% (AL vF) =K BERL
MAC ZEE A /82 T4E—T N
TER#Ex 2T o Tae—Tn

802.1x

802.1x 25k

FRRLER EFFDERFIR

’780217( Aty uIEJ (P 10- 37)
['VLAN %19 24C, # 2 b VLAN. #l[Rf}& VLAN, 7 7 & AARREFRIE/NA 34| (P.10-38)
IMAC #BFF A 321 (P.10-39)

— "HZD OF A 2D K] (P.10-39)

802 IXFBFEZ A RF—TNIZTDHE, DL A Y 2 F/2013 LA ¥ 3HEEENA R —T IR DRI

— N RFEREESNE T,

802.1x 3t AR — FEID Y THNTWVWD VLAN BEFE N4
Wi E’%Liﬁ/\/ t&xi N— R RADIUS ﬂ‘*—/\ JDé’CT%ﬂt VLAN |
. FRBREZIZHIO VLAN IZEID M Thh iz COEENEELET,

802.1x N— FRHIV Y THATWD VLAN R v v N TV T =T N ERITHIBREIND
Lo, AN— MIEF IR ET, L2 A=A ED A THENZT 7 EA VLAN Ry v v
N ETFHIBR S R, RN— MRS D 9,

802.1x m haMiE, VA Y2 ARET 4w I T 7 BAFR—F EF VLANK— |, BLOLVAY
3NVv=7y FA=FTHR=-FSNETH, ROR—F AT TEHIR-bSnEEA,

- NIV FR—=F: bT 7 A= ET8RIxWFEEA =T ML LS ETHE, =T—
A v —UNRER I, 802.1x FBFEIFEA X —T VT D FH A, 802.1x itfEAR— hDE— R
ZEFTUICERLEILELTYH, 27— Ayt —VRERSN, A—h - FILESH
A,

— BAFIv I R—=F AL FIv 7 T—FOR—FMI, XARN=L T T R—F~DEH
ARV NTDHHERHVET, ¥4 FI v F—FTR2IxFRFEEA X —T NMITL &
O&ﬁ”é& :E7~—7</JE UNFAR I, 802.1x FEREITA R —T T/ £H A, 802.1x
KIS AR — REEAFIVvIZIERTLEI>ELTH, 2T — AvbE—UREREN,
R—h %Eéﬂiﬁ/\/o

ZOEFE T HEE EI’TC?M’ v T
ZEID LTS

%*— ]\“Gi

| oL-26593-01-J
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VLAN EIY ST,

- A4 FIv I TIRA R XA FIv 7 TR (VLAN Query Protocol (VQP))
AR—=FTRO2IXFRFA A X —T NI L LD T DL, =T — AvE—UNRRII, 802.1x
RFEEA R =T 2D Ed A, 802 1x ISR — MEEHT L TH AT I v 2 VLAN 2%H19 Y
TEHELTH, =T7— Avb—UNRERIN, VLAN REIFEE I NEE A,

— EtherChannel "—F : 727 7 4 7 %£721&7 7 7 « 7 T72\> EtherChannel # > /3% 802.1x
A—hrELTHEELRWTL Z XV, EtherChannel ‘J‘““ kT 802.1x RiExE A F—7 iz L &
FETHE, TT— Avb—URERIN., 802.1x BEEIFA X —T MR EHA,

— Switched Port Analyzer (SPAN; A4 »F K R— K 7574 ¥) I LU Remote SPAN
(RSPAN; U % — F SPAN) %@t — |k : SPAN F721% RSPAN 56c4R— h TH B KR — b
802.1x ;ﬁm%%* TMZT BT &75%%3&@2 7272 L. "— % SPAN Z7-i% RSPAN %
JeAR— bt & L CHIBRT 2 £ Tk, 802.1x BFEILT « E—7 MiZ7 Y £9, SPAN 721X
RSPAN %0 — R Tl 802.1x BiEE A RF— T NMICTH I ENTEET,

A A v F LT, dotlx system-auth-control 72— 3L 227 4 Fa b — g avr REANL
T 802.1x FBAEZE 7/ a0 — )L A 2 —T T T BRI, 802.1x #&FE & EtherChannel M E%E ST
WhHA B —T x4 A5, EtherChannel DR EZHIKR L TL 2 EW,

Cisco 10S Release 12.2(55)SE LD U U — A TiX, 802.1x RBFLICEET DV AT A A vE—TD
T4NBEY TR R— I T0nET, IBiE~v>x—Y v CLI 2~ K] (P.10-10) #&R LT
<TZEW,

7Z k VLAN, #IBRfTE VLAN, 77 2 XFBEEREE/ N1 /3R

802.1x @ik AN — b L TA R—=7 /2T % &, HF VLAN OREZ FFoHR — b VLAN [T E T
TE A,

N7 R—=b, XAFIv 7 K—=F, EFLEFEVMPSICLBXAFT Iy T7ERFR—FED
YTHOHE, VLAN BV Y THEEZ M L7z 802.1x FAGEX Y R—F S EHEA,

802.1X FBAEZ 7T A N— b VLAN R— MIHRETEETH, R—F X2V 7 1, 75 VLAN,
7 A N VLAN, #ilBRf& VLAN, F7zid=—HWHA ACL 7)3H1/\7Z 802.1X FBAEA T T A ~N— |
VLAN R— MIHRETE £ A,

RSPAN VLAN, 75 A ~—}F VLAN., &%& VLAN %< » 5% VLAN % 802.1X # % k
VLAN & LCERETEET, ¥ A N VLAN OfiglX, Wi VLAN Ob—7 > K AR— ) F720X
o7 A—=FETEHYFR—FENFEHA, TE—FINDIDIET 7R R— T TT,

DHCP 7 54 7 v "3 STV A 802.1x A — F D4 X s VLAN %% & L7=#% . DHCP ¥ —
NNHARANIPT RVAZRGTLULE DY ET, 7 TA47 o DHCP 7 DtXﬁ\HéFF'aEJJGJJ
L& 72 v DHCP ﬂ‘~/\7ﬁ>ETX FIP7 RLAZIAGL LD LT 20NS, A4 »F Lo 802.1x @&
FE7 R A2 BEBTORELLEE T ET, 802.1x il 7 1 ¥ A DOBE LB L £7
(authentication timer inactivity ¥ L Y authentication timer reauthentication ¥ > % —~7 = A X
arZ4Falb—vary avr ), REOEVEIT, HEHINTZ802.1x 7 FA T FDXAT
k- THERZRD £7,

77tXTﬁE;€uE/\4/\X4{%é f]:__“d‘éﬁ%— . {k@e_g%% ﬁE/)VC< fiél/\

— ZOMBEIXI VIV ARA DN BE—RFRBIUOALFARAN E—RDR0.IXx R— FTHR—FEhHh
ij‘o

— Windows XP #BE L CWB 7 T4 7 > MIERINTZR— BN 7 VT 4 BNVBIEAT — FD
B4, Windows XP 1A v & — T o A4 ANHI SNV ERETHIHEENH Y £,

— Windows XP 7 A 7> T DHCP 3% E &4, DHCP =060 IP 7 RV AR H D
6\\79'74'73/1/ﬂ5—]'CEAPWLpEE5ZIjJ% vt — /%X{DL/VC%_) DHCP 7@713‘12?05:@?}]
HE L EH A,
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| £10%= IEEE 802.1x K— FR—XBHEDBRE

802.1x BoHe M

— T U B ARBERIENA S ARER L OB VLAN % 802.1x A" — F RICRETEE T, AA v
FRHIREA X VLAN N T2 VT ¢ v R— FEEFRFEL L 9 & L, §XTo» RADIUS #—
DRARAEER G A, AL v TFIWER—F 27— &7 VT 4 INVBIEAT — MZEER L,
[Rf)& VLAN (2780 £9°,

* RSPAN VLAN £72(3#* VLAN Z &< & 5% VLAN %z, 802.1x fil[Rff& VLAN & L TRE
TEET, HIRAE VLAN B5EIZ. WE VLAN Ob—7 > R A—}F) £EF 7027 A=K T
Y AR—FEINTWERA, 778A F—F ETETFHIAR—-bFSET,

MAC FBEE/\ 1 /XX
o FFIZHTE L TV RWRY | MAC FBREANA N ADOFEREFEIT 802.1x B0 LD LRI L TY, FEM
WZOWTHE, 1802.1x #83F) (P.10-37) #ZML T E &V,

o R—FNMAC 7 FLATHA EINEZEIZ, R— b MAC @BiEANA XA ET 48— L T
b, R—hF 27— FIEEIHY TFA,

o R—=FNRHFAJAT—FTHY, 77472 b MAC 7 FLUARRBIEY— /N F— X RX— 2T\
A R—FMIRFAAT—FOEETT, 2L, 2947 F MAC 7 FLART —Z _X—Z (T
BMEND & AL v FiE MAC FREENA NAEELZEH L TR — N2 HRRFETEE7,

o AR— IRFEIEAT — MZRWEGA, BREDNTOND ETCHR— MNIZOAT— M EHRLET,

© MAC BFEAA SRS KV BHESNTOB R, T 7T 4 TRABAMOSA LT U M A FET
EET, HETE HHEMIL 1 ~ 65535 BT,

il

— kHE=Y DTN RDRKRE

802.1x XD R — MR TE DT 3, ADHKRE T,

o VU ARAR B—RDOEAE, TV EAVLAN TEHETE D534 AT 1 BET T, A— 2R HE
7 VLAN THRESNTWAEE, T VLAN 2/ L Tk%{E T& 5 Cisco IP Phone D% 1R
XH Y FHEA,

o WIFRAAL LI MDA) E— FOEAE., 7278 A VLAN T1 EDOF A X, &7 VLAN T
1 &5 ® IP Phone 2Nl SN E T,

o IATFHRALE-FROHAE. 1 B0 802.1x ¥ 7V H v FEFRAR—FCHFAISNET, 7L
7 72 A2 VLAN T#A & 415 802.1x Fxtiinds A~ OEUTITHIRITH Y £ A, &7 VLAN 'Cu‘F
AISNDT A ADEITITHIRITH Y 8 A

802.1x #ERIREF = v I DT

802.1x MEfHIKREET = v 71X, TR_RTODAA v F K—=FrDB2IXxT /T4 T 4 HE=ZY T L,
802.1x Z Y AN — FF 2R — MIEHM SN TNDLT A 2DFREFRLET, ZOBELMEH L T,
AL v F K= MR I TND T /35 AR 802.1x IZXHRTE 2008 9 nEHFITE ET,

802.1x H#EMIRFETF = v 71X, 802.1Xx TRHRETEXHTNTCOR— M THEHATEET, HEHRETFT =7
IZ. dotlx force-unauthorized & L THEINAAH— M TIIfEATE EHA,
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EHRET =y 7 A, v FTAR—T VT D5E, ROEEFHITHE> TSIV,
o WEFHIRIET = v 71T E | 802.1x WAL v F TA X =T /MIZSNHFNTHEH SN ET,

o AUH—T xA AEIRETTIC dotlx test eapol-capable ## EXEC 2~ > FEHEHT L &, *
AvF AL I DFTRTCOR—INTAMSNET,

* dotlx test eapol-capable =~ F#% 802.1x XHEDAR— FTREL, VI NRT v FIciRd L,
A= ME, 802X (AT T DM E I B AT F T2 —EFATLES, 774 T
FANEHI Ny MOGET D L, 802 Ax MG TY, 7 747 EBRFA L7 U MERNITISE S
% & Syslog A v BE—URERSNET, 7 I7AT L MR 7 ) —IUBELRWEE, 7947
M 802.1x IZxHE L TWER A, Syslog A v E—IIFERINETA,

o WE[RIEF = v 213, BEOBR R (22 21E. IP Phone ICBHES NS PC) A4k 5 A — MZEE
TxET, Syslog A vl— VL, A ~—BHENICHERRET = v 2 IOET 2% T4 T 2 b

WCAERSNET,
ZA v F FT802.1x ¥EJFIRRET = v 7 2 A X — T M T A%, Bt EXEC £— K CHKRDOFINEZ FELT
LET,
avwyU kR B

A7971 dotlx test eapol-capable [interface 24 oF ET802.1x #EHIREEF = v 7 A X —T M LET,
interface-id] (E35) interface-id \=1%. 802.1x MEIRIET = » 7 & 34745 H— } %
fBELET,
GE) A7 =3 dinterface ¥—U— RZEWELTE=BE. A vFD
TRTCDA LB —T 2 A ANT A FENET,

A7971  configure terminal (13 Z/a—A" L ary74Xal—ay B— ReEBBELET,

A7y72  dotlx test timeout timeout ({f£7) EAPOL JGADORHHBICHER T4 4 A7 v badkE LET, i
TEDHPIE 1 ~ 65535 b T3, F 74 M 10 BHTT,

A7y73  end (T:5) %M EXEC T— FICREY £,

A7y74  show running-config ULE) ZBELEZA LT Y MEXRHR LT,

ROBTIE, AL v TF LOERIRETF = 724 X —T ML T, A= b E2RETLIHEETRLET,
Flo, BEFEHR— I OZELRE LR L, L TWD TN, AR R02.1x G TH D Z & %
ALET,

Switch# dotlx test eapol-capable interface gigabitethernetl/0/13

DOT1X PORT_ EAPOL CAPABLE:DOT1X: MAC 00-01-02-4b-fl-a3 on gigabitethernetl/0/13 is EAPOL
capable

BEREXI 802.1x EX 2 T 1 DEETE

Bk 802.1x EX 2 V7T s A A v FCHEAL T, BX =2 V7 A EXPHEELHEAICT —X
F7213EFF VLAN 1I2ff%7e < VLAN 23527 =7 Mz LE9, ZOfEIX. PC 7% IP Phone (28
BENTWD IP Phone BEECEI T& £4, 5—% VLAN TEx 2 U T EXBMHRHEND L, T—
Z VLAN 2Ry y vy b EnET, SFVLAND T 7 4 v 71352 £ AL »F T
EZEINET,

A v FTEFRH802IX FREX 2 T4 ZRET DHE. ROEEFHIIE-> TS,

Catalyst 3750 R4 v F YI b9z 7 av74Fal—S3v HA K
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| £10% IEEE 802.1x K— FR—RBHEDEE
802.1x BiEEn®: N
+ errdisable detect cause security-violation shutdown vlan 72— N\)L 27 f ¥ a2 L — g 2
~U REANLT, EFmm 802.1x EX 2 VT 124 X—7 VI LET, TFdmk 802.1x E¥ =
VT4 &T 42— MCT DI, Z0avr Fone N—Vara ANLET, Zoa~vy RiE,
AL v F D 802.1x HER— FOTRTIZHHINET,
>
(G¥)  shutdown vlan ¥ — U — FZIEE LRWES, errdisable A7 — MIlg o7z & TR — M RENR T v v
MDD EINET,
» errdisable recovery cause security-violation 72—/ )L 2> 7 ¥ a b —Tary av s NEH
LT, errordisable U h RV R ET L L. A— MIAHICHOA 2—7MICEINET,
errordisable U 73U 3K — K TERE STV W5E | shutdown 35 £ O no-shutdown 1 > ¥ —
Tz R Aar7Z4Falb—vary avry FefffLTR—-F2HOA X—7 M LET,
e fHlx® VLAN ZH A X —7/WIZF 5IZ1E. clear errdisable interface inferface-id vlan
[vian-list] ¥i#e EXEC @~ > FaMH L7, @HZEELRWSE, A— O3 ToD VLAN
DA X =T NMZENET,
ERR#E802.1x X2 VT 4 B A R —TMICT BT, FitE EXEC E— RTROFIEEZFITLET,
avwvFk B
A7971  configure terminal Ja—rL ar T 4 X¥al—ay e REEBLET,

AT972

ATv73

ATy74

AT975

AT976
ATvFT
ATy7 8

errdisable detect cause
security-violation shutdown vlan

X2 VT A ENTT—DNEAELLETRTO VLAN 20y v hF¥ DL
*7,
(G¥) shutdown vlan ¥— VU — RZEELZ2WVWEE, T XTOHR— IR

errdisable 27— MZRV, ¥ v MU INET,

errdisable recovery cause
security-violation

(&) HE) VLAN BT — U ANY 2 X—T /I LET,

clear errdisable interface interface-id
vlan [vian-list]

({f£#&) errordisable (272> CTWAE &% D VLAN ZH O, 2 —T7 T LE
‘d—o
o interface-id D¥ty, % D VLAN Z2H A r—7 W T 53R — b
EHRELET,
o ({ER) vian-list DGE., HOA F—7 W35 VLAN DY R %
FRE LE T, vian-list ZfEE L2 WAL, 73TD VLAN BAFEQ
A F—=T N2 FT,

shutdown

no-shutdown

({EE) errordisable ® VLAN # O 2 —7 /I LT, +XTDO
errordisable {7 r& 27 V7 LET,

end ¥ EXEC — NIZRED £7°,
show errdisable detect REEMERLET,

copy running-config startup-config

UEE) =27 4FXalb—ay Zr A NVCHREXRFELET,

WIZ, EX2 VT ABRTT—NRELIEEDO VLAN 23 v v MU TR IICAL v FE2RIE

ToHHERLET,

Switch (config) # errdisable detect cause security-violation shutdown vlan

Wiz, A— I Gigabit Ethernet 4/0/2 T errdisable 27— ;25729 _XT? VLAN 2 HEA X —7WIZ

THBIERLES,

Switch# clear errdisable interface gigabitethernet4/0/2 vlan

| oL-26593-01-J
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802.1x

ATy71
AT972
ATv73

AT974

ATy75
27976

ATyFT
AT978
ATv79

802.1x &

show errdisable detect 5+ EXEC 2~ K& A 195 &,

BERE—FORE

REEMBTEET,

WIRTIRI T, v v bF T Syslog =7 — %A, EFIFHLWT AL ADRLDONRT v N & FE

FEFHEDIT802.1x A—

FERETEET,

o TUNA AN 802.1x RGO R — MMIEEFE LT

i d\?—]\fumuﬂzéﬂéT/\/rX@Eﬁj(ﬁ
AA v F RIZEXF2 YT A EXT 7V a &

ELE
KTET B ITI%, HFHE EXEC £ — R CROFIA% FATL %

‘j—o
avw vk B
configure terminal Jua—s ) ar7 4 Xalb—vary - RNefBLET,
aaa new-model AAA A F—T 2L ET,

aaa authentication dotlx {default}
methodl

802.1x FEHFKY A M EAER L £,

authentication =~ > NIZARIFT & U A MWBEESH T2 055 IHE
AT 7 7+0 D) A NEERT DL, T 744K mﬁfﬁﬁﬁé
Z Lo TWB FEIZEWT default ¥—TU— RKEFERHLET, 7
74N FDOFRY A ME, BEIBICT R TOR— MIEH SN ET,

methodl 21X, group radius ¥ —7 — K& AJJL T, @BAHDOTXTD

RADIUS =N VA NEHTEL LI LET,

(GE)  group radius ¥— U — RS b 2a~<v L RTA D~V T A b
YU ZICRREINETH, $R—-FEINTHEEA,

interface interface-id

802X FBFEE A R —TNMIZT DI TAT > MIEERHR L TWDLHR— &
EFL. AV —TxA A AT 4 FXal—ary T—RREEBLET,

switchport mode access

R—h&eT7 7R E—RIZLET,

authentication violation {shutdown |
restrict | protect | replace}

ENE—RZRELET, F—U—FOEKIIKRD LB TT,
AR— k% errordisable {2 L £7,
e restrict : Syslog =7 — %A L ET,

o protect: N7 T 4 v ER—MIEEFETLITXTOHLWT A R
MHNNTy e Ry LET,

o replace : HIEDE Y v a VEZHIFRL, HLWAR M TRILL F7,

e shutdown :

end

b EXEC E— NIZED $£9°,

show authentication

REETRLET,

copy running-config startup-config

UEM) 37 Fal—vay 77 A VCBEERIFLES,

REDEXTE

802.1x hj‘o“_‘ ]\& Xum thE;’d.} Eﬁ—é
mﬁﬁtJXF%%EﬁéM%ﬂ%Diﬁ FHAY A MZ

L RREE. BN, TATT 4T (AAA) A X—T L

N 1**‘*)‘.:».4;&0)71?53) 719’_‘%15%??5

FME & FBAEST Az ik L7 b D TY,
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802.1x Biomxe M
2 — AL ACL £721% VLAN #I1 0 4 CTZAHREICT 211X, AAAFFA[Z2 A X —7 ML TRy T —
JEEDOT X TOY—ERERIZH L TAS v T 2RXETHLENDD 7,
Wiz, 802.1x ® AAA Yt A& /R LET,
AFYT 1 2—FRAA v FOR— MTERLET,
ATvF 2 FEEREITEINET,
AFw7 3 RADIUS H—_REICEHE ST, VLAN E 0 B THRBEEA X — 7R £,
ARFYT 4 AL FRBBA =BT IV T 407 b= NZEELET,
17_"37 5 ‘/[Z‘%: J‘_‘L;LT ﬁumuﬂiﬁ’%??éﬂij_
RAFYT 6 AAYTFWROT AV T 40T T 7T — e, BBl RICESWET I T 407 =2
FEELET,
ATYT T 22—V RFE— ok LET,
ATFWT 8 AAvTFNELRA =TT IO T 407 = RITEELET,
802.1x AR — b _N—RAFBIEAHET B 121X, FitE EXEC E— R TROFIEEZFEITLET,
avwv Rk B
27971  configure terminal Jra—)ary 7 4 ¥ al—ay B— FEBEBLET,
A7972 aaa new-model AAA A F—T VT LET,
A7973 aaa authentication dotlx {default} 802.1x FIFHFA Y A FEER LET,
method] authentication =~ > NIZARIfT & U R NREESH THORVEGEITHE
AT27 740V DU A NEERT DT, 77¢wbﬁﬁfﬁ%¢5
Z LT o TV D FIEICKEN T default ¥ — 7V — R&HLES, 7
TN FOFRY A NI, BEIMIZTXTOR— MZERAINET,
methodl 21X, group radius ¥—7 — F&Z AL T, #iEHOTXTO
RADIUS #— R U R FZEATELLOICLET,
(G¥) group radius ¥ — 7V — FLAMZ b a~ L RTI A L D~LT AR
Vo TZWZRRINETH, PR —FSNTOERA,
A7974 dotlx system-auth-control ZA v FT802.1x FiFE 7/ ua— )it A X —7 VI LET,
A7975 aaa authorization network {default} |({£%&) = —H¥ AL ACL = VLAN E[V S TARY . Ry hTU—7 B#io
group radius NTOY—ERERITHT 5 = — 5 RADIUS #F [ & Ao v FIZRE L %
7
2 —HPHAMN ACL 2R ET AL, YU I IVERA N T— RERTET DM
ERHY ET, ZOFREILX, T TANLETT,
27976 radius-server host ip-address (f£35) RADIUS #— "D IP 7 RL 2 %45E LET,
A7977 radius-server key string (=) RADIUS ¥— 3 L CE#{ET 2 RADIUS F—F 2 & 24 v F D
’C'ﬁi)ﬂﬁ‘éuunﬂz?}ioﬁ 3’\‘“—%*5% Lié_o
7978 interface interface-id 802.1x BFEZEA F—TNIT DI TAT v MR LTI R— &
EL, AV F =Tz A AT 4FXalb—ary T—RefBLET,
A7979 switchport mode access (FEE) ATy 76EBIWN 7 T RADIUS —NEZH/ELT-HED Ix,

AR—brE2T7 78R E—FNIIRELET,
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A79710

AT97 1

ATy 12
AFyF 13
ATy7 14

avwvFk B

authentication port-control auto A— K ET802.1x BEEEA X —T ML ET,
FERE DM AAERIZ DWW TIE, 1802.1x FRAFRY @R R Fu) (P.10-37)
EHZRLTLIEE N,

dotlx pae authenticator AV B =T 2 A ADKR—KN T IR TV T AT 45, F—F LT 14—
ZELTOREEL, 7V B FHOA vy =3 ERT L K510k
ELET,

end Rt EXEC £— RIZRE D 7,

show authentication REZHRLET,

copy running-config startup-config UEE) av74F¥alb—vary 77 A NVICEREERTFLET,

AA v FE LU RADIUS Y—/\[EDREFEDEETE

AT971
ATy7 2

ATy73

RADIUS ¥ = UF 4 —NF, RAMERIZIP 7T RL A, HRA ML EEED UDP R— M &S

FRIZIP T FLREEED UDP R— FEFICE > THBLET,IP 7 FL 2 & UDP R— FESOM
BEDbEICL-T, —Z0ID MERSH., Y—_0OFE—IP 7 FL 2 Lich 585D UDP R— F i

RADIUS ERAZEE T2 L5170 £9,[A L RADIUS =N EDOHERD 2 DDOFA M = hJIC
U —ER (& 2 I3585E) Z2RELLHEE, 2BFDICHEINTLHFA N = FU T, HUICHES
NEARAN D PNV T 2= A== RNy 77 LTCE#HELET, RADIUSHFAF =~V

I, BRELEZNERIZHE> TEITS N E T,

AA T EIZ RADIUS =N XF5 XA —H EFRET HIZI1E, F5 EXEC T— RCTROFIEEZFEITL £
9, ZOFNEITHSETT,

=1 B
configure terminal Ja— L arZ 4 Xal—rvary T—RelBLET,
radius-server host {hostname | RADIUS #— 3 X5 2 — 2 B E L ET,

ip-address} auth-port port-number key

string

hostname | ip-address 121, Y € — k RADIUS $r—/SODAKR A M4 E 7205
IP7 RLAZIBELET,

auth-port port-number 1213, FRIEERD UDP s6%cHR— &4 E L F
T 774N ME 1812 TY, FHETE HHPAIL 0 ~ 65536 T

key string 1213, AA v & RADIUS #— 3 ETEifE$ %5 RADIUS
T—E OB THERT ORI LT —2HELET, key 1T
FHITHY ., RADIUS ¥y —A"THEH SN TV L SF—L —8T D4
R ET,

GE) F—0ORTAX—RFEHAINE TN, BPFBLOERED AL~
AIEN DT, ¥ =127 radius-server host =~ > F# Lo
BBEOHALE LTRELTLEED, F—ICAN—ZA%&HEAT5
BEE, BIA/FR S —0 o ThrGEERE, SIA/F T —
ZPHERNTL ZEN, F—1X RADIUS & —F > M 51
FIZ—EH L TWOIRERD D £,

I

%> RADIUS #— "2 M3 2581203, Zoa~vy Fa@bik LA
NLET,

end

4 EXEC £— NIZREY £9°,
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B

A7974  show running-config BEFRHERLET,

A7975 copy running-config startup-config EE) =274 Falb—vay 77 A VIIREEREFELET,

L N

K¥EE D RADIUS H— 3% 7 U 73 %1Z1%. no radius-server host {hostname | ip-address} 7" =@ —/3/b
Ay 74 F¥al—varyavwy FEERLET,

WIZ, IP 7 R L2 172.20.39.46 D% — 3% RADIUS H— & LTHEL, A— K 1612 ZFF IR — k
ELTHEM L, W5 % —% RADIUS = EDF— L[ U radl 23 \ZRET D02~ LET,

Switch (config)# radius-server host 172.120.39.46 auth-port 1612 key radl23

radius-server host 7 E— )L 2> 7 4 Xal—vay avwy REFEALT, ¥4 L7 7, FikE
Mm%, B lhs—DE%, ﬁ&f®RAMUS%*NmfﬂwNWKﬂﬁféiTo:h%@ﬁf&a
VY — /NHALCTERET D21, radius-server timeout, radius-server retransmit, 55O
radius-server key 2 Hﬁ/\zl/ AT 4 Xalb—vary avy REHALET, FEMIcO>NTIE, T
~TO RADIUS =0 E] (P.9-36) 2L TIZEW,

RADIUS =R ETH, WS ODDHEEZRETALENH Y FT, ZTNOLOREMEE LTIX, AL v
FOIPT RLVA, BEORY—NEZXAL v TFORFGFTHEETLHFIF— ARV I7RHY T, dEMcON
Tit. RADIUS — D ~==2 T LE2EB LT FE I,

FDE&TE

802X FBAEEFE AR — R ETY U T NVERA RN (74T b)) ERITERORA N EFHFRTDHI21E, FF

# EXEC T— R CROFIEAFE(TLEJ, multi-domain ¥—V— FE2EHA LT, ~1F KA A VFRFE
(MDA) ##FEL., RICLAA v»F R"— b E® IP Phone (A aflfhF -3 iliy) 2L, AR M E
BFET A ADMEFORGEEA X —T VI LET,

ZOFIEXEETT,

avwy R

=]:5]

A7971  configure terminal JSua—rJL ary 7 4 ¥al—ay T— FEEBLET,

27972 radius-server vsa send authentication |VSA (Vendor-Specific Attribute; <> % —E 4G @) %Rk LEH T %

720C, Xy NT—27 T 8R2 b—REBELET,

7973 interface interface-id BN A NSRBI B S N TV B R — h 2 HEEL, A2 ¥ —7 oA

A2 a7 4 FXal—iary ET—REHBLET,
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avwy R BiY

A7974 authentication host-mode [multi-auth | | — U — FOEWTIKD LBV T,

multi-domain | multi-host|single-host] | |\ i 0 h . #5 VAN T1 25472 b, 5—% VLAN TH
DOFBFEZ FAT v "EHFRLET, &FA MIEINIEIES N ET,

(G¥) multi-auth ¥— 7 — FE{EH TX 2 D%, authentication
host-mode =~ > R7=I1F T4,

e multi-host : > 7V R A b DFRGE#IZ 802.1x FFA[ AN — h THEHE D
KA (727478 OFEmEdTTLET,

e multi-domain : IP Phone (3 Azl /- i3fhttil) 72L&, R ]\}5
J:()\%?-?O)ﬁﬁjji@?/\/rx% 802.1x u?j‘j—'— ]\Tn»u HET% ) X 9
LET,

(i) TX k &— K73 multi-domain IZ7%E S TV 584 IP Phone
7 VLAN 2R ETHHLERH Y £9, B>V T,
15 % %35 VLAN ORE] 2B LT EEN,

e single-host : 802.1x §FA[AR— R T U IV KA N (FTFA4T 2 1)
DR AT LET,
BET DA % —7 x4 AT, authentication port-control 1 > ¥ —

ToA R AT 4 F¥al—ary avwy R auto IZRESINTWS
LEERLTLIIEE N,

A7975 switchport voice vlan vian-id (fE&) ¥4 VLAN 2% E L £,
27976 end ¥ EXEC E— FNITREY £7°,
A7977 show authentication interface BREXMER L E1,

interface-id

A7978 copy running-config startup-config EE) v 74 X2l —vay 774 NMCEREEHRTELET,

— FETEEDFRA F%&T 4 =729 5IZi1%. no authentication host-mode - > % —7 = A A
Oy 74X alb—vay avry RefHLET,

IZ, 802.1x FBAEZ A R—T7 M LT, BEOKRA M & T o8 2Rr L E£7,

Switch (config) # interface gigabitethernet2/0/1

Switch (config-if)# authentication port-control auto
Switch (config-if)# authentication host-mode multi-host
Switch (config-if)# end

RIZ, MDA A4 2—7 LT, R— FCTHRRA MBI OERT A ZAOW G ZFFAIT 56127 LE
R

Switch (config) # interface gigabitethernet2/0/1
Switch(config-if)# authentication port-control auto
Switch (config-if)# authentication host-mode multi-domain
Switch (config-if)# switchport voice vlan 101

Switch (config-if)# end

€ HARY 7S B ERRE D 3% TE

802.1x 7 FA 7 v NOEMMRTERIEEZ A 2 —7 ML, BRIMOBRARRE T £, HRiE21T
jFﬂBFﬂ%ﬂﬁ L/fill\i}ﬂa_f{j\\ 3600 */jb% Lﬁntuu]}f)‘nﬂ%%ﬂij—
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T4 T NOBMALBHEEEA 2—T7 ML, BRGEEITO MR () ZRET DL, Fitg
EXEC £— FCROFIAZFETLET, ZOFIEIIMEETT,

=1 N B
A7971  configure terminal sa—)ar7 4 Xal—var E— FERBLET,
AT972  interface interface-id %E#éﬁ—b%%ib\4V&~7;4x:y74¥;v—yay
— F&BBLET,
A7973 authentication periodic 7747 NOBEMBRERGE (F 74NV NTET =T L) &4
F—=T M LET,
GE) T 74V MEIX 3600 TT, HRAY A v —DEEEET D
M, AA v F T RADIUS-provided € v a v A L7 U h&fE
35 & 512351214, authentication timer reauthenticate =
~ U REANLET,
A7974 authentication timer {{[inactivity | FERIFORITORE () 2Z/ELET,

reauthenticate]} {restart value}}

authentication timer ¥ — U — ROEKIIRD & BY T,

e inactivity : 7 7 ATV OO T VT 4 BT 4 B Te ) EEF A
25 ETOMRE FBEALD,

o reauthenticate : B EIERENBLAT 5 £ TORRE (FHALD,

o restart value : JEFF R R — N OFBIAEERITT 2 F TORIN (FPH
AN

ZDa<wy RINAA vy T OENEICRET 5 0I%, EM2HiEEE A
F—TNIRE LTEHA T T,

27975 end i EXEC =— RICEY £,
A7976 show authentication interface REZMERLET,

interface-id

A7977 copy running-config startup-config (EE) 2o 74FXal—Yay 77 A NVICEREZHRIFLET,

EMM 72385 Z T « B —7 2§ 512X, no authentication periodic 1 > % —7 A A a7 ¢
Fal—vayavwr ReFERLET, 7740 FOFEGEIERITRHIRIZE 21X, no authentication
timer {4 —7 A A a7 4FXal—ary avwr ReffHLET,

WIZ, EWRRFRRREZ A R— 7 /W L, BREREDMIFEZ 4000 BIZsEST 012~ L £,

Switch (config-if)# authentication periodic
Switch(config-if)# authentication timer reauthenticate 4000

R— BRI SV 5472 FOFETOHEEL

dotlx re-authenticate interface interface-id ¥i# EXEC 2~ > RZANTBHE, WOTHLRFEDHR—

WCH T 27 947 M EFETHRIETEET, ZOFIHE] iﬁ_ (T, EHIRRTREIEE A X — T
/Vif_ 37 4 B =TT DB WL, TEMMZRHEEEORE] (P.10-46) 2L TLES
AN

Wiz, R BT 227 A4 7 2 M e FETHBIET 28 2R LET,
Switch# dotlx re-authenticate interface gigabitethernet2/0/1
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RN ZER

ATyF1
ATy7 2

AT973

ATv7 4
ATy75

AT976

14/?17747/F%M£T%&#0t B, FTEDKMZZTT A FAREBERT, £OBRBY
AL A £ 9, authentication timer 1nact1v1ty AVHE—TxfA a7 4 Falb—varyavr R
X, 7A FVREOHIMZHIE L E3, 7747 > FRIEVSKRT 28 Hh & LT, 7747/h#ﬂ
RNIRNAT — REfR LICH AR ERBEZONES, 774V LD B/NSWEZ AT L LI

T, 2=V~ ERH L CTE T,

PR 2 23 21213, #5#E EXEC £— FTROFIHZEITLET, ZOFIHIIMERERTT,

= S =]:5)
configure terminal Ja— L arZ 4 Xal—rvary T—RelBLET,
interface interface-id RETAR—FEEEL, A F—Tx2Af A AT Fal— g

T— FEBMBLET,

authentication timer inactivity seconds |2 A v F13 7 74 7 > b & ORBFEEROHURIL L 72% . FiigikEz

el D E B E LET,
fEETE DHPHIL 1 ~ 65535 T4, 774 /L M 60 BT,

end it EXEC T— RIZR D £7°,
show authentication interface REEFHERLET,
interface-id

copy running-config startup-config EE) av74F¥al—vary 77 A VICEREERTELET,

T 7 4V b OFFEFERICR F7I2I%, no authentication timer inactivity X —7 A4 X 27 4
Fal—varavrReEHALET,

W, AA v FOFRHER %2 30 ICRET 202~ LET,

Switch (config-if)# authentication timer inactivity 30

AAYTFNLI AT Y FADBEEEREOER

ATy 1
AT972

74T MEIAA v F 96D EAP-Request/Identity 7 L — A IZxt L, EAP-Response/Identity 7 L —
LACIRELET, A v TFRIOINEEZETERNSIZIGE, FTEORH (FEERRH) 72105
L. 0% 7L —LhZ2HRELET,

Y
(G¥) ZDavy ROT 74V MK, Vo7 OEEEMET LEREER. BEDr7 747 0 B I UEE
P —ROBMEICMEN H DGER E, BRI T OEEAITOLER DD L TR TEELT
<TEEW,
AL FNT TAT 2 MO OEMERHET DR AL T 5121%, F5# EXEC £— R TRO FE%E
FITLET, ZOFIEITMEETT,
avyv kR B
configure terminal Jua—r) ar7Z 4 X¥al—ary ET— RE2EBLET,
interface interface-id RETHR—PEHEEL. AV H—T 2 A AT 4 Fal—3g
E— REBMBLET,
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27973 authentication timer reauthenticate AA > Fh EAP-Request/Identity 7 L — AT 527 A4 T 2 "bD

AT974
ATy75

AT97 6

seconds

ISE R, EREFBEETLETOREEREL LT,
FRETE 2T 1 ~ 65535 B Td, 774/ MI5SHTT,

end

FHE EXEC £— NIZR Y £75

show authentication interface
interface-id

BEE R LET

copy running-config startup-config

TE) 2v74F¥al—vary 77 A NVICREEZRTFELET,

T 7 v h OFEERFMIZETIZIEL,. no authentication timer reauthenticate 1 ' % —7 = A X 2
T4 X2l —vary avwry FEHERLET,

I, AA v FH EAP-Request/Identity 7 L — A2
EETLHETORMEZ 60 I

KTDHI7TAT IR LOREEHD, EREH
BET D 2R L ET,

Switch(config-if)# authentication timer reauthenticate 60

AALYFNLIFAT Y bADT L—LBXEERBRDERE

ATy71
A797 2

ATv73

ATy7 4

AT975

ATy7 6

(27472 b BIRERGLNRDSTHEIL) A v FRRIET v A2 HETT LA, 7 T4
7 ¥ MZ EAP-Request/Identity 7 L — A%Lf?*f B ALEECEET,

~

GE) Zoa<wrRFoF7x0 MER, V7 OEEEMET LSRR, FEDZ 747 B LUHRE
P—_"OEEICHBEN D D5 AR E . RERRIICKHT 2HEEZITOLERH L L IR >TEELT
<TEEN,
AL FINOT TAT V E~OT L— AR EEERZEET 5121, i EXEC £— R TROFIAZ
FITLET, ZOFIRTEETT,

avvk E[:3)

configure terminal

sa— ) ar74X¥alb—yay E— NeBBLET,

interface interface-id

RETOHR—PEHEL. A =T =X AT 4Fal—ar
F—FEBMBLET,

dotlx max-req count

A A ‘7?‘75‘1:& ;JE7 D?X%ﬁt%ﬁ—ié Gl
V— L EEETHEEERELET,
7 4V MEIZ 2 T,

Z. EAP-Request/Identity 7
ETELHAIL L ~ 10 T, 7

end

4 EXEC £— NIZREY £7°,

show authentication interface
interface-id

BREEMER LET,

copy running-config startup-config

UEM) 3> 7 (¥al—vay 77 A MERERREFLES,

PEEEEET 7 4V b
~Y FEEHLET,

Yka:\ A A /a;ﬁ)n»u uIE7 U?X%ﬁt@ﬁ—é Gl

ET D0l RLET,

\ZEJIZIE. no dotlx max-req 1 ' F —7 = A AT 4 Fal— g A

. EAP-Request/Identity Bk 41515 2 El¥ % 5 1%

Switch (config-if)# dotlx max-reauth-req 5
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AT971
ATy7 2

A7973

ATv7 4

ATy75

AT976

R— FPEHFRI AT — MIEDDENC, A v TFRBIET e A2 BT IREEEETDHZLH TS
ij—o

(i) DAy ROF 740 MEZ, Vo7 OEEWEMET LSS, HEDZ 747 hB L UFEE
Y= ROMEICHEN H DHERE, BREDRICKT 2T E2ITHILERH D L EICRoTEELT
TZEW,

FRFEER AR ET DI, R EXEC E— FCTROFIREZETLET, ZOFIRIXMEETT,

avwy Rk B#

configure terminal Fa—r\) ar7 4 X¥2lb—vay T— REREBELET,

interface interface-id RETHR—FZ2IEEL, /v F—T A A AT (Fal—ay
E— NERHBLET,

dotlx max-req count R— P PNELHF AR T — MIEDDENT, A v FRRIET 0 2% HH
TAHREERELET, FHHETELHPAIL0~ 10 TT, T 74/ ML 2
<7,

end H¥HE EXEC £— RIZRY £,

show authentication interface MTERTERLUET,

interface-id

copy running-config startup-config (EE) a7 4 FXalb—ay 77 A NVICREXZRTFELET,

FRBAEE %2 7 7 4V MZRTIZIE, no dotlx max-reauth-req 1 > % —7 = Af A 27 4 ¥ a2 L —
varv avry REHFEHLET,

WOFITIE, R— FPEFRI AT — MIBITT DS, A v FRRIET w22 BEET 2 REE 4
WCRET D xR LET,

Switch (config-if)# dotlx max-reauth-req 4

MAC #8101 *r—J Lk

A7y71
ATy72
7973
27974
A7975

MAC BB 232 &, BRESNIZHRA M2 A, v FOR— M TBHTE £,

AA v FTMAC BEVZ 7 00— Uil A F—T M T 5121, R4 EXEC E— FTROFNEEZ FEITL
9, ZOFBEIIMEETT,

avwvFk B

configure terminal Jua—rL ar7 4 X¥alb—yay T— REEBELET,
authentication mac-move permit ZA v FTMAC BBV Z A 2—T VI LET,

end 5 EXEC E— NICRE D £,

show running-config () REEMHR L ET,

copy running-config startup-config UEE) 274 FXalb—vary Iy ANVICHEREERTFLET,
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WOFITIE, AA v FTMAC BN E 70— U, X—T M T 5 kR R LET,

Switch(config)# authentication mac-move permit

MAC BN A 2—T Lt

MAC Bz T 5L AR MIFR— F EORBFEARARA MEZEBRTEET,

AV F =T ALTMAC Effiz A 2 —T7NMITDHI121E, FHE EXEC E— FTROTFINEEZEIT L FE
T, ZOFAFMEETT,

= S B
27971  configure terminal Ju—r ary 7 4 X¥alb—ay B— FEBEBLET,
AT972 interface interface-id WETHR—FEIHEL, AV F—T 2l A 2T 4 Fal—var
T— FzBBLET,
A7973 authentication violation {protect | 4' VE—T A A LT MAC EiE A F— 7 VI T HITIE, replace ¥ —
replace | restrict | shutdown} —FEfHLEST, R—FFRBEOE Yy a ZHIBRL, HTLWVAER
l\%fﬁﬁﬁ L CREREZ AR L £,
hoF—U—RiE, WOLD i by £,
o protect: R— ML, VAT A AvE—TEARETIC, TH LN

MAC %ﬁﬂﬁ“é/\'7/ e Fry 7 LET,

e restrict : JEX N7y PR CPUICK - TRy &L, VAT A
AvE—UPERINET,

e shutdown : F"— MI, THLARVWMAC 7 KL A&2ZET5 L
errdisable (272 0 £,

27974  end ¥4 EXEC £— RITEY £9,

A7975 show running-config BEAETR L,

A7976 copy running-config startup-config (EE) 2o 74FXal—Yay 77 A NVICERERRTELET,

Wiz, £ 4 —7 x4 ALETMAC E#ia A R2—TNIZT 5P ERLET,

Switch (config) # interface gigabitethernet2/0/2
Switch(config-if)# authentication violation replace

802AX 7H VT4 VT DERTE

8RQIXTHATV YT AV T HERLT, AAAVAT AT H IV T 4o T A F—TNCT5HE, X
VIDIEDIZVAT A VO — R AR NET YT 407 RADIUS — N ETE £, —A
. T27F 472801k By art_RTBKET LEbD & B LET,

RADIUS IZEWEMEDIKNUDP RS v AR — K 7Fr ha Az EHT A7, X U — 7 REENB AT
TRWE, TAUT AT At —UNRbONDZZENRHVET, RELEZREOT IV T 4
TESROBEEER., A1 v FNRADIUS B — ST H T 0T 4V TIEEA v — V2 ZE LW
B RDORA v E—IUNFREINET,

Accounting message %s for session %$s failed to receive Accounting Response.
ZDARy T Ay EB—UREFICEESNRWVIGE, ROA vy E—VURERRINET,

00:09:55: %RADIUS-4-RADIUS DEAD: RADIUS server 172.20.246.201:1645,1646 is not responding.
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S

(GE) wmXUTOBM, FIk, KOT v T T — b Ayt =V AL RZLTREDT VLT 4T B A
7 EFTTHEHIC, RADIUS ¥ —NE2RETHLENRSV ET, TNOOEEL A IZT DT
RADIUS #—/3® [Network Configuration] % 7' ® [Update/Watchdog packets from this AAA client] ®
0¥ kA F—TMILET, WIZ, RADIUS % — 30 [System Configuration] % 7 ® [CVS
RADIUS Accounting] %1 % —7 /L2 L ET,

AAA DAL v FTA X —T IR oT21%. SQ2IAX T H T v T 4 v T HFRET HITIL. ke EXEC
E— R TROFIEZEITLET, ZOFIEITEETT,

= S B
27971  configure terminal Ja—) ar7 4 X¥al—vary T— RFEREBELET,
AT972 interface interface-id RETHIR—PEEEL. AV F—T=2f R ar T4 Fal—vay
EF—FZBBLET,
A7y73  aaa accounting dotlx default FRTO RADIUS =D Y 2 &AL T, 8021x TH YV T 4~
start-stop group radius T A X—T M LET,
A7974 aaa accounting system default (L) YATFALATHI T4y T 5 A FX—T ML (TTD
start-stop group radius RADIUS H— "D Y X N&2fEH), A v FR)p—RTBHLXTVA
TFEATAVCT 47 Jr—R ANV h Aye—VEERLET,
Z7y75 end ¥ EXEC £— FICRED £,
A7976 show running-config BEAER L E T,
A7977 copy running-config startup-config EE) =2 74Falb—vay 77 A NVIIREERTFLET,

THIT 4 TIEA v =V %%E LA RADIUS A v — U8 4a 4 5121%. show radius
statistics £ EXEC =~ > F&HH L £,

WIZ, 8RQIX T AV YT 4V T hRETHHERLET, VIO~ N, 7TH00T 470
UDP R— F & LT 1813 Z4E L T, RADIUS —REZREL F,

Switch (config)# radius-server host 172.120.39.46 auth-port 1812 acct-port 1813 key radl23
Switch(config)# aaa accounting dotlx default start-stop group radius
Switch (config)# aaa accounting system default start-stop group radius

77X k VLAN DEEE

B — 373 EAP Request/Identity 7 L — AT 0B 22 ELARWGE. 7 A B VLAN 2% ET D &
802.1x KIS TR\ FA4 T MEFT A VLAN ITERE S E T, 802.1x xS Th > Th, WIEITKEK
LIeZ 94T MEL Ry bI—=7 DT 7 BANFRAESNE A, AL v FiE YTV RFA R
T RELEAVTF KA N T—=FTHF AN VLAN 2% HR— M LET,

22 N VLAN # % ET A121%. e EXEC £ — FCKROFIEAETLET, ZOFIEIIMLETT,

=1 B
27971  configure terminal Jra—rL ar 7 4 ¥ al—ay B— FEEBLET,
A7972 interface interface-id %Eﬁ’g"éﬂ‘f~ FEHEL,. AV X =Tz A AT 4 F¥al—g

— FEBIGLET, $R— P INDH— DI A TIZON T,
F802 Ix FRERERF OEF S (P.10-37) 22 LTI ZEW,
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A7973  switchport mode access R— R 2T 7R E—FIZLET,
Folx EJlEe
switchport mode private-vlan host LAY 2AR =527 T4 _X—=F VLANARA N R—FE LTRELET,
A7974 authentication port-control auto AN— 1+ ET802.1x #itx A x*—7 NI LET,
A7975 authentication event no-response 7275 47 VLAN % 802.1x # A b VLAN & L TIHREL£T, fiFETX
action authorize vlan vian-id AEEIL 1 ~ 4094 T9,
W# VLAN (b—7 v R AR—K), RSPAN VLAN, 7J7 14~V 774
— b VLAN., F£7213%7 VLAN x| LEDOT 77 17 VLAN %
802.1X 7 A h VLAN & L CRRETE £,
27976 end it EXEC £— RIZRE Y 77,
A7977 show authentication interface MEAMRLET,
interface-id
A7978 copy running-config startup-config EE) av74Xalb—Tay 77 A NMIRESREFELET,

7 A N VLAN %7 4 E—7 /W2 L CHIBRT %5 IZ1X. no authentication event no-response action
authorize vlan vian-id A1 v #—7 =z A A a7 4 Xal—vay a<w o ReEHLET, &— MIE
AT — MR £75,

wiZ., VLAN 2 % 802.1x # A k VLAN & L CTA x—

Switch (config)# interface gigabitethernet2/0/2
Switch (config-if)# authentication event no-response action authorize vlan 2

TN T 0 ERLET,

WIZ, AA v FOFRERM E LT3 %, BEROFEEANCY 74T F226 0D EAP- Request/Identify
T L — NGB T SR () & 15 IR E L, 802.1x AR— F @ DHCP 7 7 A 7 MR
VLAN 2 % 802.1x # A b VLAN & LCA X —T7 M T D612 RLET,

Switch (config-if)# authentication timer inactivity 3
Switch(config-if)# authentication timer reauthenticate 15
Switch(config-if)# authentication event no-response action authorize vlan 2

HlBRfT & VLAN DERE

2 F AR T EFEFITAAL vF EIT
a—VPHENTRAT — F‘%'ﬁ'{%f‘%fib\

. MIFRATE VLAN 23 E L TW T, RBEEY — S F 278
A, 802 Ix ICHEPL L 7227 T 1 7 > MRS & VLAN

ZBENET, AL vFiL, YU KA T— FTORFHIRAMNE VLAN #397KR—F LET,

HlFRAT & VLAN Z 5 Ed 51213, %t EXEC £ — F TROFNAL 52

TLEY. ZOFIHTEETT,

avwvF By
27971  configure terminal Ja—) ar7 4 X¥al—vay T— REEELET,
7972 interface interface-id SEFAFE— RAEEL. Ao F—T e A AT 4 X l—g
E—RNEHBLES, PR—FINDIR—FDZ A TITHONTIE,
802.1x FBAERX ERFDOIEREFMH] (P.10-37) 2L T ZE W,
A7973  switchport mode access — 2T 7R E—RNIZLET,

Foix

switchport mode private-vlan host

Elne
LAY2AR—1+277A4A_X—=FVLANGHA M R—rELTERELET,

| oL-26593-01-J
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ATy7 4
ATv75

ATv7 6
ATy7 71

ATv7 8

ATyF1
A797 2

AT973

AT974
ATy75

AT976

AT971
ATy7 8

27979

[l Catalyst3750 R4 v F Y7 b7 A T4 F¥al—av 4 F

avwy kR

B

authentication port-control auto

ﬂ'\?—]\i:‘f 8021X pALuIE%/rZ‘ 7/]/ L/ij—

authentication event fail action
authorize vian-id

7277 47 VLAN % 802.1x #il[Rf}& VLAN ¢ LTHRELET, HET

& H#IE 1 ~ 4094 TI,
WES VLAN (b—7 > K A—F), RSPAN VLAN, 774~V 7741
— M VLAN, F7213%® VLAN Z[R&, fEEDT 77 47 VLAN %

802.1X HllBRff & VLAN & L TRETEET,

end

¥ebE EXEC E— RIZEY £,

show authentication interface
interface-id

(EF) REZHRLET,

copy running-config startup-config

EE) av74FXal—vary 77 A NVICREEZRTFELET,

HIRfT & VLAN 25 4 &t —7 /012 L CHIFR 9 % 121X, no authentication event fail action authorize
vian-id A v 2 —7 A A a7 4 Fal—gry awr FEFERALET, A— MIEFATRAT— MC
B0 Ed,

WIZ, VLAN 2 % IEEE 802.1x #l[Rff& VLAN & L CTA x—7 /W27 5

Switch (config-if)# authentication event fail action authorize 2

ZRLET,

2 —FIHIRAT & VLAN 2% 0 4 TSR

Z. authentlcatlon event retry retry count { ' Z—7 = A A

3/7/]'3'\"3-1/ /5/3'\7/}\%1§Fﬁbf\ s uﬁ??@%z%ﬁi‘j( \—lﬂfﬁﬂfgi“‘)— *Efgéui}n
AATEEE 1 ~ 3 ETT, 7740 MI3EICHRESNTHET,

ot nﬁﬁ—‘@@’(%ﬁiﬁ \—;&ﬁ

j‘o

T 5I121%., ¥ M EXEC =— R TR O FEZE E

TLET, ZOFIEIIFEET

avwy R

=]:5)

configure terminal

Ju—n) ar7 4 Fal—yary ®— RREfBLET,

interface interface-id

RETHR—FEZHEEL, AV EZ—T A A AT 4 X¥al— g
T—RFEBEBLET, PR—FENDEIR—FDZ A IO TIE,
1802.1x PFEX ERFOFEEF ] (P.10-37) #&H LT Z &V,

switchport mode access

Fox

switchport mode private-vlan host

R—=hr 27 278A E—FIZLET,
E i
LA Y2R =1 2T T7A_X—=F VLANKA M R—hrE LTRERELET,

authentication port-control auto

— kK T 802.1x WLnJE%f/I,Z‘ 7/1/ L/iﬁ*

authentication event fail action
authorize vian-id

777 47 VLAN % 802.1x il [Rff & VLAN & L THE
& HHHIT 1 ~ 4094 T,

Wit VLAN OV—7 v K AR"— k), RSPAN VLAN, 7714~V 7J 4
~N— |k VLAN., F7213% % VLAN &%, 8D 7275 1+ 7 VLAN %
802.1X fllRfT& VLAN & L TRRETE X7,

LEJ, HET

authentication event retry retry count

R— M MBHIRAT & VLAN ([ZBITT 5720 OFRAERITRIE A fEE L £,
BETCEAHPHIZ1 ~3 T, T 74/ ME3 TY,

end

¥5HE EXEC £ — RIZR D £,

show authentication interface
interface-id

(FEE) REZMRLET,

copy running-config startup-config

TE) 2v74F¥al—vary 77 A NVICREEZRTFELET,

0OL-26593-01-J |
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77 4V MEICEJ 21X, no authentication eventretry >4 —7 A A 27 4 Fal— 3
avy FEERLES,

W, A= b ZHIBRA & VLAN (2T 572012, BiEdATREAZ 2 ICRET S HikEer L ET,

Switch (config-if)# authentication event retry 2

7O EAFREER/NM /SR ED ) T4 HILERE VLAN DORE

T U B AREENA RNAMEEE (7 U T 4 WVIBREE 21T AAA KRR Y — L L EONET) 2REL T,
Y= RMEHATERWEAICXAT 47 VLAN ETOTF—% bT7 7 4 v 7 DNRAA)L—% ufFT?‘é:
ENTEFEST, V=B HEHARRETHY, FAMPLD T 7 4 v 7B EF VLAN T 7 fHF ST
WAEA., BT N A (BEEH) DR — FOBREINZES VLAN ICRESIND Lok, 2V T+«
J1/v VLAN BREZ R ETHZ L b TEET,

R—MZZ VT 4 HNER VLAN 2RE L. 727 B ARERIENAA NS ABREE A4 R — 7 VI 51T,
¥#E EXEC E— FTROFIEEEITLET,

avwy kR B

27971  configure terminal ra—rN ar7 o X¥alb—vay T— RERBELET,

27972 radius-server dead-criteria |RADIUS % — "\BFIHARREEZIEFX 7 (dead) L R7asnsd & x5BT 250
time time tries tries WS4 aRELET,

o IRETED time DEHIZ 1 ~ 120 T, AL v Fi%. T 7 /L FD seconds
iz 10 ~ 60 PO CEWICIRE LE T,
o FRETE 5 tries DHFPAIZ 1 ~ 100 T, AA v FiE, T 7+ D tries 737
A—H% 10 ~ 100 O CEIMIZREL £,
27973  radius-server deadtime (f£7&) RADIUS H— NCERNEEF SRR ?ﬁﬁt’ﬁ: YELET, MECTEHHME
minutes 10~ 1440 4 (24 B[ T, F 7 4L MHl <7,

Catalyst 3750 RA v F Y2 h9x7 av24Fal—>ay HAF
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B

A7974  radius-server host
ip-address [acct-port
udp-port] [auth-port
udp-port] [test username
name [idle-time time]
[ignore-acct-port]
[ignore-auth-port]] [key
string]

RADIUS #— R T 2 — R 2R ELET,
» acct-port udp-port : RADIUS 77 T ¢ 7 H%—30D UDP K — ~ % 457E
L¥79, UDP A— hEEZOHPHIL 0 ~ 65536 TJ, T 7 4 /b Ml 1646 T
‘j_o

» auth-port udp-port : RADIUS #iFEH —/30 UDP A — &5 E L £, UDP
A— hFE S OFPIL 0 ~ 65536 TT, 7 7 4+ /L Ml 1645 T,

(X)) RADIUST7H DT 4 v $—230D UDP &~— k & RADIUS RZFH— D
UDP R— %2 FHET 7 4/ MEICREL 9,

o test username name : RADIUS 4 — R 25— % 2O HET A h & A F—T )L
LT, EHEN 22—V ZEHRELET,

e idle-time time : A4 v FNT AL Xy h Y —RNIEELE%ORRE S
BCRELET, IBETXSHMIT 1 ~ 35791 & Td, T 7 #+/L FiX 604y (1
E%Fﬁﬁ) /C“j—o

* ignore-acct-port : RADIUS 4—OT7 BV T 47 K— N TOT A %
FT4E—T M LET,

 ignore-auth-port : RADIUS ¥ — "OFRFER— P TDT A &7 4 E—T LT
LET,

* key string 121, AA v F & RADIUS H— ECEI{ET 5 RADIUS 7 —F
LM THAT AR LIRS X —2EELET,

GE) F—ORTAR—AFEHEINETE, BHFBIOERRDO A= (IHF%)
DT, F—(347 radius-server host =~ > R LOHRHEOEA & LT
HELTLIZEN, F—[ZARX—R &M HTHEAIL. 5IA/FRF—D—
A THLIBEERE, SIAFTE—2HELVTEEN, F—IiZ
RADIUS 7—%E > CTHATHRE B~ L T ALERSH Y 7,

radius-server key {0 string | 7 string | string} 702 —/3)L 27 4 ¥ a L —
Vary avry FEEHLTHERIEB LU SFF—2RETEET,

A7975 interface interface-id

BETAHAR—FEEEL, fv ¥ —T 2 A7 4 FXal— a3y F— &M
BLET,

A7976 authentication event server
dead action {authorize |
reinitialize} vlan vian-id

RADIUS Y — "N BFEARGRERGA. R— FCTEHEAMEBEITLIZDIC, 2V T4 h
JLER VLAN 2R EL F9,
e authorize : VIFL LI T AT RTOHFLWAHARZR Ve a—WFgEDZ U T 4
#1/v VLAN 2B 8 L £,
e reinitialize : N — F DT X TOFAHFEARA N E2—WFRED I VT 1 IL
VLAN (B8 L £ 9,

27971  switchport voice vlan vian-id

R—FOEFR VLAN 2 8E L ET, &5 VLANIZAT v 7 6 TREINTZZ Y
T A4 BV T —4% VLAN LRI CIZIETE EHA,

A7978 authentication event server
dead action authorize voice

RADIUS = "NEBNFERERGZE. A— DT —% N7 7 4 v 7 &R VLAN IZ
BEIT 572012, 7V T 0 AER VLAN 2R ELET,

A7979  end

¥itE EXEC £— FIZRD £9°,

A79710 show authentication
interface interface-id

(EE) ANZziERLET,

Catalyst 3750 R4 v F YI b9z 7 av74Fal—S3v HA K
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WIZ, 77 B ARRERIEANA NZAEERB L7 VT 4 HLER VLAN 2R ET 262~ LET,

Switch(config)# radius-server dead-criteria time 30 tries 20
Switch (config)# radius-server deadtime 60
Switch (config) # radius-server host 1.1.1.2 acct-port 1550 auth-port 1560 test username

userl idle-time 30 key abcl234

Switch (config)# interface gigabitethernet 1/0/1
Switch(config)# radius-server deadtime 60
Switch(config-if)# authentication event server dead action reinitialicze vlan 20
Switch (config-if)# switchport voice vlan
Switch(config-if)# authentication event server dead action authorize voice
( )

Switch (config-if)# end

Wake-on-LAN %#{#EH L 1= 802.1x ZEFEDHRT

ATy71
AT972

ATv73

ATv7 4
A7y7 5

ATv7 6

WoL % L7 802.1x BFEE A X — 7 WM+ 5121E, ¥ EXEC T— R CROFIEEZFEITLE T,

ZOFNEIEETT,

avyv Rk B
configure terminal Jua—) ar7 4 FX¥al—yary T— RE2EBLET,
interface interface-id RETAR—FEEEL, A ¥ —T A A AT fFal— g

ET—FERBLEST, PR—FENDLZF— DX A FIZON T,
[802.1x FIFH EM DS TIH]| (P10-37) 2BB LT IEEW,

authentication control-direction {both |;R— T WoL Z{#H L T 802.1x Rifx A x—7 2L, OF—TU—

| in} REMH L CR— MM EITEGICHRELET,
e both: R—FZ2WEFMICRELET, R—FI. mZ M7y b
FEZETEEEA, T7 40N T, R— MIPFHTT,
e in: R—FEHEFMIZHELET, A— M, mAX NI TFy M %
EETEETH, ZREETEERTA,
end ¥t EXEC E— RIZED £,
show authentication interface HELZMERLET,

interface-id

copy running-config startup-config UEE) 27 4FXal—Yay 7y ANVICERERZRELET,

WoL %M L7= 802.1x BiE%A T 4 & —7 /L2 4 51T21Z. no authentication control-direction -
=T AR AT 4 Xalb—agy avwy REHERLET,

WIZ, WoL 2 L7z 802.1x #BfEA A X —7 LI LT, A— b ERAFMICHET DHE R LET,

Switch (config-if)# authentication control-direction both

| oL-26593-01-J
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MAC F2RE/ N1 /AR DEXTE

MAC BREENA NRAEA X =T NIZT B2, FiiE EXEC E— FTROFIAEEZFIATLE T, ZOFIHIX

EETY,
=1 N B
27971  configure terminal JSua—rJLary 7 4 ¥al—ay T— FEEBLET,
AT972 interface interface-id WETHR—FEIHEL, A F—T 2l A AT 4 Fal—var

T— REZBMBLET, PR—FEINBFR— DX A FIZHONTIL,
1802.1x REFERX ERFOIEREFIH ] (P.10-37) &ML T Z &V,

A7973 authentication port-control auto — h ET802.1x RiFE A X —T T LET,

A7974 authentication order [mab] {webauth} |32 quﬁtO)]llEﬁig Y ELET,

* mab: @ AE 7 DNEFFIZ MAC Authentication Bypass (MAB; MAC
FRRE/SA NR) EBIMLET,

o webauth : RIS RDNEFIZ Web FFEEBML £,

27975 end ¥4 EXEC £— FITEY £7°,
A7976 show authentication interface BREXMER L E1,
interface-id

A7977 copy running-config startup-config EE) v 74 X2l —Tay 77 A NMCEREEHRGELET,

MAC BEAENNA R A %ET 4 Z—T7 /2T AI21%, no authentication order /1 > % —7 = A A a7 ¢
ol —Tagryavwr REERALET,

WIZ, MAC BFEANA RABREZ A X — T N T DBl 2R LET,
Switch(config-if)# authentication order
CQ— - )

802X 1 —H T4 RAFJE21—La VDRTE

VLAN /7 V—7%REL T, VLAN 22D NV—F I~ ¥ 73520, ZJue—)L a7 X
L—vay = RTROFIEEZEITLES,

avvFk B&
A7971 |vlan group vian-group-name vian-list vian-list |VLAN 2 /I/»—7 FIREL, H—0 VLAN F721% VLAN O#i
EFEOITN—FITw v B LET,
7972 |show vlan group all vian-group-name RELMHRLET,
A7973 |no vlan group vian-group-name vlan-list VLAN /v —7 a7 4 ¥ a2 b—3 a3 F721d VLAN 7 v—
vian-list Far74Xal—var0EHE VT LET,

Catalyst 3750 R4 v F YI b9z 7 av74Fal—S3v HA K
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WIZ, VLAN Z V=T %@E L, TO7N—TIZVLAN vy 7 L, VLAN 7 v—7 27 4
Fal—arBLOEE VLAN O~ v V2 7 2RI 5027 LET,

Switch (config)# wvlan group eng-dept vlan-list 10

switch (config)# show vlan group group-name eng-dept

Group Name Vlans Mapped
eng-dept 10
switch# show dotlx vlan-group all
Group Name Vlans Mapped
eng-dept 10
hr-dept 20

&IZ, VLAN ZBEF® VLAN Z7L—7(ZiB/M L, VLAN MBS/ 2 & 2l 5612 L ET,

switch (config)# vlan group eng-dept vlan-list 30
switch (config)# show vlan group eng-dept
Group Name Vlans Mapped

wIZ. VLAN % VLAN Z L — 75 HIRT 56 %257 LET,

switch# no vlan group eng-dept vlan-list 10

WIZ, TXCD VLAN 28 VLAN Z L —7 b7 U7 &zt iz, £ VLAN Z v—78H 7 U7 &
nNapERLET,

switch(config)# no vlan group eng-dept vlan-list 30
Vlan 30 is successfully cleared from vlan group eng-dept.

switch (config)# show vlan group group-name eng-dept

WOBITIE, TXTHOVLAN IV —T% 7 VT TH5HEERLET,

switch(config)# no vlan group end-dept vlan-list all
switch (config)# show vlan-group all

b awy ROFEMIZ W T, [Cisco I0S Security Command Referencell %2 L T &\,

NAC L1 2 802.1x {REEDELE

NAC VA ¥ 2802.1x MAEA R ETE £7, T4, RADIUS #— &M L7- 802.1x FBRE L & FFT
nEJ,

NAC LA ¥ 2802.1x BFEZ R T T D213, 45 EXEC E— FCTROFIEEZFEITLET, ZOFIEIZF
BT,

avwyk B
A7971  configure terminal sa—n)ar7 4 Xal—vary E— FERBLET,
AT972 interface interface-id WETHR—bEEEL, AV ¥ —T =2 A a7 Fal—Tay
E—RNEHBLET,

| oL-26593-01-J
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A7973 authentication event no-response 7277 47 VLAN % 802.1x # A bk VLAN & LTHEELET, 8ET
action authorize vlan vian-id HEPIL 1 ~ 4094 T4,

W# VLAN (b—7 » K i"— k), RSPAN VLAN, &7 VLAN %[&<
HHW5HT7 7T 47 VLAN % 802.1X # A h VLAN & L CRETE %
ﬁ—o

A7974 authentication periodic 7747 MO ERIE (T 74V NTIET =T 0) A
F—=T NI LET,

A7975 authentication timer reauthenticate AT MIRTAHEFRITER T LET (1 BERICERT).,
Zoawy RRAAL vy FOBEICRET 2013, EM 2 BEEE A
F— T IR E LT A T2 T,

27976 end KkE EXEC £— RICREY £7°,
27971 show authentication interface 802.1x FRIEDZ T AR L £,
interface-id

A7978 copy running-config startup-config EE) av74Xalb—ay 77 A NMIRESREFELET,

I, NAC LA ¥ 2 IEEE 802.1x MiGEZ X ET 2l 2" L £7,

Switch# configure terminal

Switch (config)# interface gigabitethernetl/0/2

Switch (config-if)# authentication periodic
Switch(config-if)# authentication timer reauthenticate

NEAT 2RAL-A—t T4 5—3 RAYFELUVYTVAVF XMy
FDEETE

COWREERET DT, VAV V7 7u—By MO 1 ODAL v TFRYF U b LTRE
Sh, A— '12/74/7 S ALy FITHEH SN TWDLRERH Y £7,

WEEIZ DWW TIX, Network Edge Access Topology (NEAT) A M L7- 802.1x &7 U I v b B LW
F—rT7 0 —%] (P.10-32) 2L T ZEN,

(GE)  cisco-av-pairs 1X. ACS T device-traffic-class=switch & L TREIINTWILERH Y £, T4L,
BTV FPBREBICRIAESNTEHE TR TI 7 LTA v —T = AERELET,

A2 v F oA — T 4 —FITHRET DL, FitE EXEC £— R TROFIEZEITLET,

avUFk B

A7971  configure terminal sua—,LarZ 4 Xal—var T REREHBLET,

A7972 cisp enable CISP #A X —7 VI LET,

27973 interface interface-id B AR NAEEL, A F—T e AR AT 4 Fal— g
F—FZRBLET,

A7974  switchport mode access A— K E— N% access IZFRE L E T,

27975 authentication port-control auto B— FERIEET— K% auto lC®ELET,

7976 dotlx pae authenticator A v H—7 = A X% Port Access Entity (PAE; R—F 727X =
TATA) =T 4 —% L LTE mtifo
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27977 spanning-tree portfast H—U— 25— g UERIF— IR I N T 7B A R— |k
T PortFast %14 x—7 /M LET,
27978 end ¥t EXEC £— RIZRE D £,
A7979 show running-config interface ;AR LET,
interface-id
279710 copy running-config startup-config (EE) av 74 ¥al—ay 77 A NVIREEZRELET,
WIZ, AA v F % 80IxA—k T4 r—2 L LTRETHHZTLET,
Switch# configure terminal
Switch (config)# cisp enable
Switch (config) # interface gigabitethernet2/0/1
Switch (config-if)# switchport mode access
Switch (config-if)# authentication port-control auto
Switch (config-if)# dotlx pae authenticator
Switch (config-if)# spanning-tree portfast trunk
AL v FHH TV Ay MIERET DL, F#E EXEC £ — FTROFIEEZ FEITLET,
avwyFk B
A7971  configure terminal sua—nR)ar7 4 Xal—var w— FElBLET,
A7972 cisp enable CISP ZA %2 —7MIZLET,
A7973 dotlx credentials profile 802.1x 7 LT iy )b Fua 7 v A )VEERLET, 2. 77U h
VEELTREINDAR— MR T HILENRS D £7,
A7974 username suppswitch a— VL EERLET,
A7975 password password H LN —YF L DNRAT — REER LET,
27976  dotlx supplicant force-multicast ZI=F X A RNELIFEAFXY AR Xy FOWTI N ESE LT3
BIZAA w FITHEINZ~ LT F ¥ 2 b EAPOL Zi/ &k E 3£,
T EY, NEAT BRI _RTCOFA RN = RTOVFIY B b AL v
FTCHETELLIICH D E7,
27977 dotlx supplicant controlled transient | ({f-3%) ZEIFHARITICY T U By F B— ST S 74 v 7 %
Ty I THELICAAL v T ERELET,
(G¥) BPDUV— FRA—k T4 —H% A vF ETAFX—T LT
boGE, Z0avy NEFHTLZ L E2RIHELET,
A7978 interface interface-id METAR—INEEEL, AV ¥ —TxAf A AT 4 X2l — g
E— F&BaLET,
ATy79 switchport trunk encapsulation dotlq |/ R— %2 F 57 E— NIZLET,
A79710 switchport mode trunk A A —Tx2A A% VLAN hF 227 R—FELTHRELET,
279711 dotlx pae supplicant Lo B—T oA A% R—F T V2R T 45+ (PAE) 2% 71U %
YhELTRELET,
A79712 dotlx credentials profile-name 802IX Z VF oy TFuadyrANEA A —T o AR LE
‘é—o
279713 end ¥5HE EXEC £— RIZREV £,
A797 14 show running-config interface REAHEIRLET,
interface-id
79715 copy running-config startup-config (EE) 2o 74 FXal—Yay 77 A NVICERERRTELET,
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WOFITIE, AA v Fa2Y TV P LTRET D HELZRLET,

Switch# configure terminal

Switch (config)# cisp enable

Switch(config)# dotlx credentials test

Switch (config)# username suppswitch

Switch (config)# password myswitch

Switch (config)# dotlx supplicant force-multicast

Switch (config)# dotlx supplicant controlled transient
Switch (config)# interface gigabitethernet2/0/1

Switch (config-if)# switchport trunk encapsulation dotlqg
Switch (config-if)# switchport mode trunk
Switch(config-if)# dotlx pae supplicant
Switch(config-if)# dotlx credentials test
Switch(config-if)# end

Auto Smartport ¥4 O %A L1- NEAT DRE

ZA v F VSA TIiE72< Auto Smartport T —HER~ 7/ nziL T, A—tr T4 —% A vF
ERETHIELTEET, FEMICOWTIE, Tduto Smartports Configuration Guide] %2/ 1L T<
7ZEW,

AyrA—FalBE ACL B LU UAAL LY k URL AL = 802.1x F2EE
DEETE
AA v F T 802.1x FRALZFRET 21T, ACS ZRETHLENRH Y £, FHMICOVTIE, [Cisco
Secure ACS Configuration Guide] ZZR L T 72 &0,

~

() AAyFIFvru— LN, ¥V rn— e/ ACL Z ACS TRET 2LENH Y 7,

A— h TOFBFE%. show ip access-list £## EXEC 2~ FEHAHLC, A—hMIF v re—FLE
ACL &R LE T,

Ay 0— FaJgEd: ACL DERE

INGDORY =, 7747 "RRFESIN., 27 TAT L FIPT FLARIP T AL A bT o
T T NMGBMENT B TEDCRY ET, TOBRAL vy TFRF U a— Ra[§E7 ACL Z4h— hMZ
i@)ﬂ L/ij‘o

¥#E EXEC E— FTROFIEEEITLET,

avwyk B
A7971  configure terminal Ja—s b ar 7 4 FXalb—rary = RFERBLET,
A7972 ip device tracking IPFARAA NT X T T—TNEHRELET,
A7973 aaa new-model AAA A F—T M LET,
A7974 aaa authorization network default group T DO HFEEZT— O NVICRELET, FrOFEZHIFRET I
radius /¥, no aaa authorization network default group radius =~ >~
NEfHLET,
A7975 radius-server vsa send authentication radius vsa send authentication Z#R/E L £7°,
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avyFk B
27976 interface interface-id BET AR EEEL, A ¥ —T AR AL T 4 X2 L—
var E—RERBLET,
27971 ip access-group acl-id in K ROATFEDOF 7 41 k ACL 22 E L £,
GE)  acl-id X7 7R VA NOAFIEIXESTT,
27978 show running-config interface interface-id WEAXHRLET,
A7979  copy running-config startup-config (EE) =27 4FXalb—vay 77 A NVIIREERTFLET,

Arooa0— K R O—DERE
e EXEC £— FCHROFIEEZFZEITLET,

ATy71
AT972

ATy73
AT974

ATv75

27976
ATvF1

ATy7 8

avy kR

=]y

configure terminal

Jua—n) ar7 4 ¥al—yary EB— RRefBLET,

access-list access-list-number deny
source source-wildcard log

BETLT FLABLOUA LR —REFEHALTT 740k R— b
ACL Z2EZFL T,

access-list-number (Z1%, 1 ~ 99 F£721% 1300 ~ 1999 @ 10 # %5 ¢
LET,

FHEBR—BLIZGEITT 7 B AZELRT 25513 deny, 77T 5551
permit % {5 7E Li"}‘o
source X, MO Ly NEERFETLHRY NT—F EITEHFA D
EELT RLATY,
e RNy MI& 10#EXRTIZLD 32 By FEOE,
e source ¥ X U source-wildcard OfE 0.0.0.0 255.255.255.255 OE M
ZEWT 5% —7U— F any, source-wildcard i & A J)3 2% M2
HYEEA,
e source ¥ X O source-wildcard ®fi source 0.0.0.0 DMK 4 B k4
%% — Y — R host,
({EE) source-wildcard 'y hZEFLT FLAIZHEMH LET,

(EE) v7xAALT, = U E—ET B 7y MIETHEFERRE X
VT Av—Uha = VIZEELET,

interface interface-id

A VB —T 2 A A7 4 X2l — gy T— RREEBLET,

ip access-group acl-id in

R—=brDAFFHBDOT 74+ ACL ZRELFET,
GE) acl-id 3772 VA NDOLRHIEZIZIEZTTT,

exit

Ja— ) ar7Z 4 Xal—vary BE—RIEDET,

aaa new-model

AAA ZAX—TNIZLET,

aaa authorization network default
group radius

FROFEEZ—INMIHEELET, ﬁT@ﬁ%%éﬁfé I%. no
aaa authorization network default group radius =~ > REZ{fH L F

D

ip device tracking

IPTNNAA NT X T T—T A =TI LET,

[PTARARA NT R T T—=TNET 4 E—7MIT DI, noip
device tracking 7 m— )L a7 4 Fab—ary avr FEEHL

ij‘o
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27979

79710

AFy7 1
ATyF12

A7y7 13

avwyFk

B&

ip device tracking probe [count | UEE) IPTAAR b T o7 T—TNERELET,

interval | use-svi]

e countcount: A4 v FNARP 7 —T7 #EET ORI ERE L F
T, HHETEIHMIT 1L ~5 T, T 74/ I3 T,

e interval interval : 214 v F 7 ARP 70— 7 2 HEET 5 £ TlIahs
BrarpgT 2050 (RHEA) 2% ELET, BE T H#MHIL 30~
300 B Cd, 74/ ME30HTT,

» use-svi : Switch Virtual Interface (SVI; A4 v F A v ¥ —7 =
AA) DIPT7 KLV A% ARP 7u—70%FELE LTHEHLET,

radius-server vsa send authentication |~ ¥ —FEHBEEEZBHLEHATE7-01. Ry NIT—F T 7R H—

NERELET,
GE) Hvrwv— AR ACL BT OMLENRH Y 7.,

end

Fite EXEC £— FICRED £,

show ip device tracking all IPFNRAR FT xR s T—=7NANOT FUICET BIEREERL

=7,

copy running-config startup-config (EE) av 74 Xal—val 7y A VICRELRTFLET,

WIZ, Foora— KRRV —DAA v FE2RETDHHEZRLET,

Switch# config terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config)# aaa new-model

Switch (config)# aaa authorization network default group radius
Switch (config)# ip device tracking

Switch (config)# ip access-list extended default_acl

Switch (config-ext-nacl)# permit ip any any

Switch (config-ext-nacl) # exit

Switch (config) # radius-server vsa send authentication

Switch (config) # interface gigabitethernetl/0/2

Switch (config-if)# ip access-group default_acl in

Switch (config-if)# exit

VLAN ID X—X MAC LD TE

¥t EXEC £— FCTROFIEEZFITLET,

avwvFk BHE
27971 |configure terminal Jua—sb Ay 4 Falb—rary - e
LET,
27972 |mab request format attribute 32 vlan access-vlan VLAN ID _X— 2 MAC 3% A4 2 — 7 VI LET,
27973 |copy running-config startup-config ) av 74Xl —vay 77 A NVICERTES
RIELET,
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VLAN ID X—2Z MAC RBFED AT — X A% i T2 show 2~ FiddH Y £H¥ A, debug radius
accounting £ EXEC =~ F&flifl L T RADIUS J&%: 32 2R T £9, Z0a~r ROFEHIC
DWW TIX, [Cisco 10S Debug Command Referencel % ZH L TL 7230,
http://www.cisco.com/en/US/docs/ios/debug/command/reference/db_ql.html#wp1123741

WOHTIL, AA »FTVLANID *—2 MAC §BiE% 7/ 0 — A 2 —T W T B kxR LE
\?AO

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config)# mab request format attribute 32 vlan access-vlan
Switch(config-if)# exit

EER G EREIER DR E

¥t EXEC £— FCTROFIEEZFITLET,

avyv Rk B
A7971  configure terminal Jua—\) ar7 4 X¥al—vary T— RFEBBLET,
A7972 interface interface-id WETAHAR—IEEEL, A2 ¥ —TxAf A AT {Fa2l—
vary EBT—REHBELET,
A7973 authentication order [dotlx | mab] | (EE) B—Fr L CHEHISNAIRAFESFRDIEFERELE T,
{webauth}
A7y74 authentication priority [dotlx | mab] | EE) BAHFRXEeR—F FI9A4 4T 4 VA MIEBMLET,
{webauth}
A7975 show authentication EE) RTEEHERLET,
Z79y76 copy running-config startup-config EE) =2v74FXalb—ay 77 A NMIBRERHRTFELET,
/k — kﬁ‘ﬁf%ﬂ 802.1x u:qu%uiﬁfbfﬁ)% Web munié’7ﬁ"—ﬂ//\/7ﬁ{£k Lfgﬁij—é{ﬁj%
R Liﬁ“o

Switch# configure terminal
Switch (config)# interface gigabitethernetl/0/2
Switch (config)# authentication order dotlx webauth

Openix DHTE

¥t EXEC £— F TIROFIAZETL £,

avwUFk B#
27971 configure terminal Fa—rL ar T 4 ¥al—ay B REBEBLET,
A7972 interface interface-id BEGTAR— P EEEL. A F—T 2 A AT (Fal—

ary E—RFERIBLET,
A7973 authentication control-direction {both | in} (EE) R— il EZE—FRET— RELITINFHE— FI2sk
LET,

A7974 authentication fallback name (EE) 802 1x #HirEHFR— N LR WIZFTA T NHO 7 +— 1
Ny 7 FikE LT Web Bk EAT AL IR — MR ELET,
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avyFk B#
A7975 authentication host-mode [multi-auth | (EE) B— M LTI~ —Vy T— REZHRELET,
multi-domain | multi-host | single-host]
A7976 authentication open (EE) R— b ETCAH—T 0 T I/ BRZAF—TNEZITT 4
=7z LET,
A7977 authentication order [dotlx | mab] | (EE) R— P L THAINARETEFROEFEZHZELET,
{webauth}
A7978 authentication periodic (ER) A— M ECTHBEHEEA XA —T NV EIET 4 E—TMITL
ES RN
A7979 authentication port-control {auto | UEE) A— MOFFAAT— NOFEGIEZ A 2 —T ML ET,
force-authorized | force-un authorized}
A79710 show authentication T BEFHERLET,
A7y71  copy running-config startup-config (FE) av74Xal—ray 77 A NMIREEETFLET,

R OFIC

T, R—=brOAF—F U Ix ZRETDHHiEERLET,

Switch# configure terminal

Switch (config) #
Switch (config) #
Switch (config)
Switch (config)
Switch (config)
Switch (config)
Switch (config)

( )

#
#
#
#
#
Switch (config) #

R— FET® 802.1x

802.1x

interface gigabitethernetl/0/2
authentication control-direction both
au ten tic at ion fallback profilel
authentication host-mode multi-auth
authentication open

authentication order dotlx webauth
authentication periodic
authentication port-control auto

BN T+ E—TILiE

BAEZ AR — FTT 4 E—=7MZT 5IZ1E. nodotlxpae f V' F—T AR AT fFal—

vayv avwr REHFEHALET,

A— kT 802.1x
JEI3AEE T

BALET 4 B—7 ST HITIiE, FiE EXEC E— R CTROFIRZFATLE T, ZOF

== SV B
A7971  configure terminal Jua—sr L ar 7 4 Xal—ay T— RelBLET,
ATy72  interface interface-id %z“ﬁzﬁ*éﬂf— FEIEEL, A ¥ —TxA A 374 F¥al—ay
— F&BBLET,
A7y73  no dotlx pae H— bk BT 802.1x BiF%E T 4 E—T M LET,
27974  end ¥ EXEC E— FNITEY £9°,
27975 show authentication interface BHEAMIRLUET,
interface-id
A7976 copy running-config startup-config (EE) av 74 X2l —ray 77 A MIBRTEEERTFLET,

802 1x Port Access Entity (PAE; -

R=NT I BAZTUT 4T 4) =T 4r—X2LLTHR— %

FXET DX, dotlx pae authenticator f > ¥ —7 = 1 A :/74%":1/ varvavwry REHEAL

ifo_@ REClE, R—
T ENETEA,

kT 802.1x A R —

TR Y T, R

A— MR SN 747 b
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IEEE 802.1x R— FA—XBEEDEE

802.1x

ATyF1
A797 2
A7973
ATy7 4

AT975

ATv7 6

802.1x DM ERS L URT—2 20K M

WOFITIZ, A= FD 802.1x BAEE T 4 E—T M D HEERLET,

Switch (config) # interface gigabitethernetl/0/2
Switch (config-if)# no dotlx pae authenticator

BB EDT 7HIL ME~ADY €Y +

802.1x BRAERE &7 7 4 /v MEIZETIZIL, i EXEC £— RCTROFIEEZFITLET, ZOFIRIL
EETT,

avwvF By

configure terminal Ja—s L arZ 4 Xal—yvary ®T—RelBLET,

interface interface-id AV H =T AT 4F¥a2alb—ary T—REHBL, RETD
A—hraHELET,

dotlx default 802.1x RTZ A—F % T 7 /L MEIZE LET,

end ¥k EXEC E— FIZR Y £,

show authentication interface REZMRBLET,

interface-id

copy running-config startup-config (EE) a7 4FXalb—ay 77 A NVCREXRELET,

802.1x DFEHFHME L VR T—2 ADRTR

T RTOR— MNMIBET 2 802.1x #aHEHH ZFK T 51213, show dotlx all statistics 554 EXEC =2~ >
FEFERHLET, FEOR— MIBET 5 802.1x #itE#H 2 £/~r7 512X, show dotlx statistics
interface interface-id ¥# EXEC =~ RZEA L £ 7,

AA v FICET D 802.1x HHIB L OEER T — % X & K7 T 5HIZIE. show dotlx all [details |
statistics | summary] #i# EXEC a2~ REHEHA L ET, FFEOR— MIBT 5 802.1x FELE L U'E)
fEAT —H A% FrT 5I121L. show dotlx interface interface-id ### EXEC 2~ R&EHH L E T,

Cisco IOS Release 12.2(55)SE LA TiX. no dotlx logging verbose 72—/ 3L a7 1 F=2b—ig
vavwry REFERLT, JLER 8RIXBIEA v E—VE T4 Z ) 7 TEET, Bilvx—Vy
CLI =~ K] (P.10-10) 2L T 7ZEW,

M7 4=V FOFFIZONTIEE, 2OV Y —RCHIETHa~vr N 77 Ly AZBML TS
AN
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