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rmon collection stats

rmon collection stats

A=V Fy b ITN—T0iH (Te—FFr A MBI AT Xy R N 7y MBI AHEHAEOHR
. KmETESRE (CRC) BAMT I —BIOERICHETI = I —FHitbEat) 2INETHITT,
rmon collection stats { > ¥ —7 A X a7 4 Fal—var avr ReE#FHLET, 7741
BEICRETICIE., 20oa~vr Fono BREHFEHLET,

rmon collection stats index [owner name]

no rmon collection stats index [owner name]

YUBYYADHEHA  index Remote Network Monitoring (RMON) R A 7 v 7 A, FEETE
HHEAPHIL 1 ~ 65535 T9,
owner name ({-&) RMON IUEDFTHH
T+ RMON FEEHEHINEILT « E—7 VT,

a2 kK E—F AV H—T A A AT 4 Fal—ay

%Y FOEE Y- EERE
12.1(11HAX oAy KBNS E L,

FRALEDHL FS4Y RMON HEtHE@INEa~y Rign— Ry =7 I ZICESHTOET,

1 WOFEITIE, FTEE root ® RMON #EHERZINET D FIEEZRFLET,

Switch (config)# interface gigabitethernet2/0/1
Switch(config-if)# rmon collection stats 2 owner root

FRIE X MEFRT 5121, show rmon statistics 574 EXEC =~ > FZ AN LET,

EEaTUF =Y BIL]
show rmon statistics RMON #EHEHa R R LETS
SCERIZ OV TIL, [Cisco I0S Configuration Fundamentals

Command Reference] Release 12.2 > [System Management
Commands| > TRMON Commands] ZER L T 7230,
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M sdm prefer

sdm prefer

Switch Database Management (SDM) U Y —2EIW Y CCHAT LT 7L — FEERET DI

sdm prefer 70—/ )L 2> 7 4 Xal—var avwry FEERLET, 77— FE&H L'C A

%AUV~X%%D%15 kf 7TV = a TSN OBERRERKRIRICY R— FTEET,

TS —MEHEHTS CEY, 2=F v A V=T 4 T EIL VLAN RETY AT AFIHE

é”ﬁﬁkﬁﬁ L7b, 77)/7 X 77— (Catalyst 3750-12S 720}) T A7 vy 7 T 71—
WERLIED, 727V IPV4/IPv6 7> 7L — b ERIRLTIPV6 74V —F 4 7 %Y AR — LTz

Df%i¢0?7ﬁwkm%y7v~kmﬁﬁmm\:@:va@no%ﬁ%ﬁ%Li¢O

sdm prefer {access | default | dual-ipv4-and-ipv6 {default | routing | vlan} | routing |
vlan} [desktop]

no sdm prefer

DUy ADEBA  access Access Controll Lists (ACL; 727 &% v hu—/L U X k) O AT AL
BERKBIZLET, ACLBREEDHLHEE., 2077 —M2ERALET,
default AL FTT 7N EDOT T — e fEHTH L9 IC%ELET, Catalyst

3750-128 ZA v FTlE, FI7ANNDFAZ by 7 Fo 7 L— MIRET D
IZIE, desktop ¥—V— RZEHLET (FAZ by AL v FTT 741
NOT AT by T F U T L— MIRETDIN, BT T7IVT5—F AL T
TTFI7 AN DT 7V =4 T 7 L— MIEET HICIE. no sdm prefer =
v REMEHLET),

dual-ipv4-and-ipvé [Pv4 & IPV6 B DN —T 4 V7Y HR— 5707 — b E@RLET,

{default [routing [ = 0 1 IPVA L IPVE D LA T 2 & LA T 3 OHRE R B I B R S

vlan} +

e routing : IPv4 RV v —_X—2 VL—F 4 > T % ETe IPvd B I IPv6 /L—
TAVTDOVAT AMERAEREZRKBIZLET,

e vlan : [Pv4 & IPv6 ® VLAN O A5 MR R RBIZLET,

routing =X Y AN N—T 4T DVAT AMEARERRKBIZLETST, BE. 20T
VL= EXY NI ORI HIN—FEZRZT TV THEALE
‘d—o

vlan VLAN OV AT AMERARERKBIZLET, 20T 7 — NI, v—%4
VITLBEWLA Y2 AL v TFOFERAICH LTV AT A Y Y —RERKIZ
7

desktop Catalyst 3750-12S A A v F (T 7 V5 =% STV — R "RT 740 1) k72
T L. desktop default, routing, vlan ®7 > 7L — hZRIRL F9°,

TIAIE FIZFN DT T L— MEITRTOBESYEICEES ST,

T
H
I
™.

av Yy Ja—R") a7 4 Xalb—g v
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sdm prefer W

avY FOERE

yy—2 EFENE

12.1(11)AX oy RRBMERELE,

12.1(14)EAl TV —=2 T —FBREBMESNE L,

12.2(25)SEA T 27 )V IPv4/IPv6 7> 7 L— F MBS N E LT,

12.2(25)SED TR T L= FRBISE LT,

12.2(25)SEE F 2T IVIPVAIPV6 V—T 4 7 T L— BB EnE Lz,

BEREDAA FS54>

DREZANT DIE. A v TFE2 ) n— RT3 L5ENHY £7, reload Frtf EXEC a<wy K%
7\7‘]‘?”%) AL, show sdm prefer =~ > K% AJJ9 % &, show sdm prefer aw R . BUZESE A
LTWD 77— BLB™) e —RRICT 7T 4 71577 L—Fh %Téﬂif

FRAI Ny 2L v FIZ, TAIZ vy TP T — T EYR—NLET, TV —% 2 A vF
(Catalyst 3750-12S) IT A7 hy TRBIOT IV F—4 Fo 7L — O GEPR— LET, 77
VE—B AL v F LT, FAZ by T F—U—REANLEVEE, T2V F—2 T 71— his#
WENET,

TRTCDOAL v 7 AUN—FF—DSDM T AZ by TE7FT7 7V =% T —hk (RF T
VAR — FIRTE) BHERLET, HILOWAL v F AUN—RN2Z v 7 TBEBNENTHE, v AX—
FIZEEENLTWS SDM OFTEIZ, AAvF a7 4F¥alb—ay 774 LVEBLXONVLAN & —%
NR—R T A )VERBEIC, Her DAL v FTRESNEZT VL — b2 EEXLET,

AA v F AB T TIPVO N7y NEAL—T 4 T T HIT1E, AF v THNOTXTDOAAL »F TIP
P—ERA A A=V EFETLTVDRENRD Y £9, st (IPv6Options) ZHi->/37 > KPS, IPV6
N7y NMIAF 7 EON—=RU 2T Th—T 4 T ENDTD, AL vTNN—FR7=T7 JJ—R
EEWREZTZEEHY A,

AUNR—=PwAS— A, v F FTETENTWAET UL — a2V R— M TERWEE, AL vFiL
SDM 2 A<=y F T—FICAY, ~AF— AL v FNSDM T 7L —rE2ERB LRI IICLET,
FOBE, AAVFIFAZ Y T DAL NR—L LTHEETEER A,

o wRAH— AA vF M Catalyst 3750-12S T, 77 V55— T T L — LT AT by T T 7
V—RMIZEEL, A v TFxIVu—RNLERE, AF I RIERTRAY by T 7 L— &
EFRLK% ECEELET, 2D, Ternary CAM (TCAM) > MU OB T A7 by T T
FL— b OV A REBRTHGE. RENKDOND WRERH Y £,

e Catalyst3750-12S ¥~ A ¥ — LT v TV —baT AT vy T T T VL — R LT TV = T
TU—MIEEL, AfvFx2IVa—FNLEHEE, AFZ Y I DAR=ThHolcT XTDT R
ko7 A4 v FILSDM 2 A< v F F— RICAD £,

o TUUVF—F TUTL— FEFETLTWS Catalyst 3750-128 A1 v F %, VAX—RNT A b
T AL T DALy TIEBMT %56, A¥ vy Ik, vAX—ETEBRINTNET A by
?/fv~bf@¢Li? Z0EH, TCAM = R DENRT A by 7 T L— kDA
A& 2 726, Catalyst 3750-12S A >3 — LEICH D EITRDOILDATEEERH D 7,

ALy 7 ICETDHMERIZ. Y7 b7 ar7 4 ¥al— 3 HA RO Managing Switch
Stacks] DEAEZZMRL T ZE W,

TIEBATUTL—hMI, 2HOT778A a3 ba—1 U A (ACL) IZ6STE2 L5 ACL @
VAT A YY) —RAERKRRBIZLET,

FTIFN DT T L —RE, VAT AU Y —RAEBEHEHLET,

sdm prefer vlan [desktop] 7' 72—/ )L a7 4 Xalb—var av s L, =T 47 L0V A
Y2AA v F 7 HAMNE LT AL v F EETTHERNLET, VLAN 77 L— R 2T 255,
VAT AL VY =RAFN=T 7 2 P UICTRENE A, V=T 4 7Y T b =T THEITS
NWET, ZOHA. CPUICARRNNY V=T 4 T DT 4 —<  ZARKIBITART L E T,
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M sdm prefer

AA v F ECNV—TFT 4 U ITPA RX—T NI TGS V=T 47 T 7 —EfA LR
WTL 72 &, sdm prefer routing [desktop] 72— 3L 27 4 Falb—ay avy N2 AT
HIET N=T AT T T = Da=Fy A V=T 4 VTIZHN YT AT Y 2 OMEIC
EHSERVE T LET,

AZA v FTIPVO =T 4 ¥ T A X—=T T L2V gEIE, IPv4/IPv6 7 7 L— h & L7 ¢
< £ &\, sdm prefer ipv4-and-ipv6 {default | routing | vlan} [desktop] 7 2 —/ 3L 27 ¢ F =
L—vay avy ReEANTLHE, VY —ANIPv4 & IPV6 IRV 3T b T, IPv4 74T —F 1
ZIZHED S ToncY YV —ABHRINET,

#% 2-17 W2, TR by TERBFTI7VF—F% AL v FOIPVARET 7L — b ENENRTHHR— b
ENLEY Y20 EERLET, T L — FNDOMEIL, 8§ DDN—T 4V ITRHBDOA L H—T =
A ALK 1000 D VLAN IZHESWTEY, 77— bBRBBRENEZHEONN—F U= TERE > b
O ZRLTWEST, "—FRU =7 VY —2ADE I a rRNEHRoRe, RETEXRWEOFT~
TCPUICERFEEND D, AL v TFONRT —< L AZEHELIFEERLET,

® 217 IPv4 72T L— Mk > THBEShSHEE) V- ORE

TR by F FoFL—¢ TIUS—=2 FoTL—F

FOw T4+ |L—T« FOw |TI24+ |L—T«
Jy—2R A 1% 2 VLAN |z 1% 2 VLAN
=% XA MAC7 FL X 4K 6 K 3K 12K [6K 6 K 6 K 12K
Internet Group Management Protocol (IGMP; 1K 1K 1K 1K |IK 1K 1K 1K

A HF—Fy N TN—TFH T han)
IN—TFBIRLFF¥ A L—|

=% % Ak L— | 6K 8K 11K 0 12K |I12K |20K 0
o IRA MZEREE 4K 6 K 3K 0 6K 6K 6K 0
o [EEEL— K 2K 2K 8K 0 6K 6K 14K 0
B —R—R2A N—F 47 TR 512 0 512 0 512 0 512 0
arvirrm—nL Y (ACE)

Quality of Service (QoS) 77¥E? ACE 512 512 512 512|896 896 512 896
%215 4® ACE 2K 1K 1K 1K 4K 1K 1K 1K
L1 ¥ 2 VLAN 1K 1K 1K 1K |1K 1K 1K 1K

R 2-181C, TAY by TERLEIT V=2 AL v F DT 27 )V IPVAIPV6 7 7 L— M ERENT
PR—=FENDIE) Y —AOMEERLET,
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sdm prefer W

* 2-18 Fa1FIIPVA/IPv6 T TL— Mo& > THESh D) V—XDIRE

TR by 7 IPvalIPv6 T TL—bk |75 U 45—4 IPv4lIPv6 T FL—F
)y—2=R TN E W—F4>%5 |VLAN | FI+IL+ L—F1>%5 |VLAN
=%y A MAC 7 FL X 2K 1536 8 K 2K 2K 8 K
IPv4 IGMP /' W —7 B L~ LFFx¥ 2 b 1K 1K 1K 1K 1K 0
JL— k
IPv4 ==% v A k b— hDOAE 3K 2816 0 3K 8K 0
o IPv4 R A MTE S 2K 1536 0 2K 2K 0
o [E#E IPv4 L — | 1K 1280 0 1K 6 K 1K
IPV6 ¥V FF ¥ A+ Z—F 1K 1152 1K 1K 2176 1K
IPv6 2 =% A k b— b DEEF: 3K 2816 0 3K 8K 0
o HEIEEEHFE SN IPV6 T LA 2K 1536 0 2K 2K 0
o M#EIPV6 Z2=F ¥ &  jb— K 1K 1280 0 1K 6K 0
IPv4 RY o— _—2 L—F ¢ 7 ACE 0 256 0 0 512 0
IPv4 £721% MAC QoS ACE (&3 512 512 512 876 896 876
IPv4 £7213 MAC ¥ =V 5 1+ ® ACE 1K 512 1K 512 1K 1K
(&3Eh
IPv6 KV v— RX—2 L—F ¢ 7 ACE! |0 255 0 0 510 0
IPv6 QoS ACE 510 510 510 876 510 876
IPv6 % = U7 1+ ® ACE 510 510 510 876 510 876

L. 2OV U—ATH,

]

IPv6 R Y v— R—=2 )L—F 4 VT EYHR— S TWEHEA,

WOEITIX, TR Ny T AA v F ETT IR F o L— R eBRETHHEEZTRLET,

Switch (config)# sdm prefer access
Switch (config) # exit
Switch# reload

WOFITIE, TAI by T AA v F ETA—T 407 T 7L — b eRETDHEEZRLET,

Switch (config)# sdm prefer routing
Switch (config)# exit
Switch# reload

ROFITIE, 77V T5—=8 AL v F ETTAI by TP N—FT 47 T T — b eRET D HEER
LET.

Switch (config)# sdm prefer routing desktop
Switch (config) # exit
Switch# reload

WROBITIZ, TAZ vy T AL v F ETT 74N RNOT 2T )V IPVAIPV6 7> 7 L — N ERET D
EERLET,
Switch (config)# sdm prefer dual-ipv4-and-ipvé default

Switch (config)# exit
Switch# reload
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M sdm prefer

WO TIE, AA v TFOT T — b aeT 74NV DT T L— MNIEFRET B HEERLES, 77V
e 2L v F LTI, ZNET 74NV OT TNV =2 T T — T, TAZ by AL vF Lk
T, THIETFT 74V DTFAZ hyF T 7L — NTT,

Switch(config)# no sdm prefer

Switch (config)# exit
Switch# reload

ROBFITIE, 77V 52 AL v F ETCTRAI by P TI74NV T T V= baRET DHEEZRL
£,

Switch (config) # sdm prefer default desktop
Switch (config)# exit
Switch# reload

REZ IR T 512X, show sdm prefer #7# EXEC 2~ > REASLE T,

avw> kK EL
show sdm prefer RAEFRAINTWS SDM 7 7L —h, E3iET L0 V—2%E Y
TOMBEIC L AR AfERT 7L — b E2FERLET,
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service password-recovery W

service password-recovery

DBy ZADERHE

TI2HIE

avYkE—F

NRAT—=ROEEA N =X L% A X—T N (T 7/ ) IZF5IZIE, service password-recovery 7

= L a7 4 Fal—vay avy REfHLET, ZOAD=XLTIH, A v FITYRIC

TIRATHT RN =PI AL v FOBREAREZ [Mode] A ¥ v & L CEBE) Y 1 & 2 % ik

L, HTILWARU—RZEDYBTHZ ENTEET, NAV— NEIEHEEO—HE2T 1 E—71ICT 5

Wi, Zoa<vr Rono BREFEALET, RRAT—REEAD=XART 4 B—T NI 5 L,

IRV ATLET 7 ANV IREICET ZEICRIBELEZGERE T, 7— 8 7reX 2Pt £7,
service password-recovery

no service password-recovery

Zoavwy R, 5IEELITF—U—FEH D A,

NRAY— REE A B = X AFA FT—T L TT,

ryua—R) a7 4 FXalb— gy

avY FOERE

BEREDAA FS54>

Jyy—= EFERA
12.1(11)AX Coawy REMShE LT,

VAT KAEPEF 1L no service password-recovery =< REHEF LT, /XA U — FEEHKIED %
TAE=TMCTEES, ZHCEYV = Fa—FE YAT &7 74V PREICKT Z LICHE
LEEGERET, RAU—R&2 )&y hCEET,

NAT— REEPIEZERT 52, A4 v FITWENICT 78 2T 52 —91%, EE OB AR,
BEUH— N 1X O El2&H% LED BT LTH5 1 ~ 2 BORIC [Mode] R4 v & LEF, Ry
BT L, VAT AIOHELE BT £,

NAY = REEA D= ZXLNT 4 B =T NVDBHE, ROA vt —VRERRENET,

The password-recovery mechanism has been triggered, but
is currently disabled.Access to the boot loader prompt
through the password-recovery mechanism is disallowed at
this point.However, if you agree to let the system be
reset back to the default system configuration, access
to the boot loader prompt can still be allowed.

Would you like to reset the system back to the default configuration (y/n)?

| OL-8552-07-J
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M service password-recovery

S

GE) =PRI AT LET 74N IREICT Y b LARWEE, [Mode] RZ U EHS/Z2NEXLHEIUTL S
WCBHEOEB e ARFITLET, 22— PRV AT LEZT 74NV MREICY By MT2DZEEBRL
A, 7T vva ARV Dar7 4 Falb—rvar 7y A ADBRHIRIN, VLAN 7 —4X—2 7 7
AL :ibcl:U‘ﬂash vian.dat NHLHRITITZDOT7 7 A LV HHIBRES U E T, no service
password-recovery =~ > REZEHAL T, = K 2—HFDORRXRT— K 77 2%H#lT 255, =
R =R R2AT— REEFIEZEH LTV AT L%ET 7 40 MECRTRRESZEL, AA vTF L
IXBIDOHATIZ config 7 7 A VDA —ERF L TE L HERLET, A1 v F EIZ config 7 7 A /L
DRy 7T v TERRIFLRNTIEEN,

ZA /?“75§ VLAN Trunking Protocol (VTP; VLAN FZ ¥ 7 7'a hajl) EiE— R TEHEL T
WHHEA, viandat 7 7 AL AL o F EEIBIOBFIC A —EREFEL TR 2 2L ET,

service password-recovery ¥ 72!d no service password-recovery =~ Fx A ¥ v 7 ¥ AZ— T
AN LTSS, 23y RIERA Y v 7 RRIEF SN, AZ Yy 7RO TRTOAL »FIZHEAINET,

INAY— ROBEENA 2 —TNVINT 4 =TV EHERT 521X, show version f5# EXEC =2~ K
EATTLET,

] ROBTIX, AL v TF LELIFAAL v TF AL v 7 LTARRT—REE%2T 4 =TT 5 HEER
LET, 2—FIET7 74V PRECET ZLICRELESGERET, m2AV—FRa2Uty FTEET,

Switch (config) # no service-password recovery
Switch (config)# exit

BEa<TF avwvk BL
show version N=Ry 2T BLORT 7 =27 =2T7ONN—Va NEREERLE
7T
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service-policy W

service-policy
policy-map =~ > FTEZREINIZRY v— vy &, WEKR— kD ASE 1L Switch Virtual
Interface (SVI; AA v FARAEA & —7 = A A) @M T HITIE, service-policy £ ¥ —7 = A X
ArZ4Falb—varavry FefLET, N v— <y 7 LR — OIS ZHIERT 21203,
Zoavwy RO no BAEMEH L ET,

service-policy input policy-map-name

no service-policy input policy-map-name

SR YHADEB  input policy-map-name MEAR— MEIESVIOATNZ, BELLERY v— <y 7 52EHLE
7,

S

(GE)  history ¥—U— R, a~>r RIA42O~T A M) U CEERENE TR, FR—-FERATHE
Fh, ZOF—U— RPNE L7-FEHERITEE L £3, output ¥—7V— KL HR—hIh T
Ao

FIFIE A—MAY— vy FIFHEHAINTOEE A,

avY kR E—F Ao B —T xR AT 4 Fal—Tgr

vy FORERE y1yy—=x EENE
12.1(11)AX Zoa<wy RRNBMERE L,
12.2(25)SE KUY v— ~ oy TEYEAR— b EE SVIICHEATE £,
12.2(25)SED R v— <y 7% SVIICHEHTE £,

FEREDHAESAY HR—FENEEY v— v 7iE, ANFE— M1 273 T,

R v— vy FIIWEAR— FEIZ SVI TRETEE T, MWK — I no mls qos vlan-based 1 >~
=T xR AT 4 Fal—rary avy REfifH LT VLAN ~<—2 Quality of Service (QoS)
EFAE—=TNCT DL, K= MR = XN=Z2DRY v— <~ v FE2FEETEET, nomls qos
vlan-based f > ¥ —7 xA A a7 4 FXal— gy avy FEHEHRLTHYIHAR— T VLAN ~—
A QoS A F—TNMZTDHE, TTILHEFADHR— K X—2 KY v— <o INHIREINET, BE
RV — <oy 7ERELTSVIICHEATLE, AV F =Tz A LV KR — vy TRAS U —
Tz A AT INET,

RYv— vy 7L, WEAR— FEIESVI LOEE NI 7 4 v 7 1A TEEF, VLAN LLOR
Vo= vy P TREESNEZEZ TR LT, B4 0 F—T 2 A LV RY v— vy T HRIE
TEFET, BERY v — v lZo0nTiE, 2OV YV —RZKETDHY 7 hU=T a7 4 Falb—

v 3y A KT [Configuring QoS) DEZBMML T Z &,

Catalyst 3750 R4 v F a2 F YI7L VR
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service-policy

7l

A— MERIRREAZ A L= (72 & 21X, mls qos trust [cos | dscp | ip-precedence]) &R U 2 —
~ w7 (=& z2IE, service-policy input policy-map-name) 1XFIFHIZIEE TE £ A, KEITITbN
TREIC LY BIOREN EESERET,

police aggregate =~ R TRV v — =72 10X HEYy b A —F Xy F A F—TxA A
WEHT2E, =722V ET,

WORITIE, MEATI AR — MZ plemapl #EAT 2 HFEEZRLET,

Switch (config) # interface gigabitethernet2/0/1
Switch (config-if)# service-policy input plcmapl

WOBITIL, WELAE— b plemap? Z IR 5 HiE %7 LET,

Switch (config) # interface gigabitethernet2/0/2
Switch (config-if)# no service-policy input plcmap2

W OB TIE, VLAN ~—2 QoS WA F—T7 NDFEIZ, AJ) SVLIZ plemapl %569 2 k%R LE
T

Switch(config)# interface vlan 10
Switch (config-if)# service-policy input plcmapl

WOFIL, BEERY > — <~ F&2{ER L. SVIICEAT S HiEZ R L THET,

Switch> enable

Switch# configure terminal

Enter configuration commands, one per line.End with CNTL/Z.
Switch (config)# access-list 101 permit ip any any

Switch (config)# class-map cm-1

Switch (config-cmap) # match access 101

Switch (config-cmap) # exit

Switch (config) # exit

Switch#

Switch#

Switch# configure terminal

Enter configuration commands, one per line.End with CNTL/Z.
Switch(config)# class-map cm-interface-1

Switch (config-cmap) # match input gigabitethernet3/0/1 - gigabitethernet3/0/2
Switch (config-cmap) # exit

Switch (config)# policy-map port-plcmap

Switch (config-pmap)# class-map cm-interface-1

Switch (config-pmap-c)# police 900000 9000 exc policed-dscp-transmit
Switch (config-pmap-c) # exit

Switch (config-pmap) #fexit

Switch (config) # policy-map vlan-plcmap

Switch (config-pmap) # class-map cm-1

Switch (config-pmap-c) # set dscp 7

Switch (config-pmap-c) # service-policy port-plcmap-1

Switch (config-pmap-c) # exit

Switch (config-pmap) # class-map cm-2

Switch (config-pmap-c) # match ip dscp 2

Switch (config-pmap-c) # service-policy port-plcmap-1

Switch (config-pmap) # exit

Switch (config-pmap) # class-map cm-3

Switch (config-pmap-c) # match ip dscp 3

Switch (config-pmap-c) # service-policy port-plcmap-2

Switch (config-pmap) # exit

Switch (config-pmap) # class-map cm-4

Switch (config-pmap-c)# trust dscp

Switch (config-pmap) # exit

Switch(config)# interface vlan 10
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service-policy W

Switch (config-if) #

Switch (config-if)# ser input vlan-plcmap
Switch (config-if)# exit

Switch(config)# exit

FRIE MR 5121%. show running-config $5# EXEC =~ FE AN L £,

BEa<TFR avw vk £
policy-map BEOR— MCERARERRY) V— vy FE2ERELRIELEELC, y—t
AR —ERELET,
show policy-map QoS RV v—~=vFrFFLET,

show running-config ~ XA v FOETaL T4 Fab—Ta r2RRLET, HUFRICONT
i%. [Cisco I0S Configuration Fundamentals Command Reference]
Release 12.2 > [File Management Commands| > [Configuration File
Management Commands| Z3#R L T 7230,
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W  session

session

REEDAZ v 7 A N—IZT 78 AT %7H, Catalyst 3750G Integrated Wireless LAN Controller A
AvyFOary ba—JT77EATHIZE, AF¥ v v AX— T session FitE EXEC 22~ F&ff
MLET,

session stack-member-number [processor 1]

VOB ADBBA  stack-member-number AUN—FSEREELET, RETEIHHIT 1 ~9 T,
processor 1 LR By arosiser vty ¥ (Catalyst 3750G Integrated
Wireless LAN Controller 2 A v FDfAIAAH L hu—TF) ZFEL
¥4, 2OX—U—FKE2ANTHE, 2 bue—7 Command-Line
Interface (CLL; a~> RIA > S X —T A R) BFERATEET,
GE) Zox—U—FKiE, UM YLALAN v ha—F 24 v F72
FizEA s ET,
TI4IE F7FLMIERSHTOER A,
avy kK E—F ya—L ar74X¥al—vay
avy FOBERE yyy—=x EERNE
12.1(1HAX Soawy FBMSE L,
12.2(25)FZ Catalyst 3750G Integrated Wireless LAN Controller 2 > 5 @ processor

EREDHA R34

]

F—U— R BIMSIVE L,

AUN—IZT I ERATHE, AUANA—DFENRVAT A Fa 7 MOGBEMENET,
AUN— AL FIZT 7 BATBHIZIE, AKX =5 session 2~ REEHL £,

W he—J 27 7 BRAT DI, vAY —FEARAZ L RT7ry A1 vF b, processor 1 %
FEE L CTsession =2~ FEFHLET, RZ U FTrr AL v FIEFICA =1 TT,
artua—70OCLl (2w RIA 2 A —T oA R) IZEETHIZIL, processor 1 ¥ —7U— F%&
FRLET, ar b= EFRICOWTIE, [Cisco Wireless LAN Controller Configuration
Guidel Release 4.0 #ZR L T 7Z& 0,

WOFITIE, AN—6ZT 78AT LG5 EEZRLET,

Switch(config)# session 6
Switch-6#

Catalyst 3750 R/ yF Av v F YI7L R
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session W

W ORFITIL, Catalyst 3750G Wireless LAN Controller A4 v F (RZ v R7uar EdAX v 7 <A
H—) THDHALNN—20arytue—FT7 AT HHEZRLET,

Switch# session 2 processor 1

(Cisco Controller)

User:
BEa<v R avw> kR H% B8R
reload AN —%Un—RL, REOELEHMILET,
switch AVNR—=DTIFTAFTV T A BEEELET,
switch renumber AUN—REEEFLET,
show switch ALy I BRIOEDA U R=IZHETHEREEL R LET,
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W set

set

2}/ k@ Differentiated Services Code Point (DSCP; DiffServ = — K iR"A > ) F7=1X IP
precedence fEAZRELTIP N7 7 4 v 7 28T 21203, set RV v—< v 7 77X a7 1Fa
L—vayavwr RefALET, V7740 v 2 ONFEEHIRTSII21E,. Z0oa~<2 Ko ne BREE
ALET,

set {dscp new-dscp | [ip] precedence new-precedence}

no set {dscp new-dscp | [ip] precedence new-precedence}

SUBYYADERBE  dscp new-dscp SSHEENTE T 7 4 v 71280 5 THN5H LV DSCP ETY,
FRETE 2HPHIZ 0 ~ 63 TF, —MMITHEA T HHEICK L TIE
==y IAEANTHIELELTEET,

[ip] precedence new-precedence /Y¥EINT- T 7 4 v 712510 ¥ THNDHH LW IP precedence 1E
T, HETELHMAIZO0 ~7 T, — RN AT HMICK L
TEH=—F=v A/ EANTTHIELTEET,

FTI2AILE NS 74y 7 ONBEITERINTVEEA,

T
H
I
™.

avy RV —~wyF VIR a7 4 Fal—g

av Y FORERE yy—= EERAE
12.1(11)AX Ioawy RBEMEE L,
12.2(25)SE ip dscp new-dscp % —V — RiL, dscp new-dscp ICEH I E LT,
set dscp new-dscp 2~ > KX setip dscp new-dscp 2~ RIZERE SN F
L7,
12.2(25)SEC ip ¥—7U— NI3LETT,

BRALOAM RS54y setipdscp KV v —~vF /53X ar 74 Xal—ray awy REFEALERAIE. AA v FIC
FoTZmavry FigAASf vF avr7 4 Falb—a D setdsep ICEREINE T, setip dsep &KV
Vv VTR a4 Fal—var av sy REANTLHE ALy TF arv 4 ¥alb—a v
TIXZ O EIT setdsep & LTHEREINET,
set ip precedence RV > —~v v 7 7 T2 a7 4 F¥alb— 3 av s NEIL set precedence 78
Vo—~y 7 VT2 ar7s4Xal—vary avr RefATEET, AfvTF ar7 4 Fal—
T3 VT Z OFREIL set ip precedence & L TERINET,
FLRY =<y 7ANTIE set av > Retrust R —~vv 7 772 ar74¥al—vayav
Y RERRFICEEETE £H A,
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set W

set dscp new-dscp 2~ > K ¥ 721 set ip precedence new-precedence =~ > RIZ- 2\ TCIE, — A7
W=—F=w 782 ANNITEET, 728 213, setdsep afll =~ REANTEET, 2 set dsep
10 =2~ ROAS LR LTT, setip precedence critical =~ > R& AN TE £, Ziudsetip
precedence 5 =~ ROANJLFRLTY, ¥ R—FINH=—F=v 7 DYJ X MIOVTIL, set dscp
? £721% set ip precedence ? =~ FZ AN LT, 2~ RIA L D~AVT A RY U7 %2FRLTLE
SV,

RKIv—~wv T ar7 o Xal—alr T—RNIRDIITHE, exit 2~ F2MHLEJ, 454 EXEC
FT— NIZRE AL, end 2~ REEHA L £,

Ll ROBITIE A P —=RRESNTOARNTRTOFTP b7 7 4 » 7|2 DSCP i 10 Z#1V 4T 2% ik
ERLET,
Switch (config) # policy-map policy_ ftp
Switch (config-pmap) # class ftp_class
Switch (config-pmap-c)# set dscp 10
Switch (config-pmap) # exit
FXE Z MR T DI2iE, show policy-map £t EXEC =2~> FE AN LET,
GEEESAS avv kR Bt A
class HESNTI TFAS Y THD ST T 14 v 7 3FA—H5M (police, set, BLW
trust KU o —<v 7 752 a7 Falb—vary avr Nokd) 2E#
LET,
police DL 774y 7R P —2ERLET,
policy-map OB — M ATRER R ) v v TEAFRETIIEE LT, —E R
R v—2fEELET,
show policy-map QoS RV v — = v T uaFRLET,
trust class R v —~vv 7 ar7 4 F¥al—rval a~vr RERT class-map 7
R BT 4 Ral—Yay 3wy FEEALTHESRE T 74 v
7 OIEHEREZERLET,
Catalyst 3750 R4 v F a2 F YI7L VR
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W setup

setup

AA v T EPHEIHET DL, setup F#HE EXEC a2~ > REHHALET,

setup

SUBRYHADEER —ooavy NI BIEFERIEF—U—FNEHY A,
avy kE—F ¥HE EXEC
avy FOBE Jyy—x EEAR

12.1(11)AX ZoOavy RABMENE L,

EREDAHA R34y

]

setup 2~ FEMEMAT 52856, WOERPLBEITRY F7,

e IP7 FLABIUYRY NU—T w7

o MEHREEICK T 52U — KD 5t

o AAYTFNITAE awr R AL v TFRBINI FRAXLELTHEAEINDENE H D
setup =~ > K% AJ19 5 &, System Configuration Dialog &\ 5 XMEEEDO X A T u rRnERENE
T AT 4 Fal—vary TuARMBIHh, HRERDL T T ERFRRSNET, F7H
VT NOBRICEREND I vy 3 THENZEIL, setup =~ > FEEAE £ 7213 configure #51E EXEC =~
VROWTIEER L CERESINIZEKEDOT 7 4L METT,
HTR T RTAVT TERAIPRESNET, AT TXRARNIT 7 AT LI, TR T
SEE () ox—% AN LET,
ZER Al L, System Configuration Dialog % 1% £ TEITETIZTHHE EXEC 7' v 7 MIR BT,
Ctl‘l-C %}‘ﬁa Li‘é_o
EENETTDE, By T o7 7ar 80k, 2y N7y vy va VIl Ehizcar
T4 Falb—vary avy N A7 VT ERERINET, RIEZ NVRAM IZRFT D0, b 25 WIERR
EERGEETICEY VT v Tul I aEiida~vry R4 7rr 7 MIRDZENTEET,

KOFITIE, setup 2~ RO HZERLET,

Switch# setup
--- System Configuration Dialog ---

Continue with configuration dialog? [yes/nol: yes

At any point you may enter a question mark '?' for help.
Use ctrl-c to abort configuration dialog at any prompt.
Default settings are in square brackets '[]'.

Basic management setup configures only enough connectivity
for management of the system, extended setup will ask you
to configure each interface on the system.

Catalyst 3750 R/ yF Av v F YI7L R
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setup Wl

Would you like to enter basic management setup? [yes/no]: yes
Configuring global parameters:
Enter host name [Switch]:host-name

The enable secret is a password used to protect access to
privileged EXEC and configuration modes. This password, after
entered, becomes encrypted in the configuration.

Enter enable secret: enable-secret-password

The enable password is used when you do not specify an

enable secret password, with some older software versions, and
some boot images.

Enter enable password: enable-password

The virtual terminal password is used to protect
access to the router over a network interface.
Enter virtual terminal password: terminal-password

Configure SNMP Network Management? [no]: yes
Community string [public]:

Current interface summary
Any interface listed with OK? value “NO” does not have a valid configuration

Interface IP-Address OK? Method Status Protocol
Vlanl 172.20.135.202 YES NVRAM up up

GigabitEthernet6/0/1 unassigned YES unset up up
GigabitEthernet6/0/2 unassigned YES unset up down
<output truncated>

Port-channell unassigned YES unset up down

Enter interface name used to connect to the
management network from the above interface summary: vlanl

Configuring interface vlanl:

Configure IP on this interface? [yes]: yes

IP address for this interface: ip address

Subnet mask for this interface [255.0.0.0]: subnet mask

Would you like to enable as a cluster command switch? [yes/no]: yes
Enter cluster name: cluster-name
The following configuration command script was created:

hostname host-name

enable secret 5 $1$LiBw$0XclwyT.PXPkuhFwqgyhVi0
enable password enable-password
line vty 0 15

password terminal-password
snmp-server community public

|

no ip routing

|

interface GigabitEthernet6/0/1
no ip address

|

interface GigabitEthernet6/0/2
no ip address

| OL-8552-07-J
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W setup
|
cluster enable cluster-name
!
end
Use this configuration? [yes/no]: yes
|
[0] Go to the IOS command prompt without saving this config.
[1] Return back to the setup without saving this config.
[2] Save this configuration to nvram and exit.
Enter your selection [2]:
BREaTU K avwo R B
show running-config 2L v FDEFTaAL T 4 X2 b—a rEFoRLUET, HUERIC

2T, [Cisco IOS Configuration Fundamentals Command
Reference] Release 12.2 > [File Management Commands] >
[Configuration File Management Commands| %8R L C< 72 &
Uy,

show version N=Ry =27 BIOT7 7 =0 =T ONRN=Va UEREFRLE
D
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setup express W

setup express

Express Setup E— R%& A x—7 /W D12, setup express 72—/ L a7 4 Falb—i g 2
< R&fH L E9, Express Setup E— K& 5 4 B—7 WMz T HHAE,. Zoa~ RO no B E M
MLET,

setup express

no setup express

SVUBAYHADBE —oawr R, BIEELITIF—U—REHY FHA,

TI#4IE Express Setup (A X —7 /LT,

a2 kK E—F Jra—r) ar7 4 ¥al—vay

oY FOERE yy—= FERRE
12.1(14)EA1 Zoavwy RPMEMEShE L,

FEREDHA RSL4Y  #HLWAA vF CGR#iE) LT Express Setup A X —7/WZT 584, [Mode] R % > % 2 B9
T & T Express Setup #BAtACE %3, IP 7 FL X 10.0.0.1 2+ 5 &4 —F %> b K— MERHET
AL o FIT 7 BATEET, £D%, A1 vTF % Web <X— 2D Express Setup 71227 J L, F7iE
axvy R4y A8 —=T7x=A A (CLD) X"—2ADkty N7 v 7 7n /7 ATRECTEET,

RELIZAA »F T [Mode] R¥ % 2 BT L. [Mode] A% > ®D EiZdh 5 LED AW LD F
o [Mode] A% v &2GEH 10 M LEET 5 L. A v FOREITHIFRS L, A1 vy TFRFHET S
9. TOHE. A1 v FIL, Web X—A®D Express Setup 7177 A F721F CLI R—ZADE v b
Ty T TaTTAONTRNT, ILWAL v FOLSICHRELET I ENTEET,

GE) BREOEHE (CLIR—2RDty N7 v 7 70l 7 LDHHDTno E NNTHZEE2EL) 2175 E4<
IZ. Express Setup IZ L2 EAFIHTE <0 £9, [Mode] R¥ % 10 B LieiT 5 & FE
Express Setup 7217 #EITTEFE T, ZHICLY ., FEFHIFREN, A4 v TFRFEHBHLET,

AA wF T BExpress Setup 287 7 T 4 7 72 A1Z, write memory £ 7213 copy
running-configuration startup-configuration %74 EXEC ==~ F%& AJj¥ % & | Express Setup (37F
TIT47ENET, ALy FOIP T FLA10.0.0.1 (FEZTIERLI R, ZOIP T FL A&
LTWDERBE T LET,

no setup express =~ > FOEZRHKIL, [Mode] RZ v % 10 BEHTZ LiICL > TAA v FOREN
HIBRES 20 %< Z & T,

Catalyst 3750 R4 v F a2 F YI7L VR
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W setup express

i WOHITIX, Express Setup T— K& A X —T WMIT B HEEZRLET,
Switch (config) # setup express
[Mode] A% » %44 &, Express Setup E— KA X —T L ThHhbHZ LEHRTEET,
o RETEDAA v FTIE, [Mode] R¥ D EITdH D LED 1% 3 BH%ICT U =122 £17,
s WEINIAA vF LTI, [Mode] @ LED 28 2 BRI AR L, 10 BRZRIZ T Y — 220 £,

FB  [Mode] A7 &2BR 10 BMA LA 5L, BUETHIFRS L, A1 v FRfET ShET,

WOFITIL, Express Setup E— F&7 4 B—7WCT 5 HiEER"LET,
Switch (config)# no setup express
[Mode] A% v & #3 & | Express Setup E— KB T 4 & —T LV ThH B Z L 2B TE £, Express

Setup E— FRBR AL v FTA X —T N TRWEA, T— RKLED X7V — I8 L\, FE/itr
V=AM UIRD £ 7,

BEEavUF = B
show setup express Express Setup €— K7 77 4 T EIMERLET,

Catalyst 3750 R/ yF Av v F YI7L R
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shell trigger W

shell trigger

AR N MU HEERT HIZIL, shell trigger 70— 3L 207 4 Falb—T gy avr RefHAL
T4, FNUTERHIRTIZHAEE, Zoavr Fone BREHEHLET,

shell trigger identifier description

no shell trigger identifier description

DUR Yy ZADERHA

TI2HIE

avYkE—F

identifier A b FUATIDEHRELET, ID T, GEOMICAR—RE I AT
IEHTEEEA,
description AR PYTOBAT A NERELET,

KDY AT BEFEOAL R b N ARBHY ET,

+ CISCO_PHONE EVENT

+ CISCO SWITCH EVENT

+ CISCO ROUTER_EVENT

« CISCO_WIRELESS AP EVENT

« CISCO_WIRELESS LIGHTWEIGHT AP_EVENT

Ja—nN)parZ 4 FXal—var

avY FOERE

BEREDAA FS54>

yy—=x EERNE
12.2(50)SE Zoawy REMESNE L,

macro auto execute 72— 3L 27 4 FXal— gy avw RCHEHAT 22—V EREDOA X~ k
U EERRT 120X, Z2oa<r FEEHALET,

802.1x FRFAEDHEARFICH A F I v 7 EBERINZ YR — T 2121%, v A20BEMEEE (av) OMAS
O auteo-smart-port= 7 N2 A ;Y Z%YR— T 5 L5 RADIUS RBFEY — "z EL 7,

7l KO TIE, RADIUS MAB _EVENT &\ 9 22— HFEHEDA N b~ U HEIERT 2 ka2 RwLE
‘a—o
Switch# configure terminal
Switch (config) # shell trigger RADIUS MAB EVENT MAC_AuthBypass Event
Switch (config) # end
Catalyst 3750 R4 v F a2 F YI7L VR
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B shell trigger

BEaTUF avwyk A
macro auto global processing %1 v 5 Auto Smartports % 1 F—7 /LI L E T,
macro auto execute AN N MU TNOMBPIAAD T a~D< v B T ERE L E
‘j‘o
show shell AR NI HE=7 0BT HERERRLET,
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show access-lists W

show access-lists

AL v FTCEREEINTZT /A 2 ba— UA K (ACL) #F£/-RT 5HI1Zi1%. show access-lists F5HE
EXEC =~ FaEMALET,

show access-lists [name | number | hardware counters | ipc] [ | {begin | exclude | include}

expression|
YUBYYADGHE  name ({L#) ACL 41T,
number (EE) ACL OFEHFTY, HETE HHMHIL 1 ~ 2699 TT,
hardware counters (fER) BMIvEzoh, V=T 473Nl Ty ROy a—r
N—=FT =7 ACL #FHERER T LET,
ipc (EE) Yot xM@EE (IPC) Ymhar 77kvA VAL a7
Xal—varoFZvra—NEReERLET,
| begin (EE) expression & —BT 51T LR REHBLET,
| exclude (TLE) expression & —B T HITERFZNHLRINLET,
| include () $87E Shiz expression & —8 T DITERRICEDET,
expression SHARA v N LTHERT 2 HIANOCFHITT,
S
GE) rate-limit ¥— 7 — NI, a2 FRIA4 0D~V T Z M) U AIZIEERENTWETR, PR—FEhHh
TWEHA,
avY K E—F  FEEXEC
O FOERE Jy—=2 EEANRE
12.1(11)AX Zoavry RRBMEnE LR,
12.1(14)EA1 ipe ¥—U— KB BMINELE,

EREDAHA R34y

Ay FIFIPFEB L IET 7 B2 VA T EYR—FLET, LR T, #FalShs 4l
IF, 1~ 199 & 1300 ~ 2699 725 T,

Zoavwy RTIE, BEESNZ MACACL HFRLET,

LFEHTIE, KT ENXTFREIESNET, =& 2L, | exclude output & A L7254, output %
ETITIIFRRSNETEAD, Output ZETITIIRREINET,

| OL-8552-07-J

Catalyst 3750 R4 vF A F Y272 1



% 2% Catalyst 3750 R v F Cisco 10S a2 F |

show access-lists

]

Extended IP

10 permit 1.1.1.1
20 permit 2.2.2.2
30 permit any

woOFITIL. show access-lists =~ RO 1R~ L £,

Switch# show access-lists
Standard IP access list 1

40 permit 0.255.255.255, wildcard bits 12.0.0.0

10 permit 1.1.1.1

Standard IP access list videowizard 1-1-1-1

Standard IP access list videowizard 10-10-10-10
10 permit 10.10.10.10
Extended IP access list 121

10 permit ahp host 10.10.10.10 host 20.20.10.10 precedence routine

Dynamic Cluster-HSRP

access list CMP-NAT-ACL

deny ip any any

10 deny ip any host 19.19.11.11
20 deny ip any host 10.11.12.13
Dynamic Cluster-NAT permit ip any any

10 permit ip host 10.
20 permit ip host 10.
30 permit ip host 10.
40 permit ip host 10.
.213.43.128 any

50 permit ip host 10

60 permit ip host 10.
70 permit ip host 10.
80 permit ip host 10.

Drop:
Drop:
Drop And Log:
Drop And Log:
Bridge Only:
Bridge Only:

Bridge Only And Log:
Bridge Only And Log:

Forwarding To CPU:
Forwarding To CPU:
Forwarded:
Forwarded:
Forwarded And Log:
Forwarded And Log:

L3 ACL INPUT Statistics

Drop:
Drop:
Drop And Log:
Drop And Log:
Bridge Only:
Bridge Only:

Bridge Only And Log:
Bridge Only And Log:

Forwarding To CPU:
Forwarding To CPU:
Forwarded:
Forwarded:
Forwarded And Log:
Forwarded And Log:

99.100.128 any
46.22.128 any
45.101.64 any
45.20.64 any

91.28.64 any
99.75.128 any
38.49.0 any

wOFITiL. show access-lists hardware counters =~ > RO &R L ET,

Switch# show access-lists
L2 ACL INPUT Statistics

hardware counters

All frame count: 855
All bytes count: 94143
All frame count: 0

All bytes count:
All frame count:
All bytes count:
All frame count:
All bytes count:
All frame count:
All bytes count:
All frame count: 2121
All bytes count: 180762
All frame count: 0

All bytes count: 0

O O O O O o o

All frame count:
All bytes count:
All frame count:
All bytes count:
All frame count:
All bytes count:
All frame count:
All bytes count:
All frame count:
All bytes count:
All frame count: 13586
All bytes count: 1236182
All frame count: O

All bytes count: O

O O O O O O o o o o
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L2 ACL OUTPUT Statistics

show access-lists W

Drop: All frame count: 0
Drop: All bytes count: O
Drop And Log: All frame count: 0
Drop And Log: All bytes count: 0
Bridge Only: All frame count: O
Bridge Only: All bytes count: 0
Bridge Only And Log: All frame count: 0
Bridge Only And Log: All bytes count: 0
Forwarding To CPU: All frame count: 0
Forwarding To CPU: All bytes count: 0
Forwarded: All frame count: 232983
Forwarded: All bytes count: 16825661
Forwarded And Log: All frame count: 0
Forwarded And Log: All bytes count: 0
L3 ACL OUTPUT Statistics
Drop: All frame count: O
Drop: All bytes count: 0
Drop And Log: All frame count: 0
Drop And Log: All bytes count: O
Bridge Only: All frame count: 0
Bridge Only: All bytes count: 0
Bridge Only And Log: All frame count: 0O
Bridge Only And Log: All bytes count: 0O
Forwarding To CPU: All frame count: O
Forwarding To CPU: All bytes count: O
Forwarded: All frame count: 514434
Forwarded: All bytes count: 39048748
Forwarded And Log: All frame count: O
Forwarded And Log: All bytes count: 0
BIEaYYF avwyk B
access-list AL v FIHEREF IR R ST 782 VA P ERELET, W
HIZ >\ Tix, [Cisco I0S IP Command Reference, Volume 1 of
3:Addressing and Services] Release 12.2 > [IP Services
Commands| ZERL TS 720y,
ip access-list AA Y FIHEESNZIP T 7R VA NERELET, HUHERIC
DWW TiX, [Cisco I0S IP Command Reference, Volume 1 of
3:Addressing and Services] Release 12.2 > TIP Services
Commands| ZERL TS0y,
mac access-list extended AA v FIT, FFESNEELFEFESZOMNEMACT 782 VA M &
Catalyst 3750 R4 v F a2 F YI7L VR
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Bl show archive status

show archive status

HTTP £72IZ TFTP 72 ha /L TAAL v FIE o — RENTEZH LWA A=V DAT — X A TR
51Z1%. show archive status 454 EXEC =~ > F&HEH L £,

show archive status [ | {begin | exclude | include} expression]

DBV ADHHA | begin (fEE) expression & =BT DTN ORRERIELET,
| exclude (fEE) expression & =BT DT RRMNOERINLET,
| include ERE) fEE SN expression & —T DT RRICEDET,
expression  ZRARA » h & LTHERT 2 HIIANOFHITY,

a2 kR E—F #:kE EXEC
avY FOBRE yy—=x EEAR
12.2(20)SE Zoawy RRBEMmERELE,

FEREDHAL K54  archive download-sw ## EXEC 2~ > FEEA L TA A—T% TFTP — N2 ¥ v — K454
4. archive download-sw =~ RO T, FUoa—RKOAT—HANREKRINET,

TFTP Y — 0372 W54, HTTP 2L TA A —Y & X v n— K4 25121%, Network Assistant =
AT I IAIR T NA 2 w5 — V% 2l LE7, show archive status =~ KT, F7 o a— KD
PRI A E R ENE T,

LFEHTIE, KXFENXFEREIESNET, =& 2, | exclude output & AJ L7H4. output %
ETITIIFRRSNETAD, Output ZETITIIRREINET,

1 OB TiL. show archive status =~ > FOH N Z R L £9,

Switch# show archive status
IDLE: No upgrade in progress

Switch# show archive status
LOADING: Upgrade in progress

Switch# show archive status
EXTRACT: Extracting the image

Switch# show archive status
VERIFY: Verifying software

Switch# show archive status
RELOAD: Upgrade completed. Reload pending

BEEav> R avwyvk EL
archive download-sw TFTP 4 — M AL v FIZH LWA A=V B XA a—RLET,
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show arp access-list W

show arp access-list

Address Resolution Protocol (ARP; 7 RV Af#k7a h=an) 77 A 2 br—/b (VR F) (2B
T HEEMEH 2 £ R 5 I21%. show arp access-list = —¥ EXEC =~ F&HEHA L E T,

show arp access-list [acl-name] [ | {begin | exclude | include} expression]

YUBYYADGHHE  acl-name (f£&) ACL O4REITY,
| begin (EE) expression & —EHT DT bRAEZHB L ET,
| exclude (ER) expression & —H T DITEERMLERILET,
| include (EE) $87E I iz expression & —ET DT FRIZEDET,
expression  BWRA > b & L THERTHHANDLFEHITY,

avy Kk E—F o —# EXEC

av Yy FOER yy—=x EERNE
12.2(20)SE Zoawy REMESNE L,

BREDHA FSM4Y  CFEHITIE. KXFEALFEREIENET, 72& 21E, | exclude output & AJ) L7284, output %
ETITIIR R SNETAD, Output ZETITIIRREINET,

£l WOFHITIX, show arp access-list =~ > RO ERLET,

Switch> show arp access-list

ARP access list rose
permit ip 10.101.1.1 0.0.0.255 mac any
permit ip 20.3.1.0 0.0.0.255 mac any

EEa<vU kR avyF A
arp access-list ARP ACL #E&# L £,
deny (ARP access-list Dynamic Host Configuration Protocol (DHCP) /XA v F 4 v 7 & D—
configuration) FIZHE ST ARP Ny hEERLET,
ip arp inspection filter vian 2 %5 ¢ v 7 I[P 7 RLATRESNEZHRA B D ARP ERkEB &

VIR EEF AT LET,

permit (ARP access-list DHCP XA T 4 7L O—FITHE ST ARP X7y "2 LE
configuration) 9,
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W show authentication

show authentication

AA v T TR F—T ¥ A X2 MZBET21EREFL/RT HI21E. show authentication =~ F %
(—¥ EXEC 72 1345# EXEC =— FOWTnT) SHLET,

show authentication {interface interface-id | registrations | sessions [session-id
session-id] [handle handle] [interface interface-id] [mac mac] [method method|}

YUB Y ADEGA  interface interface-id () HE LA L H—T = A R BB R — V¥ OFEE T T
FrLET,
method method (EE) #B7E LR35 (dotlx, mab. F7-1% webauth) (2 X - T#H
SN TAT Ve T_XTCERRLET,
registrations (LB Biaf~x—V ¥ LIVA ML —Ta v BFERLET,
sessions (T8) BEORIE~R—Y v Dy ar (RExid, 7947 v M)
DFMEERLET, A7 arOREFEANLRNE, BUET 7T 47
ey varyPNIRTEREINET, fFFEODEYVa Yy (Fhixkyrvay
DT N—T) BRRTDHIZIE, BETEZHMT, ERITHAEDETCANT
TET
session-id session-id TR) R~ —YyDEy v a B/ ELET,
handle handle (FEE) 1 ~ 4294967295 O#iPHZFEE L £,
mac mac EE) FEE LT MAC 7 FLRADRI~F— V¥ B@ERT LET,
ARVEDT 74U Zom<r RiZiE, T4 MREEHY A,
avY kR E—F ¥ EXEC B L OV~ —¥% EXEC
av Y FOEE J1)y—2 EEAR
12.2(50)SE ooy RRBEMERE L,

EREDHA R4

N
()

# 2-19 T, show authentication =~ > RO NIZERENDIEERT 4 —/V FIZOWTHHALET,

Ty a v DAT =X AMEATELMHEERIRLET, BTAT—F Dy a Tk, REHL
7= 72 WAL, Authz Success F 7213 Authz Failed 73 No methods & & HIZE RSN FE T,

= 219 show authentication a<> FOH A

Z4—ILF HL]

Idle Ty varPPfbanE Lz, FRIXELEFEITINTHERA,
Running D0 vyaroliRNETHTT,

No methods OBy varOREHLEZFRITHY THA,
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show authentication

* 2-19 show authentication a<> FOHA #EE)

J4—ILF HTL:)]

FRICEH-T, 2Oy a ORFENEHLE L,
FRIZE->T, 2oy v a v ORGETRBLE L,
IOy a TR, TRTOBENEFICEA SN E L,
IOy a T, BREOBEMAICKKLE L,

Authc Success
Authc Failed
Authz Success
Authz Failed

#2202, FRORT—=NHEATEAEEZ YV AN LET, KT AT — b DY a2 TiE, Authe

Success. Authc Failed. F7-1% Failed over /R &£ 9, Failed over 1%, BIEHNNEITE . IR
OFRIZT = A NG — =L, BRI SN o722 L EBWRLE T, Notrun i, AZ AT
R L7zt Yy v a v OBRBICERENET,

# 2-20 A T—hrAXDE
27—t
FRORXT—F (LR L]
Not run T Oty va rOFRTFTEINTHEEA,
Running el Oty a  rDFRNETHTT,
Failed over T TOHFRITEBLE LT, ROFAPERELHTZ ERTHE
nNTHET,
Authc Success  [#& T ZoHFRIE, By a oS LA R AR L £ L,
Authc Failed BT ZoHRIT, By a v ORBLUTCRIEER R L E LT,

i K DFITIX, show authentication registrations =~ > F&Z R L £,

Switch# show authentication registrations

Auth Methods registered with the Auth Manager:

Handle Priority Name

3 0 dotlx

2 1 mab

1 2 webauth

W OB TIL, show authentication interface interface-id 2~ > K& L ET,

Switch# show authentication interface gigabitethernetl/23

Client list:

MAC Address Domain Status Handle Interface

000e.84af.59bd DATA Authz Success 0xE0000000 GigabitEthernetl/0/23

Available methods list:

Handle Priority Name

3 0 dotlx

Runnable methods list:

Handle Priority Name

3 0 dotlx

K DOFITIL, show authentication sessions =~ > FEZRLE T,

Switch# show authentication sessions

Interface MAC Address Method Domain Status Session ID

Gi3/45 (unknown) N/A DATA Authz Failed 0908140400000007003651EC

Gi3/46 (unknown) N/A DATA Authz Success 09081404000000080057C274
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W show authentication

WOFITIE, FEEINi=A % —7 =14 AD show authentication sessions =~ > NZ/RLE£7,

Switch# show authentication sessions int gi 3/46
Interface: GigabitEthernet3/46
MAC Address: Unknown
IP Address: Unknown
Status: Authz Success
Domain: DATA
Oper host mode: multi-host
Oper control dir: Dboth
Authorized By: Guest Vlan
Vlan Policy: 4094
Session timeout: N/A
Idle timeout: N/A
Common Session ID: 09081404000000080057C274
Acct Session ID: 0x0000000A
Handle: 0xCC000008
Runnable methods list:
Method State
dotlx Failed over

WOFITIE, FEE SN MAC 7 KL 20 show authentication sessions =~ > & < LF 3,

Switch# show authentication sessions mac 000e.84af.59bd
Interface: GigabitEthernetl1/23

MAC Address: 000e.84af.59%bd

Status: Authz Success

Domain: DATA

Oper host mode: single-host
Authorized By: Authentication Server
Vlan Policy: 10

Handle: 0xE0000000

Runnable methods list:

FD AT — b

dotlx Authc Success

WOHTIL, BE SNz XD show authentication session method =~ F2 /R L E 7,

Switch# show authentication sessions method mab

No Auth Manager contexts match supplied criteria

Switch# show authentication sessions method dotlx

MAC Address Domain Status Handle Interface

000e.84af.59pd DATA Authz Success 0xE0000000 GigabitEthernetl/23

BEav> R avw vk EHEH

authentication — h T REHE-FHFMELZEFNFMICEELET,
control-direction

authentication event BEDRIEA R DOT 7 a v ERELET,

authentication IEEE 802.1x #iE&a VR — M L2WIZ FA4 T NHOZ 3 — Ny 7 HFR
fallback ELT Web Bt T2 L5 R—FE2RELET,

authentication R— FTRAF~F—Vy E— RE2RELET,

host-mode

authentication open R—=FCTAH—T v T2 BAZAFX—TNELEFT 4 E—T NI LET,
authentication order — M CHERAT RS RADNEFEZHRELET,

authentication — M CHRRIHEEA R —T NV FERET =TI LET,
periodic
authentication RN— FOFEFERAT — FOFEHIEHEZ A R—T VI LET,

port-control
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show authentication

avyk EL

authentication priority K—hk 7Z 44V 7 ¢ U A MIEFEHFXEZEBMLET,

authentication timer  802.1x xR — FDF A AT U b NT X —F LHBFENT XA — X Zi%E
LET,
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W  show auto qos

show auto qos

Automatic QoS (auto-QoS) WA R —TNDA > ¥ —T = A A TAJ]S 47z Quality of Service (QoS)
avy R&EFRAT HIZIE, show auto qos =— ¥ EXEC 2~ FZEH L ET,

show auto qos [interface [interface-id]]

DB ADEA  interface [interface-id] (TE) HEINA— MERIFTRTOR— h D auto-QoS 1H & 7
RLUET, BRRA LV H—T A AL, WEIR— s EENET,

oYk E—F 2 —# EXEC

av Yy FOER yy—= EERNE
12.1(14)EA1 Zoavwy RPBEMEShE L,
12.2(20)SE avy RHAOERPEL I, =2 —FOREBRFEPITH INE L,
12.2(40)SE awy FHAODOHERNMER SNE LT,

BALDHM FS4Y  show auto qos =~ > FHIAITIE, KA v ¥ —7 = A ZITASENT auto-QoS <> REFNFRE
N E 9, show auto qos interface interface-id =2~ > NHIJIZ, FFEDA ¥ —T7 = AT ATTENT-
auto-QoS =~ F&EFERLET,

auto-QoS FHER L V=2 —FEHE 2 F/RT 58413, show running-config 45#% EXEC =~ REfH L7,
show auto qos =~ KH{/1i21X. Cisco IP Phone ®H—t &2 KU v —fFRbERINET,

auto-QoS DWBEEZ T B FHREMED H HHAED QoS DR EHEME K RT BI2IL, KOWTRHD <
REERLET,

e show mls qos
¢ show mls qos maps cos-dscp
* show mls qos interface [interface-id] [buffers | queueing]

¢ show mls qos maps [cos-dscp | cos-input-q | cos-output-q | dscp-cos | dscp-input-q |
dscp-output-q]

* show mls qos input-queue

¢ show running-config

i ROFITIL, auto qos voip cisco-phone 33 L UF auto qos voip cisco-softphone > % —7 = A 2 =
T4 Xal—var avwy RE AN LEHED show aute qos =~ > RO ERLET,
Switch> show auto gos

GigabitEthernet2/0/4
auto gos voip cisco-softphone

GigabitEthernet2/0/5
auto gos voip cisco-phone
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GigabitEthernet2/0/6
auto gos voip cisco-phone

show auto qgos M

K OBFITIL, auto qos voip cisco-phone /1 > ¥ —T7 A A ar 7 4 Fal—var avr ReE AL
72354 @ show auto qos interface interface-id =2~ > RO Z R LET,

Switch> show auto gos interface gigabitethernet 2/0/5

GigabitEthernet2/0/5
auto gos voip cisco-phone

R OFITiX, auto qos voip cisco-phone 35 J Uf auto qos voip cisco-softphone > ¥ —7 = X @
T74F¥al—vary avy F&E AN L7EA O show running-config 574 EXEC =2~ > RO )1 %R
L%,

Switch# show running-config
Building configuration...

mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls

gos
gos
gos
gos
gos
gos
gos
gos
gos
qos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos

map policed-dscp
map cos-dscp 0 8 16 26 32 46 48 56

srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
queue-set
queue-set
queue-set
queue-set
queue-set
queue-set
queue-set
queue-set
queue-set
queue-set

input
input
input
input
input
input
input
input
input
input
input
input
input
input
input
input
input
input
output
output
output
output
output
output
output
output
output
output
output
output
output
output
output
output
output
output
output
output
output
output
output
output

24 26 4

bandwidth

6 to 0

90 10

threshold 1 8 16

WNWWWWWNDNNDDNEWWN

0

2

N W wwwww

3

w N O

threshold 2 34 66
buffers 67 33
cos-map queue 1 threshold 2
cos-map queue 1 threshold 3
cos-map queue 2 threshold 1
cos-map queue 2 threshold 2
cos-map queue 2 threshold 3
dscp-map queue 1 threshold
dscp-map queue 1 threshold
dscp-map queue 1 threshold
dscp-map queue 2 threshold
dscp-map queue 2 threshold
dscp-map queue 2 threshold
dscp-map queue 2 threshold
dscp-map queue 2 threshold
dscp-map queue 2 threshold
cos-map queue 1 threshold
cos-map queue 2 threshold
cos-map queue 3 threshold
cos-map queue 4 threshold
cos-map queue 4 threshold
dscp-map queue 1 threshold
dscp-map queue 2 threshold
dscp-map queue 2 threshold
dscp-map queue 2 threshold
dscp-map queue 3 threshold
dscp-map queue 3 threshold
dscp-map queue 4 threshold
dscp-map queue 4 threshold
dscp-map queue 4 threshold
1 threshold 1 100 100 100 100
1 threshold 2 75 75 75 250
1 threshold 3 75 150 100 300
1 threshold 4 50 100 75 40
2 threshold 1 100 100 100 100
2 threshold 2 35 35 35 35
2 threshold 3 55 82 100 18
2 threshold 4 90 250 100 400
1 buffers 15 20 20 45
2 buffers 24 20 26 30

6
5

7

9 10 11 12 13 14 15

01
32
16
33
49
57
24
40
5

O R N W

40
24
48
56
16
32
8

2

17
34
50
58
25
41

41
25
49
57
17
33

3 4

18
35
51
59
26
42

42
26
50
58
18
34

5

19
36
52
60
27
43

43
27
51
59
19
35

6 7

20
37
53
61
28
44

44
28
52
60
20
36

21
38
54
62
29
45

45
29
53
61
21
37

22
39
55
63
30
46

46
30
54
62
22
38

9 10 11 12 13 14 15
012345¢67

23
48
56

31
47

47
31
55
63
23
39
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show auto qos

class-map match-all AutoQoS-VoIP-RTP-Trust

match ip dscp ef

class-map match-all AutoQoS-VoIP-Control-Trust

match ip dscp cs3 af3l

policy-map AutoQoS-Police-SoftPhone

class AutoQoS-VoIP-RTP-Trust

set dscp ef
police 320000 8000 exceed-action policed-dscp-transmit

class AutoQoS-VoIP-Control-Trust

set dscp cs3
police 32000 8000 exceed-action policed-dscp-transmit

|
policy-map AutoQoS-Police-CiscoPhone
class AutoQoS-VoIP-RTP-Trust

set dscp ef
police 320000 8000 exceed-action policed-dscp-transmit

class AutoQoS-VoIP-Control-Trust

set dscp cs3
police 32000 8000 exceed-action policed-dscp-transmit

|
interface GigabitEthernet2/0/4
switchport mode access
switchport port-security maximum 400
service-policy input AutoQoS-Police-SoftPhone
speed 100
duplex half
srr-queue bandwidth share 10 10 60 20
priority-queue out
auto gos voip cisco-softphone
|
interface GigabitEthernet2/0/5
switchport mode access
switchport port-security maximum 1999
speed 100
duplex full
srr-queue bandwidth share 10 10 60 20
priority-queue out
mls gos trust device cisco-phone
mls gos trust cos
auto gos voip cisco-phone
|
interface GigabitEthernet2/0/6
switchport trunk encapsulation dotlg
switchport trunk native vlan 2
switchport mode access
speed 10
srr-queue bandwidth share 10 10 60 20
priority-queue out
mls gos trust device cisco-phone
mls gos trust cos
auto gos voip cisco-phone
|
interface GigabitEthernet4/0/1
srr-queue bandwidth share 10 10 60 20
priority-queue out
mls gos trust device cisco-phone
mls gos trust cos
mls gos trust device cisco-phone
service-policy input AutoQoS-Police-CiscoPhone

<output truncated>
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show auto qgos M

K OBFITIL, auto qos voip cisco-phone /1 > ¥ —T7 A A a7 4 Fal—rar avr ReANL
72354 @ show auto qos interface interface-id =2~ > RO Z R LET,
Switch> show auto qgos interface fastetherneti/0/2

FastEthernetl1/0/2
auto gos voip cisco-softphone

WOFITIE, Auto-QoS BNAA v FTTF 4 & —7 /L DHA D show auto qos =~ > ROHHZRLE
T

Switch> show auto gos
AutoQoS not enabled on any interface

ROBITIEX, Auto-QoS 231 ' F —7 = A ATT 4 B—T7 /LD D show auto qos interface
interface-id 2~ > ROHNZERLET,

Switch> show auto gos interface gigabitethernet3/0/1
AutoQoS is disabled

BEa<TF avwvk BL
auto qos voip QoS KA A D Voice over IP (VoIP) {2 QoS # HE#E L £7,
debug auto qos auto-QoS EEDT Ny VA4 F—T NI LET,
Catalyst 3750 R4 v F a2 F YI7L VR
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W show boot

show boot

BOOT BREEZE ¥ D

show boot [ | {begin | exclude | include} expression]

Eap=—4

ix &

%33 BHI21%. show boot F# EXEC =2~ F&EEH L £ T,

DBV ADHHA | begin (fEE) expression & —HT 21T OERTREZRABLET,
| exclude (FEE) expression & —BT DT ERRNLRINLET,
| include (EE) fRE SN expression & —HT HTERRIZEDET,
expression ZWARA M E L THERT 2 H NN LA TY,
aAY2FE—F ¥ EXEC
a2 FORERE yy—=x EERE
12.1(1DAX Soavy FISEMSIE LT,

EREDAA FS54>

]

FHITIE, RLFENLFREI SN ET, =& 21E, | exclude output & AJ) L7285, output %

BUITIIFRSNEEADR, Output ZETATIIR RS NET,

WOBTIE, T XTDAX v 7 A 3= show boot =2~ RO N ERLET, £ 2-21 12, FRE
N3%7 40—V FOFBHEZRLET,

Switch# show boot
BOOT path-list
Config file

Private Config file
Enable Break
Manual Boot

HELPER path-list
Auto upgrade

BOOT path-list
Config file

Private Config file
Enable Break

Manual Boot

HELPER path-list

Auto upgrade

<output truncated>

:flash:/c3750-ipservices-mz
:flash:/config.text
:flash:/private-config.text
:no

ryes

ryes

:flash:/c3750-ipservices-mz
:flash:/config.text
:flash:/private-config.text
:no

ryes

:no

Jl Catalyst3750 R4 v F av Y F YI7L2R
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show boot W

* 2-21 show boot ® 7 1+ —JL FDOERMA

Z4—ILF

B8

BOOT path-list

HEEBRIC = FBIOFITLE D ET2ETHET 7 A LD EIan XY Y
ANERRLET,

BOOT BRELEHMNHESNTWVRNGE, VAT AL, 7T7vva 77440 VAT A
BRI IR 2R B 21T - T, AN ENTFEITREEA A —Y & r— KL T

FITERALET, T4 V7 M) OHRIRZTIE, MRHE LSV 7T o7 b)) B5%Es

WHRBELTHLIEDT 4 L7 N ToOMmBEETET,

BOOT BEAB VR EIN TV THIHEEEINTZA A—TV 2 — R TERWVWEAIF, ¥
ATHI T Tvva T7A4 N VAT ATRMICADD-TT— N 77 A Vv EL#E) L

L£oELET,

Config file

CiscoIOS WY AT L ar 74X alb— g U OREREa —0FAEX ITHEHT
BI7r7ANGLERRLET,

Private Config file

CiscoIOS Ry AT L ar 74X alb— g VOREREa Y —0FHLEX ICHFHT
D77 ANGKERRLET,

Enable Break

EEBFTOT L —INARX—T N, ElFT o 8—T 0 %ERRILET, yes, on, F
IR TIZERESNTWAEAIEL, 77y va 7740 VAT A0 kkica Y —
)V ETC Break ¥—% 4 &, BEEH v A2 M cEET,

Manual Boot

Ay FRHBTEET 52, ELEFFEHTEESTI1E2RRLET, no 721301
REINTWVDIHE, 7—h r—F— I AT 22 BENICEBHL LS ELET, £
NUMCRES N TVDLHAEIR, 77— n—¥— F— L FETAL v F 2 EET
LMBERH Y ET,

Helper path-list

T— b p—F—0gthicEice—REns e —RaET7 7y A LDE I 20 X
WY RARERRLET, ~X—= T 7 AL, 7T— b u—F—OMEZIELE
D, RoFEHTELEY LET,

Auto upgrade

A o F ALy IR, BEDRNAAL v FRAZ y JITMATED LS, YT b
VET N=VaryOHBa bt —ARESNTVDEINE I PERRLET,

Version-Mismatch E— FIZH DA A v FlE, AZ v 7 L3RRI NN—TaORF
7 Z'a hanPEEf S CuwET, Version-Mismatch £— KO A A v FIEAZ v 7 IZ
MATEERHA, A¥ v 70 Version-Mismatch €— KO A A v F|IZa—Tx 51
A—T %A L. boot auto-copy-sw HRED A X —T IV DFE MDOREZ v T A
N=MB5DA A— % Version-Mismatch = — FD XA v FICHHMICa L —L £ 1,
ZT DA, AA v FIL Version-Mismatch £ — F&& T L, HFEEBIZICAZ v 7 I2A
LE7,

EEa<TUF avwo R BIL]
boot auto-copy-sw Version-Mismatch E— KD R A v F 2 BEIZT v 77 L— R 5121,
BE)7 v 77 L—F (auto-upgrade) 7REA%ZA X—T M LET,
boot config-file Cisco [0S BNV AT ARED AR A —DRAEZITHET 27 7 (41
AHERELET,
boot enable-break HEE#E# o X2l cxE9,
boot manual ROEENY A 7 VD FEAA v FlE 2 A 2 —7 /M LET,
boot Cisco IOS N7 T A N— FRED NHIEME 2 U —DOFRAZFZ I T 27 7
private-config-file ANZERELET,
boot system WoREY A 7 rdiza— KT 5 CiscolOS £ A—YEHBELET,
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W show cable-diagnostics tdr

show cable-diagnostics tdr

Time Domain Reflector (TDR; # A A& KA A U KEHEEGF) fERE2FRT HITIE. show
cable-diagnostics tdr ¥iH EXEC =2~ > REZEH L £ 7,

show cable-diagnostics tdr interface interface-id [ | {begin | exclude | include}
expression|

DUBRY Y AN  interface-id TDR NETINTNEA v A —T =4 AFHELET,

| begin ({EE) expression & —ET 2110 6R - EZHBELET,
| exclude (EE) expression & —T 2172 R RN LERILET,
| include (EE) $BE STz expression & —ET DT RRICEDET,

expression ZIARA & LTHEMAT 2 M NOXLFSTT,

avY kK E—F #kE EXEC
avY FOERE yy—=x EEAR
12.1(19)EA1 ZToavy RABMENE LT,

FHEEDHL KSL4Y TDR Z. S0 A —F %> ~ 10/100/100 K— = 1F THAR— M S FET, 10/100 F— ~, 10 ¥H
Ey hEFYa2— L R—F, FLIESFPEY a—/L A— FTIEHR—FShFEHA, TDR OFFEMIZD
WTIE, 2OV U —R T A/ 7 a7 av7 4 Xal—ay HA4 REBRBLTLIFEEN,

XFHITIE, KLFEE/NFERERSNET, 72& 21E, | exclude output & AJ) L7284 output %
BUITIER RSN E TR, Output % ETHATIIRRINET,

i WROFITIiE, Catalyst 3750G-24PS F 7213 3750G-48PS A A » FLUSND A A F T show
cable-diagnostics tdr interface interface-id =~ > FOWM %A R L ET,

Switch# show cable-diagnostics tdr interface gigabitethernetl/0/2
TDR test last run on: March 01 20:15:40

Interface Speed Local pair Pair length Remote pair Pair status
Gil/0/2 auto Pair A 0 +/- 2 meters N/A Open

Pair B 0 +/- 2 meters N/A Open

Pair C 0 +/- 2 meters N/A Open

Pair D 0 +/- 2 meters N/A Open

Catalyst 3750 R/ yF Av v F YI7L R
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show cable-diagnostics tdr W

WOFITIiE, Catalyst 3750G-24PS F 7213 3750G-48PS A A »» FT? show cable-diagnostics tdr
interface interface-id 2~ > KOH I # R L £ 7,

Switch# show cable-diagnostics tdr interface gigabitethernetl/0/2
TDR test last run on: March 01 20:15:40

Interface Speed Local pair Pair length Remote pair Pair status
Gil/0/2 auto Pair A 0 +/- 4 meters N/A Open

Pair B 0 +/- 4 meters N/A Open

Pair C 0 +/- 4 meters N/A Open

Pair D 0 +/- 4 meters N/A Open

# 2-221Z. show cable-diagnostics tdr =~ R THAEND 7 4 — /L ROFRAEZR L ET,

* 2-22 show cable-diagnostics tdr A< > FTOHHEhd 7 1 —IL FOHRHA

TJ4—ILK 2L

Interface TDR NEfTSINIZA VX —T = A R
Speed Pt i

Local pair O—HL A B =724 ZATTDR BT A M E[TTHUA Y T4

Pair length ERHT DAL v TFIZHONWT, BENRRE L7 —T VD%, IROWTINDEAEIZ
RO, TDR IIGETERFECE ET,

o F—TANELLEEREESN, VIR T v RIET, A0 F—T oA AFEN
1000Mb/s Th 554

o F—TNNKBRL TWDHIGEA
o HF—TANLa—hrLTWAES

Remote pair | —H /L R PEFESNTZTA Y XTL, T—TANELLEFEINY V7R3 T v
TIRETHHHET, TDRIZY T— h XTICOWTHER L E T,

Pair status TDR BETENTND T A ¥ XTDARAT—H A

e Normal : VA ¥ X7 NELLERINTWVET,

* Not completed : 7 & MIFEITH T, ET L TWEHA,

* Not supported : 1 % —7 = A Z{Z TDR ZHHR— FLEHEA,
e Open: VA Y XTHREHHMLTONET,

e Shorted: VA ¥ X7 N a— kL TWET,

e ImpedanceMis : f V' E— X AN —FLEHA,

* Short/Impedance Mismatched : f > E— &% U AR —F LW nr—7 3y g —
FLTWET,

e InProgress : 27 A F 3EITH T,

KOFTIEL, TDR BEITEN TS & & D show interfaces interface-id 2~ > RO EZRLET,

Switch# show interfaces gigabitethernetl/0/2
gigabitethernetl/0/2 is up, line protocol is up (connected: TDR in Progress)

WOFHITIE, TDR BEIT STV & % D show cable-diagnostics tdr interface interface-id =~ >
RO &R LET,

Switch# show cable-diagnostics tdr interface gigabitethernetl/0/2
% TDR test was never issued on Gil/0/2

| OL-8552-07-J
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W show cable-diagnostics tdr

A HF =T 2 A ATTDR BV B —FENR2WEE, WORA -V RNERINET,

o

% TDR test is not supported on switch 1

BEaTUF avw vk B
test cable-diagnostics tdr A B =724 ATTDR A X —T ML, FATLET,
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show cisp

fRESNTA ¥ —7 =4 AD CISP A& £ T 5121, show cisp £i# EXEC =2~ > Rl L £

B

showcisp W

show cisp {[interface interface-id] | clients | summary} | {[begin | exclude | include}

expression]}

DURy Y ZADFHHA

avY kR E—F

avy FOERE

7l

clients

(UEE) CISP 7 947 v FoOFEMER T LET,

interface interface-id

(EE) fBESNnNEA 2 —T7 2420 CISP B#HE2FT-LET, G072 A
VE—=T oA AT, WEER— L R—F FrxAnNEGENET,

summary LE) RRLET,

| begin (ER) expression & —HT 2T bRRERBELET,

| exclude (L&) expression & —BT 21T RKTPORIALET,

| include (E8) &SIz expression & —ET HITERRICEDET,
expression SZRAA b ELTHAT S AINOCFHITT,

Ja—nN") a7 4 ¥alb— gy

Yy—2

EERARE

12.2(50)SE

Zoavry RRBMEnE LR,

WOBITIL, show cisp interface =~ > FOHAZRLET,

WS-C3750E-48TD#show cisp interface fast 0
CISP not enabled on specified interface

WOBITIL, show cisp summary =~ > FOHAERLET,

CISP is not running on any interface

BBEav> R

avy kR

A

dotlx credentials profile BFIUH N AL F T T 7 AV ERELET,

cisp enable

Client Information Signalling Protocol (CISP) %A r—=7
M LET,

| OL-8552-07-J
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WM  show class-map

show class-map

NZT 4w 7 ESET DO EKEHER EFKT D Quality of Service (QoS) 7 7 A ~ v T EERRT
%1Z1X. show class-map == —% EXEC =2~ R&ffH L ET,

show class-map [class-map-name] [ | {begin | exclude | include} expression]

YUBYYADBRE  class-map-name (L) fEESNT TA ~ v TONEERRLET,
| begin UEE) expression & —EBT 21T LR REZMABLET,
| exclude (EE) expression & —HT DITEERMLERILET,
| include (EE) $87E I iz expression & —ET DT FRIZEDET,
expression ZRARA 2 & LTHEAT B IINOIIFHITY,
a2 FE—F  =—# EXEC
2Ty FORERE Jyy—= TENE
12.1(11)AX Zoavwry RRBMESRELE,

BEREDAA FS54>

LFFNTIE, RXFLNLERRIENET, 72& 2L, | exclude output & AJ) L7284 output %
ETITIIR R SNETAD, Output ZETITIIRREINET,

£l WOFHITIL, show class-map =2~ KOH N ZRLET,
Switch> show class-map
Class Map match-all videowizard 10-10-10-10 (id 2)
Match access-group name videowizard 10-10-10-10
Class Map match-any class-default (id 0)
Match any
Class Map match-all dscp5 (id 3)
Match ip dscp 5
BEaIvUF = EREA
class-map BAMERE LT TRAERNry P EDRAEIFEHINDLZ T A
~ v T EER L ET,

match (class-map configuration) NT T4 B RT TGN EERLET,
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show cluster

show cluster

AA v TNET DI TAFDAT —HABL OV~ —%2F£RT 5HIZiE. show cluster = —4 EXEC
avy REFHLEY, Z0Oa~vr NI, V7R av UV R AL v F LI TRAE A N— 2, yFT
ANTEET,

show cluster [ | {begin | exclude | include} expression]

DBV ADHHA | begin (=) expression & —BT 21T bR TEZMBLET,
| exclude (EE) expression & —ET DT RR-N LRI L E T,
| include (EE) 485 Sz expression & —E T DITE R RICEDET,
expression ZWARA R LTHERT 5 IINOIFSTT,
ATV K E—F  a=—% EXEC
v FORERE yy—= EERAE
12.1(11AX Coavy FRBMSNE L,

EREDAA FS54>

JIGABDAUN=TRVWAL yF ETCIOavr FEANTHE, 27— A vE—Y Not a
management cluster member DERRINET,

TITABE A= A v F L TCZDa~ry REANTHE, VA av K AL yFOID, £0O
AL F AUNR—DEFEE, BIOY TAZ a~v K AL vFLOEGIRERERINET,

JIFGAH avw L R AL vFDRAE I EF I TAZ a<v v R AL v F LTo0avwry REANTS
L VITREBLBLIOA U N—DRBNEREINET, T, AT —FAETEDIT TALXDAT—H
ABLOEEGERSNET, TTEBRBA 22— LOBREIT. T4~V BLIOEI XY a<x
RN AA v FOERNPBERINET,

LFEHTIE, KT ENXFEREIENET, 72L& 21X, | exclude output & A L7ZH4A . output %
ETITIIRRSNETAD, Output ZETITIIRREINET,

i WOBTIX, 77T 4777 F7AK a<w K AL »F LT show cluster =~ FE AT L7EHAEOH
NERLET,
Switch> show cluster
Command switch for cluster “Ajang”
Total number of members: 7
Status: 1 members are unreachable
Time since last status change: 0 days, 0 hours, 2 minutes
Redundancy: Enabled
Standby command switch: Member 1
Standby Group: Ajang_standby
Standby Group Number: 110
Heartbeat interval: 8
Heartbeat hold-time: 80
Extended discovery hop count: 3
Catalyst 3750 R4 v F a2 F YI7L VR
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W  show cluster

WOHITIE, 7T AZ A "— ZA vF T showcluster =~ FE AN LIEHEDOH 12 R L E
ﬁ-o

Switchl> show cluster
Member switch for cluster “hapuna”

Member number: 3
Management IP address: 192.192.192.192
Command switch mac address: 0000.0c07.acl4
Heartbeat interval: 8
Heartbeat hold-time: 80

WOFITIH, AZ N, JTAF a<w R AL v TFELELTRESINTZTI TAZ AU N"— A4 vF |k
T show cluster =~ > REZ AN LE=HEOH 12~ LET,

Switch> show cluster
Member switch for cluster “hapuna

”

Member number: 3 (Standby command switch)
Management IP address: 192.192.192.192

Command switch mac address: 0000.0c07.acl4

Heartbeat interval: 8

Heartbeat hold-time: 80

WOFITIH, A= 1 LoERNYIE SNy I A% a~< N XA v ETshow cluster =~ >
AN LIS hE R LET,

Switch> show cluster
Command switch for cluster “Ajang”

Total number of members: 7

Status: 1 members are unreachable
Time since last status change: 0 days, 0 hours, 5 minutes
Redundancy: Disabled

Heartbeat interval: 8

Heartbeat hold-time: 80

Extended discovery hop count: 3

WOFITIE, 7T7AZ a~v B 2L v F LOBHmBNYIESNTZI 7 AHX A /X3— A4 vF L Tshow
cluster =~ KZ AN L7eBAEDOH D Z R LT,

Switch> show cluster
Member switch for cluster “hapuna”

Member number: <UNKNOWN>
Management IP address: 192.192.192.192
Command switch mac address: 0000.0c07.acl4
Heartbeat interval: 8
Heartbeat hold-time: 80
BEav U F avwy R L]
cluster enable vy RRHEAAL v F BT TAK a<w R AL vF L LTA FR—T
I L, 7 TAFL, BEOA T a b LTAYAR—FZ&2EIDY
TEJ,
show cluster candidates EfiAA v F DOV A MEERLET,
show cluster members P TGAR A UNR—ICEHT AEREZR T LET,
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show cluster candidates

show cluster candidates

AL v F DY A F&FRTSHI2IL. show cluster candidates %54 EXEC ot~ > R&EH L £,

show cluster candidates [detail | mac-address H.H.H.] [ | {begin | exclude | include}

expression|

DAY ADEE  detail TE) TRTOBEMICETHFEMERTRLET,

mac-address H.H.H. EE) 7 7 AZEMDO MAC 7 FL A2 T7,

| begin (EE) expression & —BT 5170 LR REHBLET,

| exclude (LEE) expression & —BT 51T RTNLERINLET,

| include (TLE) fHE SN expression & —ET 2T ERRICEDET,

expression AL N ELTHERT 2 HINOCFSITT,
aAvY K E—F  =—#% EXEC
av Y FOBERE J1yy—=x EFERRE

12.1(11)AX Zoavry RRBMENE LR,

EREDHA R4

ZOavwy RPHHTERDIE, VTAX avw o R AL v F AF v I FERITITAL av K A

A4y FIZROENET,

AL v FNT TAS a~<w v K AL v FTROVEAIE, a7 MOEITRERINET,

HAOND SN, X7 v F X2 N—FLFEERLET, SNHIOMHEIZ ERFRENTZHE. A v FIX
PRI Lo TR SN TWET, SNFIOMEN E ThWiiad, X1y F X N—FLFDAAL vF
W, AL v TFOT v T AR —AlIRA =TT, Ay 7HI, 7IF7RAZ a~<v R AL vTFrbH
B AA v FETOT A ZETT,

XFHNTIE, KRXFENLFNRBESNET, =& 21E, | exclude output & A L7246, output %
EUITIIFRRENERAD, Output ZETITIFFRRENE T,

] OB TIL, show cluster candidates =~ > NOH 2R L ET,
Switch> show cluster candidates
| -—-Upstream-—-|
MAC Address Name Device Type PortIf FEC Hops SN PortIf FEC
00d0.7961.c4c0 StLouis-2 WS-C3750-12T Gi6/0/1 2 1 Fa0/11
00d0.bbf5.e900 1df-dist-128 WS-C3524-XL Fa0/7 1 0 Fa0/24
00e0.le7e.be80 1900 _Switch 1900 3 0 1 0 Fa0/11
00e0.1e9f.7a00 Surfers-24 WS-C2924-XL Fa0/5 1 0 Fa0/3
00e0.1e9£.8c00 Surfers-12-2 WS-C2912-XL Fa0/4 1 0 Fa0/7
00e0.1e9f£.8c40 Surfers-12-1 WS-C2912-XL Fa0/1 1 0 Fa0/9
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Bl show cluster candidates

WORITIE, 7T7AK a~vr KA, vy FICEEER SN, 772X A= XL vFO MACT K
L 2 2 L7234 @ show cluster candidates =~ > KO &R L £,

Switch> show cluster candidates mac-address 00d0.7961.c4c0
Device 'Tahiti-12' with mac address number 00d0.7961.c4cO

Device type: cisco WS-C3750-12T

Upstream MAC address: 00d0.796d.2f00 (Cluster Member 0)
Local port: Gi6/0/1 FEC number:

Upstream port: GI6/0/11 FEC Number:

Hops from cluster edge: 1
Hops from command device: 1

WOHITIE, VITAX Ty UMD Ry TENI THDH, VITAKX AN — AL vFDO MACT R
A &M L7284 @ show cluster candidates =~ > ROH N ZR L E9,

Switch> show cluster candidates mac-address 0010.7bbé6.1lccO
Device 'Ventura' with mac address number 0010.7bb6.1ccO

Device type: cisco WS-C2912MF-XL
Upstream MAC address: 0010.7bb6.1cd4

Local port: Fa2/1 FEC number:
Upstream port: Fa0/24 FEC Number:

Hops from cluster edge: 3
Hops from command device: -

woOFITiL. show cluster candidates detail =~ > FOH A2~ L £,

Switch> show cluster candidates detail
Device 'Tahiti-12' with mac address number 00d0.7961.c4cO

Device type: cisco WS-C3512-XL

Upstream MAC address: 00d0.796d.2£f00 (Cluster Member 1)
Local port: Fa0/3 FEC number:

Upstream port: Fa0/13 FEC Number:

Hops from cluster edge: 1
Hops from command device: 2
Device '1900 Switch' with mac address number 00e0.le7e.be80

Device type: cisco 1900

Upstream MAC address: 00d0.796d.2f00 (Cluster Member 2)
Local port: 3 FEC number: 0

Upstream port: Fa0/11 FEC Number:

Hops from cluster edge: 1
Hops from command device: 2
Device 'Surfers-24' with mac address number 00e0.1e9f.7a00

Device type: cisco WS-C2924-XL

Upstream MAC address: 00d0.796d.2f00 (Cluster Member 3)
Local port: Fa0/5 FEC number:

Upstream port: Fa0/3 FEC Number:

Hops from cluster edge: 1
Hops from command device: 2

BEav> R avw vk EL
show cluster AA v TFBBTDHITAZDODAT—HZABIOY <~ —%2FRrLE
show cluster members JIGAE AUN—IZHETAERER R LET,
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show cluster members W

show cluster members

T T AL A UN—DEREFRTT HI121L. show cluster members £7# EXEC =~ R&EH L £7,

show cluster members [n | detail] [ | {begin | exclude | include} expression]

DUBYIADGHR n (ER) 7 7 AZ AU NR—%BHT 2%, HETE LML~ 15 TT,
detail (BE) T_XTOrI2Z AU R—ICHTHEME2RTLET,
| begin (fE&) expression & —B T DT OLETREZRBLE T,
| exclude (EE) expression & —BT 51T RTMLERILET,
| include (B $8E &Iz expression & —ET HIT2 R RIZEDET,

expression SZRARA 2 N ELTHERAT S HANOIIFHITT,

avykE—F #HE EXEC
avY FOERE Jy—x EEAR
12.1(11)AX Ioa~wy RREMENE L,

EREDHA R4

ZDavy RRFHTELZDE, 772X a~v~V R AL v F AZ I EREF I TAZ a<v R A

A v FITRENET,

7 FABNIZA N =PRVNGAT, TRy T MIZEITRERINET,

LFHITIE, RLFENLFREISNET, =& 21, | exclude output & A L7256 output %
EUITIIFRRINERAD, Output ZETITIRFRINE T,

i ROFITIL, show cluster members =~ > RO N Z - LET, HOND SN X, X7 > FFEEER
bLET
Switch# show cluster members
| -——Upstream---|

SN MAC Address Name PortIf FEC Hops SN PortIf FEC State
0 0002.4b29.2e00 StLouisl 0 Up (Cmdr)
1 0030.946¢.d740 tal-switch-1 Fa0/13 1 0 GiO/1 Up
2 0002.0922.7180 nms-2820 10 0 2 1 Fa0/18 Up
3 0002.4p29.4400 SanJuanz Gi0/1 2 1 Fa0/11 Up
4 0002.4b28.c480 GenieTest Gi0/2 2 1 Fa0/9 Up
WORITIL, 7T AL A2 3—31Z%47 % show cluster members O ) ZR L E T,
Switch# show cluster members 3
Device 'Sanduan2' with member number 3

Device type: cisco WS-C3750

MAC address: 0002.4029.4400

Upstream MAC address: 0030.946¢c.d740 (Cluster member 1)

Local port: Gi6/0/1 FEC number:

Upstream port: GI6/0/11 FEC Number:

Hops from command device: 2
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H  show cluster members

woOFITiL. show cluster members detail =~ > FOHHERLET,

Switch# show cluster members detail
Device 'StLouisl' with member number 0 (Command Switch)

Device type: cisco WS-C3750

MAC address: 0002.4b29.2e00
Upstream MAC address:

Local port: FEC number:
Upstream port: FEC Number:

Hops from command device: 0
Device 'tal-switch-14' with member number 1

Device type: cisco WS-C3548-XL

MAC address: 0030.946¢c.d740

Upstream MAC address: 0002.4b29.2e00 (Cluster member 0)
Local port: Fa0/13 FEC number:

Upstream port: Gi0/1 FEC Number:

Hops from command device: 1
Device 'nms-2820' with member number 2

Device type: cisco 2820

MAC address: 0002.0922.7180

Upstream MAC address: 0030.946¢c.d740 (Cluster member 1)
Local port: 10 FEC number: 0

Upstream port: Fa0/18 FEC Number:

Hops from command device: 2
Device 'Sanduan2' with member number 3

Device type: cisco WS-C3750

MAC address: 0002.4b29.4400

Upstream MAC address: 0030.946¢c.d740 (Cluster member 1)
Local port: Gi6/0/1 FEC number:

Upstream port: Fa6/0/11 FEC Number:

Hops from command device: 2
Device 'GenieTest' with member number 4

Device type: cisco SeaHorse

MAC address: 0002.4b28.c480

Upstream MAC address: 0030.946¢c.d740 (Cluster member 1)
Local port: Gi0/2 FEC number:

Upstream port: Fa0/9 FEC Number:

Hops from command device: 2
Device 'Palpatine' with member number 5

Device type: cisco WS-C2924M-XL

MAC address: 00b0.6404.£8c0

Upstream MAC address: 0002.4b29.2e00 (Cluster member 0)
Local port: Giz/1 FEC number:

Upstream port: Gi0/7 FEC Number:

Hops from command device: 1

avy kR L]
show cluster AAVTNET DI TAZDAT —HABLOY <) —2RKRLE
show cluster candidates fERAA v F DOV A MEERLET,
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show controllers cpu-interface W

show controllers cpu-interface

CPU Ry FU—2 A2 —7 A A ASIC (FriE iR HEREEE) OAT — haFRosL, CPU IZE
T 58y MZBET B HEHE#H A2 5% T 521X, show controllers cpu-interface 4 EXEC =2~
RE[EHLET,

show controllers cpu-interface [ | {begin | exclude | include} expression]

DBV ADHHA | begin (fEE) expression & =BT DTN OHRRZRIELE T,
| exclude (fEE) expression & =BT 21T RRMNOERINLET,
| include (EE) 45E &Niz expression & —ET DT R RICEDET,
expression BRARA > N LTHEAT DHIINOITFHITY,
ATV K E—F  FE EXEC
Y FOBERE yy—= EERE
12.1(11)AX Coavy FRBMSNE L,

EREDAA FS54>

Zoavry REMEHTL2ZET, v RAaOT 7 =N BAR— MIYRASL v FO RTINSy 2—T ¢
VT EAT O DICENOERDFERSINET,

XFHNTIE, KIXFENLFNREJESET, =& 2L, | exclude output & AJJ L7=54E . output %
BUITIEFERINERAD, Output ZETITIFFERINET,

0] W DBFITiL, show controllers cpu-interface =~ > RO 1 &R LET,
Switch# show controllers cpu-interface
cpu-queue-frames retrieved dropped invalid hol-block
rpc 4523063 0 0 0
stp 1545035 0 0 0
ipc 1903047 0 0 0
routing protocol 96145 0 0 0
L2 protocol 79596 0 0 0
remote console 0 0 0 0
sw forwarding 5756 0 0 0
host 225646 0 0 0
broadcast 46472 0 0 0
cbt-to-spt 0 0 0 0
igmp snooping 68411 0 0 0
icmp 0 0 0 0
logging 0 0 0 0
rpf-fail 0 0 0 0
queueld 0 0 0 0
cpu heartbeat 1710501 0 0 0
Supervisor ASIC receive-queue parameters
queue 0 maxrecevsize S5EE pakhead 1419A20 paktail 13EAED4
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W show controllers cpu-interface

queue 1 maxrecevsize S5EE pakhead 15828E0 paktail 157FBFC
queue 2 maxrecevsize 5EE pakhead 1470D40 paktail 1470FE4
queue 3 maxrecevsize S5EE pakhead 19CDDDO paktail 19D02C8

<output truncated>

Supervisor ASIC Mic Registers

MicDirectPollInfo 80000800
MicIndicationsReceived 00000000
MicInterruptsReceived 00000000
MicPcsInfo 0001001F
MicPlbMasterConfiguration 00000000
MicRxFifosAvailable 00000000
MicRxFifosReady O0O0OBFFF
MicTimeOutPeriod: FrameTOPeriod: O0000OEA6 DirectTOPeriod: 00004000

<output truncated>

MicTransmitFifoInfo:

Fifo0: StartPtrs: 038C2800 ReadPtr: 038C2C38
WritePtrs: 038C2C38 Fifo Flag: 8A800800
Weights: 001EO0O01E

Fifol: StartPtr: 03A9BCO0 ReadPtr: 03A9BC60
WritePtrs: 03A9BC60 Fifo Flag: 89800400
writeHeaderPtr: 03A9BC60

Fifo2: StartPtr: 038C8800 ReadPtr: 038C88EQ
WritePtrs: 038C88E0 Fifo Flag: 88800200
writeHeaderPtr: 038C88E0

Fifo3: StartPtr: 03C30400 ReadPtr: 03C30638
WritePtrs: 03C30638 Fifo Flag: 89800400
writeHeaderPtr: 03C30638

Fifo4: StartPtr: 03AD5000 ReadPtr: 03AD50A0
WritePtrs: 03AD50A0 Fifo Flag: 89800400
writeHeaderPtr: 03AD50A0

Fifo5: StartPtr: 03A7A600 ReadPtr: 03A7A600
WritePtrs: 03A7A600 Fifo Flag: 88800200
writeHeaderPtr: 03A7A600

Fifo6: StartPtr: 03BF8400 ReadPtr: 03BF87F0
WritePtrs: 03BF87F0 Fifo Flag: 89800400

<output truncated>

BEav> R avw vk EHER
show controllers N=RU =T EEFA L H—T 2 A ADONH L P AZ D LiRAIAEND,
ethernet-controller KA B =T 2 ADEZEFEORIERERRLET,
show interfaces TRTDA L F =T 2 A ZAETIFRESNT AV F—T =4 ADOEFR

T ABIOCIMERAT =X AR LET,
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show controllers ethernet-controller W

show controllers ethernet-controller

N=RY =T POHBIANIEEZBICET 54 v 7 —7 = ARMLOFEHERE F— 7 — R L TR
9 2121X. show controllers ethernet-controller #5# EXEC =~ F&fi /L ¥, phy ¥—U—F
ERELTHEHATLE, A VX —T A ANML YA ZNERES N, port-asic ¥ — VU — FEIFET S
&L K=K ASIC (ICHT 2 EWARRSNETS,

show controllers ethernet-controller [interface-id] [phy [detail]] [port-asic
{configuration | statistics}] [fastethernet 0][ | {begin | exclude | include} expression]

YUBYYADGHE  interface-id MBRA v =T 2 A R (FAT RAE 7 A= FVa—/, K-
ZETe)
phy BB TAA A, A EZ—T = ZAD XA v FOMEE (PHY) T34
ADNEV Y AY AT —H A%FRLET, ¥ —7 =1 AD Automatic
Medium-Dependent Interface Crossover (Auto-MDIX) HEEDEBEA T — k%
KRICEDET,
detail ({EE) PHY WL VA X OFEHIER 2R LE T,
port-asic UEE) A—FD ASIC AL A Z DR EFERLET,
configuration A—FD ASIC NI L P AX DB EEFE R LET,
statistics A— kD ASIC #EHE# (Rx/Sup F = —F L OZOMOMGHERZ &Te) 2
~LET,
| begin UEE) expression & —EBT 21T LR REZMABLET,
| exclude (EE) expression & —HT 21T F£KRmN LRI L £,
| include ERE) fEE SN expression & —HT DITHRRICEDET,
expression ZHARA N E LTHEAT 2 N0 TFSITY,
OV K E—F  H5HE EXEC (=—¥ EXEC £ — RO interface-id ¥—7 — R &5 E LG F AR — 1)
Y FOBERE Jyy—=x EERE
12.1(11)AX Zoawy RRBMEhE L,
12.2(20)SE XENPAK £ =2 —/L U 7/ EEPROM OWNERFKREND L HIZRY %
L7,

BEREDAA FS54>

FTRTOA v H =T oA AFTIIREENTA V¥ —7 = A AD AR RMON #atiEla &ie b7
T4y I ERE -V — R L TCERLET,

phy £721% port-asic ¥— 7 — F&E AN L7ZAE, R RAaDT 7 =00 bR — 1 MAEDA A v F
DEFTITNY 2a—T 4V TIRLOHERBERENET,

XFHNTIE, KRIXFENLFNREJESET, =& 2L, | exclude output & A L7=354E . output %
BUITIEFRRINERAD, Output ZE0ITIFFRINET,
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M show controllers ethernet-controller

Excessive collisions
Late collisions
VLAN discard frames
Excess defer frames
64 byte frames

127 byte frames

255 byte frames

511 byte frames
1023 byte frames
1518 byte frames
Too large frames

Invalid frames, too large
Valid frames, too large

Invalid frames,
Valid frames,

too small
too small

o O O O

Too old frames

Valid oversize frames
System FCS error frames
RxPortFifoFull drop frame

O O O O

i WORFITIE, DA ¥ —7 x4 AZ%T % show controllers ethernet-controller phy =~ > KD H
NaERLET, & 2-23 12 Transmit 7 4 —/V ROFAZ R L, & 2-24 I Receive 7 4 —/v RO %
RALET,

Switch# show controllers ethernet-controller gigabitethernet6/0/1
Transmit GigabitEthernet6/0/1 Receive
0 Bytes 0 Bytes
0 Unicast frames 0 Unicast frames
0 Multicast frames 0 Multicast frames
0 Broadcast frames 0 Broadcast frames
0 Too old frames 0 Unicast bytes
0 Deferred frames 0 Multicast bytes
0 MTU exceeded frames 0 Broadcast bytes
0 1 collision frames 0 Alignment errors
0 2 collision frames 0 FCS errors
0 3 collision frames 0 Oversize frames
0 4 collision frames 0 Undersize frames
0 5 collision frames 0 Collision fragments
0 6 collision frames
0 7 collision frames 0 Minimum size frames
0 8 collision frames 0 65 to 127 byte frames
0 9 collision frames 0 128 to 255 byte frames
0 10 collision frames 0 256 to 511 byte frames
0 11 collision frames 0 512 to 1023 byte frames
0 12 collision frames 0 1024 to 1518 byte frames
0 13 collision frames 0 Overrun frames
0 14 collision frames 0 Pause frames
0 15 collision frames 0 Symbol error frames
0
0
0
0
0
0
0
0
0
0
0
0

Good (1 coll) frames

* 2-23 Transmit ® 7 1« —)L FOFERHA
Z4—ILF L
Bytes A B —T x4 A ETRHREFEEINT AL FORE,

Unicast Frames

ZI=F ¥ AN T FLRIZEEFEEINZ7 L— LD,

Multicast frames

Y NVFFY AN T RLRICEEINT-T7 L — L2085,

Broadcast frames

To—REyv AT RLRICEESRET L—LADRE,

Too old frames

Ny "AEBHEIRINOZOHIR— T Ray 7ENE7 L—2DH,

Deferred frames

RFfHI 23 2% fe RN MR 2B R T THRE SR -T2 7 L— 2 DK,

MTU exceeded frames

BRRKHA 7 U—h YA ZeB27 L— 208,

1 collision frames

1 HO#EEE, (v —T A A LETEFICEEENTZT L—20%,

2 collision frames

2 B DOEREH, A F—T A A LETIERICEEESNTZT7 L —200D%,

3 collision frames

3EOEREE, A F—T oA A LTEFRITEEENTZT7 L —L20DH,

4 collision frames

4 B DOERES, A1 H—T 24 A LTEFRITEEINTEZT7 L—20%,

Jl Catalyst3750 R4 v F av Y F YI7L2R
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& 2-23

show controllers ethernet-controller

Transmit ® 7 4 —J)L FOHBA EHE)

J4—ILF

B8

5 collision frames

SEIOEE%., A F—T A A ETEFICEEEINTZTL—L00H,

6 collision frames

6 BDEZE%, A v —Tx2A A ETEFICEEZENTZT L—20%,

7 collision frames

pafll

8 collision frames

8 MIDE L%, A v F—T = A A LTIEW EEaniz71r—u0¥k,

i

9 collision frames

23k
2%
7 EOERE, £ F—T =2 A ETEFICERFEENTZT L—20DH,
2%
2%

O MK, f v F—Tx2A A FLTEFICEEINTLZT L—L20DH,

10 collision frames

10 ElOEZE#%, A v 2 —T 2 A L TIEFICHEE SN T L—LDHK,

11 collision frames

11 B oEE%, A X —7 x4 A LTIER EEnr-71r—2r0¥,

12 collision frames

13 collision frames

13 BloOEZESE, A v F—7 A A ETIER FEanz7r—u0¥K,

14 collision frames

%
ik
12 FOfZES%, v F—T = A L TEFICEESNLET L—L20%,
%
%

14 BIO@E S, A F—7 A A ETIER FEahi-7 1L —2r0%,

15 collision frames

15 Bl DOfEizE#, A Z—7 oA A ETCEFICEEINTE 7L —20%,

Excessive collisions

16 BDOEREB, A Z—T A A LTEETERNST-T7 L—20DH,

Late collisions

TV —LAMBERFEINEZHRT, 7—20BEHICREINZLAS F 2V ParDidll Fey
77 L—AD¥,

VLAN discard frames

CFl' vty BB EINEZ LICE VA v F—T oA A LT Ruy FENET7 L—ADH,

Excess defer frames

RERI N RN N 2 2 722 TREE SN o727 L— AD#K,

64 byte frames

A B =T 2 A LETEEENTZ 64 X1 FDOT L— LD,

127 byte frames

A =T x4 ALETHEEINTZ 65~ 127 31 DT L— LD,

255 byte frames

A B =T 2 A4 A ETHEEENTZ 128 ~ 255 X4 F DT L— DRI,

511 byte frames

A B =T 2 A LETHEEENT 256 ~ 511 A F D7 L—LDE,

1023 byte frames

A B =T A A LETHEEENT 512 ~ 1023 X4 FD T L— LD,

1518 byte frames

A B =T A ALETEREFEINT 1024 ~ 1518 XA D7 L — L DREL,

Too large frames

AE =T 2 A A LTEEEINTEHRRFT I L —LA VA X EB2T-7 L—20%,

Good (1 coll) frames

1 BlOE%EE, £ v F—T7 x4 AETIERICEE SN 7 L—208, ZOMHEIZIE 1 BOHEEE,
A B =T 2 A LETIEFICEEENR Do T7 L—20HITEENTEA,

1. CFI = Canonical Format Indicator (7 #—~ v MEXFER)

= 2-24 Receive O 7 14 —JL FDREA
J4—ILF HTL:)]
Bytes Ao B =T A ALTZEENET7L—AICEo THERENTEAEY (1 ) D&, FCS!

ERELOCEFEATRN T L—Ab@ENET, ZOEICIE, 7b—h~yF— By MR EE
NEHE A

Unicast frames

A H =T 2 A A LTERIIZESINZZ=FY X b T FLAZET b7 L—AOREL

Multicast frames

B =T 2 A A LTERBICZEINZLFXY AL 7T RLRIZAT BN T L— O,

Broadcast frames

A B =T 2 A A LETIEFHIIZEESNZTo— KXY A h 7 RLAIZHAITLNEZT L—LDH
.

Unicast bytes

A F =T 24 A LTREEINa=F v A JL—A ko THERINZAEY (31 )
D, FCSHEBIVEERATRNTZ L—AbEFENEd, ZOMEICT, 7b—Lh ~y ¥ —
By FREEREEA,
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M show controllers ethernet-controller

® 2-24 Receive M7 4 —JL FOHRHA (=)
Z4—ILF EL
Multicast bytes A B =T 2 A ZALETREESNTEZIAFFR Y AL ZL—AICE s THERENTZAETY (A )

V=]

D, FCSHEBLIVEEFATRNWTZ L—AbEBENEd, ZOMHEICITE. 7b—Lh ~y ¥ —
By FRGENEEA,

Broadcast bytes

AV E—T A A FPTEZEESNTETE—FRXy AN ZJL—AIZ Lo THERAINZATEY (N4
) O¥E, FCSHEBLVEFHERX TRV I L—AbEENET, TOMEIZIE, 7L—45 ~y
X — By MREENETA,

Alignment errors

ABE =T 2 A A LETZEEINEZTIA AV N 2T —%2F>7 L— LDk,

FCS errors

AP =T 2 A A LTREESNTZADBZES (O ) 285, EF2 FCSELZRLRVT
L — LD HL,

Oversize frames

A B =T 2 A A LETZEINTERRKFAZ7L—A A X227 L— A0,

Undersize frames

A HE =T 2 A4 XA LTRIEEINT 64 XA FRIEDO 7 L— L DHL,

Collision fragments

AL B =T 2 A A LTRESNTZaVTary 77720 o,

Minimum size frames

BN LU—Db A DT L — DO,

65 to 127 byte frames

65 ~ 127 "4 + D7 L— L DELL

128 to 255 byte frames

128 ~ 255 A F D7 L —ADRREK,

256 to 511 byte frames

256 ~ 511 XA + D7 L— L D#E,

512 to 1023 byte frames

512 ~ 1023 314 R D7 L— L DRI,

1024 to 1518 byte frames

1024 ~ 1518 /XA b D7 L — A D#RHL,

Overrun frames

AL B =T 2 A A LTRESNTEA—NR—=T L 7L —2DE,

Pause frames

A B =T 2 A LETZEEINEZR—X 7L —LADHK,

Symbol error frames

A B =T A A FTZEENTEY VRV T —%2 057 L—ADH,

Invalid frames, too large

BRHFFAIMTU2H AR (FCSEY FaEdh, 7L—Ah ~yX—%8FE7) 282, FCS =
F—FFETIAAL N ZF—DNT RN ERD, ZIEFLT L — LD,

Valid frames, too large

A B =T 2 A AL TZEEINTERRFAT 7L —L A X B2 7 L—L0%,

Invalid frames, too small

64 34+ (FCSEy h2EH, Zb—b ~yX—%EER\) KT, FCS =7 —%£72137
TAAY b ZT=DOWTNNEFRD, ZEHAT L— LD,

Valid frames, too small

64 XA b (£721Z VLAN # & 7 L— A TIL 68 /A 1) Rl T, A%h72 FCS EZ oA
B—T 2 f ATLEINTZTL—20H, 7L—A A X2F. FCSEY FAREFEN, 71—
L~y Z— By MIGERLEEA,

Too old frames

Ny SRAIREIADIZD ATIR—F TRy 7ENT27 L— LD,

Valid oversize frames

A F =T 2 A A ETREESNTHRRFFANT L—»b A X&lx, A7 FCSEEF>7 L —
LK, 7 V—h YA XL, FCSEAEFEN, VLAN ¥ 773G EhEE A,

System FCS error frames

AE=T A A LTRESNIAMBRES (A1) 2Rb, EER FCS a7
L — LD,

RxPortFifoFull drop
frames

ANF 2 =Bl THLZD Ny 7silc, AV F =T =24 A ETRFENLT7 L—LADHK
.

1. FCS = frame check sequence (7 L — A Fx= v 7 v —/4 L R)
2. MTU = Maximum Transmission Unit (fx Kfzik=>=> k)
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show controllers ethernet-controller W

WOFITIX, FFEDA > F—7 = A AIZxt9 5 show controllers ethernet-controller phy =~ > RK®

WhaERLET,
Switch# show controllers ethernet-controller gigabitethernetl/0/2 phy
Control Register : 0001 0001 0100 0000
Control STATUS : 0111 1001 0100 1001
Phy ID 1 : 0000 0001 0100 0001
Phy ID 2 : 0000 1100 0010 0100
Auto-Negotiation Advertisement : 0000 0011 1110 0001
Auto-Negotiation Link Partner : 0000 0000 0000 0000
Auto-Negotiation Expansion Reg : 0000 0000 0000 0100
Next Page Transmit Register : 0010 0000 0000 0001
Link Partner Next page Registe : 0000 0000 0000 0000
1000BASE-T Control Register : 0000 1111 0000 0000
1000BASE-T Status Register : 0100 0000 0000 0000
Extended Status Register : 0011 0000 0000 000O
PHY Specific Control Register : 0000 0000 0111 1000
PHY Specific Status Register : 1000 0001 0100 000O
Interrupt Enable : 0000 0000 0000 000O
Interrupt Status : 0000 0000 0100 0000
Extended PHY Specific Control : 0000 1100 0110 1000
Receive Error Counter : 0000 0000 0000 0000
Reserved Register 1 : 0000 0000 0000 0000
Global Status : 0000 0000 0000 0000
LED Control : 0100 0001 0000 0000
Manual LED Override : 0000 1000 0010 1010
Extended PHY Specific Control : 0000 0000 0001 1010
Disable Receiver 1 : 0000 0000 0000 1011
Disable Receiver 2 : 1000 0000 0000 0100
Extended PHY Specific Status : 1000 0100 1000 000O
Auto-MDIX : On [AdminState=1 Flags=0x00052248]

WOFTE, 10Xy b £ —HF> b £ % —7 A AD show controllers ethernet-controller
tengigabitethernet1/0/1 phy =~ > RO 1%~ LE 7, XENPAK £ = —/L U 7 /L EEPROM O
NEBERINET,

EEPROM ~ v 7B IO IID 7 4 —/v REHOFEMIZ OV TIEL, ROV A D XENPAK Multisource
Agreement (MSA) ZZHL T ZEW,

http://www.xenpak.org/MSA/XENPAK MSA R2.1.pdf
http://www.xenpak.org/MSA/XENPAK MSA R3.0.pdf

EDN— 3 O XENPAK v = =2 7 v & itle~E 29 5120, 11D XENPAK MSA Version
supported 7 4 — )LV REMER L TLIEE W, A=Y =2 211%15 (16 #5) T, ~A—Y =22 3.01% 1E
(16 #%) T,

Switch# show controllers ethernet-controller tengigabitethernetl/0/1 phy

TenGigabitEthernetl/0/1 (gpn:472, port-number:1)

XENPAK Serial EEPROM Contents:
Non-Volatile Register (NVR) Fields

XENPAK MSA Version supported :0x15

NVR Size in bytes :0x100
Number of bytes used :0xDO

Basic Field Address :0xB
Customer Field Address :0x77

Vendor Field Address :OxA7
Extended Vendor Field Address :0x100
Reserved :0x0
Transceiver type :0x1 =XENPAK
Optical connector type :0x1 =SC

Catalyst 3750 R4 v F a2 F YI7L VR
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show controllers ethernet-controller

Bit encoding

Normal BitRate in multiple of 1M b/s

Protocol Type
Standards Compliance Codes
10GbE Code Byte 0
10GbE Code Byte 1
SONET/SDH Code Byte
SONET/SDH Code Byte
SONET/SDH Code Byte
SONET/SDH Code Byte
10GFC Code Byte 0
10GFC Code Byte 1
10GFC Code Byte 2
10GFC Code Byte 3
Transmission range in 10m

Fibre Type
Fibre Type Byte 0
Fibre Type Byte 1

w N PO

Centre in

Centre

Optical Wavelength
Optical Wavelength
Optical Wavelength
Optical Wavelength

in
Centre in
Centre
Package Identifier OUI

Transceiver Vendor OUI

in

Transceiver vendor name

Vendor serial number

0
0.
0
0.
:0x41F420
:0x3400871
:CISCO-OPNEXT, INC

Part number provided by transceiver vendor
Revision level of part number provided by vendor

Vendor manufacturing date code

Reservedl
Basic Field Checksum :0x6C
Area
00 00
00 00
00 00

Customer Writable
0x00:00 00 00 00
0x10:00 00 00 00
0x20:00 00 00 00

00
00
00

00
00
00

Vendor Specific
0x00:41 00 20
0x10:03 00 00
0x20:00 00 00
0x30:00 00 00
0x40:CC F6 45
0x50:46 D2 00

F4
00
00
00
FF
00

88
00
00
11
99
00

84
00
00
5E
00
00

28
00
00
19
00
00

94
00
00
E9
00
00

.01lnm
0lnm
.01lnm
0lnm

:0x1 =NRZ
:0x2848
:0x1 =10GgE

:0x2 =10GBASE-LR
:0x0

: 0x0

: 0x0
:0x0

: 0x0

: 0x0
:0x0
:0x0

: 0x0
:0x3E8

:0x40 =NDSF only
:0x0 =Unspecified

steps - Channel 0 :0xl1 OxFF 0xB8
steps - Channel 1 :0x0 0x0 0xO0
steps - Channel 2 :0x0 0x0 0xO
steps - Channel 3 :0x0 0x0 0x0

:800-24558-01
:01

:ONJ0735003U
:2003082700

:00 00 00 00 00 00 00

00
00
00

00
00
00

co
00
00
BF
00
00

00
00
00
1B
00

00
00
00

00
00
00

00
00
00

00
00
00

00
00
00

00
00
00

30
00
00
AD
00

14
00
00
98
00

06
00
00
03
00

39
00
00
9B
00

00
00
00
DF
co

D9
00
00
87
48

WK DOHFITiX., show controllers ethernet-controller port-asic configuration =~ > RO 1 Z R L F

B

Switch# show controllers ethernet-controller port-asic configuration

Switch 1, PortASIC 0 Registers

DeviceType

Reset

PmadMicConfig

PmadMicDiag
SupervisorReceiveFifoSramInfo
SupervisorTransmitFifoSramInfo
GlobalStatus

IndicationStatus
IndicationStatusMask

000101BC
00000000
00000001
00000003
000007D0
000001DO
00000800
00000000
FFFFFFFF

000007D0 40000000
000001DO 40000000

Jl Catalyst3750 R4 v F av Y F YI7L2R
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InterruptStatus
InterruptStatusMask
SupervisorDiag
SupervisorFrameSizeLimit
SupervisorBroadcast
GeneralIO

StackPcsInfo

StackRacInfo

StackControlStatus
stackControlStatusMask
TransmitBufferFreeListInfo

TransmitRingFifoInfo

TransmitBufferInfo
TransmitBufferCommonCount
TransmitBufferCommonCountPeak
TransmitBufferCommonCommonEmpty
NetworkActivity
DroppedStatistics
FrameLengthDeltaSelect
SneakPortFifolInfo

MacInfo

<output truncated>

K DOFITIiL, show controllers ethernet-controller port-asic statistics =~ > FOH 12 R LET,

00000000
01FFE800
00000000
000007C8
000A0F01
000003F9
FFFF1000
FFOFFFOO
73001630
24140003
18E418E0
FFFFFFFF
00000854
0000088A
00000016
0000000C
00012000
00000F7A
0000001E
000000FF
00000000
00000000
00000001
00000000
OECO801C
00C0001D

show controllers ethernet-controller

00000000 00000004

860329BD 5555FFFF FFFFFFFF
86020000 5555FFFF 00000000
00000003 7F001644 00000003
FD632B00 18E418E(0 FFFFFFFF

00000800 00OO0OFF8 00000000
0000085D 00000FF8 00000000
00000016 40000000 00000000
0000000C 40000000 00000000
00000FFF 00000000 00000030

00000000 00000000 02400000

00000001 OEC0801B 00000001
00000001 0O0COO001E 00000001

Switch# show controllers ethernet-controller port-asic statistics

Switch 1, PortASIC 0 Statistic

0 RxQ-0, wt-0 enqueue
4118966 RxQ-0, wt-1 enqueue
0 RxQ-0, wt-2 enqueue

0 RxQ-1, wt-0 enqueue
296 RxQ-1, wt-1 enqueue
2836036 RxQ-1, wt-2 enqueue

0 RxQ-2, wt-0 enqueue
0 RxQ-2, wt-1 enqueue
158377 RxQ-2, wt-2 enqueue

0 RxQ-3, wt-0 enqueue
wt-1 enqueue
0 RxQ-3, wt-2 enqueue

o
o
b
?
w

=

TxBufferFrameDesc Ba

~

SneakQueue Drop Coun

S

frames
frames
frames

frames
frames
frames

frames
frames
frames

frames
frames
frames

TxBufferFull Drop Count

dCrclé6

t

O O O b OO O o wu

Learning Cam Skip Count

Sup Queue 0 Drop Frames
Sup Queue 1 Drop Frames

TxBuffer Bandwidth Drop Cou
TxQueue Bandwidth Drop Coun
TxQueue Missed Drop Statist
RxBuffer Drop DestIndex Cou

Learning Queue Overflow Fra

o o

O O O O O O o O

RxQ-0, wt-0 drop frames
RxQ-0, wt-1 drop frames
RxQ-0, wt-2 drop frames

RxQ-1, wt-0 drop frames
RxQ-1, wt-1 drop frames
RxQ-1, wt-2 drop frames

RxQ-2, wt-0 drop frames
RxQ-2, wt-1 drop frames
RxQ-2, wt-2 drop frames

RxQ-3, wt-0 drop frames

RxQ-3, wt-1 drop frames
RxQ-3, wt-2 drop frames

Rx Fcs Error Frames

Rx Invalid Oversize Frames
Rx Invalid Too Large Frames
Rx Invalid Too Large Frames
Rx Invalid Too Small Frames

Rx Too 0Old Frames
Tx Too Old Frames
System Fcs Error Frames

Sup Queue 8 Drop Frames
Sup Queue 9 Drop Frames
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M show controllers ethernet-controller

Sup Queue
Sup Queue
Sup Queue
Sup Queue
Sup Queue
Sup Queue

o O O O o o

~ o U Ww N

Drop Frames
Drop Frames
Drop Frames
Drop Frames
Drop Frames
Drop Frames

Sup Queue 10 Drop Frames
Sup Queue 11 Drop Frames
Sup Queue 12 Drop Frames
Sup Queue 13 Drop Frames
Sup Queue 14 Drop Frames
Sup Queue 15 Drop Frames

o O O O O o

Switch 1, PortASIC 1 Statistics

0 RxQ-0, wt-0 enqueue frames 0 RxQ-0, wt-0 drop frames
52 RxQ-0, wt-1 enqueue frames 0 RxQ-0, wt-1 drop frames
0 RxQ-0, wt-2 enqueue frames 0 RxQ-0, wt-2 drop frames

<output truncated>

BEav> R avwyEk

&8

show controllers
cpu-interface

CPU ® v FU—2 ASIC DR, B LV CPU (T < "7 v FDIEZIFED
MaHFHAER R LET,

show controllers tcam

YAT AHNOTRTO Ternary CAM (TCAM) & CAM =2 fr—F T
b TCAM A 4 —7 = ZASIC DL T AL AT — R LET,

show idprom

VBELEA v 2 —7 x4 2D IDPROM E#HEE R LET,

Catalyst 3750 R/ yF Av v F YI7L R
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show controllers power inline Wl

show controllers power inline

$87E L 7= Power over Ethernet (PoE) =2 b —F DLV A% D% FKxd 5121, show controllers
power inline = —% EXEC =2~ K& AL 7,

show controllers power inline [instance] [module switch-number] [ | {begin | exclude |
include} expression]

DURY Y ADEBE  instance (EE) B bR =T DA VY AX VA, KAV AF AT 4 DODKR— MK
L ET, WX, MEHEOT A RT A4 2] OEEZSRL TLIEED,
AVABUAERE LW EZ, TXTOA U AZ U ARKRRINET,

module switch- L) BEINTEAZ I AUNAN—DR— NPT ERERFLET, 2 v T RE

number X 1~9 T4,

| begin (L&) expression & —BT BT LRTERIBELET,

| exclude ULE) expression & —BT 21T R TN LERILET,

| include (L&) $87E I iz expression & —HT 2T FRIZEDE T,
expression BRRA 2 N E LTHERT DHIINOILFHITY,

a2 kK E—F o —# EXEC

av Yy FOERE Jy—=x EERNE
12.1(19)EA1 Zoavwy RPMEMEShE L,

BRLOHMA K54  Catalyst 3750-48PS 2 A v FTlE, $HETX 2 instance #HIT 0 ~ 11 T,
Catalyst 3750-24PS A A » FTl, $5E TE % instance HiHIL 0 ~ 5 TY,

Catalyst 3750-48PS A A » F Tl HEETE 2 instance AL 0 ~ 2 T, 0~ 2 LIF D instance T
. AA v FIIH R L A,

Catalyst 3750-24PS A A v FTiL, & TE % instance FiPHIZ 0~ 1 TT, 0 ~ 1 LAH D instance T
T, Ay FIREOERELEEA,

DAY RE, TN TORAL v FTERRINE T, PoE ZA v FIEIFTHETT, PoE ¥ R—
FLZRWAAL v FOFRITERIE S EE A,

Ioaxwr RefElT L8, Y RAaDT 7 =N YR MIEPRAL v F DT TNV a—T 47
ZAT ) DITRNLOTHERP TR S NET,

LFFNTIHE, KXFL/NCERRIENET, 72& 212, | exclude output & AJ) L7284 output %
ETITIIR R SNETAD, Output ZETITIIRREINET,

Catalyst 3750 R4 v F a2 F YI7L VR
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Bl show controllers power inline

i IR DB T, Catalyst 3750G-48PS F 721% 3750G-24PS A A F LIS D Z A v F TD show controllers
power inline =~ > ROM I ERLET,

Switch> show controllers power inline
Module 1, Controller Instance O,

Interrupt

Intr Mask
Power Event
Detect Event
Fault Event
T-Start Event
Supply Event
Port 1 Status
Port 2 Status
Port 3 Status
Port 4 Status
Power Status
Pin Status
Operating Mode
Disconnect Enabl

e

Detect/Class Enable

Reserved
Timing Config
Misc Config
ID Revision

Reg
Reg
Reg
Reg
Reg
Reg
Reg
Reg
Reg
Reg
Reg
Reg
Reg
Reg
Reg
Reg
Reg
Reg
Reg
Reg

0x0
Ox1
0x2
0Ox4
0x6
0x8
OxA
0xC
0xD
0xE
OxF
0x10
0Ox11
0x12
0x13
0x14
0x15
0x16
0x17
0Ox1A

Module 1, Controller Instance 1,

<output truncated>

Address 0x40
= 0x0

0xF6
0x0
0x0
0x0
0x0
0x0
0x24
0x24
0x3
0x3
OxFF
0x0
0xAA
0xAQ
OxFF
0x0
0x2
0xAQ
0x64

Address 0x42

WO FITiE, Catalyst 3750G-24PS A »» F-T? show controllers power inline =~ > KOHJZR L

ij‘o

Switch> show controllers power inline
, address 0

Alchemy instance 0
Pending event fla
Current State
Current Event
Timers
Error State
Error Code
Power Status
Auto Config
Disconnect
Detection Status
Current Class
Tweetie debug

9

:N
:00
:00
:00
:00
:00
:N
N

N N
05
01
C5
00
00

Y N

Y v

:N N N

:00
:00
:00

00
00
00

POE Commands pending at sub:

port :0
port :0
port :0
port :0

Command 0 on
Command 1 on
Command 2 on
Command 3 on

each
each
each
each

N N N

10 51 61 11
00 10 40 00
57 03 12 20
00 00 10 00
00 00 00 00
NYNNNN
NYYYYY
NNNNNN
00 30 00 00
00 30 00 00
00 00

0 00 00 00
0 00 00 00
0 00 00 00
0 00 00 00

NNNNNN

04 B2 05 06 07 07

00 00 00 00 00 0O
N N N
YYY
N NN

00 00
00 00
00 00
00 00

BEa<TFR avw vk

BidA

logging event
power-inline-status

PoE A/ X bouXr ra A4 x—7 /I LET,

power inline

BEL:

£,

POE HK— h %7127 C 0 PoE H— h DB AEHE— Fa i L

show power inline

BEL:

£,

PoE R— FE/2IEZT X TD PoE R— FD PoE AT —# A& KR L

Jl Catalyst3750 R4 v F av Y F YI7L2R
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show controllers tcam W

show controllers tcam

AT LDFTNTD Ternary CAM (TCAM)., BXWCAM =2 ba—FTHDHTXTD TCAM A1
H—TxAAASIC DV AHFDAT— F&FE/RT HIZ1E. show controllers tcam %54 EXEC 2~/
REMEHLET,

show controllers tcam [asic [number]] [detail] [ | {begin | exclude | include} expression]

YUBYIADHBA  asic ({£#&) A— ho ASIC TCAM @& FRLET,
number (EE) HESNA—F ASICELSOERER R LET, FHETE 2HMEIT0
~ 15 T7,
detail (L) TCAM L2 % OFMIEREZR T LET,
| begin (ER) expression & —EHT 2T bRREHBELET,
| exclude EE) expression & —BT 21T RKTNPORIALET,
| include (L&) $857E€ SN iz expression & — T 2T FRICEDET,
expression BRRA N E LTHERT D HIINOILFHITY,
avY K E—F  FEEXEC
av Y FOERE Jyy—= EEANR
12.1(1T1)AX Zoawr RABEMENE Lz,
12.1(14)EAL asic [number] ¥ —7U — KBNS E L,

EREDAHA R34y

7l

Zoavy REMHTL22ET v RAa0T 7 =N PAR—MIYRAL v FO N T TN 2—T 4
YT EAT D DITENLOERPFE RS NET,

LFEHTIE, KXFENAXFEREIESNET, 72& 2L, | exclude output & A L7254 output %
ETITIIFRRSNETAD, Output ZETITIIRREINET,

woOFITiL. show controllers tcam =~ > RO ZERLET,

Switch# show controllers tcam

REV: 00B30103
SIZE: 00080040
ID: 00000000
CCR: 00000000_F0000020

RPIDO: 00000000 00000000
RPID1: 00000000 00000000
RPID2: 00000000_00000000
RPID3: 00000000 00000000

| OL-8552-07-J
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Hl  show controllers tcam

HRRO:
HRR1:
HRR2:
HRR3:
HRR4 :
HRR5:
HRR6:
HRR7:

00000000_EOOOCAFC
00000000_00000000
00000000_00000000
00000000_00000000
00000000 _00000000
00000000_00000000
00000000_00000000
00000000 _00000000

<output truncated>

GMR31:
GMR32:
GMR33:

FF FFFFFFFF FFFFFFEF

FF _FFFFFFFF FFFFFFFE

FF_FFFFFFFE FFFFFFEE

TCAM related PortASIC 1 registers

LookupType:

LastCamIndex:
LocalNoMatch:
ForwardingRamBaseAddress:

89A1C67D_24E35F00
0000FFEO
000069ED

00022A00 0002FEOQO
00000000 003FBAOO
00000000 00012800

00040600 0002FEO0 0000D400
00009000 00009000 00040600
00012900

BBEav> R

avwyFk

B

show controllers
cpu-interface

CPU * v h7—7 ASIC DR, BL W CPU IZJE< 7 vy FDEZIFDH
AEHRER R LET,

=

show controllers
ethernet-controller

N=RY 2T EBA I =T 2 ZAORNE LV AZNOHRIPAEND, &
A H =T 2 A ADEZEOMEHTRERRLET,

Jl Catalyst3750 R4 v F av Y F YI7L2R
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show controllers utilization W

show controllers utilization

AA v FFETIIRFE DR — b OFIFIH R % KR T 5 (21%. show controllers utilization = —¥ EXEC
a<w> REFEALET,

show controllers [interface-id] utilization [ | {begin | exclude | include} expression]

DURy Y ZADFHHA

interface-id FEE) AAvF A F—T7 A4 ADID T,

| begin (EE) HBE ST expression & —ET AT DLERRERIAL ET,
| exclude (EE) HBE ST expression & —ET BT 2R RN HERIN L 7,
| include (L) $8E Sz expression & —ET DT RRICEDET,

expression ZIARA b & LTERT 2N DOLFSITY,

avy Kk E—F o —# EXEC
avY FOERE yy—=x EERE
12.2(25)SE ooy RRBEMENE LT,

BEREDAA FS54>

XFHNTIE, RXFLNLEREIENET, 72& 212, | exclude output & AJ) L7284 output %
ETITIIRRSNETAD, Output ZETITIIRREINET,

i W DOFIIL. show controllers utilization =~ > FOH 1 Z R L TWET,

Switch> show controllers utilization

Port Receive Utilization Transmit Utilization

Fal/o0/1 0 0

Fal/0/2 0 0

Fal/0/3 0

Fal/0/4 0 0

Fal/0/5 0 0

Fal/0/6 0 0

Fal/0/7 0 0

<output truncated>

<output truncated>

Switch Receive Bandwidth Percentage Utilization : 0

Switch Transmit Bandwidth Percentage Utilization : 0

Switch Fabric Percentage Utilization : 0

WOFITIX, FFED AR — b TO show controllers utilization =~ > KO 2R L TWET,

Switch> show controllers gigabitethernetl/0/1 utilization

Receive Bandwidth Percentage Utilization : 0

Transmit Bandwidth Percentage Utilization : 0

Catalyst 3750 R4 v F a2 F YI7L VR
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Bl show controllers utilization

#* 2-25 show controllers utilization ® 7 1« —JL FD&HEA

J4—ILE BReA

Receive Bandwidth Percentage | % f v FOZEFHEFIFALRL R R LET, 2T, TXTOR—F
Utilization DZEEFENT T4 v 7 DOEHEAAL v FOZIERETE S HDTY,
Transmit Bandwidth AA v FOEEHEHAMAREZE R LET, L, TTOR— |
Percentage Utilization DEEFENT T4 vV DEHEAL v T OEERETE ST-HLDOTT,
Fabric Percentage Utilization ZA v FDOFEELZEOM T OEIRFALOEEY >R R LFET,

BEEav> R avwyvk B L]

show controllers AV E—T A ADNEL I AX EFRRLET,
ethernet-controller

Catalyst 3750 R/ yF Av v F YI7L R
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show diagnostic

show diagnostic W

FTA VBT A NORERERFTLT, YAR—FINDET AN AL —F &Y A MT 52X, show
diagnostic = —¥ EXEC 2~ F&EMHH L £,

show diagnostic content switch [num | all] [ | {begin | exclude | include} expression]

show diagnostic post [ {begin | exclude | include} expression]

show diagnostic result switch [num | all] [detail | test {test-id | test-id-range | all} [detail]]
[ | {begin | exclude | include} expression]

show diagnostic schedule switch [num | all] [ | {begin | exclude | include} expression]

show diagnostic status [ | {begin | exclude | include} expression]

show diagnostic switch [num | all] [detail] [ | {begin | exclude | include} expression]

YUBYYZADEA  content BT APBLOT_ATOEY 2—LIZELT, 7AMID, TX M@
P BEUHH— b ERBA AL YT TR b LALEGTT A MEE
ERRALET,
switch num AA T ESEBELET, FHETE LML ~9 T,
switch all AL 9F AZ T DTRTCOAL v FZHELET,
post Power-on Self-Test (POST; EBIRHEARFEL 7T 2 ) OfERERRL
F9, a~vr ROMIIL show post =~ KERI L TY,
result TAMERERRLUET,
detail (BB T _COT A MEHEFRRLET,
test FAMERBELET,
test-id T A N O#MBIE S, TOMOFERIZOWTIE, MFEHEOTA KT A
Y ODHEESZRLTIIEE N,
test-id-range 7 A N OWBE SO, ZOMOERICOVTIE, A EosA R
T4 ] DHEZRLTIZS N,
all TRTOT A b
schedule BAEA TV a— SN TWOZZ A7 2R R LET,
status TANAT—HAEFRRLET,
|begin (fE7) expression & —HT 21T bR A-EHIAE L ET,
lexclude (EE) expression & —FT AITERRPLRILET,
linclude (LE) HE &7z expression & BT T2 R RICHEDET,
expression SHARA M LTHERT2HIIRNOFESITY,
TIXHILE Zoavy Rk, 7740 PRETH Y EH A,
ATk E—F  =2—%EXEC
Catalyst 3750 R4 v F a2 F YI7L VR
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Bl show diagnostic

avY FOERE

BEREDAA FS4>

Jyy—2 EERAR

12.2(25)SEE Zoavy R@BEMEnE L,

Ll

switch num Z AJJL72WIGE, X TOAL v FOFBRBFERINET,
a<wr FHITE, BRENDT A MERFKO LB TT,

e Passed (.)

e TFailed (F)

e Unknown (U)

WOFITIE, A v FITRESNTWOLF T A V2l FRT 5 TEERLET,

Switch# show diagnostic content switch 3

Switch 3:
Diagnostics test suite attributes:
B/* - Basic ondemand test / NA
P/V/* - Per port test / Per device test / NA
D/N/* - Disruptive test / Non-disruptive test / NA
S/* - Only applicable to standby unit / NA
X/* - Not a health monitoring test / NA
F/* - Fixed monitoring interval test / NA
E/* - Always enabled monitoring test / NA
A/I - Monitoring is active / Monitoring is inactive
R/* - Switch will reload after test list completion / NA
P/* - will partition stack / NA

Test Interval Thre-
ID Test Name attributes day hh:mm:ss.ms shold
1) TestPortAsicStackPortLoopback BRN* & *xp** 000 00:01:00.00 n/a
2) TestPortAsicLoopback B*D*X**IR* not configured n/a
3) TestPortAsicCam B*D*X**IR* not configured n/a
4) TestPortAsicRingLoopback B*D*X**IR* not configured n/a
5) TestMicRingLoopback B*D*X**IR* not configured n/a
6) TestPortAsicMem B*D*X**IR* not configured n/a

WOBEITIX, AL v FDF T4 Wi ReE£RTEHEERLET,

Switch# show diagnostic result switch 1
Switch 1: SerialNo
Overall diagnostic result: PASS

Test results: (.= Pass, F = Fail, U = Untested)
1) TestPortAsicStackPortLoopback --->
2) TestPortAsiclLoopback --—-—--—--—-—- >
3) TestPortAsicCam -—--—--—————————-—~- >
4) TestPortAsicRingLoopback -------- >
5) TestMicRingLoopback -----—-------- >
6) TestPortAsicMem —---—---——-———-———-——- >

Jl Catalyst3750 R4 v F av Y F YI7L2R
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show diagnostic W

WOFITIE, T4 BT A NDAT =2 ZA%FRKRT D EERLET,

Switch# show diagnostic status
<BU> - Bootup Diagnostics, <HM> - Health Monitoring Diagnostics,
<OD> - OnDemand Diagnostics, <SCH> - Scheduled Diagnostics

Card Description Current Running Test Run by
1 N/A N/A
2 TestPortAsicStackPortLoopback <OD>
TestPortAsicLoopback <OD>
TestPortAsicCam <OD>
TestPortAsicRingLoopback <OD>
TestMicRingLoopback <OD>
TestPortAsicMem <OD>
3 N/A N/A
4 N/A N/A
Switch#

WROBITIE, A v TFOFTABMDOT AN A7V a—NaRRnT 5hikERLET,

Switch# show diagnostic schedule switch 1
Current Time = 14:39:49 PST Tue Jul 5 2005
Diagnostic for Switch 1:

Schedule #1:

To be run daily 12:00

Test ID(s) to be executed: 1.

BEaTF av vk St
clear arp inspection log NVAE=Z Y TZWT A R ERELET,
diagnostic schedule TANR—ZADF Y TAVBWHT A NDAF Va—) VT EHELE
R
diagnostic start T TA BT A MR LET,

Catalyst 3750 R4 v F a2 F YI7L VR
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W show dot1g-tunnel

show dot1q-tunnel

IEEE 802.1Q k> R— M 21EHR AR RT 51X, show dotlg-tunnel = —+% EXEC =2+
Rz L E9,

show dotlq-tunnel [interface interface-id] [ | {begin | exclude | include} expression]

VOB YY) ADGH  interface interface-id (1) IEEE 802.1Q F > RV v VIEMAFRTZT DA L F—T oA AEIEE
LET, ARA LV F—T x4 A0F, WEAR—FEFR—F Fv 2ANE

FNET,
| begin UEE) expression & —ET 21T LR REZMABLET,
| exclude (ULE) expression & —ET 1T ERNPLERINLE T,
| include (EE) $87E Ihiz expression & —ET DT FRIZEDET,
expression ZBRRA N LTHERT HIINOLFHITT,
ATV FRFE—F  =—% EXEC
av Y FORERE J1y—=x EERAE
12.2(25)EAl Zoavwry RRBMESNELE,

BREDHA FSM4Y  CFEHITIE, KXFEALEREERET, 72 & 213F, | exclude output & A L7284, output %
ETITIIRRSNETAD, Output ZETITIIRREINET,

£l WOFHITIE, show dotlg-tunnel =~ > ROM I ERLET,

Switch> show dotlqg-tunnel
dotlg-tunnel mode LAN Port (s)
Gil/0/1

Gil/0/2

Gil/0/3

Gil/0/6

Po2

Switch> show dotlg-tunnel interface gigabitethernetl/0/1
dotlg-tunnel mode LAN Port (s)

Gil/0/1
BEaTUF avvk HL:
show vlan dotlq tag native IEEE 802.1Q XA 7 4 7 VLAN ¥ X 7/ AT —H A% KR LE

switchport mode dotlq-tunnel A2 —7 x4 A% IEEE802.1Q h> /L A—h & LTHEL
i‘a‘o

Catalyst 3750 R/ yF Av v F YI7L R
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show dotix

show dot1x

AA v FFEIFBEEINTZA— D IEEE 802.1x HatHH, BHAT—X A, BIOEERAT —H A
71 HI21%, show dotlx =—¥ EXEC =~ &AL E7,

show dotlx [{all [summary] | interface interface-id} [details | statistics]] [ | {begin |
exclude | include} expression]

DRy ZADEE  all [summary] (fEE) T _XTOR— D IEEE 802.1x A7 —#% A% EK 7 LET,
interface interface-id (ILE) FEEINT-HR—F (A TS ABZ YT A R_"— V22— F—
FE S A ETe) @ IEEE 802.1x D AT — & A& FR LET,

details ({f£&) IEEE 802.1x A > % —7 = A A DMz FE R LET,
statistics fRE &R — o IEEE 802.1x #aHEMA R~ L 7,

| begin (EE) expression & —BT 21T bR TEZMBELE T,

| exclude (ER) expression & —ET DT RN LRIV £,

| include () $8E Sh/z expression & —E T DITEFRICEHEDET,
expression WA A N E LTHERT 2 IANOIFHTT,

avY kR E—F o —# EXEC

vy FORERE yy—=x EFENR

12.1(11)AX Zoa<wry RRNEBMENRE LT,

12.1(14)EA1 all ¥—vU— 3B E L,

12.2(25)SED WHEAT — hD~w v AT — MBI OHR—F AT —F A 7 4 —)L RI|IZ
auth-fail-vlan & £ 5 X 5 ICRRZBIEINE LT,

12.2(25)SEE awr REXHNER S, a~vry FEABMEEShE L,

12.2(35)SE FoRM, B A L IP Phone (Cisco IP Phone 721X A 2 LISt A — T —
DEFE) O E L TRESNER—-FORAT—Z A G L HIES
NE L,

BREDALFI4Y R E2BEELRVERIE, 70— L ST A—E B~ —NERENET, K- FEfHEET
DA, F— FOFEMPFRTRINET,
H—HREIIRAFMORE & LTHR— MIBEAERE S, ZOREDAAL v T ORE EX LT 5
% . show dotlx {all | interface interface-id} Fit EXEC =< RHICEDIFERB RS INET,
ControlDirection = In (Inactive)

LFEHTIE, KT ENXTFREIESNET, 72& 2L, | exclude output & A L7254, output %
ETITIIFRRSNETAD, Output ZETITIIRREINET,

Catalyst 3750 R4 v F a2 F YI7L VR
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M show dotix

1 KOFTIE, show dotlx = —F EXEC =~ RO %R LET,

Switch> show dotlx
Sysauthcontrol

Dotlx Protocol Version
Critical Recovery Delay
Critical EAPOL

Enabled
2
100

Disabled

WROFITIL, show dotlx all = —4 EXEC =~ FOHEZRLET,

Switch> show dotlx all
Sysauthcontrol

Dotlx Protocol Version
Critical Recovery Delay
Critical EAPOL

Enabled
2
100

Disabled

Dotlx Info for GigabitEthernetl/0/1

PAE

PortControl
ControlDirection
HostMode
Violation Mode
ReAuthentication
QuietPeriod
ServerTimeout
SuppTimeout
ReAuthPeriod
ReAuthMax

MaxReq

TxPeriod
RateLimitPeriod

<output truncated>

AUTHENTICATOR
AUTO

Both

SINGLE HOST
PROTECT
Disabled

60

30

30

3600 (Locally configured)

2
2
30

=0

W OBFITIL, show dotlx all summary = —+ EXEC 22~ > ROH /R L ET,

Interface PAE Client Status
Gi2/0/1 AUTH none UNAUTHORIZED
Gi2/0/2 AUTH 00a0.c9%908.0072 AUTHORIZED
Gi2/0/3 AUTH none UNAUTHORIZED

WOBITIL, show dotlx interface interface-id =—% EXEC 2~ KOHAZRLET,

Switch> show dotlx interface gigabitethernetl/0/2
Dotlx Info for GigabitEthernetl/0/2

PAE

PortControl
ControlDirection
HostMode
ReAuthentication
QuietPeriod
ServerTimeout
SuppTimeout
ReAuthPeriod
ReAuthMax

MaxReqg

TxPeriod
RateLimitPeriod

AUTHENTICATOR
AUTO

In

SINGLE HOST
Disabled

60

30

30

3600 (Locally configured)

2
2
30

=0

Jl Catalyst3750 R4 v F av Y F YI7L2R
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show dotix

WK DOBFITIL, show dotlx interface interface-id details == —% EXEC =2~ RO IZ R LET,

Switch# show dotlx interface gigabitethernetl/0/2 details
Dotlx Info for GigabitEthernetl/0/2

PAE = AUTHENTICATOR
PortControl = AUTO
ControlDirection = Both

HostMode = SINGLE_HOST
ReAuthentication = Disabled
QuietPeriod = 60
ServerTimeout = 30
SuppTimeout = 30
ReAuthPeriod = 3600 (Locally configured)
ReAuthMax =2

MaxReq =2

TxPeriod = 30
RateLimitPeriod =0

Dotlx Authenticator Client List Empty

WROBITIE, A—FBF A N VLAN IZEID Y Thi, AR L E— A multiple-hosts £ — RIZZEE =
N4 @ show dotlx interface interface-id details =~ > KO HZERLET,

Switch# show dotlx interface gigabitethernetl/0/1 details
Dotlx Info for GigabitEthernetl/0/1

PAE = AUTHENTICATOR
PortControl = AUTO
ControlDirection = Both

HostMode = SINGLE_HOST
ReAuthentication = Enabled
QuietPeriod = 60
ServerTimeout = 30
SuppTimeout = 30
ReAuthPeriod = 3600 (Locally configured)
ReAuthMax =2

MaxReq =2

TxPeriod = 30
RateLimitPeriod =0

Guest-Vlan = 182

Dotlx Authenticator Client List Empty

Port Status = AUTHORIZED
Authorized By = Guest-Vlan
Operational HostMode = MULTI HOST
Vlan Policy = 182

WORFITIL, A— F2AA k& IP Phone (Cisco IP Phone £7213 v A s D A — 1 —DELHE) O
show dotlx interface interface-id details =~ > NOMHI1EZ R LET,

W7 L LTRIESNTSHED

HostMode 7 ¢ —/V RNi& MUuLTI-DOMAIN %7~k L E7,

LOTR# show dotlx interface gigabitEthernet 2/0/3 details

Dotlx Info for GigabitEthernet2/0/3
PAE = AUTHENTICATOR

PortControl = AUTO

ControlDirection = Both

HostMode = MULTI DOMAIN
ReAuthentication = Disabled
QuietPeriod = 60

ServerTimeout = 30

| OL-8552-07-J
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M show dotix

SuppTimeout = 30

ReAuthPeriod = 3600 (Locally configured)
ReAuthMax = 2

MaxReq = 2

TxPeriod = 1

RateLimitPeriod = 0

Mac-Auth-Bypass = Enabled

Critical-Auth = Enabled

Critical Recovery Action = Reinitialize
Critical-Auth VLAN = 10

Guest-Vlan = 15

Dotlx Authenticator Client List

Domain = DATA

Supplicant = 0000.aaaa.bbbb
Auth SM State = AUTHENTICATED
Auth BEND SM Stat = IDLE

Port Status = AUTHORIZED
Authentication Method = MAB
Vlan Policy = 20

WK OBFITIL, show dotlx interface interface-id statistics =~ > RO ERLET, # 2-2612, =

DHHTEREND 74—V FOBMAERLET,

Switch> show dotlx interface gigabitethernetl/0/2 statistics
Dotlx Authenticator Port Statistics for GigabitEthernetl/0/2

RxStart = 0
RxInvalid = 0

TxReq = 2

RxVersion = 2

RxLogoff = 0
RxLenErr = 0

RxResp =1
RxTotal = 2

RxRespID = 1

TxReqgID = 132 TxTotal = 134

LastRxSrcMAC = 00a0.c908.0072

* 2-26 show dot1x statistics ® 7 « —JL FD&HEA

Z4—ILF % BH

RxStart Z1E EN7-F %072 Extensible Authentication Protocol over LAN (EAPOL)
-Start 7 L — 2 OfE 4%

RxLogoff Z{5 & 7= EAPOL-Logoff 7 L — A D¥K

RxResp =15 7= H%h72 Extensible Authentication Protocol (EAP) -Response 7 L —
2 (Response/ldentity 7 L — A LIAL) OfEi%k

RxRespID %Z{g & 7= EAP-Response/Identity 7 L — A D3

RxInvalid ZIESNTZEAPOL 7L —2AD 5 b, 7L —A XA T5RHFECTERVT L—2A
DI

RxLenError ZEINTZEAPOL 7L —2D 56, Xy NREKORIZRT T 4 —/L RQ
M7 L— D%

RxTotal ZEEINETXTOXA TOEH R EAPOL 7 L — 2D

TxReq %18 & 7= EAP-Request 7 L' — A (Request/Identity 7 L — AL D%

TxReqld %18 &7z Extensible Authentication Protocol (EAP) -Request/Identity 7 L —
UNOE:§

TxTotal EEENT-TRTHZ A 7D Extensible Authentication Protocol over LAN
(EAPOL) 7 L — 21 0¥K

VI27L2R
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show dotix

£ 2-26 show dot1x statistics D7 « —JL FDOERA (#HE)

J4—ILF EL

RxVersion IEEE 802.1x N—> 3 > 1 BTG I N7 v bD#K

LastRxSrcMac B%I2%Z(5 L2 EAPOL 7 L— A T{Ek SN2 %(F 58 MAC 7 R L%
BAEav>F avwv kR HL]

dotlx default IEEE 802.1x RT A —HX % T 7 4 )V MEIZRE L 7,

Catalyst 3750 R4 v F a2 F YI7L VR
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W showdtp

show dtp

AA v FEITBESNT-A % —7 = A4 A0 Dynamic Trunking Protocol (DTP; ¥ A FI v/ 7
XV T a han) [FRERSRTHI2IE, show dtp F##E EXEC =~ > FE2#ERLET,

show dtp [interface interface-id] [ | {begin | exclude | include} expression]

YUBYYADEH  interface (EE) FBEShIEA v E—T 2 A ZADOF—F vXa U T @ ELZLZRLET, A
interface-id 734 B —7 = A AITIE, MERR— N (BA T, AB YT ALNA— ETa—)L,
A= ESEET) DEENET,
| begin (EE) expression & —EHT DT bRAEZHB L ET,
| exclude (EE) expression & —HT DITEERMLERINLET,
| include UEE) FBEESNT- expression & —¥T 217 2FRICEDET,
expression SRR A N LTERTAHIINOFESTT,
a2 FE—F  =—# EXEC
av Y FORERE yy—= EERAE
12.1(11HAX oawry RRBEMERE L,

BEREDAA FS54>

]

XFFNTIE, KXF LN ERRBENET, 72& 212, | exclude output & AJ) L7284 output %
ETITIIRRSNETAD, Output ZETITIIRREINET,

OB TIE, showdtp 2~ FOHIERLET,

Switch# show dtp

Global DTP information
Sending DTP Hello packets every 30 seconds
Dynamic Trunk timeout is 300 seconds
21 interfaces using DTP

W OBFITIL, show dtp interface =~ > KOH /R L E7,

Switch# show dtp interface gigabitethernetl/0/1
DTP information for GigabitEthernetl/0/1:

TOS/TAS/TINS: ACCESS/AUTO/ACCESS
TOT/TAT/TNT: NATIVE/NEGOTIATE/NATIVE
Neighbor address 1: 000943A7D081
Neighbor address 2: 000000000000

Hello timer expiration (sec/state): 1/RUNNING

Access timer expiration (sec/state): never/STOPPED
Negotiation timer expiration (sec/state): never/STOPPED
Multidrop timer expiration (sec/state): never/STOPPED

FSM state: S2:ACCESS

# times multi & trunk 0

Enabled: yes

In STP: no

Catalyst 3750 R/ yF Av v F YI7L R
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Statistics

showdtp W

3160 packets received (3160 good)

0 packets dropped

0 nonegotiate, 0 bad version, 0 domain mismatches, 0 bad TLVs, 0 other

6320 packets output

(6320 good)

3160 native, 3160 software encap isl, 0 isl hardware native

0 output errors
0 trunk timeouts

1 link ups, last link up on Mon Mar 01 1993, 01:02:29

0 link downs

BEa<TFR avwvk

B8

show interfaces trunk

A LB =T AR FTUIIEREFRLET,

| OL-8552-07-J

Catalyst 3750 R4 vF A F Y272 1



% 2% Catalyst 3750 R v F Cisco 10S a2 F |

W showeap

show eap

AA v FFITEE SR — b D Extensible Authentication Protocol (EAP) L& hL—3 3 U1
WB LU Yy v a EHREERRTDITIE, show eap 54 EXEC 2~ FEHEHA L ET,

show eap {{registrations [method [name] | transport [name]]} | {sessions [credentials
name [interface interface-id] | interface interface-id | method name | transport
name]}} [credentials name | interface interface-id | transport name] [ | {begin |
exclude | include} expression]

YUBY Y ADHBE  registrations EAP LA FL— g U E#AER R LET,
method name (&) EAP FROL YA ML —3 3 UIERERTLET,
transport name ({FE) EAP "I v AR—FDL YA ML —3 g UEREFRRLET,
sessions EAP v o  lEEsLET,
credentials name (L&) EAP FROL AL —v a UIESEFRRLET,

interface interface-id (L&) fRE&SNTR—b (BA T, AZ v 7 AR — EFVa—L, K—
FNEFEET) O EAPE#HREFRRLET,

| begin (EE) expression & —BT 21T ORREZFBLET,
| exclude UER) expression & —HT 21T R RN OERINL £,
| include (LE) $8E Sz expression & —ET DT FRICEHEDET,
expression ZRAA & LTHERT 2 N SCFS T,
a2 F ®—F  f5H EXEC
av Yy FOER yyy—=x EFERA
12.2(25)SEE Zoavwry RpNENENE LR,

FEREDHMA FSL4Y ®kOF—U—F & LI show eap registrations £51E EXEC =~ > F& AT 554, a2~ R
IR OIERNF RS NET,

* None : EAP B L OXRE I N7z EAP F N THEHEIN LT XTO T L~L

e method name ¥ —7 — R : B INHEDOFX

e transport name ¥ —7 — K : BELS N FFED AL L~V
WD ¥ —T— K& &L show eap sessions #5# EXEC 2~ REHEHTLHA, 2~ FHAKIZERO
HRNRETRINET,

e None: T XTCDT VT 4772 EAP vy a v

e credentials name ¥—7 — F : fFESNIZEHE S 2 7 7 AL

 interface interface-id ¥ —V— N B ESINTA v F—T 2 A ZAD/INT A —H

e method name ¥—7 — N : & I 4172 EAP FK

e transport name ¥— 7 — R EEINT LAY

Catalyst 3750 R/ yF Av v F YI7L R
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showeap H

LFHTIE, KXFENXTERRBIESNET, =& x1E, | exclude output & AN L7Z85A . output %
BUITIIRRENEEAD, Output % ETITIERRSNET,

0] W DFITIL, show eap registrations F#t# EXEC =~ FOM N Z R LET,
Switch> show eap registrations
Registered EAP Methods:
Method Type Name
4 Peer MD5
Registered EAP Lower Layers:
Handle Type Name
2 Authenticator Dotlx-Authenticator
1 Authenticator MAB
ROBFITIL, show eap registrations transport Ff#—+—4 EXEC 2~ FOH 1 ZRLET,
Switch> show eap registrations transport all
Registered EAP Lower Layers:
Handle Type Name
2 Authenticator Dotlx-Authenticator
1 Authenticator MAB
WOFITIiX, show eap sessions Fi#E EXEC =~ RO 1Z R LET,
Switch> show eap sessions
Role: Authenticator Decision: Fail
Lower layer: Dotlx-AuthenticaInterface: Gil/0/1
Current method: None Method state: Uninitialised
Retransmission count: 0 (max: 2) Timer: Authenticator
RegId Retransmit (timeout: 30s, remaining: 2s)
EAP handle: 0x5200000A Credentials profile: None
Lower layer context ID: 0x93000004 Eap profile name: None
Method context ID: 0x00000000 Peer Identity: None
Start timeout (s): 1 Retransmit timeout (s): 30 (30)
Current ID: 2 Available local methods: None
Role: Authenticator Decision: Fail
Lower layer: Dotlx-AuthenticaInterface: Gil/0/2
Current method: None Method state: Uninitialised
Retransmission count: 0 (max: 2) Timer: Authenticator
RegId Retransmit (timeout: 30s, remaining: 2s)
EAP handle: 0xA800000B Credentials profile: None
Lower layer context ID: 0x0D000005 Eap profile name: None
Method context ID: 0x00000000 Peer Identity: None
Start timeout (s): 1 Retransmit timeout (s): 30 (30)
Current ID: 2 Available local methods: None
<Output truncated>
Catalyst 3750 R4 v F a2 F YI7L VR
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W showeap
W DFITIL, show eap sessions interface interface-id ¥4 EXEC =2~ FOWM N EZ R L ET,
Switch# show eap sessions gigabitethernetl/0/1
Role: Authenticator Decision: Fail
Lower layer: Dotlx-AuthenticalInterface: Gil/o0/1
Current method: None Method state: Uninitialised
Retransmission count: 1 (max: 2) Timer: Authenticator
RegId Retransmit (timeout: 30s, remaining: 13s)
EAP handle: 0x5200000A Credentials profile: None
Lower layer context ID: 0x93000004 Eap profile name: None
Method context ID: 0x00000000 Peer Identity: None
Start timeout (s): 1 Retransmit timeout (s): 30 (30)
Current ID: 2 Available local methods: None
> =
BEaT VR avwyF SiEA
clear eap sessions AA v FEITHBESNTZAR =MD EAP Dk v a  tERkE2 27 V7 LE
j‘o
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show energywise

EnergyWise i# €. =7 4 7 4 D AT —# A, Power over Ethernet (PoE) "— FDAT—HF A% K
T HIZIL. show energywise it EXEC =~ REH L £,

show energywise W

show energywise neighbors [categories | children | domain | events | level [children |
current [children] | delta | delta children] | neighbors | recurrences | statistics | usage
[children] | version] [ | {begin | exclude | include} expression]

DOB YY) ADEA  categories EE) BHVVEFRRLET,
children (FEE) =T 4T 4L POER—bFDAT—H AT R LET,
domain EE) v T AT ADBBT D RAL U ERRLET,
events EE) RAALCHNOMOT T 47 4 ICHEESNTRIED 10 oA X
M (Ave—v) ZRRLET,
level [children | (R ERRERENL SV ERRLET,
Geltn | ol chitdien] * Children 527 ¢ 71 & POE A M AR Lot
e current: VT 4T 4 DBEDEL~UL
({:7) children : =7 47 ¢ & PoE R— hOHEDE L~
o delta: =27 47 4 DBAEDES) L~V LA FRERE S L~V D7
({E&) children : =>7 7 ¢ & PoE AR— FOHIEDE ) LU L fif
MPTREZRE ) L~ LD 7E
neighbors EE) =T AT ADBBTDRAAL L DRAN— T —TNVERRLET,
recurrence ({EE) EnergyWise iXE LV IRL DA T —Z AR RLET,
statistics EE) ARV T—DIH T ZHRFRLET,
usage [children] (ER) =T 47 IR RENEZRTLET,
e children : PoE & — MIEMFIRERENER T LET,
version (f£7) EnergyWise D "\—V g V2R R LET,
| begin (EE) expression & —BT 1T LR REHBLET,
| exclude (EE) expression & —HBT 21T RN OERINLET,
| include (L) HBE ST expression & —ET D172 FRICEDET,
expression ZHAA N LTHERT2HIINO TS TY,
AT kR E—F ¥k EXEC
v FORERE Jy—=x EFENR
12.2(50)SE Zoa<wy RRNBMERE L,

EREDAA FS54>

LFHTIR, RLFLNLFRR S ET, =& 23X, | exclude output & A7) L7254,

output %

BUITIIFRSNEEADR, Output ZETATIEIR RS NET,

| OL-8552-07-J
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W show energywise

]

Switch# show energywise level

Interface

Name

lobby.

1

Switch# show energywise

Interface

Role

Switch

Name

lobby.

Switch# show energywise children
Name

Interface

Gil/0/1
Gil/0/2
Gil/0/3
Gil1/0/4
Gil/0/5
Gil/0/6

Role
Switch
interface
interface
interface
interface
interface
interface

<output truncated>

lobby.
Gil.
Gil.
Gil.
Gil.
Gil.
Gil.

Switch# show energywise domain
TG3560G-41

Name
Domain
Protocol
IP

Port

Switch# show energywise events

Sequence:
Class:
Action:
Reply To:

Sequence:
Class:
Action:
Reply To:

cisco
udp
2.2.2.21
43440

246818

PN CLASS QUERY

PN ACTION CPQR POWERNET QUERY SET

8.8.8.24:43440

246827

PN CLASS DISCOVERY
PN ACTION CPQR POWERNET DISCOVERY DISCOVERY UPDATE
8.8.8.24:43440

References:

References:

o O O O O o

oUW N

Errors:

Errors:

Levels

(Watts)

(W)

EEEEEEE

Lvl

[

Imp

Imp

[ S S R SR

0.0 558.0 558.0 558.0 558.0 558.0 558.0 558.0 558.0 558.0 558.0

Switch# show energywise level children

Interface Name
lobby.
Gil/0/1 Gil.o0.
Gi1/0/2 Gil.o0.
Gi1/0/3 Gil.o0.
Gil/0/4 Gil.o0.
Gi1/0/5 Gil.o0.
Gil/0/1 Gil.o0.
<output truncated>

Jl Catalyst3750 R4 v F av Y F YI7L2R

= oo w N

1 2 3
0 558.0 558.0 558.0
0 15.4 15.4 15.4
0 15.4 15.4 15.4
.0 15.4 15.4 15.4
0 15.4 15.4 15.4
0 15.4 15.4 15.4
0 15.4 15.4 15.4

Switch# show energywise level current

Interface

Name

lobby.1

B DD DD

Levels (Watts)

4 5 6 7
558.0 558.0
15.4 15.4 15.4 15.
15.4 15.4 15.4 15.
15.4 15.4 15.4 15.
15.4 15.4 15.4 15.
15.4 15.4 15.4 15.
15.4 15.4 15.4 15.

Level Value

10 558.0 (W)

15.
15.
15.
15.
15.
15.

BB D DD

558.0 558.0 558.0 558.0
15.
15.
15.
15.
15.
15.

BB D DD

Type

parent

Type
parent
child
child
child
child
child
child

OL-8552-07-J |



| £ 2% Catalyst 3750 X4 ¥ F Cisco I0S A<~ F

show energywise W

Switch# show energywise level current children

Interface Name Level Value
lobby.1 10 558.0 (W)
Gil/0/1 Gil.0.1 1 15.4 (W)
Gil/0/2 Gil.0.2 1 15.4 (W)
Gil/0/3 Gil1.0.3 1 15.4 (W)
Gil/0/4 Gil.0.4 1 15.4 (W)
Gil/0/5 Gil.0.5 1 15.4 (W)

<output truncated>

Switch# show energywise level delta
Levels (Watts)
Interface Name 0 1 2 3 4 5 6 7 8 9 10

lobby.1 -558.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0

Switch# show energywise level delta child
Levels (Watts)

Interface Name 0 1 2 3 4 5 6 7 8 9 10
lobby.1 -558.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0

Gil/0/1 Gil.0.1 0.0 15.4 15.4 15.4 15.4 15.4 15.4 15.4 15.4 15.4 15.4
Gil/0/2 Gil.0.2 0.0 15.4 15.4 15.4 15.4 15.4 15.4 15.4 15.4 15.4 15.4
Gi1/0/3 Gil.0.3 0.0 15.4 15.4 15.4 15.4 15.4 15.4 15.4 15.4 15.4 15.4
Gi1/0/4 Gil.0.4 0.0 15.4 15.4 15.4 15.4 15.4 15.4 15.4 15.4 15.4 15.4
<output truncated>

Switch# show energywise neighbors

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge

S - Switch, H - Host, I - IGMP, r - Repeater, P - Phone

Id Neighbor Name Ip:Port Prot Capability

1 Switch.A 2.2.2.29:43440 udp S I

5 Switch.B 2.2.2.22:43440 udp S I

7 Switch.C 2,2,2,33:43440 cdp S I

Switch# show energywise recurrences

Id Addr Class Action Lvl Cron

2 Gil/0/17 QUERY SET 3 minutes: 0 hour: 8 day: * month: * weekday:

3 Gil1/0/18 QUERY SET 3 minutes: 0 hour: 8 day: * month: * weekday: *

4 Gil/0/19 QUERY SET 3 minutes: 0 hour: 8 day: * month: * weekday: *

Switch# show energywise statistics
Children: 48 Errors: 2 Drops: 0 Events: 14

Switch# show energywise usage
Interface Name Usage Caliber

lobby.1 558.0 (W) max

Catalyst 3750 R4 v F a2 F YI7L VR
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W show energywise

Switch# show energywise usage child

Interface Name Usage Caliber
lobby.1 558.0 (W) max
Gil/0/1 Gil.0.1 0.0 (W) presumed
Gil/0/2 Gil1.0.2 0.0 (W) presumed
Gil/0/3 Gil1.0.3 0.0 (W) presumed
Gil/0/4 Gil.0.4 0.0 (W) presumed
Gil1/0/5 Gil.0.5 0.0 (W) presumed
<output truncated>
Switch# show energywise version
EnergyWise is Enabled
I0S Version: 12.2(50)SE
EnergyWise Specification: 1.0.1
BEa<YU R = N e
energywise (global configuration) T V7 47 4 7T EnergyWise & A x—7 /LIZ LT, &
ELET,
energywise (interface configuration) PoE 7R — F C EnergyWise 3% & L £ 7,

Jl Catalyst3750 R4 v F av Y F YI7L2R
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showenv Wl

show env

TIERATHRBZ L RT Ay AL vF | AF YT vRAE— RAZ YT AUN—=DXIRAL v FO
Ty, WE, UEBHY AT 4 (RPS) O AN, BLOERE#REZFKRT 521X, show env = —
W EXEC a~> FEFEHLET, stack ¥—V—REBELTHEHATLIE, AX v 7 FRIFAZ v IN
THEEINTEAAL vy TFICEHT T X TOERPRRINET,

show env {all | fan | power | rps | stack [switch-number] | temperature [status]} [ | {begin
| exclude | include} expression]

DURy Y ZADFHHA

all 77 CIREREOW S OREERRLET,

fan ALy F Ty o DREEERTLET,

power AA v FOBROREEFRRLET,

rps RPS 300 LEEWR Y AT AR AL v FIZBHHR SN TN DA MNE I DFRRLET,

stack AB I DEAL T ETIIRESNIZAL v TFOTRTORBEAT —F A %K

[switch-number]  ;RLET, FEETELHMII 1L ~9 TT (RE VT DAL vF AL NN—FSI
KR o

temperature AA v FORERT —Z A TR LET,

status (EE) AA v FONHIRE GMHTRE CIERe) BLXOLEWEEZFRRLET,

ZDF—U— KL, Catalyst 3750G-48TS. 3750G-48PS. 3750G-24TS-1U., &
LW 3750G-24PS A1 v FRET THEHATE £,

| begin ({ER) expression & —HT 270 bFRERBLET,
| exclude ({ER) expression & —ET 21T KRN LERINLE T,
| include (L) $8E Sz expression & —ET DT RRICEHEDET,
expression ZHARA v MELTHEHAT 2HINOXTY T,
oYYk E—F = — EXEC
avy FOBERE Jyy—=x EERNE
12.1(11)AX Cho~y FABMSNE LT
12.2(20)SE3 temperature status ¥ — 7 — RSB SV E L7z,

EREDHA R34

VAR —PISDREED AL v FNOIEFRIZT 78 AT 5121, session FHE EXEC 2~ &2 L E
\?AO

FEBEDOAL v F ANR=DBEAZ v I NDAAL v FICBET LR EERT 5121E, show env stack
[switch-number] 2~ REHEH L £,

show env temperature status =~ > NI JT XTDAA v F ETFRINE T A, Catalyst
3750G-48TS. 3750G-48PS. 3750G-24TS-1U, B LW 3750G-24PS A A v FIEIFTHEHTT, I b
DALy FILZDaAv s FEANTDHE, AL v FOREAT— ML LEWHELAAALRa~ FEAIC
RRINET, TNHED 4 DDA, vy TFUNDAL v FIZa~vy ReANT5E, W7 14— RiC
Not Applicable BDRARINET,

| OL-8552-07-J
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show env

]

Jl Catalyst3750 R4 v F av Y F YI7L2R

F7-. Catalyst 3750G-48PS % 721% 3750G-24PS A A » F Ti. show env temperature =~ > K% {if
HALTAAL vy TFOREAT —F A LR RTEET, a2+ NI TIE, GREEN 83X YELLOW X
T—h% OK L FRL, RED A7 — % FAULTY L RrLET, ZDOAXA »FIZ showenv all 2~
N&2 AT 586, 2~ N show env temperature status =~ > N ) &R U T,

LEVME LV 23 MW TiE, 2oV =S T25Y 7 ho=27 avr74Falb—

vary A REZRLTLIEIN,

LFEHTIE, KT ENXFREIESNET, =& 2L, | exclude output & A L7354, output %

BUITIERRENEEALD., Output ZETATITR RS NET,

WOFTIX, ~AH— A v FFEHITAX L KTy AL vFNnBH AN LT showenvall =2~ KD

HO&ERLET,

Switch> show env all
FAN is OK
TEMPERATURE is OK
POWER is OK

RPS is AVAILABLE

w ol show env fan =~ RO ZRLE7,

Switch> show env fan
FAN is OK

WOHITIL, show env stack =~ FOHFTERLET,

Switch> show env stack

SWITCH: 1

FAN is OK
TEMPERATURE is OK
POWER is OK

RPS is NOT PRESENT
SWITCH: 2

FAN is OK
TEMPERATURE is OK
POWER is OK

RPS is NOT PRESENT
SWITCH: 3

FAN is OK
TEMPERATURE is OK
POWER 1is OK

RPS is NOT PRESENT
SWITCH: 4

FAN is OK
TEMPERATURE is OK
POWER 1is OK

RPS is NOT PRESENT
SWITCH: 5

FAN is OK
TEMPERATURE is OK
POWER is OK

RPS is NOT PRESENT
SWITCH: 6

FAN is OK
TEMPERATURE is OK
POWER 1is OK

RPS is NOT PRESENT
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showenv Wl

WOFITIE, ~AZ— AL v FNHAL v 7 AN"=3 ZHTLERER T L EEZRLET,

Switch> show env stack 3
SWITCH: 3

FAN is OK

TEMPERATURE is OK

POWER is OK

RPS is NOT PRESENT

WROFITIE, BEM, 27— BIXOLEWEZRRT D2 HEZRLET, £ 22712, a~vr M
TOREAT — hOFAZRFLET,

Switch> show env temperature status
Temperature Value:28 Degree Celsius
Temperature State:GREEN

Yellow Threshold :70 Degree Celsius

Red Threshold :75 Degree Celsius

* 2-27 show env temperature status <> FE DX T7—F

State 1|

GREEN A A F OUWREED IE 57 72ERPHIZH Y £37,

YELLOW RENZBAHGAICHY £3, A v TFOHNOEDEEZHERTHILERS Y 7,

Ly K BEN 2 V7 ¢ DAFICH Y £9, BENZOHMICH 256, A v TFRIEFIC
FATSNIRWFTRRMEDR H D £,

| OL-8552-07-J
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Bl show errdisable detect

show errdisable detect

errdisable O HRIEA £ RT 5 121%. show errdisable detect == —¥% EXEC =i~ R&fEH L £7,

show errdisable detect [ | {begin | exclude | include} expression]

DBV ADHHA | begin (fEE) expression & =BT DTN ORRERIELET,
| exclude (fEE) expression & =BT 21T RRMNOERINLET,
| include (EE) $5E &Niz expression & —ET DITE2FRICEDET,
expression  BWRRA L M E L THEMAT D IINOIFHITY,

oYk E—F 2 —4 EXEC
avY FOBRE yy—=x EEAR
12.1(1DAX Coavy FRBMSNE L,
12.2(37)SE show errdisable detect O H /712 Mode I EMSLE L7,

BRLEDHA K54y  FRENTZ gbic-invalid =7 —OH ML, %72 Small Form-Factor Pluggable (SFP) &Y= —/L %
BWRLET,

LFHITIE, RLFENLFREI S ET, =& 21X, | exclude output & AJ) L7285, output %
BUITIEIR A INETADR, Ouiput ZE5TATIIRSINET,

o~ RN errdisable DBEHN T V7 7 Xy MEIZFERENFE T, Mode FliL, errdisable 73 %
BIEICEDLIITEESINTWENERLET,

errdisable fRHIFRDE— RTHETX ET,
o KR—hF E—F: BEBIEALEEA, WEHR— &AM errdisable (2720 97,
e VLAN E£— F : BEXMBRA L7ZHE, VLAN 28 errdisable (2720 £,

e R— F/VLAN E— F : —#O KR — F TIIHWE AR — F 24K errdisable (2720, ZOMOKR— KT
IZ VLAN Z & 1Z errdisable (272 0 F 97,

%l WOHFITiX, show errdisable detect =~ RO 1 &R LET,
Switch> show errdisable detect
ErrDisable Reason Detection Mode
arp-inspection Enabled port
bpduguard Enabled vlan
channel-misconfig Enabled port
community-limit Enabled port
dhcp-rate-limit Enabled port
dtp-flap Enabled port
gbic-invalid Enabled port
inline-power Enabled port
invalid-policy Enabled port
12ptguard Enabled port

Catalyst 3750 R/ yF Av v F YI7L R
m‘ OL-8552-07-J |



| £ 2% Catalyst 3750 X4 ¥ F Cisco I0S A<~ F

show errdisable detect W

link-flap Enabled port
loopback Enabled port
lsgroup Enabled port
pagp-flap Enabled port
psecure-violation Enabled port/vlan
security-violatio Enabled port
sfp-config-mismat Enabled port
storm-control Enabled port
udld Enabled port
vmps Enabled port
BEEa<2 avv kR B
errdisable detect cause BEDJFRIK, £33 T X TORRIZH LT errdisable #iHH % A % —~7
Mz LET,
show errdisable flap-values s TV AREOT T —EREFRELET,
show errdisable recovery  errdisable [FIff %  ~—Of§#H & FRk LE T,
show interfaces status A B =T 2 ADAT—HX XAET-X errdisable A7 — MZHDHA
B—T = A ADY A M EFERLET,
Catalyst 3750 R4 v F a2 F YI7L VR
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W  show errdisable flap-values

show errdisable flap-values

HLHREREZTT—L LTS L5442 KRT 51T, show errdisable flap-values == — ¥ EXEC
avy REfHLET,

show errdisable flap-values [ | {begin | exclude | include} expression]

DBV ADHHA | begin (fEE) expression & =BT DTN ORRERIELET,
| exclude (EE) expression & —ET DT ERP LRI L E T,
| include (EE) $5E &Niz expression & —ET DITE2FRICEDET,
expression SHARA e LTHRAT2HINOFHTY,
A kFE—F 2% EXEC
avy FOBERE yyy—x EENE
12.1(11)AX Coavy FRBMSNE L,

EREDAA FS54>

7

Flaps #1113, HE SNTREHEBBENICAT — b ~OEB 2T &, =7 —PRE I THR— M3
TAE=TNIRDDOPRRRINET, 72L& 2L, 3 2D Dynamic Trunking Protocol (DTP) X
T—bF (F—bMEF—F 728X/ T 7), FLEFIR—-FNEHT T Far (PAgP) 77 v 72 30 B
MR CEAT SNTGE. 70355007 27 =8 (Voo 7oy 7/ Fvy) B 10 BRERTETR S
NIEHEIE, 27— LARENTHR— IR Yy T T DI ERRENET,

ErrDisable Reason Flaps Time (sec)
pagp-flap 3 30
dtp-flap 3 30
link-flap 5 10

XFHNTIE, KRIXFENLFNRRJESET, =& 2L, | exclude output & AJJ L7=354E . output %
BUITIER R INEFAD, Output % ZLITIER RS NET,

WOBITIL, show errdisable flap-values =~ > KO A ZRLET,

Switch> show errdisable flap-values

ErrDisable Reason Flaps Time (sec)
pagp-flap 3 30
dtp-flap 3 30
link-flap 5 10

Catalyst 3750 R/ yF Av v F YI7L R
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show errdisable flap-values W

EEEavT UK avyv kR BoL
errdisable detect cause FEDFIK, £33 _XCOFEKICH LT errdisable #iH % A 12— 7
M LUET,
show errdisable detect errdisable iH AT — X% A& F R L E T,
show errdisable recovery  errdisable [ % A ~—OIEH & %5 LE T,
show interfaces status B =Tz A ADAT—HF AFET21 errdisable 27— MNZH DA
B =Tz A ADY A NERRLET,
Catalyst 3750 R4 v F a2 F YI7L VR
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Bl show errdisable recovery

show errdisable recovery

errdisable [F118 % A ~ — 1 &% &~ 3 5 121%. show errdisable recovery == —# EXEC =2~ F&ffiff
LET,

show errdisable recovery [ | {begin | exclude | include} expression]

DBV ADHHA | begin (fEE) expression & =BT DTN ORRERIELET,
| exclude (EE) expression & —ET DT ERP LRI L E T,
| include (EE) $5E &Niz expression & —ET DITE2FRICEDET,
expression SHARA e LTHRAT2HINOFHTY,
A kFE—F 2% EXEC
avy FOBERE yyy—x EENE
12.1(11)AX Coavy FRBMSNE L,

EREDAA FS54>

]

gbic-invalid error-disable DR IL, %) 72 Small Form-factor Pluggable (SFP; 75 i Al /NI 7 o — A
Ty B) AE—T A A ERLET,

Jl Catalyst3750 R4 v F av Y F YI7L2R

XFHNTIE, KRIXFENLFNRRJIESET, =& 2L, | exclude output & A L7254A . output %
BUATIEIR AR INVET AL, Ouiput ZETATIIRFRINET,
DB TIL, show errdisable recovery =~ > KOH 12 /R L E T,
Switch> show errdisable recovery
ErrDisable Reason Timer Status
udld Disabled
bpduguard Disabled
security-violatio Disabled
channel-misconfig Disabled
vmps Disabled
pagp-flap Disabled
dtp-flap Disabled
link-flap Enabled
12ptguard Disabled
psecure-violation Disabled
gbic-invalid Disabled
dhcp-rate-limit Disabled
unicast-flood Disabled
storm-control Disabled
arp-inspection Disabled
loopback Disabled
Timer interval:300 seconds
0L-8552-07-J |
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show errdisable recovery W

Interfaces that will be enabled at the next timeout:

Interface Errdisable reason Time left (sec)

Gil/0/2 link-flap 279

(G¥)  unicast-flood 7 « —/V Kif, HAOWZERTEINETHESTT,

BBEav> R awvk HoL:

errdisable recovery BIEA =X LEREZRELET,

show errdisable detect errdisable RN AT — & A2 KRR L ET,

show errdisable flap-values ik TWAREDO =T —IFHEFR R LET,

show interfaces status A BE =Tz A ADAT—HF AFE 2T errdisable 27— MZHDHA >~

H—=T 2 A ADY A bEFERFLET,
Catalyst 3750 R4 v F a2 F YI7L VR
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B show etherchannel

show etherchannel

7+ /L@ EtherChannel {F#k % &~ 5121%. show etherchannel = —% EXEC =~ F&#H L *

B

show etherchannel [channel-group-number {detail | port | port-channel | protocol |
summary}] {detail | load-balance | port | port-channel | protocol | summary} | |
{begin | exclude | include} expression]

DURy Y ZADFHHA

channel-group-number

(EE) Fy RN IN—T7OF ST, faE TS DHPAIL 1 ~ 48 TY,

detail

EtherChannel ®FF#l 2 FK R L £7,

load-balance

A—F Fx¥ FVAOR— FEOEAR ST, E2i37 L—2aidAi H X
EFRRLET,

port

EtherChannel A — ME#WZEXRL ET,

port-channel

H— b Fr e ®s LET,

protocol EtherChannel TfEH S b7 v ha Lz LET,
summary EF v 3N IN—TDOY <) —% 1 {TTRRLET,
| begin UEE) expression & —ET AT LR RZRIGLET,
| exclude (EE) expression & —HT 2T RTNPORINLE T,
| include TR) HEENT- expression & —HT 5T RRIZEDET,
expression ZRARA 2 N LTHERT 2 HAINOILFTHITY,
aAvY K E—F  =—#% EXEC
av Y FOBERE Jy—= EFERRE
12.1(11)AX Zoavry RRBMENE LR,
12.1(14)EAL protocol ¥ — U — RGBS LE L,
12.2(25)SE channel-group-number &N 1 ~ 12 275 1 ~ 48 ICEF IR LT,

ERLEDAA FS54>

channel-group #fEE LR WHEIL, TXTOF ¥ RV FA—TBRRINET,

HAHTEH, A—F URARD Passive 74— /L RIZL A ¥ 3DR—bF F¥ 1 NAETTCRREINET, 2
D7 4=/ RiE, FEEBL TORVWYEIAR— FAF ¥ L ZJA—TATREIN TS L (BX
ORI T ¥ F b ZA—TNTHE—DR— b FrxLTHDHI L) ZEHRLET,

LFEHTIE, KXFENXFEREIESNET, 72& 2L, | exclude output & A L7254, output %
ETITIIFRRSNETEAD, Output ZETITIIRREINET,

Jl Catalyst3750 R4 v F av Y F YI7L2R
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show etherchannel

i W DFEITiX, show etherchannel 1 detail =~ > KO 2R LET,
Switch> show etherchannel 1 detail
Group state = L2
Ports: 2 Maxports = 16
Port-channels: 1 Max Port-channels = 16
Protocol: LACP
Ports in the group:
Port: Gil/0/1
Port state = Up Mstr In-Bndl
Channel group = 1 Mode = Active Gcchange = -
Port-channel = Pol GC = - Pseudo port-channel = Pol
Port index =0 Load = 0x00 Protocol = LACP
Flags: S - Device is sending Slow LACPDUs F - Device is sending fast LACPDU
A - Device is in active mode. P - Device is in passive mode.
Local information:
LACP port Admin Oper Port Port
Port Flags State Priority Key Key Number State
Gil1/0/1 SA bndl 32768 0x1 0x1 0x101 0x3D
Gil/0/2 SA bndl 32768 0x0 0x1 0x0 0x3D
Age of the port in the current state: 01d:20h:06m:04s
Port-channels in the group:
Port-channel: Pol (Primary Aggregator)
Age of the Port-channel = 01d:20h:20m:26s
Logical slot/port = 10/1 Number of ports = 2
HotStandBy port = null
Port state = Port-channel Ag-Inuse
Protocol = LACP
Ports in the Port-channel:
Index Load Port EC state No of bits
—————— e A ettt
0 00 Gil/0/1 Active 0
0 00 Gil/0/2 Active 0
Time since last port bundled: 01d:20h:20m:20s Gi1/0/2
Catalyst 3750 R4 v F a2 F YI7L VR
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B show etherchannel

DB TIL, show etherchannel 1 summary =2~ > KOHZ/RLE T,

Switch> show etherchannel 1 summary

Flags: D - down P - in port-channel
I - stand-alone s - suspended
H - Hot-standby (LACP only)
R - Layer3 S - Layer2
u - unsuitable for bundling
U - in use f - failed to allocate aggregator
d - default port

Number of channel-groups in use: 1

Number of aggregators: 1

Group Port-channel Protocol Ports

—————— B et e e b
1 Pol (SU) LACP Gi1/0/1(P) Gil/0/2(P)

WROEFITIL, show etherchannel 1 port-channel =~ > FOH T Z R L ET,

Switch> show etherchannel 1 port-channel
Port-channels in the group:

Port-channel: Pol (Primary Aggregator)
Age of the Port-channel = 01d:20h:24m:50s
Logical slot/port = 10/1 Number of ports = 2

HotStandBy port = null
Port state
Protocol

Port-channel Ag-Inuse
LACP

Ports in the Port-channel:

Index Load Port EC state No of bits
—————— B i e et
0 00 Gil/0/1 Active 0
0 00 Gil1/0/2 Active 0
Time since last port bundled: 01d:20h:24m:44s Gil/o0/2

K DOFITIL, show etherchannel protocol =~ > KOH /R LET,

Switch# show etherchannel protocol
Channel-group listing:

Protocol: LACP

Protocol: PAgP

BIEaT VR avvFk BrL]
channel-group EtherChannel 7 /v — 124 —% v b R— h&HHV B TET,
channel-protocol Fr RV T EEET LD, A—METHERASNE 7 v /v zH
RLET,
interface port-channel R—=br F¥XN~DT AL, R— b F¥ RNVOIEREITNET,

Catalyst 3750 R/ yF Av v F YI7L R
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show fallback profile H

show fallback profile

AL v FCREINTZT =Ny Ta7y A VERRFTHIZIEL, show fallback profile #74#
EXEC o~ REHEHALET,

show fallback profile [append | begin | exclude | include | { [redirect | tee] url} expression]

YRy ADEGH | append (L&) f8E URLICY ¥4 L7 MHAZMNML £,
| begin (EE) expression & —HT 21T ORREZRBLET,
| exclude UEE) expression & —ET AITERTDOLEILET,
| include (EE) $87E Iz expression & —HT 2T RRICEDET,
| redirect ({EE) i€ URL icH A2 a e —LET,
| tee (L&) & URL i hzar—LET,
expression BRARA N LTHEAT 2 HAINOIIFHITY,
url W &F%ET 5 URL

AT R E—F ¥k EXEC

vy FORERE Jy—=x EFENR
12.2(35)SE Zoa<wry RRNEBMENRE LT,

EREDAHA R34y

AL v FTCHRESNTZT 07 74V EFRT 512X, show fallback profile £7#% EXEC =~ > K% fili
ALET,

XFHNTIE, KRIXFENLFNREJESET, =& 2L, | exclude output & AJJ L7=354E . output %
BUITIERRINERFADN, Output % ZLITIERRINET,

15l W DFITIL, show fallback profile =~ FOH )& R LET,

switch# show fallback profile

Profile Name: dotlx-www

Description : NONE

IP Admission Rule : webauth-fallback

IP Access-Group IN: default-policy

Profile Name: dotlx-www-lpip

Description : NONE

IP Admission Rule : web-lpip

IP Access-Group IN: default-policy

Profile Name: profilel

Description : NONE

IP Admission Rule : NONE

IP Access-Group IN: NONE
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M show fallback profile

EEEavT UK avvk EieA

dotlx fallback profile IEEE 802.1x FBiLZVR— M LRV FA T NHDO T 3 —nN3v 7
FHRE LT Web fBiEA AT L OFR—MERELET,

fallback profile profile Web BFED 7 +—N\w 7 T 77 A VEAEHRLET,

ip admission rule ZA v F R— T Web Bitx A X—7 VI LET,

ip admission name proxy %A v 5T Web #il% 70— LIl A F—T M LET,

http

show dotlx [interface E SR — Fo IEEE 802.1x DIkiEEZFK 7R LET,

interface-id)

Catalyst 3750 R/ yF Av v F YI7L R
m‘ OL-8552-07-J |



| £ 2% Catalyst 3750 X4 ¥ F Cisco I0S A<~ F

show flowcontrol W

show flowcontrol

To—HlE AT — 2 AR I OHFHEREF T 512X, show floweontrol = — EXEC =2~ N&f#
FALET,

show flowcontrol [interface interface-id | module number] [ | {begin | exclude | include}
expression|

DURy Y ZADFHHA

interface interface-id  ({L3) HEDA X —T = A AD 7 a0 —HIHI 2T —% 235 L ONKEHE#H %
FRLET,

module number EE) HESNIZAZ v 7 AU R=DFT_XTDOA B —T 2 A ZAD 7 71—
AT —H A LHFEREFR T LET, HETXLHMIZ1~9 T, 204
Tvavik, BEDOA L E—T 24 AID EAS L EIIRHATE R A,

| begin (EE) expression & —BT 2170 LR REZHBLET,
| exclude ({ER) expression & —HT 21T RARNLERI L ET,
| include (fLE) fRE SN expression & —HT D2ITERRIZEDET,
expression ZRARA & LTHEMRT 2 N OLFS T,
a2 F ®—F  =—# EXEC
av Y FORERE J1yy—=x EFERA
12.1(14)EA1 Zoawry RpBIMEnE L,

BEREDAA FS54>

2L FELITBEEDA v Z—T 2 A ZADOT7 0 —HIflIZT — & 2B L OHEHEREZ R =T HI1TIE, =0
avr RzEERALET,

AL v F A B =T 2 A AfFERE T ATHEFTSHITI1E, show floweontrol =~ > FAFEHLET, =
2y R7uy AL vFTliE. show flowcontrol =~ > FDOH Si#E %X, show flowcontrol module
number 2~ ROWIFER LR T2 0 £,

BEDA ¥ —7 = A ADIEHEFR /KT 5I121E, show flowcontrol interface interface-id 2~ > N % {f
MLET,

XFHNTIE, KRIXFENLFNREJESET, =& 2L, | exclude output & AJJ L7=354E . output %
BUITIERRINERFAD, Output % ZLITIERRINET,

B W DFITIL, show flowcontrol =~ > RO &7 LET,

Switch> show flowcontrol

Port Send FlowControl Receive FlowControl RxPause TxPause

admin oper admin oper

Gi2/0/1 Unsupp. Unsupp. off off 0 0

Gi2/0/2 desired off off off 0 0

Gi2/0/3 desired off off off 0 0

<output truncated>
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Hl  show flowcontrol

WK DBFITiL, show flowcontrol interface interface-id 2~ > KOH R L E T,

Switch> show flowcontrol gigabitethernet2/0/2

Port Send FlowControl Receive FlowControl RxPause TxPause
admin oper admin oper
Gi2/0/2 desired off off off 0 0
BEIYUR avwvFk St
flowcontrol AV B —T oA ADZETa— AT — 2R ELET,

Jl Catalyst3750 R4 v F av Y F YI7L2R
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show idprom M

show idprom

fREshlA % —7 =4 20D IDPROM A £ 77 5121%. show idprom = —¥ EXEC =2~ |
EHEALET.

show idprom {interface interface-id} [detail] [ | {begin | exclude | include} expression]

YUY HADFE interface interface-id  fgiE ST 10 ¥HE Y b A —HF K b A 25 —7 = A A0 IDPROM 1 #
ERRALET,
detail (fEE) IDPROM OFfifilEH (16 ) ZFK R L £,
| begin ({£7E) expression & —H T BITHOLERERHBLET,
| exclude (ULE) expression & —BT 51T RTNLERINLET,
| include (L&) #8E Sz expression & —ET DT RRICEDET,
expression ZHARA v N ELTHERT 2 HINOFSTT,
a2 F ®—F  =—# EXEC
av Y FOBERE yy—= EFERRE
12.2(20)SE1 Zoawry RpBIMEnE L,

EREDHA R4

ZOavwryREFI0XFTEY b A=V Ry b A VX —T oA RETHEHINLET,

LFFNTIHE, RKXFL/NLEREIENET, 72& 212, | exclude output & AJ) L7284 output %
ETITIIRRSNETAD, Output ZETITIIRREINET,

£l ROBTIE, 10 FHEY b £ —F Xy b £ % —T = A XD show idprom interface
tengigabitethernet1/0/1 =~ > FOHJZ R L £¥, XENPAK £ =2—/L U 7 /L EEPROM OWNE
MERSINET,
EEPROM ~ v 7B L OH 1D 7 ¢ — /0 RS DFEMIZ DWW Tk, kD ¥ A k@ XENPAK Multisource
Agreement (MSA) ZZHL T ZEW,
http://www.xenpak.org/MSA/XENPAK MSA R2.1.pdf
http://www.xenpak.org/MSA/XENPAK MSA R3.0.pdf

Catalyst 3750 R4 v F a2 F YI7L VR
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show idprom

EDNR—= 3 D XENPAK ¥ = o 7V ZHL_RE A W9 2121%, (11710 XENPAK MSA Version
supported 7 4 — IV REMRL T EE W, N—=T=a 221115 (16 #H) T, N—Y a2 3.0 1E

(16 #EH) <4 (BIxaL),

Switch# show idprom interface tengigabitethernetl/0/1
TenGigabitEthernetl/0/1 (gpn:472, port-number:1)

XENPAK Serial EEPROM Contents:
Non-Volatile Register (NVR) Fields
XENPAK MSA Version supported

NVR Size in bytes

Number of bytes used

Basic Field Address

Customer Field Address

Vendor Field Address

Extended Vendor Field Address
Reserved

Transceiver type

Optical connector type

Bit encoding

Normal BitRate in multiple of 1M b/s
Protocol Type

Standards Compliance Codes
10GbE Code Byte 0
10GbE Code Byte 1
SONET/SDH Code Byte
SONET/SDH Code Byte
SONET/SDH Code Byte
SONET/SDH Code Byte
10GFC Code Byte 0
10GFC Code Byte 1
10GFC Code Byte 2
10GFC Code Byte 3
Transmission range in 10m

Fibre Type
Fibre Type Byte 0
Fibre Type Byte 1

w N = O

Centre Optical Wavelength in 0.0lnm
Centre Optical Wavelength in 0.0lnm
Centre Optical Wavelength in 0.0lnm

Centre Optical Wavelength in 0.0lnm
Package Identifier OUI :0x41F420
Transceiver Vendor OUI :0x3400871
Transceiver vendor name :CISCO-OPNEX

:0x15
:0x100

: 0xDO

:0xB

:0x77

:0xA7
:0x100

:0x0

:0x1 =XENPAK
:0x1 =SC
:0x1 =NRZ
:0x2848
:0x1 =10GgE

:0x2 =10GBASE-LR
:0x0

: 0x0
:0x0
:0x0
:0x0
:0x0
:0x0
:0x0
:0x0
:0x3E8

:0x40 =NDSF only
:0x0 =Unspecified

steps - Channel 0 :0xl OxFF 0xB8
steps - Channel 1 :0x0 0x0 0x0
steps - Channel 2 :0x0 0x0 0xO
steps - Channel 3 :0x0 0x0 0x0

T, INC
:800-24558-01

Part number provided by transceiver vendor
Revision level of part number provided by vendor :01
Vendor serial number :ONJ0735003U

Vendor manufacturing date code :2003082700

Reservedl :00 00 00 00 00 00 00
Basic Field Checksum :0x6C

Customer Writable Area
0x00:00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O
0x10:00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O
0x20:00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
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Vendor Specific :

0x00:
0x10:
0x20:
0x30:
:CC
0x50:

0x40

41
03
00
00

46

00
00
00
00
Fo6
D2

20
00
00
00
45
00

F4
00
00
00
FF
00

88
00
00
11
99
00

84
00
00
5E
00
00

28
00
00
19
00
00

94
00
00
E9
00
00

co
00
00
BF
00
00

00
00
00

1B AD

00

30
00
00

00

14
00
00
98
00

06
00
00
03
00

39
00
00
9B
00

00
00
00
DF
co

D9
00
00
87
48

show idprom M

avwy kR

SiBA

show controllers

ethernet-controller

N BT =T, AV H—T = AN VAL, EEE— R
ASIC (R RN SRR RE) M D HEARAEN D, K1 v

S =T 2 A ADEZEOMEHERELR S LET,

| OL-8552-07-J

Catalyst 3750 R4 vF A F Y272 1



% 2% Catalyst 3750 R v F Cisco 10S a2 F |

H  show interfaces

show interfaces

TRCOA L FZ—T2A AFRFRESINTA L H—T 24 ADEHRAT — X ZAB I OEWERT —H A

ZFRT DI,

show interfaces %4 EXEC =~ > FZ&MBH L £7,

show interfaces [interface-id | vlan vian-id] [accounting | capabilities [module number] |
counters | description | etherchannel | flowcontrol | private-vlan mapping | pruning
| stats | status [err-disabled] | switchport [backup | module number] | transceiver
{tengigabitethernet interface-id} | properties | detail [module number] | trunk] [ |
{begin | exclude | include} expression]

DURy Y ZADFHHA

interface-id

UER) Ao v X —T7 =4 AL, WER— (AT, RAF T A
N FVa— b, BIXOR— I EFEEL) ©CF—F FyRxAREENE
4, AN— bk F v RVHEIL 1 ~ 48 TY,

vlan vian-id

(fEE) VLANID T9, fHETE 5%MIE 1 ~ 4094 T,

accounting EE) A F—T=2AADTHU MER (77747 Fr banr, AHD
DNy N, 7Ty Nedgte) R RLET,
(G¥) V7 M7 T EINT ANy NETRRRENET, "—FT =
TTCAA T T IND7y MNIFRrRInERA,
capabilities UEE) T R_RCOA v F—T 2 A AFRIIBEENT-A v Z—T = A ZADMERE

(MgtE, A > H—T =2A AL TREARERA TV a v Eegl) 2R R LET,
IOF T aFav s RIAL DNV TICRERENET 2. VLANID Ioff
HAT&EEHA,

module number

UEE) BBESNTEAZ T A R—DFTXRTOA L Z—T =4 ZAOHE, 2
AvFR—b a7 4Fa2b—var, FREF T —ROHEM (LD
F—U— NS #FERLET, BETEL®MAIX1 ~9 T, ZoAT
valid,. BFEDOA X —T x4 AID ZANTDHEEFFHATEERA,

counters (f£#) show interfaces counters =~ RZZSHB L T 72 &0,

description UER) BEDA v F—T oA AIRESNTEHAT —Z AR LA E £
RLET,

etherchannel ({E&) A > ¥ —7 = A A EtherChannel f§#H % # L ET,

flowcontrol EE) A v ¥ —7 x4 A0 7 n—HliiERERRLET,

private-vlan

({E£&) VLAN Switch Virtual Interface (SVI) ®» 7 Z A ~X— Kk VLAN O~ v

mapping VU EREFRILET, 2OF—U—KiZ, AL vTFNRIPH—ER 4 A—
¥ (#€3k® Enhanced Multilayer Image [EMI]) % %47 L CW A& FIAT
xFET,

pruning EE) A v F—T=2A A b T2 VTP 7—= JiEREFRLET,

stats (EB) A2 —T A ADAAL v F 7 RAZEDHAM Ny bEFRRL
e

status ER) AV H—T 2 A ADAT—H A% R R LET, Type 7 4 —/V KD

unsupported O A7 — % A%, {8 Small Form-Factor Pluggable (SFP)
TV a—AREVa—/b Ay MIEESH TS Z L 2R LTNET,

err-disabled

({EE) errdisable 27— DA v X —T = A A FKRLET,

switchport

(EE) A—h 7uavXr 7, R—MERERE, A4 vTF 7 FELr—
T4V T) R—=bOEHAT = ABLINEEAT—F A2 F R LET,
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show interfaces W

backup EE) AX vV LOBELIEA Vv E—T oA AFETRTOAL v X —T =
A AD, FlexLink X 77 v A H—Tx2Af A a7 4 Fal—alrp
rForF—22%F R LET,

tengigabitethernet #3i 1L T\ % 10 ¥HE Y F FEV a2 —LDATF—X A% FFLET,

transceiver [detail| ({T.7&) CWDM! ¥ 7-/% DWDM? Small Form-Factor (SFP) E¥ =2 —/L A >

properties] H—T 2 A AOYHTa T 1 ZFRLET, ¥—T— FOBEKRIKDOLEY
‘/C“‘é—o
o detail : ((LE) ®EKOEFEET, 77 —LFEREEFLWIET v T 4 ZERKFL
ij‘o

o properties : ({EE) AV F—T 2 A ADQKE, TS L vr A BLOA
YIAY NI —REERFRLET,

trunk AV HE =T AR NTUIERERTLET, A V¥ —T = AZHEELRD
L& T2 T 47 TR K= FOBRIZTINERINET,

| begin UEE) expression & —BT 5T bR RZMAIGLET,

| exclude UEE) expression & —BT 2175 RT-NLERINLET,

| include (LE) $8E Sz expression & —HT DT FRICEDET,

expression ZRARA b LTHEAT 2 HAINOLFHITT,

1 EEER RS HLE
2. mEEEESTIZE

(E) crb. fair-queue, irb, mac-accounting. precedence. random-detect, rate-limit, 35 J Uf shape
F—U—FiF, a~ FIA D NVT ALY U ZIZFRESNETH, ¥R—FShThEtA,

a2 kK E—F #kE EXEC

av Y FORERE yy—=x EERAE

12.1(11HAX Zoawy RRBMEE L,

12.1(14)EA1 capabilities ¥ — U — FOHR— hasEmEnE L=,

12.2(20)SE private-vlan mapping. backup. transceiver calibration, detail, ¥ X O°
properties ¥ — 7 — MBS E LTz,

12.2(25)SEA calibration ¥ — U — F2HIBSNE LT,

12.2(25)SEE backup. counters, detail, 3 J O trunk ¥—U — F2EMESLE Lz,

12.2(44)SE tengigabitethernet interface-id transceiver detail & — 7 — F258 1 S U E
L7z,
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show interfaces

BEREDAA FS4>

show interfaces capabilities =~ > NIZERLXF—U—RZEETH I LT, ROL I RFERITARY F

R

show interfaces capabilities module number 2~ > REZFEHAL T, A¥ v 7 DAL v F EOFTX
TOA U E =T 2 A ZAOWRERTLET, AX v 7RCHET LTV 22—V EGERHOAAS v T
WDIWEE, HAEdH Y EH A,

BESNTA V¥ —T A ADWHREZ TR T 521X, show interfaces interface-id capabilities %
ERALET,

AL TNDTRTOA 2 Z—7 = ZADREAE "7 5121, show interfaces capabilities % fifi
MLET (EV2—NAVEBERIEFA 2 —T oA X 1ID OIRERL),

show interfaces switchport module number 2~ > REHEHL T, AZ v 7 DAL v F EOFT T
DAE =T 2 A ADAL v F R— bORMEERRLET, AF v 7HNICEYTIHEY 2 —LFK
FEROAAL v TFRRWEE, HAEH £EA,

LFEHTIE, KT ENLFEREIESNET, 72& 21, | exclude output & A L7254 output %

o

]

DITIER R SNEE AN, Output ZETAITIIFRRESNET,

WOBFITIX, AF YT A NRN—=3 DA 5 —T A AZxT 5 show interfaces =~ > FOH 1% R L
ESC

Switch# show interfaces gigabitethernet3/0/2
GigabitEthernet3/0/2 is down, line protocol is down

Hardware is Gigabit Ethernet, address is 0009.43a7.d085 (bia 0009.43a7.d085)

MTU 1500 bytes, BW 10000 Kbit, DLY 1000 usec,

reliability 255/255, txload 1/255, rxload 1/255

Encapsulation ARPA, loopback not set
Keepalive set (10 sec)
Auto-duplex, Auto-speed

input flow-control is off, output flow-control is off

ARP type: ARPA, ARP Timeout 04:00:00 Last input never, output never, output hang never

Last clearing of "show interfaces" counters never
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo
Output queue :0/40 (size/max)
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec

2 packets input, 1040 bytes, 0 no buffer

Received 0 broadcasts, 0 runts, 0 giants, 0 throttles
input errors, 0 CRC, 0 frame, 0 overrun, O ignored
watchdog, 0 multicast, 0 pause input
input packets with dribble condition detected
packets output, 1040 bytes, 0 underruns
output errors, 0 collisions, 3 interface resets
babbles, 0 late collision, 0 deferred
lost carrier, 0 no carrier, 0 PAUSE output
output buffer failures, 0 output buffers swapped out

O O O O b O O O

R OFITiX, show interfaces accounting =~ > NOH JZR L E7,

Switch# show interfaces accounting
Vlanl

Protocol Pkts In Chars In Pkts Out Chars Out

Ip 1094395 131900022 559555 84077157

Spanning Tree 283896 17033760 42 2520
ARP 63738 3825680 231 13860

Interface Vlan2 is disabled
Vlan7

Protocol Pkts In Chars In Pkts Out Chars Out
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show interfaces W

No traffic sent or received on this interface.
Vlan31l

Protocol Pkts In Chars In Pkts Out Chars Out
No traffic sent or received on this interface.

GigabitEthernetl/0/1

Protocol Pkts In Chars In Pkts Out Chars Out
No traffic sent or received on this interface.
GigabitEthernetl/0/2

Protocol Pkts In Chars In Pkts Out Chars Out

No traffic sent or received on this interface.

<output truncated>

WOHITIE, 4 % —7 = A 2D show interfaces capabilities =~ > KO ZRLET,

Switch# show interfaces gigabitethernetl/0/2 capabilities

GigabitEthernetl/0/2
Model: WS-C3750G-24TS
Type: 10/100/1000BaseTX
Speed: 10,100,1000, auto
Duplex: full, auto
Trunk encap.type: 802.1Q,ISL
Trunk mode: on,off,desirable, nonegotiate
Channel: yes
Broadcast suppression: percentage (0-100)
Flowcontrol: rx—-(off,on,desired), tx—- (none)
Fast Start: yes
QoS scheduling: rx- (not configurable on per port basis),tx-(492t)
CoS rewrite: yes
ToS rewrite: yes
UDLD: yes
Inline power: no
SPAN: source/destination
PortSecure: yes
Dotlx: yes

ROBITIL, deseription ' F—T = X a7 4 Falb—varyavry FafHLT, /17—
7 = A A% Connects to Marketing & LU T L7354 D show interfaces interface-id description =
~ FOWNERLET,

Switch# show interfaces gigabitethernetl/0/2 description

Interface Status Protocol Description
Gil/0/2 up down Connects to Marketing

WOFITIE, AL v FIZHR— b F¥ RARREINTWVDLEE D show interfaces etherchannel = ~
Y ROWM D ERLES,

Switch# show interfaces etherchannel

Port-channell:

Age of the Port-channel = 03d:20h:17m:29s
Logical slot/port = 10/1 Number of ports = 0
GC = 0x00000000 HotStandBy port = null

Port state

Port-channel Ag-Not-Inuse

Port-channel2:

Age of the Port-channel = 03d:20h:17m:29s
Logical slot/port = 10/2 Number of ports = 0
GC = 0x00000000 HotStandBy port = null

Port state

Port-channel Ag-Not-Inuse

Port-channel3:
Age of the Port-channel = 03d:20h:17m:29s

Catalyst 3750 R4 v F a2 F YI7L VR
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show interfaces

Logical slot/port = 10/3 Number of ports = 0
GC = 0x00000000 HotStandBy port = null
Port state = Port-channel Ag-Not-Inuse

WORFITIX, 774 X— K VLAN ®7 714~ 1U VLAN 2 VLAN 10 T, E# > % U VLAN 7 VLAN
501 & 502 O%A O show interfaces private-vlan mapping =~ > FOH i Z R L ET,

Switch# show interfaces private-vlan mapping
Interface Secondary VLAN Type

vlanlO 501 isolated
vlanlO 502 community

WOFITIE, VIP RAAL VN TTIV—=2 T B4 3 —T VDA O show interfaces interface-id
pruning =~ KOHAERLET,

Switch# show interfaces gigibitethernetl/0/2 pruning
Port Vlans pruned for lack of request by neighbor
Gil/0/2 3,4

Port Vlans traffic requested of neighbor
Gil/0/2 1-3

WoOFITIL, € L7z VLAN A > % —7 =1 Z® show interfaces stats =~ > FDOH 12~ LE T,

Switch# show interfaces vlan 1 stats

Switching path Pkts In Chars In Pkts Out Chars Out
Processor 1165354 136205310 570800 91731594
Route cache 0 0 0 0
Total 1165354 136205310 570800 91731594

OB TIL, show interfaces status =~ RO O—EE2 R LET, TXTOA L F—T A AD
AT —HANFKRINET,

Switch# show interfaces status

Port Name Status Vlan Duplex Speed Type

Fal/0/1 connected routed a-half a-100 10/100BaseTX
Fal/0/2 notconnect 121,40 auto auto 10/100BaseTX
Fal/0/3 notconnect 1 auto auto 10/100BaseTX
Fal/0/4 notconnect 18 auto auto Not Present
Fal/0/5 connected 121 a-full a-1000 10/100BaseTX
Fal/0/6 connected 122,11 a-full a-1000 10/100BaseTX

<output truncated>
Gil/0/1 notconnect 1 auto auto 10/100/1000BaseTX
Gil/0/2 notconnect 1 auto auto unsupported

WOFTiX, 774 X—=F VLAN BRESIN TV DLHEDRED A > ¥ —7 = A AD show interfaces
status =~ FOHERLET, R—Fr22 %2774 X—hK VLANKA N R—FE LTRELTY
9, A—1F221F. 774~V VLAN20 &b % U VLAN 25 ([ZB#EfHT S F 9,

Switch# show interfaces fastethernetl/0/22 status
Port Name Status Vlan Duplex Speed Type
Fal/0/22 connected 20,25 a-full a-100 10/100BaseTX

WOFITIE, A"—F20 37T 4 _X— K VLANRAR—FE LTRESNLTWET, ZOHE, 77
A4~V VLAN20 Zi7&#FE R LE7,

Switch# show interfaces fastethernetl/0/20 status
Port Name Status Vlan Duplex Speed Type
Fal/0/20 connected 20 a-full a-100 10/100BaseTX
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show interfaces W

WD HTiL, show interfaces status err-disabled =~ FOH )%/~ L £7, errdisable A7 — kDA
VH =T 2 A ADAT—H AEFRFLET,
Switch# show interfaces status err-disabled

Port Name Status Reason
Gi2/0/26 err-disabled gbic-invalid

WOFTIL, A— kD show interfaces switchport =~ KO Z R LET, £ 2-2812, ZDHT)
TERIRIND 74— /L FOMBAEZRLET,

(¥) 7I9A4X—=FVLAN r72273Z0) ) —ZATEHA—FSn2ned, 70— NE@EH s s
/Vo
Switch# show interfaces gigabitethernetl/0/1 switchport
Name: Gil/0/1
Switchport: Enabled
Administrative Mode: dynamic auto
Operational Mode: static access
Administrative Trunking Encapsulation: negotiate
Operational Trunking Encapsulation: native
Negotiation of Trunking: On
Access Mode VLAN: 1 (default)
Trunking Native Mode VLAN: 1 (default)
Voice VLAN: none
Administrative private-vlan host-association:10 (VLAN0O010) 502 (VLANO502)
Administrative private-vlan mapping: none
Administrative private-vlan trunk native VLAN: none
Administrative private-vlan trunk encapsulation: dotlg
Administrative private-vlan trunk normal VLANs: none
Administrative private-vlan trunk private VLANs: none
Operational private-vlan: none
Trunking VLANs Enabled: ALL
Pruning VLANs Enabled: 2-1001
Capture Mode Disabled
Capture VLANs Allowed: ALL
Protected: false
Unknown unicast blocked: disabled
Unknown multicast blocked: disabled
Voice VLAN: none (Inactive)
Appliance trust: none
#* 2-28 show interfaces switchport ® 7 1 —JL FD&%EA
J4—ILF A
Name R—FNO4RTERRLET,
Switchport A= FOEBAT =X ABLOEERT —X A 2R R LET,
ZOWAOEE, B—NMIAAL v FR—F =TT,
Administrative Mode FHE—-FBLOEMEE—F2ERLET,
Operational Mode
Administrative Trunking FHEBIOEH O T2, BLXONT o7
Encapsulation XTI —a v NA R —TANEINERRLET,
Operational Trunking Encapsulation
Negotiation of Trunking
Access Mode VLAN R— 2% ET S VLANID 2F R LET,
Catalyst 3750 R4 v F a2 F YI7L VR
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show interfaces

& 2-28

show interfaces switchport @7 1 —JL FOHBE #&E)

J4—ILF

B

Trunking Native Mode VLAN
Trunking VLANSs Enabled

AT 4T E—RDOKI7 27D VLANID % BRI LET,
N7 7 EOFFR VLAN # —5#orLEd, b7 027 ko7
27 47 VLAN #—%ER R LET,

Trunking VLANs Active
Pruning VLANs Enabled T—= v IR 7R VLAN 2 — BRI LE T,
Protected A B —T 2 A ALTRER— FDBA FX—7 )V (True) TH

HWEIET 48— (False) THhHINEFERLET,

Unknown unicast blocked

Unknown multicast blocked

ARV TF XYy XA PBLUOAH a2 =% A~ N T T 1>
IMA LV EBE—T A A ETTuy 7 ERNTVWENE I DNER
R~LET,

Voice VLAN

FH VLAN A *—T7 1 Té 5 VLANID #FERLET,

Administrative private-vlan
host-association

77 A=K VLAN FR N FA— FOEH VLAN O7 Vv
Tr—3 L/%fééiﬁI/EETfo

Administrative private-vlan mapping

774 ~X— K VLAN RA&HR— FDOEH VLAN O~v v B 7
R FLET,

Operational private-vlan

77 A4 _X— K VLAN OBHERAT —Z A %2R R LET,

Appliance trust

IP Phone T —% /Xy hO¥—E R 7 F X (CoS) RE%
FRLET,

WORFITIX, 774 ~— bk VLANIEGAR— F & LTREINLZA— kD show interfaces switchport
avr oW hERLET, 774~V VLAN20 %, EA % U VLAN 25, 30, 35wy b7 &
WET,

Switch# show interfaces gigabitethernetl/0/2 switchport
Name: Gil/0/2

Switchport: Enabled
Administrative Mode:
Operational Mode:

private-vlan promiscuous
private-vlan promiscuous

Administrative Trunking Encapsulation: negotiate
Operational Trunking Encapsulation: native
Negotiation of Trunking: Off

Access Mode VLAN: 1 (default)

Trunking Native Mode VLAN: 1 (default)
Administrative Native VLAN tagging: enabled

Voice VLAN:
Administrative private-vlan host-association: none
Administrative private-vlan mapping: 20 (VLAN0020) 25
(VLANOO35)

Administrative private-vlan trunk native VLAN:
Administrative private-vlan trunk Native VLAN tagging:
Administrative private-vlan trunk encapsulation: dotlg
none
none

none

(VLANOO025) 30 (VLANO030) 35
none
enabled

Administrative private-vlan trunk normal VLANs:
Administrative private-vlan trunk private VLANs:
Operational private-vlan:

20 (VLAN0020) 25 (VLAN0O25)

30 (VLANO0O30)

35 (VLAN0O35)

<output truncated>
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show interfaces W

W OBFITIL, show interfaces switchport backup =~ FOH I Z R L E T,

Switch# show interfaces switchport backup
Switch Backup Interface Pairs:

Active Interface Backup Interface State

Fal/0/1 Fal/0/2 Active Up/Backup Standby
Fa3/0/3 Fa4/0/5 Active Down/Backup Up
Pol Po2 Active Standby/Backup Up

W OFITIE, show interfaces switchport backup =~ KO ZRLET, ZOFITIE, A1 vF
T VLAN 1 ~ 50, 60, 100 ~ 120 B3 E I N TWET,

Switch (config) #interface gigabitEthernet 2/0/6
Switch (config-if) #switchport backup interface gigabitEthernet 2/0/8 prefer vlan 60,100-120

MDA Z—T A ZABEH L TWDEE. Gi2/0/8 7 VLAN 60, 100 ~ 120 D N T 7 1 » 7 %44
%L, Gi2/0/6 X VLAN1 ~50D N7 7 4 v HHRELET,

Switch#show interfaces switchport backup

Switch Backup Interface Pairs:

Active Interface Backup Interface State

GigabitEthernet2/0/6 GigabitEthernet2/0/8 Active Down/Backup Up

Vlans on Interface Gi 2/0/6: 1-50
Vlans on Interface Gi 2/0/8: 60, 100-120

Flex Link A > ¥ —7 = A ANZ 735 L (LINK DOWN), 2O X —7 A ATELEEINS
VLAN (% Flex Link X7 DT f > XA —T oA RAZBEILET, ZOFTIZ. A F—T A X
Gi2/0/6 753 % 7> LT, Gi2/0/8 7 Flex Link ~<7 @4 ~<T®» VLAN Z 5| Z#kX £,

Switch#show interfaces switchport backup
Switch Backup Interface Pairs:

Active Interface Backup Interface State

GigabitEthernet2/0/6 GigabitEthernet2/0/8 Active Down/Backup Up

Vlans on Interface Gi 2/0/6:
Vlans on Interface Gi 2/0/8: 1-50, 60, 100-120

Flex Link f v Z—7 = A ARNT v Sl b e, O F—T =24 ATELENSD VLAN IZET A
VE—T 2 A ATT I EIN, Ty T LAV E—T A RATT I —FT 47 AT — NIV ZFE
T, ZOFITIE, A v F—T=A4AG20/6 T v 7 \Zipdl, ZOA L E—T oA ATEREIND
VLAN ZET A ¥ —7 = A A Gi2/0/8 T7 v v &, Gi2/0/6 TELEINF T,

Switch#show interfaces switchport backup
Switch Backup Interface Pairs:

Active Interface Backup Interface State

GigabitEthernet2/0/6 GigabitEthernet2/0/8 Active Down/Backup Up

Vlans on Interface Gi 2/0/6: 1-50
Vlans on Interface Gi 2/0/8: 60, 100-120
WOFITIL, show interfaces interface-id pruning =~ > ROH I EZ/R L ET,

Switch# show interfaces gigibitethernetl/0/2 pruning
Port Vlans pruned for lack of request by neighbor
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show interfaces

WoOHITIL, show interfaces interface-id trunk 2~ > FOM A ERLET, R—+rD T o F 7
WRERRINET,

Switch# show interfaces gigabitethernetl/0/1 trunk

Port Mode Encapsulation Status Native vlan
Gil/0/1 auto negotiate trunking 1

Port Vlans allowed on trunk

Gil/0/1 1-4094

Port Vlans allowed and active in management domain

Gil/0/1 1-4

Port Vlans in spanning tree forwarding state and not pruned
Gil/0/1 1-4

ORI TiL, show interfaces interface-id transceiver properties =~ > FOH HZ R L £ 7,

Switch# show interfaces gigabitethernetl/0/1 transceiver properties
Name Gil/0/1

Administrative Speed: auto

Operational Speed: auto
Administrative Duplex:
Administrative Power Inline:
Operational Duplex: auto
Administrative Auto-MDIX:
Operational Auto-MDIX: off

auto
enable

off

W DOBFITIL, show interfaces interface-id transceiver detail =~ > FOH I Z R L E T,

Switch# show interfaces gigabitethernet2/0/3 transceiver detail
ITU Channel not available (Wavelength not available),
Transceiver is externally calibrated.

mA:milliamperes, dBm:decibels (milliwatts), N/A:not applicable.
++:high alarm, +:high warning, -:low warning, -- :low alarm.
A2D readouts (if they differ), are reported in parentheses.

The threshold values are uncalibrated.

High Alarm High Warn Low Warn Low Alarm
Temperature Threshold Threshold Threshold Threshold
Port (Celsius) (Celsius) (Celsius) (Celsius) (Celsius)
Gi2/0/3 41.5 110.0 103.0 -8.0 -12.0
High Alarm High Warn Low Warn Low Alarm
Voltage Threshold Threshold Threshold Threshold
Port (Volts) (Volts) (Volts) (Volts) (Volts)
Gi2/0/3 3.20 4.00 3.70 3.00 2.95
High Alarm High Warn Low Warn Low Alarm
Current Threshold Threshold Threshold Threshold
Port (milliamperes) (mA) (mA) (mA) (mA)
Gi2/0/3 31.0 84.0 70.0 4.0 2.0
Optical High Alarm High Warn Low Warn Low Alarm
Transmit Power Threshold Threshold Threshold Threshold
Port (dBm) (dBm) (dBm) (dBm) (dBm)
Gi2/0/3 -0.0 ( -0.0) -0.0 -0.0 -0.0 -0.0
Optical High Alarm High Warn Low Warn Low Alarm
Receive Power Threshold Threshold Threshold Threshold
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show interfaces W

Port (dBm) (dBm) (dBm) (dBm) (dBm)

Gi2/0/3 N/A ( -0.0) -- -0.0 -0.0 -0.0 -0.0

W DFITIL, show interfaces tengigabitethernet interface-id transceiver detail =~ > FOH ) &R
LE.

Switch# show interfaces tengigabitethernetl/0/1 transceiver detail
Transceiver monitoring is disabled for all interfaces.

ITU Channel not available (Wavelength not available),
Transceiver is internally calibrated.

mA: milliamperes, dBm: decibels (milliwatts), NA or N/A: not applicable.
++ : high alarm, + : high warning, - : low warning, -- : low alarm.
A2D readouts (if they differ), are reported in parentheses.
The threshold values are calibrated.

High Alarm High Warn Low Warn Low Alarm

Temperature Threshold Threshold Threshold Threshold

Port (Celsius) (Celsius) (Celsius) (Celsius) (Celsius)
Tel/0/1 26.8 70.0 60.0 5.0 0.0

High Alarm High Warn Low Warn Low Alarm

Voltage Threshold Threshold Threshold Threshold

Port (Volts) (Volts) (Volts) (Volts) (Volts)

Tel/0/1 3.15 3.63 3.63 2.97 2.97

High Alarm High Warn Low Warn Low Alarm

Current Threshold Threshold Threshold Threshold

Port (milliamperes) (mA) (mA) (mA) (mA)

Tel/0/1 5.0 16.3 15.3 3.9 3.2

Optical High Alarm High Warn Low Warn Low Alarm

Transmit Power Threshold Threshold Threshold Threshold
Port (dBm) (dBm) (dBm) (dBm) (dBm)

Tel/0/1 -1.9 1.0 0.5 -8.2 -8.5

Optical High Alarm High Warn Low Warn Low Alarm

Receive Power Threshold Threshold Threshold Threshold

Port (dBm) (dBm) (dBm) (dBm) (dBm)

Tel/0/1 -1.4 1.0 0.5 -14.1 -15.0

WOFITiL, show interfaces tengigabitethernet interface-id transceiver properties =~ > RO H /)
RLET,

Switch# show interfaces tengigabitethernetl/0/1 transceiver properties
Transceiver monitoring is disabled for all interfaces.

ITU Channel not available (Wavelength not available),
Transceiver is internally calibrated.
Name : Tel/0/1

Administrative Speed: 10000
Administrative Duplex: full
Administrative Auto-MDIX: on
Administrative Power Inline: N/A
Operational Speed: 10000

Operational Duplex: full

Operational Auto-MDIX: off

Media Type: 10GBase-LR
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H  show interfaces

BEav VR avvk HL]
switchport access R=hERAREZT 47 TIEAR—NELIFEAT IV TIEA
A—hrELTHELET,
switchport block AV B —T 2 A AP TARPARZ=% %Y A NEIZZALTFFY AN T

T4 ETay s LET,
switchport backup interface {HE NNy 7 7 v 75 BT AL A VY2 A X —T 2 ZADXT ThHH
Flex Link =& & L 7,

switchport mode AR—FDVLAN ARy o7 F—FERELET,

switchport mode A= &7 74— hK VLAN OF A N R— b ELFRER— &L

private-vlan TxELET,

switchport private-vlan RANKR=bFrDTTAX=F VLANOT7 V> xz— 3, E723R
AR—=FDT T4 =K VLAN O~ v B 7 &ERLET,

switchport protected FUAAL v FOMDEHESNIZR = PHL AT 2DL=F % X I,
YAFXY AN BRO®Tr—R¥x 2R b NTT7 0 v BGRELE
R

switchport trunk pruning FZ7o% 7 = FOKR— D VLAN FV—=V 7k Y 2 M &K
ELET,
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show interfaces counters

show interfaces counters

AA T ETIIHEDA X —T =2 A ADKEFEA U v X 2FKxT HIZiE. show interfaces counters %F
Me EXEC o= R&EfEALET,

show interfaces [interface-id | vlan vian-id] counters [errors | etherchannel |module
switch- number | protocol status | trunk] [ | {begin | exclude | include} expression]

VOBV ADERA  interface-id (L) MBA LB —T =2 A ZADID (ZA T, AZ v ALR— F
Va—b, F—EFEET),
errors UER) =9— W25 RRFLET,
etherchannel UEE) EZEENEA 7Ty b, 7a—FXx 2t v b, vV FFy
AR RTy M BEOP2=F% X s NF >y M & EtherChannel 77 %
ERRLET,

module switch- number (L&) FEESNIZAZ T AL R_R—DH U XE2FRLET, BETED
FHIZT T ~9 TT (R¥ v I DAL v FHFZITHIE),
GE) oz~ FTE. module ¥— VU —RIZAZ v 7 AU NN—FKE
(1~9) ZHLTWET, /X —T A AIDIZTEENDE
Va—EEIL. FIZ0 TY,

protocol status (L) Ao F—T od ACA R T T BT H Fa D AT — 4
AEFRRLET,
trunk L&) hFv o o aaERRLET,
| begin EE) expression & —BT 1T bR RERHBLET,
| exclude (EE) expression & —BT 21T RN OERINLET,
| include (EE) HBE ST expression & —ET D172 FRICEDET,
expression ZWARA N LTHERT 2 N0 TSI TT,
~
GE)  vlanvign-id ¥—V—FiE, a2~ K74 D~LVF AN U ZIZERRENE TN, PR—-bENRT
WEHEA,

avykE—F ¥HE EXEC

av Yy FOERE Jyy—=x EERNA
12.1(11)AX Zoavry RRBMEnE LA,
12.2(25)SE etherchannel &% — 7 — 35 L O protocol status ¥ — 7V — RAGEME L E L

7=, broadcast. multicast, 35X U unicast ¥— VU — FQRHIRINE LT,

BEREDHIRSAY F—U—FZANLARVESIE, T RTOA L Z—T 2 ADTXRTOH T ENFRENET,

LFHTIE, KXFENXFERRJISNET, =& 21E, | exclude output & A L7284, output %
BUITIIRRENEEAD, Output % ETATIERRSNET,

Catalyst 3750 R4 v F a2 F YI7L VR
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W show interfaces counters

1 wOFHTlx, show interfaces counters =~ KOO A2 RLET, AL v FDOTXTDOH T
EINFRTRINET,
Switch# show interfaces counters
Port InOctets InUcastPkts InMcastPkts InBcastPkts
Gil/0/1 0 0 0 0
Gil/0/2 0 0 0 0

<output truncated>

WOBTIL, A¥ v A 3— 2 @ show interfaces counters module =~ FNOHJTDO—# %/~ L £
T, A INTRESNTZAAL v TFOTRXRTOIT U IRFREINET,

Switch# show interfaces counters module 2

Port InOctets InUcastPkts InMcastPkts
Fa2/0/1 520 2 0
Fa2/0/2 520 2 0
Fa2/0/3 520 2 0
Fa2/0/4 520 2 0
Fa2/0/5 520 2 0
Fa2/0/6 520 2 0
Fa2/0/7 520 2 0
Fa2/0/8 520 2 0

<output truncated>

InBcastPkts

O O O O O o o o

ROBITIL, TRTDA ¥ —7 =4 XZ%T % show interfaces counters protocol status =~ > KD

HAD—fzrLE£7,

Switch# show interfaces counters protocol status
Protocols allocated:

Vlanl: Other, IP

Vlan20: Other, IP, ARP

V1an30: Other, IP, ARP

Vlan40: Other, IP, ARP

Vlan50: Other, IP, ARP

Vlan60: Other, IP, ARP

Vlan70: Other, IP, ARP

Vlan80: Other, IP, ARP

V1an90: Other, IP, ARP

V1an900: Other, IP, ARP

V1an3000: Other, IP

V1an3500: Other, IP
FastEthernetl1/0/1: Other, IP, ARP, CDP
FastEthernetl/0/2: Other, IP
FastEthernetl1/0/3: Other, IP
FastEthernetl1/0/4: Other, IP
FastEthernetl/0/5: Other, IP
FastEthernetl/0/6: Other, IP
FastEthernetl1/0/7: Other, IP
FastEthernetl1/0/8: Other, IP
FastEthernetl1/0/9: Other, IP
FastEthernetl1/0/10: Other, IP, CDP

<output truncated>

Jl Catalyst3750 R4 v F av Y F YI7L2R
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show interfaces counters

WOFITIL, show interfaces counters trunk =~ > FOHNTERLET, T XTHOA X —T = A A
DT AT ENEREINET,

Switch# show interfaces counters trunk

Port TrunkFramesTx TrunkFramesRx WrongEncap
Gil1/0/1 0 0 0
Gil/0/2 0 0 0
Gil1/0/3 80678 4155 0
Gi1/0/4 82320 126 0
Gi1/0/5 0 0 0

<output truncated>

BEaI<Y>F avwyFk B
show interfaces BIMDOA B —T 2 A ZAORHMEZFR R LET,

Catalyst 3750 R4 v F a2 F YI7L VR
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W show inventory

show inventory

/~— R =7 ® Product Identification (PID) #H 4 F~7 51Z1%. show inventory == —H% EXEC =
~ FEERLET,

show inventory [entity-name | raw] [ | {begin | exclude | include} expression]

YUBYYADBRBA  entity-name (ER) HESNT T 4T 1 2RFLET, & 2iE, Small
Form-Factor Pluggable (SFP) £ a— /DA VA h—)Lfelinb A v
4 —7 x4 A (gigabitethernetl/0/1 72 &) # ASILET,
raw (FE) A ADTRTOTT 4T 4 52FRLET,
| begin (fE7E) expression & —HT HITHOLERERBLET,
| exclude ({ER) expression & —ET 21T KRN OERI L ET,
| include (L&) #8E Sz expression & —ET DT RRICEDET,
expression AL N ELTHERT 2 HINOFSFTT,
avYkFE®E—F  =—#EXEC
av Y FOBERE Jy—= EFERRE
12.2(25)SEC Zoavry RRBMRMENE LR,

EREDHA R4

~

(E)

]

O RCERIFENFEREINENET, 5IHEN WS, show inventory =~ > I8R5
BHREROT X COMBTRERZ T AT 4D N ZFUoTHRERLET, 2037 8 FU 7T
. =T 4T O%HT (Aey D), =T 47 4 DO#HA, BLOEDOT T 17 ¢ ® Unique
Device Indicator (UDI) (PID. VID. BX W SN) BFErINnET,

PID 2725451, show inventory =~ > KZ AN L CHHNIIERENE A,

LFHNTIE, KXFENXFEREENET, 72& 21E, | exclude output & AJ) L7234 output %
EUITIXRRSNETAD, Output 8 TITIIR R ENET,

W OBFITIL, show inventory =~ > RO 1 E R LET,

Switch> show inventory
NAME: "5", DESCR: "WS-C3750G-12S"
PID: WS-C3750G-12S-S , VID: EO , SN: CATO0749R204

Catalyst 3750 R/ yF Av v F YI7L R
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show ip arp inspection W

show ip arp inspection

%A F 3 v 7 Address Resolution Protocol (ARP) MEDHFELB L OEIMEAT — M, HDWVTTRTD
VLAN £/38E SN A v X —T7 = A AR VLAN [T T2 Z OMED AT — X 2 2 £ RT 521,
show ip arp inspection 5} EXEC =~ > F&fiH L £,

show ip arp inspection [interfaces [interface-id] | log | statistics [vlan vian-range] | vlan
vian-range] [ | {begin | exclude | include} expression]

DURy Y ZADFHHA

T
rH
|
™.

avy

interfaces [interface-id]

UEE) fBESNTA v F—T 2 A ZAETIFT_RTOAL v X —T = A
Z D ARP 7 v FOEERES L L — MR ZFRRLET, A%
AV HE—=T oA AT, WHAR— MR —K FyrrAnEgEnE
7,

log

(EE) #4571y 7 ARPBAERZ Ny 77 DFRELNEELRRL
ij‘o

statistics [vlan vian-range]

(UEE) FBE STz VLAN O#XF L v b, Fa v PEHNS
v b, MAC BEEICERIR L= v . IP RIS R L= v
M 77%A 2> bae— UAK (ACL) IZE->THABIOES
S "7y b, DHCP IZ L > THAIBLOHESR SN ATy D
HatEWMAEFR R LE T, VLAN BEEESN TV ARWEA, 13
BHOMEE SN TWAEEIR, #A4F 3 v 7 ARP AN A £ —T 1T
SNt (7277 47) VLAN EJoEdRzE R rLET,

VLAN ID &5 il &= 1 2D VLAN, TNENhzE A 7T

XE]-7 VLAN &, F7-13 0~ TR ->7~—#HD VLAN %5
ETEET, HETEHHFAIZ 1 ~ 4094 T,

vlan vian-range

(£E) fEEESN7= VLAN XA 573 v 7 ARP RAEDORER L O
fEAT—  &2FERLET, VLAN BDFEESNTWARWES, £770%
B ESNTWDEHEAIE, £14F 3 v 7 ARP BRENA X —7 L
&Nz (7275 47) VLAN 2T 0O #REFERLET,

VLAN ID &5 Tkl E7= 1 o® VLAN, #hFnz A4 7T

XE]-7 VLAN &, 7130~ TR ->7~—#HD VLAN %5
ETEXET, IBETXHEMAIL 1 ~ 4094 TT,

| begin

(fEE) expression & —HT 2T OERFREZRABLET,

| exclude

UEE) expression & —ET HITERTDOLERILET,

| include

(EE) /€ &Nz expression & —BT DT RRICEDET,

expression

ZIARA b & LTHERT 2 HIIADOIFSITE,

i EXEC

avY FOBRE

Jyy—x

EERNE

12.2(20)SE

Zoawry RRBMESNE L,

12.2(37)SE

WAL 7 =7 a X ZERNGEND L O ICERSNE LT,

| OL-8552-07-J
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W show ip arp inspection

BEREDAA FS4>

]

LFEHTIE, KT ENLFEREIENET, =& 21X, | exclude output & A1 L7284, output %
ETITIIRRSNETAD, Output ZETITIIRREINET,

WOFTIL, show ip arp inspection =~ > RO &R L ET,

Switch# show ip arp inspection

Source Mac Validation Disabled

Destination Mac Validation Disabled

IP Address Validation Enabled
Vlan Configuration Operation ACL Match Static ACL
1 Enablea Bctive  deny-all o
Vlan ACL Logging DHCP Logging Probe Logging
1 clwaren A permit
Vlan Forwarded Dropped DHCP Drops ACL Drops
I 0 T T
Vlan DHCP Permits ACL Permits Probe Permits Source MAC Failures
I o o o
Vlan Dest MAC Failures IP Validation Failures Invalid Protocol Data
I o o

WOBITIL, show ip arp inspection interfaces =~ > KOHAERLET,

Switch# show ip arp inspection interfaces

Interface Trust State Rate (pps) Burst Interval

Gil/0/1 Untrusted 15 1
Gil/0/2 Untrusted 15 1
Gil/0/3 Untrusted 15 1

& OFITIL, show ip arp inspection interfaces interface-id =2~ ROH 1 E R LET,

Switch# show ip arp inspection interfaces gigabitethernetl/0/1
Trust State Rate (pps) Burst Interval

Untrusted 15 1

Interface

Gil/0/1

Jl Catalyst3750 R4 v F av Y F YI7L2R

OL-8552-07-J |



| £ 2% Catalyst 3750 X4 ¥ F Cisco I0S A<~ F

show ip arp inspection W

W OFITIL, show ip arp inspection log =~ > RO EZRLET, Ny 77BN 7 VT ENDHHIOR
TRy Ty DNFEERTLET,

Switch# show ip arp inspection log
Total Log Buffer Size : 32

Syslog rate : 10 entries per 300 seconds.

Interface Vlan Sender MAC Sender IP Num Pkts Reason Time

Gil/0/1 5 0003.0000.d673 192.2.10.4 5 DHCP Deny 19:39:01 UTC
Mon Mar 1 1993

Gil/0/1 5 0001.0000.d774 128.1.9.25 6 DHCP Deny 19:39:02 UTC
Mon Mar 1 1993

Gil/0/1 5 0001.¢c940.1111 10.10.10.1 7 DHCP Deny 19:39:03 UTC
Mon Mar 1 1993

Gil/0/1 5 0001.c940.1112 10.10.10.2 8 DHCP Deny 19:39:04 UTC
Mon Mar 1 1993

Gil/0/1 5 0001.c940.1114 173.1.1.1 10 DHCP Deny 19:39:06 UTC
Mon Mar 1 1993

Gil/0/1 5 0001.¢c940.1115 173.1.1.2 11 DHCP Deny 19:39:07 UTC
Mon Mar 1 1993

Gil/0/1 5 0001.c940.1116 173.1.1.3 12 DHCP Deny 19:39:08 UTC

Mon Mar 1 1993

nJ RNy Ty NAE—=N—=Ta—FT5HF, RS AR IR R T Ny T INELRNEEERL
TFE Y. show ip arp inspection log £ EXEC =2~ > FOHANEELZZ T ET, v MBI W
R LS DT RTCOT —Z DORO VI [-] BERINET, O b IITiE, ZhEAOFEHEHRN
RSN EFA, HNCZO U FYDBRRINDGEIL. v RNy 77D FUEEHELT ),

ip arp inspection log-buffer 7 = — 3L a7 4 F 2 b —v gy avr FTrX U L— 2P L
ESraN

WoHITIL, show ip arp inspection statistics =~ > FOMAEZRLET, ¥147F I v 7 ARP REIC
Ko T ENTZFTRTDOT 77 47 VLAN O3 v b OFEFHERE R T L ET,

Switch# show ip arp inspection statistics

Vlan Forwarded Dropped DHCP Drops ACL Drops

5 3 4618 4605 4

2000 0 0 0 0
Vlan DHCP Permits ACL Permits Source MAC Failures
5 0 12 0
2000 0 0 0

Vlan Dest MAC Failures IP Validation Failures

5 0 9
2000 0

show ip arp inspection statistics =~ > N T, XA v FIIEEINF AT I v 7 ARP RA&EKR— K
O ARP BRB L OISENRT v FOEREF /T v MIEBEINSEET, A1 v T, #HExD
MAC. %6845 MAC. 771X IP HiFEF = v Z 12X » THEEENT-E 37> @ ACL 721X DHCP 7
BTy MEERIMSE, @O RBERE s £,

Catalyst 3750 R4 v F a2 F YI7L VR
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W show ip arp inspection

& DOFITIL, show ip arp inspection statistics vian 5 =~> KOH 2R L ET, #1457 ARP
REIC L > CEE 7z VLAN 5 O8> FOFGHERZFE R LET,

Switch# show ip arp inspection statistics vlan 5
Vlan Forwarded Dropped DHCP Drops

ACL Drops

5 3 4618 4605 4

ACL Permits Source MAC Failures

Vlan DHCP Permits

5 0 12 0

Vlan Dest MAC Failures IP Validation Failures Invalid Protocol Data

5 0

W DOBFITIL, show ip arp inspection vlan 5 =~ > KO jZ R LET, VLANS DX A+ 7 ARP
MEOREL L CEIEAT — b 2RRLET,
Switch# show ip arp inspection vlan 5

Source Mac Validation :Enabled
Destination Mac Validation :Enabled

IP Address Validation :Enabled
Vlan Configuration Operation ACL Match Static ACL
5 Enabled Active  second vo
Vlan ACL Logging DHCP Logging
5 Aclmaten Al
BEEav2 avvF Ste

arp access-list

ARP ACL ZE&#LET,

clear ip arp inspection log

S4FI v/ ARPRER S Ry 77 &7 )T LET,

clear ip arp inspection statistics

X475 v 7 ARP BREDKEME#REZ 2 V7 LET,

ip arp inspection log-buffer

HALFIv 7 ARPHEuX 7 Ry 7752 ELET,

ip arp inspection vlan logging

VLAN HALTREEKT 237 > b O X A T2l L £,

show arp access-list

ARP 77 t2 U A MIETHHMERRLET,

Jl Catalyst3750 R4 v F av Y F YI7L2R
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show ip dhcp snooping Wl

show ip dhcp snooping

Dynamic Host Configuration Protocol (DHCP) R X —v'» VR EEZ KA~ T 21Z1%. show ip dhep
snooping = —% EXEC =2~ > F&HL £,

show ip dhcp snooping [ | {begin | exclude | include} expression]

DBV ADHHA | begin (fEE) expression & =BT DTN LR FREZRABLET,
| exclude ({EE) expression & —ET DT RR-N LRI L T,
| include (EE) fRE SN expression & —HT HTERRIZEDET,
expression ZRARA M E L THERT 2 H NN LFHTY,
ATV K E—F  a=—% EXEC
Y FOBERE yy—= EERE
12.1(19)EA1 Coavy FRBMSNE L,
12.2(25)SEE Ta— SN YT AT VREEEAT HIh. Ay RS RS S
F L7,

BEREDAA FS54>

LFFNTIE, RXFLENCEREIENET, 72& 212, | exclude output & AJ) L7284 output %
ETITIIRRSNETAD, Output ZETITIIRREINET,

Zoavw s RE, Fa—nN) ar 7 4 X2 b—a VORREETEERLET, LERST, 2O
TiE. ANV BRY—Fy FID HICRESN TN EED, =%y NID V747 v a %
vlan-mod-port ®5 7 4V MEX TR REINET,

i WK OHITIL, show ip dhep snooping =~ > KO I1E# R LET,
Switch> show ip dhcp snooping
Switch DHCP snooping is enabled
DHCP snooping is configured on following VLANs:
40-42
Insertion of option 82 is enabled
circuit-id format: vlan-mod-port
remote-id format: string
Option 82 on untrusted port is allowed
Verification of hwaddr field is enabled
Interface Trusted Rate limit (pps)
GigabitEthernetl/0/1 yes unlimited
GigabitEthernetl/0/2 yes unlimited
GigabitEthernet2/0/3 no 2000
GigabitEthernet2/0/4 yes unlimited
BEEa<2 av vk St
show ip dhcp snooping binding DHCP AX—VY > NA vF 4 v T EREF R LET,
Catalyst 3750 R4 v F a2 F YI7L VR
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Bl show ip dhcp snooping binding

show ip dhcp snooping binding

AL v F EICHDHRA B —T 24 AD DHCP ARX—VE L J NS VT 4 0 F T—HRX— 2B L OHRE
1% #1795 121X, show ip dhep snooping binding = — EXEC =2~ > F&HEH L T,

show ip dhcp snooping binding [ip-address] [mac-address] [interface interface-id] [vlan
vian-id] [ | {begin | exclude | include} expression]

DURY Y ADHAE  ip-address FEB) "M T4 =) IPT RLRAERBELET,
mac-address UEE) "M rvFT 47 2 b MAC (AT 4777 AHE) 7 FL &
ERELET,
interface interface-id  ({EE) "A LT AV ITANA LV EF—T = A ZEHELET,
vlan vian-id =B "M vFT 427 =) VLAN i EE L £1,
| begin expression & —BT DT LR TAERIBELET,
| exclude expression & —HT AT LR LERINL £,
| include 5 L7z expression & —ET 21T 2R RICEHEDET,
expression SZWARA N LTHEAT 2 HARNOIIFHITT,
ATV K E—F  =—% EXEC
vy FOBERE Jyy—=x EENE
12.1(19)EAL Zoa<wry RRNBMEE L,
12.2(18)SE dynamic 3 X O static ¥ — 7 — RPHIBRE 4L E L7z,

ERLEDAA K54

Ll

show ip dhcp snooping binding =~ > FOWENIE, ¥ A F I v ZJICRESNIANAS T 4 VT T %
FoRrLET, DHCP AX—E 7 /A /?‘4 VI T= AR ANDIA T I I BEORRET 4 v 7
WCRRE INTeNA T 4 v 7 %R T HIZIE. show ip source binding £7#% EXEC =2~ FZfEH L
F7

DHCP AX—VE U I NA R —TNTA U E =T = ANRKX T AT — MIERINIZGEG, K
ESNTNA T 4 TIEHIBRERER A,

SCFFNTIE, RICFEDNLFEREBENET, 72L& 2L, | exclude output & AJJ L7256, output %
EUITIIFR R ENERAD, Output % &Te4T1 i%réﬂiﬁ“

WOFITIE, AL v»FODHCP AX—VE 7 NA T 407 = N 2FRTDHIHEEZRLET,

Switch> show ip dhcp snooping binding

MacAddress IpAddress Lease (sec) Type VLAN Interface
01:02:03:04:05:06 10.1.2.150 9837 dhcp-snooping 20 GigabitEthernet2/0/1
00:D0:B7:1B:35:DE 10.1.2.151 237 dhcp-snooping 20 GigabitEthernet2/0/2

Total number of bindings: 2

Catalyst 3750 R/ yF Av v F YI7L R
m‘ OL-8552-07-J |



| £ 2% Catalyst 3750 X4 ¥ F Cisco I0S A<~ F

show ip dhcp snooping binding W

WOFITIE, BHEDIP 7 FLAD DHCP AX—E LT NAVF o7 =y M) 2FpT 3 HESTR
LEJ,

Switch> show ip dhcp snooping binding 10.1.2.150
MacAddress IpAddress Lease (sec) Type VLAN Interface

01:02:03:04:05:06 10.1.2.150 9810 dhcp-snooping 20 GigabitEthernet2/0/1
Total number of bindings: 1

WOFITIE, BED MAC 7 RLAD DHCP AX—VY o XA vF 4o = N 2F T A5 HES
RLET,

Switch> show ip dhcp snooping binding 0102.0304.0506
MacAddress IpAddress Lease (sec) Type VLAN Interface

01:02:03:04:05:06 10.1.2.150 9788 dhcp-snooping 20 GigabitEthernet2/0/2
Total number of bindings: 1

WKOBTIE, R—rD DHCP AX—VE 2T AT o7 2o b)) #FRT 5 HEEZRLET,

Switch> show ip dhcp snooping binding interface gigabitethernet2/0/2
MacAddress IpAddress Lease (sec) Type VLAN Interface

00:30:94:C2:EF:35 10.1.2.151 290 dhcp-snooping 20 GigabitEthernet2/0/2
Total number of bindings: 1

WO T, VLAN20 ® DHCP AX—¥Y o7 AT 407 22 v 2FRTDHHEEZRLET,

Switch> show ip dhcp snooping binding vlan 20

MacAddress IpAddress Lease(sec) Type VLAN Interface
01:02:03:04:05:06 10.1.2.150 9747 dhcp-snooping 20 GigabitEthernet2/0/1
00:00:00:00:00:02 10.1.2.151 65 dhcp-snooping 20 GigabitEthernet2/0/2

Total number of bindings: 2

7 2-29 12, show ip dhcp snooping binding =2~ > N D7 1 —/L FOFMHEZR L ET,

#* 2-29 show ip dhcp snooping binding 27> FHi7

F4—ILE S

MacAddress IIGAT b N—FKu=27®MAC 7 KL A

IpAddress DHCP h— 2B ¥ THbN=7 T4 T RN IP T KL A
Lease(sec) IP 7 FLRICKT 2580 O U — R

Type RAT 47 BT

VLAN 24T v b A H—7 A AD VLAN &5
Interface DHCP 7 747 v b RA MIERT A4 v X —T = A R

Total number of bindings AA O FICBREINAIEHAA T 4 v 7T

GE) <~ FHEATIE, AFEAA T o v TERERESRRW I L
LHVFET, mEZIE 200 34 T 4 VT NAAL v FITHRE S
NTTRTONS T 4 VT INFERINDANIFREAFEILE S
A, AR EF SR EEA,

BEaTUF avw vk BL
ip dhcp snooping binding DHCP AX—VE 7 "L T 4 T—=2_R—=2A % HELF
R
show ip dhcp snooping DHCP AX—Y v V& EEFR R LET,
Catalyst 3750 R4 v F a2 F YI7L VR
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W show ip dhcp snooping database

show ip dhcp snooping database

DHCP AX—bE L7 RA U F 4T F—=AR_R—=Z 2= 2 FDRAT — X XA & Fort 5I21E, show
ip dhcp snooping database =——% EXEC =~ FZfEH L £,

show ip dhcp snooping database [detail] [ | {begin | exclude | include} expression]

VOB ADEHR  detail (EE) FEMR AT — & A LiRiHERE RR L E T,
| begin (EE) expression & —EHT DT bRAEZHB L ET,

| exclude (LE) expression & —T DT 2R R HRINL £,
| include (EE) $87E Ihiz expression & —ET DT FRIZEDET,
expression  ZIBKRA & L THEATBHEINOLTIITY,

avy Kk E—F o —# EXEC

avy FOERE )—2 EERR
12.2(20)SE Zoavr RRBEMEhE LK,
1 W OFHICIL, show ip dhep snooping database =~ > FOH A ZERLE T,
Switch> show ip dhcp snooping database
Agent URL :
Write delay Timer : 300 seconds

Abort Timer : 300 seconds

Agent Running : No
Delay Timer Expiry : Not Running
Abort Timer Expiry : Not Running

Last Succeded Time : None
Last Failed Time : None
Last Failed Reason : No failure recorded.

Total Attempts :
Successful Transfers :
Successful Reads
Successful Writes

Startup Failures :
Failed Transfers :
Failed Reads
Failed Writes

o O O O O
o O o o

Media Failures

Catalyst 3750 R/ yF Av v F YI7L R
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show ip dhcp snooping database W

DB TiL, show ip dhep snooping database detail =~ > KOH 2R L E T,
Switch# show ip dhcp snooping database detail

Agent URL
Write delay Timer
Abort Timer

Agent Running : No
Delay Timer Expiry
Abort Timer Expiry

Last Succeded Time
Last Failed Time

Last Failed Reason

Total Attempts

Successful Transfers

Successful Reads
Successful Writes
Media Failures

300 seconds

300 seconds

7 (00:00:07)
Not Running

None

tftp://10.1.1.1/directory/file

17:14:25 UTC Sat Jul 7 2001
Unable to access URL.

O O O O+

First successful access: Read

Last ignored bindings counters

Startup Failures
Failed Transfers
Failed Reads
Failed Writes

21

21

Binding Collisions Expired leases 0
Invalid interfaces 0 Unsupported vlans 0
Parse failures : 0
Last Ignored Time None
Total ignored bindings counters:
Binding Collisions 0 Expired leases 0
Invalid interfaces 0 Unsupported vlans 0
Parse failures 0
BEaIUF avwUk B
ip dhcp snooping VLAN T DHCP AX—¥E v 7% A F—T7 M LET,
ip dhcp snooping database DHCP AX—VE T XA VF 4 v T F—AR—Z2 =2 — 1
NERFIAA T AT T7ANERELET,
show ip dhcp snooping DHCP A X —v U Jifa R~ LET,
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W show ip dhcp snooping statistics

show ip dhcp snooping statistics

DHCP A X — v VfEdHE®R & b~ U — B E 72 I3FEME TR 2 121E, show ip dhep snooping
statistics =—% EXEC =2~ F&EHA L £,

show ip dhcp snooping statistics [detail] [ | {begin | exclude | include} expression]

DURy Y ZADFHHA

detail R M EmERRLET,
| begin (EE) expression & —EHT DT bRAEZHB L ET,

| exclude (LE) expression & —T DT 2R R HRINL £,

| include (EE) $87E Ihiz expression & —ET DT FRIZEDET,

expression  ZRRRA » h & LTHEMT D HINDOLFHITT,

avy Kk E—F o —# EXEC
avY FOERE yy—=x EEAR
12.2(37)SE ZToavy RABMENE LT,

BEREDAA FS54>

]

LFFNTIE, RXFLNLERRIENET, 72& 2L, | exclude output & AJ) L7284 output %
ETITIIR R SNETAD, Output ZETITIIRREINET,

AA vF AZ v T TlE, TRCOMEHERN AL v 7 ~ALZ—THEBRENET, FILVWAZ v T =X
H—NEHINTGAE, Rith v o213y FERET,

W& DFITIL, show ip dhep snooping statistics =~ > KOH 2R L E T,

Switch> show ip dhcp snooping statistics

Packets Forwarded =0
Packets Dropped =0
Packets Dropped From untrusted ports =0

W OFHITIL, show ip dhep snooping statistics detail =~ > FOH I ZERLE T,

Switch> show ip dhcp snooping statistics detail
Packets Processed by DHCP Snooping =
Packets Dropped Because

IDB not known

Queue full

Interface is in errdisabled
Rate limit exceeded

o

Received on untrusted ports
Nonzero giaddr

Source mac not equal to chaddr
Binding mismatch

Insertion of opt82 fail
Interface Down

Unknown output interface
Reply output port equal to input port
Packet denied by platform

O O O O O O O O O o o o o
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show ip dhcp snooping statistics W

% 2-30 12, DHCP AX—E V7V HFHERB L OZOFBAE R L ET,
& 2-30 DHCP R X—F v 4 #EHER

DHCP X X —E v J#iaHER d

Packets Processed by DHCP Snooping |#iE&N7= %4 v FBI R Ray FE3NE %y 49T, DHCP AX—bE
T > T ENT= 7 v b OAFHL,

%“:

Packets Dropped Because IDB not WNry NOAIA v Z—T 2 A4 AZHW TRV T —DE,
known
Queue full sy N ORI S D NIF 2 — B TH D= T — 0%k, FERITH

L—hCTDHCP X7 v hEZF L, AJJAR—FTL— RHIBRAA 2 —T 272>
TWARWEESE, 2O T =N ETIHZERHY 7,

Interface is in errdisabled errdisable & L C~—27 &N=AR— Ty FEZELEER, hnEETD
FHEMEN B 5 DI, A— A errdisable 27— K THAEASIT/N7 v AL
Fa2—IZ ANV, FTONRTy BT INDHAETT,

Rate limit exceeded A—=FCREINTWVWAL— MREZ#BE X T, 4 ¥ —7 = A A} errdisable A
T — Mo 2Bk,

Received on untrusted ports B Cx72\WAR— K~ TDHCP #+— X/ > ;b (OFFER. ACK. NAK.
LEASEQUERY DWW §hhy) #%(F LT Ra v 7 LR,

Nonzero giaddr BETERVWAR—=FTZELLEDHCP X7 v hDY L— =Tk 7 LA

74—/ R (giaddr) Bl E-7EH, F72i% no ip dhep snooping
information option allow-untrusted 7 = —/\)L 27 4 ¥ a2 L — g av s
FEZRELTBLT, BETERVWA—FTZELL Yy MZAT v a v 82
T2 PEEN TR,

Source mac not equal to chaddr DHCP 7 v rDZ7 547>k MACT7 FL & 74— K (chaddr) 23347 > b
DEFEITL MAC 7 R A & —E+3, ip dhep snooping verify mac-address 2
B—/ L a7 4 Xal—val avy RPRHEEIN TV DR,

Binding mismatch MAC 7 KL 2 & VLAN OXT ONA T 4 U 7o TNBR— b e s
A— kT, RELEASE /37 v h#721X DECLINE 7 v & 5%(5 L7z, Zi
I, HEPRERD I FA TV bEAT =T 4 7 LIS L LTWDATREMEDR H 5
TEERLETN, 74TV EBAAL v FOROR— MIBE LT RELEASE
F72IEDECLINE #E1T7L7c 2 &2 RT &b HVET, MACT FLRIE, A —
Pxy b~y X —DkEFETL MAC 7 RLATIE7Z <, DHCP /37 v k@ chaddr
74— FbBEHAINET,

Insertion of opt82 fail NIy ha~DF T ay QAN T —IZho-B, 73 a2 F—4%
ELNTy RA v E =y NOBE—WE Ty OV A XEBxiohE, A
T T =R B5ZEnHY £9,

Interface Down Ny PADHCP Vb — 2=V 2 hADISETHAEN VL — 2=V bD
SVIA v FZ—T A ANE T LTWAEE, DHCP — "~V 547 FEE
KROEE ERBEDOZEOMTSVI BNZ U LIEGAICE AT AT —TT M,
OoTIZHAELEH A,

Unknown output interface T a8 F—FFEFIIMACT RLA F—T DNy 7T v T DT I
T, DHCP & r v hOHIA v H—T7 = A4 Z&HWCTE o Tz aldk, 8
Ty iRk yrXEhET, A7 ar 2 MERSATELS, 7947 b
MAC 7 KLU ARHIRYIIIC 2 o T2 /RICHAETH BBV ET, A—bEFx=
V754 73 arTIPSG A R—TNVTHY, 5 ar 82 A x—7 /L Tk
WA, 79A4 T RO MAC 7 RLAIEEHENT, &7y MMy
EnEd,

Catalyst 3750 R4 v F a2 F YI7L VR
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W show ip dhcp snooping statistics

® 2-30 DHCP R X—E v J#iatigk )

DHCP X X—E v J #iktE#R S

Reply output port equal to input port DHCP J&&E ATy PO IR =R ANR—F LR LT THY . V—T DORREMHED
— :IL_:"‘)EH

JRAR & 2otz [mH, Fy FU—7 OREDFRY . TR — F OEEHRE DR
DA Z R LET,
Ty b7 —LEAEDOL YA RVIZE o TR v FBEA S LR

Packet denied by platform

BBEa<vwY R avwy Rk 55EH
clear ip dhcp snooping DHCP AX—VE T RNA VT 4 T —=ER—=A T H

DHCP AX—V VI NA T4V T T—HRXR—RA =Tz

NERHE®R A 7 %, DHCP A X — v Z#aHE®R A v v 4 %

7V 7 LET,

Catalyst 3750 R/ yF Av v F YI7L R
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show ip igmp profile W

show ip igmp profile

RESNTZTRTOA v F—Fy b ZTNV—TFRTm har (IGMP) v 7y A )b, TR EIN
72 IGMP 7'u 7 7 A V& F T HIZ1E. show ip igmp profile 574 EXEC 2~ FEZEHA L 7,

show ip igmp profile [profile number] [ | {begin | exclude | include} expression]

YUBYYADEGBRA  profile number (EE) #7725 IGMP 707 7 A V&5, HETEHHPHIL 1 ~ 4294967295
TY, 777 ANEFEENRATTENTOWRNWGEES, TTOIGMP 717 7 1 )L
NERRINET,
| begin (EE) expression & —BT 21T bR REZFBLET,
| exclude (EE) expression & —BT 21T R TN LERILET,
| include (EE) BE ST expression & T 2172 FRICEDET,
expression ZRAA b ELTHERT 2 HANOLFHITT,
AT FRE—F ¥ EXEC
oY FOBERE yy—= EEANS
12.1(11HAX oawry RRBEMERE L,

BEREDAA FS54>

XFFNTIE, RXFLENLEREIENET, 72& 212, | exclude output & AJ) L7284 output %
ETITIIRRSNETAD, Output ZETITIIRREINET,

£l ROBITIX, 077 ANFESERE LGS LHEE LRWES D show ip igmp profile #7# EXEC
v Y ROWAERLET, 707 7 AABEBANSRTORVED, FRICEAL v F ETRES
NIETRTOT R 7 7 A AMBEENET,
Switch# show ip igmp profile 40
IGMP Profile 40
permit
range 233.1.1.1 233.255.255.255
Switch# show ip igmp profile
IGMP Profile 3
range 230.9.9.0 230.9.9.0
IGMP Profile 4
permit
range 229.9.9.0 229.255.255.255
BEaTVF avwy R B
ip igmp profile RESNTIGMP 70 7 7 A VFESEHELE T,
Catalyst 3750 R4 v F a2 F YI7L VR
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Bl  show ip igmp snooping

show ip igmp snooping

AL v FEZIZVLAN D f v X —F v b T —7FH 70 ha) (IGMP) AX—E U JREEFR

F 511X, show ip igmp snooping == —+ EXEC =2~ R&fHHA L ET,

show ip igmp snooping [groups | mrouter | querier] [vlan vian-id] [ | {begin | exclude |

include} expression]

YUBYYADEH  groups ({£%) show ip igmp snooping groups =~ > RZZML T2 &0,
mrouter (fEE) show ip igmp snooping mrouter =~ RZZHML T I,
querier (%) show ip igmp snooping querier =~ > FZ B L T &0,
vlan vian-id ({EE) VLAN Z45E L9, &L 1~ 1001 3 X0 1006 ~ 4094 T9 (4
# EXEC £— FOBA 2T EH AHR),
| begin EE) expression & —BT 51T bR RERBLET,
| exclude (fEE) expression & =BT 21T RR"MNOGIRINL LT,
| include (EB) & STz expression & —ET HITEFKRICEDET,
expression AL M E LTHERT 2 INOFSTY,
ATV K E—F  =—% EXEC
ATy FOBEE Jy—=
12.1(11)AX Zoa<wry RRNBMEE L,
12.1(19)EA1 querier ¥ — 7 — F2NBEMENE L7z,
12.2(18)SE groups ¥ — 7 — R2YENI S E L7z, show ip igmp snooping multicast =

BEREDAA FS54>

~ ¥ K225 show ip igmp snooping groups =~ > NIZED Y £ L7,

AL o FFITEED VLAN DA X —E LV T OREEZFERTIHDICZDa~<y REFHLET,
VLAN ID 1002 ~ 1005 i, b—27 > U 7B LI FDDI VLAN i+ EN TV T, IGMP 2 X—E

JTIEATEEEA,

XFHNTIE, KRIXFENLFNRRJESET, =& 2L, | exclude output & A L7=354E . output %

EUVITIIRRENERFAD, Output # &5 TIFERSNE T,

Jl Catalyst3750 R4 v F av Y F YI7L2R
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show ip igmp snooping M

S, FFED VLAN @

1l WROFITIL, show ip igmp snooping vlan 1 =~ FOMH R LET, 22
ARX—V U TR ER R LET,
Switch# show ip igmp snooping vlan 1
Global IGMP Snooping configuration:
IGMP snooping :Enabled
IGMPv3 snooping (minimal) :Enabled
Report suppression :Enabled
TCN solicit query :Disabled
TCN flood query count 12
Last member query interval : 100
Vlan 1
IGMP snooping :Enabled
Immediate leave :Disabled
Multicast router learning mode :pim-dvmrp
Source only learning age timer :10
CGMP interoperability mode : IGMP_ONLY
Last member query interval : 100
WOFITIL, show ip igmp snooping =~ > FOMHZRLES, T TlE, AA vF LD VLAN
RTDAX—E U TR ER R LET,
Switch> show ip igmp snooping
Global IGMP Snooping configuration:
IGMP snooping : Enabled
IGMPv3 snooping (minimal) : Enabled
Report suppression : Enabled
TCN solicit query : Disabled
TCN flood query count H
Last member query interval : 100
Vlan 1
IGMP snooping :Enabled
Immediate leave :Disabled
Multicast router learning mode :pim-dvmrp
Source only learning age timer :10
CGMP interoperability mode :IGMP_ ONLY
Last member query interval : 100
Vlan 2
IGMP snooping :Enabled
Immediate leave :Disabled
Multicast router learning mode :pim-dvmrp
Source only learning age timer :10
CGMP interoperability mode :IGMP ONLY
Last member query interval : 333
<output truncated>
Catalyst 3750 R4 v F a2 F YI7L VR
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Bl  show ip igmp snooping

avwy kR

SiBA

ip igmp snooping

AA v FE721X VLAN O IGMP A X—¥V > T %A 31—
T LET,

ip igmp snooping
last-member-query-interval

IGMP A X —t > 7 O E A HE’: Leave ¥ A ~—% A F—
T LET,

ip igmp snooping querier

LA ¥Y2Xxy NT—27DIGMP 7 =) THwex A X —7 b
I LET,

ip igmp snooping report-suppression

IGMP LA — MMl &2 A 2 —7 M LE T,

ip igmp snooping tcn

IGMP A m PEFEMEEZRE L 9,

ip igmp snooping tcn flood

IGMP AR u VZEB@EMEEL LTV FFr A 7Ty
TAVTEEBELES,

ip igmp snooping vlan
immediate-leave

VLAN ® IGMP A X — v Z I BiIR L EL % A4 % — T LT
LT,

ip igmp snooping vlan mrouter

<N TF Xy A b —% R— MBI, FE~LTFv A
FoOFEEGFXEHRTE LET,

ip igmp snooping vlan static

LAY 2AR— b EvLFFXY AN TNL—TDAN—LL
THEANZBMLE9,

show ip igmp snooping groups

A4 v FOIGMP A X—t v = LFFy Ak T—T )L
ERRLET,

show ip igmp snooping mrouter

AL vFFEFITEESNTE~LFF v X2 F VLAN © IGMP
AX—BE T <= NTFHY AR —F R—bEaERRLET,

show ip igmp snooping querier

ZA v F FITREESNTZ IGMP 7 = U 7 O ER L OEE
HHERRLET,

Jl Catalyst3750 R4 v F av Y F YI7L2R
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show ip igmp snooping groups W

show ip igmp snooping groups

AL v FDA LB =Ky b ITA—FEFH T hanr IGMP) AX—E L7 wALFF¥ A b F—T )b,
FlE~v T X x A MEREFKRT HIZIEL, show ip igmp snooping groups $5# EXEC =~ K& f
ALET., HEEhE~LF XX 2 F VLAN O LF Xy 2 K T—T ) FEEHFEDO LT X R
MEWMAERRT DIE, vlan ¥—T— RZHBELTHERALET,

show ip igmp snooping groups [count | dynamic [count] | user [count]] [ | {begin |
exclude | include} expression]

show ip igmp snooping groups vlan vian-id [ip_address | count | dynamic [count] | user
[count]] [ | {begin | exclude | include} expression]

YO8V ADEE  count LB Exr RV ofkbYic, fBEShizavy RA7varoxy b ks
zrLET,
dynamic ({EE) IGMP AX—bE > 2k 0 EF Lz b 2R R LET,
user EE) 2—VPREOTALTFXFY AN = NIRRT ERRLET,
ip_address L) HHEIN—TIP T RLADYALF X ¥ A N IV —T O EEFRFLET,
vlan vian-id (fEE) VLAN 248E L 9, f5E T HHPHIZ 1 ~ 1001 I LT 1006 ~ 4094 T
j—o
| begin (ER) expression & —HT 2T bRREHBELET,
| exclude (L&) expression & —BT DT RRMLERIN L E T,
| include (L&) $857E€ SN iz expression & — T 2T FRICEDET,
expression ZHARA N ELTHERT 2N TT,
a2 F ®—F  f5HE EXEC
av Y FOERE Jy—=R EEAR
12.2(18)SE Zoawy RAMEMEiE L7z, show ip igmp snooping multicast =~ >

EREDHA R34

Fickbs b0 T,

<NV F XX AMERELITIATF XY AL T—=TNEERTIHINE, Coavr ReFEHALET,

VLAN ID 1002 ~ 1005 1Z, h—27 >V > 7B LU FDDI VLAN IZ PR EN TN T, IGMP A X —E
JTIHMEMTE A,

LFHNTIE, RKXFL/NLERRENET, 72& 212, | exclude output & AJ) L7284 output %
ETITIIR R SNETAD, Output ZETITIIRREINET,

| OL-8552-07-J

Catalyst 3750 R4 vF A F Y272 1



% 2% Catalyst 3750 R v F Cisco 10S a2 F |

W show ip igmp snooping groups

1l ROFITIE, F—7— FOIEEZ L72\> show ip igmp snooping groups =~ > ROM T ERLE T,
AL v FDOZNLTF Xy AN T—TNVNFERINET,

Switch# show ip igmp snooping groups

Vlan Group Type Version Port List
1 224.1.4.4 igmp Fal/0/11
1 224.1.4.5 igmp Fal/0/11
2 224.0.1.40 igmp v2 Fal/0/15

K OHTIL, show ip igmp snooping groups count =~ KON EZRLET, A vF LOILF
FYAD ITN—=TORBRERSNET,

Switch# show ip igmp snooping groups count
Total number of multicast groups: 2

K OHITIL, show ip igmp snooping groups dynamic =~ > ROHZRLET, IGMP AX—¥E
X0 FE Lz NV EFERRLET,

Switch# show ip igmp snooping groups vlan 1 dynamic

Vlan Group Type Version Port List
104 224.1.4.2 igmp v2 Gi2/0/1, Fal/0/15
104 224.1.4.3 igmp v2 Gi2/0/1, Fal/0/15

WOHITIL, show ip igmp snooping groups vlan vian-id ip-address =2~ > KOHHZRLET, F8E
ENZIPT RLADI V=T DT M) 2R RLET,

Switch# show ip igmp snooping groups vlan 104 224.1.4.2

Vlan Group Type Version Port List
104 224.1.4.2 igmp v2 Gi2/0/1, Fal/0/15
BEa<YU R avwvFk B

ip igmp snooping AA v FE£7121F VLAN O IGMP A X —E > 7 & A F— T VIC
LET,

ip igmp snooping vlan mrouter ~NANTFFy AL A—F R—FEHRELET,

ip igmp snooping vlan static LAY 2R— b EVLFFY AR TIL—FDA L NR—L LTH
BN L E7,

show ip igmp snooping ZA wFF£721% VLAN O IGMP A X — b > VR ELFR L E
R

show ip igmp snooping mrouter ALy FERLITHBESNTZ VT F ¥ A N VLAN © IGMP A
X =7 v LF XX A b =& K= bR RLET,

Catalyst 3750 R/ yF Av v F YI7L R
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show ip igmp snooping mrouter Il

show ip igmp snooping mrouter

AA v FERIBEESNIZ~/LFF ¥ A b VLAN O, BIICFEE SN, v X4 —F v b Z—7EH
7'm bz (IGMP) AX—v 7L, FEITRESNLYALT XY A M b—F K= b a2RRTHIC
i%. show ip igmp snooping mrouter ### EXEC =~ REfFEH L £9,

show ip igmp snooping mrouter [vlan vian-id] [ | {begin | exclude | include} expression]

YUBYYADHBA  vlan vian-id (fEE) VLAN ZH5E LE7, HETE 2L 1 ~ 1001 3 XV 1006 ~
4094 T,
| begin (EE) expression & —BT 21T LR REZFBLET,
| exclude ({ER) expression & —HT 21T R RN LERINL E T,
| include (L) $8E Sz expression & —ET DT RRICEHEDET,
expression ZRARA & LTHEMRT 2 N OLFSI T,
a2 F ®—F  f5H EXEC
av Yy FOER J1y—=x EERNE
12.1(11)AX Zoavwry RRBMENELE,

BEREDAA FS54>

AA v FEIIIFED VLAN EOS LT F ¥ X b b—F K— FERRT DI, Z0a~vwr REfEH
LET,

VLAN ID 1002 ~ 1005 1%, F—27 >V 7B IO FDDI VLAN IZ PR SN TWT, IGMP A X—t
JTCIEHERTEEEA,

Multicast VLAN Registration (MVR; ¥/ F % ¥ 2 F VLAN LY X b — 3 V) A 32 —T LD
4. show ip igmp snooping mrouter =~ > FiZ MVR ~/LF % ¥ A h JL— X DIFEHRE LV IGMP =
X—E I IERERRFLET,

LFEHTIE, KXFENXFEREIESNET, 72& 2L, | exclude output & A L7254, output %
EUTITIIFRRSNETAD, Output ZETITIIRREINET,

i WOFITiX, show ip igmp snooping mrouter =~ > RO EZRLET, A vF ETwLFFr X
h—% K—rEaRR-LET,
Switch# show ip igmp snooping mrouter
Vlan ports
1 Gi2/0/1 (dynamic)
Catalyst 3750 R4 v F a2 F YI7L VR
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W show ip igmp snooping mrouter

BEEav K avwyvk

SiBA

ip igmp snooping

AA w»F £721Z VLAN O IGMP A X —VY' > 7% A4 X —T VT
L/i‘j‘o

ip igmp snooping vlan mrouter

~LFF X AR —F K= FEBENLET,

ip igmp snooping vlan static

LAY 2R— b2 LFXY AN TNA—TDAN—L LT
BB L £,

show ip igmp snooping

2AA v F£721Z VLAN O IGMP A X —v o VR EEZF R L E
7,

show ip igmp snooping groups

AL v FFLIFBEENTZNRTA—=ZDIGMP AX—¥Y 7 <
NTFFx A MEREERLET,

Jl Catalyst3750 R4 v F av Y F YI7L2R
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show ip igmp snooping querier W

show ip igmp snooping querier

AL y FTHREINZIGMP 7 =) 7 ORER L OEEEH % K~ 5121%, show ip igmp snooping
querier detail = —#% EXEC =2~ F&2fEH L £,

show ip igmp snooping querier [detail | vlan vian-id [detail]] [ | {begin | exclude |
include} expression]

DURy Y ZADFHHA

detail (&) IGMP 7 = U 7 OFMIER A F R L E T,

vlan vian-id [detail] (L8 EEEN7- VLAN O IGMP 7 = U TIE#HA2 R FLET, HEETE
ZEEHIL 1 ~ 1001 £721% 1006 ~ 4094 TF, FEME@RA £ 7T 5120
detail ¥ — U — F&2FEHLET,

| begin (LE) expression & —ET DT bR ERIGLE T,
| exclude (R expression & —ET DT RTZNP ORI L ET,
| include (IEE) $RE SNz expression & —ET AT FRICEDET,
expression ZHARA N ELTHERT 2N IFEITT,
AvU K E—F  =—#% EXEC
av Y FOBERE Jy—= EFERRE
12.2(25)SEA Zoavry RRBMENE LR,

EREDHA R4

7I/7&%ﬂ¥iﬂ IGMP?J‘—)_)‘/’Z /%Jiéfnﬁ‘é*ﬁﬁﬁ: D IGMP N—=v a3 VBLUIP 7
KL 2 %FKRT 25I2IL. show ip igmp snooping querier =~ > FZEH L7, 7 1% v MIEHKD
vw%%wXBwh5%%ﬁT%iﬁﬁ IGMP 7 =) 73 1 D LA TE £ A, IGMPV2 25
TTLTWADY T Xy FTIE, SAFFXFXY AR A—FZD 1 ORI TELTRESNET, 72U 7T
WZiE, VI ¥ 3 A v TFERETEET,

show ip igmp snooping querier =~ > RN TH MHEN/TZ7 2T D VLAN BL A 4 —T =
A AERRLET, 72U TNAL vy FOHE, H1TIE Port 7 14—V RIZ Router MERINET,
7Y T WN—F DA, HIITIE, Port 7 4 — )V RIZZ ) 7 E2FH LR — MESVRFERINE
T

show ip igmp snooping querier detail ——#% EXEC =~ > KNiX, show ip igmp snooping querier =
<~ RIZEPL LT ET, 7272 L, show ip igmp snooping querier =~ K TiX, AAf v F /U7
WEDENCREENTZT NS AP 7 RUARTRERINET,

show ip igmp snooping querier detail =~ > FiZ, 2 A vF 7= U TIZ L > THREICHRH ST
AZADIP 7 RLZADIEH), ROBINEFRE R LET,

e VLAN TEIRENTWH IGMP 7= U 7
o VLAN CRESNEZAAL vF 72U 7T (HH%HE) ICEET L5 ERS L OEEREHR

LEFHITIE, RXFE/NXERRBISNET, =& 21T, | exclude output & AJ) L7256, output %
BUITIER A INETAD, Output % ETATI ii‘%ﬂ“éﬂi‘f
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Bl show ip igmp snooping querier

1l WROFITIL, show ip igmp snooping querier =~ KO ZRLET,

Switch> show ip igmp snooping querier

Vlan IP Address IGMP Version Port

1 172.20.50.11 v3 Gil/0/1

2 172.20.40.20 v2 Router

W OFHICIL, show ip igmp snooping querier detail =~> FOH N ERLE T,

Switch> show ip igmp snooping querier detail

Vlan IP Address IGMP Version Port

1 1.1.1.1 v2 Fag8/0/1

Global IGMP switch querier status

admin state Enabled

admin version 2

source IP address 0.0.0.0

query-interval (sec) 60

max-response-time (sec) 10

querier-timeout (sec) 120

tcn query count 2

tcn query interval (sec) 10

Vlan 1: IGMP switch querier status

elected querier is 1.1.1.1 on port Fa8/0/1

admin state Enabled

admin version 2

source IP address 10.1.1.65

query-interval (sec) 60

max-response-time (sec) 10

querier-timeout (sec) 120

tcn query count 2

tcn query interval (sec) 10

operational state : Non-Querier

operational version 2

tcn query pending count 0

BEa< K avwvFk HieA

ip igmp snooping AA v FE7I21F VLAN O IGMP A X —E' > 7% A F—T)LIC
LE9,

ip igmp snooping querier LAY 2%y NU—27 D IGMP 7 =V THREZ A X — 7 /M2 L
e

show ip igmp snooping

24 v FFEFIFEINT-~YLF X ¥ 2 F VLAN © IGMP %
X—v T N FFy A V—F KR—ra2FERrLET,

Catalyst 3750 R/ yF Av v F YI7L R
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show ip source binding W

show ip source binding

AL v F LD IP EETCNAA VT 4 v 7 %FRT HI2IE, show ip source binding = —% EXEC =~
REfEHLET,

show ip source binding [ip-address] [mac-address] [dhcp-snooping | static] [interface
interface-id] [vlan vian-id] [ | {begin | exclude | include} expression]

VOBV ADHBA  ip-address (EE) BEDIP T FLAD IP EE TS v T 4 v T Fm LET,
mac-address (LE) $5ED MAC 7 RLAD IP EETENA v T 4 v P a R R LET,
dhcp-snooping (ftE) DHCP AX—E U 72X o TEHENTIP #E M T 47
ERRILET,
static UEE) RET 4w 7 IPERBIEAA T4 v T EFRRLET,
interface interface-id ER) BEDA v HZ—Tx2A A LDIP EETANA T 4 T EFRLE
7
vlan vian-id (L&) #ED VLAN LD IP EETLAA T 4 v 72 FRLET,
| begin UEE) expression & —ET 21T LR RZMAIGLET,
| exclude ULE) expression & —BT 275 RTNOERINLET,
| include UEE) FBEENT: expression & —¥T 217 2FRICEDET,
expression SHARA v N ELTHERAT 2 HINOLTYTT,
oYYk E—F = —4 EXEC
av Yy FOER yy—=x EERNE
12.2(20)SE Zoavr FABMERE LR,

BEREDAA FS54>

show ip source binding =~ > FOH J1Z, DHCP AX—E L7 RA VT 4 v F—FRXR—=ZANDF
AFIVvIBIORET 4 v VICRESNT AL VT 4 v T 2FRLET, AT I v ICRESNT
NA T 4 TG EFRAT 5121E, show ip dhep snooping binding #5# EXEC =~ FZH L &
T

LFHNTIE, KXFEDXFERRENET, 72& 21E, | exclude output & AJ) L7234 output %
EUITIXIR R SNETAD, Output 8 TITIIR R ENET,

fl K OHITIL, show ip source binding =~ > FOH I EZ R LET,
Switch> show ip source binding
MacAddress IpAddress Lease (sec) Type VLAN Interface
00:00:00:0A:00:0B 11.0.0.1 infinite static 10 GigabitEthernetl/0/1
00:00:00:0A:00:0A 11.0.0.2 10000 dhcp-snooping 10 GigabitEthernetl1/0/1
Catalyst 3750 R4 v F a2 F YI7L VR
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Bl show ip source binding

RS avv kR B
ip dhcp snooping binding DHCP AX—Y>J RA VT 4 VT T—HR—2%HELF
\j‘c

ip source binding

Lt

A FICAZT 4w 7 IPERIAA T 4V TERELE
j‘o

Jl Catalyst3750 R4 v F av Y F YI7L2R
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show ip verify source W

show ip verify source

2 v F EETRFEDA » F—T = A A LD [P REILH — FORIE ZFrT %1213, show ip verify
source =—Y% EXEC <> R&EHEHLE T,

show ip verify source [interface interface-id] [ | {begin | exclude | include} expression]

VRS ADSBE  interface interface-id ER) BEDA v H—T=2A A LD IPERFEIEH— FOREEERLE
R
| begin UEE) expression & —ET 21T LR RZMAIGLET,
| exclude (LE) expression & —ET DT ERPLERINLE T,
| include UEE) FBEESNT- expression & —¥T 217 2FRICEDET,
expression ZRRA N LTHERT D HIINOLFHITT,
a2 F ®—F  =2—# EXEC
av Yy FOER J1y—=x EERNE
12.2(20)SE Zoavwry RRBMENELE,

BEREDAA FS54>

LFFNTIE, RXFLENCEREIENET, 72& 212, | exclude output & AJ) L7284 output %
ETITIIRRSNETAD, Output ZETITIIRREINET,

£l WOFITIL, show ip verify source =~ RO ZRLET,
Switch> show ip verify source
Interface Filter-type Filter-mode IP-address Mac-address Vlan
gil/1 ip active 10.0.0.1 10
gil/1 ip active deny-all 11-20
gil/2 ip inactive-trust-port
gil/3 ip inactive-no-snooping-vlan
gil/4 ip-mac active 10.0.0.2 aaaa.bbbb.cccc 10
gil/4 ip-mac active 11.0.0.1 aaaa.bbbb.cccd 11
gil/4 ip-mac active deny-all deny-all 12-20
gil/5 ip-mac active 10.0.0.3 permit-all 10
gil/5 ip-mac active deny-all permit-all 11-20
LROFITIE, IPEEICT— FOREITRO L 512D F7,

» Gigabit Ethernet | f % —7 =4 A TlL, DHCP AX—F 71X VLAN 10 ~ 20 ECA x—7 /L
T9, VLAN10 Tix, IP 7 RLRA 74N Z YV TICLDHIP V=R T—RBA L Z—T x4 AT
RESH, N T4 IR H =T =2 AFELET, VLAN 11 ~ 20 TiZ, 2HKBOT
FUDIP Y — A H—RRPRESN TR VLAN DA ¥ —T = A AT, T 74/ K A—FD
TrEAarkr— AL (ACL) REHINA TSI LERLET,

e Gigabit Ethernet2 f ¥ —7 = A A%, FHEMEDOH D DHCP AX—E L 7L LTHEINTWE
R

Catalyst 3750 R4 v F a2 F YI7L VR
| oL-8552-07-J .m



% 2% Catalyst 3750 R v F Cisco 10S a2 F |

M show ip verify source

* Gigabit Ethernet3 1 % —7 = A A Ti&, DHCP AX—E U7X, A v F—T =A ARFET 5
VLAN ETA RX—T NV THEH Y FHA,

* Gigabit Ethernet 4 o > % —7 = A ZAT{E, FELIPBLIVPMACT FLADT 4 2 ) 72X
H5IP Y —A H—=RKPA X =TT, ALT 4 v IR IPEEFETLNNA T 47BN VLAN 10 & 11
THESNET, VLAN 12 ~20 Tid, IP VY — R H— FRHREIN TRV VLAN O A > & —
T2 AT, T7F4/V bk R—=1+D ACL NEHA S TWET,

* Gigabit Ethernet 5 > % —7 = A ZATiE, FETIPBLIVTMACT FLADT 4 2 Y 72X
1PV —AT—=RRAR=TNT, RAET 4w IRIP AT 4 VT TREINTWETA,
AR—b X2V T 4ET =T NTT, AL v T, EELMAC T FLAEZ T 4 NVEZ YT T
T EHA,

WOBEITIX, IP RETHT— FRT 4 =7z ENA v =T =4 ADOH T E R LET,

Switch> show ip verify source gigabitethernetl/6
IP source guard is not configured on the interface gil/6.

NS = SiEA
ip verify source AV E—=T AR LD IPEETCHT— REA =T M LET,

Catalyst 3750 R/ yF Av v F YI7L R
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show ipc

AA T AF v T ERIIAZ L RT Ry AL vF EO Ttk XfhEE IPC) v ha /VORE, A
T—H A BIOEEHRZE T HI2IE, show ipe =—¥ EXEC 2~ FEHEHR L ET,

showipc W

show ipc {mcast {appclass | groups | status} | nodes | ports [open] | queue | rpc | session
{all | rx | tx} [verbose] | status [cumlulative] | zones} [ | {begin | exclude | include}

expression|

DBy ADHHA  mceast {appclass | IPC vV FF X A b V=T 4 U IEREFRRLET, F—U— FOBEKRITKD
groups | status} LB TY,
e appclass : [PC vV FFv AN T TV r—ary 77 2%R 1R LET,
e groups : [PCv1LVFF ¥ A h V=T ZRRLET,
o status : [IPC v LT XX AN =T 4V F AT —HREFRRLET,
nodes M/ — RERRFLET,
ports [open] 2—H N IPCAR—FE2ERLET, F—UV— ROBEKRIIKRDO LBV TT,
e open: (L&) A—7> K=+ aERRLET,
queue IPC (EF 2 —DONEEFRLET,
rpc I[PCVE—F T —Vx OfEHEREER TR LET,
session {all [rx [tx} [PC &v v a v OFFHEREZERLET (FME EXEC T— ROBA T H
HEE), ¥—U— ROBEKRIIKRDO LBV T,
o all: By va rOREHEREZ TN TERRLET,
¢ X AL YFRRFELIE LT T 4y 7Oy A UEHEREROR L E
7
s X AAYTFTREMELIL T 74 v 7Dy v a UREHEREF R L E
7
verbose LE) FHMRREHERE R LET (B EXEC £— FOBATZTHER T
Ag) o
status [cumlulative] w—# /L [PC ¥ —_"DRAFT—Z 252 FERLET, F—U— RFROEKIIKRD B
D <TT,
o cumlulative : ((EE) AA v IFRNEBEITHEEH L% —H L IPC
P—=RNORATFT—=H A ERRTLET,
zones SZMLTNDLIPC Y —rmRRLET, AL vFiE1 2D IPC VY —r %+
R—hrLET,
| begin (EE) expression & —BT 21T ORREZRBLET,
| exclude (fEE) expression & —BT AT RANPOIRINLE T,
| include (LE) $8E Sz expression & —ET DT RRICEHEDET,
expression BRAA b ELTHERT S HANDOLFHITT,
ATk E—F  =2—% EXEC
Catalyst 3750 R4 v F a2 F YI7L VR
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W showipc
oY FOBERE Jyy—= EFENRE
12.1(11)AX Zoavwy RPMEMEShE L,
12.2(18)SE mcast {appclass | groups | status}, rpc. session {all | rx | tx} [verbose].

B LU cumulative ¥—V — K2NBINENE L,

BRLOAA RS54y  IFHITiE, RXF LTRSS ET, 2L 21E, | exclude output & AS L7=5BA . output %
ETITIIFRRSNETAD, Output ZETITIIRREINET,

1 WOHEITIE, IPCL—F 4 v 7 AT —R A% F1T D5 HEETRLET,

Switch> show ipc mcast status
IPC Mcast Status

Tx Rx

Total Frames 0 0
Total control Frames 0 0
Total Frames dropped 0 0
Total control Frames dropped 0 0
Total Reliable messages 0 0
Total Reliable messages acknowledged 0 0
Total Out of Band Messages 0 0
Total Out of Band messages acknowledged 0 0
Total No Mcast groups 0 0
Total Retries 0 Total Timeouts 0
Total OOB Retries 0 Total OOB Timeouts 0
Total flushes 0 Total No ports 0
KOPITIE, BN/ — REFRT 5k R LET,
Switch> show ipc nodes
There is 1 node in this IPC realm.

ID Type Name Last Last

Sent Heard

10000 Local IPC Master 0 0
ROFITIE, a—H NV IPCHR— FNaRRTDHHEEZRLET,
Switch> show ipc ports
There are 8 ports defined.
Port ID Type Name (current/peak/total)
There are 8 ports defined.

10000.1 unicast IPC Master:Zone

10000.2 unicast IPC Master:Echo

10000.3 unicast IPC Master:Control

10000.4 unicast IPC Master:Init

10000.5 unicast FIB Master:DFS.process level.msgs

10000.6 unicast FIB Master:DFS.interrupt.msgs

10000.7 unicast MDFS RP:Statistics

port index = 0 seat id = 0x10000 last sent = 0 last heard = 0
0/2/159
10000.8 unicast Slot 1 :MDFS.control.RIL
port index = 0 seat id = 0x10000 last sent = 0 last heard = 0
0/0/0

Catalyst 3750 R/ yF Av v F YI7L R
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RPC packets:current/peak/total
0/

ROFITIE, IPC FEEF 2 —ORNEERRTLEELRLET,

Switch> show ipc queue

There are 0 IPC messages waiting for acknowledgement in the transmit queue.

There are 0 IPC messages waiting for a response.

There are 0 IPC messages waiting for additional fragments.
There are 0 IPC messages currently on the IPC inboundQ.
Messages currently in use : 3

Message cache size 1000
Maximum message cache usage 1000
0 times message cache crossed 5000 [max]

Emergency messages currently in use : 0

There are 2 messages currently reserved for reply msg.

Inbound message queue depth 0
Zone inbound message queue depth 0

1/4

WOFITIE, TRTOIPC By v a v OFEEREZRTTIHEERLET,

Switch# show ipc session all
Tx Sessions:

Port ID Type Name
10000.7 Unicast MDFS RP:Statistics
port index = 0 type = Unreliable last sent = 0

Msgs requested = 180 Msgs returned = 180

10000.8 Unicast Slot 1 :MDFS.control.RIL
port index = 0 type = Reliable last sent = 0 last heard =
Msgs requested = 0 Msgs returned = 0
Rx Sessions:
Port ID Type Name
10000.7 Unicast MDFS RP:Statistics
port index = 0 seat_id = 0x10000 last sent = 0 last heard = 0
No of msgs requested = 180 Msgs returned = 180
10000.8 Unicast Slot 1 :MDFS.control.RIL
port_index = 0 seat_id = 0x10000 last sent = 0 last heard = 0
No of msgs requested = 0 Msgs returned = 0
WOFITIE, 2=V IPCH—"DORAT —H A% RpRT 5 HikERLET,
Switch> show ipc status cumulative
IPC System Status
Time last IPC stat cleared :never
This processor is the IPC master server.
Do not drop output of IPC frames for test purposes.
1000 IPC Message Headers Cached.
Rx Side Tx Side
Total Frames 12916 608
0 0
Total from Local Ports 13080 574
Total Protocol Control Frames 116 17

last heard

showipc W

| OL-8552-07-J
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W showipc

Total Frames Dropped 0 0
Service Usage

Total via Unreliable Connection-Less Service 12783 171
Total via Unreliable Sequenced Connection-Less Svc 0 0
Total via Reliable Connection-Oriented Service 17 116
<output truncated>

BEEa<TUF avwy kR ETL)

clear ipc IPC v LVTF X% AN V—F 4 T OFEHEHREZ VT LET,

Catalyst 3750 R/ yF Av v F YI7L R
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show ipv6 access-list W

show ipv6 access-list

BAED IPV6 7 7 EA VA RDOTRTONEERTT HICIEL, show ipvé access-list —— EXEC =
vV REMHLET,

show ipv6 access-list [access-list-name]

GE) Zoa<wr Rk, A4 vFTF =7V IPv4/IPv6 Switch Database Management (SDM) 7> 7L — k
DEESNTWDHEITRY HEARTRETT,
SURYHADEBA  access-list-name EE) 7782 U R MDA
ATV K E—F  =—% EXEC
oY FOBERE yy—= EERE
12.2(25)SED Soawy FRBMEHE L,

BEREDAA FS54>

IPv6 B T % S %R\ C. show ipv6 access-list =~ > NDH /1% show ip access-list =~ > N L %5
PlLTnES,

T 2TV IPV4A/IPv6 7 v 7 L — F &R ET H 121X, sdm prefer dual-ipv4-and-ipvé {default | vlan} 7/
=N arZ 4 Fal—rvarav e ANL, ALy TFE I —RKLET,

fl WOHITIL, show ipv6 access-list =~ FTHJ) &7z inbound 3 £ O outbound & V™5 4 @ IPv6
TIEA VA RNERLET,
Router# show ipv6é access-list
IPv6 access list inbound
permit tcp any any eq bgp (8 matches) sequence 10
permit tcp any any eqg telnet (15 matches) sequence 20
permit udp any any sequence 30
# 231012, ZOHNTRRINDEBERT 4 —/L FOHMEZRLET,
= 2-31 show ipv6 access-list ® 7 1+ — )L FOERA
J4—ILF SR
IPv6 access list inbound  |IPv6 77 &2 U A +44 (f] : inbound).
permit fBESINTe banr FALT7L—HT o7y FEFFAILET,
tep Transmission Control Protocol (TCP), /X% v FB—F L7giFiid7e
ROEWLL (LAY 4) oFa ban A7,
any /0 LRIC T,
eq TCP £721Z UDP /37 v R OFEEILE IS8R — b & kT % equal #
RTUR,
Catalyst 3750 R4 v F a2 F YI7L VR
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W  show ipv6 access-list

& 2-31 show ipv6 access-list D7 1+ —)L FOSH (=)

J4—ILF H L)

bgp (matches) Border Gateway Protocol (BGP), X7 > b7 v fai ¥4 7BIW
—EH

sequence 10 EBENT Y PR ENET 78R VA NDITOV—F AR, TR
URARNDITIR, BAOTTAF YT 4 (RiIKROE, 72& 213X 10) bk
BOTITAFVT 4 (K|ED, =& xE 80) DIEICIEATHET,

BIEavUF ==V BL
clear ipv6 access-list [Pv6 77X VR I &%y b LET,
ipv6 access-list IPv6 77 2A VARMEERL, AAvyTFEIPV6 T/EA VAN a7 4
Fal—varE—RNILET,
sdm prefer AL v FOMBRFIECESE AT L VY —2 % 5Ki#E(LT25 59 SDM 7

VLU= EBRELET,
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show ipv6 dhcp conflict Il

show ipv6 dhcp conflict

T RUVAEY TA 7 MIART & EIZ, Dynamic Host Configuration Protocol for IPv6 (DHCPv6)
Y= NTRONPS7T FURBEEERRZT 521X, show ipv6 dhep conflict £### EXEC =2~ F&fifi
MLET,

show ipv6 dhcp conflict

N
GE) Zoa<wr Rk, A4 vFTF =7V IPv4/IPv6 Switch Database Management (SDM) 7> 7 L — k
DRESNTWDGE LTI ATRETT,
DURYYADER Zoa~<r RE, SIEEAEF-U—-REHY FHA,
aAvTU K E—F  FHE EXEC
av Y FOBERE Jy—= EFERRE
12.2(46)SE Zoavry RRBENE LR,

EREDHA R4

T 2 TV IPVA/IPV6 7 > 7 L — N &R ET 5 121L, sdm prefer dual-ipv4-and-ipv6 {default | vlan) 2
P— YL ary74X¥al—vay avr REANL, A v FEVn—KLET,

BBt 2 X 912 DHCPv6 — Nz ET 596, DHCPv6 ¥ — N d Ping M LEd, 77
AT MTEBEEEZFEHA LT 747> FERI L, DECLINE A v E—Y 2N L CH—NTHE L
9, T RLABAPMILENE &, ZOT7 FLRARFT=ANLHIBRENET, BHENZOT RLA
AV A NNBHIBRTAETCIOT FLATEIDY TR ENTEEEA,

£l WOFHITIE, show ipvé dhep conflict =~ > FOH N ERLET,
Switch# show ipvé dhcp conflict
Pool 350, prefix 2001:1005::/48
2001:1005::10
BEavUR avwy kR HL)
ipv6 dhcp pool DHCPv6 7 — V%% E LT, DHCPv6 '—/L 27 4 X al— 3
E— NEBHBLET,
clear ipv6 dhcp DHCPv6 — R T —H X—=2ANn5L7T RV AFEE27 VT LET,
conflict
Catalyst 3750 R4 v F a2 F YI7L VR
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M  show ipvé mid shooping

show ipv6 mld snooping

AA v FE721% VLAN @ IP Version 6 (IPv6) Multicast Listener Discovery (MLD) A X—E > /3%
Ex AT HITIE, show ipv6 mld snooping = —¥ EXEC =~ FZHERLET,

show ipv6 mld snooping [vlan vian-id] [ | {begin | exclude | include} expression]

~
GE) Zoa<wr Kk, A4 vFTF 27V IPv4/IPv6 Switch Database Management (SDM) 7> 7 L — k
BRESNTWDGEE TSI ARETT,
YUBYYADHEHE  vian vian-id (f£#) VLAN Z45E LE§, fHE T 2HPAIL 1 ~ 1001 3 LT 1006 ~
4094 <9,
| begin (EE) expression & —BT 21T bR RERMBLET,
| exclude (fEE) expression & =BT 21T RR"MOBIRINL LT,
| include (EE) 485 Siz expression & — 8T DITERRITEDET,
expression ZRARA M E L TERT DA FEHTT,
ATV K E—F  =—% EXEC
Y FOBERE Jy—=x EENE
12.2(25)SED COa~vr KRBMERE L,

ERLEDAA K54

AA v FEIFHFED VLAN O MLD AX—E U FOREERRTHOICZOa~y RefHALET,
1002 ~ 1005 @ VLAN & 51X, F—2 > U > 27 VLAN 8L O FDDI VLAN Q7= PRI TWD
72, MLD AX—tE > 7\ T&E £ A,

T a2 7V IPVA/IPV6 7 > 7 L — N &R ET 5 121L, sdm prefer dual-ipv4-and-ipv6 {default | vlan}
n—/\L ary74F¥al—vay avr Re AL, A v FEVn—FRKLET,

LFEHITIE, KXFTENAXTFREIESNET, 72& 2L, | exclude output & A L7254, output %
EUITIIRRENEHADN, Output 2 EATIFERSNET,
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show ipv6 mid snooping W

1l W OFHICIE, show ipvé mld snooping vlan =2~ > ROHAZRLET, 22 T, FED VLAN ©

AX—B TR ERRILET,

Switch> show ipv6é mld snooping vlan 100
Global MLD Snooping configuration:

MLD snooping Enabled

MLDv2 snooping (minimal) Enabled
Listener message suppression Enabled

TCN solicit query Disabled

TCN flood query count 2

Robustness variable 3

Last listener query count 2

Last listener query interval 1000

Vlan 100:

MLD snooping Disabled
MLDvl immediate leave Disabled
Explicit host tracking Enabled
Multicast router learning mode pim-dvmrp
Robustness variable 3

Last listener query count 2

Last listener query interval 1000

ROFITIL, show ipv6 mld snooping =~ > RO AR LET, T TiX, A vF LD VLAN T
RTDARXR—E U TR R R R LET,

Switch> show ipv6é mld snooping

Global MLD Snooping configuration:

MLD snooping Enabled

MLDv2 snooping (minimal) Enabled
Listener message suppression Enabled

TCN solicit query Disabled

TCN flood query count 2

Robustness variable 3

Last listener query count 2

Last listener query interval 1000

Vlan 1

MLD snooping Disabled
MLDv1l immediate leave Disabled
Explicit host tracking Enabled
Multicast router learning mode pim-dvmrp
Robustness variable 1

Last listener query count 2

Last listener query interval 1000
<output truncated>

Vlan 951:

MLD snooping Disabled
MLDv1l immediate leave Disabled
Explicit host tracking Enabled
Multicast router learning mode pim-dvmrp
Robustness variable 3

Last listener query count 2

Last listener query interval 1000

| OL-8552-07-J
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M  show ipvé mid shooping

BlEaT YK avwyFk B
ipv6 mld snooping AA v F EFEZIZVLAN EO MLD AX—V v 7 %A 3—T )b
2L, REZITWET,
sdm prefer AA v FOERAFEICHESE AT L D Y — Rl 5 X

5 SDM 7oL — hE2RELET,
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show ipv6 mld snooping address W

show ipv6 mld snooping address

Multicast Listener Discovery (MLD) A X — ¥ > 7V BREFT 53X TD, F713HBE ST IP version
6 (IPv6) vV F X ¥ A K 7 FLRIFEREZRRT HICIL, show ipv6 mld snooping address - —
EXEC =~ REMEHLET,

show ipv6 mld snooping address [[vlan vian-id] [ipv6 address]] [vlan vian-id] [count |
dynamic | user] [ | {begin | exclude | include} expression]

N
G¥) Zoavr NI AA v FTT 270 IPv4/IPv6 Switch Database Management (SDM) 7 > 7L — b
MRRESNTVDHHELETHEHATRETT,

YUBYYADBEBA  vlan vian-id (fEE)MLD AX—E 7 vV FFyv A 7 FLAfFE#REFTRTH VLAN
ERELETFHETE S VLAN ID #BHIZ 1 ~ 1001 38 X 1006 ~ 4094
<7,

ipv6-multicast-address — (f175) ¥ESNT-IPV6 v FF v 2 h 7 FLRAICHT EREFR L E
T ZOF—U— K&, VLANID # AN LI EATE £,
count (FE) A v FEFHIFIEESNZ VLAN O L FF v 2k F—7%
ERRLET,
dynamic (fEE) MLD AX—Vt' v 7 %H 7 —FFEREFRLET,
user (fEE) MLD AX—tE v 7 a—¥REZN—TIEREERRLET,
| begin (fERE) expression & —BT 2T ORI EZMAELE T,
| exclude (=) expression & —BT 21T 2K TP OHRILET,
| include () 487 Sh/z expression & —8T DITEFRICEDET,
expression ZHARA L FE LTERT 2 INOFFITT,
ATk E—F  =2—%EXEC
vy FORERE Jy—= EEANR
12.2(25)SED Zoavry RRBMEnE LA,

EREDAHA R34y

IPv6 vV FF ¥ A b 7 RLAFERERTRTLHOIL, Z0a~vr ReEfFHLET,
VLANID #Z A L72IZERY , IPV6 /L F X% ¥ A~ 7 KL 2A&H A TE £,

1002 ~ 1005 ® VLAN %F=1%. h—2 >V 7 VLAN B LX O FDDI VLAN 7292 PRI T\ 5
7o, MLD AX—Er ZIZIEEMTE A,

FEENTE SN T A IERIZT 2 E AT HI2IE, dynamic ¥—U— REMHEALET, RESH
T I N—TIET BRI T 2R AT HIZE, user ¥—V— RFZEHLET,

T 2TV IPV4A/IPV6 7 > 7 L — N EFRET A 121X, sdm prefer dual-ipv4-and-ipv6 {default | vlan} 2
n—)L ary7Z4¥al—vay avrRe AL, A4 vFEVn—KFLET,

XFHNTIE, KRIXFENLFNREJESET, =& 2L, | exclude output & AJJ L7=354E . output %
BUITIERRINERFADN, Output % ZLITIERRINET,
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W  show ipv6 mid snooping address

i WROFITIL, show snooping address = —H EXEC =2~ RO ERLET,
Switch> show ipv6é mld snooping address

Vlan Group Type Version Port List

2 FF12::3 user Fal/0/2, Gi2/0/2, Gi3/0/1,Gi3/0/3
EX

W OB TIL, show snooping address count = —% EXEC 2~ FOHAZEZRLET,

Switch> show ipv6é mld snooping address count
Total number of multicast groups: 2

ORI TiX, show snooping address user =——4% EXEC 2~ > KOHIZRLET,

Switch> show ipv6é mld snooping address user
Vlan Group Type Version Port List

2 FF12::3 user v2 Fal/0/2, Gi2/0/2, Gi3/0/1,Gi4/0/3
BEaTUF avyk e
ipv6 mld snooping vlan VLAN TIPv6 MLD AX—tE > 7 2% ELET,
sdm prefer AA v FOERFECESE VAT LY Y =22kl d5 &

5SDM 7oL — rE2FRELET,

Catalyst 3750 R/ yF Av v F YI7L R
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show ipv6 mld snooping mrouter W

show ipv6 mld snooping mrouter

AA v FE721X VLAN O, B2 FE IS4, FETRE L7 [P Version 6 (IPv6) Multicast Listener
Discovery (MLD) /v —% R— h &£ 7 5121, show ipv6 mld snooping mrouter = —# EXEC =
~U FEERLES,

show ipv6 mld snooping mrouter [vlan vian-id] [ | {begin | exclude | include} expression]

S
GE) Zoa<wr Rk, A4 vFTF =7V IPv4/IPv6 Switch Database Management (SDM) 7> 7 L — k
DRESNTWIEETETHEAETT,
YUBYYADBHEBA  vlan vian-id (fEE) VLAN Z45E L &3, #HETE HH01E 1 ~ 1001 35 L0 1006 ~
4094 T,
| begin (EE) expression & —BT 1T bR REFHBLET,
| exclude ({EE) expression & —ET DT RFR-NHERINL T,
| include (EE) 485 Siz expression & — 8T DITE2 R RICEDET,
expression ZWARA N LTHERT 2 N0 THITT,
a2 FE®E—F  =—# EXEC
a7 Y FORERE Jyy—=x EERA
12.2(25)SED Zoa~vr RRBMERE LR,

ERLEDAA K54

AA v FETNIHED VLAN O MLD AX—E 7 b—HF R— a2 FRTHICE, Z0avr FEf
ALET,

1002 ~ 1005 @ VLAN & 51X, Fr—2 > U > 7 VLAN 8L O FDDI VLAN Q7= PRI TWD
72, MLD AX—tE > 7\ T&E A,

T 2 7V IPVA/IPV6 7 7 L — N &R ET 5 121L, sdm prefer dual-ipv4-and-ipv6 {default | vlan}
B—/ L a3y 7 4 FXal—varyavr ReEANL, AfvFEYr—KLET,

LFEHTIE, KXFENXFEREIESNET, 72& 21, | exclude output & A L7254 output %
EUITIIFRREINERAD, OQutput ZETITIRFREINET,

1l W OFHICIE, show ipvé mld snooping mrouter =~ > KO HZ/RLET, MLD AX—E 72
m+2, AL vFOFTHO VLAN DAX—E» 7R E RS £,
Switch> show ipv6é mld snooping mrouter
Vlan ports
2 Gil/0/11 (dynamic)
72 Gil/0/11 (dynamic)
200 Gil/0/11 (dynamic)
Catalyst 3750 R4 v F a2 F YI7L VR
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M show ipv6 mid snooping mrouter

DB TiL, show ipvé mld snooping mrouter vlan =~ ROHEZ/RLET, $ED VLAN O~
NTFHFRXY AR —F R— FPRERENET,

Switch> show ipv6é mld snooping mrouter vlan 100

Vlan ports
2 Gil/0/11 (dynamic)
BIEaT VR avwyk B L
ipv6 mld snooping AA v F EFEFIZVLAN EO MLD AX—E> 7% A X —T )b

2L, REZITWET,
ipv6 mld snooping vlan mrouter ~ VLAN [Zv /L F ¥ v A b L—% R— rERELET,
interface interface-id | static
ipv6-multicast-address interface
interface-id)

sdm prefer AA v FOERAFIECESE VAT A Y Y —RA Kb T 5 X
5SDM 77 L—hERELET,

Catalyst 3750 R/ yF Av v F YI7L R
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show ipv6 mld snooping querier W

show ipv6 mld snooping querier

AA v FE 721X VLAN H5245 L7z i&# D IP Version 6 (IPv6) Multicast Listener Discovery (MLD)
ARX—V 7 7 ) 7 HEEEHREZFRT HI21E, show ipvé mld snooping querier ——% EXEC =+
Y REERLET,

show ipv6 mld snooping querier [vlan vian-id] [detail] [ | {begin | exclude | include}

expression|
~
G¥) Zoavr NI AA v FTT 270 IPv4/IPv6 Switch Database Management (SDM) 7 > 7L — b
DRESNTWDGE LTI ATRETT,
YO8V ADHH  vlan vian-id (fE#) VLAN Z45E L9, #5ETE 2H0HE 1 ~ 1001 3 LT 1006 ~
4094 <9,
detail (L&) AA v F £721L VLAN © MLD A X —t > 7 OfEfi7e 7 = U 715 #
ERRALET,
| begin (EE) expression & —BT 21T LR REZHBLET,
| exclude (fEE) expression & —BT 2T RN OIRINLE T,
| include (L) $8E Sz expression & —ET HITERRICEHEDET,
expression ZRAA b ELTHERT 2 HANOLFHITT,
ATk E—F  =—%EXEC
av Y FORERE yy—= EERAE
12.2(25)SED COawr RABMEILE L,

BEREDAA FS54>

MLD 7 =V — Ay b=V 2R ETOIMEINTEE (72 7L EEIND) O MLD X—2a U8B
LWIPV6 7 R L A% EK AT 5HI2i%. show ipvé mld snooping querier =~ FZfEH L ET, 7
Xy MIEEOYLTFF Y AN V—FZFEOZ RN TEETH, MLD 72 7T 1 272 T, 7=
YT, VAV 3 AL v TFEBETEET,

show ipv6 mld snooping querier =~ > N NiZ, 7=V 7o &7z VLAN B LA v 4 —7 =
AABRRLET, 7T UTRAAL v FOEE, HTIE Port 7 4 —/v RIZ Router BWRRFINET,
YT RN—FOEE, HITE, Port 74—V RIZZ = 7T E2FH LER— MEERERINE
‘j—o

show ipv6 mld snoop querier vlan =~ > RO TIE B ELIINT 7 2V T hED07 2 — A v
T—VIURE L TRESNTERER R LET, FED VLAN EORX—E 7 a2 MR ABER
EDOa—YHED VLAN HIZFRENEFA, TOZ7 Y THERIZ, A v FNEET S MASQ A v
t—VERITHERAENRET, 72V — XA vE—VITRE LR A =2 HRYINICT B OIZfE A
THL—PFREDO T NA MR ABEITNITITR Y EH A,

1002 ~ 1005 ® VLAN % 51X, h—2 >V 7 VLAN B XU FDDI VLAN O7=IZFRENTW 5D
72, MLD ZX—t > ZIZIIfHEH T ¥ A,

| OL-8552-07-J
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Bl  show ipv6é mid snhooping querier

T 27V IPV4/IPv6 7 > 7 L — R ZFRET HI21Z, sdm prefer dual-ipv4-and-ipv6 {default | vlan} 2/
=L a2y 4Fal—var avr RNE AL, ALy TFE I —RKLET,

LFHTIE, KXFENXERRJIESNET, =& 21E, | exclude output & A7) L7284, output %
ETITIIFRRSNETEAD, Output ZETITIIRREINET,

5l WoHITIL, show ipv6 mld snooping querier =~ > ROH I E R L E T,

Switch> show ipvé mld snooping querier
Vlan IP Address MLD Version Port

2 FE80::201:C9FF:FE40:6000 vl Gi3/0/1

WOBITIL, show ipvé mld snooping querier detail =~ > FOHHZRLET,

Switch> show ipv6é mld snooping querier detail
Vlan IP Address MLD Version Port

2 FE80::201:C9FF:FE40:6000 v1 Gi3/0/1

W& DFITiL, show ipvé mld snooping querier vlan =~ > FOH N ZR L E T,

Switch> show ipv6é mld snooping querier vlan 2
IP address : FE80::201:C9FF:FE40:6000

MLD version : vl

Port : Gi3/0/1

Max response time : 1000s

BEav> R avw vk E
ipv6 mld snooping AA v F EFE721Z VLAN O IPv6 MLD A X —t > Fa A F—7 LT L,
BEEITVET,

ipv6 mld snooping MLD 7 A4 7 > b BHIREINICRARNCAAL v FREETH 72U —0
last-listener-query-cou & k¥ A/ EL F9,

nt

ipv6 mld snooping AA TR ) —EEFEFELTHDL, SATFXFY A TA—ThbR— |

last-listener-query-int % HIR 9" 2 AR 2 BOIG BRI 25 E L £

erval

ipv6 mld snooping AN WES, L F X 2 R 7 RLUABRHIBOINIC AR DENICAA v F

robustness-variable MNEEFETEI7 =) —ORREERELET,

sdm prefer AL FOERFBCHESEAT LV Y —REKiELT 5 X5 SDM 7
VU= REHRELET,

ipv6 mld snooping ZA »F EE721X VLAN O IPv6 MLD A X —E > 7 % A F—T M L,
REEITWET,
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w. OL-8552-07-J |



| £ 2% Catalyst 3750 X4 ¥ F Cisco I0S A<~ F

show ipv6 route updated W

show ipv6 route updated

IPV6 N —F 4 7 T—=T NVDOBIEONELRRT 50T, = —% EXEC =2+ R show ipv6 route
updated =~ R&EfHHALET,

show ipv6 route [protocol] updated [boot-up]{ih:mm | day{month [hh:mm]} [{hh:mm |
day{month [hh:mm]}] [ | {begin | exclude | include} expression]

DUBRYYADEBA  protocol

EE) ROWThrOXF—U—FE2FEHLTHELELV—T 7 7a b
ardOL—EFRRLET,

* bgp
e isis
o ospf
* rip

FE, RONTNLOF—TU—REFEHLTREELEZLV— K 247D
N—heRRLET,

e connected
¢ Jocal
e static

e interface interface id

boot-up

IPv6 V—T 4 7 T—TNVOBIEONEERRLET,

hh:mm

24 RO 2 M OB TRZNZ AN LET, T =mvr () 2HHALT
KTEEW, 72&2FE 1332 DL HITANLET,

day

HiZcbz AN LET, FHETE M1 ~ 31 TY,

month

A& RILFEIT/NLFTAIILET, January £7213 august 72 &, D
LRiET_RTCAATLZE L jan £7213 Aug D X 9 ICH DARIOBRA D 3
XFEANTDHZEHLTEET,

| begin

(EE) expression & —BT 2170 LR REZFHBLET,

| exclude

(fEE) expression & —B T HITERTFZNHLRINL ET,

| include

(L&) #8E Sz expression & —8T DT RRICEDET,

expression

ZHARA b ELTERT 2 N OLFSITY,

a2 kK E®E—F HkE EXEC

avy FOERE Jyy—2

EENRE

12.2(37)SE

Zoawry RpBIMEnE L,

BRLEDAA KS4Y IPv6 v—T 4 v 7 T—T VOBRIEONEZFRT HICIL, show ipv6 route K1 EXEC =~ > R %1

)ﬂ L/ij‘o

| OL-8552-07-J
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W  show ipv6 route updated

]

LFHTIE, KXFENXERRJISNET, =& 21E, | exclude output & A L7284, output %
BUITIIRRENEEAD, Output % ETITIER R SNET,

WOFITIL, show ipv6 route updated rip =~ > NOHHEZ R L E T,

Switch> show ipv6 route rip updated
IPv6 Routing Table - 12 entries

Codes: C - Connected, L
B - BGP, R - RIP, Il - I
IA - ISIS interarea, IS

- Local, S - Static, U - Per-user Static route

SIS L1, I2 - ISIS L2
- ISIS summary

O - OSPF Intra, OI - OSPF Inter, OEl - OSPF ext 1,
ON1 - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2

R 2001::/64 [120/2]

via FE80::A8BB:CCFF:FE00:

Last updated 10:31:10 27
R 2004::/64 [120/2]
via FE80::A8BB:CCFF:FE00
Last updated 17:23:05 22
R 4000::/64 [120/2]

via FE80::A8BB:CCFF:FEQ00:

Last updated 17:23:05 22
R 5000::/64 [120/2]

via FE80::A8BB:CCFF:FEQ00:

Last updated 17:23:05 22
R 5001::/64 [120/2]

via FE80::A8BB:CCFF:FEQ00:

Last updated 17:23:05 22

8D01, GigabitEthernetl/0/1
February 2007

:9001, GigabitEthernetl/0/2
February 2007

9001, GigabitEthernetl/0/3
February 2007

9001, GigabitEthernetl/0/4
February 2007

9001, GigabitEthernetl/0/5
February 2007

OE2 - OSPF ext 2

BBEa<v R

avw vk HTL:)]

show ipv6 route IPV6 V—T 4 7 T =T NOBIEONEZFRK R LET, HXOFEMIZH
WX, [Cisco IOS Software] > [Command References for the Cisco
I0S Software Releases 12.3 Mainline] > [Cisco 10S IPv6 Command

Reference] > [IPv6 Commands: show ipv6 nat translations through
show ipv6 protocols] Z IR L T 723\,

Jl Catalyst3750 R4 v F av Y F YI7L2R
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show I2protocol-tunnel W

show I2protocol-tunnel

LAY 27 m han Frx R— MCET 5 EREZFRTRT 2I2iE, show 12protocol-tunnel = — 4
EXEC 2= > RFEMEHALET, 7rbhal bRV I RARX—=T VTSN A F =T = A ZADN
WMOAERRINET,

show 12protocol-tunnel [interface interface-id] [summary] [ | {begin | exclude | include}
expression|

DURy Y ZADFHHA

interface interface-id ({1%) v bani Fo R VI EREERT I X —T oA AEEEL
FT, A A v =T = A AT, PEIA— P EKR—F FrRALTT, K-
b F v 2O FEHFEHEIT 1 ~ 48 T,

summary UEE) vAMv 27 a har b~ —iER7-TE2R LT LET,

| begin (EE) expression & —BT 2170 LR REZHBLET,

| exclude ({ER) expression & —HT 21T RARMLERI L ET,

| include (fLE) fRE SN expression & —HT D2ITERRIZEDET,

expression ZARA & LTHEMRT 2 N OFS T,
a2 F ®—F  =—# EXEC
a7 Y FORERE J1yy—=x EFERA

12.2(25)SE Zoavwy RPMEMEShE L,

BEREDAA FS4>

I2protocol-tunnel f > X —7 = A X a7 Fal—ay av s AL TT 78 AET
IEEE 802.1Q b R/ R—bhDLA ¥ 2 T bz b RU T R4 F—=T ML L, RDONT
A—=LD—EITT R TEHRETE LT,

e MRV IFTHTm b FAT

e V¥ vy MU ULEWE

e Ny LEUVE
show 12protocol-tunnel [interface interface-id] 2~ KEANTHE, TXTONRT A —FNRES
N7 77 47 K= MIETLERETVHFERINET,
show I2protocol-tunnel summary 2~ > FEZ AT 5L, —FELITTXTONRTA—FRREI N
7777 47 A= MCET LERIZTVRRRSNET,

XFFNTIE, RXFLNLEREIENET, 72& 212, | exclude output & AJ) L7284 output %
ETITIIR R SNETAD, Output ZETITIIRREINET,

| OL-8552-07-J
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W show I2protocol-tunnel

1l WROFITIL, show 12protocol-tunnel =~ > KON ZRLET,

Switch> show l2protocol-tunnel
COS for Encapsulated Packets: 5
Drop Threshold for Encapsulated Packets: 0

Port Protocol Shutdown Drop Encapsulation Decapsulation Drop
Threshold Threshold Counter Counter Counter
Fa3/0/3 -—= -———= —-———- === ===
pagp —-——= —-———= 0 242500
lacp —-———= ———= 24268 242640
udld === ———= 0 897960
Fa3/0/4 -—= -———= —-———- === ===
pagp 1000 === 24249 242700
lacp —-———= ———= 24256 242660
udld —-——— ———= 0 897960
Gi6/0/3 cdp - - 134482 1344820
pagp 1000 === 0 242500
lacp 500 ———= 0 485320
udld 300 ———= 44899 448980
Gi6/0/4 cdp - - 134482 1344820
pagp -———= 1000 0 242700
lacp === === 0 485220
udld 300 ———= 44899 448980

W OB TIL, show 12protocol-tunnel summary =~ > FOHHERLET,

Switch> show l2protocol-tunnel summary
COS for Encapsulated Packets:

Drop Threshold for Encapsulated Packets:

5

Port Protocol Shutdown Drop Status
Threshold Threshold
(cdp/stp/vtp) (cdp/stp/vtp)
(pagp/lacp/udld) (pagp/lacp/udld)
Fa3/0/2 --- —-—-= —-=—= —-——- e Y up
pagp lacp udld ----/---=/---=  ---- e
Fa9/0/3 --= —-== —-== —-——- e Y up
pagp lacp udld 1000/----/----  ---- [====/====
Fa9/0/4 --= -== —== -———- [====/==== -=== e up
pagp lacp udld 1000/ 500/----  —===/-—==/-——-
Fa9/0/5 cdp stp vtp ----/---=/---——  --—- /-=-==/----  down
- e —mm— - [====/====  -=== e
Gi4/0/1 —-== —== —=—= ———- [====/=== === [====/==== down
pagp —--- —--- ———-— e 1000/---=/----
Gi4/0/2 -=-= —-== —-== ———- [====/==—= === [====/==== down
pagp —---- ---- -—--— ===/ 1000/---=/----

Jl Catalyst3750 R4 v F av Y F YI7L2R
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show I2protocol-tunnel W

BEaITF avwok L
clear 12protocol-tunnel counters o hany hoRV T R—=b DI E2E 7 VT LET,
12protocol-tunnel A —T7xAAEDCDP, STP, £71X VIP 7> hd L
A¥27mbhany bRV TEALA 2= M LET,
12protocol-tunnel cos foxV o7 bA4¥27a bhar yry M LTH—ER

77 % (CoS) ez ELET,

Catalyst 3750 R4 v F a2 F YI7L VR
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W showlacp

show lacp

Link Aggregation Control Protocol (LACP) ¥ 3/V 7V —71EH %R T 5I2iL. show lacp = —
P EXEC <> REfHALET,

show lacp [channel-group-number] {counters | internal | neighbor | sys-id} [ | {begin |
exclude | include} expression]

U8y YADBRB  channel-group-number  ({LE) Fx ¥ J—TOES T, HIETE ML 1 ~ 48 TT,
counters N7 4w I ERERTILET,
internal WEEHAE R R LET,
neighbor XA N—IERERFLET,
sys-id LACP CHEHENDIY AT AID &K ~LET, VA7 A IDIE, LACP &~
AT TITAFVT A BRLOAAL v FMACT FLATHERSNLTWET,
| begin (EE) expression & —HT 21T bR REZHBLET,
| exclude (fEE) expression & =BT DITE&RA-NOERIL £T,
| include (fEE) $8E &Nz expression & —ET DT 2R RICEDET,
expression ZRARA L ME L TERT 2RO TFESITT,
AT kR E—F  =—%EXEC
a7 Y FORERE yy—= EERAE
12.1(14)EA1 Zoa<wy RRNEBMEE L,
12.2(25)SE channel-group-number #HN 1 ~ 12 56 1 ~48 IZEH IR E LTz,

BEREDAA FS54>

Ll

showlacp =~ REANT DL, 77T 4 T F xRN TV —TOEFERBERINET, HEOT ¥
FERZFRT 21T, T3 V=T 5%24EE L Tshowlacp =~ > FEZ AN LET,

F X )V TNV—TEBELROVGEE, TXTOF v 3V JA—TRERREINET,

channel-group-number 7> a V2 AT 52 & T, sys-id A DT XTOHF—T — RTF xR 7
N—THETEET,

LFHTIE, KXFENXERRJIESNET, =& 21E, | exclude output & A L7284, output %
BUITIIRRENEEAD, Output % ETATIER RS NET,

W OB TIL, show snooping address = — % EXEC 2~ ROHAZRLET, £ 2-3212, ZOHA
TEREND 74—/ FOBHERLET,

Switch> show lacp counters

LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err
Channel group:1
Gi2/0/1 19 10 0 0 0 0 0
Gi2/0/2 14 6 0 0 0 0 0

Catalyst 3750 R/ yF Av v F YI7L R
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showlacp W

#* 2-32 show lacp counters ® 7 1+ —JL FOFHA

Z4—ILF SitEA

LACPDUs Sent 5 & Y Recv = MI Lo TEZEINT LACP X7 v MK

Marker Sent 33 L O} Recv R— M &L > TEZIE & LACP Marker /%7 v K
Marker Response Sent 33 £ Of Recv | A" — MZ X o Tik5(E S 417z LACP Marker J&% /37 v MK
LACPDUs Pkts 35 & O Err R—hD LACP IZ &L > TRAES e, RATRIERNT v MK

WOBFTIL, show lacp internal =~ > KON ERLET,

Switch> show lacp 1 internal
Flags: S - Device is requesting Slow LACPDUs
F - Device is requesting Fast LACPDUs
A - Device is in Active mode P - Device is in Passive mode

Channel group 1

LACP port Admin Oper Port Port
Port Flags State Priority Key Key Number State
Gi2/0/1 SA bndl 32768 0x3 0x3 0x4 0x3D
Gi2/0/2 SA bndl 32768 0x3 0x3 0x5 0x3D

£ 23312, ZOHATEREIND T 4 — NV FOBRBZRLET,

& 2-33 show lacp internal ® 7 1+ —)L FO8
TJa4—ILF L]
State FEE DR — N OMRAE, WITHEHFTREREEZRLET,

e —:R— ML unknown 27— kT,

e bndl: R— 377V F=2lHHsS L, tOR—FEN
YRArERTVWET,

o susp: A— FRFW I TWHIRET, 77U F—#IZiX
B SN TWER A,

e hot-sby : "— FDAHKy FAZ N1 DIRHETT,

o indiv: R— FE2ZOMA—F L L BTN FLTEEE
/‘/o

* indep : A — b ¥ independent A7 — F T, /N KL Eh
TWERAN, 77— T 74 v 7 %802 A2 LNT
TET, ZOHE, LACP IFHFMIA— F TETFIN T

E I
e down: R—FRF T LTWET,
LACP Port Priority K= bDTITAF VT 4 &E, EEEOSH DT TOR— LR

LT L abliEd 570, N—FU =7 OHIRYAH 5 5%
AVLACP IZAR—bF FIA4 AV T AICE VR =2 AZ A
£ — F‘L:Lij‘o
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Jl Catalyst3750 R4 v F av Y F YI7L2R

show lacp

% 2-33 show lacp internal D7 1 —JL FOEHE =)

J4—ILE L]

Admin Key R MCEID ST ONEHAOX—, LACP I H B & 5l
HAox—fEzAk LET (16 #E), EEHHAOF—I1FX, F—Fh
BMDOR—FEERNTELRNZERLET, TOMOF— b
EMET AR — FOMREIZ, A— NOoWERE (72 & 21X,
T—F L= T 2Ly 7 ARE) &, RELRERERIRIC
LoTHIrENET,

Oper Key A— FTEEA S D FEITROEAEX—, LACP [ZHBIMICME A
AR LET (16 #HEHD),

Port Number R— F & B,

Port State AN— FOWRRELES, 1 DDA T v FNTEADOE Yy hE LT

Tra—RER, RO L HREWRICRY FT,
e bit0 : LACP D7 75 4 EF 4
e bitl : LACP D& A A7 7 b

o bit2 : £
o bit3 : [AH
o bitd : N
e bit5 : EAF

e bit6: T 7%/ b
o Dbit7 : HARLIN
GE) LoV RFTIE. bit7 2 MSB T bit0 I£ LSB T,

WOFHICIL, show lacp neighbor =2~ > KOHAZRLET,

Switch> show lacp neighbor
S - Device is sending Slow LACPDUs F - Device is sending Fast LACPDUs
A - Device is in Active mode

Flags:

Channel group 3 neighbors

Partner’s

Port
Gi2/0/1

Partner’s

Port
Gi2/0/2

information:

Partner
System ID

32768,0007.eb49.5e80

LACP Partner
Port Priority
32768

information:

Partner
System ID

32768,0007.eb49.5e80

LACP Partner
Port Priority
32768

P - Device is in Passive mode

Partner Partner
Port Number Age Flags
0xC 19s SP
Partner Partner

Oper Key Port State

0x3 0x3C
Partner Partner
Port Number Age Flags
0xD 15s SP
Partner Partner

Oper Key Port State

0x3 0x3C
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showlacp W

W ORFITIL, show lacp sys-id =2~ > ROHTE/RLET,

Switch> show lacp sys-id
32765,0002.4b29.3a00

SATFALAIDIF, VATA TIAFVT A BLRV AT LA MAC 7 FRLATHRENTWET, RO
2N NMIVAT A TTAF VT 4, TED 631 NI o — " VIZEBINTWSE VAT LAREED
il x> MAC 7 KL A T9,

BEEa<2 av vk gl
clear lacp LACP F v )V NV —T R EMHEELET,
lacp port-priority LACP K— K T4 F VT 4 #RELET,
lacp system-priority LACP v AT A 774 A VT 4 ZHRELET,

Catalyst 3750 R4 v F a2 F YI7L VR
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Hl  show location

show location

T RARA L houalr—a AEHREFRRT 521X, show location = —4 EXEC =~ F&aHH L F
ERS

show location admin-tag | [ | {begin | exclude | include} expression]

show location civic-location {identifier id number | interface interface-id | static } | {begin
| exclude | include} expression]

show location elin-location {identifier id number | interface interface-id | static } | {begin
| exclude | include} expression]

YUY ADEH  admin-tag FEE 7 ETIT A MERERRLET,
civic-location Mhnr—ra UERERTLET,
elin-location BAansr—ya U (ELIN) 2F R LET,
identifier id Bhinsr—arEi-idelinesr— a0 D 2FEELET, IBE
T35 ID#HIZ 1 ~ 4095 T,
interface interface-id (EE) EBESNTA LV E—T oA ZAEITTRTOAL L F—T =4

AT o r—va UERERRLES, AR E—T AR
ZiE. MR- R EENET,

static ABT 4y AT 4 F¥al—va EREERLET,

| begin (ER) expression & —HT DT bRRERBELET,

| exclude (L) expression & —BT DT RTNPORILET,

| include (L&) $87E Iz expression & —ET 2T FRIZEDET,
expression BRRA N ELTHERT D HIINOIIFHITT,

avy kE—F 2 —+4 EXEC

avr FOEBE Jy—2 EENE

12.1(14)EA1 Zoavwy RPREMEShE L,

BEREDALARSAY = FRA L borr—2 g UEREF 7T 5121%, show location =~ > R&2HH L £,

LFEHTIE, KXFENLFEREIESNET, =& 21, | exclude output & A L7254 output %
ETITIIR R SNETAD, Output ZETITIIRREINET,

Catalyst 3750 R/ yF Av v F YI7L R
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show location H

i ROFITIE, A v F—T oA ADaYT—v a ER%EFKRT 5 show location civic-location =~ > R
OWhERLUET,
Switch> show location civic interface gigibitethernet2/0/1
Civic location information
Identifier 1
County : Santa Clara
Street number : 3550
Building 0 19
Room : C6
Primary road name : Cisco Way
City : San Jose
State : CA
Country : US
WORFITIX, TXTOHTar— a IR ARTT S show location civic-location =~ > KD H /)
R LET,
Switch> show location civic-location static
Civic location information
Identifier 1
County : Santa Clara
Street number : 3550
Building : 19
Room : C6
Primary road name : Cisco Way
City : San Jose
State : CA
Country : US
Ports : Giz/0/1
Identifier : 2
Street number : 24568
Street number suffix : West
Landmark : Golden Gate Bridge
Primary road name : 19th Ave
City : San Francisco
Country : US
WOFTIX, TXTORER T — T a UIEH AR RT 5 show location elin-location =~ > FOH ) %
RALET,
Switch> show location elin-location identifier 1
Elin location information
Identifier : 1
Elin : 14085553881
Ports : Gi2/0/2
Catalyst 3750 R4 v F a2 F YI7L VR
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Hl  show location

WOFITIE, TXTCOREar— a UER%EFEKRT S show location elin static =~ > RO 1 &7R
LET,

Switch> show location elin static
Elin location information
Identifier : 1

Elin : 14085553881

Ports : Gi2/0/2

Identifier : 2

Elin : 18002228999
BZEav kR av vk St
location (global configuration) T RBRA L M ua— v ahr— g UERERELET,

location (interface configuration) (. % —7 o/ 2jcunr—v a3 ERERELET,

Catalyst 3750 R/ yF Av v F YI7L R
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show link state group Wl

show link state group

Voo 27—k 7 —71F#R%EFRRT 5I21E, show link state group Fi# EXEC 2~ REHEHA L &
T

show link state group [number] [detail] [ | {begin | exclude | include} expression]

VOBV ADHBA  number EE) VoI AT—F I A—TDOFSTT,
detail LR SR ERRTHE2BELET,
| begin (EE) expression & —HT 21T bR RERBLET,
| exclude ULE) expression & —BT AT RN LERILET,
| include (L&) $87E Iz expression & —HT 2T FRICEDET,
expression ZHARA N ELTHERT 2 IINOIFEITT,
TIAIE T 7V RREEDH Y EE A,

avykE—F #HE EXEC
avY FOERE Jyy—x EEAR
12.2(25)SEE Ioa~wy RREMENE L,

EREDHA R4

Vo AT —h ZN—7ERELRT DL, show link state group =~ > FEFHLET, F—
UV—REREETICZOa~vry REANTDIE, TXTDOI 7 AT — ] JA—TDOFRNRERIN
E£T, HEDITNV—TDEREFRT DL, INV—THFGEANLET,

TI—T OFEMIEHE R R T HI21E, detail ¥—7V— K% AJJLE 7, show link state group detail =
< ROPATEH, VY7 AT — K NI F U INA =T N> TWEN, E£12ET v 7 A b
V=L FRBFF A=A (BDIWEEOWS) A 2 —T oA ABRREENTZ) V7 AT — |
TN—TEFRERENET, INV—TICV I AT~ TA—TEERRNHE, A F—TNET
ETF =T ELTERENETA,

TFHITIE, KLFEE/NCFERKBISNET, 72& 21E, | exclude output & AJ) L7255 output %
BUITIER RSN EEAD, Output % ETATIIRRINET,

fl W OFITIE, show link state group 1 =~ > FOHHETR L ET,
Switch> show link state group 1
Link State Group: 1 Status: Enabled, Down
Catalyst 3750 R4 v F a2 F YI7L VR
| oL-8552-07-J .m



% 2% Catalyst3750 R4 ¥ F Ciscol0S a7 F |

show link state group

WDOHTiL, show link state

group detail =~ > NOH 2R L ET,

Switch> show link state group detail

(Up) :Interface up

Link State Group:
Upstream Interfaces
Downstream Interfaces

Link State Group:
Upstream Interfaces

Downstream Interfaces

(Up) : Interface up

(Dwn) :

1 Status:
: Gil/0/15 (Dwn)
: Gil/0/11(Dis) Gil/0/12(Dis) Gil1/0/13(Dis)

2 Status:
: Gil/0/15 (Dwn)
: Gil/0/11(Dis) Gil/0/12(Dis) Gil/0/13(Dis)

(Dwn) : Interface Down

Interface Down (Dis) :Interface disabled

Enabled, Down

Gil1/0/16 (Dwn)

Gil/0/14 (Dis)

Enabled, Down
Gil/0/16 (Dwn) Gil/0/17 (Dwn)
Gi1/0/14 (Dis)

(Dis) :Interface disabled

avy kR

B

link state group

VoI AT —hK TN —TDALNRN—=L L TA LV HF—T A RA%F
7,

L

R
i}

link state track

VoI AT =K IN—T% A F—=T W LET,

show running-config

BIEOBEMER EL R LET, HXERIZOW T, [Cisco I0OS
Configuration Fundamentals Command Reference for Release 12.2] >
[Cisco I0S File Management Commands| > [Configuration File
Commands] ZZEIRL T 7ZE W0,

Jl Catalyst3750 R4 v F av Y F YI7L2R
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show mac access-group W

show mac access-group

bHALE =T oA AFTFIAAL v FICHRESNLTND MACT 7 A 2 fr—L U2+ (ACL)
% F®rT %5 I21E, show mac access-group == — EXEC 2~ R&EHHALET,

show mac access-group [interface interface-id] [ | {begin | exclude | include} expression]

DURy Y ZADFHHA

interface interface-id ~ ({L3&) $FEDA ¥ —7 24 A TR E ST MAC ACL &R LET,
g v H—T oA ZAIHER—F ER—F F¥yxL T, F— K Fx
FOVHEIPAIL 1| ~48 TF (BHE EXEC ©— ROBA T2 wHE) .,

| begin (EE) expression & —BT 21T LR REZFBLET,
| exclude ({ER) expression & —HT 21T R RN LERINL E T,
| include (L) $8E Sz expression & —ET DT RRICEHEDET,
expression ZRARA & LTHEMRT 2 N OLFSI T,
ATk E—F  =2—# EXEC
av Y FORERE J1y—=x EERAE
12.1(14)EA1 Zoavwry RRBMENELE,

BEREDAA FS54>

]

LFFNTIE, RXFLANCEREBIENET, 72& 21E, | exclude output & AJ) L7284 output %
ETITIIR R SNETAD, Output ZETITIIRREINET,

WOFITIL, show mac-access group = — EXEC =< ROHAEZRLET, A— k212, @A
SINBEMAC 7 7R URNmacl el 3V EF, MAC ACL IZLDOA v Z—7 = A AZHH S E
A,

Switch> show mac access-group
Interface GigabitEthernetl/0/1:
Inbound access-list is not set
Interface GigabitEthernetl/0/2:
Inbound access-list is macl el
Interface GigabitEthernetl/0/3:
Inbound access-1list is not set
Interface GigabitEthernetl/0/4:
Inbound access-list is not set

<output truncated>

W DFITIL, show mac access-group interface =~ FOH I Z R L E T,

Switch# show mac access-group interface gigabitethernetl/0/1
Interface GigabitEthernetl/0/1:
Inbound access-list is macl el

| OL-8552-07-J
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M  show mac access-group

BEav VR avwy kR HL]

mac access-group AV E—T 2 A RAIMAC T 7 A JV—T %A LET,

Catalyst 3750 R/ yF Av v F YI7L R
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show mac address-table

show mac address-table

BEDMACT KL A T—=TNVDEALFI v I | AZT 47 =) £ EDA X —T oA
ARLVLAN EOMAC 7 RVA T—TNDEAFI v T | AZT 47 =2 b 2RRTDHITIE,
show mac address-table = —% EXEC =~ F&MHL 7,

show mac address-table [ | {begin | exclude | include} expression]

DBV ADHHA | begin (=) expression & —BT 21T bR TEZMBLET,
| exclude (fEE) expression & =BT DT RR"MOIINLE T,
| include (EE) 485 Sz expression & —E T DITE R RICEDET,
expression ZRARA M E L TERT 2RO FEHTT,
ATV K E—F  a=—% EXEC
Y FOBERE yy—= EERE
12.1(11)AX Coavy FRBMSNE L,

BEREDAA FS54>

12.1(19)EA1

show mac-address-table (/N1 7 > ff&) =<2 Fi&, show mac
address-table (A 7272 L) a~vy NiZEPLY £ L7,

LFFNTIE, RXFLNLEREIENET, 72& 212, | exclude output & AJ) L7284 output %
ETITIIR R SNETAD, Output ZETITIIRREINET,

% W OFITIX, show mac address-table =~ > KO ERLET,
Switch> show mac address-table
Mac Address Table
Vlan Mac Address Type Ports
All 0000.0000.0001 STATIC CPU
All 0000.0000.0002 STATIC CPU
All 0000.0000.0003 STATIC CPU
All 0000.0000.0009 STATIC CPU
All 0000.0000.0012 STATIC CPU
All 0180.c200.000b STATIC CPU
All 0180.c200.000c STATIC CPU
All 0180.c200.000d STATIC CPU
All 0180.c200.000e STATIC CPU
All 0180.c200.000f STATIC CPU
All 0180.c200.0010 STATIC CPU
1 0030.9441.6327 DYNAMIC Gi6/0/4
Total Mac Addresses for this criterion: 12
Catalyst 3750 R4 v F a2 F YI7L VR
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W  show mac address-table

avwy kR

A

clear mac address-table dynamic

MAC 7 RL A F—Tinh, BEDODXAFIv T TR
AL MEEDA E =T 2 A LEDOTRTCOEAFI v TR
VA, £3HED VLAN EOT _RTCOLAFIv 7 T K
VAEHIBRLET,

show mac address-table aging-time

T _T® VLAN £/ ESN7- VLAN D=—V 7 X A
LEFRRLET,

show mac address-table count

9 _TO VLAN 72138 E &7 VLAN THEEL TWBHT
NLABAEERRLET,

show mac address-table dynamic

#4537 MACT FL A F—7 4 =o k) T adnL
=7,

show mac address-table interface

BEINEA v —T x4 AD MAC 7 RL A F—7 L{EH
ERERILET,

show mac address-table notification

TRCOA LV H =T 2 AF IR EENT AV X —T = A
ZI1Z%T 5 MAC 7 RL A BERTEEFRLET,

show mac address-table static

APT 47 MACT RLVRA F—7 0 = N EITEFRRL
ij‘o

show mac address-table vlan

REIN/7 VLAN O MAC 7 RL A T—7 U IEHRAERRF L
ij‘o

Jl Catalyst3750 R4 v F av Y F YI7L2R
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show mac address-table address W

show mac address-table address

BEINZMACT FLAD MAC 7 RL A T—7 LR %ZFKRT 5121, show mac address-table
address =—¥ EXEC =~ > FZ&MH L E7,

show mac address-table address mac-address [interface interface-id] [vlan vian-id] [ |
{begin | exclude | include} expression]

DUBRYYADMB  mac-address 48y FOMAC 7 RLAZIEELEY, A2 KA HHH T,

interface interface-id  ({L3) HEDA X —T oA ADEREZRLLET, GO A X —T <
A RTIE, WHAR—FER—F FrrAnEGEnEd,

vlan vian-id (LE) ¥ED VLAN 27 o= Y 2FR LET, HETE HHIHIT 1
~ 4094 T,

| begin (EE) expression & —BT 51T LR REHBLET,

| exclude (=) expression & —B T 21T 2K TP ORILET,

| include (B $8E &Nz expression & —ET HIT2 R RIZEDET,

expression SZRAA 2 N ELTHERAT 2 HANOIITFHITT,

avykE—F 2 —+4 EXEC

avy FOBERE yyy—2x EENE
12.1(11)AX Zoawry RRBMENE L,
12.1(19)EA1 show mac-address-table address (/~1 7 > ff&) =<2 FiX. show mac

address-table address (/~A 7272 L) a2~ NicEb L7,

BRLOHA RSAY  UrsITid, RXFEIAIFRXBISNET, 72L& 213, | exclude output & A L7=84 . output %
BUITIXRRSINETAD, Output ZETATIIR R EINET,

B WOHITIL, show mac address-table address =~ FOH N E R L £,

Switch# show mac address-table address 0002.4b28.c482
Mac Address Table

Vlan Mac Address Type Ports

All 0002.4pb28.c482 STATIC CPU
Total Mac Addresses for this criterion: 1

Catalyst 3750 R4 v F a2 F YI7L VR
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W  show mac address-table address

avwy kR

A

show mac address-table aging-time

T _TH VLAN £/ €SN/ VLAN D=—U 0 7 X A
LEFRRLET,

show mac address-table count

4 _TO VLAN 7213 8E &7 VLAN THELTWAT
R 2BERRLET,

show mac address-table dynamic

FA4FIv I MACT FLA F—7 L =2 ) EFaERL
iﬁ—o

show mac address-table interface

BESNIZA L H—T 24 AD MAC 7 KL R T—7 LiE#H
ZFRRFLET,

show mac address-table notification

TRTCOAS X =T x4 AFERIF/ESINTA X —T = A
22595 MAC 7 L A @B ErERLET,

show mac address-table static

AHT 47 MACT RVAT—70 = MY EITEFRL
£7,

show mac address-table vlan

FREEN7Z VLAN ® MAC 7 KL A T—7 )LEREZF R L
iﬁ‘o

Jl Catalyst3750 R4 v F av Y F YI7L2R
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show mac address-table aging-time W

show mac address-table aging-time

BEDT RLVAT—TN A VALV ADT—T T XA A5 EINT VLAN EEITHBER 20
BHEITTRTO VLAN EOFTRTCOT LA T—T N A VAL ADT—D T A4 ZNeRRT D
21X, show mac address-table aging-time = —% EXEC =2~> & L £7,

show mac address-table aging-time [vlan vian-id] [ | {begin | exclude | include}

expression|
YUBYYADHBA  vlan vian-id (LE) ¥ED VLAN O —Y 7 Z A4 MMERER R LET, HETED
FPHIX 1 ~ 4094 T,
| begin (EE) expression & —BT 21T LR REZFBLET,
| exclude ({ER) expression & —HT 21T RRNLERINL E T,
| include (EE) BE ST expression & —T 2172 FRICEDET,
expression ZHARA Y N LTHEAT A HIINOIIFTHITT,
a2 FE®E—F  =—# EXEC
av Y FORERE yy—= EERAE
12.1(11)AX Zoavwry RRBMESNELE,
12.1(19)EA1 show mac-address-tableaging-time (/~1 7 > f}&) =~ K%, show

mac address-table aging-time (\~\1 7 72L) a~x 2 FIZEbY L,

FRALEDHM KSL4Y VLAN BERHEESNARVEE. T3CO VLAN ICHT 32— 0 7 24 ARFRENET,

LFHNTIE, RXFL/NCEREIENET, 72& 212, | exclude output & AJ) L7284 output %
ETITIIRRSNETAD, Output ZETITIIRREINET,

i W DOFITIX, show mac address-table aging-time =~ > KO &R L ET,

Switch> show mac address-table aging-time
Vlan Aging Time

1 300

W OFICIE, show mac address-table aging-time vlan 10 =~ > FOH A ERLET,

Switch> show mac address-table aging-time vlan 10
Vlan Aging Time

10 300

Catalyst 3750 R4 v F a2 F YI7L VR
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B  show mac address-table aging-time

BEEav K avwyvk

SiBA

mac address-table aging-time

TAF Iy 7 2 NP ERITERSZE. MACT R
VAT =7 VNI FF SN DR ZRE L E T,

show mac address-table address

BEINTZMACT RLAD MAC 7 RL A2 F—7 W EH AR
RLUET,

show mac address-table count

T _XTO VLAN F72/38E SNz VLAN THEELTWD T R
VAR ERRLET,

show mac address-table dynamic

LTIy 7 MACT FLVA T—=7 0 = M ETERRLE
R

show mac address-table interface

BEINEA 2 —Tx2A4AD MAC 7 RL R F—7 LIE#%
FRLET,

show mac address-table
notification

TRTCDA LV E =T oA RAELITHEINT A F—T =4 X
WIZk9 5 MAC 7 KLU RABHGREE R LET,

show mac address-table static

2B T 47 MACT RLA T—7 )L = M) EFEERLE
j‘o

show mac address-table vlan

B E &2 VLAN ® MAC 7 KL &2 F—7 SR ZF R L%
‘é—o

Jl Catalyst3750 R4 v F av Y F YI7L2R
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show mac address-table count W

show mac address-table count

F_TPH VLAN F7213HEE SN VLAN IZHFEETHT KL A EFERT HI121E,. show mac
address-table count - —% EXEC =i~ R&fH L £,

show mac address-table count [vlan vian-id] [ | {begin | exclude | include} expression]

Y28y YADBRH  vlan vian-id (L&) $ED VLAN OF FLUAKz#or LET, $ETE S8BT 1 ~ 4094 T
7
| begin (EE) expression & —BT 21T ORREZRBLET,
| exclude (EE) expression & —BT 21752 RNV LERINLET,
| include (EE) BE ST expression & —T 5172 FRICEDE T,
expression BRAA b ELTHERT 2 HANDOLFHITT,

avy Kk E—F o —# EXEC

avy FOBERE yyy—=x EENE
12.1(11)AX Zoavwry RpNENENELE,
12.1(19)EA1 show mac-address-table count (/~f 7 . f}&) =< K&, show mac

address-table count (/N1 7272 L) o~ RiZEbY £ L,

FREDHL KSM4Y VLAN BENREESNRWVEE, 7 3TO VLAN ICHT 57 RL 2 Aoy RaFrRESnEd,

XFHNTIE, RKXFLNCEREIENET, =& 212, | exclude output & AJ) L7284 output %
ETITIIRRSNETAD, Output ZETITIIRREINET,

51 wOHFTix., show mac address-table count =~ > FOH /&R L £,
Switch# show mac address-table count
Mac Entries for Vlan 1
Dynamic Address Count : 2
Static Address Count : O
Total Mac Addresses : 2
BIEa<T VR avwy kR B L
show mac address-table address BEINZMACT FLAD MAC 7 FL A T—T7 N E#R%E
FRLET,
show mac address-table aging-time 4~ ~<To» VLAN F/Zi3fEE &N/ VLAN D= —2 7 X A
LEFRRLET,
show mac address-table dynamic HAFIvI MACT RVA T—T)V 2 F T EFRRL
7,

Catalyst 3750 R4 v F a2 F YI7L VR
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B  show mac address-table count

avyk B

show mac address-table interface g EXn7=A X —7 A AD MAC 7 KL &2 F— 7 LI
ERTILET,

show mac address-table TRCOAS VF—T 2 A AFEFHIFREENA VX —T =4

notification Z21Zxt9 5 MAC 7 L A @maEsERrLET,

show mac address-table static 22T 47 MACT RLARA T—7 L M) EITEFRL
7,

show mac address-table vlan FBEINZ VLAN O MAC 7 RL A T—T )V IEHREF R L E
R

Catalyst 3750 R/ yF Av v F YI7L R
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show mac address-table dynamic W

show mac address-table dynamic

A FI v 77 MAC T RL A T—7)L = b EF&2FRT 5HIZiE. show mac address-table
dynamic == — % EXEC a2~ > FEHEH LT,

show mac address-table dynamic [address mac-address] [interface interface-id] [vlan

vian-id]

[ | {begin | exclude | include} expression]

SRy HADHBA  address mac-address

UEE) 48ty PO MAC 7 FL A& ELET, A7 +—~ v M
HH.H T% (e EXEC &— ROBEE T RIHFTEE),

interface interface-id

UEE) ~ v F v %794 F—T oA AREELES, B r>#—
x4 XL, WHR—FER—F FrRrANEGERET,

vlan vian-id

(EE) ¥ €D VLAN O R R R LET, HETX &ML 1 ~
4094 T,

| begin

(ER) expression & —HT DT bRRERBELET,

| exclude

(R expression & —ET DT RN ORI L ET,

| include

(L&) $87E I iz expression & —HT DT FRIZEDET,

expression

SR A b & LTHAT 2 HAONOFHITT,

avykE—F 2 —+4 EXEC

avy FOBERE yy—=

EERARE

12.1(11)AX

Zoawry RpBIMEnE L,

12.1(19)EA1

show mac-address-table dynamic (/A 7 U f4&) @~ FiX, show
mac address-table dynamic (\~1 772 L) =<2 NIZEbY £ LT,

BRLOHA RSAY  UrslTid, RXFE/IATFRXBISNET, 72L& 213, | exclude output & AJJ L7=84 . output %
BUITIIR R SINETAD, Output ZETITIIR R EINET,

B OB TIL, show mac address-table dynamic =~ > FOH 12 R LET,

Switch> show mac address-table dynamic
Mac Address Table

Vlan Mac Address Type Ports
1 0030.b635.7862 DYNAMIC Gi6/0/2
1 00b0.6496.2741 DYNAMIC Gi6/0/2

Total Mac Addresses for this criterion: 2

| OL-8552-07-J
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B  show mac address-table dynamic

avwy kR

A

clear mac address-table dynamic

MAC 7 RL A F—Tinh, BEDODXAFIv T TR
AL MEEDA E =T 2 A LEDOTRTCOEAFI v TR
VA, £3HED VLAN EOT _RTCOLAFIv 7 T K
VAEHIBRLET,

show mac address-table address

FBEENT MAC 7 FLAD MAC 7 RL A 7F—7 U iEH%
FKRLET,

show mac address-table aging-time

$_T» VLAN £ ESn/72 VLAN D=—V 7 Z A
LERRLET,

show mac address-table count

T _TD VLAN E 7238 E S 472 VLAN THIEL TS T
U AR ZRRLET,

show mac address-table interface

BEINEA v —T x4 AD MAC 7 RL A F—7 L{EH
ERERILET,

show mac address-table static

22T 427 MACT7 RL A 5T—7 L M) EiFw2FRL
*7,

show mac address-table vlan

FREEN7Z VLAN ® MAC 7 RL A T—7 )UEREZF R L
ij‘o
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show mac address-table interface W

show mac address-table interface

BEESNZ VLAN OfEENTEA v F—7 24 ZAD MAC 7 FL R T —7 UIERZFRT 51213,
show mac address-table interface = —% EXEC =2~ > K& L F 7,

show mac address-table interface interface-id [vlan vian-id] [ | {begin | exclude | include}

expression|

DURY Y ADEBA  interface-id

ER) AV E—Tx2 AR BZATERBELET, AR A L F—T A AT
X, WHEIAR—FER—F FyrR2ANEENTET,

vlan vian-id

EE) FFEDO VLAN O R ARRLET, IHEETEHHHIZ 1 ~
4094 T,

| begin (EE) expression & —BT 2170 LR REZHBLET,

| exclude (LEE) expression & —BT 5175 RTNLERINLET,

| include (L&) #8E Sz expression & —ET DT 2 RRICEDET,
expression ZHAA v b ELTHERT 2 HIINOCFSNTT,

a2 kK E—F o —# EXEC

av Y FORERE Jyy—2

EENRE

12.1(11)AX

Zoawry RpBIMEnE L,

12.1(19)EA1

show mac-address-table interface (/~1 7 ff%X) =~ KX, show
mac address-table interface (/x4 772 L) o~ RiZEbY LT,

BRLOAMA RS54y UFoITid, RXF LTRSS ET, 72L& 21E, | exclude output & NS L7=84 . output %
ETITIIFRRSNETAD, Output ZETITIIRRINET,

1 wOFHITrL, show mac address-table interface =~ FOHAZ R L F9,

Switch> show mac address-table interface gigabitethernet6/0/2
Mac Address Table

Vlan Mac Address

1 0030.b635.7862
1 00b0.6496.2741

Type Ports
DYNAMIC Gi6/0/2
DYNAMIC Gié6/0/2

Total Mac Addresses for this criterion: 2

| OL-8552-07-J
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W  show mac address-table interface

BlEaT YK avwok B

show mac address-table address HBESNEZMAC 7 FL 20O MAC 7 RL X2 5—7 L
ERRALET,

show mac address-table aging-time T _T® VLAN £ 13 ESNn= VLAN Oo=—> 7 #
A LERRLET,

show mac address-table count T _XTO VLAN F7213#8E Sh7z VLAN THEEL TWD
7 R AEERRTLET,

show mac address-table dynamic A FIv 27 MACT RLAR FT—7 )L M) FiFEFER
LET,

show mac address-table notification FT_XTCHOA L ¥ —T oA RFHIFEEINEA X —T =
A AZHKTD MAC 7 FLABMBRTEERRLET,

show mac address-table static 28T 4w MACT RLx2 F5F—7 10 =2 M) EiFE2FR
LET,

show mac address-table vlan FBESNT7Z VLAN O MACT RL A T—7LEREFRL
\i j‘o
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show mac address-table learning W

show mac address-table learning

F_XTO VLAN E£721345E L7z VLAN @ MAC 7 KL AFEDRAT —F A% RRT HITIL, show
mac address-table learning = —# EXEC =2~ RZ{HH L £ 7,

show mac address-table learning [vlan vian-id] [ | {begin | exclude | include} expression]

Y28y YADBRH  vlan vian-id (T:3) #ED VLAN OfflaFr LET, ETX 28I | ~ 4094 T
7T
| begin (EE) expression & —BT 21T LR REZFBLET,
| exclude (EE) expression & —BT 51752 RTNLERINLET,
| include (EE) BE ST expression & —T 2172 FRICEDET,
expression ZRAA b ELTHERT 2 HANOLFHITT,

avy Kk E—F o —# EXEC

av Yy FOER yy—=x EERNE
12.2(46)SE1 Zoawy REMESNE L,

FREDHL KSM4Y FEESH VLAN &, 20D VLAN TMAC 7 RLREENA X —TNIInT 4 v —T vk FoRmd 512
X, ¥—Y— KZ¥$EE L7\ T show mac address-table learning =~ > R&ZFEHLET, T 741 b
X, 9XT® VLAN TMAC 7 KL RAZEE N A X —T )T, fix D VLAN OFE R T — & A& FKR
THITIE FEDO VLANID Z45ELCZDa~vy FEEHLE T,

LFHNTIE, KXFENDXFERRENET, 72& 21E, | exclude output & AJ) L7234 output %
EUITIXRRSNETAD, Output 8 TATIIR R ENET,

i WORFITIX, MAC 7 KL 258728 VLAN 200 TF 4 B—7WiZ72 > TW5 Z & %757 show mac
address-table learning =——¥ EXEC =2~ > RO ERLET,

Switch> show mac address-table learning

VLAN Learning Status
1 yes
100 yes
200 no
BEaTUF avwyk HL]
mac address-table learning vlan VLAN ® MAC 7 RV AR EZA X—TNETEZT 48 —7

ML ET,

Catalyst 3750 R4 v F a2 F YI7L VR
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Bl  show mac address-table move update

show mac address-table move update

AL v FDO MAC T R A T—T7 VBT HEHOEREFK T 5121, show mac address-table move
update = —% EXEC a2~ > FEHEHALE T,

show mac address-table move update [ | {begin | exclude | include} expression]

DOBYYADEBRA | begin

(fEE) expression & —ET DTN ORREHIELET,

| exclude

(fEE) expression & —HET D72 XK RNORILET,

| include

(fE&) +85E S /= expression & —HT 2T RRICEDET,

expression

ZWRA > & LTHMT 2 HINOTFHITY,

avy kFE—F o —# EXEC

av Y FOBRRE Jy—2

EERE

12.2(25)SED

Zoavwry RRBMENELE,

BREDHA RS54y UPHITIE. KUFEAEBRESIERET, 72& 21E. |exclude output & AJJ L7354, output &
BUITIEIR S INETADR, Ouiput ZE5TATIEIRFSINET,

fl K DOHITIL, show mac address-table move update =~ > FOH I EZRLET,

Switch> show mac address-table move update

Switch-ID : 010b.4630.1780

Dst

mac-address : 0180.c200.0010

Vlans/Macs supported : 1023/8320

Default/Current settings: Rcv Off/On,

Max
Rcv
Rcv
Rcv
Rcv
Rcv
Rcv
Rcv
Rcv
Rcv
Xmt
Xmt
Xmt
Xmt
Xmt

packets per min : Rcv 40, Xmt 60
packet count : 10

conforming packet count : 5
invalid packet count : 0

packet count this min : 0
threshold exceed count : 0

last sequence# this min : O

last interface : Po2

last src-mac-address : 0003.fd6a.8701
last switch-ID : 0303.£d63.7600
packet count : 0

packet count this min : 0
threshold exceed count : 0

pak buf unavail cnt : O

last interface : None

switch#

Xmt Off/On

Jl Catalyst3750 R4 v F av Y F YI7L2R
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show mac address-table move update W

avwy kR

clear mac address-table move
update

MAC 7 RVA T—=TONVBITEH A 222 VT LET,

mac address-table move update
{receive | transmit}

AL v F EOMACT RVA T—TNABITHEGHZRELE

-é‘O
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B show mac address-table notification

show mac address-table notification

s

FTRTOA L F =T =2 A ZAETLFRESNTA =T = AD MAC 7 F L AR E & FRT DI

IZ. show mac address-table notification == —% EXEC =~ K& H L £,

show mac address-table notification [interface [interface-id]] [ | {begin | exclude |
include} expression]

YUBYYADEH  interface (EE) T_XTOA v —T oA ZADEREFRRLET, Al A 57—
T e RITHE, WEE— b K b T ARG ENET
interface-id ULE) HESNEA L E—T = ZADEREFRLET, BHRA 2 Z—
7oA ATiE, WER— N ER— b FrrAREERLET,
| begin (EE) expression & —BT 21T LR RERBLET,
| exclude (EE) expression & —BT 51T RN OLERILET,
| include (L&) #8E Sz expression & —ET DT 2 RRICEDET,
expression ZHARA Y N LTHEAT B HIINOIFTHITT,
a2 FE—F  =—# EXEC
a7 Y FORERE yy—= EFERA
12.1(11)AX Zoawry RpBIMEnE L,
12.1(19)EA1 show mac-address-table notification (/~+1 7} %) == FiZ. show

EREDHA R4

]

mac address-table notification (/1 772 L) a~y NiZEbLY £ L1,

¥ —U— REZFEE L2V T show mac address-table notification =~ > RAZHH-T2 & KEREN A
F—T T =T N, MAC BN, BRET—7VORKHFE= NV, BLOBERET—7
NOWNEERRLET,

FTRTDA LV E—T =2 A ADT TV 5FKRT HIZ1E, interface ¥ — U — NEEM LE, interface-id
DEENDHE., TDOA L E—T =2 ADT T T ETRFRENET,

XFHITIE, KLFEE/NFERERSNET, 72& 21E, | exclude output & AJ) L72A . output %
BUITIER RSN E TN, Output % ETHATIZRRINE T,

WO Tix, show mac address-table notification =~ > FDOH 1% R/ L £,

Switch> show mac address-table notification

MAC Notification Feature is Enabled on the switch

Interval between Notification Traps : 60 secs

Number of MAC Addresses Added : 4

Number of MAC Addresses Removed : 4

Number of Notifications sent to NMS : 3

Maximum Number of entries configured in History Table : 100
Current History Table Length : 3

MAC Notification Traps are Enabled

History Table contents

Catalyst 3750 R/ yF Av v F YI7L R
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show mac address-table notification

History Index 0, Entry Timestamp 1032254, Despatch Timestamp 1032254
MAC Changed Message
Operation: Added Vlan: 2 MAC Addr: 0000.0000.0001 Module: O Port: 1

History Index 1, Entry Timestamp 1038254, Despatch Timestamp 1038254
MAC Changed Message

Operation: Added Vlan: 2 MAC Addr: 0000.0000.0000 Module: O Port: 1
Operation: Added Vlan: 2 MAC Addr: 0000.0000.0002 Module: 0 Port: 1
Operation: Added Vlan: 2 MAC Addr: 0000.0000.0003 Module: O Port: 1

History Index 2, Entry Timestamp 1074254, Despatch Timestamp 1074254
MAC Changed Message

Operation: Deleted Vlan: 2 MAC Addr: 0000.0000.0000 Module: O Port: 1

Operation: Deleted Vlan: 2 MAC Addr: 0000.0000.0001 Module: 0 Port: 1

Operation: Deleted Vlan: 2 MAC Addr: 0000.0000.0002 Module: O Port: 1

Operation: Deleted Vlan: 2 MAC Addr: 0000.0000.0003 Module: O Port: 1

BREaTV R avwyFk HL

clear mac address-table notification MAC 7 FL x@m s v— )L h oo 2% 7 V7 LET,

show mac address-table address BEENTEMAC 7 FL2D MAC 7 RL X F—7 LIEH %
KRLET,

show mac address-table aging-time 4+ ~XC» VLAN £/ i3EEEN= VLAN O=—2 7 X A
LEFRLET,

show mac address-table count T RTOD VLAN F7213#EE S 7z VLAN CTHEL TS T

KL 2#grE£RRLET,

show mac address-table dynamic AL FIv 7 MACT RLAFT—7 L N EIFEFRL
9,

show mac address-table interface BESNIZA L F—T 2 AD MAC 7 KLU RA T —7 LAE#H
ERRLET,

show mac address-table static AHT 497 MACT RLAFT—71 2 N ETEFRRL
7,

show mac address-table vlan HEENTZ VLAN O MAC 7 RL A T—7 L FEHREFR R L
iﬁ—o
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W show mac address-table static

show mac address-table static

AET 47 MACT KL A T—7 )L = v 212 R3 51214, show mac address-table static
2 —H EXEC o~ FEEH L ET,

show mac address-table static [address mac-address] [interface interface-id] [vlan
vian-id] [ | {begin | exclude | include} expression]

YUBYYADEGA  address mac-address (ffE) 8y FOMACT RLAZBELET, A7+ —~ v NI
HHH T7 (F# EXEC £— FOBA TR AE),
interface interface-id (FEE) ~vF LT84 F—T =2 ZAEBELET, B s
H— Tz RTIE, WER— R ER— N FyxANEGENET,
vlan vian-id (L&) ®ED VLAN O7 RL A& # R LET, HETE 2HMEIL 1 ~
4094 <9,
| begin (EE) expression & —BT 51T LRRERMBLET,
| exclude (fEE) expression & —BT 2T RN OIRINLE T,
| include (L&) $8E STz expression & —8T DT BRICEDET,
expression ZHARA > & LTHEAT B2HIINOIITHITY,
a2V FE—F  =—% EXEC
av Y FOEE Jyy—x EEANA
12.1(11)AX Zoa=wy RARBMENE L,
12.1(19)EA1 show mac-address-table static (/\~\A 7> f}&) =< KiX, show mac

EREDAHA R34y

7

address-table static (\~\1f 77 L) a~r FicEby £ L1,

XFHNTIE, KRIXFENLFNRRBESET, =& 2L, | exclude output & AJJ L7=354E . output %
BUITIERRINERFADN, Output % ZLITIERRINET,

OB TIL, show mac address-table static =~ > FOHHZ R L £,

Switch> show mac address-table static
Mac Address Table

Vlan Mac Address Type Ports
All 0100.0ccc.cccc  STATIC CPU
All 0180.c200.0000 STATIC CPU
All 0100.0ccc.cccd STATIC CPU
All 0180.c200.0001 STATIC CPU
All 0180.c200.0004 STATIC CPU
All 0180.c200.0005 STATIC CPU

4 0001.0002.0004 STATIC Drop
6 0001.0002.0007 STATIC Drop

Total Mac Addresses for this criterion: 8
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show mac address-table static

BEaITUF avwok B
mac address-table static MACT7 RV AR T—TNWIZAZT 47 7T RLUAZEBML

F7,
mac address-table static drop =% Y A NMACT RLR T4 NHE Y o ThAAFx—T )L

WU, BFEDBETLEIFSE MAC 7 KL AE RO R T
T4l Ryl THECAAL v TFERELET,

show mac address-table address BEENEMACT7 FLZO MAC 7 RL X2 T—7 LEH
EERRLET,

show mac address-table aging-time F_RTO VLAN F723 58S/ VLAN O —V v 7 4
A LR RLET,

show mac address-table count T RTD VLAN E72I13HEE S 4172 VLAN THIEL TV D
T RVAEERRLET,

show mac address-table dynamic EALFIv s MACT RLx F—7 10 v M) BT AE2FR
LET,

show mac address-table interface HBESNIZA Vv EZ—T 24 ZAD MAC 7 KL A T—7 L%
WERTLET,

show mac address-table notification <+ _XCTHOA L X —T oA AFHITBEINEAS L X —T =
A AZxT 5 MAC 7 KL A BB EFERTLET,

show mac address-table vlan FRESNTZ VLAN O MAC 7 FL A T —7 @z £R L
*9,

Catalyst 3750 R4 v F a2 F YI7L VR
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W  show mac address-table vian

show mac address-table vilan

BE Sz VLAN ©® MAC 7 RV A T—7 WA FK /R T 5I121%, show mac address-table vlan
o—H EXEC 22<w v REHEHA LET,

show mac address-table vlan vian-id [ | {begin | exclude | include} expression]

DURYYADHA  vian-id

(fEE) FED VLAN O7 FLR&FRLET, FHETE 24T 1 ~ 4094 T,

| begin

UEE) expression & —EBT 21T LR REZMABLET,

| exclude

(fEE) expression & —BT 21T RTNPOIRINLET,

| include

(EE) $87E Ihiz expression & —ET DT FRIZEDET,

expression

SZRARA & LTERT 2 HIRNOLFHITT,

avy Kk E—F o —# EXEC

avY FOERE yy—=x

EERE

12.1(11)AX

Zoavwry RRBMESRELE,

12.1(19)EA1

show mac-address-table vlan (/~+ 7 > £} &) =<2 KiX, show mac
address-table vlan (/N4 7272 L) o<y RicEbD £ L1,

FRLOAMA RS54y CFoITid, RXF LTRSS ET, 2L 21E, | exclude output & NS L7I=84 . output %
ETITIIFRRSNETAD, Output ZETITIIRREINET,

1 & OFTix. show mac address-table vlan1 =~ > FOH 2R L £9,

Switch> show mac address-table vlan 1
Mac Address Table

[ e R R e

1

.Occc.cccc
.c200.0000
.Occc.cccd
.c200.0001
.c200.0002
.c200.0003
.c200.0005
.c200.0006
.c200.0007
Total Mac Addresses for this criterion:

Type

STATIC
STATIC
STATIC
STATIC
STATIC
STATIC
STATIC
STATIC
STATIC

CPU

Jl Catalyst3750 R4 v F av Y F YI7L2R
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show mac address-table vian W

BlEaT YK avwyFk B

show mac address-table address BESN/MACT7T FLA2D MAC 7 RL 2 5T—7 LiEH
ERRALET,

show mac address-table aging-time T _TO VLAN £ 13 ESNn= VLAN o= —> 7 &
A LERRLET,

show mac address-table count T _XTO VLAN F7213#8E Sh7z VLAN THEEL TWD
7 RV AEERRTLET,

show mac address-table dynamic EAFIv 27 MACT RLAR FT—7 1L M) FiIFEFER
LET,

show mac address-table interface BEINEA L Z—T7x2A4AD MAC 7 FL A F—7 L
WMERTLET,

show mac address-table notification T _XCHOA L X —T A AFHITEESINTA X —T =
A RZxtT D MAC 7 RLRABMBREEZR R LET,

show mac address-table static 28T 4 v MACT RLVA F—7) = M2 EFRR
LET,

Catalyst 3750 R4 v F a2 F YI7L VR
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B showmis qos

show mls gos

7' v —s3L 72 Quality of Service (QoS) REM M AR T 2121E. show mls qos = — ¥ EXEC =2~
RE[EHLET,

show mls qos [ | {begin | exclude | include} expression]

SURYHADMEA | begin (fEE) expression & —BT 21T OERRZBBLET,
| exclude (FEE) expression & —ET 21T RBEMLIFRILET,
| include (EE) &S NT expression & —HTHTERRIZEDET,
expression ZHRA M E L THERT 2N TS TT,
A kFE—F 2% EXEC
a2 FORERE yy—=x EEAE
12.1(11)AX Coavy FRBMSNE L,

EREDAA FS54>

FHITIE, RLFENLFREI SN ET, =& 21E, | exclude output & AJ) L7285, output %
BUITIEIR A INETADR, Ouiput ZE5TATIEIRFSINET,

i WOFTIE, QoS 34 F—7 /LT DSCP &ilh b A % — 7 /L DA D show mls qos =~ > RO %R
LET,
Switch> show mls qgos
QoS is enabled
QoS ip packet dscp rewrite is enabled
BEa<>F avwyFk SiEA
mls qos AZA v FERITH LT QoS A4 F—T NI LET,
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show mis qos aggregate-policer W

show mls qos aggregate-policer

Quality of Service (QoS) 77 U 47—k R U —FEEFK T HI21L. show mls qos
aggregate-policer = —¥% EXEC a2~ FAMEHLE T, AU —i, RRFHLEEHE, FRKAA—R
MEESA X BROWTNNORKEZ B L7256 O LiELERLET,

show mls qos aggregate-policer [aggregate-policer-name] [ | {begin | exclude | include}
expression|

YUBYYADGE  aggregate-policer-name (£E) BESNTEARIORY v —REEFRLET,
| begin (EE) expression & —HT 21T bR FREZMBLET,
| exclude ({EE) expression & —ET 2T 2R RN BERINLET,
| include (EE) $BE SNz expression & —ET HITERRICEDET,
expression SRR A N LTERT2HIINO XTI TY,
avV kK E—F = —4 EXEC
av Y FORERE yy—= EENE
12.1(11)AX Zoavwry RpNENENELE,

BEREDAA FS54>

LFFNTIE, RXFLNLEREIENET, 72& 212, | exclude output & AJ) L7284 output %
ETITIIR R SNETAD, Output ZETITIIRREINET,

£l WOFITIX, show mls qos aggregate-policer =~ > NOH &R LET,
Switch> show mls gos aggregate-policer policerl
aggregate-policer policerl 1000000 2000000 exceed-action drop
Not used by any policy map
BEIYUFR = N Bie
mls qos aggregate-policer R — <= THNTEBRD I 7 ANEETLHZR) P — T A —X
EERLET,
Catalyst 3750 R4 v F a2 F YI7L VR
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W show mis gos input-queue

show mls gos input-queue

AJ)% 2 —® Quality of Service (QoS) #FHE 7 5IZi%. show mls qos input-queue = —# EXEC =
v REfERLET,

show mls qos input-queue [ | {begin | exclude | include} expression]

DBV ADHHA | begin (fEE) expression & —BT 2T bR RZMBLET,
| exclude ({E&) expression & —ET DT FRN LRI L £77,
| include ER) fEE &N expression &~ T D172 RRICEDET,
expression ZRARA > M E LTHERT 2HIINOLTFHITT,
AT K E—F  =—%EXEC
a2 FORERE yy—=x EEAE
12.1(11)AX Coavy FRBMSNE L,

BREDTA RS54y UPHITIE. KUFEAACEBRESI SR ET, 72 & 21E, | exclude output & A L7284 output %
BUITIEIR A INETADR, Ouiput ZE5TATIEIRFSINET,

i K OHITIL, show mls qos input-queue =~ KON ERLET,
Switch> show mls gos input-queue
Queue : 1 2
buffers : 90 10
bandwidth : 4 4
priority : 0 10
thresholdl: 100 100
threshold2: 100 100
BEa<v> R avw vk Bk

mls qos srr-queue input bandwidth Shaped Round Robin (SRR; v =4 7K F 7 K mEv)
DEHHEANSF 2—108 0 Y TET,

mls qos srr-queue input buffers ANFa—foNRNy 77 Z2E D B TET,

mls qos srr-queue input cos-map #oHToHnY—ER 7T X (CoS) HAEAIF 2—IC
vy B 7L, CoSfEAF=2—L LEWEIDIZHIY YT
£,

mls qos srr-queue input dscp-map %)Y 24 T 572 Differentiated Service Code Point (DSCP)

B2 ANFa—lt~vvy 7L, DSCPiZzFa—¢ L&
VM ID (28I Y M4 TE,
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show mis qos input-queue W

avwy kR

SiBA

mls qos srr-queue input
priority-queue

ANNTTAFT VT 4 Fa—&REL, HEZRIEL %
j‘o

mls qos srr-queue input threshold

Weighted Tail-Drop (WTD) L E\WMED/S—& 2 b % AJ)
Fa—IZH Y TES,
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W show mis qos interface

show mls gos interface

Quality of Service (QoS) F#%A R— bk L~ THRRT 5HIZ1E, show mls qos interface == —# EXEC
avy REfHLET,

show mls qos interface [interface-id] [buffers | queueing | statistics] [ | {begin | exclude |
include} expression]

VOB ADEBA  interface-id (EE) fRESHER— 1D QoS FEHAERRLET, AA ¥ —T7 oA AT
X, MEAR— IREENET,
buffers (ER) Fa—MoNy 7 7HD Y TeRRLET,
queueing EE) Fa—A 708 GtAERE Y 2—ErY) BIUOFa—THIEL
Ty xA FEFRRLET,
statistics (EE) %%Z{g &h 7= Differentiated Service Code Point (DSCP) D#EEHEHR.

P—E R 7 F A (CoS) fE, Fa—IZANSLNIZnEITHEIF 2 —HALTHI
a7y Mg, HFRIV Y —D7Fa 77 A ILVRHND Iy " EFERLE

7T
| begin UEE) expression & —BT AT bR REZRIBLET,
| exclude (EE) expression & —HT 21T R RO LET,
| include (&) ¥8E STz expression & —ET DT FHRICEDET,
expression BRARA N E LTHEAT ZHAINOIIFHITY,

(G¥)  policer ¥—U— R, a~> RIAL DO~ T AN AR ERENETH, Y R—bShTHE
A,

avy kE—F 2 —+4 EXEC

av Yy FOERE Jy—= EERE
12.1(11)AX Zoavwy KBNS E LT,

BRLOAMA RS54y FoITid, RXF LTRSS ET, 2L 2i1E, | exclude output & NS L7=84 . output %
ETITIIFRRSNETEAD, Output ZETITIIRREINET,

1l WROHFITIL, VLAN _—2 QoS 23 A 32— VD4 D show mls qos interface interface-id =~ K
OWhERLUET,
Switch> show mls gos interface gigabitethernetl/0/1
GigabitEthernetl1/0/1

trust state:not trusted
trust mode:not trusted
trust enabled flag:ena
COS override:dis
default COS:0
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show mis qos interface W

DSCP Mutation Map:Default DSCP Mutation Map
Trust device:none
gos mode:vlan-based

WOHITIL, VLAN _—2 QoS 37 1 B—7 VDA D show mls qos interface interface-id =~ >
ROHAERLET,

Switch> show mls gos interface gigabitethernetl/0/2
GigabitEthernetl/0/2

trust state:not trusted

trust mode:not trusted

trust enabled flag:ena

COS override:dis

default COS:0

DSCP Mutation Map:Default DSCP Mutation Map

Trust device:none

gos mode:port-based

K OHITIL, show mls qos interface interface-id buffers =~ > FOH 1R LET,

Switch> show mls qos interface gigabitethernetl/0/2 buffers
GigabitEthernetl/0/2

The port is mapped to gset : 1

The allocations between the queues are : 25 25 25 25

W& DOBFITIL, show mls qos interface interface-id queneing =~ > KOH T E/RLET, HIBER
¥ =2 —I%, ##E SN 7 Shaped Round Robin (SRR) OEAE NI L ET,

Switch> show mls gos interface gigabitethernetl/0/2 queueing

GigabitEthernetl/0/2

Egress Priority Queue :enabled

Shaped queue weights (absolute) : 25 0 0 0
Shared queue weights : 25 25 25 25

The port bandwidth limit : 100 (Operational Bandwidth:100.0)
The port is mapped to gset : 1

W OB Tix, show mls qos interface interface-id statistics =~ > NOH N Z/RLET, £ 2-34 12, =
DHITRREND 7 4 —/V FOFHAZRLET,

Switch> show mls gos interface gigabitethernetl/0/2 statistics
GigabitEthernetl/0/2

0 - 4 : 4213 0 0 0 0
5- 9 0 0 0 0 0
10 - 14 0 0 0 0 0
15 - 19 0 0 0 0 0
20 - 24 0 0 0 0 0
25 - 29 0 0 0 0 0
30 - 34 0 0 0 0 0
35 - 39 0 0 0 0 0
40 - 44 0 0 0 0 0
45 - 49 0 0 0 6 0
50 - 54 0 0 0 0 0
55 - 59 0 0 0 0 0
60 - 64 0 0 0 0
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W show mis qos interface

dscp: outgoing

0 - 4 : 363949 0 0 0 0

5 - 9: 0 0 0 0 0
10 - 14 : 0 0 0 0 0
15 - 19 : 0 0 0 0 0
20 - 24 : 0 0 0 0 0
25 - 29 : 0 0 0 0 0
30 - 34 : 0 0 0 0 0
35 - 39 : 0 0 0 0 0
40 - 44 : 0 0 0 0 0
45 - 49 : 0 0 0 0 0
50 - 54 : 0 0 0 0 0
55 - 59 : 0 0 0 0 0
60 - 64 : 0 0 0 0

cos: incoming

0 - 4 : 132067 0 0 0 0

5 - 9: 0 0 0

cos: outgoing

0 - 4 739155 0 0 0 0

5 - 9 : 90 0 0
Policer: Inprofile: 0 OutofProfile: 0

#* 2-34 show mls qos interface statistics ® 7 1 —JL FD&REA

TA4—LF B8

DSCP incoming DSCP EZ L2 5 Lic/ N v Mk
outgoing DSCP 2 LG L7e T v MK

CoS incoming CoSHEZ &IZZE LIz "7 v MK
outgoing CoSHZ LITEE L= T vy MK

Policer Inprofile RIY—TboTa 77y A NVNRT Y MR
OutofProfile RV —TCoTa 7y A N0y MK

BEa<TFR avw >k BL

mls qos queue-set output buffers

Ny TrxaFa—ty MIEIDYTET,

mls qos queue-set output threshold

Weighted Tail-Drop (WTD) L EVWMEZHFEL, v
T7DT_XATEYT 4 B RFEL, Fa—ty MIXT5H
BRKAEVE DY TERELET,

mls qos srr-queue input bandwidth

SRR DEALZ AT)F 2 —IZHID HTET,

mls qos srr-queue input buffers

ANFa—MoONy 77 2EH0HTET,

mls qos srr-queue input cos-map

CoSEE AN F =2—IZ~ v B 7T 25, £7213 CoS EH
EX¥a—LLEWMEID Iy T LET,

mls qos srr-queue input dscp-map

DSCP EZ A1F = —IlZ~ v v 74 %5h, 7213 DSCP
EEFa—s LEVWMEIDICVY BT LET,

mls qos srr-queue input priority-queue

ANTFGAFVT 4 Fa—ZREL, HHIEEREL £
R

Jl Catalyst3750 R4 v F av Y F YI7L2R
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show mis qos interface W

avwyFk H LT

mls qos srr-queue input threshold WTD LEWEDO/ N—E Y 2 ATIF 2 —IZE D Y TE
\?‘O

mls qos srr-queue output cos-map CoSfixHNFa—lz~vv 7, 713 CoS i %

Fa—BLOLEVWMEID IZvy B 7 LET,
mls qos srr-queue output dscp-map DSCP iz 1Fx a2—, F£idFa—L LEWEID I
~ vy BT LET,

policy-map RY) = =y TRAERETIIEELET,

priority-queue R— b ETHAIBEXF2—2 A F—T VLI LET,

queue-set R—=haeFa—ky NZvy BT LET,

srr-queue bandwidth limit N—FTORRENZHIRLET,

srr-queue bandwidth shape VBT ENEEREED YT, R—-bMIvyELS
SN 450N F a2 — ETCHIKIEY = — Y 7 E2 A R —
T LET,

srr-queue bandwidth share WHETLHEAEZEY ST, K—bI~vyvrr7ank4-o
DHNF 2 — ECHKIEY = — 0 724 X =7 ML E
T
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W show mis qos maps

show mls qos maps

Quality of Service (QoS) ~ v V' 71FWHAKRT 52X, show mls qos maps =—# EXEC =2~
FEFEHLET, DT, QS IE~vv BT T—TNEFH LTI NI 74 v 7 DOTI7A4F VT 14 %
ForL, ZIELEY—ER 772 (CoS). Differentiated Service Code Point (DSCP), F7=iX IP
precedence 2> 5T % CoS 7213 DSCP fEZ TS L 7,

show mls qos maps [cos-dscp | cos-input-q | cos-output-q | dscp-cos | dscp-input-q |
dscp-mutation dscp-mutation-name | dscp-output-q | ip-prec-dscp | policed-dscp] [ |
{begin | exclude | include} expression]

YUBYYADEHHE  cos-dscp (E5E) F—E A 75 Z (CoS) /DSCP ~ v 7% F ik L%
7
cos-input-q (FE) CoOS AAFa—DLEWE~Y Yy 72E£ R LET,
cos-output-q EE) CoSHHNFa—DLEWE~y T2 E R LET,
dscp-cos (f£#) DSCP/CoS ~ v 7 &£ R LET,
dscp-input-q (IE#E) DSCP ANiFa—LE Wi~y 72 &£RLET,
dscp-mutation dscp-mutation-name  ({£3&) 4§ & 7= DSCP/DSCP-mutation ~ v 7 & %/~ L %
7
dscp-output-q (fEE) DSCP i iFa—LE WM~y 72 F R LET,
ip-prec-dscp ({E:7) IP precedence/DSCP ~v v 7% H£ R LET,
policed-dscp (EE) KU V@ EDSCP v v 72 F R LET,
| begin (EE) expression & —HT 21T bR REZHIBELET,
| exclude (L) expression & =BT HITERTFZNHLRILET,
| include EE) fREENT- expression & —HT B2ITHFRIZED E
‘é_o
expression SHARA M LTHERT 2 HIIRNOCFFTY,
avY kR E—F 2 —4 EXEC
av Y FOBRE Jyy—= TERAR
12.1(11D)AX Zoawr FABMERE L,

EREDAHA R34y

LFHTIE, KXFENXFERRJISNET, =& x1E, | exclude output & A L7284, output %
BUITIIRRENEEAD, Output % ETITIER RS NET,

RNYU v 7 E DSCP. DSCP/CoS. # XU DSCP/DSCP-mutation v > 71X, v~V v 7 A& L TH
RENET, dl FITIE, DSCP TReb HEEDOEWHTZHHE L £7, d247TiE, DSCP Thi b HEE
DRV 245 E LEd, dl ER LU d2 a0 @iy ik, AU v > Z7#5E DSCP, CoS, H721%
Mutated-DSCP fEEZ 2t L £ 9, 72 & 21X, DSCP/CoS ~ v 7" Tix. DSCP {8 43 % CoS f# 5 12X
LET,
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Ll

show mis qos maps W

DSCP AJjF =2 —LEVWELSIODSCP H N Fa—LEWE vy I, v v 7 RELTERIN
£, dIFITIE, ROEEEOEV DSCP HFESONLZFEL £, d217TiIE, KRHEELZOEN

DSCP &5 DOfradiE LET, dl & d2 [EDILEES TIE, F=2—ID & LEWEID Z#2f# L £7,
72L& Z1E, DSCP AJJFa— L& VWi~ v 7Tk, DSCPE 43 13F =2—2 B LU L&V 1 (02-01)

XS L ET,

CoS A1F 22— LEVWEBIWNCoS H1Fa— L &\VWiE~ v 7 Tld, CoS fEAR—F LD, %Ind 5
Foa—IDBLOPLEWVMEID B2 FHDITICR RENET, & 2IE, CoOS ATNNFa—LEVE~ >
FTlE, CoSTESIIF2—2BLIULEIVMEL 2-1) ks T5Z 210 4,

WOBITIL, show mls qos maps =~ > KO AZRLET,

Switch> show mls gos maps
Policed-dscp map:

dl : d2 0

dl : d2 0

cos: 0

8 16 24 32 40 48 56

IpPrecedence-dscp map:

ipprec:

0

1

2

dl :d2 0

1

2

| OL-8552-07-J
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W show mis qos maps

Dscp-inputg-threshold map:
dl :d2 0 1 2 3 4 5 6 7 8 9

Cos-outputg-threshold map:
cos: O 1 2 3 4 5 6 7

queue-threshold: 2-1 2-1 3-1 3-1 4-1 1-1 4-1 4-1

Cos-inputg-threshold map:
cos: O 1 2 3 4 5 6 7

queue-threshold: 1-1 1-1 1-1 1-1 1-1 2-1 1-1 1-1

Dscp-dscp mutation map:
Default DSCP Mutation Map:
dir: d20 1 2 3 4 5 6 7 8 9

BEaTVF avwUFk B

mls qos map CoS/DSCP ~ v 7, DSCP/CoS ~ v 7,
DSCP/DSCP-mutation ¥ »» 7', IP precedence/DSCP ~ > 7',
BIXORY Vo 7#EDSCP vy 72 ERLET,

mls qos srr-queue input cos-map CoSEEZATIF 2 —IZ~vy B 7T 560, £71E CoS EZE
Fa—ClLEWEIDICv Yy LET,

mls qos srr-queue input dscp-map DSCP iz AS1Fx 2 —IZ~ v ¥ 73250, £7212 DSCP E%
Fa— L LEWEIDIZvYyEL T LET,

mls qos srr-queue output cos-map CoS izt /1Fa—Il~v 7, /1L CoS iz F 22—
TORLEWEID ITw v B 7 LET,

mls qos srr-queue output dscp-map DSCP A2 H ¥ =2—, FHidFa—¢ LEXVWMEID ICw v
YT LET,
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show mis qos queue-set W

show mls qos queue-set

773 = — @ Quality of Service (QoS) #F/ "7 51ZiX. show mls qos queue-set = — ¥ EXEC =2+

YREMEALET,

show mls qos queue-set [gset-id] [ | {begin | exclude | include} expression]

DURYY AN gset-id

(EE) ¥a2—ky b ID T, HEAR—MI¥xa—ky MIBEL., RN— MHEAL
THAF2—4 >0 R CE2EELET, HBETEAHMAILT1 ~2 T,

| begin

(fEE) expression & —BT 2T bR RZHMBLET,

| exclude

(fEE) expression & —ET DT RRNPORILET,

| include

EE) FBESINT expression & —KT D17 2RRICEDET,

expression

SR A > & LTHMT S HAONOITFFITY,

avy Kk E—F o —# EXEC

avY FOERE yy—=x

EERE

12.1(11)AX

Zoavwry RRBMENELE,

BREDHA FSM4Y  CFEHITIE, KXFEALEREERET, 72 & 21F, | exclude output & A L7284 output %
ETITIIRRSNETAD, Output ZETITIIRREINET,

£l WOFHITIL, show mls qos queue-set =~ > KO ERLET,

Switch> show mls gos queue-set

Queueset: 1
Queue

buffers
thresholdl:
threshold?2:
reserved
maximum
Queueset: 2
Queue

buffers
thresholdl:
threshold2:
reserved
maximum

1 2 3 4
25 25 25 25
100 200 100 100
100 200 100 100
50 50 50 50
400 400 400 400
1 2 3 4
25 25 25 25
100 200 100 100
100 200 100 100
50 50 50 50
400 400 400 400
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W show mis qos queue-set

EEa< Uk avyFk ET:
mls qos queue-set output buffers Ny T77EFa—Tky MIEIY Y TET,
mls qos queue-set output threshold Weighted Tail-Drop (WTD) L & \WMEZHEL, Sy 77D
TRAZEY T 4 ZRFEL, Fa—ky MIHTIHRKRATE
VEIDYTCERELET,
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show mis qgos vian W

show mis qos vian

Switch Virtual Interface (SVD IZEH SN TWERY ¥ — = v 7% K7 T 521X, show mls qos vlan
a2—W EXEC a~> FEHEHLET,

show mls qos vlan vian-id [ | {begin | exclude | include} expression]

YUBVIADBE  vian-id KU v — ~ v 7 EFRT HIIC SVI O VLANID 2 J6E L £, JHECE 5
FPHIZ 1 ~ 4094 T,
| begin (EE) expression & —HT 21T bR-EZHBLET,
| exclude UEE) expression & —BT 275 RTNLERINLET,
| include EE) FBESINT expression & —KT D17 2RRICEDET,
expression ZHAA N LTHERT 2 IINOSIFSITT,
a2 F ®—F  =2—# EXEC
2Ty FORERE Jyy—= TERAS
12.2(25)SE Zoavwry RRBMENELE,

BEREDAA FS54>

show mls qos vlan =~ > K5 D H /71X, VLAN ~<X— 2 ® Quality Of Service (QoS) 2341 x—7 /L
THERY V— vy TRRESN TV IHEETETERR D £,

LFHITIE, KRLFENLFREISNET, =& 21, | exclude output & AJ) L7845, output %
BUITIEIR RS INETADR, Ouiput #E5TATIEIRSINE T,

fl KOHITIL, show mls qos vlan =~ > RO EZRLET,
Switch> show mls qos vlan 10
V1anlO
Attached policy-map for Ingress:pm-test-pm-2
BEa<>F avwyk A
policy-map BHOFR— MIEATELRY v— v o TEEREITEE
L. RV v —~=v 7 ar74X¥alb—var T—REHIEL
i‘j‘o
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Hl  show monitor

show monitor

AA v FOF TP Switched Port Analyzer (SPAN; 21 »F K K— |k 7+ 74 ¥) LU Remote
SPAN (RSPAN) t v i g /BT HEHREZRTT 2I21E, show monitor == —¥ EXEC =2~ F&ffi
MLES. F=U—F2HELTavr FE2EMTL2IL T, HEDtyvary, §TOky 3
Y. FTRTOu—hEyvary, TRTCOVE—F By varyRERENET,

show monitor [session {session_number | all |local | range /ist | remote} [detail]] [ | {begin
| exclude | include} expression]

DB ADEA  session (EE) $8ESNT- SPAN ¥ v v a v Ol aE #R LET,
session_number SPAN F£721Z RSPAN Ot v v a v EBEEZIBELET, HE TE DHMAIX
1 ~66 T3,
all FTARTHSPAN By v a v aRRLET,
local a—HLdD SPAN v g U IPTEF R LET,
range /ist SPAN & v v a OB (list (ZH ety v a VOfH) 2R - LET,

lo0tyyarEridty s O#AOWWTNANE RS, FHOD
Ba. 2 008TFT0 I bEWEREINZRY T O 7o TCREILGNE
T)o HU~XKUIY DT A—=FH], Fid3 A 7 UFREOHPIC A —
AFADLEREA,

GF) ZoOF—U— KX, ¥ EXEC T— FOEFETZ T FEHATEE T,

remote UE—hrDSPAN ¥y v a v EiFE&rLET,
detail (EE) eSSty v a v OFMEREFRLET,
| begin expression & —BT DTN LR TERBLET,
| exclude expression & —ET AT 2 FRINBERINL £,
| include fRIE L7 expression & —HBT 2T RRICEDET,
expression ZBRRA N LTHERT 2 HIINOLFHITT,
a2 kFE—F 2% EXEC
IO FOERE yy—= EERE
12.1(11)AX Zoawry RRBMEhE L,
12.1(14)EA1 range /ist 3 L O detail ¥—U — R BIMEE L,

FRLOAM RFSMY  FHITiE, RXFEDACFREBSNET, 72L& 2I1E. | exclude output & A/ L7I=84 . output %
ETITIIR R SNETAD, Output ZETITIIRREINET,

show monitor =~ > K & show monitor session all =~ > FOHAiL[E T T9,
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]

iz, show monitor == —¥ EXEC =~ FOHIflZR L E7,

Switch# show monitor

Session 1

Type : Local Session

Source Ports

RX Only : Fa4/0/1

Both : Fa4/0/2-3,Fa4/0/5-6
Destination Ports : Fa4/0/20
Encapsulation : Replicate
Ingress : Disabled

Session 2

Type : Remote Source Session
Source VLANs

TX Only : 10

Both : 1-9

Dest RSPAN VLAN : 105

show monitor H

wOFTIX, m—H/L SPAN &2k v a v 1 12%% 5 show monitor = —4% EXEC =2~ KD

NERLET,

Switch# show monitor session 1
Session 1

Type : Local Session

Source Ports

RX Only : Fa4/0/1

Both : Fa4/0/2-3,Fa4/0/5-6
Destination Ports : Fa4/0/20
Encapsulation : Replicate
Ingress : Disabled

OB TIX AT NT 7 4 v VlREE A 32— T W2 L7234 @ show monitor session all = —4 EXEC

avwr ROz RLET,

Switch# show monitor session all
Session 1

Type : Local Session

Source Ports

Both : Fa4/0/2

Destination Ports : Fa4/0/3
Encapsulation : Native

Ingress : Enabled, default VLAN = 5
Ingress encap : DOT1Q

Session 2

Type : Local Session

Source Ports

Both : Fa4/0/8

Destination Ports : Fa4/012
Encapsulation : Replicate

Ingress : Enabled, default VLAN = 4
Ingress encap : Untagged

BBEav R

avwvFk HL

monitor session SPAN *7-1% RSPAN © v = 2Bk, £ IXEELET,
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B  showmvr

show mvr

BIFE® Multicast VLAN Registration (MVR) 7' m—/ 3L XT XA —Z 52 FRTHIZIE, ¥—T—F%
FEE L 72V T show mvr 554 EXEC 2~ REEH L ET, RBRINLDLDIE, MVR A X—T7 L Th
HMEI D, MVR w/LF %+ 2~ VLAN, K7 = U — 5B, v~V FXF¥ X N 0 —78, B
L O'MVR &— K (dynamic ¥ 721% compatible) T,

show mvr [ | {begin | exclude | include} expression]

DBV ADHHA | begin (=) expression & —B T 21T bR TEZMBLET,
| exclude (fEE) expression & —HT 2T RR"MOBIRINL LT,
| include (EE) 485 Sz expression & —ET DT 2R RICEDET,
expression ZWARA R LTHERT 5 IINOIFSTT,
ATV K E—F  FE EXEC
Y FOBERE Jy—=x EENE
12.1(1AX Coavy FRBMSNE L,

BRLDOHARSMY  UFHITiE, RXFEDALTFREB SN ET, 72L& 2I1E. | exclude output & AJ) L7I=8 4, output %
EUITIXIR R SNETAD, Output 8 TITIIR R ENET,

#1 WOFHITIE, showmvr 2~ FOH 127 LET,

Switch# show mvr

MVR Running: TRUE

MVR multicast VLAN: 1

MVR Max Multicast Groups: 256

MVR Current multicast groups: 0

MVR Global query response time: 5 (tenths of sec)
MVR Mode: compatible

FROFITIE, AT Fx A I —T OREKEIE 256 TT, MVR E— KL, compatible (Catalyst
2900 XL & L O Catalyst 3500 XL A A > F L #B) T 58554) F721% dynamic (B1{F2S IGMP A X —E°
YIEEE —EMERDH Y REILHR— N ETH AT Iy MVR ARy IR R — R ERTW5E
/) OWTANTT,

BIEaT R avwy kR T}
mvr (global configuration) ZA v F | T Multicast VLAN Registration (MVR) %A x—7 /L
LT, RELET,
mvr (interface configuration) MVR &R"— 2 EL F 7,

%“:
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showmvr W

avyk Bl

show mvr interface 2~ FIZ interface 3 X O members ¥ — 7 — K& BN L7256,
BREINTEMVR A UV F—T oA A RESNTA X —T oA A
DAT—H A FlFAVE—T 2 A ANBTHTXTO<ILTF
¥ A b IN—TRERENET,

show mvr members MVR =V F XX A~ TN—T DAL NR—=THDHR— T RTEE
RLUET, ZA—THICA U AN=RNNRWEA, A —T 1397 7
T4 T THDHZEERLET,
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B show mvr interface

show mvr interface

Multicast VLAN Registration (MVR) L v —N—BIVEELA— M2 RRZTDHICE, F—V—F%
FREH31C show mvr interface ## EXEC 2~ FEHEHAL LT, ¥—U—FEHFELTCIDavy
REERATLE, HEDOL TV —S— K —FD MVR RT XA —2NERINET,

show mvr interface [interface-id [members [vlan vian-id]]] [ | {begin | exclude | include}

expression|
DB ADGBA  interface-id (EB) AV H—Tx A ADMVR XA 7 AT —H A B ILOHRLRZ
EEFRRLET,
Hihia A v B —T7 = A AT, MR — 1 (AT, RAF v T AL N—,
EVa—, F— FEEFEGL) DEENLET,
members (FE) REShA v 2 —T7 A4 ANBET S MVR JV—7 %3 X THKR
LET,
vlan vian-id (&) Z® VLAN O MVR Z /v —7 AU NR—%F_RCHERLET, {7
ETCTXA%HIZ 1 ~ 4094 T,
| begin (EE) expression & —BT 21T LR RERBLET,
| exclude (EE) expression & —BT 51T RN OLERILET,
| include (EE) fRE SN expression & — T HTERRICEDET,
expression ZHARA Y N LTHEAT B HIINOIFTHITT,
oYYk E—F ¥t EXEC
av Y FORERE yy—= EFERA
12.1(11HAX Toawy RABMShE L,

FREDHLAKESA4Y AN L7ER—FRIEMVR R— P ELITREETR—FOBRAIE. =5 — A vbe—UREENET, A
HLIZAR—= IRy — "= R— bOEFAIE, A— b XA 7, R—FENORAT—F X 1L OEIH
ERENERINET,
members ¥ —7U— RK&EZANTBHELE, A X —Tx2AALEDMVR ZV—7 AU NRN—=R1FT_RCEREIN
9, VLANID #A/175 L, VLAN ® MVR 7L —7 AU R—RNF_RTCERINET,

LFHNTIE, KXFEDXFREIENET, 72& 21E, | exclude output & AJ) L7234 output %
BUITIXRRINETAD, Output ZETATIIR R EINET,
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show mvr interface Wl

1 WOEITIL, show mvr interface =~ > FOH %R LE T,
Switch# show mvr interface
Port Type Status Immediate Leave
Gil/0/1 SOURCE ACTIVE/UP DISABLED
Gil/0/2 RECEIVER ACTIVE/DOWN DISABLED

EFEO Status DEFEIL, KO LB TT,

e ACTIVE X, R—F2B VLAN IZHENTWH I LEEKLET,

e UP/DOWN %, F— hPEEEF LT TRV ERLET,

e INACTIVE i%, A— ;2 VLAN IZEEN T ARWVWI L 2ERLET,

WOFITIX, FEE S NTZHR— @ show mvr interface =~ > RO &R L E£T,

Switch# show mvr interface gigabitethernetl/0/2
Type: RECEIVER Status: ACTIVE Immediate Leave: DISABLED

ORI TIiX, show mvr interface interface-id members =2~ > RO IR LET,

Switch# show mvr interface gigabitethernetl/0/2 members

239.255.0.0 DYNAMIC ACTIVE
239.255.0.1 DYNAMIC ACTIVE
239.255.0.2 DYNAMIC ACTIVE
239.255.0.3 DYNAMIC ACTIVE
239.255.0.4 DYNAMIC ACTIVE
239.255.0.5 DYNAMIC ACTIVE
239.255.0.6 DYNAMIC ACTIVE
239.255.0.7 DYNAMIC ACTIVE
239.255.0.8 DYNAMIC ACTIVE
239.255.0.9 DYNAMIC ACTIVE
BAEaOTY R avyk e
mvr (global configuration) A A »F T Multicast VLAN Registration (MVR) % 1 *—
TZLT, RELET,
mvr (interface configuration) MVR R— h&2FHELET,
show mvr AL v F D7 r—s3L MVR BEZFRLET,
show mvr members MVR =L F X AN TN —F DAL NR—THBHTITDOL

eN— K- ERRLET,
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Hl  show mvr members

show mvr members

BWIEIP v VT XX AN TNA—T DA NR—=THIHTRTOL I —_"—BILOEELTR— F2ERTH
{Zi%. show mvr members $## EXEC 2~ > R&fEH L £7,

show mvr members [ip-address] [ | {begin | exclude | include} expression]

DOBRYYADEHBA  ip-address (EE) IP<LFX¥ AR T RLATY, TRLVLAZANTHE, v LT
XFYARNTN—=T DA N=THDHTRTDOL T —N"—BLUEEILR—
rRERENET, T RLAZASLARWEAIL, 3T Multicast
VLAN Registration (MVR) 7V —7DF_XTDALN—RJ A FIFE
T TN—TRIZA U N=ReWEX, 70— 713 Inactive & L THER

SNET,
| begin (EE) expression & —HT 21T ORREZRBLET,
| exclude ({ER) expression & —HT 21T KRN OERINL E T,
| include (EE) $8E Sz expression & —ET DT RRICEHEDET,
expression ZRRA M E L THERT 2 H N LFHTY,
AT FE®—F ¥ EXEC
v FORERE J1y—=x EERAE
12.1(11)AX Zoavwry RRBMESnELE,

FEEEDHSL K542 show mvr members =~ RNiE, Ly —A_—BIOEELCR— MIEHENET, MVR E#fE— KD
B TRTOEBELR—ME, TRTOIAFFYr AN T —TF DAL N—TF,

LFHITIE, KXFENDXFREENET, 72& 21E, | exclude output & AJ) L7234 output %
EUITIXIR R SNETAD, Output 8 TITIIR R ENET,

i WoHI T, show mvr members =~ FOHHEZRLET,
Switch# show mvr members
MVR Group IP Status Members
239.255.0.1 ACTIVE Gil/0/1(d), Gil1/0/5(s)
239.255.0.2 INACTIVE None
239.255.0.3 INACTIVE None
239.255.0.4 INACTIVE None
239.255.0.5 INACTIVE None
239.255.0.6 INACTIVE None
239.255.0.7 INACTIVE None
239.255.0.8 INACTIVE None
239.255.0.9 INACTIVE None
239.255.0.10 INACTIVE None

<output truncated>

Catalyst 3750 R/ yF Av v F YI7L R
2-680 OL-8552-07-J |



| £ 2% Catalyst 3750 X4 ¥ F Cisco I0S A<~ F

show mvr members W

ORI TIL, show mvr members ip-address 2~ > RKOH N ERLET, ROT RLAZFF-7Z 1P~
NFXX AR TN—T DA NR—%FRLET,

Switch# show mvr members 239.255.0.2

239.255.003.--22 ACTIVE Gi1/0/1(d), Gil/0/2(d), Gi1/0/3(d),
Gil/0/4(d), Gil/0/5(s)
BEaTUF avwyk 7L
mvr (global configuration) A A »F LT Multicast VLAN Registration (MVR) % 1 F—
T LT, RELET,
mvr (interface configuration) MVR R— F 2 ELET,
show mvr 2L vFDTa— )L MVR BEEFERLET,
show mvr interface < FiZ members ¥—U— F&BMLEZEA, REShZ
MVR AV HZ—T x4 A, FRESINTEA LV H—T =2 ADAT —
BA . FIIA L E—T 2 A ANFTHTXTOSILTFFv A
N TN —TNERRINET,
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Bl show network-policy profile

show network-policy profile

Fy hU—27 RV v— 7T a7y A NVERRT HIZIE. show network policy profile 7+ EXEC =2~ >

FaHLES,
show network-policy profile [profile number] [detail] [ | {begin | exclude | include}
expression|
YUBYYADBRBA  profile (EE) Xy hI—2 RUv—Ta7 7 A VEGERRLET, 7077 A VBAS
number ENTWRWGE, TXTOXRy b= KU v — T a7 7 A ARRRSNET,
detail (FER) FMRAT—Z X LREFHERER T LET,
| begin (LE) expression & —EHT 2T bRREZHGE L T,

| exclude ULE) expression & —BT 2T RTMLERILET,
| include (L&) $87E Iz expression & —HT 2T FRIZEDET,
expression SR N LTHERT 2 HIINOCFHTT,

™.

H
I

T

avy ¥t EXEC

av Yy FOERE Jy—=x EERNE
12.2(50)SE Zoavwy RPBEMEShE L,

1 W OB TIL, show network-policy profile =~ > FOH A ERLFT,

Switch# show network-policy profile
Network Policy Profile 10
voice vlan 17 cos 4

Interface:
none

Network Policy Profile 30
voice vlan 30 cos 5
Interface:
none

Network Policy Profile 36
voice vlan 4 cos 3
Interface:
Interface id

BEa<>F avwyk BiEA
network-policy AVHE—T 2 AZFy hT—27 R —%WHLET,
network-policy profile (global %o hU—2 U o 7117 7 { L% fFlk L £
configuration)
network-policy profile Xy b= RY)v—Tu7r7 A VOB EFRELET,
(network-policy configuration)
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show nmsp

A A »F @ Network Mobility Services Protocol (NMSP) 1§#i4 &7 511X, show nmsp Fit#
EXEC a~v o FEMHHLET, Zoa~vr NiE, A4y FTHEBLY 7 =T 4 A=V RETIH
TWAHBICE IR TE £,

shownmsp W

show nmsp {attachment suppress interface | capability | notification interval | statistics
{connection | summary} | status | subscription {detail | summary}} [ | {begin |
exclude | include} expression]

DURy Y ZADFHHA

attachment suppress THYTFAMIIA LV E—T 2 ZAEFRRLET,

interface

capability PR=PFENDZYP—ERLYTH—EREZELAL v FHELZFRLE
\j‘o

notification interval Y R—PFEINHZY—bEROBEAMREEZFZERLET,

statistics {connection | NMSP #aHERaz R~ LET,

summary e connection : FHEHTHOA v —Y IO X EFRLET,
e summary : /' 0— L B U X EFRIFLET,
status NMSP #ife 2B+ oM AR R L E T,
subscription {detail | £ NMSP #fticBdd 297227 Vv a ERER R LET,
summary; o detail : FHEETH T XY TA T LTWHTRCOPF—ERALHT
-2 xR RTLET,
o summary : ZHEHETH T AT T4 T LTNDHTRTOF—E %K
~LET,
| begin (f£E) expression & —H T HIThOLERERBLET,
| exclude (EE) expression & —B T 51T KR LRI LET,
| include (L&) $8E SNz expression & —ET DT RRICEDET,
expression ZHARA b ELTHERT 2 N DLFHITT,
ATk E—F ¥ EXEC
a2 FOERE Jy—=x EERNE
12.2(50)SE Zoavwy RBMEMEShE L,
i OB TIL, show nmsp attachment suppress interface =~ > FOH 2R L E T,
Switch# show nmsp attachment suppress interface
NMSP Attachment Suppression Interfaces
GigabitEthernetl/1
GigabitEthernetl/2
Catalyst 3750 R4 v F a2 F YI7L VR
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show nmsp

WK OBFITIL, show nmsp capability =~ > KOH %R L E7,

Switch# show nmsp capability
NMSP Switch Capability

Service Subservice
Attachment Wired Station
Location Subscription

W OFHITIE, show nmsp notification interval =~ > FOH I ER L E T,

Switch# show nmsp notification interval
NMSP Notification Intervals

Attachment notify interval: 30 sec (default)
Location notify interval: 30 sec (default)

W DFITIL, show nmsp statistics connection =~ > & show nmsp statistics summary =~ > RO

HERLET,

Switch# show nmsp statistics connection
NMSP Connection Counters
Connection 1:

Connection status: UP

Freed connection: 0

Tx message count Rx message count
Subscr Resp: 1 Subscr Reqg: 1

Capa Notif: 1 Capa Notif: 1
Atta Resp: 1 Atta Reqg: 1

Atta Notif: 0

Loc Resp: 1 Loc Reqg: 1

Loc Notif: 0
Unsupported msg: O

Switch# show nmsp statistics summary
NMSP Global Counters
Send too big msg: 0
Failed socket write: 0
Partial socket write: 0
Socket write would block: 0
Failed socket read: 0
Socket read would block: 0
Transmit Q full: O
Max Location Notify Msg: 0
Max Attachment Notify Msg: 0O
Max Tx Q Size: O

WOFHICIE, show nmsp status 2~ > KOHAERLET,

Switch# show nmsp status

NMSP Status

NMSP: enabled

MSE IP Address TxEchoResp RxEchoReq TxData RxData
172.19.35.109 55 4 4
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shownmsp W

W OFITIiE, show nmsp show subscription detail =~ > K& show nmsp show subscription
summary 2~ NOMIERLET,

Switch# show nmsp subscription detail
Mobility Services Subscribed by 172.19.35.109:

Services Subservices
Attachment: Wired Station
Location: Subscription

Switch# show nmsp subscription summary
Mobility Services Subscribed:

MSE IP Address Services
172.19.35.109 Attachment, Location
BEaIUF avwUk B
clear nmsp statistics NMSP #gth v 2% 27 U7 LET,
nmsp A A v F T Network Mobility Services Protocol (NMSP)

A FR—T NI LET,
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W  show pagp

show pagp

A—MERT 7 ha (PAgP) Fx x ZV—TIERAEFRTFT HI121%, show pagp = —H EXEC =

~Y FEEHLET,

show pagp [channel-group-number] {counters | dual-active | internal | neighbor} [ |
{begin | exclude | include} expression]]

YUYV ADBRB  channel-group-number  ({LE) F ¥ KL VI —TOES T, HIETE ML 1~ 48 TT,
counters N7 74w 7 ERERTLET,
dual-active FaTNTITFAT AT —F A%FRLET,
internal WNEEHZ R R LET,
neighbor FAN—IERERRSLET,
| begin (EE) expression & —HT 21T bR R-EZHBLET,
| exclude (EE) expression & —BT 21T RRP LRI L ET,
| include (EE) $8E &7z expression & —ET DT 2R RICEDET,
expression ZRARA L ME L TERT 2RO TFESITT,
ATk E—F  =—%EXEC
a7 Y FORERE J1y—=x EERAE
12.1(11HAX oawry RRBEMERE L,
12.2(25)SE channel-group-number FFEMN 1 ~ 12 5 1 ~48 [TEHE IR FE LT,
12.2(46)SE dual-active ¥— 7V — RN BII&hE Lz,

EREDHA R34

]

show pagp =2~ REANTLE, 70747 RF ¥V TA—TDERBERINET, T2
T AT R— b FXYRNVOERERRT DI, F ¥ RV I —TFK 5% HEL T show pagp =~ F

ZANILET,

LFEHTIE, KXFENLFEREIENET, 72L& 21, | exclude output & A L7254, output %
ETITIIR R SNETAD, Output ZETITIIRREINET,

WOFITIL, show pagp 1 counters =~ > ROH & RLET,

Switch> show pagp 1 counters

Channel group:

Gil1/0/1
Gil1/0/2

Information Flush
Recv Sent Recv
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showpagp M

W OBFITIL, show pagp 1 internal =~ KOH I Z/RLET,

Switch> show pagp 1 internal
Flags: S - Device is sending Slow hello.
A - Device is in Auto mode.
Timers: H - Hello timer is running.
S - Switching timer is running.

Channel group 1
Hello

C - Device is in Consistent state.
Q - Quit timer is running.

I - Interface timer is running.

Partner PAgP Learning Group

Port Flags State Timers Interval Count Priority Method Ifindex
Gil/0/1 sC u6/57 H 30s 1 128 Any 16
Gil/0/2 sC U6/S7 H 30s 1 128 Any 16

WK ORFITIL, show pagp 1 neighbor =~ > RO 1 ERLET,

Switch> show pagp 1 neighbor

Flags: S - Device is sending Slow hello. C - Device is in Consistent state.
A - Device is in Auto mode. P - Device learns on physical port.
Channel group 1 neighbors
Partner Partner Partner Partner Group
Port Name Device ID Port Age Flags Cap.
Gil/0/1 switch-p2 0002.4b29.4600 Gi0l//1 9s sC 10001
Gil/0/2 switch-p2 0002.4b29.4600 Gil/0/2 24s SC 10001

WOFTiX, show pagp dual-active =~ > FOH 1 EZ R LET,

Switch> show pagp dual-active
PAgP dual-active detection enabled: Yes
PAgP dual-active version: 1.1

Channel group 1
Dual-Active Partner
Port Detect Capable Name

Partner Partner
Port Version

Gil/0/1 No Switch Gi3/0/3 N/A
Gil/0/2 No Switch Gi3/0/4 N/A
<output truncated>
BIEaTUF =N S BL]
clear pagp PAgP F v %)V FNV—TE#HE 7 V7 LET,
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M  show parser macro

show parser macro

ZA v F EOTRTCOBREF A~ 7 0 E213 1 DD~ 27 0D F A—F 2FK T 5I21%, show parser
macro = —# EXEC 2~ F&HEMA LET,

show parser macro [ {brief | description [interface interface-id] | name macro-name} |
[ | {begin | exclude | include} expression]

DB ADEBA  brief LE) &~/ D4 ERFTLET,
description [interface ((LE) T X TO~ 7 v O@HEIITFFED A V¥ — 7 = 4 ADOF & FER
interface-id| LE1,
name macro-name (L) ~7ufTHESNE 1 SO~ 7 nilElT 3 EREsFRLET,
| begin (fERE) expression & —BT 21T bR TZHMBLE T,
| exclude (=) expression & —BT 21T RN ORINLE T,
| include (EB) $8E Sz expression & —ET HIT2FKRICEDET,
expression ZRARA P E LTHERT 2 HANOLFHITT,

av2FE—F % EXEC

vy FORERE Jy—= EEANR
12.1(19)EA1 Zoavry RRBMEnE LR,

EREDAHA R34y

7

XFHNTIE, KXFENLFNRRBIESET, =& 2L, | exclude output & A L72354A . output %
BUITIERRINERFADN, Output % ZLITIERRINET,

WOFITIE, show parser macro =2~ ROMAERLET, YA2 F74L b w7 vdfhix, A
AYFDOTTy b7 —bEAL v F ETIEITLTNDLY T hU =T A A—VICKoTERY £,

Switch# show parser macro

Total number of macros = 6

Macro name : cisco-global

Macro type : default global

# Enable dynamic port error recovery for link state
# failures

errdisable recovery cause link-flap

errdisable recovery interval 60

<output truncated>

Macro name : cisco-desktop

Macro type : default interface

# macro keywords S$AVID

# Basic interface - Enable data VLAN only

# Recommended value for access vlan (AVID) should not be 1
switchport access vlan S$AVID
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switchport mode access

<output truncated>

Macro name : cisco-phone

Macro type : default interface

Cisco IP phone + desktop template

macro keywords S$AVID S$VVID

VoIP enabled interface - Enable data VLAN

and voice VLAN (VVID)

Recommended value for access vlan (AVID) should not be 1
switchport access vlan $AVID

switchport mode access

HH H H H

<output truncated>

Macro name : cisco-switch

Macro type : default interface

macro keywords S$SNVID

Access Uplink to Distribution

Do not apply to EtherChannel/Port Group

Define unique Native VLAN on trunk ports

Recommended value for native vlan (NVID) should not be 1
switchport trunk native vlan S$NVID

HH H H H

<output truncated>

Macro name : cisco-router

Macro type : default interface

# macro keywords S$NVID

# Access Uplink to Distribution

# Define unique Native VLAN on trunk ports

# Recommended value for native vlan (NVID) should not be 1
switchport trunk native vlan $NVID

<output truncated>

Macro name : snmp
Macro type : customizable

#enable port security, linkup, and linkdown traps
snmp-server enable traps port-security
snmp-server enable traps linkup

snmp-server enable traps linkdown

#set snmp-server host

snmp-server host ADDRESS

#set SNMP trap notifications precedence
snmp-server ip precedence VALUE

W OB TiX, show parser macro name =~ > RO ZRLET,

Switch# show parser macro name standard-switchlO
Macro name : standard-switchlO

Macro type : customizable

macro description standard-switchlO

# Trust QoS settings on VOIP packets

auto gos voip trust

# Allow port channels to be automatically formed
channel-protocol pagp

show parser macro W
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M  show parser macro

WK DOFITIL, show parser macro brief =~ > KOH /R L E7,

Switch# show parser macro brief
default global : cisco-global
default interface: cisco-desktop
default interface: cisco-phone
default interface: cisco-switch
default interface: cisco-router
customizable ¢ snmp

K DOFITIL, show parser macro description =~ > FOH 12 R L E T,

Switch# show parser macro description
Global Macro(s): cisco-global

Interface Macro Description(s)
Gil/0/1 standard-switchl0
Gii/o0/2 this is test macro

WK DFITiL, show parser description interface =~ > NOH 1R LE T,

Switch# show parser macro description interface gigabitethernetl/0/2

Interface Macro Description
Gil/o0/2 this is test macro
BREOY VR avwy kR BIL]

macro apply AV E—T AR I~ 7 a%BEHT A, A F—T A A RITv7nm
AL TELET,

macro description A H =T oA AZHEAENT-~ 7 2 il oW TOMAEZBINLET,

macro global A v F RIZv 7 nz@lT 50, A v F R 7 maz@EM L TERHL
EJcpe

macro global A v FICEA SNz~ 7 0 IZOWTOHRBEZENL 7,

description

macro name ~ 7 aEERLET,

show running-config  EXRIN/T-~ 7/ m 2 EULBRIEOIERELF T LET, HXHFRICONT
%, [Cisco I0S Configuration Fundamentals Command Reference.]
Release 12.2 > [File Management Commands] > [Configuration File
Management Commands] %R L T 72X 0,
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show policy-map W

show policy-map
EIFNT 7 4 v OSFEHRMER EFKT D Quality of Service (QoS) KU ¥ — v v FEFRT DITIL,
show policy-map = —#% EXEC 2~ REHEMALET, KU — < v 7IiF, mikigE s R X OWHIER
i L7235 E OXMLEEEET 2R ) — a2 TE £9,

show policy-map [policy-map-name [class class-map-name]] [ | {begin | exclude | include}

expression|
YUBYYADBRBA  policy-map-name (BB HESNERY v—< v 7OL4HIEFRRLET,
class class-map-name EE) %27 F7AD QoS KV v —T 7 v arvieRnrLEd,
| begin (£7E) expression & —H T BITHOLEREHBLET,
| exclude (fER) expression & —B T 21T RTFNPORINLE T,
| include (L&) #8E Sz expression & —ET DT RRICEDET,
expression ZRARA 2 N LTHERAT 2 HANOIIFHITT,

()  control-plane 5 L O interface ¥— U — RiE, 2~ FIA4 D~LF 2 M) U ZIC3FERENET
N, PR—FENTOEFAL, BRENTODHEFHERITER L T ZE0,

avy Kk E—F o —# EXEC

A%y FOBERE yy—2 EERE
12.1(11)AX oy RGBS NE L,

BREDHA FSM4Y  CFEHITIE, KXFEALTEREERET, =& 21F, | exclude output & A L7284, output %
ETITIIRRSNETAD, Output ZETITIIRREINET,

i WOHFITiX, show policy-map =~ RO &R LET,

Switch> show policy-map
Policy Map videowizard policy2
class videowizard 10-10-10-10
set dscp 34
police 100000000 2000000 exceed-action drop

Policy Map mypolicy
class dscpb

set dscp 6
BIEav Uk avwUFk BL
policy-map BHOR— MR R) v — vy PR EREZIIEF LT, —t

AR —EBELET,
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W show port-security

show port-security

AVH =T 2 A RAETNEIAA v TFOR—b ¥F2 )7 4 FHELRRT HITIE. show port-security Ff
#E EXEC 2~ REMHEHALET,

show port-security [interface interface-id] [address | vlan] [ | {begin | exclude | include}
expression|

DURy Y ZADFHHA

interface interface-id IE) BEINTFA LV E—T A ADKR—F X2V T4 REEZETL
I, A% A A —T oA AL, WEER—F (AT AA T A
N— BV a—)b, F— b EESEET) DNEENET,

address (EE) I X CoOFR— bERIFRBESINEZAR— M EOT R TOEX 2T
MAC 7 L 2% EK R LET,
vlan UEE) BESNEA LV H—T 24 ADTRTHO VLAN OFR— K ¥ 2

TAREEFRRLET, ZOF—U—KiF, A v FR—F T— N
trunk ICHRESNTWAAL L EZ—T oA A LT TCERENET,

| begin (EE) expression & —ET T bERRNERIGELE T,

| exclude (fEE) expression & —ET 21T 2 FRNbRINL £,

| include (L&) $8E Iz expression & —HT 2T FRICEDET,

expression BRARA 2 N LTHERT 2 HAINOIIFTHITY,
a2 F E®—F  f5HE EXEC
avy FOERE yyy—=x EERNE

12.1(11)AX Zoawry RpBIMEnE L,

12.1(14)EA1 vlan ¥—U— KBNS ELE (FT 7 B— 2T TER),

EREDAHA R34y

F—U—KREBEELRZNWTZIOavr REANTDIE, AL v TFOTRXTOEF2T R— FOEFHR
T—HABLOEERAT =X ARH DI ET,

interface-id ® NI LTI=5A, a~ LV REA v X —T 2 ADKR—F EX 2 VT REEZRRLET,

address ¥— 7V — FZHBELCa~vr FEANTLIE, TRXTDODA U H—T oA ADEHF 2T MAC T
RLA, BEOEtxaT 7 RLADT—J UV ERNFRINET,

interface-id ¥ —7 — RE LT address ¥— 7V — RZEEL Ta~vr FEANTLE, X227 TF
LADZ—D o TR EE ST B8 —T =24 2D MAC 7 RLARTRTERINET, ¥ —
T2AALETR—=F X2V T4 MBAX—TNVTRWEAEL, Z0a~vr FEEHLT, Fo14
H—T 2 A AZADMAC T RLRAETRTCERTEET,

vlan ¥ —U— FEHRELTCa~r FEANTDE, A X —T 24 AD VLAN T X CIZHKT 5% =

7 MAC 7 FLADRKBEZB L OBREENERINET, 20TV a i, AL vFR—F
F— FR trunk IZHTEINTWAEL L Z—T oA X LT TERENET,

XFHNTIE, KRIXFENLFNRRBESET, =& 1L, | exclude output & AJJ L7=354A . output %
EUITIIR R ENEREAD, Output % & Te471 ii‘%ﬁéﬂiﬂ_
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show port-security W

1l WROFITIL, show port-security =~ FOHITE R LET,
Switch# show port-security
Secure Port MaxSecureAddr CurrentAddr SecurityViolation Security Action
(Count) (Count) (Count)
Gil/0/1 1 0 0 Shutdown
Total Addresses in System (excluding one mac per port) HE
Max Addresses limit in System (excluding one mac per port) : 6272
W OFHITIL. show port-security interface interface-id =~ > RO A ERLET,
Switch# show port-security interface gigabitethernetl/0/1
Port Security : Enabled
Port status : SecureUp
Violation mode : Shutdown
Maximum MAC Addresses : 1
Total MAC Addresses : 0
Configured MAC Addresses : 0
Aging time : 0 mins
Aging type : Absolute
SecureStatic address aging : Disabled
Security Violation count : O
WROFITIL. show port-security address =~ > ROH AR LET,
Switch# show port-security address
Secure Mac Address Table
Vlan Mac Address Type Ports Remaining Age
(mins)
1 0006.0700.0800 SecureConfigured Gi1/0/2 1
Total Addresses in System (excluding one mac per port) 1
Max Addresses limit in System (excluding one mac per port) : 6272
WROFITIL, show port-security interface gigabitethernet1/0/2 address =~ FOH N Z R LET,
Switch# show port-security interface gigabitethernetl/0/2 address
Secure Mac Address Table
Vlan Mac Address Type Ports Remaining Age
(mins)
1 0006.0700.0800 SecureConfigured Gil/0/2 1
Total Addresses: 1
WK DOBFITIL, show port-security interface interface-id vlan =2~ > ROH 1R LET,
Switch# show port-security interface gigabitethernetl/0/2 vlan
Default maximum:not set, using 5120
VLAN Maximum Current
5 default 1
10 default 54
11 default 101
12 default 101
13 default 201
14 default 501
Catalyst 3750 R4 v F a2 F YI7L VR
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W show port-security

BEaITUF av vk B
clear port-security MAC 7 RVA T—=TNVInb AL v F LFliFA v H—T x4 A L
DRFEDZA TDEF 2T T RVALFTRITOEX2T TR
LV AZHIBRL £,
switchport port-security A—=FETHR—F X2V T 4524 Fx—T ML, A— bOFEHN

Gra—VPEROAT = ay ZL—7ITHIRL, £%27 MAC
T RVRAEBRIELET,
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show power inline

show power inline W

¥8 € & 7= Power over Ethernet (PoE) N— N F 72139 _XT®D PoE ;"R— D PoE AT — X A& FK/RT
%\Zi%. show power inline == — EXEC =t~ > R&fAH L £,

show power inline [[interface-id | consumption | | module switch-number] [ | {begin |
exclude | include} expression]

DURy Y ZADFHHA

interface-id

(BB HEShA v X —7 =4 A0 PoE BE#EBENEBERERRLE
R

consumption

(fE&) PoE AR— MIHfe LIIREICHI D S ToN/E N 2R R LET,

module switch-number

(EE) HESNIAS v 7 Ao A—Ofi— NEGERR LET, AL v
FERLL~9 TT,

| begin UEE) expression & —B T AT bR REZRIBELET,
| exclude (EE) expression & —HT 21T2RKTNPORINLET,
| include (L&) $8E Iz expression & —HT 2T FRICEDE T,
expression ZRARA 2 N LTHERT 2 HAINOIIFTHITY,
avYkE—F  2—%EXEC
av Y FOERE Jy—= EEANR

12.1(19)EA1

Zoavry RRBMEnE LR,

12.2(25)SEC

consumption ¥ — U — FANBEMI v E LT,

EREDAHA R34y

LFHTIE, KXFENXTERRBIESNET, =& 21E, | exclude output & A L7Z#4A . output %

GUATIRER SAELAR, Output & ELATEERSNET,

i WOFITIL, show power inline =~ > O N ZRLET, HAITIE, A—F2NBRET 1 v 7T
EINTEY, ENNZOR— MIFINZH VY TORTWETD, ZEEETIEFINATHEEA,
A=k 6%, mKRKT v I 10 WIZERESNTWD7HIT power-deny A7 — MI7R2 > T\ 5 AH
T4 v R—FTT, ERINEZEEEICE, Class 0 £721% Class 3 HEICOWTHE SN 7
AD{RRT v PEPRRESNTOES, £ 2352, HAH7 44—V FOBBHEZRLET,
Switch> show power inline
Module Available Used Remaining
(Watts) (Watts) (Watts)
1 370.0 114.9 255.1
2 370.0 34.3 335
Interface Admin Oper Power Device Class Max
(Watts)
Fal/0/1 auto on 6.3 IP Phone 7910 n/a 15.4
Fal/0/2 static off 15.4 n/a n/a 15.4
Fal/0/3 auto on 6.3 IP Phone 7910 n/a 15.4
Catalyst 3750 R4 v F a2 F YI7L VR
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Bl show power inline

Fal/0/4 auto on 6.3 IP Phone 7960 2 15.4
Fal/0/5 static on 15.4 IP Phone 7960 2 15.4
Fal/0/6 static power-deny 10.0 n/a n/a 10.0
Fal/0/7 auto on 6.3 IP Phone 7910 n/a 15.4

<output truncated>

WORFITIL, A— FTOD show power inline =~ > KOH /R L E7,

Switch> show power inline fastethernet2/0/1

Interface Admin Oper Power Device Class Max
(Watts)
Fa2/0/1 auto on 6.3 IP Phone 7910 n/a 15.4

WOFITIEX, TXTD PoE AA »F AR — k® show power inline consumption =~ > RO ) &R L
ij—o

Switch> show power inline consumption
Default PD consumption : 15400 mW

OB TIL, AH w7 A2 /3— 1 TO show power inline module switch-number =~ > KO 1% R~

LET,
Switch> show power inline module 1
Module Available Used Remaining

(Watts) (Watts) (Watts)
1 370.0 166.2 203.9
Interface Admin Oper Power Device Class Max

(Watts)

Fal/0/1 auto on 6.3 IP Phone 7910 n/a 15.4
Fal/0/2 auto on 6.3 IP Phone 7910 n/a 15.4
Fal/0/3 auto on 6.3 IP Phone 7910 n/a 15.4
Fal/0/4 auto on 6.3 IP Phone 7910 n/a 15.4
Fal/0/5 auto on 6.3 IP Phone 7910 n/a 15.4
Fal/0/6 auto on 6.3 IP Phone 7910 n/a 15.4
<output truncated>
% 2-35 show power inline interface ® 7 1 —JL FDO#zHA
F4—ILE A
Admin FHE— | : auto. off. static
Oper #HiEE— K :

o on: ZEHEESBRHIN, BAMNEHIATHET,
o off : POE N EINTWVERA,
o faulty : EERHE IR EEBEREFEORETT,

o power-deny : ZEHEEN B SALTWETA, PoE MM TE RVREED,
RRY v MBI SR EEREOR KB B A THET,

Power PoE OHLFE D v K

Device M SN E®ED X A 7 : n/a, unknown, Cisco powered-device, IEEE
powered-device, <CDP 7>5 D4 i >

Class IEEE /3%f : n/a, Class <0 ~ 4>

Available A5 LD PoE O
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show power inline W

& 2-35 show power inline interface ® 7 ¢ —JL FOHEA (#E)
Z4—ILF SRR
Used A— ME Y B THRTWD PoE O
Remaining VAT ANTHR= MIEIY B THR TN PoE %% (Available - Used =
Remaining)
BREOY VR avwy kR BIL]
logging event POEA Ry bOurF L T F—T M LET,
power-inline-status
power inline BAE L7z POE A — R E 72133 2TD PoE A— b OBENFIE— FERE L
ESSaR
show controllers fHELZPOE 20 hr—F DLV AZOfEERRLET,
power inline
Catalyst 3750 R4 v F a2 F YI7L VR
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WM  show sdm prefer

show sdm prefer

FEOFREICKI T 5 AT A Y Y —20E| ) 4 TIZfHEHTX % Switch Database Management (SDM)
Ty U— MIET A EHEER R T DI21E, show sdm prefer 74 EXEC =~ F&2ERLEJ, (£

AT 7L —s2ERT5I20F, F—V—Fa2EEEFiccoa~r FREFHLET,

show sdm prefer [access | default | dual-ipv4-and-ipv6 {default | routing | vlan} | routing
| vlan [desktop]] [ | {begin | exclude | include} expression]

VR yHZMEBE  access (ER) ACLHDOY AT L VY —REKKELT DT T — b 2R LET,
default (EE) BEMDI AT LA VY —ZADNRT L AR LT T L—E2FRL
ES N
dual-ipv4-and-ipv6  ({£3) IPv4 & IPv6 Oi i HR— 25727V T 7L —haeRRLE
{default | routing | 4,
vlan) e default: F 7 4L FOF 2T Fr S L— FEERERLET,
e routing : V=7 4T DT TN TUrT— b NEREERRLET,
e vilan: VLAN T 27V 707 L — b REEZFRLET,
routing ULE) V=T A4 VY THOVAT A Y Y —RAERKIT DT v T L— &k
R~LET,
vlan (fE&) LAY 2VLAN OV AT A VY —REHRAETHT T L— L%
FRLET,
desktop (f-75) Catalyst 3750-12S 7 7 U #— % AA v FHAT, T2 kv 7 OF
VTV — b ERRLET, TOARAL v F T, desktop ¥—V— K& AN L
RWGE, TV TS L — ERERRENET,
| begin (L&) expression & —E T HITH BRI ERBLET,
| exclude UEE) expression & —BT 2T RTRNLERILET,
| include ER) HEENT- expression & —HT DT RRIZEDET,
expression BRRA 2 N LTHERT 2 HAINOILFHITY,
avY K E—F  FE EXEC
av Y FOERE yy—=x FERA
12.1(11)AX o~y RABEMENE L,
12.1(14)EA1 desktop ¥— 7V — RBME L E Lz,
12.2(25)SE dual-ipv4-and-ipv6 {default|vlan} ¥ —7 — FABIMENFE L7,

12.2(25)SED

access ¥— VU — RRBEMEE L,

12.2(25)SEE

routing 7 = 7L IPv4 BLOVIPv6 7> 7' L— O X —TU— RREMEH
F LT

Catalyst 3750 R/ yF Av v F YI7L R
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BEREDAA FS4>

show sdm prefer W

sdm prefer 70—/ )L 2> 7 4 Xal—vay avwr REHEHAL, SDM 77 L — 4 EH L
AlX, REOEREZANNCTHTDAAL v T EY r— RTI20LENHY T, reload FitE EXEC =~
v Ra AT 5HIIZ, show sdm prefer =~ K& A9 5 &, show sdm prefer =~ > Rl kv #
FHERALTWAT T L—bBIWN B — RRICT /T 4 7357 v 7 b— ERFERINET,

BT T — R THEBRENLHFZIT, BEEDOY Y —RCB T BB LEOREREICR Y £3, Mo
ESNIBREDEBEOBFICH K572, EEOHFLIIRRIGENH £,

LFHNTIE, KX EDXFERRIENET, 72& 21E, | exclude output & AJ) L7234 output %
FUITIXR R SNETAD, Output 8 TITIIR R ENET,

fl wOBFITIE, show sdm prefer =~ > FOHAZRLET, FHATOT > FL— FARSATOVET,
Switch# show sdm prefer
The current template is "desktop default" template.
The selected template optimizes the resources in
the switch to support this level of features for
8 routed interfaces and 1024 VLANs.
number of unicast mac addresses: 6K
number of igmp groups + multicast routes: 1K
number of unicast routes: 8K
number of directly connected hosts: 6K
number of indirect routes: 2K
number of policy based routing aces: 0
number of gos aces: 512
number of security aces: 1K
WOBITIE, T 7Y F—4 AL vF L TAF &7z show sdm prefer routing =~ > RO ER L F
\?AO
Switch# show sdm prefer routing
"aggregate routing" template:
The selected template optimizes the resources in
the switch to support this level of features for
8 routed interfaces and 1024 VLANs.
number of unicast mac addresses: 6K
number of igmp groups + multicast routes: 1K
number of unicast routes: 20K
number of directly connected hosts: 6K
number of indirect routes: 14K
number of policy based routing aces: 512
number of gos aces: 512
number of security aces: 1K
WOFTIE, T AT vy 7 AL v F ETAJ)E 7z show sdm prefer routing =~ > KON ZERLE
\?AO
Switch# show sdm prefer routing
"desktop routing" template:
The selected template optimizes the resources in
the switch to support this level of features for
8 routed interfaces and 1024 VLANs.
number of unicast mac addresses: 3K
number of igmp groups + multicast routes: 1K
number of unicast routes: 11K
number of directly connected hosts: 3K
number of indirect routes: 8K
number of policy based routing aces: 512
Catalyst 3750 R4 v F a2 F YI7L VR
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WM  show sdm prefer

number of gos aces: 512
number of security aces: 1K

WOBITIE, T A7 by 7 AL vF ETAJI &7z show sdm prefer dual-ipv4-and-ipv6 default =
~r oW hzErRLET,

Switch# show sdm prefer dual-ipv4-and-ipv6é default
"desktop IPv4 and IPv6 default" template:

The selected template optimizes the resources in
the switch to support this level of features for
8 routed interfaces and 1024 VLANs.

number of unicast mac addresses: 2K
number of IPv4 IGMP groups + multicast routes: 1K
number of IPv4 unicast routes: 3K
number of directly-connected IPv4 hosts: 2K
number of indirect IPv4 routes: 1K
number of IPv6 multicast groups: 1K
number of directly-connected IPv6 addresses: 2K
number of indirect IPv6 unicast routes: 1K
number of IPv4 policy based routing aces: 0
number of IPv4/MAC gos aces: 512
number of IPv4/MAC security aces: 1K
number of IPv6 policy based routing aces: 0
number of IPv6 gos aces: 510
number of IPv6 security aces: 510

WOFITIE, HLWTF T L—FEFREL, £V 2 —RRLTWRWAA vF ETOD show sdm prefer
avwr RO NERLET,

Switch# show sdm prefer

The current template is "desktop routing" template.
The selected template optimizes the resources in
the switch to support this level of features for

8 routed interfaces and 1024 VLANs.

number of unicast mac addresses: 3K
number of igmp groups + multicast routes: 1K
number of unicast routes: 11K

number of directly connected hosts: 3K

number of indirect routes: 8K
number of gos aces: 512
number of security aces: 1K

On next reload, template will be "desktop vlan" template.

BEav VR avwy kR HL)
sdm prefer SDM 7> 7' L— %, V—T 4 V7 ETIE VLAN OV V — R & HKRIC
ERTDEIICHRE, 77418 T 7 —2HHT S X5 ITRE.
T 2TV IPVA/IPV6 7 v 7 L — R EBIRT A LI ICRE, £ET A7 ~y
T TV T L= FEBERTALIICRELET,
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show setup express M

show setup express

Express Setup E— KW AL v FTT 7T 4 TnE D h&FRT 5IZ1E. show setup express £
EXEC =~ R&EfHALET,

show setup express [ | {begin | exclude | include} expression]

DBV ADHHA | begin (fEE) expression & —HT 21T OERFRZHABLET,
| exclude ({EE) expression & —ET DT RN DBERINL E T,
| include (EE) 485 Siz expression & — 8T DITE2 R RITEDET,
expression SHARA VN ELTHAT2HINO XTI T,
TIXHIE FI7 AN NIERBENTVER A,
OV K E—F 5 EXEC
av Y FOER yyy—x EERNE
12.1(14)EA1 Zoavwry RRBMESRELE,
i WOFX, show setup express 2~ > KON ZRLTNET,

Switch# show setup express
express setup mode is active

BEEa<vrk = A
setup express Express Setup &— F& A R—7 /LT L £,

Catalyst 3750 R4 v F a2 F YI7L VR
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Hl  show shell

show shell

e VR EFRT HI21E. show shell 44 EXEC =t~ > R&EH L ET,

show shell [environment | functions | triggers] [ | {begin | exclude | include} expression]

Y8y ADEGEA  environment (EE) V= VREHEREF R LET,
functions LE) ~7nulE#EsR<LET,
triggers EE) A=V NUHEREZERRLET,
| begin UEE) expression & —BT AT LR REZMBLET,
| exclude (UEE) expression & —BT 1T 2R ORIALET,
| include (&) ¥8E STz expression & —ET DT FHRICEDET,
expression BWRARA N LTHEAT 2 HAINOIIFHITY,
avY K E—F % EXEC
vy FORERE Jy—= EEANA
12.2(50)SE Soawy FABMSNE LT,

EREDAHA R34y

]

AL v FDOV 2 NMEREFZRTHIZE, Zoa<wr ReEHLES,

LFEHTIE, KXFENXFEREIESNET, 72& 2L, | exclude output & AF L7354, output &

BUITIERRENEEALR, Output ZETLATIIR RS NET,

wOFITIL, show shell triggers $#Hg EXEC =~ > FEHEH LT, AA vF VY7 b7 =T TA U b

NI B EFRT D HikERLET,

Switch# show shell triggers

User defined triggers

Trigger Id: CISCO_PHONE EVENT

Trigger description: Event for ip-phone macro
Trigger environment: ACCESS VLAN=1 VOICE VLAN=2
Trigger mapping function: CISCO PHONE AUTO SMARTPORT

Trigger Id: CISCO_ROUTER EVENT

Trigger description: Event for router macro

Trigger environment: NATIVE VLAN=1

Trigger mapping function: CISCO ROUTER AUTO_ SMARTPORT

Trigger Id: CISCO_SWITCH EVENT

Trigger description: Event for switch macro

Trigger environment: NATIVE VLAN=1

Trigger mapping function: CISCO SWITCH AUTO_SMARTPORT

Jl Catalyst3750 R4 v F av Y F YI7L2R
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show shell W

Trigger Id: CISCO WIRELESS AP EVENT

Trigger description: Event for Wireless Access Point macro
Trigger environment: NATIVE VLAN=1

Trigger mapping function: CISCO AP AUTO SMARTPORT

Trigger Id: CISCO WIRELESS LIGHTWEIGHT AP EVENT

Trigger description: Event for Wireless Lightweight Access Point macro
Trigger environment: NATIVE VLAN=1

Trigger mapping function: CISCO LWAP AUTO SMARTPORT

WoOBITIL, show shell functions % EXEC 2~ > RZEH LT, A4 vF V7 U =7 THZEIAH
D~ uERRTLHEETRLET,

Switch# show shell functions
#User defined functions:

#Built-in functions:

function CISCO AP AUTO SMARTPORT () ({
if [[ $LINKUP -eg YES ]]; then
conf t

interface S$INTERFACE
macro description $TRIGGER
switchport trunk encapsulation dotlg
switchport trunk native vlan $NATIVE VLAN
switchport trunk allowed vlan ALL
switchport mode trunk
switchport nonegotiate
auto gos voip trust
mls gos trust cos

exit
end
fi
if [[ SLINKUP -eg NO ]]; then
conf t
interface $SINTERFACE
no macro description
no switchport nonegotiate
no switchport trunk native vlan $NATIVE VLAN
no switchport trunk allowed vlan ALL
no auto gos voip trust
no mls gos trust cos
if [[ $SAUTH ENABLED -eq NO ]]; then
no switchport mode
no switchport trunk encapsulation
fi
exit
end
fi
}
function CISCO SWITCH AUTO SMARTPORT () ({
if [[ $LINKUP -eq YES ]]; then
conf t
interface $SINTERFACE
macro description $TRIGGER
auto gos voip trust
switchport trunk encapsulation dotlg
switchport trunk native vlan $SNATIVE VLAN
switchport trunk allowed vlan ALL
switchport mode trunk
exit
end
else
conf t

Catalyst 3750 R4 v F a2 F YI7L VR
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Hl  show shell

interface

no
no
no
no
no
no
exit
end

}

<output truncated>

SINTERFACE

macro description
auto gos voip trust

switchport
switchport
switchport
switchport

mode trunk

trunk encapsulation dotlg
trunk native vlan $NATIVE VLAN
trunk allowed vlan ALL

BEa<TFR avwvk

B8

macro auto global processing

AA »FC Auto Smartports %A F—T I L E T,

macro auto execute

AR NUATROHABIABL D~ 7 u~D~ v B TR ERLE
kR

shell trigger

AR b MU TEERLET,
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show spanning-tree W

show spanning-tree

A= 77 ) —OREEF# A2 F R T 5 121%. show spanning-tree = — % EXEC 2~ F&HEHA L E
T

show spanning-tree [bridge-group | active [detail] | backbonefast | blockedports | bridge
| detail [active] | inconsistentports | interface interface-id | mst | pathcost method |
root | summary [totals] | uplinkfast | vlan vian-id] [ | {begin | exclude | include}
expression|

show spanning-tree bridge-group [active [detail] | blockedports | bridge | detail [active]
| inconsistentports | interface inferface-id | root | summary] [ | {begin | exclude |
include} expression]

show spanning-tree vlan vian-id [active [detail] | blockedports | bridge | detail [active] |
inconsistentports | interface interface-id | root | summary] [ | {begin | exclude |
include} expression]

show spanning-tree {vlan vian-id | bridge-group} bridge [address | detail | forward-time
| hello-time | id | max-age | priority [system-id] | protocol] [ | {begin | exclude |
include} expression]

show spanning-tree {vlan vian-id | bridge-group} root [address | cost | detail |
forward-time | hello-time | id | max-age | port | priority [system-id] [ | {begin |
exclude | include} expression]

show spanning-tree interface interface-id [active [detail] | cost | detail [active] |

inconsistency | portfast | priority | rootcost | state] [ | {begin | exclude | include}
expression|

show spanning-tree mst [configuration [digest]] | [instance-id [detail | interface
interface-id [detail]] [ | {begin | exclude | include} expression]

YUBYY)ADHBA  bridge-group LR 7V oY IN—TEZEEELET, HETE DML ~
255 T9,
active [detail] L) TIT AT A E—T A ADANR=L T V) — R T 5%
RLUET ($54E EXEC £— FOBA T IE TR,
backbonefast ({EE) A X=>7 v VU — BackboneFast A7 — X A% KR LET,
blockedports (fER) 7ay &R — FotERaR-LET (FiH EXEC £— K

DA T ATRE)
bridge [address | detail | UEE) DAL v TFDAT—HAABLIOREEZHFERLET (73
forward-time | hello-time| % —U — R34 EXEC ©— FOBATIHEHATTHE) .,
id | max-age | priority
[system-id] | protocol]

detail [active] LB A v ¥ —7 oA AEROFMY~ ) —2F£ R LET (active
¥ —U— N4 EXEC E— ROBA T TEHER) .,
inconsistentports UEE) FHETH2R—FOEHREFTILET (B EXEC £— FOLE

PR THE) .
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M show spanning-tree

interface interface-id (EE) BESNIA v I —T 2 ADANR= T VY —E#E &R L
[active [detail] | cost | %79 (portfast 55 L O state LIS DT X THOA T = 13454 EXEC
detail [active] | = ROBALTHEAARE), K1 ¥ —T A AL, AX—ATK

inconsistency | portfast | Yo TANLET, A v F—T = AOHPIIAN T EHAL, B2

priority | rootcost | state] > ¥ —7 = 1 2 |Z1%. WELFE— . VLAN, BLOE— F F¥ FAN
EENET, FEETEZ S VLAN #iPHIX 1 ~ 4094 T3, F—h Fv 3%/
FAPHIZ 1 ~ 48 TT,

mst [configuration (f£3) Multiple Spanning-Tree (MST) DV — 3 VEEB L UVOAT —
[digest]] [instance-id H X% FR LET (B EXEC £&— ROBA T H AT6E) .

[detail | interface F U FOBWIEKD L350 T,

interface-id [detail]]
o digest: (fEF) BED MST & 7E ID (MSTCI) (&£ 5 MDS
ATV ANERFLET, | DIIEERAL vF . &5 1 DILETE
2L FHO2 OORIUEL AV = A SBRRARINET (FitE
EXEC £— FOBE 2T EM AIEE) .

IEEE O T D 7= DICHM HFEN T H S, txholdcount 7 1 —
JVRBBMENE L,

BRA—FHIZH L AZ— a—AR3EREINET,

IEEE 247U » PR — MSEATIERE BPDU 2345 L7256,
pre-standard F 721X Pre-STD £\ 5 FFENFREINET,

AN— FDJEATEREYE BPDU 235157 2 K O ICBRE S, AR— b THAT
14 BPDU 2335 S e ino T2 & & | pre-standard (config) 7213
Pre-STD-Cf &\ 5 HIEERRRSINET,

SEATIEHE BPDU %4595 L 9 ICRE SN TWVWR WA — FTHRITE
# BPDU 2515 SN A . pre-standard (revd) F 7213
Pre-STD-Rx &\ 95 HEENRRINET,
THAHAEEHRNIEER— P TZEINLHEE, BEFR— BT+
T—F 47 A7 — MNIRDDEENHILEIND E T, dispute 7
TINRBRINET,

o instance-id : 1 DDA L AZ A ID, FNTETRENA 72 TRYI-
72 ID OFPH, FZH v~ TRY -7 —#D ID 2 ETE£7,
BETX2HMAIT 1 ~ 4094 TF, BEREINTWVHA LV AX
AENERRINET,

* interface interface-id : ({LE) F@ieA v 2 —7 = A RZiX, W
A— bk, VLAN, BLOKR—F FrxABNEENET, FHETED
VLAN #iPHI% 1 ~ 4094 T4, A— bk F¥ x/AHMIT 1 ~ 48 TT,

o detail : LE) AV AX UV AEEA V¥ —T = A ADFERIER A
RHRLET,

pathcost method (FEE) 74NV b0 ax MHREFRLET i EXEC £—F
DA T2 FTHE) .

root [address | cost | detail ({FiZ) L —F AL v FDRAT—HABLIOBREELERLET (TC

| forward-time | hello-time ¢ % — U — R348 EXEC €©— RDOGA 7T ATHE) .

| id | max-age | port |

priority [system-id]]

summary [totals] (EE) R—FREOY~V —, FHIAN= T V) — XT—F &7
va OITH A F R L EY, IEEE Standard &\ D FEIX. AA v F Lk
THERITSNTWD MST N—V g U &#AI L £9,

uplinkfast (EE) AR=r7 »VU— UplinkFast A7 —#% 2% F/RLET,

Catalyst 3750 R/ yF Av v F YI7L R
m. OL-8552-07-J |



| £ 2% Catalyst 3750 X4 ¥ F Cisco I0S A<~ F

show spanning-tree W

vlan vian-id [active
[detail] | backbonefast |
blockedports | bridge
[address | detail |

forward-time | hello-time |

id | max-age | priority
[system-id] | protocol]

L) BEINT VLAN ODAR=V 7 Y —ERE2RRLET (F—
U — RO —#1345H EXEC £— FOBE72 T HE M A4E), VLAN ID &
BTl &z 1 2O VLAN, ThEhE A 7 TXY-7 VLAN
®PH, 7203~ TRY -7 —#D VLAN 2f8ECTE £7, BET
X DL 1 ~ 4094 T,

| begin (EE) expression & —BT 21T LR REZHBLET,
| exclude ({ER) expression & —HT T2 RRMLERIN L E T,
| include (LE) $8E Sz expression & —ET HITERRICEHEDET,
expression ZRARA & LTHEMRT 2 N OXLFS T,
ATk E—F  =2—% EXEC
av Y FORERE J1y—=x EERAE
12.1(11)AX Zoavwry RRBMESnELE,
12.1(14)EA1 mst ¥—U— FBLOA T 2 v MBS NE LT-,
12.2(25)SEC digest ¥ — U — KBNS, FHFA V= A PBIWMEER—VE Y

Vb 74— RREREINET,

FEREDAA FS54 >
ShET,

vian-id ¥ =80 L=

ABlE. TRTDOVLAN DR NR= T V) — (VR E A Za~w KA

LFEHTIE, KXFENXFEREIENET, =& 21, | exclude output & A L7254 output %

BUITIIFRRENEEALD, Output ZETATIIR RS NLET,

U] K OFITIE, show spanning-tree active =~ > NOH &R L ET,
Switch# show spanning-tree active
VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0001.42e2.cdd0
Cost 3038
Port 24 (GigabitEthernet2/0/1)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 49153 (priority 49152 sys-id-ext 1)
Address 0003.£d63.9580
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300
Uplinkfast enabled
Interface Role Sts Cost Prio.Nbr Type
Gi2/0/1 Root FWD 3019 128.24 P2p
<output truncated>
Catalyst 3750 R4 v F a2 F YI7L VR
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M show spanning-tree

W OBFITIL, show spanning-tree detail =~ > FOH I Z R L ET,

Switch# show spanning-tree detail

VLANOOOl is executing the ieee compatible Spanning Tree protocol
address 0003.£d63.9580

Bridge Identifier has priority 491
Configured hello time 2, max age 2

Root port is 1 (GigabitEthernet2/0

Times: hold 1, topology change 35

Timers: hello 0, topology change 0
Uplinkfast enabled

52, sysid 1,

0, forward delay 15
Current root has priority 32768, address 0001.42e2.cddO
/1), cost of root path is 3038
Topology change flag not set, detected flag not set

Number of topology changes 0 last change occurred 1dléh ago
, notification 2

hello 2, max age 20, forward delay 15
, notification 0, aging 300

Port 1 (GigabitEthernet2/0/1) of VLAN000l is forwarding
Port Identifier 128.24.
8, address 0001.42e2.cdd0
768, address 00d0.bbf5.c680
Designated port id is 128.25, designated path cost 19

hold 0

Port path cost 3019, Port priorit
Designated root has priority 3276
Designated bridge has priority 32

Timers: message age 2, forward de

v 128,

lay O,

Number of transitions to forwarding state:

Link type is point-to-point by de
BPDU: sent 0, received 72364
<output truncated>

K OFITIL, show spanning-tree interface interface-id =~ > FOMH 1R LET,

fault

1

Switch# show spanning-tree interface gigabitethernet2/0/1
Prio.Nbr Type

Vlan Role Sts Cost

VLANO0OO1 Root FWD 3019

Switch# show spanning-tree summary
Switch is in pvst mode

Root bridge for: none

EtherChannel misconfiguration guard
Extended system ID is enabled

Portfast is disabled by default

PortFast BPDU Guard 1is disabled by default

Portfast BPDU Filter is disabled by default

Loopguard is disabled by default

UplinkFast is enabled

BackboneFast is enabled

Pathcost method used is short

Name Blocking Listening Learning Forwarding STP Active
VLANOOO1 1 0 0 11 12
VLANO0002 3 0 0 1 4
VLANO0004 3 0 0 1 4
VLANO00O6 3 0 0 1 4
VLANOO31 3 0 0 1 4
VLANO0032 3 0 0 1 4
<output truncated>

37 vlans 109 0 0 47 156
Station update rate set to 150 packets/sec.

UplinkFast statistics

Number of transitions via uplinkFast (all VLANs) 0
Number of proxy multicast addresses transmitted (all VLANs) 0

is enabled

Jl Catalyst3750 R4 v F av Y F YI7L2R
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show spanning-tree W

BackboneFast statistics

Number of transition via backboneFast (all VLANs)
Number of inferior BPDUs received (all VLANSs)
Number of RLQ request PDUs received (all VLANs)
Number of RLQ response PDUs received (all VLANs)
Number of RLQ request PDUs sent (all VLANs)
Number of RLQ response PDUs sent (all VLANs)

O O O o O o

WK DFITIL, show spanning-tree mst configuration =~ > FOH I Z R L E T,

Switch# show spanning-tree mst configuration
Name [regionl]

Revision 1

Instance Vlans Mapped

0 1-9,21-4094

1 10-20

K OFITIL, show spanning-tree mst interface interface-id =~ > KO ERLET,

Switch# show spanning-tree mst interface gigabitethernet2/0/1
GigabitEthernet2/0/1 of MST00 is root forwarding

Edge port: no (default) port guard : none (default)
Link type: point-to-point (auto) bpdu filter: disable (default)
Boundary : boundary (STP) bpdu guard : disable (default)

Bpdus sent 5, received 74

Instance role state cost prio vlans mapped
0 root FWD 200000 128 1,12,14-4094

WROFITIL, show spanning-tree mst 0 =~ > RO N Z R LET,

Switch# show spanning-tree mst 0

###4##4# MSTOO vlans mapped: 1-9,21-4094

Bridge address 0002.4b29.7a00 priority 32768 (32768 sysid 0)

Root address 0001.4297.e000 priority 32768 (32768 sysid 0)
port Gil/0/1 path cost 200038

IST master *this switch
Operational hello time 2, forward delay 15, max age 20, max hops 20
Configured hello time 2, forward delay 15, max age 20, max hops 20

Interface role state cost prio type

GigabitEthernet2/0/1 root FWD 200000 128 P2P bound(STP)

GigabitEthernet2/0/2 desg FWD 200000 128 P2P bound(STP)

Port-channell desg FWD 200000 128 P2P bound (STP)

EEavF = S

clear spanning-tree counters AR T Y —=DAT L EET VT LET,

clear spanning-tree detected-protocols ~o A B{TF o X 2FHELET,

spanning-tree backbonefast BackboneFast #8841 X —7 LI L E T,

spanning-tree bpdufilter A H—7 = A AT® Bridge Protocol Data Unit
(BPDU) OEZAEEEELLET,

spanning-tree bpduguard BPDU #%f5 L7zA v % —7 = A A% errdisable A
T—hMZLET,

spanning-tree cost ZNR= VY —DFHBEIFEHT AR a X NEHREL

o

Catalyst 3750 R4 v F a2 F YI7L VR
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M show spanning-tree

avwy kR

Bl

spanning-tree extend system-id

P 27 L ID BRER A F— T I LET,

spanning-tree guard

BIRENTAA v B —T = A ZZKHET 5T XTD VLAN
WX LT, v— bk H— FmEE2i3v—7 U — Fi¥aE
A FZ—T I LET,

spanning-tree link-type

AR T YN —=NT 3 T—F 7 AT — MIEEE
1IT55Eo1c, 740N Voo X4 FHREE EEEL
i‘d_o

spanning-tree loopguard default

H—hmY 7 ORRAERDBECEL > TRER—+E
73— R— b BEER—FE LTHEAS LRV E D
Iz LET,

spanning-tree mst configuration

Multiple Spanning-Tree (MST) U — = V&5 ET D
OO MST 27 4 Falb—var E— ReflaLE
T

spanning-tree mst cost

MST OFEICHEHT L2 a2 b ERELET,

spanning-tree mst forward-time

T _NTDO MST A > AF 2 AT DT HEE R AL IR 2 3%
H/:E_‘L/i?o

spanning-tree mst hello-time

NN—hAAf v F a7 4 F¥al—var Ayvt—UN0
%129 % hello BPDU ORIfEEREL £,

spanning-tree mst max-age

AR T IV == AL v FhbA =T %%
B I DRz aE LET,

spanning-tree mst max-hops

BPDU # Fa vy 7 LTCA v ¥ —7 oA AHITHEFL T
TR AEBRYNICTE2ETHO, MST Y —Y 3 TD
Ry T7HEZRELET,

spanning-tree mst port-priority

AVHE—=T 2 A A TITAFT VT 4 &R TELET,

spanning-tree mst priority

BELIEAR=Z T YV — A VAR ADAAL v F 7
TAFIVT 4 ERELET,

spanning-tree mst root

Py NI — 7 OEZIZHEASNT, MST/Lb— |k A A v F
DT FTAFTVT 4 BIOFA~v—2RELET,

spanning-tree port-priority

ABE=T AR TITAF VT 4 ZRELET,

spanning-tree portfast (global
configuration)

PortFast xfjis{ > % —7 = A ETBPDU 7 4 V& VU >
JH$REE 7213 BPDU 4 — F#fe% 7/ o — iz A 32—
MZT D0, FEFTRTOHRENTI T S F—T A
A C PortFast #fE% A x—7 iz LET,

spanning-tree portfast (interface
configuration)

BEDA VX —T x4 ABIOHNIGET ST XTD VLAN
¢, PortFast f6fE% 1A 2 —7 LI LFET,

spanning-tree uplinkfast

Vo7 ETdAA v FICBERD A LA, £F A=
TV —PNHEBIMICERESNTESAIL. HrLv—
AR — hZERFFCRIR TS5 LET,

spanning-tree vlan

VLAN B TAR= 7 VY —52FHELET,

Jl Catalyst3750 R4 v F av Y F YI7L2R
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show storm-control

show storm-control

AA T ERFRESNTEA L F—T 2 ALT, 7e—FR¥x¥ A b, v LFF¥ A+, Fhida=
Xy AN A M—ALHIHOREELFERLIEZD, A b—2HflEEZZRRLZY 35121, show
storm-control = —% EXEC =~ F&EHLE T,

show storm-control [interface-id] [broadcast | multicast | unicast] [ | {begin | exclude |
include} expression]

YUBYYADGHE  interface-id LE) MR — DAL X —T =24 AID (BA T, RAX v T A" — E
Va—, K—  EESEET)

broadcast (FE) 77— RFR¥¥ A M AR—ALXVMEREEZHERTLET,
multicast ULE) v VFX ¥ AN AP —ALXVWMEREEZERLET,
unicast EE) 2=F% ¥ A M A P—ALLEVWVERELXFLET,
| begin UEE) expression & —BT 51T bR RERFMBLET,
| exclude ({EE) expression & —ET DT RN OERINL E T,
| include () 48 Sz expression & —8T DT 2 RRICEDET,
expression SZWARA N LTHEAT 2 HARNOIIFHITT,

AT FE®E—F  =—# EXEC

vy FORERE Jy—=x EFENR
12.1(11)AX Zoavry RRBMEnE LR,

EREDAHA R34y

interface-id # N1+ 5 &, fEESNTA L Z—T 24 ZADA F—LHIH LS WVEIFTSNET,

interface-id Z NI LI WTE, AL v F EOR— I TR TCORNT T 4 v 7 XA TORENPFERINE
\?AO

NT7T 47 BATEANLBNEGAIE, 72— R¥ vy AN A M —AHlHORENFRRINET,

LFFNTIE, RKXFL/NLCEREIENET, 72& 212, | exclude output & AJ) L7284 output %
ETITIIR R SNETAD, Output ZETITIIRREINET,

i WOFITIX, F—V— FEHEEETICAT LT show storm-control =~ > KO ITO—#Z R L ET,
NTZT7 427 BATOX—U—RBANENTHRWESH, 7a—RK¥xv A M X b—AHIEIORENE
IRENET,
Switch> show storm-control
Interface Filter State Upper Lower Current
Gil/0/1 Forwarding 20 pps 10 pps 5 pps
Gil/0/2 Forwarding 50.00% 40.00% 0.00%
<output truncated>
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M show storm-control

WO TIX, FBEENZA % —7 =14 AD show storm-control =~ FOH I EZRLEST, +T
T4 ZATDF—U—RKPRANEINTHRWEH, 77— KXy A b X =L ORENRE RS

NET,

Switch> show storm-control gigabitethernet 1/0/1

Interface Filter State Upper Lower Current
Gil/0/1 Forwarding 20 pps 10 pps 5 pps

#F 2-36 |2, show storm-control DH /) TR RINDT 4 — IV FOFBHZRLET,

#* 2-36 show storm-control ® 7 1 —JL KDRA
Z4—ILF By
Interface LB —TxAADID #F R LET,
Filter State TANEDAT—HARFRRLET,
* blocking : A h—AHlEIEA X—T7 L THY | A F—LBHAEL TN
i‘j‘o
o forwarding : A h—AHIENEA X—T L THY, A F—AFFEAELT
WEH A,
e Inactive : A b — AL T 4 E—7 LT,
Upper RS LSV AR ATRE A R HHRIE O X — 2 7 — T & LT, oS
gy NEERIIEROY Y FMETERLET,
Lower TERBNE L EFIH AR kRO S—k T — U8 LT, o
o MERERIIEROY Yy FPEETERRLET,
Current Tuo—RX¥Y AN NT 74w P EITHBEESNTZNT T 4 v ZAT (T
B—R¥¥y A M, vAFF¥y XL, 2=Fr X ) OmlkigoEHRIE .,
FIAATRE R R IE DN\ —F v T — VU THERLET, D7 4 —/L FIE,
Z = LHIAA =T NV DHEE T HE T,

BEEav> R avyvk £

storm-control ALy FITR—RFr AP, wLFFX AR, BEOZ=F ¥ Ak A h—
L LRV 2 BE L ET,
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show switch W

show switch

AB Y AUN—FTIIAAL vTF ZAF v ZICE LI tE# &2 RRT HI21E, show switch ——
EXEC =~ FaEMALET,

show switch [stack-member-number | detail | neighbors | stack-ports [summary] |
stack-ring activity [detail]] [ | {begin | exclude | include} expression]

VOB ADBA  stack-member-number  (fEE) FEESNIZA L A—DIEREF R LET, FHETXLHEHIT L ~9

<7,
detail (B8 24 w7 Uo7 ORMERERR LET,
neighbors (EB) AX v 7 2O FA S—2For LET,

stack-ports [summary] ({£E&) 2 ¥ v 7 &EOKR— MR EF R L ET, StackWise 7—7 /LD
ES, AT Vo7 AT —F A, BLUONVL—T Ny ) A7 —F R %%
AT AHITIE, summary ¥ — U — R&EFEHLET,

stack-ring activity EE) A¥ v 7 VU TIEFEENTZT V=0 8E, AV R—HL TR
[detail] LET, A¥ w7 V7 ZEF¥a—, BEORASIC ICHEESND 7 L—
DR R AV N—BNLTERRT DI, detail ¥— U — FEHEHLET,
| begin (UEE) expression & —BT 21T bR REMHIBLET,
| exclude (EE) expression & —ET DT ERPLERINLET,
| include LR fEE &N expression & —HT DT RRICEDET,
expression ZHARA v M LTHERT 2 IINOIFSTT,
ATk E—F  =2—%EXEC
a7 Y FORERE y1yy—=x EFENR
12.1(11)AX Zoa<wy RRNEBMERE L,
12.1(14)EA1 Fe”A, Switch Database Management (SDM) @I A~ v F b E&Te X H 4k
RIE LT,
12.2(20)SE RN, Tueva=rIERbEL LS IEESE L7, stack-ring
activity [detail] ¥— 7V — RSB IE L,
12.2(50)SE KRN, StackWise 7 —7 v, Vo7 BLUOA—T Ry 7 IEREEFL LD

JRE &3 E L7z, stack ports [summary] ¥ — 7 — R2BEMEE L7,

Catalyst 3750 R4 v F a2 F YI7L VR
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Hl  show switch

FRLOAMRESLY  FHITiE, RXTFEDALFREBSNET, =& 2I1E, | exclude output & A L7I=84 . output %
ETITIIRRSNETAD, Output ZETITIIRREINET,

ZPavwy RTIE, WOAT— EREFRINET,

e Waiting : AA v FITEET T, AX v 7 NIZHLZMOAL v TFDLOBEEEFHF > THET, A
AYFRELERE v 7 v AFZ—THHENEIDEHBIL TWERA,

AH 7 AR BB BM LU TN WNWAT v T A N—F, AZ v T < AX =g S %
NTEDHET Waiting A7 — FOEETT,

o [Initializing : AA v FNEDARAL v 7 v~ AZ— AT —=H AZHRILE LT, A v TFNAL YT
CAF—TIRWEE, TOAAL v FIEAZ v T S AF—DPL VAT A L LVBIOS, Vv E—T =
AA VLV OREEZFELTr— RNLTWET,

e Ready : AV RN—NIYAT A LV EBIOS VE =T o2 A LLOFREOT—REZET L, b
T4 EREETEDLICRSTVET,

e Master Re-Init : ¥ A X —OFERH T, BRI A NN R X —ITRESNTZEZLD AT — |,
LW AZ—NEOHRELHII L TWET, ZTOXAT—MI, HLWOWTRAZ —7ZFIZ#H &
nEJ,

e Ver Mismatch : Version-Mismatch €— F® &A1 v, Version-Mismatch E— RiX, A% v 72/l
ALTWVWDARAL v FIZ, SAX—LFRGZDAZ 7 Tabhaly w4 FT— "=V a VEFERHD
R,

e SDM Mismatch : Switch Database Management (SDM) I A< v F EF— RFDAA »vF, SDM I
A2 yFlE, YTAZ—TETLTNSE SDM 7 7L —hZ2 A N—RNHR—F L TWRUVIREET
j—o

e Provisioned : FHATRESNIZAAL vFN, RE v ITDTIT 4T AU N—|ZRDADAT— b,
FIIEAE T AVNR=PNAZ I PORE LD RT—~, oV a=r T E3NTAAL
FTliE, MACT FLABIORT I7A4 4V T4 FBZIL, HIZ0 ERREINET,

EEVFDA L N— (v AZ—%ETy) ORKR AT — NERIL, Waiting -> Initializing -> Ready T

D
VAZ BB AF =TI D A NN— DKW AT — FMEBERIL. Ready -> Master Re-Init ->
Ready T7,

Version-Mismatch &— KD X N —DRE 2 AT — FNERIX, Waiting -> Ver Mismatch T,

ABy ZIZTREY a = T ENAL v FRFEET 5008 0 e+ %1213, show switch =~ >
K%l ©& %9, show running-config 13 L O\ show startup-config #i# EXEC =~ K TlL, Z®
BRIt EzE A,

K MAC 7 R L AR A 2 —T x> T D6, A ¥ v 27 O MAC-persistency wait-time % #7

énij‘o
U] ROBITIX, ZF v 7 O¥~ Y —fElERLET,
Switch> show switch
Current
Switch# Role Mac Address Priority State
6 Member 0003.e31la.1e00 1 Ready
*8 Master 0003.e31a.1200 1 Ready
2 Member 0000.000.0000 0 Provisioned
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WOFITIEZ, AZ v 7 OFEMEREZRLET,

show switch W

Switch> show switch detail
Switch/Stack Mac Address

0013.c4db.7e00

Mac persistency wait time: 4 mins
H/W Current
Switch# Role Mac Address Priority Version State
*1 Master 0013.c4db.7e00 1 0 Ready
2 Member 0000.000.0000 0 0 Provisioned
6 Member 0003.e3la.1e00 1 0 Ready
Stack Port Status Neighbors
Switch# Port 1 Port 2 Port 1 Port 2
1 Ok Down 6 None
6 Down Ok None 1
KOBITIE, A R"—6DH~ U —fERERLET,
Switch> show switch 6
Current
Switch# Role Mac Address Priority State
6 Member 0003.e31a.1e00 1 Ready

WOBITIE, A¥ v 7 DA N—ERERLET,

Switch> show switch neighbors

Switch # Port A Port B
6 None 8
8 6 None

WOBFITIZ, AF v 7 R— MERERLET,

Switch> show switch stack-ports

Switch # Port A Port B
6 Down Ok
8 Ok Down

< 2-37 12, show switch stack-ports summary =~ > FOH 2R LET,

Switch> show switch stack-ports summary

Switch#/ Stack Neighbor Cable Link Link Sync # In

Port# Port Length OK Active OK Changes Loopback
Status To LinkOK

1/1 Down 2 50 cm No NO No 10 No
1/2 Ok 3 Im Yes Yes Yes 0 No
2/1 Ok 5 3 m Yes Yes Yes 0 No
2/2 Down 1 50 cm No No No 10 No
3/1 Ok 1 Im Yes Yes Yes 0 No
3/2 Ok 5 1m Yes Yes Yes 0 No
5/1 Ok 3 1m Yes Yes Yes 0 No
5/2 Ok 2 3m Yes Yes Yes 0 No

| OL-8552-07-J
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show switch

#* 2-37 show switch stack-ports summary a7 > FOH 75
J4—ILE BREA
Switch#/Port# A U N—F 5 L Z D StackWise m— FFE 5,

Stack Port Status

e Absent : StackWise ;" — h Tlixr —7 v idiH
HEnTnEHEA,

e Down: 7F—7 LMK INE Lz, B
HHDRA N—=03FE) LT,
StackWise " — F 237 4 B —T /(T2 > T
F7,

o OK: 7—7 AN &, HERtH O 1A
N=3EE L TWET,

Neighbor

StackWise 7 — 7 VD — DG HDT 7T 4
T AUN—=DAAL v TEE,

Cable Length

B ES1E50em, 1m, £/ 3m T,

AA v FNTr—T VO SERETERVGEE
X, 1% no cable \Z72 0 £3, 7r—7 )V gkt
ENTWVRWD, U7 MEHETE ARV ATEEMER
HYET,

Link OK

L, VIR EELTWAENE I ERLE

7

Y2 DHFMETT. FAN— AL v F ED

StackWise " — b T,

e No: Ur7 OMFNX, &A— FpbER7Z
Fahan Aybt—VEZELET,

e Yes: U7 OMFMIL, A—FoHR
Fahanl Ayv—CEZELET,

Link Active

Zhix, StackWise i"— k3 Y > 7 OFHFEMI & [
CAT— MIRoTWENE I DERLET,

e No: R—HFIV v Z7OMFACrT 74 v
I EEETEERA,

e Yes: R— NIV Z7DMFEMIZFT 7 4 >
7 EEEFETEET,

Sync OK

e No: V27 OMFMIL, StackWise im— k
WCEMRT o bal Ay —Ur2EELE
A,

e Yes: Uy 7 OMPMNE, A— NZEMRT
oghan AyvE—UEEELET,
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show switch W

& 2-37 show switch stack-ports summary a7 > FOHEH (FE)

F4—ILE B

# Changes to LinkOK T, Vs OB RERE T LET,
HHM CEBOEEMTbNTHEE. V70
TITTBRETDHIEBRH Y £,

In Loopback e No: A N—FLDAHl{tt 1250

StackWise 7~ — M ZHEfE % & D StackWise
=T NAnHY £,

e Yes: AU — LD ED StackWise IR — T
b, B A D StackWise 7 — 7 ViddH 0 £
A,

WOBITIX, AE 7 VT DOT 7T 4T 4 OFEMERZERLET,

Switch> show switch stack-ring activity detail

Switch Asic Rx Queue-1 Rx Queue-2 Rx Queue-3 Rx Queue-4 Total
1 0 2021864 1228937 281510 0 3532311
1 1 52 0 72678 0 72730

Switch 1 Total: 3605041
2 0 2020901 90833 101680 0 2213414
2 1 52 0 0 0 52

Switch 2 Total: 2213466

Total frames sent to stack ring : 5818507

Note: these counts do not include frames sent to the ring
by certain output features, such as output SPAN and output
ACLs.
BEaIUF avwUk St
reload ArnN—)ua—FL, REOLEHEEZAPILET,
remote command FTARTELFHESNIEA L N—EE=F LET,
session BFEDA L N—IZT 7 A LET,
switch AVN=DTIFAFT VT A BEEELET,
switch provision FHLWAL v TFRAY v ZIZMAT DR, TrEYa=r 7 LET,
switch renumber AUN—FBE2BELET,
Catalyst 3750 R4 v F a2 F YI7L VR
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W show system mtu

show system mtu

ra— g KREEL=y b (MTU), 72321 v FORRNTr v b A AREEZR AT HITIL,
show system mtu f7#£ EXEC =2~ > R&HEH L ET,

show system mtu [ | {begin | exclude | include} expression]

DBV ADHHA | begin (fEE) expression & =BT DTN OERFRZRABLET,
| exclude (ER) expression & —ET DT RFR-N ORI L T,
| include (&) 48 &z expression & —E T DITE2 R RICEDET,
expression ZRARA M LTHERT 2HIINOLFHITT,
OV K E—F e EXEC
avy FOBERE yyy—x EENE
12.1(11)AX Coavy FRBMSNE L,

EREDAA FS54>

7

system mtu ¥ 7213 system mtu jumbo 7 71— 3L 2T 4 Fa L— g awy REMHHLTMTU
DOREEERELIEGG, A4y TFE2VEy bLAVWNAEY | FLWLEEITANI R EHA,

VA7 5 MTU 1Z 10/100 Mbps TEWET 28— F&, A7 L5 Vv A MTU IZF B Y b A— K%
SZHMLET, VAT LA NL—TFT 4 MTUEINAV—T v K AR— 2SR LET,

LFEHTIE, KXFENXFEREIESNET, 72& 2L, | exclude output & A L7254, output %
ETITIIFRRSNEEAD, Output ZETITIIRREINET,

WOBITIL, show system mtu =~ > KOHEHEZRLET,

Switch# show system mtu

System MTU size is 1500 bytes
System Jumbo MTU size is 1550 bytes
Routing MTU size is 1500 bytes.

BBEav> R

avw vk StH
system mtu T77ARMA=Y Xy b BF—b, FHAEY b A —=FFy b F—-b, £72Z
J—T v K R—brD MTU A X&FELET,

Catalyst 3750 R/ yF Av v F YI7L R
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showudid W

show udld

TRCOFR—bFERFHBESNEZR—FOBR—FmMY > 7 KkHE (UDLD) EEAT —% 28 L OEEA
T—H A%FERTHIZ1E, show udld =—% EXEC =2~ F&HEHLET,

show udld [interface-id] [ | {begin | exclude | include} expression]

DB ADEBA  interface-id EE) A4 =724 AZADID BLOR— &S TS, Hohif v & —
7 xA AT, WEIAR— h & VLAN BAEERE T, EETE % VLAN fi
BHIX 1 ~ 4094 T,
| begin (EE) expression & —BT 21T LR REZFBLET,
| exclude (EE) expression & —BT 51752 RTNLERINLET,
| include (EE) BE ST expression & —T 2172 FRICEDET,
expression ZHAA b ELTHERT 2 HIINOCFSTT,
ATk E—F  =2—# EXEC
oY FOBERE yy—= EEANS
12.1(11)AX Ioawy RBEMEhE L,

BEREDAA FS54>

interface-id Z NJJ L7 WGEIL, TXTOAL 2 —7 = A4 ZOER LB I ONEM Lo UDLD A7 —#
ANFRINET,

LFHNTIE, KX EDXFERRIENET, 72& 21E, | exclude output & AJ) L7234 output %
EUITIXRRSNETAD, Output 8 TITIIR R ENET,

i WOFITIL, show udld interface-id =~ > FOWjZRLET, ZITik. UDLD 12V 7 Oflits T
AR—=TVICHEESNTWT, V7 RRFMTHDZ &% UDLD B L ET, & 2-38 12, 2o
NCRFEND T 4 =N FOBRRERLET,

Switch> show udld gigabitethernet2/0/1
Interface gi2/0/1
Port enable administrative configuration setting: Follows device default
Port enable operational state: Enabled
Current bidirectional state: Bidirectional
Current operational state: Advertisement - Single Neighbor detected
Message interval: 60
Time out interval: 5
Entry 1
Expiration time: 146
Device ID: 1
Current neighbor state: Bidirectional
Device name: Switch-A
Port ID: Gi2/0/1
Neighbor echo 1 device: Switch-B
Neighbor echo 1 port: Gi2/0/2
Message interval: 5
Catalyst 3750 R4 v F a2 F YI7L VR
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show udld

CDP Device name: Switch-A

= 2-38 show udld ® 7 1« —JL FDOEREA
Z4—ILF EL
Interface UDLD IZREXNTFE—HN TNRAL ZADA v X —T = A A,

Port enable administrative
configuration setting

A— K T?» UDLD O EHE, UDLD XA 2 —T/VE 71T «
=T NOEE, K= FDOA X =T AFREITER EOA =T A
T—hrERUTT, ENUHNOHE, A X —T VEWEREIX, 7

B — LI F—T VR EIL L > TRED 77,

Port enable operational state

Z DR — T UDLD REEICHEE L TWE0E 5 hErTEIEA
F— bk,

Current bidirectional state

VoI ORFEAT—h, VIR X T LT05E0, £i2iF
UDLD 3EXf T /34 A8 SN TV 5 54E 11X, unknown A7 —
FRFERENET, U7 UDLD ®GT 31 R THEE EB YN
JifER SN TV A AT, bidirectional A7 — FRFEIRENE T,
ZTOMOENFEREINTVAEAIL, ELLBEBRINTWERTA,

Current operational state

UDLD 25— 3 v OBIED 7 = — X, @HEOMFEY 7 D
A, <013, AT —F 23 UET RREZAL X T =2— T,

Message interval

B—T )V TNA ANET RRNZA X Ay —UhkRET DHE,
BAZIIFH T,

Time out interval

MY 4> R ic, UDLD 7 A A0 b DT 2 — & #ik4
HHIM ().

Entry 1

BIO% v v v 2 =2 LU O, 20T b YIS, F A S
BZESNTa—EROa E— MRS ET,

Expiration time

DXy va T2 ) OHRIEIND F TOFERYM (),

Device ID

T A 2D 1D,

Current neighbor state

IAN=DBEDAT— b, B—H) TNA AL L OEHEEE O
FTUDLD NEEEBIVBHLTWAEA, RM 13— XT— kB
Y= 27— MNIRFHTT, V7B Z 7 LTWDM,
F TR A N=28 UDLD S TRWEA, vy vz o Uik
BREINFEHA,

Device name

MEEAETIIRAN—D Y AT L VY TAEKS, BELDRESH
TV, 21T 740k (Switch) IZRESINTWDEHE.
VAT LDV TNEENERINET,

Port ID

UDLD (ZKf L TA X — 7 /MIRE SN2 A XA—D AR — | ID,

Neighbor echo 1 device

Ta—DFEILTHDRAN—DES,

Neighbor echo 1 port

Ta—DEEFEILTHDIRANN—DKR— &S ID,

Message interval

FAN=NT FNZA X Ay —VEFRETIHE (),

CDP device name

CDP 5, AL FE 12TV AT L V) TAES, HELNRESH
TR0, 21T 740~ (Switch) IZRESINTWDEHE.
VAT LDV T NEENERINET,

Jl Catalyst3750 R4 v F av Y F YI7L2R
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showudid W

avy kR £

udld UDLD o7 7'V y o7 = RNERIE /) —~/b B— R Fx—T /b
T 20, FRERENERA vE—Y XA ~—DOREHEREL
F9,

udld port flHx DA% —T7x2AATUDLD %A X —7NMZT DHh, i
K77 AN E—T oA AR udld 72— )b 2T 4 F 2 b—
vary avwry Rl oTAR—TNICRDDEHEET,

udld reset UDLD IC kAT R_RTDODA v E—T A Ay hEU UV EZ Y

FL. P77 407 BNEBTDOZHFOHFLET,

| OL-8552-07-J
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show version

show version

N=RzTBIORT7 77— U7 ON—T a MNEREFRRT HIZ1E, show version =—— 4 EXEC =
~ U REFEALET,

show version [ | {begin | exclude | include} expression]

DBV ADHHA | begin (fEE) expression & —HT 21T OERTREZRABLET,
| exclude (FEE) expression & —BT DT ERRNLRINLET,
| include (EE) fRE SN expression & —HT HTERRIZEDET,
expression ZWARA M E L THERT 2 H NN LA TY,
A kFE—F 2% EXEC
a2 FORERE yy—=x EEAE
12.1(11)AX Coavy FRBMSNE L,

EREDAA FS54>

]

(E)

FHITIE, RLFENLFREI SN ET, =& 21E, | exclude output & AJ) L7285, output %
BUITIEIR A INETADR, Ouiput ZE5TATIEIRFSINET,

WOHTIL, show version =~ RO ZRLE9,

show version H /JIZIER R EINFETH, 227y F2 L —2 g VLIAFERIZAA v FTHR—F
INTWEHRA,

Switch> show version

Cisco Internetwork Operating System Software

IOS (tm) C3750 Software (C3750-IPSERVICES-M), Version 12.2(25)SEB, RELEASE SOFTWARE (fcl)
Copyright (c) 1986-2005 by cisco Systems, Inc.

Compiled Tues 15-Feb-05 21:09 by antonino

Image text-base: 0x00003000, data-base: 0x008E36A4

ROM: Bootstrap program is C3750 boot loader
BOOTLDR: C3750 Boot Loader (C3750-HBOOT-M) Version 12.2(25) SEB,

Switch uptime is 2 days, 11 hours, 16 minutes
System returned to ROM by power-on
System image file is "flash:i5.709"

cisco WS-C3750-48TS (PowerPC405) processor with 120822K/10240K bytes of memory.
Last reset from power-on

Bridging software.

Target IOS Version 12.2(25)SEB

1 Virtual Ethernet/IEEE 802.3 interface(s)

48 FastEthernet/IEEE 802.3 interface(s)

32 Gigabit Ethernet/IEEE 802.3 interface(s)

Catalyst 3750 R/ yF Av v F YI7L R
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show version W

The password-recovery mechanism is enabled.

512K bytes of flash-simulated non-volatile configuration memory.

Base ethernet MAC Address
Motherboard assembly number
Motherboard serial number
Motherboard revision number
Model number

1 28 WS-C3750G-24TS
* 8 52 WS-C3750-48TS
Switch 01

Switch Uptime

Base ethernet MAC Address
Motherboard assembly number
Power supply part number
Motherboard serial number
Model number

System serial number

Configuration register is OxF

<output truncated>

00:09:43:A7:F2:00
73-7056-05
CsJ0638004U

05

73-7056-05

SW Version SW Image
12.2(25) SEB C3750-IPSERVICES-M
12.2(25) SEB C3750-IPSERVICES-M

2 days, 11 hours, 17 minutes
00:0B:46:2E:35:80

73-7058-04

341-0045-01

CSJ0640010L
WS-C3750-24TS-SMI
CSJ0642U00A

| OL-8552-07-J
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Hl  showvlan

show vilan

2L v F EOTRTCOREFH» VLAN £7215H 5 VLAN (VLAN ID F7- 134 Ri2HEELIZHE) O
IRT A =R %R T 5HI21%, show vlan = —¥% EXEC =~ > R&EHEH L £,

show vlan [brief | dotlq tag native | id v/an-id | internal usage | mtu | name vian-name |
private-vlan [type] | remote-span | summary] [ | {begin | exclude | include}

expression|

brief

(f£E) VLAN ZLIZ VLAN 4, AT —F A, BIOKR— &2 1 {TTHEF
LET,

dotlq tag native

(f£3%) IEEE 802.1Q £ A7 4 7 VLAN # X/ A7 — X A F R LET,

id vian-id

(fER) VLAN ID % 5 CHiE Sz 1 50 VLAN BT B Hi e 25 L %
T vian-id \THEET X HHEPAIL 1 ~ 4094 TT,

DURy Y ZADFHHA
~
GE)
avy kE—F

internal usage

(fEE) AA v FRNENCEHEAT S VLANDO U A R E2FRRLET, Zh
5@ VLAN X 2 bEsE#P (VLAN ID 23 1006 ~ 4094) Nt DT,
N6 VLAN ZRNEMEHANSHIBR LW E, vlan 7 e —o3L a7 ¢
Fal—rvaryavryREHEHALT, Zhbo IDS € VLAN % {EK T
A,

mtu

(L&) VLAN DU 2 & VLAN OFR— MIRESNTWAE/NIB IO
ERinkar=v + (MTU) A4 X&FERLET,

name vian-name

({EE) VLAN 4 THREES T2 1 5O VLAN IZB3 2@ e R R LET,
VLAN 4%, 1 ~ 32 350 ASCI XF5 T,

private-vlan

LE) 774~V BLPEL XY VLANID, #1477 (2I2=7 1,
ML, E72T3T74<Y) BRORT 74— K VLANIZET 5K — %
G, BEFHDT T A —h VLAN OFHREZFRLET, ZOF—U—
NiZ, A4 v F B IP H—E R £ A= (f£2k D Enhanced Multilayer
Image [EMI]) #FETLTWAH AL TV R—bahET,

type

(fFE) 774 X— K VLANID BIUOZ A TR T 2R RLET,

remote-span

(f£#) Remote SPAN (RSPAN) VLAN IZBF 2 EHMEFR T LET,

summary (EE) VLAN =V —fEHmasR L ET,

| begin (=) expression & —BT 21T bR TEZMBLET,

| exclude (=) expression & —BT 21T RN ORINLE T,

| include (fE3E) 487 Sh/z expression & —8T DITERRICEDET,
expression AL M E LTHERT 2 INOFSTY,

ifindex ¥— U — K, 23w FIA L DO~LT 2 L) U ZICEERSRTOETR, $H— L ShT

WEE A,

o —H EXEC

Jl Catalyst3750 R4 v F av Y F YI7L2R
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showvian W

avY FOERE

EREDAHA R34y

yy—= EERE

12.1(11)AX Zoavy FREBMENE L,

12.2(20)SE mtu ¥ L O private-vlan ¥ — 7 — FBEMINE Lz,
12.2(25)SE dotlq tag native ¥ — 7 — RK2NBEMENE L7,

show vlan mtu =~ > N ) TlZ, MTU_Mismatch #iZ VLAN NO T XTOKR— MIZ[F LU MTU 2 &
LZMEIPERLET, ZOHNT yes BEREIN TV DHAE, VLAN O R — MMIhlx O MTU 3%
D, X7y R KEWMTU 22K — b2 B/ &0 MTU ZFf2HR— MIAL v F 7 Ehd L,
Fay73nsZ BBV ET, VLANIZ SVI BRWEE, ~a1 7 () 52 SVIMTU FZFE R
S FET ., MTU-Mismatch F1iZ yes BER SN TWHEE, MiniMTU % £fF25HR— kb & MaxMTU % £f
DR — MABERRINET,

v H &Y VLAN ZEHETDHHINCT T4 X— K VLAN Dt h & VLAN #7514~ U VLAN ICH
BT LD ET DL, A4 U VLAN 7 show vlan private-vlan =~ > FOHAIZE TN EEA,

show vlan private-vlan type =~ > RO ) TIE, normal & LTERREINIZEA I, 774 =]
VLAN o7 Vv x—La &R TnThS, 774 ~— |k VLAN O—#Tid7eW VLAN ThoH Z &
EEWLET, & xiE, 29O VLAN 2774 <Y VLAN BL Ut ¥ Y VLAN LEHL, M
AT 2% T, 774~ VLAN 267 Y v m—3 a3 VEBIRETICE S 4 U VLAN O E % Hibk
L7za, © 4 U VLAN 72572 VLAN B I normal & L THRENET, show vlan
private-vlan (/) Ti%, 774~ VU &EH ¥ U VLAN OXT 1 non-operational & FKRSNET,

FHITIE, RLFENLFRRI S ET, 72& 21, | exclude output & AJ) L7854, output %
BUITIEIR S INETADR, Ouiput ZE5TATIEIRFSINE T,

] KOBITIE, show vlan 2~ ROMAZRLET, # 23910, ZOHNTERIENDT 4 —/L RO

HHERLET,

Switch> show wvlan

VLAN Name Status Ports

1 default active Fal/0/1, Fal/0/2, Fal/0/3
Fal/0/4, Fal/0/5, Fal/0/6
Fal/0/7, Fal/0/8, Fal/0/9
Fal/0/10, Fal/0/11, Fal/0/12
Fal/0/13, Fal/0/14, Fal/0/15
Fal/0/16, Fal/0/17, Fal/0/18
Fal/0/19, Fal/0/20, Fal/0/21
Fal/0/24, Gil/0/1, Gil/0/2

<output truncated>

2 VLAN0OO2 active

3 VLANOOO3 active

<output truncated>

1000 VLAN1000 active

1002 fddi-default active

1003 token-ring-default active

1004 fddinet-default active

1005 trnet-default active

VLAN Type SAID MTU Parent RingNo BridgeNo Stp BrdgMode Transl Trans?2

1 enet 100001 1500 - - - - - 1002 1003

2 enet 100002 1500 - - - - - 0 0
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Hl  showvlan

3 enet 100003
<output truncated>

1005 trnet 101005

Remote SPAN VLANs

1500 - - -

1500 - - - - - 0 0

ibm - 0 0

Primary Secondary Type Ports

Primary Secondary Type Ports

20 25 isolated Fal/0/13, Fal/0/20, Fal/0/22, Gil/0/1, Fa2/0/13, Fa2/0/22,
Fa3/0/13, Fa3/0/14.Fa3/0/20, Gi3/0/1

20 30 community Fal/0/13, Fal/0/20, Fall/0/21, Gil/0/1, Fa2/0/13, Fa2/0/20,
Fa3/0/14, Fa3/0/20,Fa3/0/21, Gi3/0/1

20 35 community Fal/0/13, Fal/0/20, Fal/0/23, Fal/0/33, Gil/0/1, Fa2/0/13,
Fa3/0/14, Fa3/0/20, Fa3/0/23, Fa3/0/33, Gi3/0/1

<output truncated>

= 2-39 showvlan A< FOHATZ s —ILF

T4—ILF H7L)

VLAN VLAN #F5-,

Name VLAN D401 (BREINTVWDHEE),

Status VLAN O 27 —# A (active ¥ 721% suspend),

Ports VLAN IZJg 9 5HF— b,

Type VLAN ODAF 47 2 A7,

SAID VLAN O & =2V7 41 7Y vxT—v a3 IDd,

MTU VLAN O KigE==> b %14 X,

Parent B VLAN (TFTET H5%6).

RingNo VLAN ® U v 7 %5 Z4T5548),

BrdgNo VLAN ©7' VU v V&S (%47 258).

Stp VLAN TEHENZ2ANR= 7 V) — T a hal 247,

BrdgMode COVLAN O7 Y v 7 F— K A[REREIRY —A—F 7Y v
7" (SRB) BIW®Y—A/L—hK FF AT Lk (SRT) T, T 74/V
FiZ SRB T3,

Transl FFovAL—vary 70 oP1,

Trans2 rovAL—2ar 7Y w2,

Remote SPAN VLANs |37 & TV 5 RSPAN VLAN %751 L £,

Primary/Secondary/ 754~V VLANID, ¥4 > % VU VLANID, ¥4 > % VU VLAN ®% A 7

Type/Ports (A 2=T 0 EEFEEE ., BIOENICFTET SR — MEET, HES
Ni=77A4_—K VLAN BEENET,
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showvian W

WK DFITIL, show vlan dotlq tag native =~ > FOH N ZRLET,

Switch> show vlan dotlqg tag native
dotlg native vlan tagging is disabled

WOFITIE, show vlan private-vlan =2~ > FOMH N EZRLET,

Switch> show vlan private-vlan

Primary Secondary Type Ports

10 501 isolated Gi3/0/3

10 502 community Fa2/0/11

10 503 non-operational3 -

20 25 isolated Fal/0/13, Fal/0/20, Fal/0/22, Gil/0/1, Fa2/0/13,
Fa2/0/22, Fa3/0/13, Fa3/0/14, Fa3/0/20, Gi3/0/1

20 30 community Fal/0/13, Fal/0/20, Fal/0/21, Gil/0/1, Fa2/0/13,
Fa2/0/20, Fa3/0/14, Fa3/0/20, Fa3/0/21, Gi3/0/1

20 35 community Fal/0/13, Fal/0/20, Fal/0/23, Fal/0/33.Gil/0/1,
Fa2/0/13, Fa3/0/14, Fa3/0/20.Fa3/0/23, Fa3/0/33,
Gi3/0/1

20 55 non-operational

2000 2500 isolated Fal/0/5, Fal/0/10, Fa2/0/5, Fa2/0/10, Fa2/0/15

WROFITIL, show vlan private-vlan type =~ > FOH & RLET,

Switch> show vlan private-vlan type
Vlan Type

10 primary

501 isolated

502 community

503 normal

WOFTiX, show vlan summary =~ FOH ) ZRLET,

Switch> show vlan summary

Number of existing VLANs : 45
Number of existing VTP VLANs : 45
Number of existing extended VLANs : 0

’OHTIL, show vlanid =~ > FOHA%E R LET,

Switch# show vlan id 2

VLAN Name Status Ports

> viawozo active  Fal/0/7, Fal/o/s
2 VLAN0200 active Fal/3, Fa2/5, Fa2/6

VLAN Type SAID MTU Parent RingNo BridgeNo Stp BrdgMode Transl Trans2

> emet 100002 1500 - - - - - e o

Remote SPAN VLAN

Disabled
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Hl  showvlan

WOBFITIL, show vlan internal usage =~ > FOH 2R LET, ZiiL, VLAN 1025 5 LY 1026
MWL AZ YT AN—=1 DT 7 AN A=V Ry b )b—FT v FFR—F 23 BL0V24 DR VLAN & L
THASNTNDZEEZRLTVWET, 25O VLANID OWTFhr xR 2561%, v —7 v K
R—rE2Trvy NETUTHRERHY 3, 2k, WE VLAN iz L <, $L5E#FH VLAN
BERLET, V—TF > F A= 2GS 5L, thoWE VLAN FERFID M THohET,

Switch> show vlan internal usage
VLAN Usage

1025 FastEthernetl/0/23
1026 FastEthernetl/0/24

BREaT YR avwyk B

private-vlan VLAN #23a2=5 ¢, [BHE. £7-1375 4~ U VLAN ICRET S0, 7
4~V VLAN Zt > %Y VLAN [ZB#EM 1 £,

switchport mode R—FD VLAN ARy v F E— REHRELET,

vlan (global VLAN | ~ 4094 ZZETE 554, VLAN 207 4 Fal—v a3y £—

configuration) KEAR—T VI LET,

vlan (VLAN VLAN 7 — % ~—2 0 VLAN $M % 3% E L £ 3, #EHEHF VLAN (VLAN

configuration) ID1~1005) OHALFHATE LT, BITErIFAS LANTLEE
AN
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show vlan access-map W

show vlan access-map

FED VLAN 778X = v 7 7237 XTO VLAN 77 B R < v 72T 2 1EHE R RT DI,
show vlan access-map F##Z EXEC =~ FZHERA L E T,

show vlan access-map [mapname] [ | {begin | exclude | include} expression]

YOBYYADEBA  mapname (EE) BED VLAN 77 ¥ 2 = v 74,
| begin (EE) expression & —H T 21T bR F-EHBLET,
| exclude ({LE) expression & —ET DT R TR-NBRRINLET,
| include (EE) $8E Iz expression & —ET DT RRIZEDET,
expression ZRARA 2 e LTHEAT 2 HIINOLFHITT,
oYk E—F e EXEC
avy FOBERE yyy—x EENE
12.1(11)AX Zoavwry RpNENENELE,

BEREDAA FS54>

XFHNTIE, RXFLNLEREIENET, 72& 212, | exclude output & AJ) L7284 output %
ETITIIRRSNETAD, Output ZETITIIRREINET,

£l WOFITIX, show vlan access-map =~ > RO IZRLET,
Switch# show vlan access-map
Vlan access-map "SecWiz" 10
Match clauses:
ip address: SecWiz Gi0_3 in ip
ip address: SecWiz FalO 3 in ip
Action:
forward
BEa< K avwUk SR
show vlan filter VLAN 7 4 VW Z T _RTIZET A 1E#,. E£721355ED VLAN £721% VLAN 7
7ERA <y TICHETLERER TR LET,
vlan access-map VLAN X7 v b 74V Z U 7O VLAN <y = MU BERLET,
vlan filter 1 LA kD VLAN (2, VLAN v v 7 &#H L £,
Catalyst 3750 R4 v F a2 F YI7L VR
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H  show vlan filter

show vlan filter

VLAN 7 4 VAT _RTCICEHT 2GR, 238 ED VLAN £721X VLAN 77 2 <= v FICBET 51
WA F£RT DHIZiE. show vlan filter 57# EXEC 2~ > R&EEH L £7,

show vlan filter [access-map name | vlan vian-id] [ | {begin | exclude | include}

expression|
YUBYYADEGB  access-map name (T8 HBESNZVLAN T 78R~y TDT7 4 AE ) v IEREFRLE
7
vlan vian-id UL8) FEESNT VLAN D7 4 L2 ) v U iEREF R LET, IETE 5
FPHIX 1 ~ 4094 T,
| begin (EE) expression & —BT 5170 LR REZFHBLET,
| exclude LE) expression & —BT 575 RTNLERINLET,
| include (L&) $8E Sz expression & —ET DT FRICEDET,
expression ZHARA b E LTHEAT 2 HINDOLFSNITT,
vk ®—F ¥ EXEC
a7 Y FORERE yy—=x EFERA
12.1(11)AX COawr RABMELE L,

BEREDAA FS4>

LFEHTIE, KT ENXTFREIENET, 72& 2L, | exclude output & A L7254 output %
ETITIIR R SNETAD, Output ZETITIIRREINET,

1l WOFHTIE, show vlan filter =~ > RO &R LET,
Switch# show vlan filter
VLAN Map map_1 is filtering VLANs:
20-22
BIEaT VR avwy R B
show vlan access-map BEDVLAN 7 78R v 7EHEFTXTOVLAN 7 7R < v
TICET HERER R LE T,
vlan access-map VLAN X7y b 74 0Z V7O VLAN <y 7 = b Y R L £
7
vlan filter 1 2Ll E® VLAN IZ, VLAN = v 7&#iH L £,
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showvmps H

show vmps

VLAN Query Protocol (VQP) N\— =3 > BBA v F— Vb, FBaATEEL. VLAN ARy
RV —H =" (VMPS) OIP 7 RL A, BEOBEDOY —N"LT T A < U = R"ERKIRFT DHITIE,
F—U— FZEE L7V T show vmps = —¥% EXEC a2~ > R&fH L EJ, statistics ¥—V— %
T L, 7947 MIDKEHERDRRSNET,

show vmps [statistics] [ | {begin | exclude | include} expression]

DUBY XD statistics (EE) VQP 02 747 v MUFFHERB L O v v 2 2R R L ET,
| begin (EE) expression & —BT 21T LR REZFBLET,
| exclude (EE) expression & —BT 51752 RTNLERINLET,
| include (EE) BE ST expression & —T 2172 FRICEDET,
expression ZHAA b ELTHERT 2 HIINOCFSTT,

avy Kk E—F o —# EXEC

av Yy FOER yy—=x EERNE
12.1(11)AX Zoawy REMESNE L,

BREDHA FSM4Y  CFEHITIE, KXFEALEREERET, =& 213F, | exclude output & A L7284, output %
ETITIIR R SNETAD, Output ZETITIIRREINET,

B WOFITIE, show vimps =2~ > ROHIZRLET,

Switch> show vmps

VQP Client Status:

VMPS VQP Version: 1
Reconfirm Interval: 60 min
Server Retry Count: 3

VMPS domain server:

Reconfirmation status

VMPS Action: other

WOHITIL, show vmps statistics 2~ FOH N ZRLET, £ 24012, BRENDHKET 4 —/L R
DOEAERLET,

Switch> show vmps statistics
VMPS Client Statistics

VQP Queries:

VQP Responses:

VMPS Changes:

VQP Shutdowns:

VQP Denied:

o O O O O

Catalyst 3750 R4 v F a2 F YI7L VR
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WM showvmps

VQP Wrong Domain:
VQP Wrong Version:

0
0

VQP Insufficient Resource: 0

£ 2-40 show vmps statistics M 7 1 —JL DA

Z14—ILF

&8

VQP Queries

54T b VMPS IR EEN 5 7 =) —¥,

VQP Responses

VMPS 7267 T4 7 » MT#EE SN DINEE

VMPS Changes

P —3[#T VMPS ZZ R U724,

VQP Shutdowns

K= 2T vy T UT 5702 VMPS BISE 2R E LR, 72947
VRMEIR—FETFT4E—T NI, ZOFR—FEOTRTOFXAF Iy TR
VA%ZT RLVA T—7ANLHIBRLET, s d 212, A— F2EY
B EDOA X —TVIRRBIZT AMERH Y £,

VQP Denied

VMPS BREF =2V 7 4 EOEHENL Y T4 7 2 NERZER L7ZE%, VMPS
DIENRT FLAZRELE LFEBRE., FOT RFLVATY—J RATF— gD 7
U — A EITENEEA (F— B3 VLAN IZE D B4 THENTWBHIFE,

Tu— XY 2 ERIFYATFRY AN JL—L N —7 25— 3 25 L
THREEINET), 7747 MIERENZT KL 2270y 7 EAHRT R
AELTCT RVA TR ELET, Zhicky, Zov—s 25— 3
UMBEAF LA FIR A M T 57 = =2, ZhLlkE VMPS 12415
S RVEST, == AL LN, ZOR—FTCZIDOU—T AT —

arnbOFH ATy NEZELRWEA, 7747 MIT R A& MR
UinicLx4,

VQP Wrong Domain

FORINOBFEBE R A A 28 VMPS OFB R A A & —ELAAWEE, R— kD
kD VLAN |0 Y THEHLEH I NFR A, TOREIL, P—"BLOV T4
T MIFREU VIPEH RAAL URARESN TN EE2EKRLET,

VQP Wrong Version

Jx)— Xy hONR—T g 74— RIZ, VMPS THR— SN TS
N=T a0 L REWVENREMNINDEE, A— o VLAN # 0 4Tk
FEINETA, AL vFIXTVMPS X—V g 0 1 BERZFEZEELET,

VQP Insufficient

VY —=ADTXATEY T 4 IZERH D7D, VMPS BNERIGETE 7

Resource WEE, FRITHIBICEL TWAWES., 79472 MI—_"ZTLoFRT
EEIZELEZNE D NS LT, RV —NFERIIRORBYS —NICEREZ2FH
EELET,
BEa<v R avwyFk B

clear vmps statistics

VQP 7 54 72 MelREE ST Bkt isde 7 U 7 LET,

vmps reconfirm
(privileged EXEC)

VQP 7=V —%FEEL T, VMPS TOTXTOXAF I v VLAN #lV
LT R LET,

vmps retry

VQP 7 547 > bDOY—=_"ZT L OFRITREZRE LET,

vmps server

774~V VMPS, BEIORKT3IEOEH XY b—_"E2RELET,
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showvtp W

show vtp

VLAN Trunking Protocol (VIP) OEBRRNAA | AT —F A, BLOI U ZICHET L —RIERE
FKRT 512X, show vtp = —H EXEC =~w > REfHLET,

show vtp {counters | password | status} [ | {begin | exclude | include} expression]

YUFYYADGH  counters ZA v F O VIP G Rz #R LET,
password BESNT VIP RAT— FE&2FRLET,
status VTP HEH A A L DAT—Z R 5 —fKkifRER T LET,
| begin (fEE) expression & —BT 2T bR AEZMAELE T,
| exclude (=) expression & —BT 21T 2K TN ORILE T,
| include (EB) $8E Sz expression & —ET HITEFKRICEDET,
expression SZWARA N LTHEAT 2 HARNOIIFHITT,
aAvY K E—F  =—#% EXEC
vy FORERE Jy—= EEANR
12.1(11)AX Zoawy RRBMENE L,

12.1(14)EA1

password ¥ — 7 — R2NGEME I E LT,

EREDAHA R34y

]

LFHTIE, KXFENXTERRBIESNET, =& 21E, | exclude output & A L7284 output %
BUITIIRRENEEAD, Output % ETATIER RS NET,

WOFITIL, show vtp counters =~ FOM N ZEZRLET, £ 2-41 12, RARINHAET 41— /L RO
FAERLET,

Switch> show vtp counters

VTP statistics:

Summary advertisements received
Subset advertisements received
Request advertisements received
Summary advertisements transmitted :
Subset advertisements transmitted
Request advertisements transmitted :
Number of config revision errors
Number of config digest errors
Number of V1 summary errors

O O O O O O O O o

VTP pruning statistics:

Trunk Join Transmitted Join Received Summary advts received from
non-pruning-capable device
Fal/0/47 0 0 0

Fal/0/48 0 0 0

| OL-8552-07-J
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show vtp

Gi2/0/1 0
Gi3/0/2 0
& 2-41

show vtp counters ® 7 1+ —JL FO§HA

Z4—ILF

SitEA

Summary advertisements
received

7o A= ETZORAL v TFRZETHH~I— T FRF AL XD
¥, <=V — T KRXZ A XE, BERAA H, 2307 4 Fa2b—
va v )t/a/%ﬁ\ E%ﬁ?%-ﬁxﬁ/7&ID ntunE?l:E/y"j_-A
BIOBE#ET YTy b 7 RRZ A XOENREENET,

Subset advertisements
received

7o R—=FETZORAL v TFRZETLHLH 7Y N T RRF AKX
O, Y7y b T RARZ A RZiE, 1 DL E® VLAN (2B 5158
NTRTEHEENLTHET,

Request advertisements
received

K72 R—=FETZDOARAL v TFNZETDHT RNX A XFRDOHL,
T RAAE A RERIL, @H . TNTD VLAN B2+ 5 1F®AEZERL
£9, £/, VLAN OV 7ty MIETAIHERGERTE 7,

Summary advertisements
transmitted

FNZ70 7 R=FETCZDOAL v FREET LIV~ =T XA XD
B, v~ — T FAZARZUF, BEHRAAL 4, a7 4Falb—
va v )t/a/%ﬁ\ E%ﬁ?%-ﬁxﬁ/7&ID ntunE?l:E/y"j_-A
BLOEET LY T2y b 7 RRZAXOEBREENET,

Subset advertisements
transmitted

Fov 7 F— b ECZOAL vy FREETEY Ty b T FAFAL R
D¥, Y7y b T EAZALRZE, 1 2L EO VLAN (2B 5 1 4
ME_TEERTOET,

Request advertisements
transmitted

K72 R—=FETZDOARAL v TFNEETDHT RAAX A XFRDOH,
T RAAE A RERIL, @H . TNTD VLAN LB+ A1F®MAEZERL
£9, £/, VLAN OV 7ty MIETAIERDERTE 7,

Number of configuration
revision errors

VeV ar =7 —0%,

#H LW VLAN O FEZE, BEfF VLAN Ok, Tk, 7238, 50
IZBEAE VLAN ORFGA—FEBEFEITHIE, AL v TFOar7 4 ¥a
L—arr VeV a UEeRNHEML £,

VEYa v BEENAL v T DI EYa vFEEL-KTHCL00bD

FLMDS H A Ve R MER—ELARNT NS A XE ALy FHERF
THL, VEVar g —nEHILET, TO=T—iE, 2200 AA v
FDNTP /NAT — KRR D0 FTIFIAA v TFOREDRR DL L
FERLET,

INBDOET—RNRELTEEA, A v TFITERT RRXZ AL XDT 4V

YL TRTHY, Fy U= NTVIP F—X_X—2ANEH LA <
0 FET,

Number of configuration
digest errors

MD5 ¥4 VA N =5 —D¥K,

Y~ — Xy hNOMDS FA V=AM, BEEINEZERAT R
WNEA XD MDS ZA V=2 A MR —FLBEWEEEX, #4122 =
TF—MMEMLET, ZO=T—1F, BE., 2 ODAAL »F O VTP /R A
U— KRR RDZEEEWLEYS, ZOMBEEZMRT I, T3TD
AA v FTVTP RXRAU— KRR CIZ2b L2 LET,

INGOZT—NRAELTESGAE, A v TFTIEEET RRXZALZXDT v
2V THTHY, 2y hU—JNTVIP T —Z_X—2ANR L7 <
0 E3,
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showvtp W

& 2-41 show vtp counters ® 7 1+ —J)L FOH (=)
Z4—ILF SRR

Number of V1 summary NR—=Tar 1T —0HK,
errors

VIPV2 £E—RDAA v F N VIP X—=T a1 7L —252ZETH L,
N—=T g1~ — =T —n#ILET, ZhbDx=T—i%, b

EH 1 2OFEAAL v F ETVIP A=V a > 1 BBEEI L TWD0,

FARIEV2E—FRNT 4 B—TLOIRET VIP X—T 3 U 2 BREEI L
TWHZEaFEWLET, ZoOMEELMRET 5121, VIP V2 £— R0
2L O FDORELET A B—TWVICERELET,

Join Transmitted Ko7 ETEEENIZVIP Iv—=0 7 A vt —T 0%,
Join Received Ko 2 ETESNTEVIP P—= 7 Ayt —T 08,

Summary Advts Received | v T 7 ECRFEENTZ, TN —=0 7 &R —FLTHRNT /A 2
from non-pruning-capable |7>5® VIP ¥~V — A vk —T 0%,
device

WOHICIL, show vtp status =~ > RO NZRLET, £ 2-42 12, BRENDE T 4 —/V FOFHHA
ERLET,

Switch> show vtp status

VTP Version HE

Configuration Revision : 0

Maximum VLANs supported locally : 1005

Number of existing VLANs : 45

VTP Operating Mode : Transparent

VTP Domain Name : shared testbedl

VTP Pruning Mode : Disabled

VTP V2 Mode : Disabled

VTP Traps Generation : Enabled

MD5 digest : 0x3A 0x29 0x86 0x39 0xB4 0x5D 0x58 0xD7

#* 2-42 show vtp status O 7 « —JL FDREA

Z4—ILF A

VTP Version A wF ETEHELTWAS VIP A=V g v 2FxLET, 774/ 8T
F, Ay TFIIAN=V a1 ZETLETR, A=V a3 2ICRETD
LB TEET,

Configuration Revision DAL FOHEEDOD L T 4 X2l —ay YEY g VK E,

Maximum VLANs 12— B AR — F ZI TS VLAN O KR,

Supported Locally

Number of Existing BETE D VLAN %%,

VLANSs
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W showvtp

& 2-42 show vtp status D7« —JL FOFHE #FE)

J4—ILF

B8

VTP Operating Mode

VTP #fEE— K (=, 7747~ FETER) #RTLET,

Server : VTP =N E— KD AA v F L VIPIZH L TA RF—T L ThH

D, TRRNEA ZX%EFELET, A4 vF TVLAN ZHETEET, =
DAL vy FEEMT DL, EBERIC, BIIED VIP 7 —F X—ZAND TR
T? VLAN 1f#H %, NVRAM O CExEd, 7740 8TlE, T

NRTDAA v F B VTP —/T,

GE) AL v FBFEEZLZ NVRAM ICEZAATWDICHEEZRBH L.,
NVRAM NHERET A FE TH— N B— NZRED I LR TX RN
H. AAVFIIVIP =R E—RKNL VIP 25472 ~ E—
NIZH#IZZ DY £97,

Client : VIP 754 7> F FE— FOAAL v FIZ VIP T LTA X —7
NTHY, T RRZA XEREFETEETHN, VLAN REEZHBNT 5720
WA AR REEA L —URH D FHA, AA v F Tk VLAN 2% T
TEXFE¥HA, VIPIZ AT IR EEBNTDHE, VIP 7 747 2 MI%E
®D VLAN 5 —Z =2 &b 25 7 RAZ A4 X2+ 5 E T, VTP
T RN A R EEELERA,

Transparent : VTP FRE— RDOAA v FIL, VIPIZHLTT 4+ E—7
NTHY, T RNZ A XDRER, MOT AL ZANLEE ST KA
A ZXDEBEREATOEE A, £2. Xy P =7 AOMDT A ZAD
VLAN REICHHEELEE A, AA v FILVIP 7 RAZ A XEZfF L,
TR RXEZZ LI Ty R—bEERSTRXTDORNT 7 K— b
ICINEiRELET,

VTP Domain Name

Ay FOE AL & RET D4,

VTP Pruning Mode

TN—=U TRA X =T NN EIIT A =T A0 EFE R LET, VIP
PR T TN —= T A X =TT HE, BEHIRNAAL U RIRTT
N—= TRENRVEST, IN—= TR THE. N T 74w
IR Ry NI =27 FARL AT 78 AT HEDIER LR T IE
BROIRWRNT T VoINPT T T 407 NI 747 BHIRENE
7,

VTP V2 Mode

VIP R—=T a3 v 2 F—RKBRAR—TNANEIDEFRRLET, T3CD
VIP R—V a2 A v FiE, T 74/ FTR—=V g 1 E— FTHIE
LET, & VIP AL v FIIDOTXTD VIP 731 2AOHREE B EIM
WCHRHLET, VIP T, 2 Xy T =7 NOTTOD VTP A1 v F
WA= 30 2 F— RCTEMERRERESTET, Xy hU—2 % —T 3
V2ICREL TLZ &,

VTP Traps Generation

VIP b7 v 7 %3y NT—UEHRAT =3 a VIRETHENE I e #
~LET,

MD5 Digest VTP RED 16 XA N Fx v 7P A
Configuration Last KBIAT O TR EEEO R EA 2 F R LET, T— X X—RADRE
Modified EHEOFKNE RS2 AL v FDOIP 7T NLAEFRRLET,
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showvtp W
BlEaT YK avwvk BiEA
clear vtp counters VIPBLQRTN—= T W25 7 V7 LET,
vtp (global configuration) VTP O7 7 A NE, A F—T A R4, RAL 4, BIOE—F
BRELET,
vtp (VLAN configuration) VTP ® KA A 4, RNAT—F, Fh—=r7 BIOE— FEHE
LET,
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