GE)

CHAPTER

SPAN & RSPAN D% E

Z OFETIX, Catalyst 4500 >V —X A A »F kT Switched Port Analyzer (SPAN; A A v F R HR— b
7+ 74 H%) & Remote SPAN (RSPAN) #%#FRET 5 HIEIZOWTHHLET, SPAN I,
SwitchProbe 7 /3 A A F 7 13% Dfth® Remote Monitoring (RMON) 'r—7 72Dy hT—2 7
FIAVICE BT, Xy NT—2 NT T4 v BEINLET,

COEONEIT, kO LEBY T,

e [SPAN & RSPAN O#%| (P.50-1)

e [SPAN ?O%7E| (P.50-7)

e [CPUFR—IDA=>7 7] (P50-11)

o W7 EebokE (P.50-13)

o A1y b (P50-13)

e [77¥A VAN TZ4NEY 7] (P50-14)
o IRy NEAT T4NEY T (P50-16)
o [&EM (P.50-17)

» [RSPAN D% (P.50-18)

e [SPAN £ XU RSPAN 27 —% 2ADF<] (P.50-27)

ZDEDAAL vF a~v FOWLE LR FIEOFHEMIZOWTIX, [Catalyst 4500 Series Switch
Cisco 10S Command Reference] XU ® URL OB#E~=o27 V2SR LTI EEW,

http://www.cisco.com/en/US/products/ps6350/index.html

SPAN & RSPAN O#t £

2T, MONBIZHOWTHIALET,

o [SPAN & RSPAN D44 & HFEI (P.50-3)

o [SPAN & RSPAN Ot v i = »RE] (P.50-6)
» [SPAN & RSPAN ®F 7 4 /L hi#& ) (P.50-6)

SPAN %, f£& ® Virtual LAN (VLAN; {48 LAN) LD 1 D E-I3EEOEE A v 2 —T7 = A AD
BONTT 4y 7, 2T 1 DFEIIEED VLAN 2 O5E0EA v 2 —T oA A~D ST 7 4 v 7 &fiR
42720177 LET, 50-1 TiE, 41—V Ry b A v EZ =Tz RS (KETA L F—
TxAR) LOTRTORNIF T4 IB, A—VFRXy A F—TxzAA10IZITF7 -V T 3INE
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#£50% SPAN & RSPAN OBE |

Bl SPAN & RSPAN D#E

T A=V R h A F =T RXA10DFXY NIT—F TFIAVIFE, /=Y Ry b A F—TxA
SRR L TR ThH, 2O EZ—T 24 ANLDTRTOFR Yy NI —27 bTFT7 4 v
JEZETEET,

SPAN ZRETHHEE. BETA Vv E—T oA AL5ikiA v F—T =4 ALE—AA v F EITHEELT
WAMENRH D FT,

SPANIZ, B#ETA VA —T 2 A ALORY NI =T "TT 4 v I DAL v F U T BEEZ FH
o BETA VI =T oA AVREZE LYy bOav — 356 v X —7 = AZERFEINET,

50-1 SPAN D& 5EH

—4

N R—r10I235—) o5&t
3456 789 10 N12[;R—Fr5DFS5T4vY

E6 E7
E5 E8 E11
E4 E9 E12

Eo E3 E

E1 1
=

2y RT=D TFIAY

S6884

RSPAN [, v FU—Z7 NDOEED A A »F D RMON ¥fEE A X — 72T 5 Z L2k > T, SPAN
ZPELET, £ RSPAN v a DT 7 4 v 7iF, BETET_XTORAL v F EDZ D RSPAN
v a UEAO2—PEE RSPAN VLAN # /0 L CTIEESNET, EEFELHS5D SPAN T 7 1 v
7%, RSPAN VLAN i[Zabt—&nThb, b T 7 A—FrEALTEESNET, PT0 7 R—F
¥, RSPAN VLAN %#%E=# VU > 742 RSPAN %itt¥ v I o > 1 RSPAN VLAN #{zk L $£7

(K 50-2 &),

50-2 RSPAN D& EHI
EETRA YT RERA Y F FBERAYF
455%’ ASE%? AﬁEﬁr
RSPAN RSPAN

105028

RSPAN RSPAN
#IETA— k 5 2E H—

SPAN & RSPAN I, #fE7mA— MEZIETEEIL VLAN L TOR Y NU—2 v T T 4 v I DAL v F
VB L E A, EETICL s TEZEENEAAY Yy PO —id, SRR EESNET, 7
b hTiE, SPAN £/ RSPAN v a Vi ko TUHELEND T 7 4 v 7 ZBRWT, 5eR— b
WEhT7 4 v 7 OEZEEITOERE A,

SPAN F£721Z RSPAN 556 R — FA2HL T, Xy b —2 EX 2 VT 4 TS ZANLEFEINE B
74 v EERETEEY, =& ZI1E, Cisco Intrusion Detection System (IDS; R AR T AT A) &
VB R SRR — MO L2 E . IDS T AL TCP Uty b "7y REREEFELT, bl
WKEBEFD TCP £y v a v EFEILSELZENRTEET,

VYI2b9x7 av724Fal—>ay H4 F—11)—X 12.2(53)SG
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| £50% SPAN & RSPAN D&

SPAN & RSPAN oiE Nl

SPAN & RSPAN O#fi= & AEE

Z Z T, SPAN & RSPAN OFREICHET M AL HFEICOWTHHALET, 22 Tlix., RONKFIC
DNWTEHILET,

SPAN vy a3

s

[SPAN & v 3] (P.50-3)
(NF 74w #47) (P50-3)
MEETEAR— N (P.50-4)
aseAR— b (P.50-5)
'VSPAN] (P.50-5)

[SPAN ~Z 7 ¢ > 7] (P.50-6)

—J/V SPAN & v ¥ a3 X, SR — NEEFEILA— MIHIMTT £+, —#HOE X —EFHEO

A—FBLOERFIL VLAN OEFERIIRE NI 74 v 7 2EF=4 ) 7 T&EF, RSPAN & v
g uE, EETAR— M EEEIT VLAN 2% > U —2 @ RSPAN VLAN IS AT £4, 582ED
%12 701% RSPAN VLAN T,

FT=AHEDOFR Yy NI =2 T T 4 v I DERETERET DT A= EMHEH LT, SPAN v 3
VERELET,

AR OE 7= 1TEET 5 —HED SPAN EE L& LT, 8% SPAN £7-13 RSPAN v g % #%
ETEFET, AMAvTF R A= FBLONV—T v FR— MIWnTd, SPAN EELF iz — b
LLTEHRETEET,

RSPAN %fZ75+® v ¥ a &, SPAN E{EAR— bk £721% VLAN % %55 RSPAN VLAN (XA 1) %
4, RSPAN %i%ct v+ = »i%,. RSPAN VLAN % %650 R — MRS £,

SPAN t v ¥ a id, A v FOIEERBELGT EE A, 72720, SPAN O5EN A ——H T 27
FA TR =R (=& 21F 100 Mbps R— R &E=# U > 732 10 Mbps A— k) TiE, "7 v R K
oy FENDLD, KbhbagEEndH v 4,

FAB—TNIERESNTER - ETHSPAN By s VERECTEET, ZFEL, £y 3
R LComieR— R e, D b 1 2OBETAR— b EHIE VLAN 24 F—T NI LARWERY |
SPAN t v g 3775 4 72k £X¥ A,

SPAN & v a i, Y A7 AORBIKIC, 50N — FREERRRICRDETT 77 4 71220 $8 A,

FST4vD B4T

SPAN vy ailid. RONTFT 74 w7 ZALTNH FT,

=15 (Rx) SPAN - %18 (F721XZAJ1) SPANDHMIEX, AA v FHEEEITLIEET 9 HiIC
EETA v H =T 2 A AETIIVLANRZE LT R TONRNT Yy hETELIRV L E=HY
ITTHZETY, RELENPZE LAy boae—E, £® SPAN & v ¥ a »O5isER— b
WCEfFENET, 1 DO SPAN B v a T, —HOEZI—EH#HIADO AT AR — h £72iL VLAN
BE=HY T TEET,

g 7fy&ERy b (ASL [ AA v FWY 27 1 £721% IEEE 802.1Q) Tik, # ¥ ZIIATR— |
THIBRENE T, SERN—FTIE, FFXFI7BAX—TNVDOHE, 737y MIISL £721% 802.1Q
Ny B —ETRIRENET, X ITPHEESNTORWEE, 7y MIRA T4 7B TE
RENET,
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Bl SPAN & RSPAN D#E

EETTAR—

N—T 4 VI BRERTER SN > ME, Rx SPAN HIZERE ShbZ Rl av—3hET,
DFEV, Ty bR av—anET, QoS (Quality of Service) BJFK TEEL SN 7 v b
(7= & 21X, AW %% Differentiated Services Code Point [DSCP; DiffServ =— K "4 > b ]) 1%, Rx
SPAN HIZZEE ShTilcat—anEd,

FZAEWMHE Py B oy T 5 A R0 B D HEREIL. SPAN TIZEELh T, EEEDOHFF
Ty RN Ry TENEHETYH, SR —MI Ty bOat—%ZELET, ZbOEEEIC
I, AR K OMER IP A J7 Access Control List (ACL; 727t A a2 fr—L UX K, ==F%
A NBEUATIMA QoS RV v 7 HDOIEREF L OWEIE IP /1 ACL, VLAN ~ v 7", AJil QoS
ARV 7 Policy-Based Routing (PBR; RV v —_X—R )b—F 4 7)) 72ERHY 5,
Ty bOFRRy FERGIERIT AL v FEES, SPAN [ZITEEL A,

15 (Tx) SPAN - 415 (F7/213H ) SPANDOHMIX, A A v FIC K AETF - I3LFEN T T
FITSINT=H LT, BEITA VI =T oA ANLEEINTEZTXTONRTY Yy hE2TELHRY ZLE
=XV TTHIETT, Xy MRERINEHE, BREITVLENNT Yy hOabE—RED
SPAN & v ¥ g IZHIGET B4R — MIEEENET, 1 2D SPAN v a3 > T E&HOH
NHR— b eE=X Y 7V TEET,

N—T 4 7K WEFEEINT %7 > b (Time to Live [TTL; 776 /I fEREM ] £721X MAC [ AT «
T T RARBNICEDEERE) X, BER—PFTCHLEREINE T, QoS BEETER SN /S
7w MiE, SPAN ({57t & 1372 % DSCP (IP %4 > ) F721% Class of Service (CoS; ¥—t =2
7T A) (IPLSDNNT Y b)) ZREINDIZERHY ET,

EEMEPIZ Ay bE Ry 7T 5 EEOH HHEEIX, SPAN Ao — it b B2 5252
ERBHVET, ZOXIBREIBIZIL, VLAN w7 =L F X v X kT MIxGT DIERR

FOYEEE IP 577 ACL, il QoS RV > > 7R v £9, HJ1 ACL @&, SPAN %{Ft)
Nry Ne Ry 79 25L, SPAN OGNy M Ray 7 LET, HIMAl QoS AV >

DAL, SPAN EET 7y &2 Fey 7L T, SPANSILII Ty Mo Re v 745 L%
B A, HETR— FBL =RV TR F 4 TRTHDEE. R — MNMIBlOFEEIEE
TWET,

MFE -1 20D SPAN >y a T, —HOBE—FR—FELIZ-EHBEOR— FDOZERTFry M
EEANT Yy hEMFE=X) VT TEXET,

EETR—b BA =LA —F) 13, Xy NU—=2 I T4 v VI OTdIcE=4Y 7
HAA T K AR—FEEFV—=7T v R A= hTH, H-Or—7/L SPAN t v ¥ 3 721X RSPAN
BRIty va T ZE Rx), &F (Tx), £723WFME (both) OEFELR—F FF77 42 %

=

ZIVTTEET, A v T, EEOKOEFETAR = (AA v FTHARTRER R — F O K3

FT) BIOMEEDHDEEITT VLAN 2R — L TWET,
EEILAR— M, ROFHERH O £,

TRTOR—F #A 7 (EtherChannel, 77 A+ £ —H¥%xv b, FHEY b A —V v bR &)
MA[HE T,

B D SPAN Ev > a vV CE=Z Y VI TEET,

SR — MZHRET HZ LTI TEEE A,

BEETXAR— M, FE=X V73550 (A, W, £23E5E) 2RETEET,
EtherChannel ®XETLICHET 2 HA,. T=HF V7T 5 HFAE 7 NV—THOTXTOWYRLR—
MR ENET,

FEETEAR— MIFE L VLAN NIiZhH > TH R D VLAN IZH-> THnENERHA,

VLAN SPAN #E 06, #EL VLAN NOTXTOT 77 4 7 R— I, FELR—-FEL
THAANDNET,
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| £50% SPAN & RSPAN D&

sESEAR— b

VSPAN

SPAN & RSPAN oiE Nl

FT7v 7 R—txE, BELTR—FELTHRETEET, 774NV DNTIE, N T ETT 2T 477

T_RCOH VLAN RE=FX ENET, VLAN 74 WX Vo 7R+ 8180, P T U7k Ex

A—hEDSPAN b7 7 4 v 7 DE=HV 7 %FFED VLAN IZHIER T 5, @R &7z VLAN ©
AL v F R NTT7 4w 7 PR — MO EFEShET, ZOREIX, %858 SPAN &R— bk X
NIZERT T4 v 7 FICEEL, BFONT 74T DAL v F U 7TIZIFEEE G2 EHAL, T OHKEE
X, VLAN XERic L2y v a VTl SnEE A,

K r—H/L SPAN & v g U FEIZRSPAN siet v v a ik, EELXR— FBLRVLAN 260
N7 4y DAY —ZET LR G T=5 T2 F—F) ERETLILERD £T,

IR — MZE, ROFFERH Y £,
o EREITAR—FERULAAL v F EIZRTNIERY EEA (m—H/V SPAN By a v OBHHE),
o ETEOA—V Xy MYBIAR— MIEETEET,

o FIFIZ 1 DD SPAN By v a LB MTEEEAL (H2D SPAN kv v a 05— M,
D SPAN &> v a v OsifeR— MIebZ LIXTEERA),

o WEETLA— MIBETHI LTI TEEHA,
e EtherChannel Z L —FICHEET A LIZTEXEHA,

e EtherChannel 7 /L — "% SPAN #/E70 & L THEINTWAEATH . EtherChannel 7 /v — 7|2
HY Y TONEYBAR— MIBEETEET, A— M, SPANSEER—FE L TRESNTVDLH
X, =T HIRENET,

o TS U NAR—TNMITRESNTWRWEY , A—MISPAN By v a URNELTLHHD
ERNT, P77 4y 7 DEEETVER A, 7= I RA X =T MIRES N TV LHE,
A= FE, SR — b ETEEHENERA MNZATONE T 7 4 v 7 bEELET,

e ANFT 74 v I DEHENRFY NU—F BX2 VT 4 TN AT, RX—TINOEE, 5EkR—
I AXY2ThI 74 v 7 HEELET,

e SPAN B al N7 77 4 77X, AN=07Y)—=Z&MLEREA,

o KR —FTHDIEAIE., YOLA+¥ 271 ka2 (Spanning-Tree Protocol [STP; A/X=2 7Y
Y — 7'm h 2/L], VLAN Trunking Protocol [VTP; VLAN rZ > F 7 7 u k2], Cisco
Discovery Protocol [CDP; ¥ 2 =fiii7 1 ~ =/L ], Dynamic Trunking Protocol [DTP]. Port
Aggregation Protocol [PAgP]) IZH &ML 8 A,

* SPAN t v 3 Y OXEITT VLAN ICFTET D500 — ME, &fET) A ML Eh, £=4
INFEEA,

o TRTOE=HSINEEELR-FORZEINE N T 74y 7 Oab—&ZEFELET, kR —
FIRF—=NR—=H TR T4 TRTHLIGE, WELRITARENRS Y 5, ZOWEEX, 1 oF
TR OFEE LA — MZBWT T 7 ¢ v VRIS B E 5 X F7,

VLAN-based SPAN (VSPAN) (%, | DF 723K D VLAN TOXy hI—2 NTFT7 4w 7 RE=H
Vo7 LET,

VSPAN & v v = v Clt, IROEBEFHIZNES T EEW,

e RSPANVLAN O 77 4 v 7%, VSPAN tv ¥ a v ClkE=4 SNEHA,

o E=HHRD VLAN LD T 7 4 v 720 03500 R— MIEEsh £,

o YA — RAEETT VLAN IZFTE T 235818, #ET Y A Mot sh, E=2ShEdA,
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Bl SPAN & RSPAN D#E

o KR— F2BFEEL VLAN [TBMNE72ITEE L VLAN b HlREn s L. ZhbDR— M TRESH
7ei#EJC VLAN LD T 7 4 v 713, E=F P OFRELITEMEZITFETrOEIBRSNET,

e VLAN 7V—=27& VLAN # " U X hiZ, SPAN =% TII#H%HTT,

o VSPAN RE=H VLT FTEHDIEAAL v TFTIWCAD N T 74 v 7IZBb, VLAN i CL—7 4 v 7
ENB T T4 v riFEF=F ) T LERA, 22 2IE VLAN BZETE=Z S, v L F L
A% AL v FNBHDO VLAN DED ST 7 4 v 7 2T =250 VLAN ICV—T 4 » 7T B854,
FONT T4y 7 IFE=Fx R LT 5T, SPAN 55 R — b ETRZESNERA,

e [MLEyyarNDO7 4% VLAN Z# VLAN RETEHFATLZ LI TEEE A,
o ET=H VLI TEDLDIX. A —VF v b VLAN 7217 T7,

SPAN 327499

2 —7 v SPAN I X, v~V FF v 2 b 7 v b KO Bridge Protocol Data Unit (BPDU; 7
Vv e harysy—&%a=vy k) 7y haiEU®, CDP, VTP, DTP, STP, PAgP O% /7 v
Fegie, TNTCORY NI —2 NTT7 4w 0 %E=F )7 TEFEF, RSPANZHEMRL T, L1V
27m hanzeE=4 ) 752 Li3TEEEA GEICOWTIE, TRSPAN RERF O IE 1)
(P.50-18) #ZML T 7EE W),

SPAN O EIZ L » TiE, RICHEE I/ T v b OBEED = & —72% SPAN s8R — MIEE IR 550
HET, LxiF, FETaA ZEEABLIV R ZE/XEE=FZ0Ds5kER—Fdl £ T, NF
m (ZfEEEEFEOMS) SPAN Yy v a v REESNTNDELET, Ty Fddal hHAA vTFIZ
AV, Q2 ~AAf v Forrand e, ZBENNTFY PBLORE N v bOBEREER— b dl 1ITHEES
NET, ZOD, WFORTy MIFRILHDIZ20 EF (LA ¥ 3 EXHBIMTbAEEEIE.
MENTZVLA Y 3BEROTZDELD /Ny MY £9),

SPAN & RSPAN Oty a3 VRE

(E)

ANEETLEZEGTOEESPAN Eyv L a v AR ORETEXET, £, HAFEETEEDREE »
TarvERKSOBRETEET, MEFMEETIE, ANEHAOWm S & L THxF£7., RSPAN 565L
Ty va i, AR ETEELEYy v a s ELTHEAET,

Supervisor Engine 6-E Tl%, f K 16 ® SPAN/RSPAN & v a VA A[RECT (ZFL & OFRIFF 8 & v
var, BXOFEET LDy vay), MFMERETIE, ZELEEORGFLE LTIV RS
NET, OTRTOA—R=NA P 2P TE JRRK6ODE Yy a URARRTT (ZExXLD
FRE2 £y vay, BLROHRETLORKE4 Y a ),

SPAN & RSPAN OF 74 )L EETE

# 50-11Z. SPAN & RSPAN OF 7 4/ FREEZ TS LET,

% 50-1 SPAN & RSPAN OF 74U FE&SE

H#eE FI4I FRE

SPAN X7 — |k F =TI,

TR T TRRMETAR— DN ZENT T4 vV ERIERNT T 40 v 7O (both)
e
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sPAN oz N

% 501 SPAN & RSPAN OF 74+ L MR

HEHE T4 FEEE

T A4NH F_TH VLAN, T R_TO/7y h AT FTD
T RLVAR ZAT

DT E AT GUER— ) FATF 4 TR (DT FA T ~y X —72 1)

AJ1ERE (B — b) Fa4v—T N,

AANFEE GEEAR— 1) F o=,

SPAN D&% E

>
)

- -
— —

T, SPAN 2R ET 2 FIEIZOWTHHALET,

[SPAN &% ERFO B I L Ol FIEH ) (P.50-7)

[SPAN %15t D% E | (P.50-8)

[SPAN %50 E | (P.50-9)

'R A8 =T x4 A EOEET VLAN DE=21V 2| (P.50-9)
& sl (P.50-10)

[SPAN DR 7E D] (P.50-10)

SPAN a7 4 Fal—vay a<wr REAJLTH, T TICREINTZ SPAN NT X=X/ V7T
ENFEFA, REFEHD SPAN /XF7 A —HF %7 ) 74 5I21Z. no monitor session =~ > FEHEHT 3
VR H D F97,

SPAN BRERDIEFEL L UHNEER

SPAN Z @& ET DB, WOEREFEE L OHFIEHICHE > T2 &0,

Xy NT—=2 THFIAFEFHLC, A X —T oA REE=F ) U TTLHMERDY ET,

SPAN £ v ¥ = »Ti, 578 VLAN &7 4 V% VLAN ZIRESE D Z LIXTEER A, FET
VLAN £721%7 4 v % VLAN 232 Z LIXTEETH, M ZRRBICIEHTEEEA,

EtherChannel f % —7 = A X%, SPAN #5764 ¥ —7 = A A2 TEZ £ 92, SPAN 581
H—=T A AZTEEHEA,

BETA LV E—T2A ABEE L, VT 7497 ZA47 (tx. rx. £7213 both) ZHEE Lo
=848, 7744 hT [both]) M SN ET,

#BED SPAN BETEA v X — T = A AEBETDHHE, FA X —T oA AIENENELR D
VLAN 2B LTV THEMNENER A,

no monitor session number =< RZMDO/XT7 A —Z ZHEFTICASI LT, SPANDE v g
VEFE VT TAMENRDH Y FT,

no monitor 2~ R&ZE(TTHL, T _XCHOSPAN vy a BRIV T7E3nNET,

SPAN %E4¢1E, A= V) — LAV AZ L AIZBIMLUETA, SPAN ZT=FRNT T 4 v 7
IZ BPDU & A £9, L7=A-> 7T, SPAN %i%c E TR &35 BPDU X, SPAN #ETnH D
»DTY,

SPAN s65e AR — ME 1 By v a iio& 1 DIHIRENTWET,
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H SPAN 0%

e SPAN by va v ZfflitoL, "ry b 74NV ZDEA7 (IEWEITRE) ICBERRE
WDy b 742 EEE SR, BEINIZKRD X9 RBIOREFTHRRSINET,

monitor session 1 filter packet-type good rx

monitor session 1 filter packet-type good rx =~ > REZFAN LT ZI 0,

SPAN X {ETDERE

SPAN £ v ¥ a VORELERET DI, KROEEEITVET,

avwy kR

B

Switch(config)# [no] monitor session
{session number} {source {interface
<interface list> | {vlan vlan IDs | cpu
[queue queue ids] } [rx | tx | both]

SPAN v v a &5 (1 ~6), BEILA X —
7 = A A (FastEthernet £7-1%
GigabitEthernet) . VLAN (1 ~ 4094). CPU »»
LEZEENTZ T T 4 v I By v a Dk
WZabv—sndnErn, BIOE=XV 7T
2N 74y 0FMERELET,

session_number (21X, Z®D RSPAN v 5T
WplEnsty e rFLEREELET (1 ~6),

interface-list \Z1%, T=4% VY v 7§ 5%EFETHR—
FEFRELET, A A v F—7 = A AT,
WBEA V2 —T 2 A ALK — N F ¥ RVEREA v
Z—7 = A A (port-channel
port-channel-number) 3% 0 * 7,

vian_IDs \Z1%. #1570 VLAN Z48E L £ 7,
queue_ids \21%, BAET O ¥ =2 —ZHEELET,

UEE) [, |-]2iE, —#HOEIE—EFHO A >
=T A RAEHRELET, Wor~Ddb&IZITA
R=ZZANET, NA T UDEIHEITITAN—R
1 H>AhET,

(FEE) =2V 74D 7740 v 7 DFN%E
BELET, FT7 74 v 7 0HMERE LRV
EH. EETA A —T oA AT, EE (X)) &
15 (rx) OWIFO T 7 4 v 7 BRELET, B
MOEFEITLAR— NI, ZENTF 74 v 7R TEE
=XV 7 LET,

e IX-ZENT T4 BE=XY T LET,
o tX-KENT T 4w I ETE=FY LT LET,

e both-EZEWHITONT 7 4 vr (M)
RV T LET,

Fo—lL, BEHFELIZLBOEL LML - Tilk

MENET, Fa—4I2ix, #FE L EEROES

fFF 2 —Z2MAHEAND ZENRTEET,

T 7 4V FOREICRERTIZIE, no ¥F—UV— K%

RLET,

B V7F9z73074Falb—Yar H4 F—YU—2X 12.2(53)SG
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| £50% SPAN & RSPAN D&

sPAN oz N

WIZ, SPAN By a1 T, BEXT7 AR A=Y Ry M A F—=T=A A5/ 060RIFH K7
TAY I EE=E VU TTDHEICHETDHHEZRLET,

Switch (config) # monitor session 1 source interface fastethernet 5/1

WIZ, SPAN B> v a VINTREERE R D HINCRET 2027~ LET,

Switch (config)# monitor session 1 source interface fa2/3 rx
Switch (config)# monitor session 1 source interface fa2/2 tx
Switch (config) #

SPAN %EEDERE

SPAN t v ¥ a v D5 EEHRET HIT1E, ROMEHEEZITVET,

avw vk By
Switch(config)# [no] monitor session SPAN v ar&Ea (1 ~6) BIOsESLEA
<session number> destination interface VB —T = A AE71% VLAN 74?*5';?: Li'@‘*
<interface> [encapsulation {isl | dotlq}] - °
[ingress [vlan vian IDs] [learning}] session_number 21X, Z® RSPAN & v =3
CTCHERlEN sy v a v EEERRELET
(1~6),
interface (21X, $i5EA VB —T A4 A EIRE
LET,
vlian_IDs (2%, %8%: VLAN #HEL £,
T 7 AN FOREICETITIE, no F—V—F
EEALET,

GE) SPAN 5656 AR — ME 1 By v a iio& 1 DIHIRETWET,

WIZ, SPAN Yy a1 DL LT, 77 AR A=Y Ry b A F—T AR 5/48 ZRET DB
R LET,

Switch (config) # monitor session 1 destination interface fastethernet 5/48

SO AV —T A RLEDZEET VLAN DE=R Y VY5

SPAN EETLN T 7 A H—T 2 ATHDLIHE. FFED VLAN 2 =4V > 73 521F, kD
TEE 2TV E T,

VI2bkyx7ava4Fal—ar H4 F—11)—R 12.2(53)SG
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H SPAN 0%

avy kR

=)

Switch(config)# [no] monitor session
{session number} filter {vlan vlan IDs
[, | = 1} | {packet-type {good |

bad}} | {address-type {unicast |
multicast | broadcast} [rx | tx |
both] }

SPAN (ZIEM b T v A v 8 —T 2 A A THDIHE
W2, FFED VLAN # =%V 7 LET, filter ¥—
J— KT, E&H7 VLAN O KT 7 4 v 7 |2E
=2V TERELET, ZHUTEE, T A
F—=T 2 A A=) T H5AIMERLET,
session_number 121X, Z® RSPAN & v L 3 CTilk
MEanstyrarFBRaEELET (1 ~6),

vian IDs \Z1%, VLAN Z45€ L ¥,

?bﬁéﬂt VLAN O _RTOR— &2 LIcE=H
DRESNET,

T 7 b hOFREIZRERTIZIE. no ¥ —U — K&

LET,

WIZ, SPANE BTN T 7 A v Z—T =24 ATHIHERIC

7ol R LET,

. VLAN1 ~5BL092E=41

Switch(config)# monitor session 2 filter vlan 1 - 5 , 9

COETHH LT w L FEMHLTSPAN £ vy s v &25EAIC

RET LD, BILORELMEES D

Bl R LEST, BELT T AP A=Y Ry P A F =T =AM 2410 0DORGMNT T 4 v AE=

Y TTHERELET,
Tz AELTHEESINTWVWET, EHIZ

Vo740 LES, skEA v F— 714’7\ & L < FastEthernet 4/15 Z#fEH L,

AN LET,

DA HE—T7 A AE, VLAN1 ~ 4094 2{56T D T f o H—
EDRT T EDOVLANST DN T T 4w IR EE=H

WwhDa< v K&

Switch (config)# monitor session 1 source interface fastethernet 4/10
Switch (config)# monitor session 1 filter vlan 57
Switch (config)# monitor session 1 destination interface fastethernet 4/15

ZHT. VLANS7 FOT7 7 Ak £ —HF R v

FAVFZ=T A X410 DD NT T 4 7D,

757 A

A=Y Ry b A F =T RA4/15 TE=FINET, SPANt Y a L Z2T 4—TNIZT 5

HlX, koa~v s FEAHLET,

Switch(config)# no monitor session 1

SPAN D&% E DR

WIZ, SPAN By a2 OREXHRT HPIE2RLET,

Switch# show monitor session 2
Session 2

Source Ports:

RX Only: Fa5/12

TX Only: None

Both: None
Source VLANs:

RX Only: None

TX Only: None

VYI2b9x7 av724Fal—>ay H4 F—11)—X 12.2(53)SG
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CPUKR—FrDR=vTs>5 N

Both: None
Destination Ports: Fa5/45
Filter VLANs: 1-5,9
Switch#

CPUR—FDR=Y I 445

SPAN v v arZRETHHEAIE. CPU (£/-1F CPU $=2—DH% 7wy b) & SPAN EExe LT
BETEEYT, Fa2—1, BEEFLFLHOLLLMATHESNRET, 20X REELNEEEIND
ELHEESNE 120X 2= L TCCPUREREENDI N T 74 v 71337V 7 &N, By v
@D SPAN 55 R— R BREINET, 2O T 74w 72k, (Y7 b =TH5%kICk%) CPU T
EZEINDIHE Ny EBEOT—Z Ny FOWEREENE T,

CPU H¥Ea B OR— FFEILEIEL VLAN FHELEMABDEL N TEET,

VI2bkyx7ava4Fal—ar H4 F—11)—R 12.2(53)SG
| oL-16048-02-J .m
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W cru -

B V7F9z73074Falb—Yar H4 F—YU—2X 12.2(53)SG

rDR=Y 40T

CPU RETLD A= 7 o T ET DITIE, ROMEEEITVET,

avwy R BiY

Switch(config)# [no] monitor session
{session number} {source {interface
interface list | {vlan vlan IDs | cpu
[queue queue ids] } [rx | tx | both]

CPU Ic#=ZfE i T 7 4 v 7% CPU Bk
TarvOmEEIlat—9 AL HEELET,
queue KA F1%., FEE N7 CPU ¥ =2 —TxfE
ENTEA=ZY T4 TRIDONT T 4 v 7 BIEE
THFALET,

session_number (21X, Z® SPAN & v = » Tilk
MahstyvarFrafELET (1 ~6),

znterface list \lZi%, £=4VY /7’9"5%1:'71:‘]‘~
FERELET, AR A =T =4 AT
WHLA v H—T 2 ALK — T ¥ R @4/
Z—7 x=A A (port-channel
port-channel-number) 735 ) 7,

vian_IDs \Zi%. #1570 VLAN Z45E L £,
queue ids 21X, BET HF 2 —ZBELET,

UEE) [, | -] ik, —EOE 2 iFx—EREAOA >
=T A RAEHRELET, Wor~Ddb&IZITA
R=ZZANET, NA T DEIHEITITAN—R
1 >AhET,

UEE) E=XV 7358774y 7 DFA%
BELET, N7 74 v 7 DFMERE LRV
B EETA L E—T oA AL, EE x) &F
7§ x) OEEDONT 7 4 v 7 E2EEFELET, B
MOEFEITLAR— NI, ZENTF 74 v 7R TEE
=XV 7 LET,

e IX-ZENTIT T4y I EBE=HI LT LET,
e tX-KENT T 4w I EE=FY T LET,

e both-E(ZEFEHMEFONT 7 > r (BIFmM)
TE= 57 Vo7 LET,

Fo—lL, BEHFERIZLBOEL LML - Tilk
BlEnEd, F=2—4ZiE, FHEE BEOES
Py 2 —Z2HAHEAND ZENRTEET,

T 7V NOREIZRERTITIE, no ¥—7U— K%
RLET,

KIZ, CPUIL L > TREENTETRTONRNT Y b A=y 7 47 F 2% CPU RELERET 202 R
LET,

Switch# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Switch (config)# monitor session 1 source cpu rx

WIZ, Supervisor Engine 2+ 2>5 V 10-GE T, SPAN %427t LT CPU OF =2 — 4B L OF = —F
O#iIAAHEHT o0E R LET,

Switch (config) # monitor session 2 source cpu queue control-packet rx
Switch (config) # monitor session 3 source cpu queue 21 -23 rx

OL-16048-02-J |
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S

GE)

A7enieome N

WIZ, Supervisor Engine 6-E T SPAN ##{E7t & LC CPU OF 2 —A B L UF = —F B O#MHE & HH 9
LBl RLET,

Switch (config) # monitor session 2 source cpu queue control-packet rx
Switch (config) # monitor session 3 source cpu queue 10 rx

Supervisor Engine 6-E O34 . control-packet 13% = — 10 IZ~ v 7 I E T,

Hh T ILIEDEETE

GE)

SPAN ZEEAR— b ERETIHE. A— N CHRAT LI Ty A TEPRIICIRETCE 3, F—
MZEEFEEIND Ny MM, BESNEZE— RIZESWTH T EhET (F72. ANry b A
Ta U PA XTI ENTWBAEE, B 7 EMEE— NiX, #7030y EBRUE IS
FiEZHI#E L ET), Catalyst 4500 V —R2 AL v FDA—=R—=AH =%, ISL 7 &1k,
802.1Q 7k, BLOX 772 Ly hEYFR—FLTNET,

Superviso Engine 6-E 1%, 802.1q 7 7 & /WAL Z07% KR — L ET,

MEHRL) e E A TIITR—FENTVWERA (ZDOFA T TR, TOAF Y MEHA SRS
T EER L TRy bBSEER— b EFEINET), 7B EE— FREEIRL TR
A, "—bDFT 74NV MNIZ TR LTYT, BT RMEREDOEBEIZOWTIEL, Tioa~wr FRoEE
ZIR LT EEN,

ARINTy k

(E)

ANIA F—=T N ENTWDBEA, SPAN s6eR— Mt (gESN=h T bE— Ik -»TH 7
FFEanTwWaaEttod ) HFE7ry haZF AN, BE LB AA vF 7 LET, SPAN 56
R—bERETIHA. ANBENA F—TNMZENTWHDEINEI N, BLOX TR ATy M
AL v FrTFTEDIEHRT D VLAN IZOWTIHEETEET (FXTOISL I 7 b7 v ME
VLAN Z 73 ENTW A AL, AJ) VLAN 28T 5 4ERNH Y £HA), R— ML STP 7+
J—F 47 A7 —FTTR, STPIZIEBMLARNED, A= Y Y — =T RNRy hU—7|Z
ALRNEIIC, ZOBMEEZRETIHEAITIEELTLIEEN, AWBXWRNT 7 7 RAALDR
J503 SPAN 586K — F ETHRESN TV AEHE, TXTHOT 77 7 VLAN THR— FBREREZITVE
T, HFELZRWVLAN # A /) VLAN & LTRETHZ LI TEERA,

T 7 H /N TE, A NERIFIATIDA F—T I E SN2 SPAN 558 — N ETTF 4 =7 1IZ
REENTWET, £/, ZOR—FMIVLANDTZ T vF 407 By FHHIBRENDLD T, @HEOD
F77 4 73mER— "B RAL v F o r7INERA, 2L, ZERA X—T VIR ESINLTND
Lalt, AR — N ECFEINTERAND NI 7 40 v VB EHR— PO AAL v T T ENET,
SPAN %85 R — M ESNTWAFRA ME, 72— R¥¥ 2 M ARP ERZZ(E LW EDH, JSEL
FHA, £7-. SPANSIER— b EIc2ET 4 v 7 AA M= b (AT 427 ARP=V FUB X
UCMACT RVA T—TNVDAEZT 4 v 7 = ) 2El) 2RETDHZLELTEET,

FHEIL. SPAN v v a VICEEILARESN TOVARWVWERIIMELEEAL, 20y a i,
SPAN %6 2e R — R TIE, FE0 LR ESNTWARWNWI LT F9,

| oL-16048-02-J
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B 75tx YRk 240825

TR

~

(E)

ANy B EBTRIMEERET DI12F, ROEEZITVET,

avw> kR B#

Switch(config)# [no] monitor session ATy NORELSEHEAR— MO TR
<session number> destination interface 1K57/fjf%f#§ﬁil/jiﬁ’

<interface> [encapsulation {isl | dotlqg}] °

[ingress [vlan vlan IDs] [learning]] (3¥) isl ¥— 7 — KX, Supervisor Engine

6-E TIZVR— b FAEEA,

session_number 1Z1%, Z®D SPAN v 3
THBEhsEya v FEEERELET

(1 ~6),

interface 21X, %6%A v 2 —7 = A A%FEE
LET.

vlian IDs \Z1%, %%t VLAN #f8E L £,

T 7 4V FOFEICETIZIE, no ¥ —7—FK
EEHLES,

WIZ, 24T 47 VLAN 7 ZHEHA LT, 58568 — M2 802.1Q I 7 b b AJ13r v &R ET 5
R LET,

Switch (config)# monitor session 1 destination interface fastethernet 5/48
encapsulation dotlg ingress vlan 7

COBRETIE, Byvary LT ons SPAN R ETNLD NT7 7 4 v 7id, 802.1Q h7 &L

fbEEHLT, 77 AN A=V Ry b A X =T A RA5M48 hbav—3shEd, EEMNT 74 v 7
iE, 27 LTy R VLAN T 2SN THL, RITANRONTAAS vy Fr 7 INET,

JA M 403 )045

SPAN vy va v aZRETHHEE, 7T78A VAR 74NV F VT REHTEEST, 778X U AR
T4 NEY T, BAFAERIIANTRTA= Yy 7 4 v 7 &z SPAN 5656 — b @i+ 59
NRTONry MZBHENET, 7782 VAN 744 1%, u—H4/L SPAN & v a o TR
SN Ed, SPAN D%E5EA RSPAN VLAN THAHGE, 77 EA VAN 74 VHIIHEREINET,

T7%A UANZ 40U 7, Cisco 10S Release 12.2(20)EW LI CRHATE 4,

ACL REFRDIEIESIR

SPAN v+ 3 ETACL #%ETE %79, ACL/SPAN & v g Tld, ROTEEFHEIZH->TLE
éb\o
e ACL 28 SPAN & v ¥ 3 VB T 5N TW A4, ACL IZBEERM T 5 b /0—/1iE, SPAN %85t
A HE =T 2 RFETDHTRTONry ML TEHA SN ET, T4 FE TSPAN 56561 v #—
7 = A AZEEAT ST VACL %7213 RACL ([2BE#4 50— uid, B S EST A,

e SPAN t v v a VIZB#EA T T 5 ACL X 1 o721 T,

B V7F9z73074Falb—Yar H4 F—YU—2X 12.2(53)SG
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7922 Uk 740205 N

SPAN %6%cA X —7 = A ATHFEMET D37 MZ ACL @ SN TWARWEA, £ £ Tk
A A —Tx A4 AFETITSPANSLLEA v % — T = A ANPFET 5 VLAN (23 A S 1 Cuv7= PACL,
VACL, F7213 RACL IZBf%<, 7 X_XTO T 7 4 v I BFRIENET,

ACL 78 SPAN v v a U BHIBREND &, TXTO T 74 v 7 BPBEOFFAISNET,

SPAN v ¥ 3 75 SPAN R EMNHIER SN D &, SPAN 1A ¥ —7 = A AZEEMT bz
TRTONL—LN, BFOEHSINET,

SPAN 465N — h25, FI 7 AR—FELTRESI. FTET 2 VLAN IZBER T b7z ACL 23
RESNTVWDLHE. M7 74 v 71X VACL DXL L0 £HA,

ACL #&EIZXiE% . RSPAN VLAN, B XU RSPAN VLAN #{z%T5 707 R—MCEA SN
F94, ZOFRFEICELY, =2 —¥ L RSPAN VLAN o VACL # A TE 5 L9120 Ed, =—
P, s8R — % RSPAN VLAN & LT, SPAN v 5 T ACL ORELZRALLIES. =
OFEIFHEEEINET,

CAM GEAEATEV) MBEATHRIET, 7 v bBRBEDOZHIC CPU IZH| & ESNDHHE. SPAN
o vavicEEMTORTEEHIR— RO ACLIZWTht, @AISHEEA,

ACL 2MER SN B RIC, 4RToX IPACL 2 SPAN v a v ETHRESNLIBE. ZOREIX
ZiF AL, Y7 U =T Access Control Entry (ACE; 7272 v bta—nA = V) 7
LTZD ACL Z1Ef LET (22D ACL i%, 3 XTOXRTy E2FALET), £0#%, ACL IZ

=B BINTE ET,

e SPAN & v v a VIZBEEM T vz ACL 1%, s A v ¥ —7 o4 A L CEAINET,
e SPAN R— MNIfFET DN T 74 v 7 T, RV U IRHFAESNEEA,
e SPAN v g TiE. IPACL IR R—FENET,

TFOERYRE 1B ) DTDETE

TI7EAUVRARN ZANEY T EFRET DHITIE, ROEXZITWVET,

S
GB)

avy kR

=]:5]

Switch(config)# [no] monitor session
{session number} filter {ip access-group
[name | id] }{vlan vlan IDs [, | - 1 } |
{packet-type {good | bad}} |
{address-type {unicast | multicast |
broadcast} [rx | tx | both]}

TIEAVRARMIEDNT, TNV F A=y T g
TEEELET,

session_number (21X, Z® SPAN & v ¥ a Tkl
SndktyvarFRreRELET (1 ~6),

TR UR ML, 4RTEZIZEEO ID OV
MERETEET,

name (2%, IP 7272 U MNEEELET,

id i, EHED <1 ~ 199> F 7= I13IEED <1300 ~
2699> D IP 77 tEA JUAREEELET,

P77 VANMI, a7 4 X2l —ary B— RN TERESNAILERLYET (TACLICLE S
PRy b= X2 VT 4 OFRE] OFEESMH),

| oL-16048-02-J
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W rors84F 74080075

WIZ, SPAN Yy v a ECTIPT7 278X =710 %R EL. 77EBR VA MNRREINTCZI &%
BT P2 RLET,

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config) # monitor session 1 source interface fa6/1 both
Switch (config) # monitor session 1 destination interface fa6/2
Switch (config)# monitor session 1 filter vlan 1
Switch(config)# monitor session 1

Switch (config)# exit

Switch# show monitor

filter ip access-group 10

Session 1

Type : Local Session
Source Ports
Both : Fa6/1
Destination Ports : Fa6/2
Encapsulation : Native
Ingress : Disabled
Learning : Disabled
Filter VLANs HE
IP Access-group : 10

INTY RN BAT 2402 ) 05

SPAN By v a v &R ETDHHA. VLAN 7 4 VXU LRy b T4 RTRA—FERET
TFET, Ny N T U NVEERELESGSG, XT v N T4 NVEIEFIRA=Z T 4 T ENB Ty RDOH
ATH2FRLET, Xy b TANANEBBEESNTORWES, TXTOEA FONNry MIRA=y

TA4TENET, IOXATORry N TANENRANBEORHAI NI 7 4 v 7 ICHRES NI S

L ET,

NRry b TANE D TE RNy RX—2Z (good, error) E7IET RLAR—2
(unicast/multicast/broadcast) @ 2 2OH T A VIZHFHEINET, N7y hR—ZADT7 o VX 1E, AT
FEFICEHTEET, Ny NI, SET FLRIZESWENA— Ry =T I2L-»T, 7a— K%y
AR, wNTFFy AN, FRFa=F ¥ X MIBEINET,

GE) MBEDHATDT A NIANRKRESNDE, MEFEDOT 4 NVEZE@BTEHNry NZTNRAR= T ENE
T, 7=& 2, Terror)] & [multicast] DM FZHRTETDHE, TT7—DOHLDLVNLFF¥ AL Xy M2
TR AR= T ENET,

Nry N BAT T4 NE )T ERETDHITIE, ROEEEITVET,

VYI2b9x7 av724Fal—>ay H4 F—11)—X 12.2(53)SG
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avy kR

=)

Switch(config)# [no] monitor session
{session number} filter {vlan vlan IDs
[, | =11} | {packet-type {good | bad}}
| {address-type {unicast | multicast |
broadcast} [rx | tx | both]}

BESNTFMICLAFBES N ATy b 2L 7D
TANG A=y T 4 T EEELET,
session_number (21X, Z® SPAN & v+ a2 Tl
ShodtyvarFesafEElEYT (1~6),

vlan_IDs 1Z1%, VLAN Z4E L 7,

X EXFATDOWMGDOT 4 VEBREETH LR,
BEDOIATOT 4 NVEERETEET (& I,
good & unicast #FXEL T, =7 =B\ =F%
AN L= EA=Y 747 LET), VLAN
TANE T, A TEREFT7 0V EZREEILTY
WA, TRTORTy b ATV A=y T 4 v
TENET,

F 7 L hOFREICETIZIE, no F—U— K& A
LET,

WIZ, ANTRDA=F X A - N7y MEFEZTAND I ICtyva r aRETLHE2RLET,

Switch (config) # monitor session 1 filter address-type unicast rx

WRIZ, SPAN HLIEMERE D —# 26 ] L 7= SPAN O EFI 2~ L £,

WOFITIE, £ Z—T x4 AXGil/l LICEETE22=2F%xY AN VT T4 v I BA= T 4 TT 5
ottty varEaRELEYT, 774 v2iE, ISLA T EHFHLT, A v X —T A A
Gil2 oI 77—V T7E3nNET, ANMNTT7 4 v I BHFNEINET,

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Switch (config) # monitor session 1 source interface gil/l rx

Switch (config) # monitor session 1 destination interface gil/2 encapsulation isl ingress
Switch (config) # monitor session 1 filter address-type unicast rx

Switch(config)# exit
Switch# show monitor

Session 1
Type : Local Session
Source Ports
RX Only : Gil/1
Destination Ports : Gil/2
Encapsulation : ISL

Ingress : Enabled
Learning : Disabled
Filter Addr Type
RX Only : Unicast

| oL-16048-02-J
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Hl RSPAN 0%

RSPAN MDEE5E

I TIE. AA v F ETRSPAN 2R ET 2 FIMHICOW TR L £, BARNRBREFHRITKRDOLEY
<7,

TRSPAN % &M O FH) (P.50-18)

RSPAN & v+ a > OfER] (P.50-19)

IRSPAN %6%:t v > a > OfERLS (P.50-21)

IRSPAN 36%ct v ¥ a VOIERB LA T 7 4 v 7 DA =Tk (P.50-22)
[RSPAN & v+ o h b 0R— ol (P.50-23)

l£=%1 2795 VLAN OfiiE] (P.50-24)

(7 40%Y > 274%VLAN OfE] (P.50-26)

RSPAN HREFRDEIESEER

RSPAN DR ERFZIL, IROFEBHFHICH > T2 S0,

~

(3£) RSPAN VLAN IZi38sk 2 7 a5 s NS DT, RSPAN VLAN & LM% VLAN #x v bk

7_

7 B8R LET, 26D VLANICIE T 7R R—FE2E Y Y TRNTLS EEN,

~

(GE) RSPAN ho7 74 v 7 ACL ZHHA LT, $FFEDO/ N EBRIRMIZTZ 4N Z ) T E-TE=
2V 7 cEET, ZhbHD ACL i, RSPAN #{E76AA » F D RSPAN VLAN ETCHREL 7,

RSPAN ¥ v ¥ 3 »i%, [SPAN & RSPAN Ot v a U [RE] (P.50-6) ICEE#HINZIBENTH
E, SPAN By v a v L HFETExET,

RSPAN O ETIL, BETLAR— M ESEER— b 2Ry NI NOBEDO AL v FIZHHIED
TEMNTEET,

RSPAN (X, BPDU %7 v h F=X VU T EFIZZOMMD LA Y2 AL v F 71 b2z P FR— |k
LTWER AL

RSPAN VLAN (Z b 7> 7 R— b LIZETRESNATBY, 7278 A K=k RlZF@#ESRLTWY

FHA, AERNT 7 w2728 RSPAN VLAN IZRAT 055720, BIMLTWAETRTO A
A v T RSPAN VLAN MSREMR Y H— F SN TWABZ L &R L TL 775\, RSPAN VLAN Eo
T EA R—MIBBIZT 4 =T IR0 £,

RSPAN VLAN #f{Ep L T2>5, RSPAN S#E £/ idskt vy a v 2R ELET,

VIP BXW VTP 7V —=V TN 2—=TNLDEA, RSPAN T 7 4 v 73 T 7 T h—=
VI EN, v U —2 ET 1005 £ VLANID 78 RSPAN N5 7 4 v 7 OARERT 5 v F ¢
VU EIETEET,

RSPAN F7 7 4 v Z7IiZRSPAN VLAN O % v hU—7 ETRESINDTZD, 27—V 7 3InT-
Xy FOITEDO VLAN 7Y v =—3v g vidkbiEd, L7z -> T, RSPAN Tik, IDS 5,34 %
MO —FRBELTZH— VLAN ~DO T 7 4 v Z7#kZ T 2R — b LT ET,

VYI2b9x7 av724Fal—>ay H4 F—11)—X 12.2(53)SG
m. OL-16048-02-J |



| £50% SPAN & RSPAN D&

RSPAN v < 3 VDR

RSPAN oz B

BANZ, RSPAN ICBINEHD TEDAA v FONTRIZEBNTH, RSPAN Yy g v HE LT EZE
L T2 RSPAN VLAN Z{ER L ET, Fv U —27 TVTP "4 X —T NIl > TWAHFE, 1o
D AA »F T RSPAN VLAN % 1ER L C, VTP % ® RSPAN VLAN % . VLAN ID 78 1005 KD,
VTP RAA VHNOMD AL » FIEBEESIELZ ENTEET,

VTP 7N —=>7%H LT, RSPAN + 77 ¢ v 7 O 7 vu—%%H{b+ 50, £721X RSPAN 7
T4 I BRETHENEDORNTRTO T 7 6, RSPAN VLAN 2 F#3THIR L £9°,

RSPAN %ETt vy a v 2L, FET (F=4x%) R— FB L U%E5%E RSPAN VLAN ##E7

DITIE. ROIEREATVNET,

avyU Kk

E]:)

AF97 1 Switch# configure terminal

Ja—)L ar7 4 F¥al—ary ET—REEBLET,

AF97 2 Switch(config)# no monitor session
{session number | all | local | remote}

Ty va rOBFO RSPAN REX 7 U7 LET,
session_number 21X, Z® RSPAN v ¥ a U Cidllanst v
varFarRELET (1 ~6),

F_XTO RSPAN v v a vy &HIBRT ST all 2, X THOR—

By varEEHIRT ST local 2, TXTCTH VY E— k SPAN
Y vva VEHIRT SI2 remote ZIEE L E T,

AT797 3 sSwitch(config)# vlan {remote vlan ID}

VE— kK VLANID ##5E L £7,

ZOVLANID R=2—Y 77 4 v 7 THEHAINTH RN L Ak
RLTLEEN,

AFYy7 4 Switch(config-vlan)# remote-span

VLANID #V%E— K VLANID IZZ# L £,

AFw7 5 Switch(config-vlan)# exit

Ja—nN) aryZ 4 Xal—yary T—RCED £,
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Hl RSPAN 0%

avwy R B

AF97 6 Switch(config)# [no] monitor session
{session number} {source {interface
<interface list> |
[queue queue ids]}

ELET,

{vlan vlian IDs | cpu
[rx | tx | both]

interface-list
BEhisA v ¥

B0 FET,

(EE) [, ]-]
ELES, &
[T A=

S PR

RSPAN £ v v a BIOEELA— b

(E=23HHR—1F) %45

session_number 21X, Z® RSPAN v v =3 Ciillans k& v
VarFeEEELET (1~6),

Wik, E=2 YV 79 ARERAR— M RELET,
— 7 A AE, BB A —T A AL R Fy

KVEmBEA 2 —7 = A A (port-channel port-channel-number)

vian-IDs (21X, 1 D F 72138 O T = Z 535550 VLAN Z4E L
9, A&7 VLAN O,
queue ids 21X, —# D CPU F = —ikBlIF S (1 ~ 32) £721T4H
BEOX2—DELonEEELET,

1 ~ 4094 T,

Wik, —EOEIT—EHHOA v H—T = A A% tE
VDB EIIEAN—REANET, N T ORI
1 SAhET,

EE) E=XV 73D 774 v 70 FAERELET, T
T4 v I OFMERE LRWES, EETA X —T oA AL, *E
2 (tx) &%ME (x) OHMEDO T 74 v 7 ZEELET, BIMD

. ZENTS 74 v PG RE=2Y 7 LET,
NS T4y =XYYL LET,
rNGT 4w EE=R2Y) T LET,

s both - EZEW SO LT 7 4 v s WM 2®=4Y 7L
£,
AT797 1 Switch(config)# monitor session RSPAN & v a v &565 Y T— h VLAN 2T L £,
session number destination remote vlan B
vlan-ID session_number (21X, Z® RSPAN v ¥ a U Cidllanst v
VarFoweRELET (1 ~6).
vian-ID (213, T=FXRNT 7 4 v 7 EHER— M EET D
RSPAN VLAN ##EE L £7,
AF97 8 sSwitch(config)# end ¥t EXEC E— NITRE Y £7,
7\7'-“;7’9 Switch# show monitor [session NS %5@%’\ Lij‘o
session number]
AF97 10 Switch# copy running-config (FE) a7 4Falb—ray 77 A NVICEREZHRFELET,

startup-config

Wi, Bviar 1l OFGFEORSPAN REZZ V7 L, HHOXETA VX —T =2 A AT F ) T
95 RSPAN v a1 %@ L. %65 RSPAN VLAN ##%Ed 5412~ LE9,

Switch# configure terminal

Enter configuration commands, one per line.

Switch (config)# no monitor session 1

End with CNTL/Z.

Switch (config) # monitor session 1 source interface fastEthernet3/10 tx
Switch (config monitor session 1 source interface fastEthernet3/2 rx
Switch (config monitor session 1 source interface fastEthernet3/3 rx
Switch (config monitor session 1 source interface port-channel 102 rx
Switch (config monitor session 1 destination remote vlan 901

Switch (config end

B V7F9z73074Falb—Yar H4 F—YU—2X 12.2(53)SG
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RSPAN %E5&t v 3 VDIERL

RSPAN %i%et v i g & 1ER L. 2%{57C RSPAN VLAN B L U%i %R — M Z2$EET 5I121%. ROEE

ATy7 1
ATy72

AT973

27y7 4
ATY75

AT97 6

EITVET,

RSPAN oz B

avy kR

E[:3)

Switch# configure terminal

ya—r_ ar7Z 4 Xal—ay B— REHEEBELET,

Switch (config)# monitor session
session number source remote vlan
vlian-ID

RSPAN & v v 3 > L %{550 RSPAN VLAN Z45E L £,
session_number 21X, Z® RSPAN v v 3 Tl anst v
VarFeEEELET (1~6),

vian-IDs (213, =4V > 79 % %550 RSPAN VLAN 57 L %
\j‘o

Switch(config)# [no] monitor session
<session number> destination interface
<interface> [encapsulation {isl |
dotlq}] [ingress [vlan vlan IDs]
[learning]]

RSPAN v v a &5 f v —7 oA AEHRELET,

session_number 21X, Z® RSPAN v v 3 U Cidllan st v
VarFeEEELET (1~6),

interface |21, 5 A v —T oA AEEELET,
vian_IDs \Zi%, EIZIE U T, AJI VLAN Z4E L E T,

(FEE) [|-]CiE, EoFid—EREOA 4 —T 21 2 &4F
ELET, Hor~DHLITITAR—RFANET, A 7 DRI
IZIZAR—=2% 1 DANLET,

(EE) TE=XV 73D 77470 FmERELET, T
T4y OFMERE LRWGES, EETA S F—T oA AL, £
ZEMBEO NI 7 4 v 7 BRELET, BNMOEETLFR— NI, %
B8 rx) "I 74 v 0 0EE=X) T LET,

e isl-ISL bR LET,

o dotlq-802.1Q 7 7L EHEHL £,

Switch (config) # end

¥eE EXEC E— RIZED £,

Switch# show monitor [session

session number]

AN E MR L ET,

Switch# copy running-config
startup-config

UEE) av 74 FXalb—ary Z7ANMVCHREFRTELET,

Wiz, VLAN 901 #4{Et Y £— h VLAN (Z, BR—bF 5 &5 A v X —T = A AR ET DHIZRL

ij‘o

Switch# configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

Switch(config)# monitor session 1 source remote vlan 901
Switch (config) # monitor session 1 destination interface gigabitEthernetl/2

Switch (config) # end
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Hl RSPAN 0%

RSPAN BBty a VvDERBEIUVAA RS 714 v DA4 Rr—T Ik

RSPAN %i%ct v v a v 2B LT, %78 RSPAN VLAN Z#EL, Xy NV —2 X2V T4 5
NA A (Cisco IDS o ¥ —3E@ER YY) ISR — N EOATT N T T 4 v 7 A4 X—TNIZT BHIT

A7y71
ATy7 2

27973

A7v7 4
ATv75

27976

B V7F9z73074Falb—Yar H4 F—YU—2X 12.2(53)SG

T, ROEEZITVET,

avwyv R

=]: 5]

Switch# configure terminal

ya—r~) ar 74 Xal—ay B— REHEEBELET,

Switch(config)# monitor session
{session number} source vlan vlan IDs

RSPAN & v ¥ 3 o Li#{E5C RSPAN VLAN Z457E L £7,

session_number 21X, Z® RSPAN v v 3 U Cillanst v
ValrFeEEELET (1 ~6),

vian_IDs \Z1E, 1 > F 1380 = 2 AHG%(E T VLAN 246
L, A%7% VLAN OfiFIE, 1 ~ 4094 T,

Switch(config)# [monitor session
session number destination interface
interface-id [encapsulation {dotlqg

RSPAN v v a v 5ikR— b, "7y b 7w, BEOA
J1l VLAN Z487E L £ 7,

lingress vlan vlan id] | ISL [ingress]} |(session number (21X, Z® RSPAN v ¥ a » Cihlah st v
| ingress vlan vlan id] [learning]] varvEREAEEBELET (1 ~6),
interface-id 11X, 3R — b EfELET, ARA L E—T = A
AIHEA H—T 2 AT ETT,
(fEE) RSPAN 56— K ETEESND ATy FOh 7Ttz
BELET, W7 EMEE A THRBEEINTWRWESE, T3TO
EEANTy NMIxAT 4 7R (X772 L) TEEINET,
« HURLOKAT 47 VLAN 5% | & o F 2T dotlq
Z 7{F& VLAN tx 37 v M &EET 555X, encapsulation
dotlq & AL £,
o ISLEHEALTHTEMLENTZTRCO tx X7y bEEET
586 1X. encapsulation isl 2 AJ) LE 7,
(fE&) RSPAN 3R — R ECTAN T 7 1 v 7 OEEE A F—
VT 0 E0afmELET,
s XAT AT (FT7L) BEU dotlq 1 T EMEDG A
ingress vlan vian id #+48% L, vianid % %A 7 47 VLAN &
LCANBEEA R—T WM LET, Fiz, vian id 1%, EEFER
7y NHORAT 47 VLAN L LTHEHSRET,
o ISL W 7k z 4 2354, ingress Z457E L CAJHEE A
A X =T NI LET,
o ANWAR—T VD4, learning Z45E L THEEE A 11—
LIZLET,
Switch(config)# end Fe4E EXEC £ — FIZR D £,
Switch# show monitor [session AN =R L ET,
session number]
Switch# copy running-config (EE) av74Xalb—vay 77 A NVICEREERELET,

startup-config
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RSPAN oz B

WIZ, ¥EXY E—F VLAN & LTVLAN9OI #REL. 802.1Q I VM fba Y R— T HEFa
V74 TNAALAZERLTVLANS EOAN NI 7 4w 7 AOSER— N2 ET 20 ERLET,
Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Switch(config)# monitor session 1 source remote vlan 901

Switch (config)# monitor session 1 destination interface gigabitEthernetl/2 ingress vlan 5
Switch (config) # end

RSPAN v < 3 Ui DR— +DHIBR

v a®RSPAN EETLE LTOR— FEHIRT 12T, ROEEEZITVET,

avUF BHE
AF7Y7F 1 sSwitch# configure terminal Jsua—N)aryZ 4 Xal—ary e— R NE2#EELET,
AF97 2 Switch(config)# [no] monitor session HIBR4 5 RSPAN EEAR— b (F=4XE&AR— 1) OFME%2E
{session number} {source {interface ﬁ?L,jiﬂ‘
interface list | {vlan vlan IDs | cpu °
[queue queue_ids]} [rx | tx | both] session_number (21X, Z® RSPAN v a Tl sty

varREBEERELET (1 ~6),

interface-list \21%, =4V 7% HILTHEEFELAR— MEEE
LET, B A v 2 —T A X 20F, MBS L 2 —T oA X &
A= F v xS % —7 = A X (port-channel
port-channel-number) 3% 0 7,

vian_IDs (21, 1 > % 7= 13850 E = ¥ 5253555 VLAN %45
L£7., %172 VLAN O#iMHIZ. 1 ~ 4094 T4,

queue_ids 121, —# D CPU & = —ihl&F = (1 ~32) /i34
AEEDF2—DEbLnERTELET,

=B L]-]ciE, —EoFxrd—EFREOA 2 —T7 oA X%
BELEST, Ho~DH LT AR—2FANET, "M T7D
AR ICIZAN—2% 1 DANET,

ER) €=V 73H 7707 DFREHELET, M7
T4 v DFMERELRWVEE, BETXA X —T oA AL,
RE (x) &%2E x) OWFONT 74 v 7 2EBELET, B
MOEETLAR— NI, ZEN T T4 v 7 ETFEE=2Y 7 LE
\j‘o

s IX-ZEFENT T4 v I EBE=LY T LET,

s x-EE NI T4y I EBE=L VT LET,

e both- EZEWMSDONT 747 (Whm) =4V 7

LET,
ATy73 switch(config)# end FiME EXEC E— RIZRD £,
AFY97 4 Switch# show monitor [session AT ZWERBLET,
session number]
AFYT 5 Switch# copy running-config UEE) av74Xal—ay Z77ANVCEREEZHRIELET,

startup-config

VI2bkyx7ava4Fal—ar H4 F—11)—R 12.2(53)SG
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Hl RSPAN 0%

WRIZ, RSPAN v 31 ® RSPAN #fE0L LTOR— K 1 ZHIRT 2614~ L ET,

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Switch (config) # no monitor session 1 source interface gigabitEthernetl/1
Switch (config) # end

W2, MEME=XHICRESNTZR—F] L TOREBENT 74 v 7 T=X VT %2T 0 8—T1IC
ToO0ERLET,
Switch (config) # no monitor session 1 source interface gigabitEthernetl/1l rx

A—r1 ETOZENTI 74 v 7 DOE=FIET 4 B—TNMIZHRYETH, ZOFR—FF2LEEINEZ B
T4 v Bl EREE=XY T INET,

E=42'Y 2795 VLAN OIEE

ATy71
ATy72

VLAN OE=21F, R—rDE=ZV 7P LTVWET, E=2V 277925 VLAN ZfET DI
T, ROIEEZITVET,

avUF BHE

Switch# configure terminal Ja— ) a7 4 FXalb—rary E—RE2EBELET,

Switch (config) # no monitor session Ywia  OBEEFED SPAN REZTXTCZ7 U7 LET,

{session number | all | local | B

remote) session_number \Z1%, Z® RSPAN > v a > Ci#llEh sty g

CEFEBELET (1 ~6),

T_TO SPAN By v a U EHIFRT A2 all 2, ¥ XToOr—H/L
tvva rEHIBRT DI lecal &, XTD RSPAN &> g %
B4 51213 remote Z¥5E L E 1,

VYI2b9x7 av724Fal—>ay H4 F—11)—X 12.2(53)SG
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RSPAN oz B

avwyFk

]3]

AT97 3 sSwitch(config)# [no] monitor session |RSPAN & v 3B LUNEETT VLAN (£=Z 5% R—F) i€
{session number} {source {interface Li'@‘o E=V-8) ‘/7\'@%5@@\ VLAN L@%{% (rx) ]\57/( -

interface list | {vlan vlan IDs | cpu
[queue queue ids]} [rx | tx | both]

J7E2FTY

session_number |23, Z®D RSPAN kv v a3 o Tilfillah sty g
VEBERELET (1 ~6),

interface-list |21, £=2 Vv 7 ILT HEELAR— FEEELE
I, B A v A —T oA AE, WA X —T 2 f AL R— |
F ¥ Vil A o #—7 = A4 X (port-channel pori-channel-number)
nHYET,

vlan-IDs OFiHIEL 1 ~ 4094 T, LT 0IFATI LN T ZE N,
queue_ids \ZI1%, FEELF2—EHELET,

EE) [ |-]11CiE, —EOEIT—ERMPDOA ¥ —7 = AZIEE

L%, ﬁ/v@%& ZAR—=2F ANE T, A 7 OFiEIZIE
A=A % 1 DANET,

(EE) E=XV 73D 774 v 70 FmERELET, bT

74y7@ﬁﬁ%%ﬁb&w%é\%%ﬁ%y5w7:4xi EE

(tx) £%=f8 (rx) OWAEDONT 7 4 v 7 2FELET, BMOEEIT

R—=PMI,. ZE T 74 v 7P TdEaE=2) 7 LET,

e IX-ZENT T4 I EE=FY T LET,

e IX-ERENTIT T4 v I EBEE=HXI T LET,

* both - EXZAFH DO NT 7 4 vy Wik Z®=4D 7 L%
RS

AT797 4 switch(config)# monitor session RSPAN & v a v &565 ) T— h VLAN 2T L £,

session number destination remote

vlan vlan-id session_number 21X, Z® RSPAN v L a  CTilpllEanstE vy =

CVEGEHELET (1 ~6),

vian-id |23, E=SH{R T T 4 v 7 2R — MIsET D
RSPAN VLAN ZfE L £,

AT797 5 Switch(config)# end ¥#E EXEC E— RIZRY £7,

Xj_"‘}jﬁ Switch# show monitor [session ]\jj?}_‘zﬁ@u Lij‘

session number]

AF97S 71 Switch# copy running-config LB av74Xal—ay Z77ANMIHREEZHRIELET,

startup-config

RSPAN v g b 1| DE7ITEROEEIL VLAN ZHIERT 212X, no monitor session
session_number source vlan vian-idrx 7o —/ 3L a7 4 X alb—vay avry REFERLET,

WIZ, RSPAN £ v a v 2 OMBEORELZTCZ U7 L, VLAN1 ~3 I+ 5T XCoHOFR— b
FCRENGT T4 v R Z Y ST A RSPAN By a2 ZREL, 5145 U E— F VLAN 902
WCEETDHERLET, ZOREITXIC, VLAN 10 BT 2T _XCOR—FTZENT T4 v 7
HEE=ZV U TTDHEIICERINTWVET,

Switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)# no monitor session 2

Switch(config)# monitor session 2 source vlan 1 - 3 rx
Switch (config) # monitor session 2 destination remote vlan 902
Switch(config)# monitor session 2 source vlan 10 rx

Switch (config) # end
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Hl RSPAN 0%

24051259 % VLAN OIEE

RSPAN #ETC N T 7 1 v 7 8 ED VLAN IZHIFRT 5101, WOEEEITVET,

avy kR

E[:3)

27971 Switch# configure terminal

Ja— )L ar 7 4 ¥al—yay BT— REBEBLET,

7\'7"‘/7’2 Switch(config)# no monitor session
{session number | all | local |
remote}

Ty va rOBFD SPAN REEZT T2 U7 LET,
session_number 21X, Z® RSPAN v v a U Tkl En st v
alrFEaERELET (1 ~6),

FT_XTO SPAN v v a v zHIFRT AT all 2, X CTou—h /1
tyva rEHIRT DI local &, TXTORSPAN by v =%
B4 5121% remote ZF5E L £7°,

ZF97 3 Switch(config)# [no] monitor session
{session number} {source {interface
interface list | {vlan vlan IDs | cpu
[queue queue ids]} [rx | tx | both]

BEILAR—F (F=2x5% A — k) & RSPAN & v ¥ a v Ok E 15
ELETS,

session_number 1Z1%, Z@® RSPAN &> a V' Ci#lanst v
varFLEHRELET (1~6),

znterfacellstl i, E=Z VT ARETRAR - P ERELET,
RESNIA =T =2A T, HIZFT 7 = ELTRES
NTWDIRENDH D E7,

vian-IDs OFiFIL 1 ~ 4094 T, BT 0IIATILABRNTL7ZE 0,
queue_ids 2%, FEELF2—EHELET,

ER) [ -]11F, —EOET—EREHOA > 7 —7 = A ZZHEE
LET, 73/7@&;5: FAN=Z2Z ANES, ~NA 7 OHIERIC
FAR—=2% 1 SDANET,

EE) E=XV 73D 7740 v 70 FmERELET, bT

T4 v OFMERE LRWES, EELAF—T oA AL, *E

17 (tx) &%2E 0x) OWFDO T 7 4 v 7 &EEFELET, BIIO®E

AR —NMNI,. ZIENT 74 v T R2E=XD T LET,

e IX-ZENT T4 v I EBE=FY LT LET,

e IX-ERENTIT T4 v I EBE=HXI T LET,

e both-EZEWMEONT 7 47 (WEM) 2E=4V 7 L%
kR

AFY7 4 Switch(config)# monitor session
session number filter vlan vlan-id [,

I =1

RSPAN A{E7C b7 7 4 v 7 K iED VLAN (ZHIFR L &9,
session_number \Z1X, Z® RSPAN v ¥ a U Cillanst
VarBEEERELET (1 ~6),

vian-id DFPHIL 1 ~ 4094 TY, ST 0 IFASI LRV T EE W,
UEE) v~ () ZHEMLT—1#HdD VLAN Z45E3 50, /\/1’7‘/

() ZHEHLC—E&HHAD VLAN 2f8€ L4, 1o~DdHiiT
NR—=2EBANET, NA 7 U DHIEZIC iZ“ﬁX%IOAﬂiT

VYI2b9x7 av724Fal—>ay H4 F—11)—X 12.2(53)SG
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SPAN & U RSPAN R 7F—4 ROKR

avwyFk

B

X'T"'/j5 Switch(config)# monitor session
session number destination remote vlan
vlan-id

RSPAN £ v g &%6% Y £— F VLAN #f8E L £ 7,

session_number 21X, Z® RSPAN v v a U Tkl En st v
VarFEEEELET (1 ~6),

vian-id \21%. FE=F BN T T 4 v 7 AR — MIEET S
RSPAN VLAN ##8E L £,

AF97 6 Switch(config)# end

¥ike EXEC E— FIZR D £9°,

AF97 7 Switch# show monitor [session
session number]

AN &R L ET,

A7v7 8 Switch# copy running-config
startup-config

EE) av74Fal—ay 77 A VICREZRELET,

K727 R—FEOFTRTO VLAN 2E=% Y 27§ 5IZ1X. no monitor session session_number

filter vlan 70—\ o2 7 4 Falb—v gy avr REEHLET,

wiZ, RSPAN v a2 OBFEOREEZT XTI T L, FF727 R—F4 L TOZELEZFT

T4 752K TFTHRSPAN Yy a2 2 EL.VLAN1I ~5BIRIDN T 74 v o 72

F%& ., 5% Y E— ~ VLAN 902 |

Switch# configure terminal

CEETLBIERLET,

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config)# no monitor session 2
Switch (config) # monitor session 2 source interface gigabitethernetl/1l rx

Switch (config

( )
Switch (config)
( )
Switch (config)

end

# monitor session 2 filter vlan 1 - 5 , 9
# monitor session 2 destination remote vlan 902
#

SPAN £ & U RSPAN X 5+—4 XDFER

BIFED SPAN F 721X RSPAN & &
AL ET,

1l

DAT —H A%F7T HIZ1%, show monitor FitE EXEC =~ K&

Wiz, SPAN £Ett v 2> 1 @ show monitor =~ > FOHAHZRLET,

Switch# show monitor session 1

Session 1
Type: Local Source Session
Source Ports:
RX Only: Fa3/13
TX Only: None
Both: None

Source VLANs:

RX Only: None
TX Only: None
Both: None

Source RSPAN VLAN: None
Destination Ports: None
Encapsulation: DOT1Q
Ingress:Enabled, default
Filter VLANs: None
Dest RSPAN VLAN: None

VLAN=5

Ingress : Enabled, default VLAN=2

Learning : Disabled
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