)

DARATL AyvE— AX VT DETE

ZDFETIL, Catalyst 4500 2V —X AL v FIZVAT A Ave—Y aX 7 52RETHHIEEZHHL
£7,

ZOEONFIX, ROLEBY TT,

o [V ZF A Avk—y rXLZzHonT) (P45-1)
o [VZAF A AvtE—y aXr 7oORE] (P45-2)
o X /@EnHR] (P45-13)

COETHEMT 2 2~ OB XL OEHFEOFEMIZ OV TIE, kKO~v==2T L
[Cisco 10S Configuration Fundamentals Command Reference]

http://www.cisco.com/en/US/docs/ios/fundamentals/command/reference/cf book.html
BLOKD URL O~ ==27 LA ZRL TSN,

http://www.cisco.com/en/US/products/ps6350/index.html

VATL AYyE—D AFUTIZDONNT

(E)

TNV ETIHE VAT LIV AT A A vyE— L debug #5## EXEC a2~ > FoihzuXr 7 7n
TRZEVET, n XY TR L, uX¥ s Ny Ty WEEREFR, UNIX Syslog —/372 & f
RIS U EEE8ERME~DORX LT A v —VORELZHBLET, 7ok idar Y —LIlh
A=V EEEFELET,

Syslog iZ 4.3 BSD UNIX A#E:C,

OX 7 FueARNT 4 —TNVDOBEE. AvE—VFa sV — L FIFICHEIRET, AvE— /
ITERERIFFIZEEENDIDT, Ave—V LTy THE, 7o 7 vofioa<r Ko HIZ
WAL TWET, AvE—I1F, FORAvE—VDERT o ARNKTTHEa Y —LIZ %rémi
j‘o

AvE—VOERKELZHETDHE, A Y=V ETNENOSEHRICFRIND A v — T OFEEE % Hl4#
T%i¢0ﬂ7%/ﬁ VNILHEA LDAZ T HHRELTZY, VTNVEA L TNy XU ITBIOERY
LT BT Syslog IHFETET RLAZRE LD TEE T, BRINDHAREENRH DX vE—TI
SV, _03) V—=ZADTVAT A Avt— A FEB LTI EEN,

[ oL-22250-01-J
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BA5E  VRTL AvE—Y OXUIORE |

W 2 x7L Ave— OXLFTDEE

QX T EINTEVAT A A yE—VIZT 7 EATHITIE, AA »F O Command-Line Interface (CLI;
AT RIA L A E =T 2 ARA) T L0 FITETNIHRE S e Syslog r— N2 Zitb D
VAT A Ay —VERELET, AL vF VT FU=TIL, syslog A vE—TVE AL v FDONES
Ry T 7IRFLET, A v FIEERBELZSEEG, 77 v v a AR VITRTFELTORNIRY
n 2 3kbhEd,

Syslog — "D v 7 &g 20y, Telnet £72ix =22 Y — /b R— MEEHTAA v FIZT 7 AT HUR,
VAT A AvE—VEVE—FCE=H YT TEET,

VATL AytE— AX T DHRE
T, VAT A AvE—Y uX U S OREFEEHALET,
o (VAT Ul Avv—T0EK] (P45-2)
o (VAT A A=Y aXr 70T 740 Mi%E| (P45-3)
e Xy —Y uaXrr7o7T k-7t (P45-4) (f£E)
o Ryt —URRFIEEORE] (P45-5) (EE)
e B/ Xvt—YoRHE) (P45-6) ((FE)
e B At —TVDHALRAZ LT DA F—=TMEBLOT 4 =7 0k) (P45-7) (E&)
o 0V Ryt =YD —H L AFKFDAX—TNMEBLOTF 4 —7 4t ([EE)] (P45-8) (fE

=)
o Avb—VOEREDOESR (EF)) (P45-8) (EE)

o BET—T7NBIV#ES Xy NU—27EHE T 2 ha/L (SNMP) ~® Syslog A vt — Y OE(EH
R (EE) 1 (P.45-10) ((BE)

o [UNIX Syslog —\0#%iE ] (P45-11) (fEE)

~ — » o~ o
VRATL AT AytE—ODHK
VAT A BT AyE—VIERA R0 LFER—E L MR (%) 21 OGHLILENRTE, EET
P U AFBELTSA LAZ TR RESNTODLHE) 2T HZ b TEET, AvE—
IR OFBATRRINET,
seq no:timestamp: %facility-severity-MNEMONIC.description
N—t 2 FLH LD BETOEH T O A v —1F, service sequence-numbers, service timestamps log

datetime, service timestamps log datetime [localtime] [msec] [show-timezone], F 721X service
timestamps log uptime 7' 02— 3L 227 4 Xal—vay avy ROBREICL > TRARD T,

# 45-1 T Syslog A v E—YOEHZEHAL £,

YIkYzP avI4¥al—vay i F—YY—2R I0S-XE 3.1.0 SG
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| Ha5 =

VATL A=Y OFLITORE

LAFL Ave—voxvrozae N

* 451 SRTFL O Ayt—CDER
BEXx B
seq no: service sequence-numbers 7 27— 3L 227 4 X o b—T gy avy RRREINTWIEHE,

0y Ayw—IIly—r A EEBMLET,

PEHIZOWNWTIE, (B Aot —VD—4 U ZABEDA X —T LB LT 4 B—7 b (T
H)) (P45-8) LTI ESW,

timestamp DO
mm/dd hh:mm:ss
Fix

hh:mm:ss (GEWEIER]
)

E
dh (EWVEIELM)

A ve—UFEITA N O HE, service timestamps log [datetime | log] 7 = —/ 3L 27 ¢
Fal—Yary avry FRARESNLTVLHEICETFRRENET,

FEIZOWTIE, (87 A —VDHA LDAX L TDAL F—T LB LT 4 v—7 11k
(P.45-7) #BWL T 7Z&,

facility

A —UNREF%TH7 77T 4 (SNMP, SYS 2 8), ¥ R—FEND773UT4DU R
M, & 45-4 (P.45-12) #ZMR L T 7E X0,

severity Ay —VDERKEZRTO~TO1IHOa—F, BREIZSOWTIEE 45-3 (P45-9) 2L
TLEE W,

MNEMONIC Ay —TVhk—EBIZRKRTLFS

description LR—=bhENDA R FORFEEHRAT 5075

WIZ, AL v F VAT A A vE—VORO—FERLET,

00:00:46: SLINK-3-UPDOWN: Interface Port-channell, changed state to up

00:00:47: $LINK-3-UPDOWN: Interface GigabitEthernetl1/0/1, changed state to up

00:00:47: $LINK-3-UPDOWN: Interface GigabitEthernetl/0/2, changed state to up

00:00:48: SLINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to down
00:00:48: $LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetl/0/1, changed

state to down 2

*Mar 1 18:46:11: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)
18:47:02: %$SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)

*Mar 1 18:48:50.483 UTC: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)

DRATL AyE— OXTDTIAHILMETE
F 45212, VAT A A= aX S OFT 73V M REERLET,

% 45-2 SRATFL A= OX I TDTIAIL FRE

HeE FI+ILMERE

A A~NDYAT A A=Y aX s

A F—T

oy — I OERE

TNy 7 (BLOEEDE HIT/ISWN L,
# 45-3 (P45-9) 25 H)

Xy J Ty AIIVERE

T 7 ANVAIFEE I TN

BXLT Ny T AR 4096 /A b
oX U ERY A X Aot— 14
BADAR T TA4E—TN
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BA5E  VRTL AvE—C OXVIORE |

W 2 x7L Ave— OXLFTDEE

< 45-2 SRATAL A= OXVIDTIHILRE (BE)

Hihe T4 MRE

EE =7 TA4E—T

o JUEE Y — N T4E—=7N

Syslog #—/ Internet Protocol (IP) 7 KL & WERL

=T UT 4 Local7 (& 45-4 (P45-12) #ZM)

P— SO K B (BLXOEEA S HIT/hSWL~L, £ 45-3
(P45-9) =Z&M])

2yt—o OX DT« t—TILIE

AFy71
ATy72
27973
ATy7 4

A7975

Av—=Y X T 74NV P TAX—TNTT, 2= LSO RICA v —VERET D
LA AFZ—T NI L TELMERSDET, A X—T LI Ave—URaX s Ytk
AZELBNET, X7 v RATAvE—Vk, AR LT oA L3RBT, BBE LS
IR S ET,

Avb— Xl 5T 42— T AR, ROEEXEITOET,

avwv kR E]:y

Switch# configure terminal Ja—nN) a7 4 F¥al—Tary BT— Rt LET,
Switch(config)# no logging on Av— aoX ol 2T 48—V LET,

Switch (config) # end ¥rke EXEC B— FIZEY ¥4,

Switch# show running-config ANTTZWER L F7,

Fk

show logging

Switch# copy running-config (FEE) arv74Xal—Yay 77 A NVICETEZIREL
startup-config *4

AX T TRERAET A =T NCTDLEAAL v TFONT =< ABKTLET, Avk—Uh=
VY MICEERENDDEFSo TL T BB A MG T DMERH LN TT, ~¥ LT TrER
MT 4 =T DE, AvE—VIEERIND & <lcary—icRRmIh, avy FEAO®
HTRRINDZENEL RV ET,

logging synchronous 7 o —/ V)L a7 4 FX¥al—v a3l av Ry, avy/—/LTOAyE—VD
KRB EZE2ET, Z0avry ReEAX—T7 VT HE, BIT¥F— 2 LG CETAyE—Y
MERRINET, MOV, Tr7 Xyt —Y ORI (P45-6) 2L TIZEN,
TAR=TNMILTEAyE—Y B X T EHOA X =TT DHITIE, logging on 7' 2 — 3L 2
T4Xal—ary avr RefHLET,

YIkYzP avI4¥al—vay i F—YY—2R I0S-XE 3.1.0 SG
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VATL A=Y OFLITORE

A yt—ORTEAEEDHE

Avb— BRI RA F—

27971
AFy72

A5973

ATy7 4
AF975

AFy7 6
A7y71

£,
Ave—VO%EkEiE

VAFL Avbk—s oxvione A

TNOEE, Ay Y —=VUSMIBIRE LGN A v — Va2 RETE

BT HITIE, Kb EXEC — R L CROEEEZFEITLET,

avwyFk

E]:y

Switch# configure terminal

Jua—r)L ar7 4 F¥al—ary E— REMEBLET,

Switch (config)# logging buffered
[size]

AA v FONENR Y T 7A=Y E2REFELET, T 74V DRy
7 7 YA X3 4096 T, f5E T 2 #HIFEIL 4096 ~ 2147483647 /XA |k
<7,

AA v FTHEENEETLHE, HOENPUHTT v a AEVITRIELT
WRWRBY Y Ty idkbinEd, AT v T4 EBRLTLEX
A

GE) RNy 77V A RXFRELILTERVEICLET, AL v FHth
OVEEDHDAF) BENEZ L CLEI AREERH D NS T
T, A v FOTatyHh AEYOEEFEEERRTDHITIE
show memory %t EXEC =2~ > F&EFHLET, ZELZhiE
RREERBEOT, Ny 77V A X% ZOMEICHEE L 20T
7ZE0,

Switch (config)# logging hoOst

UNIX Syslog =X A MI A v 2=V & RFELET,

host 121X, Syslog — 8L LTHMAT 5K A FOLARTEIXIP 7 F L

AEIRELET,

aX s Avb—V%%(ETH Syslog 4r—3D U A R EAERT D21

Zoavy FEBEEIANLET,

e Syslog Hh— SO EFNEIZ DWW Cik, [TUNIX Syslog ¥ — /3D
£l (PA45-11) 2L T IZE0,

Switch (config) # end

¥ikE EXEC £E— RIZE D £7°,

Switch# terminal monitor

HIEO® Yy a v, s VY —NRICA vE—V R RFELET,

RN T A—FZFZEa~ N —hVICRESH, By Y= /75>%&T
BITENZRVET, TRAYXL T A vb—V2FRTHICT. ZOF
B2 %ty a  TEITTHLERS D £77,

Switch# show running-config

AN B LET,

Switch# copy running-config
startup-config

(fEE) av 74 Fal—vary 77 A VICREZRELET,

logging buffered 72—/ 3L a7 4 Falb—r gy av NI, aXr s Avk—U2NEAy
Zrilat—LET, Ny T 7iE—Fa 7 XD T, Ny Ty BRI EFHTLVA vy E—Un
WAy E—UZ EEELET, Ny 77 IRFENTZA vy E—VERRT HITIX. show logging %7
HEXEC 2~y R LET, BPICERRENDIA v E—VIE, Ny 77 TC—FHNWRA v E—UT
T Ny 77 ORAKE 7Y 7T HIiX. clear logging ¥t EXEC =~ R L £

ALV —=~DaX T hT 48 —7 /I ST, no logging console 7 v —/NL AT 4 F o L—
vary avwry REFEALET, 77 A N~ORX U T ET 48— T7MICT HITIE, no logging file
[severity-level-number | type] 72— L a7 4 Falb—vary a~v s REFERALET,

[ oL-22250-01-J
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BA5E  VRTL AvE—C OXVIORE |

W 2 x7L Ave— OXLFTDEE

A4y A vytE—CnREAME

AFy71
A5y7 2

A597 3

ATy7 4

FVIAZA v — L debug Fi#E EXEC 2~ > N2, FrED = v Y — /v R — b EIRE 72 38 b
REBROFEFHREBEHNBIOT o T M EAMESEL 2N TEET, FERBTHITLIA v E—
PORBEEREICESNTHREST D 2 LN TE T, WRISERMA vt —PREFET 2y 7 7 D
REERETDHILEHTEET, RABEZBATZOLLEDA yE—VE PRy TENET,

FVIABA vy =T L debug 2~ > FHAORI 02 7B R—=T A OE6E, REFREREH 23
FKRELITV A HNENTH LRIV IABEREL IR a2 — IR REIT Y IS E
T, BIVIARA vy E—T L debug A~ FHNE, 2—PANDOT v T EBRR-Teh Eicary —
JNZRFREINET, ZDdH, FIViAHBA v E—T L debug 2~ FHNPEEFHEREEH B LIV
Tu 7 MIMNATL Z LIEH Y FR A, FIVIARA yE—UREIREND L, ALY —MEHEURE—
YT b eFoRLET,

Al 7 2RET DT, ROEEZITVET,

line-number [ending—line—number]

B
Switch# configure terminal Ja—N) a7 4 Xalb—ygry ET— Rl ET,
Switch (config)# line [console | vty] A /Jz—-‘\/O)I?J,ﬁ;q =] %/7%%&%#5@%&%*‘5%1/&#0

o AAvF Y — ) R— FNTRETIREDOEA. console
F—U—REHFEALET,

e FHaXL T EA X—TNIZT B VTY BEEZIRET DT,
line vty line-number =~ RafHLET, Telnet &> a v
THAT HHEICIE VTY #hia A LEJ ., [BERE S O#FH
X0~ 15 T,

16 ® VTY EMAHORELZEE T DL, ROLIICATLE
‘é‘@

line vty 0 15

F7-03, BEOHERTHEMALTWS 1 5O VTY ERORERL T %
BHEFTHZENTEET, 2 2E, VIY R 2 28 H T 556
Fko L5 ATTLET,

[level [severity—level | all] | limit
number-of-buffers

line vty 2
Zoavy FEANTLHETA v avy T4 Falb—vary E—F
(2720 R,

Switch (config)# logging synchronous Ay —UORMe X T2 A X —T M2 LET,

o ({EE) level severity-level 121, A v —YOEKEEZIEE L
F9, ZOFELEOERED A vE— RIS Y o FZIT
HAOENET, EARNIWIEEEBRENRKELS, ERREX W
CEREIINSLS RV ET, 774V MEX2 TT,

o ({EE) levelall {5 ET 5 &, EBREIZHIPDOLTTXTO
A=V NRTY 2B AERET,

o (£E) limit number-of-buffers IZ1%, WMAILF 2 —A TSN
BNy Ty BERELET, SRUBOH LA vE—IE R
a0y FINET, BETE HHEFIL 0 ~ 2147483647 T9, T
7 4V MEIX 20 T,

Switch (config) # end ¥#E EXEC E— NIZEY £1,

YIkYzP avI4¥al—vay i F—YY—2R I0S-XE 3.1.0 SG
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| 458 LRTLAvE—Y OXLIORE

VAFL Avbk—s oxvione A

avvk =]y

AZF975 Switch# show running-config AN EHERLET,

AFY7 6 Switch# copy running-config EE) 2o 74FXalb—ay 77 A NVICEREEZHRAFELET,
startup-config

Ay Ayvt—
~

FVIABRA =2 TNy ZHN ORI Z 7 £ —7 /1123 5121%. no logging synchronous [level
severity-level | all] [limit number-of-buffers] 74> 2> 7 4 Fal—var avr REEHLET,

CDERALRETDAXR—TNIEELUVT s E—TILiE

GE) T7ANVDNTIE, B Ave—TII03¥ A LARAZ U TEIEENEF A,
BT AyE—=TDIA DAL T A X=T VT HITIE, ROEEZFEITLET,
=1 N ]3]
AF971 Switch# configure terminal Ja—nN) a7 4 F¥al—yary BT—RE2BBLET,
A797 2 sSwitch(config)# service timestamps log uptime |p TDEALAR L T F—T I LET,
E S . . o
Switch(config) # service timestamps log BAIOa< Rigul Ayt—V DA LAZ T A
datetime [msec] [localtime] [show-timezone] =Tl VAT LANY T — FEINTHE O R
INET,
2FDOaAT L RNERT AvbE—VDHALAF T A
F—TMILET, BELAT v a itk TUE, &4
LAE AT, BIHIRERIC L 5REZ (R UR) . BLT
Ref R DA RN FENFE T,
A7973 switch(config)# end Rt EXEC £ — RIZRE D £,
AF97 4 Switch# show running-config AN R LET,
ATY7 5 Switch# copy running-config startup-config (FEE) av74Xal—Yay 77 A NVICEREZREFELE
R

TRy TRIORT A —VDXA LAX T HT 4 8—T7IMIZT HIZIL, no service timestamps
Ja—N) arZ 4 ¥al—vary avwr REFEHLET,

WIZ, service timestamps log datetime 7’ 0 — 3L 2307 4 F a2 L—3 3 A<y REA F—T LI
LG ou X 7Rk (—8) OflZ R LET,

*Mar 1 18:46:11: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)

KIZ, service timestamps log uptime 7 72—/ )L 207 4 XFal—vay avy REf 32— ML
haouXr rRKR () oflERLET,

00:00:46: SLINK-3-UPDOWN: Interface Port-channell, changed state to up

[ oL-22250-01-J
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BA5E  VRTL AvE—C OXVIORE |

WM S x7L 2yte—

Ay Ayvt—

(&)

Awytr—

AFy71
A7972

27973
27974
AT975

T oXrInme

SOV—TRABEDA F—ITNEBEUT 1 —T L

BEOA v E—VICRICA A DAL T RERENDEERHDLDOT, V—r U AFFEHALT
AT —VUERRFTHZLEICLEVEBRT AR v —V2RAMICTAIZENTEET, T 740 FTlX
0y Ayb—YD—r U AFFEERRINERA,

07 Ay —VD = ARGEARX—TMIT DL, ROEE ((BE) 2FITLET,

avy kR =)

Switch# configure terminal Ja—RN) a7 4 F¥Fal—rary T—RERBLET,
Switch (config)# service VAR A R —T M LET,

sequence-numbers

Switch(config) # end ¥4 EXEC E— NICED £,

Switch# show running-config AN ZWER L E£9,

Switch# copy running-config (FE) av74Xal—yay ZJ7 A NVICETEZIRTFEL
startup-config ¥4

V= U AREET 4B —T7 M T 51X, no service sequence-numbers 72— 3L 27 4 Fa
L—Yay avwy RefHLET,

WL, V=TV AFFEA X =T ML Ca T EHEO %R T D0 % R LET,
000019: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)

VHDEXRENEE (£F)

AvE—VOBEBREEZERTDHILICE T, BRULEEBICRTRTO2A v -V 2HIRT 52 LRT
TET RyB—VOEREIZOVWTIEER 453 2L TIZEW),

AvE—VOEREZERT DI, KROEEEZFITLET,

avwr kR B

AFY71 sSwitch# configure terminal Ja—nN) ar7 4 Xal—Tary ET— BB LET,

AT97 2 sSwitch(config)# logging console level a = VIRET DB A v =V EHIR L £7,
TI7ANRTHE, ar Y= NETRyF T Ayk—vL,
THEVBEHEN NSV LNV DRA v =T ZE LET
(£ 45-3 (P45-9) #5M),

ZF973 Switch(config)# logging monitor Ievel VERIERICH 1T 5 A v B— U 2 FB LET,
TI7HNRTIE WRIITAAyF 7 Ayk—vL ThE
D HEUEL NS VLRV DA vy =V EZELET (F 453
(P.45-9) =ZH),

YIkYzP avI4¥al—vay i F—YY—2R I0S-XE 3.1.0 SG
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| £45F LRTLAVvE— OFIITORE
YRFL Ave—snxvioze W
avvk =5
AT97 4 switch(config)# logging trap level Syslog 4 — NIZRFT DA ve— U EHIBRBLET,
77 4V hTiE, Syslog — NFEHRA v E—VE, ZhE
DHEMIEDNENLRNADRA =T EZELET (F 45-3
(P.45-9) =ZM]),
FEAl7Z2 Syslog ¥ — "D EFMEIZ STk, [UNIX Syslog
F—OE] (P45-11) 2ZRLTZE W,
A7975 Switch(config)# end K EXEC B— FIZHED £,
AF97 6 Switch# show running-config AN EHERLET,
EJ/etbs
Switch# show logging
AT97 71 Switch# copy running-config startup-config (EE) 274 Xal—Tay 77 A NVICEREXRELE
‘d—o

>
()

level ZI8ETHE, ZOBMELLTOL VDA v E—IU RN RICERRENET,

ALY = AA~NDRF T HT 4B —T T HITIE, no logging console 7 2 — N 22T 4 ¥ o L —
var avyFEEALES, ar YA R~OR X T E2T 4B =T T HITIE, no
logging monitor 72—/ V)L a7 4 X a2 b—v g3y avr REFEHLET, Syslog h—/"~Dr ¥
VT ET 4 =TT HITIE, nologging trap o — N 2T 4 X a b— gy awr REfH
LET,

# 45-3 T, level ¥ —U — FIZHOWTHMLE T, £/, xHET 2 UNIX Syslog EEFRIZOWNTH,
BREDIE (RUREWVERENLRB/NSWEKRE~) ITRLET,

= 45-3 Ayvt—Y adLR)L F—I—F

LR F—7—F LR |38 Syslog &%
emergencies 0 VAT AR LOG_EMERG
alerts 1 FICHET B LS Y LOG_ALERT
critical 2 70T 4 IV ipiREE LOG_CRIT
errors 3 T 5 —IREE LOG_ERR
warnings 4 AR RE LOG_WARNING
notifications 5 EFENER N E LOG _NOTICE
informational 6 BHA vE—TV DR LOG_INFO
debugging 7 TRy T Av—v LOG_DEBUG

ZOIENCH, YT R TIWKIERD 4 HODA = 73V RHY 9,

o VI MY =T ELIFANA-FRU =T OMEMEICET 57— X vy &—, warnings 725
emergencies DL~V CRRINET, A v T OWRNPEELZZTHIEEZERLET, 20K
ENBEIET D HIEICOWTIE, ZOV IV —ZADY AT A A vt — A REZBRLTLIEES N,

e debug =~ RO, debugging L~V CRRINFET, @, 73y 7 2+ R Technical
Assistance Center (TAC) 72 MEA L E7,

o AVHE—T A ADT v T ERFFVUBITA vE—VBIOV AT ARE#HA v E—,
notifications L~ /L CHERINET, TIUIHERA v E—T T, XA v FEBICEZETIH Y £4
oo

[ oL-22250-01-J
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BA5E  VRTL AvE—C OXVIORE |

W 2 x7L Ave— OXLFTDEE

e Jo—RERBIWMETor®RX 2% v/ X vE—, informational L~V CHRREINFET, =
NIEEHRA v E—T T, A v FERBIHEEITIDH Y THA,

BET—ILELUVESZRY FO—0FETO 3L (SNMP) ~D
Syslog * v t&— L DEEHIRE (EE)

snmp-server enable trap 72—/ 3L 2> 7 4 X a2 b— 3y a~vr REHEH LT, Syslog A v&—
¥ b7 v 7 ® Simple Network Management Protocol (SNMP; fi%* v WU —27&#H 71 L an)
Xy hT =V EBRAT =2 a v ~DOXEEAX—T VI LEERE, RETIHIAvE—UR0RAL v FIRE
T=TNIRFET DA v E—VDVNLVEERTEET, £o, BET—TVICRET DI Ay E—VOD
BOLEETEET,

SNMP | 7 v 7W56 I E RGEIFZ RO T, A v —P3RET =7 MckfFSnNET, 7741
FTiX, warning VXL B L O LD BEERNIDWLANALD 1T DDA vE—Y (£ 45-3 (P45-9)
BBE) 25, Syslog kT v 7HA F—T A THAVES T bIBIET —7 MR SHUET,

L~NAUBLEOBRET =AY A DT 7 )V FEEERTH5I120F, ROEEEZEITLET,

avUF EL:5)
AF971 Switch# configure terminal Ju—\)Lary7 4 FXFal—aryE—RNERBLE
kR
AF9F2 Switch(config)# logging history level® JBIRE 7 7 A WITARIEL SNMP H— 2k (ET 5

Syslog A v E—YDF 74/ b LUV EERELET,
level ¥ — U — RO U A MNTZHOWTIE, F 45-3
(P45-9) ML T EE W,

TI7HNVETERFEENDA v E—TD LT,
warnings, errors, critical, alerts, X
emergencies T,

AF973 Switch(config)# logging history size number BT — 7 M RE T X 7 Syslog # S o
FBELET,

774N R LD A v U=V BRESNET, iR
ECE AL 0~ 500 T,

AT97 4 switch(config)# end ¥i#E EXEC £— RIZED 7,

Z-T-\yj 5 Switch# show running-config Ajj %ﬁﬁ%ﬂ L*F —g‘*o

A797 6 Switch# copy running-config startup-config fEE) a7 4FXFalb—yay 77 A VICEEER
T? Lij—o

1. £45312, LV X¥—TU—REERKEZRLET, SNMP 2T 255515, BEREOMIT 1 >ToRE RV ET, &%
X, emergencies X 0 Ti72< 112, critical (X2 TiXZ2< 3127220 £7,

BT — 7 VSR OS54 (logging history size 72—/ 3L 2> 7 4 Fab—r g a~vy NCTHEE
LIeB KRB PRSI TOVD5E) . Zb T WAy =Y =2 FURT =T ANLHIRE, HLwv
Avt—v o NI BREINET,

Syslog A vy E—yDuaXr V%7 74/ b LYLIZETIZIL, no logging history 72— 3L =2
T74¥alb—varavry FefILES, BET -7 10Xyt —VHEET 7 40 MEIZRTIZ
I%. no logging history size 72—/ V)L 27 4 Xal—vay avwry FEERLET,
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VAFL Avbk—s oxvione A

UNIX Syslog H—/\Dx5E

WDE7 v a s TE UNIX —X Syslog 7 —E VAR ET L HEE UNIX VAT A X 77y
V7 4w ERT D2 HEEZHPILET,

UNIX Syslog T—EvADAv+t— Ax oy

UNIX Syslog #—/NMZV AT A BT X vE—U%FEET DL, UNIX #—3Z Syslog 7 —F v &%
ETHMHERDY £T, ZOFIRITEETT,
S

(%) UNIX Syslog 7 —F v D —EDOHFH/N—a > DF 7 4/ b TE, Fv hT—27 15D Syslog /37 »
FEZTMTEEA, AT DVAT LT 556, UE— | Syslog A vt—vYoRrFr 7iA
R =TT H72DIT Syslog 2~ KT A NTBEMEIITHIBRT 247 > a V&2 2120,
UNIX man syslogd =~ > R&EFEHLET,

N—hElTuZ AL, ROFIEELFATLET,

AFYF 1 774 [etc/syslog.conf (2, RD LD 724T%&BMLET,
local7.debug /usr/adm/logs/CiSCCllOg
local?7 ¥ — U — RIfFEHT 20X 7 77 VT4 2BELET, 77U T7 41200 TE, & 454
(P.45-12) 22 L T 7Z XV, debug ¥—7U— RiE Syslog L~ LZBELET, EBREIZOWTIE,
# 45-3 (P45-9) 2B L T L&V, Syslog T—F 1%, KDOT A — IV RTRET D7 74 VI,

ZOLVSAVYUEDBEREDA v E—VEEELET, 77 A NAVBHFEHELTEY Syslog 7 —F U ITHEE
IABAER NS D Z & NMETT,

AFwT 2 UNIX Pzl FurF R NCkoavry REANL, vy 77 A4 VEERLET,

$ touch /var/log/cisco.log
$ chmod 666 /var/log/cisco.log

ATvF 3 Syslog 7 —EFUPHLWERTNELHAID LD ICLET,
$ kill -HUP ‘cat /etc/syslog.pid’

FEMIC DV TIE, UNIX & 27 A® man syslog.conf 33 20 man syslogd =~ > REZZRL T E &
AN

UNIX YRFLBAFVT T79) T4 ORE

SNBSS AT b v Ay —VERFET H5E. EEO UNIX Syslog 7 7 U 7 ¢ TIERL S L7z
AvE—VEAL v TFTHINIELZENTEET,

UNIX VAT L 773V T 4 Avbe—Y oX 7 E2RETHICE. ROEE ((EE) 2FT7LET,
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Switch# configure terminal

Ja—n) ar7 4 ¥al—vay B— REBEEL
i‘?‘(}

Switch (config) # logging host

IP7 RLVAZANTDHZLIZED, Avk®—T%
UNIX Syslog #—/8 & A MIRET S L I LET,

BX¥ s AytE—U%%(ET 5 Syslog v—"D U 2
FEAERT AICIE, Zoa~wr REEHREIAL L E
TO

Switch(config)# logging trap lIevel

Syslog h— IR AFT H A v E—VZHIRL £,

7 7 4V hTliX, Syslog —N3fFHRA vE—T L%
NUTDOL_RADA =V %ZELET, level F—
T — RIZ2W Tk, # 45-3 (P45-9) 2z L2
éb\o

Switch(config)# logging facility facility-type

Syslog 77 ¥ U7 4 & E LET, facility-type ¥ —
U— RIZoW T, # 45-4 (P45-12) #&MR L C<
7ZEN,

7 7 # v hiZ local7 T,

Switch (config) # end

HebE EXEC E— RIZEY £,

PRATL AyE—Y OFXVIORE |

Switch# show running-config AN ZMER L F9,
Switch# copy running-config startup-config (FEE) avy74Xal—yay 77 A VICETE R
FLET,

Syslog % — 3% HIBRT 5121, no logging host 72—/ 3L a7 4 Fal—a v avr REFET
L. Syslog #—/NIP 7 KL AZHE L E T, Syslog &r—"~Du X 75T =T MITT BT,
no logging trap 7/’ 0 — 3L 27 4 ¥ al— gy awy REFETLET,

F 45412, V7 M 2T THR—FENDUNIX VAT L 773 UTF 4 2R LET, 77T 4D
FHEHMZHOWTIE, TS5 UNIX AR —T 4 7 VAT LADER—F v=2T7VESR LT

S,

& 45-4 AXYT I7UT4 34T F—7—F
270 T4 847 ¥F—J—F | §iHA

auth WA AT A

cron cron 7 7 ¥ U7 4
daemon VAT AT —F

kern T — v

local0-7 n—HVEFRA v E—
lpr FA L T HE VART A
mail A=) AT A

news USENET == — X
sys9-14 VAT AMEM

syslog AT LAY

user a—H ok R

uucp UNIX Fltoare— 25 A
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nxvs/gEnzT: M

OF 2 JREDRT

OX U IHREBINR S RNy Ty ONFEFRFT HI21E, show logging it EXEC =~ REMHEHA L
T, ZOHADT 4 — RO\ TiX, [Cisco 10S Configuration Fundamentals Command
Reference, Release 12.3] #ZH L T 7230,
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