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W NetFlow @A EHINEREOHE

NetFlow #FHERIZ, 7 o—rL 57 4 v 7 DE=FHETHY ., ZhiZ LY., NetFlow Data
Export (NDE; NetFlow 7—% =7 AR — ) AL T, AA v F2BRTHTXTO [Pv4 L—
Ty R I T4 w070 —LYLTERTES LR T, WESHEZRFERE, sM57
A A (NetFlow Collector/Analyzer) IZT7 AR —F L TCEBIMHTEET, Xy hT—27 T
F—i%. NetFlow #FHE#H (B L NDE) %7 /S ZAHALTEINPIZA X—T VLT, HEDOR v
FNI—=THIRDONT T 4 v 7 NI F—< A, i, ELEREFEREEL LB TEET,

NetFlow if, 2 2074 —~v hDHILELLNILY, UDP TF—4 77 A TCT7un—ERET T A
A—hLET, X"=Var 1l 7+—~y NIEYIZY Y —RAENNRA—TarThY, N—Vars5
I%. Border Gateway Protocol (BGP) Hftv 27 A (AS) E#HEBL N7 — v—F U 2AFHFZEML
TbSRE T, N—Var 1 7=~y FBLOR—=Va v 5 75—y FTlE, ~v ¥ —BLU1
DU EOTE— La— KT —F 7T ARHERENET, Ny X —ORYIDOT 4 — RiZiF, =7
AR—=F T—=H T TLEDNN—=Va VFEENEREINET,

T, MONBIZHOWTHIALET,

o IN—RU=T7nLEET 2ER] (P.46-4)

o (VYT U =ThLESET DIER] (P.46-4)

o TANBLIOHNA v Z—T x4 AFHE AS EFOEID H T (P46-4)

e [UBRLEBLU~A 77— K7L Netflow SatHEHOMBEDHAIER) (P.46-5)
o [VLAN O#tEHEHI (P.46-6)

NDE /A\— 3 Y
Catalyst 4500 > U —RX AA v F TiE, WESNIHRFHERMICNDE N—2a > 1 BLOS R —
&N ET, NetFlow £E TIZNDE X— 3 > 8 BNMLETT,

BED 7o — v AJICLk->TiE, 77— La— RO—#HD 7 4 —/L RITERALRWNEERNH Y 3,
PR—FENR2NT 4= FiZiZ, Tu (0) AFEEEINET,

&@%Tbj\ NDE N— g v 5 ‘/C\"]j_ﬂ_\g_ 3 éﬂ‘f[/\57/{ — )L ]\\‘6:/)[/\(%‘6% Lijﬂo
o £ 46-1: N—T a5~y —EKX
o # 46-2: 13—V ar57u— La—KEKX

& 46-1 NDE R"—2 3> 5 Ay d—HR

AT A& B

0~1 version NetFlow W=7 AR — F T 2RO NN—T 3 v FE
2~3 count ZONRTy M AR—rEnle7e—# (1 ~ 30)
4~7 SysUptime N—ZPNEE L THLEBIEE TORE (2 UR)

8 ~ 11 unix_secs 0000 UTC 1970 7> & HFEE TOMEK

12 ~15 unix_nsecs 0000 UTC 1970 7>& OF% b WEfE (5 1)

16 ~ 19 flow_sequence BRLZ70 -2k —r A hg A

20 ~ 21 engine_type Tu— A v FU T 2 DEATS

21 ~ 23 engine_id Tu— A vFr T 2O Aay NEE

VI, 7 av724Fal—>aYy H4 F—11)—2X 12.2(40)SG
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NetFlow #iftiEsinseeons N

® 46-2 NDE /f— 3> 5 70— La— Kk
20— IRY
X=HARAFEND
cA=EBNMDT4—ILF
c c c
(] (] (]
I s T oo 3
8 £ £8 £88 8
= § 8z §33 =z =3
NS+ AR B »n o on AownsE T £ £
0 ~ 3 |srcaddr EEILTIPT LA X X X X X
4 ~ 7 |dstaddr S IP 7 KL & X X X X X
8~ |nexthop |7 ZAF Ky P NL—FDIPT FL X A A A A A
11
12 ~ |input ANJiA B —7 =4 A SNMP iflndex X X
13
14 ~ |output )14 > % —7 = A 2 SNMP ifIndex A’ A A A A
15
16 ~ |dPkts Tu—thpr ey B X X X X X X
19
20 ~ |dOctets | 7u—HfiDA 7T v ME (31 b) X X X X X X
23
24 ~ |first 7 o — BRI D 2 2 T LR X X X X X X
27
28 ~ |last Tu—OREEONRT y hi3ZfEEnizl o (X X X X X X
31 VAT LR
32 ~ |srcport LAY 4RETLR— bESELITEN L FFE X2 S
33 DHD
34 ~ |dstport LAY 450N — b EZEREIENERED X X
35 1X0)
36 padl KFEH (o) gk
37 tcp_flags |TCP 7 5 7 m 2 f% OR
38 prot LA4¥ 4 7a b= (B, 6=TCP, X X
17=UDP)
39 tos IP Y AT FT P —ER XA K
40 ~ |src_as EETOAHEY AT LAES, BAaEary (X X X X X
41
42 ~ |dst_as SO AR AT AEKE, BEAEIIET X X X X X
43
44 ~ |src_mask |[EETLT FLA FL 74w 7 AwA7 By X X X X X
45 k
46 ~ |dst mask |SEET RL A LT 4 v 7 A wAZ By | X X X X X
47
48 pad2 ALY (00D) SA K

1. 557 — <27 T, (R AN Ky T L—ZDIPT RKLR] 74—V FBIO® A% —7 A4 & SNMP iflndex] 7 —/L R
I, TRTO7 e —|Zx L TERREREGZATORWESGRH Y £7,

VI2bkyx7ava4Fal—ar H4 F—11)—2X 12.2(40)SG
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W NetFlow @A EHINEREOHE

2. PFC3BXL E— F£72Z PFC3BE— FTiE, ICMP F77 4 v ZIZICMP aa— R & Z A FOMEMNREENET,

N— Rz 7Hh o BET H1FH
N—= R 2T nDH D)7 NetFlow L2 — R TCAFTE 2ERICIE, WONEREENET,
o Ny FBLUAA MK
o BRI A LRF U TBIORT XA DAL T
e HEXIPT RLABIUGERIP 7 RLA
e [P 7 bhan
o FEXFR—IFEFEFBIWMER— M

VI bz 7HhoBRGT H1FH

V7 U =T InbEO—fRA7: NetFlow L 22— F CTAFTX 2EFHRICIT. WONERNEENE T,
o AJTEEBIT-F KOV IRk 1

o XV ANKRYT T RLA, BBEBLIOET AS, EEXTBIOET V74 v 7 A w27 G
=T o v TR

ANBEIUVHNAI U E—T A REFTELE ASESDEIY AT

T, RONFIZHOWTHBALET,
o [FPHIZ 4 —/ FOEIY KT (P46-4)
o A =T A ZABIOWABEETH T +—L ROEIY YT (P46-4)
o TANA V=T A ABIOCATBEETR T +—N ROEIY YT (P46-5)

FET4—ILFEDEIY AT

Catalyst 4500 U —X A4 v FTiL, »— KU =7 T NetFlow 7r—2BUEShEF, "— Ky =7
TlX, T_TCO NetFlow 71— 74—V ROH Ty "BESNET, FVDOT7 4 —LRiE, V7
P =TIl ko TL—T g v ZREPRESNTZEE, Y7 MV =2TICE>TANINET,

Netflow Services Card (21X, NetFlow Flows (ZB#HT AN A v —T =24 A, WAV H—T = A
A, ZOMDN—T 4 TIERE IEFEIC ) O—E L THRIT 2 ®AH212H ) £ A, Catalyst
4500 vV —X AL v FIIE, THEMOI V7 MU T AD=XLRHVET, TOAH=XLIZON
T, ROBEHETHAL E7,

HAA B =Tz A REIVHABEEFR T 4 —IL FOEYEHT

YI7 MU =TI, B IP T FLRIZHES W) 7 7 40 b @ Forwarding Information Base (FIB; #4
EERN—R) T—=TNVOFIBxr N EMRBELTHIA X —T =4 AEREZHBILET, 2D

FIBTY RN, Y7 FY=TIEI05%EIP 7 FLADSHE AS BEB IS v Z—T7 = A AIEHR
EEANT A e EEEEA~OT VB AN TE AL IRV ET, LER-T, A v F—T =R
WTHIZFEE IP 7 RLRIZHE SN TNET, A v F ETa— R RNSG VU IR FZ—T IR THY
584, FIB— v NY CHHEEELZMETHMRDVIZ, =K ANF 0007 Ny a7 FIB /3
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NetFlow #iftiEsinseeons N

AT 7 EATAHLOICHEA S, BURBEEEICTY 7 EALET, 207 rER T, @FE, ELW
EEEAERLETN, 74V FOFIBTF—7ATIP 7 FL A2 EET % PBR MEA SN TS
A, ELWHEMNMEONARWEARH Y 4, 20X 5 RRETIZ, F—n5i% IP 7 KL X2 FIB
T—7 = N BIOBEMT SN BEEENSERFET A L O £,

ABL =T A REEIVANEEFRT 4 —IL FDOFIY ST

~
()

RIEEIC, ANA v HZ—T 2 A ALEETIP 7T RLADEET AS BEI1T. HETIP 7 RLRIZHE SN
7T 74NVMDOFIBT—7/NVOFIB = M) ERBETLHIEICEoTHBISNET, LEEn-T, A
AV E—T oA RFHICEETLIP 7T FLAIZESWTEY, HLy 77 v I 2™MThoi <, 20 IP %58
T RUVAERSONN Ty RNV —T 4 VT ENDEVLENRS DA X —T oA AN ENET, 207

o 2L, BERARAHRTHLERELET, 272 L, ZOTavARNEBEOANA 2 —T =4 A

BERT A, ANDIP T RLAEFEFOL VX —T = A% | DEIRT D L ICRERN TV

VXLANHEHINET, Zo7o A 3@mEELVEEZAERLETN, ERAEETRVWEELH F

7,

e B—RNFGUVVINT v T AN —LHEHEAL v FICL o THHSNLTWAEA, FHHFTEEZ
BHDOANNA LV E =T 2 A ADBEED 1 DODAIJA Vv FZ—T =2 ANBIRNEINDLERDHV F
T, TOT I arBNRBBELEINLZOE, FHENDANA VF—T A AN, BEEET v 7 A B
V= A v FIZXoTHHENDZD =TV T TAIAY XLDAA TIEEEND D
TY, TOTNVIY ZALEFIZMDIENTEDLENEDEHA, LTER-T, I_XTHOT7E—
MEHERIZ, 1 DOANA v F—T oA 22K D b0 ERVEST, V7 bu=TiE, &DOIP V-
Txy bEEEFOA LV E—T oA AR BRLET,

o JFERHN—T 4T HATIHE IPH T XY FDINT T4 v IB, ZOIPH TRy MIATry b &
BEETDHA L E—T A ALIFROA U Z—T 2 A ATREEINDZ ENHY ETRB, HLy s
T oISV TANA v E—T 24 AR U THIN, REMCHBTERWAREERH D £
7,

o ZXA vF ETPBR £7/21% VRF 2’4 X —7/VIHE SN TEY . 72— PBR #ilH £ 721X VRF #i
PHICH DT RLAIZELNDHA, £72X PBR & E72(X VRF&HICH LT RLAMNLKEFE SN
%A, ZOFERIZELS DY EHAL, ZOHE, AJTBLOH A v X —T =4 AL, T 741
FDONL—F (BRESNTWDIEHE) ZRETDAREENREL, £ TRVWEAIMENE LT XL
DIRREL 720 T,

o MDA H =Tz A ADAAL v F T VRFE A X—T WMo TEBY, 7u2—R VRF A ¥ —
T2 AADLEREENDIHE, HHRIZELL DY EFTA, ZOHE, ANWMBIOHEIA VX —T7 =
ARE, T4V FOL—F EESNTWDHEE) ZEETHAREENREL, £ 5 ThWEaIE
ERESN X LOIRREL 720 £3,

Supervisor Engine V-10GE (3/— RV = T NHD AT A v F—7 = A4 AE#RAE#EHE L T, NetFlow 14
WORBE LM EEXEET,

UBRLEB UM O70—71RY 25 & Netflow #EEHFHROBEEDHEE

ER

Supervisor Engine V-10GE % & ¢ A7 A Ti, Netflow #FHE#3H L O User Based Rate Limiting
(UBRL) ORICHEREDHANEMNH Y 3, FEA ¥ —7 = ATELSHEL T2 UBRL O—
MELT, 77 ARy T TR~ A7 ZR/ET HLERHY T, ZOT7n—vAZL, 7r—0
N—= R =7 ~—2Z NetFlow fEaHEROIERICHEA SN ET. 7740 FOBE, 16k full flow

NetFlow #uatff#iciE, full flow ~ A7 2MEH & EJ, LU UBRL TiE, v A7 NRRD T LN
HVET, FFEA L F—T7 A ATUBRL ZFEL TWHEHAE, MetE#ix, UBRL HIZRE L~
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W NetFlow #AHERINEREDRE

ATWHSHTIRESNET, TOHE, UBRL TRESNIEA VH—T 2 AZ@ETDH T
7 4 v 7 ® full flow FHEHERD AT ATIREINEF A, FEMIZ OV TIL, [User Based Rate
Limiting ®3%7 ) (P.32-43) #BML T X0,

VLAN D#ietiF#ER

NetFlow 239 AR — b N TWDHEHAIE, LA ¥ 2 1) VLAN #5F. 8L VLAN 2HAY 25 /1—
T4 TERNT T 4 v 27D VLAN it & LAR— FT& £,

OB, FE VLAN @ CLI H &R L THWET,

Switch# show vlan counters or show vlan id 22 count
* Multicast counters include broadcast packets

Vlan Id 122

L2 Unicast Packets : 38

L2 Unicast Octets 12432

L3 Input Unicast Packets :14344621
L3 Input Unicast Octets 1659852566
L3 Output Unicast Packets :8983050
L3 Output Unicast Octets :413220300
L3 Output Multicast Packets :0

L3 Output Multicast Octets :0

L3 Input Multicast Packets :0

L3 Input Multicast Octets :0

L2 Multicast Packets : 340

L2 Multicast Octets :21760

GE¥) NetFlow OV FE—FMZiZ. 79 v b 74— OHFE— 2T TP NetFlow 7 4 —/L ROHFTE v k
WCRET H A= R = THIERH Y 9, BAEIZIZ, TCP 77 78X ToS /31 + (DSCP) »
R—rEnEEA,

NetFlow #t&HEERINERERED R TE

NetFlow A A v F > 7 &R ET HITIE, IROEEEITHNET,
o TWABERN—RT =7 DR (P.46-6)
» [NetFlow ittt HINEREED A r—7 1 1k) (P.46-7)
o Ay FK/TV Y RIP 7u—0fE] (P.46-8)
o [NetFlow ¥EHEH O =7 AFK— k| (P.46-9)
o [NetFlow #taHE BUNEMKAEDEH ] (P.46-10)
o [T Y v 20T (P46-10)
o [N—H_R—=2EHKD NetFlow /N T V7 4 v 7 A~ A7 O%E] (P.46-11)
o [NetFlow =— v 7 RI XA —=ZD%E| (P.46-13)

WEIZN—F) 7 DR

MBEIRN—R T 2T NARX—TNTHDH I EEHRBT DO, KO X 512 show module =~ K
EANSLET,

VI, 7 av724Fal—>aYy H4 F—11)—2X 12.2(40)SG
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(E)

GE)

NetFlow #iftiEsinseseon: N

Switch# show module all
Chassis Type : WS-C4507R

Power consumed by backplane : 40 Watts

Mod Ports Card Type Model

Serial No.

———t————— o Fom e tom—
1 2 1000BaseX (GBIC) Supervisor (active) WS-X4515

JABR062604KB

2 2 1000BaseX (GBIC) Supervisor (standby) WS-X4515

JAB062408CB

6 48 10/100BaseTX (RJ45) WS-X4148

JAB032305UH

M MAC addresses Hw Fw Sw Status

e e e o fomm
1 0001.6442.2c00 to 0001.6442.2c01 0.4 12.1(14r)EW( 12.1(20030513:00 Ok
2 0001.6442.2c02 to 0001.6442.2c03 0.4 12.1(14r)EW( 12.1(20030513:00 Ok
6 0050.3ed8.6780 to 0050.3ed8.67af 1.6 12.1(14r)EW( 12.1(20030513:00 Ok

Mod Submodule Model Serial No. Hw Status
e o Fom e —— to— -
1 Netflow Services Card WS-F4531 JAB062209CG 0.2 Ok

2 Netflow Services Card WS-F4531 JAB062209AG 0.2 Ok

Switch#

TOBEEEA X —T NI LTH, AL v TDON— R =2 THEERT y—<v U A TITEE LA,

N= Ry 2T OT7R— Xy a T—TNVORY A XX 65,000 77 —T9, Supervisor Engine
V-10GE OD— KRy =7 7u— Fx v alf, 85000 7a—T7, 85,000 7a—XL L\ a—HHE
RHCT 7T 4 71 e, —HO70—0ORGHERN LKDILET,

V7 2T D7 a— FT—T LD A X3 256,000 7 2 —TF, NetFlow Y 7 b7 =713, ~—
Ry =7 7—=TNEV T vy =2T T—7NEO—BEEEERLET, Y7 b7 T—TNA~DIET
IJTA4TDON—=FK =T 7u—%HI4252 LT, "—Ry=T T—TNEA—TrOFFIZLET,

I—FRRETHXA LT U RREZ, 70 —2HIRSNL., Y7 by xT ¥ v ahb NDE #EL
T AR—FSNORHEERELET, "—FNy=7 7e—FHI, "—Fv=7 7e—HikRé
2—FRRETHHA LTV MRELO—EWEERLET,

Flo, V7 b zTERETe—bEHIRET, 512, WIhO T 2 —2 2 Gbps & 2 5
ETRINI T4 v 7 B%ETHEMFERNA— =T -2 EF, 72770, —BIZFE— NI 2
Gbps U LOBHECTRETERWEZD, ZO LI RREIEIRELEEA,

At b, XA L7 U MEREDREWGATYH, HEHEFROGIRIZESL &7 e — T THIRY)
L 94,

NetFlow #EHEHRINEMRED 1 R—TIL{E

~

GE)

7 7 4V h Tlid. NetFlow #EHERIZT « B—7 L TT,

| 0OL-14303-01-J
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W NetFlow #AHERINEREDRE

NetFlow A A v F v 7oA 2 —T T BI2iE, &UNC [Cisco 10S IP and IP Routing Configuration
Guide] @ TIP configuration] (25 IPV—F 4 V' THD AL v FREEZEITLTLIEE N, [P L—
TAUTERELIZOE, ROVWTUPOIEEET-TIEI N,

avyk E]:3

Switch(config)# ip flow ingress IP v —F ¢ > 7 H® NetFlow & A r—7/LiZ L
£

Switch(confiqg)# ip flow ingress EHE L TPFHMAND/IHAOA 2 —T =24 2B L

infer-fields OEE ot/ 5% BGP %72 NetFlow # A r—7
M LET,

AS FE@HNHBIEND K 91T BI1TiE,
inter-fields 47> 2 VAR ETIHILERH VY £
7,

AAYFRITYVyPFIP 20—DFKE

Netflow 1. T X TDONL—FT v RIP b7 7 4 v 7 FHIZERB LGB SNV —T v RIP 72 —0DIY
HLLLTERINET, AA v TFUIRETIE. 2BDOIP 77 4 v 7B VLANNTAA v F U I/ &
N0, =T 473 EnNERAL, TONTF T4 v IIE, RS TN/ TV ZRNIP FZ 7 1

VW ET, ZRICEET ST e —% X o F N/ T NP 7 r—E W ET, NetFlow /~—

Ro=T7I2iE, 20X A 707 v—%2/EfkE L BT 2ENRDH Y £7, NetFlow AA v F K 1P 7
o—fHEIZ LY, AL v F RIP 7a—%2{Ek, EBif, BLOP=I AR—-sTEET (0FD, AA v

FoTEN, =T 4 TENBRWIP T T4 v DT —EERlB L ONERL £7),

WD EITEELTLIEEN,

e Catalyst4500 >V —X XA v FTiX, AA v F NP 7 —UELZ HMTA R—T7 MZTE EH
o ZAA v F RIP 7u—OWEEERGETHIZE, V=T v KR 7 —NELLIVOAS vF N 7r—
IWEDTH 2 A F—TNMZTALERLY 3,

o —XMIZ, ANBLOHIA v ¥ —T =24 ZADBERIZX NIV ET, T 740 v 70 SVIICE
HATT 507z VLAN ETAA v F 7 3nNd56, AJIBLOHIIA v 4 —7 = A AEFRILF T
LA Y3 E—T A ABKRA L FLET,

e AAvF R TZu—[dlHEDTI AR—FREMH T AR—FEnEd, @O AR~
F CLI IXfFELEH A,

o A FyyiaTHE NA—FUV=THIRIZEVAAS v F FIP 70 —BLO0—7 v FIP 77—
DEBINTEEE A,

(GE) FTRTCDA LV H—T 2 A AETAAL v F KIP 70 —UEE A X —T/WZT HIZ1E, ip flow ingress 1
L UV ip flow ingress layer2-switched =~ > FOW H 2 AT T HUNENH D F7,

GE) AAvFRIP7ur— 77 v T User Based Rate Limiting RV ¥ —% A F—7 WIZT DT,
ip flow ingress =~ > R CiX72 < ip flow ingress layer2-switched =~ > RZ AT HLERH Y F
7, (IUser Based Rate Limiting ®#%E| (P.43) &),

VI, 7 av724Fal—>aYy H4 F—11)—2X 12.2(40)SG
46-8 OL-14303-01-J |
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NetFlow it Emeos: H
NetFlow % v ¥ 2 &RE L, A4 v F FIP 70—k & A F—7 T D100, KOMEEET &
ﬁ—o
avwy kR =i

A7971 Switch# conf terminal DT Ko l—t gy e NEBGLET.

AFv72 Switch(config) # ip flow ingress N—F vy F 7a—IEr A4 2 —T M LET,

ATY73 Switch(config)# ip flow ingress A v F R T o —UE A A F— T L E T

layer2-switched

WL, ALy FIP70—%F0IP 70— Fxv v aODNEERTR-THHETRLET,

Switch# show ip cache flow
IP Flow Switching Cache, 17826816 bytes
2 active, 262142 inactive, 2 added
6 ager polls, 0 flow alloc failures
Active flows timeout in 30 minutes
Inactive flows timeout in 15 seconds
IP Sub Flow Cache, 1081480 bytes

2 active, 65534 inactive, 2 added, 2 added to flow
0 alloc failures, 0 force free
1 chunk, 1 chunk added

last clearing of statistics never

Protocol Total Flows Packets Bytes Packets Active(Sec) Idle(Sec)
———————— Flows /Sec /Flow /Pkt /Sec /Flow /Flow
SrcIf SrcIPaddress DstIf DstIPaddress Pr SrcP DstP Pkts
Fal 150.1.1.1 Fal 13.1.1.1 11 003F 003F 425K
Fal 13.1.1.1 Fal 150.1.1.1 11 003F 003F 425K
Switch#

NetFlow #fEHEHD TV AAR— K

7 u—OHMPRAEINTZ & Z (T NetFlow #aHEREZY —27 A7 =2 a V27 ZAR— b F 58951
A vy FERET DI, ROVTNULOIEEZITVET,

B

(#%Z8) NetFlow v v = = M 2EEDsE (V—2
AT —aripl) o7 AR—FTDEICAL v T &
ELET,

GE) #hKosmitrfRecEET,

avwy kR
Switch (config)# ip flow-export destination {hostname
| ip—address} udp-port

Y2+ 7 av724Fal—ay i1 F—1Y1Y—212.2(40)SG
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avwyFk

B&

Switch(config)# ip flow-export version EE) X"—=Var 1 TS PVERZEY 7 Ny 2T %
{1 1 {5 loriginmas | peer-asi}} AL TW2HAEIC, V=2 AT =3 3 VI NetFlow

Frvva T NI EZ I AR—PITHEICAAS v T %
BRELET, 774 MINN—=Va 1 TY,

origin-as |2 X - T, NetFlow I, 7 a—0O¥%{EIt &sEsR
A MW O BGP B AT K& B L £,

peer-as |Z X > T, NetFlow iX, 7r—DOANB LT IIA
VHE—=T A AWM G OET BGP HEV AT A& HBILET,

Switch(config)# ip flow-export source <interface> ({EE) IP 7 R b A3 NetFlow Data Export (NDE; NetFlow

F—H T AR—K) Xy D IP ~y X —HNTHEET IP
TRLALLTHERENAZA VEF—T =4 2 BB ELET,
T 74V hX, NDE 14 v ¥ —7 = A ATT,

NetFlow #fisHEHINEHAED EE

IP7ua— AL vTF U7 FyyvaF@oerve—FR (Farhar, 7e—5GFGi, Bblvora—7
L) 72 @ NetFlow ftetiE#Mas R R L, 727UV 7 Cc&Fd, /. REREZFEHALTAAS T +T
T4 v I OEREGEDL L TEET,

NetFlow A A v F v ZHaHER 2 EH S 5113, ROWTHNOIERE, ETWT OEEEZTVET,

avyk L)
Switcnt show ip cache flow NetFlow %A v &> 7kl a %7 LE T,
Switch# clear ip flow stats NetFlow A1 v F o ZHEEHERE 7 VT LET,

ENXT Yy 1DETE

NetFlow #atEWROERIL, @, BHY—27 X7 —3 3 ED NetFlow [UEY — 12 L - TEITE

NET, 2OV FR— K% Catalyst 4500 > U — X AA v FIHBET 5 Z LTk - T, kD Z ERATHEIC

7y ET,

o TIVARN—FINDNDE Ty bRV R0, A v F LU= AT = a S TRLER
R S HI S AL E T

o MERINET —7 2T — 3 VEMPEIB S ET,

e CLI CEMINF 7o —0iEgsFrTxET,

ERF Yy Va2 2BET O, ERNF Yy vy 3T Fab—var - FefBL, RETD

4 KDZ A7 (autonomous system, destination prefix, protocol prefix, = 721d source prefix

aggregation cache) ZRETHLENHY £, ENHTAEZELLIZL, TOHAXOMENT A —F %

EFRLET, FRFICEROENFT Y v 2 2RETEET,

VI, 7 av724Fal—>aYy H4 F—11)—2X 12.2(40)SG
m. OL-14303-01-J |
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NetFlow MDE%5E

ATy71

AT972

ATv73

ATy74

AT975

NetFlow #iftiEsinseseon: N

EHFX Y v 2 BREITT DI, ROEEEITVET,

avwy kR

=]y

Router (config)# ip flow-aggregation cache as

XY vz ar7 4 ¥al—var T— FE2RBL
#£% +¥ v > 2 ¥ (autonomous system,
destination-prefix, prefix, protocol-port,
source-prefix) %A Rx—7/WIZLET,

Ep

Router (config-flow-cache) #
cache timeout inactive 199

ET I T 47O FUNHIBREND ETHEHNTY v 2T
REESH D8 (Z 2T, 199) Z#EELET,

Router (config-flow-cache) #
cache timeout active 45

TI2T47 2 NIBNT T4 7ORETHD 5 (Z

TiE, 45) ZHRELET,
Router (config-flow-cache) # F—HR T AR— oA % —T I LET,
export destination 10.42.41.1 9991
Router (config-flow-cache) # enabled EHX vy v 2DEKREA R2—T7 I LET,
SEHX Y v ABRESLUVT—F TV AR— FOHER

ERF Y v Va2 ERERT 21F, ROEEEZITVET,

avwyFk B#

Router# show ip cache flow aggregation BEESNE£0xF Yy vy YV aFREFTRLET,

destination-prefix

— 4 L AR— L EMEBT DICIE, ROEEZT

TWET,

avy kR

E:y

Router# show ip flow export

f4/%#/7:%iw%®m@fNT@4$—
VICRESNT-F v viak BTy —% =7 AR—
%@ﬁﬁ%ﬁ%%Tbifo

IW—ER—=REHD NetFlow ZR/INTL T4 Y IR IR DETE

BNV T 4 T A T RATX

DX ¥y aTIE, 7R

1ODIPT FL A RXR—2DHERNF ¥ v a2 (source-prefix,
destination-prefix, prefix 72 &) WNOEH 7 1
—IXIP 7 FL 2 (GXEI, %Lk, ETEOMEFDOENEIN)

—IEH SN EEOY TRy b v AT BIRELET,

(=S

SWTHEHNEIN, RN TV T4 v T ASTRT BEORARAL v TFDONV—T 47 T—TILTROM- T

T —DFEITC/BBIRAEA N~DNL— DY T Ry

f~A7 DI BbREVWHIZE-TwR7 INET,

(E)

BN AT OFT 7 v MEIX 0 T, F/h~ A7 OFEAH

EEIPHIZ, 1 ~32T¥, FT T4 v 7Tk

U CHE 2RIt ANENSHY FT, /A7 OENREWE, LM ry NTY—2 7T RL

APIRPETE D8,

ERIF v v 2 DT —OKNHEMNT 5 THE

HHHY ET,

=B NX—2EREREDRNT VT 4 T AR AT BRET DI

T THhDLDOIEEIIMERETY,

o prefix £XFROF/N~ A7 ORE

X, WOETHIAT HIEEZITVE

| 0OL-14303-01-J
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W NetFlow #AHERINEREDRE

* destination-prefix £/ 5 AD K/~ R 7 DFRIE
 source-prefix K F KD F/NN~ 2 7 OFGE
o HEHIFHRDE/N~ R DE=H I I ORSF

prefix £HARXDR/NT XY DETE

prefix BRI FXDOF/N~ A7 R ET DL, WOEEEITVET,

avvk iy
A7971 Router(config)# ip flow-aggregation cache prefix prefix EXXx vy v a2 HELET,
AF797 2 Router (config-flow-cache)# mask source minimum value EET~YAZOR/MEZRE L ET,
A7973 Router (config-flow-cache)# mask destination minimum value SEe~ A7 Of/MaEEE L 9,

destination-prefix R AXDJR/NT R DEE

destination-prefix £ FROK/N~ A7 HRET D11, WOEEZITOET,

avwyFk B
A7971 Router (config)# ip flow-aggregation cache destination-prefix SRRy v 2 R ELET,
AT972 Router (config-flow-cache)# mask destination minimum value S~ AT Oic/MEEZTEELE T,

source-prefix RHAXDR/NT R I DERE

source-prefix M FRDK/N~ A7 ZRET HITIE, KOEEEITVET,

avyk =)
A7971 Router (config)# ip flow-aggregation cache source-prefix source—preﬁx ERHFX v v a2 HELE
KD
AF7972 Router (config-flow-cache)# mask source minimum value FEET~YAZOR/MEZTRE L ET,

KHARDERNTRIDEZZ BXURF

WRE S NI/~ 27 DEZRRT 21203, RBEIGCTEEN LGN L TROa~ > FEEHLE

R

avy kR

E]:)

Router# show ip cache flow aggregation prefix

prefix £ FRORE SN/~ A7
DEEZRTLET,

Router# show ip cache flow aggregation
destination-prefix

destination-prefix £/ T XORE I Liz
Rh~wA 7 OEERRTLET,

Router# show ip cache flow aggregation
source-prefix

source-prefix KO FHE 7= H/)
YA DEERTLET,

B V7F9z73v74Falb—Yar H4 F—1YU—2X 12.2(40)SG
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NetFlow #iftiEminseseomes N

NetFlow T— 25 INS A —2 DERTE

Tu—xY 7 =T 7u—Fxyvanpbilirts (o, RESHTWS5EG, NDE 2@ L TL
A—bhT2) Hi% . ip flow-cache timeout =2~ > KOFET—V 7 /8T A —X Active B LV
Inactive 2 A L CHIICE £,

TIT 47 2=V 7%, 7e—MER SN I e—RNY T vy T Ta— Fx v anbil
PRENDEMZRELET, NS, ZONRT X=X IHNEINET A AT 7T 47 70 —2D
WTEBIMIC BT D72 DAL 7, ’®N§%~5m\7m~®%ﬁ@b§74y&#6@ﬁb
T@Wtif TOT A7 ZALT T RRETET, SEMTRESNET (T 740 FRIEIL 30

)

HET 7T 47 =T TE, REONT Yy FRHERINTHL 7 e —%HIRT 5 E TORMEIETE
ifo#77%47N?%—5@\%wJ7m DT7u— Xy a2kl VT LT, (VY— XTE
WED) LT e —RERMEELAAWESICLETY, ET7 27T 47 XA 277 MRTITET, B
Euf RESNET (F7 40 FREIE 15 1),

NetFlow #t&HEERINEREEED 5% E HI

WIT, REZEF LT NetFlow 24 v F 2 7oA X =T VT o0z RrLET, £, 70 —ftitF
WEZ T AR—FLT, IP 7 RLADR40.002 DU —7 A7 — 3> UDP AR"— |k 9991 TULH4 5
BlzRmLET, ZOHITIX, BEFFD NetFlow #EElHE#HRA 27 V7 I 5729, show ip cache flow =+
> FC NetFlow AA v F > ZHRHERO EML P~ Y —REERICFRENET,

Switch# config t
Enter configuration commands, one per line. End with CNTL/Z.
Switch (config)# ip route-cache flow
Switch (config)# ip flow-export destination 40.0.0.2 9991
Switch (config)# ip flow-export version 5
Switch (config) # end
Switch# show ip flow export
Flow export is enabled
Exporting flows to 40.0.0.2 (9991)
Exporting using source IP address 40.0.0.1
Version 5 flow records
flows exported in 1 udp datagrams
flows failed due to lack of export packet
export packets were sent up to process level
export packets were dropped due to no fib
export packets were dropped due to adjacency issues
export packets were dropped due to fragmentation failures
0 export packets were dropped due to encapsulation fixup failures
Switch#

O O O O oN

Switch# show ip cache flow

IP Flow Switching Cache, 17826816 bytes
69 active, 262075 inactive, 15087 added
4293455 ager polls, 0 flow alloc failures
Active flows timeout in 30 minutes
Inactive flows timeout in 15 seconds
IP Sub Flow Cache, 1081480 bytes
0 active, 65536 inactive, 0 added, 0 added to flow
0 alloc failures, 0 force free
1 chunk, 1 chunk added
last clearing of statistics never
Protocol Total Flows Packets Bytes Packets Active(Sec) Idle(Sec)
———————— Flows /Sec /Flow /Pkt /Sec /Flow /Flow

| 0OL-14303-01-J
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NetFlow D&% 5EHl

T ROIEARR IR ER 2 1R L E 9,

e [NetFlow A r—7 Wb XY 7] (P.46-14)
e [NetFlow £ EDY 7] (P.46-15)
o N—H_R—=2HEK 7D NetFlow /N V7 4 v 7 A <~ A7 DY 7)) (P46-16)

~

NetFlow 4 *—JILIEAKXDY > T)L

F46FE NetFlow DFEE |
W NetFlow DEEHI
TCP-Telnet 28 0.0 167 40 0.0 20.9 11.9
TCP-other 185 0.0 2 48 0.0 6.2 15.4
UDP-DNS 4 0.0 1 61 0.0 0.0 15.5
UDP-other 13466 0.0 3396586 46 91831.3 139.3 15.9
ICMP 97 0.0 2 95 0.0 2.3 15.4
IGMP 1 0.0 2 40 0.0 0.9 15.1
IP-other 1120 0.0 38890838 46 87453.0 1354.5 24.0
Total: 14901 0.0 5992629 46 179284.3 227.8 16.5
SrcIf SrcIPaddress DstIf DstIPaddress Pr SrcP DstP Pkts
SrcIf SrcIPaddress DstIf DstIPaddress Pr SrcP DstP Pkts
Gi6/2 30.20.1.18 Gi6/1 30.10.1.18 11 4001 4001 537K
Gi6/2 30.20.1.19 Gi6e/1 30.10.1.19 11 4001 4001 537K
Gi6/2 30.20.1.16 Gi6e/1 30.10.1.16 11 4001 4001 537K
Gi6/2 30.20.1.17 Gie6/1 30.10.1.17 11 4001 4001 537K
Gi6/2 30.20.1.20 Gi6e/1 30.10.1.20 11 4001 4001 537K
Gi6/2 30.20.1.10 Gi6/1 30.10.1.10 11 4001 4001 539K
Gi6/2 30.20.1.11 Gi6/1 30.10.1.11 11 4001 4001 539K
Gi6/2 30.20.1.14 Gi6e/1 30.10.1.14 11 4001 4001 539K
Gi6/2 30.20.1.15 Gi6e/1 30.10.1.15 11 4001 4001 539K
Gi6/2 30.20.1.12 Gi6/1 30.10.1.12 11 4001 4001 539K
Gi6/2 30.20.1.13 Gi6e/1 30.10.1.13 11 4001 4001 539K
Gi5/48 171.69.23.149 Local 172.20.64.200 06 8214 0017 759
Gi6/1 30.10.1.12 Gi6/2 30.20.1.12 11 4001 4001 539K
Gi6/1 30.10.1.13 Gie6/2 30.20.1.13 11 4001 4001 539K
Gi6/1 30.10.1.14 Gi6/2 30.20.1.14 11 4001 4001 539K
Gi6/1 30.10.1.15 Gie6/2 30.20.1.15 11 4001 4001 539K
Gi6/1 30.10.1.10 Gi6/2 30.20.1.10 11 4001 4001 539K
Gi6/1 30.10.1.11 Gi6/2 30.20.1.11 11 4001 4001 539K
Gi6/1 30.10.1.20 Gie6/2 30.20.1.20 11 4001 4001 537K
Gi6/1 30.10.1.16 Gi6/2 30.20.1.16 11 4001 4001 537K
Gi6/1 30.10.1.17 Gi6/2 30.20.1.17 11 4001 4001 537K
Gi6/1 30.10.1.18 Gi6/2 30.20.1.18 11 4001 4001 537K
Gi6/1 30.10.1.19 Gi6/2 30.20.1.19 11 4001 4001 537K
Switch#

GE)
FH A,

Catalyst 4500 A1 > F LTI, A ¥ —7 = A ZAH[LD NetFlow DA X —7 ALRYHR— h ST

wiZ, NetFlow % 7 0 — 3Ll 2—T NI T 502 R LET,

Switch# configure terminal
Switch(config)# ip flow ingress

VI, 7 av724Fal—>aYy H4 F—11)—2X 12.2(40)SG
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NetFlow oses W

Wiz, FRZ 4= FEYR— 425 NetFlow Z 4 2 —7 M2 T 562" LET,

Switch# configure terminal
Switch (config)# ip flow ingress infer-fields

NetFlow £#REDH > FIL

ZIZTE, ROEHNF Y v v aBERERLET,
o TAMHYATLDOFE] (P.46-15)

o TV 7 4y ADFHE] (P.46-15)

o L7 4y s 2D E] (P46-15)

e 7o han R—boEE! (P46-16)

o [REEXTVT 4y 7 ADFKE] (P46-16)

BEJRATLDEE

WIZ, BEVAT AOENT v v 2l 200 BOET 7T 47 XA LT U R 550Xy va T
IT 4T BALT UL, T AR—RGEIP 7 RL X 1042.42.1, BLO%6%EA— b 9992 23R ET
LH R LUET,

Switch (config)# ip flow-aggregation cache as

Switch (config-flow-cache)# cache timeout inactive 200

Switch(config-flow-cache)# cache timeout active 45

Switch (config-flow-cache) # export destination 10.42.42.1 9992
( ) #

Switch (config-flow-cache enabled

BWETLI4 VI RDHRE

WIZ, 58TV 7 4 v 7 ADENFT Y v 212, 20000 ET 7T 4T XA LT T b, 455DF % v
A TIT AT HALT TR, T AR—FEHIP T FL 21042421, BLOSEER— T 9992 %
HETHHERLES,

Switch (config)# ip flow-aggregation cache destination-prefix

Switch (config-flow-cache) # cache timeout inactive 200

Switch (config-flow-cache)# cache timeout active 45

Switch (config-flow-cache) # export destination 10.42.42.1 9992
( ) #

Switch (config-flow-cache enabled

TLI24 VI RDEFE

Wi, T 74 v ADERNF v v all, 200 BOHT V7 47 XA LTI, A5 H50OF v via
TUF4T HAALT TR, T AR RS IP 7 R % 10.42.42.1, # X 0%a%H— k 9992 % i 7&
ToBERLET,

Switch(config)# ip flow-aggregation cache prefix

Switch (config-flow-cache)# cache timeout inactive 200

Switch (config-flow-cache) # cache timeout active 45

Switch (config-flow-cache) # export destination 10.42.42.1 9992
( )

#
Switch (config-flow-cache)# enabled

| 0OL-14303-01-J
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W NetFlow OEEHI

70 ka3l R— FDERE

WIZ, 7r han B—FOENF Y v 2, 200 BOFET VT 47 AL LT U R, 45 50F v v
aTITA4T BALT YN, = AR—REHEIP T KRR 10.42.42.1, BLOSEEA— K 9992 %
RIET BHIE R LET,

Switch(config)# ip flow-aggregation cache protocol-port

Switch (config-flow-cache)# cache timeout inactive 200

Switch (config-flow-cache)# cache timeout active 45

Switch (config-flow-cache) # export destination 10.42.42.1 9992

Switch (config-flow-cache)# enabled

EETTL T4 v ) ROBKE

WL, BRIV T 4 v 7 ADERNFT Y v =2, 200 BOET 7T 47 XA LT U R, 455D
Xy w2 TIT AT ZALT TR, =7 AKR—=F55EIP 7 R A 10.42.42.1, BXLOgELHA— F
9992 R ET HHERLET,

Switch(config)# ip flow-aggregation cache source-prefix
Switch (config-flow-cache)# cache timeout inactive 200

Switch (config-flow-cache) # cache timeout active 45

Switch (config-flow-cache) # export destination 10.42.42.1 9992
Switch (config-flow-cache) # enabled

IW—EAR—REHAKXD NetFlow RN TL T4 VIR IRIDYUTIL

Z 2T, NetFlow /N F V7 4 w7 A~ A7 HEfF ¥ v v a ORBEFZRLET,
* prefix 59750
 destination-prefix £ )7
 source-prefix #7720

prefix &A=

Iz, prefix £HF ¥ v 2 DREFETLET,
!

ip flow-aggregation cache prefix

mask source minimum 24

mask destination minimum 28

ZOFITIH, ROFEEDHIFRIZI > TWET,

ip route 118.42.20.160 255.255.255.224 110.42.13.2

ip route 122.16.93.160 255.255.255.224 111.22.21.2

WEDON—F"BAL v F LDON—T 47 T—=TNZ2TEy vV Ty b A7 2FbLET,

118.42.20.160 #7 % v "B FEIXIP T FLANR 2T By hOTAZIZ—F L 56%IP 7 RLAN
288y FOSAZIZ—ET 5 122.16.93.160 ¥ 7y MIBEI T2 70 —E, Fv v aMaHEFRT
IR S E T,

VI, 7 av724Fal—>aYy H4 F—11)—2X 12.2(40)SG
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destination-prefix £#A=

KIZ, destination-prefix ¥ v v v = OREMEZRLET,
!
ip flow-aggregation cache destination-prefix

mask destination minimum 32
|

source-prefix £#A

Wiz, source-prefix £HIF v v a2 OB EFETRLET,

ip flow-aggregation cache source-prefix
mask source minimum 30

V2,97 av24Fal—2ar H4F—1)1J—2X12.2(40)SG
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