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M MAC7FLRAR—ZDF5T74vH TOvFUTDERE

MAC 7 FLAR—ZD +5T74vH TOYXUTDHEE
HED VLAN (ZELAN) NO MAC (AT 47 727 AHIfH) 7 RLAZHRET 5T XTDO T
T4 ETay 7T BT, ROEEEZITOET,

=1c 7 B
Router (config) # mac-address-table static mac_address vlan |kE® VLAN N TCEHRTEINTWS MAC 7 RL 2%
vien 1b drop RN BT RCO T T 4 v s &Tay s LET,

Router (config)# no mac-address-table static mac address MAC T RLAR—2Z2D 7T aw X7 2HE LET,
vlan vlan ID

KIZ, VLAN 12 N T MAC 7 R L 2 0050.3¢8d.6400 Z T 5T _XTHONT 74 v 7T 0y 74
L& LET,

Router# configure terminal
Router (config)# mac-address-table static 0050.3e8d.6400 vlan 12 drop

TCPA U3 —t T FDEBE
TCP A v Z—tF b 7a—|In— R =7 TUEEShET,

BETFNEIZDOWTIX, TR URL IZ& % [Cisco I0S Security Configuration Guidell Release 12.2 @
[Traffic Filtering and Firewalls], [Configuring TCP Intercept (Preventing Denial-of-Service Attacks) | %
ZRLTIIZEN,

http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_c/ftrafwl/scfdenl.htm
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A=%vArRPFFzvonkE N

A=-X%vAXAFRPFFITYvHIDHTE

Z Z TI&. Cisco I0S = =3 ¥ A | Reverse Path Forwarding (RPF) ¥ = > 2 (=% % A [ RPF
Frxv ) IZOVWTHALET,

* PFC3 =% v A M RPF F = v 7 O¥F— FOME (p.34-3)

e PFC2 =% A L RPF F = v 7 O¥%K—rOWE (p.34-3)

e Z=F%¥ A RPF F =/ OFEEFRELLOHKEHE (p.34-4)

e Z=F%vAKNRPFF = v7DFTE (p.34-4)

PFC3 1=%+¥ X FRPF Fx v DY HR— FDHE

=% A LRPF F = v 7 BEMEOEMONTIL, KD URL IZ® 5 [Cisco 10S Security
Configuration Guide] Release 12.2 @ [Other Security Features] . [Configuring Unicast Reverse Path
Forwarding] Z#ZM L T 7ZE W,

http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cgcr/fsecur_c/fotherst/scfrpf.htm

Policy Feature Card 3 (PFC; R Y ¥ — 7 4 —F % W— R 3) &, EHEDOA v X —T = APDHD T
TA4YIDRPFF =y 7 n—RU2T7 THR—KFLET,

strict &, =2 =% v 2~ RPF F = v 7 OYH. PFC3IINV—T 4 7 T—TNDT VT 4 7 AFX
TIEKL 22D RT L)L N2 E 45D —FRELEFEAGERRPF A ¥ —T = A A T—T (£
AH =T 2 A A TN—TINF4ODA VA =T =2 A AREGEENET) OWVTNNEBUTHEEL
TV T 47 RCK LR 4 DDT L N2 FR— R LET,

loose 52 =%+ 2 h RPF F= v 7 (B4 exist-only 5FX) DA, PEFC3 1K K 8§ DDV /X— 2R

WRAA B =T 2 A ZA%HP KR —FLFET (CiscolOS V7 T =T 1IN —T 47 T—TILTIL8
DD Y N—2 NRZHIPENET),

CiscoI0OS T2 =% v A N RPF 5= v 7 #ETT 25 HNiL, kKD 4>TT,

e strict =%+ A NRPFF =7

e allow-default Z{#H L 7= strict =%+ A F RPF F = v 7

e Joose 1=F%¥AKMRPFF =7

* allow-default Zf{fi/H L 7= loose =%+ A N RPF = v 7

2=F% ¥ AMRPF F oyl B —T A AR TRETEETH, 2=F ¥ A FMRPF F= v
IWARX—TNTHDHA U H—T A AT XTIWK LT PFC3 YR — N THD1F, ==Fr Ak
RPF FDHTT BERESNTND FRE TR =% v A F RPF FREHEHT D L 1A
VH—T 2 A AERETDHE. =X XY A NRPF F = v I BA X —T M2 > TND VAT AD
AVE—=T A RATRTR, FHLOFREFEHLET,

PFC2 =%+ XA FRPF Fx v DY ER— FDOHPE

PFC2 (&, 1 DD Y Z =2 NAZRFONT y Fen— R =7 TR LIZL - Ta=F v A
k RPF F = v 7 %% 74—k LTV &9, Multilayer Switch Feature Card (MSFC; /L F LA ¥ A A v
F T 4—F % H—FR) 21F, BEOVF—2 RREHSONF T 4w E Y7 N2 T CUBELE
I (AWOHR L),
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A=F ¥ XA FRPF Fx vy DIBREESL L UVHKHNEE
=%y A | RPF Fx v/ £RET DT, LA FOREEHFE L HAFEI - T EE,

o Z=F¥YALRPF Fz=vZ%2FTEL, ACL (77 ®AHHY 2 ) TT 4 /VZET DA
PFCIZhT 7 4 v 7N ACL & —ET 50 E 9% W LE 9, PFC 1L, RPF ACL [ZHE&H S
7= b7 7 « v 7 % Multilayer Switch Feature Card(MSFC; v /VF L' A ¥ XA v F 7 4 —F v H—
R) ~iEELC2=% ¥ A MRPF F=v 7 ETWVET, ACLIZL > THFAI SN 7w M,
2=F% ¥ ARMRPF F = v 7 %I — Ry =7 TlEXEILET (CSCdz35099),

o . DoS WED /v MIHEA Access Control Entry (ACE; 77 ¥ A= ~U) L —%
L. 2=F%¥%Y A MRPF Fx=v 7 %% 57-%MSFCIZEEESNET, TDOd, BEENS
47w b C MSFC TR A RIREIC 22 2 AREMER H U £ 57,

e PFCIE,. 2=F ¥ AMRPFF v 7DACL &i1Z—EH LA Tb, AJ1lE¥=2VUF ¢ ACL &—
HIDHDN T T4 v 72—y 2T7 THR—FLET,

e PFC TIZ, Policy-Based Routing (PBR; R U & —_X—ZA )L—F 4 ) NTFT 4 v D =%y
ARRPFFxv 27— Fyx7 THR—FLEEA (CSCea53554),

A=—FXvAMRPFFT v I DHRE
T, 2=F ¥ A MRPF F = v 7 OREFINEIZONCTHALET,
o Z=F%¥ANMRPFF=v” E—ROKRE (p.34-4)
e PFC3 TOHEKNXADZ=F%% ANRPF F=v 7 T— FORTE (p.34-6)
o self-ping DA —7 1k (p.34-7)

A=Fv¥X+FRPFFI vy E—FORE
A=F ¢ A FRPFIZIE, RIFRT2O0F =7 E—FRHY ET,
o strict F=v 7 F— R —EFIL IP 7 N L A Forwarding Information Base (FIB; #5is{f #Hi~—
R) T=TNMIHDHZ L, BIOANKR— MW LEIEARERFHENICH S Z LA LET,
o existonly Fx= v 7 F— K —FETIPT RLANRFIBT—7 MIHDENE I 0IZT 2R L E
‘j‘o

~

() =% ¥ AP RPF Fx=v 7 HITREENTZT A TOR— ML, TOBLTRESN TS E—
A3 H B S E T,

2=F% ¥ ARMRPFF v/ T— RERETHIZIE, ROEEEITWET,

avwv kR Bw

XTw 7 1 Router(config)# interface {{vlan vlan ID} | METAA L HE—T o ABERLET,
{type' slot/port} | {port-channel number}}
A

GE) =%+ A RPF F=vZITRkDOsIEIZ/
Ty N EERET AR, AJAR— MzESv»
T, R Z—r N2 EERLET,
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A=%vArRPFFzvonkE N

avwvk Bw

RXFw7T 2 Router(config-if)# ip verify unicast source I=%%ANRPFFxzv 7 T— R REHELET,

reachable-via {rx | any} [allow-default]

[1ist]
Router (config-if)# no ip verify unicast FIF N EFDOZ=F% % A RPF Fxv 7 F— KT
RLET,
AFwF 3 Router(config-if)# exit A H—=Tx2A A AT 4 Fal—vz3 FT—F
ERTLET,
RFwF 4 Router# show mls cef ip rpf SEAE R LET,

1. type = ethernet, fastethernet, gigabitethernet, ¥ 72| tengigabitethernet

2=F% ¥ ARMRPF Fx=v? T— RFRERETHHAE, ROBRIEBRLTLEI,

e strit F-v T—REAR2—T/ITDIT0E, x¥F—VUV—F&HEHLET,

e existonly Fx v 7 B— R&EA FX—T7NMITHITIE, any ¥ —T— REFHLET,

e RPF ORERIZT 74/ N b— FEFERHTE D L5127 5121%., allow-default X — 7 — K% {#

Li‘j‘o

o TURAURKNEHRNTAHIZNE, list AT a2 EHLET,

— TI7EARAVANMIESTRY NU—Z ~DT 7 EARNELSENTBEIT A S—T 407
SNy RBR— N CTEEINLET,

— TIEAVRANMIESTHRY NT—I~DOT 7 ARTFRINTHBEIT. A S —T 47
INT= Ry MIRSEET U RITEREENE T, BBEIN= Xy M, A ¥ —T A
ZDFEHERIC T FENET,

— TI7RBRAVRRNIO T T2 arvRgENTWDAIGE AT =T 4 7SN v MZ
B9 AEEA e 7 =B EESNET,

(3¥)  ip verify unicast source reachable-via =~> K& AJjT5 &, 2=F ¥ A FMRPF F= v 7 £— )
AA v FOFTXTOR— P CTEHEINES,
WIZ, A— I GigabitEthernet 4/1 T2 =% ¥ X [ RPF @ exist-only 7= v 7 £— R& A F—7 /T
T o R LET,
Router (config)# interface gigabitethernet 4/1
Router (config-if)# ip verify unicast source reachable-via any
Router (config-if)# end
Router#
WIZ, AR— I GigabitEthernet 4/2 T =% ¥ X f RPF @D strict T = v 7 E— & A X—7VIZT D
%R LET,
Router (config)# interface gigabitethernet 4/2
Router (config-if)# ip verify unicast source reachable-via rx
Router (config-if)# end
Router#
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WIC, RE LR DB 2R LET,

Router# show running-config interface gigabitethernet 4/2
Building configuration...

Current configuration : 114 bytes

!

interface GigabitEthernet4/2

ip address 42.0.0.1 255.0.0.0

ip verify unicast reverse-path

no cdp enable

end

Router# show running-config interface gigabitethernet 4/1
Building configuration...

Current configuration : 114 bytes

!

interface GigabitEthernet4/1

ip address 41.0.0.1 255.0.0.0

ip verify unicast reverse-path (RPF mode on g4/1 also changed to strict-check RPF
mode)

no cdp enable

end

Router#

PFC3 TOHEB/NADAI=F A FRPFFI vy E—FDERTE

& A

&2 ]
ATFvT 3

PFC3 CHINRADZ=% ¥y A MRPF Fx v/ T— FEHRETHIEL, ROIEEEITTWET,

= N H#
Router (config)# mls ip cef rpf mpath {punt | PFC3 THED/XARPF F= vV T—FE2RELF
pass | interface-group} +

Router (config)# no mls ip cef rpf mpath {punt
| interface-group}

7 7 AV MEIZERE L% 9 (mls ip cef rpf mpath punt)

Router (config)# end

T4 X2l —Tary BT—REKTLET,

Router# show mls cef ip rpf

RE MR LET,

BED/SARPF F = v 7 R ET DG, KOFRITEEL TSN,

e punt (F 74/ L) —PFC3 1L, V7 4 7 ABALTRK2DODA X —T =4 ATx L, /N—
Ry 2T7 Da2=% v ANRPF F=v 7 #FEITLET, BMOA L FX—T A AZHEFTDH/8
7w MEIMSFC3IZU XA L2 b () ST, Y7 U7 T2=%%¥ANRPF F=v
I WFEITEINET,

e pass — PFC3 |3, single-path 33 X O two-path 7L 7 4 7 Z|Zxt L, "— Ry =7 Cax=F% % A
FRPF Fxv 7 &FEITLET, 2=F v AMRPF F= v 7id, 32 EDOUNR=ZARK
H—T A ADH 5 multipath 7L 7 4 7 ANBLFEETDH Ny Mk, T 48— TT
(ZDF7 y MIFIZa2=% v A NRPFF = v 7 IZAKLET),

* interface-group — PFC3 |, single-path 35 O two-path 7L 7 4 7 X{Zxf L, /»— R =7 T
=X ¥ APNRPFF =7 23 TLET, PFC3 X7 V7 4 7 AHNLTHRK 4 DOBINA o F—
T AL, 2—FEREELRARER~YNTFNRA 22— RPFF = A X —T A AT
N—=T %N LT, 2=F ¥ AIRPFF =7 52FTLET, 2=F ¥ A FRPFF=v 7L, 3
DL EDY NR—=2ANRA 4 B —T 24 ZAD I HMMO multipath 7'V 7 ¢ 7 A B EFET 5%
Ty MEx L, T4 —7ATE (207 v MIEIZ2=F ¥ 2 kN RPF F = v 7 BMTbhE
T)o

WIZ, BEARADRPF F =7 aBRETHHERLET,

Router (config)# mls ip cef rpf mpath punt

J Catalyst 6500 1)—X X{ v F CiscolOS YT b7 avI74FXal—3 v /4K

OL-3999-08-J |



| £34F FybrI—H0 £Fa)T1DHRE

A=%vArRPFFzvonkE N

PFC3 TOEBNADA B2 —D x4 R TIL—TDEKE
B NSADA=% % XA N RPF A VX —7 oA A 7 )b—"7F % PFC3 ITRET 51T, IROIEEZITUV

\i‘é—()
avvFk =[5
AFTwF 1 Router(config)# mls ip cef rpf BENRXADRPF A X —7 =A A J)L—7F% PFC3
interface-group [0 | 1 | 2 | 3] interfacel CEE LET
[interface2 [interface3 [interface4]]] (CRE
RFw T 2 Router(config)# mls ip cef rpf Ao B =Tz A AT N—TEHIKELET,
interface-group group number
RAFw 7 3 Router(config)# end a7 4 F¥al—grEBT—REKTLET,
RFw T 4 Router# show mls cef ip rpf REEMWRLET,

WIZ, A B—=T AR ITN—T25RETLHHERLET,

Router (config)# mls ip cef rpf interface-group 2 fastethernet 3/3 fastethernet 3/4
fastethernet 3/5 fastethernet 3/6

self-ping D1 *—7T L1t
2=F% ¥ A R RPF F = v 7 BAR—TNOYE AL v FIET 7 4 /L T self-ping & FITTE
/\-/O

self-ping & A X —7 /WZT DITIE, IROVEEZITVET,

a<vwv kR Bw

RXTw 7 1 Router(config)# interface {{vlan vlan ID} | METAA L HE—T o ABERLET,
{type' slot/port} | {port-channel number}}

XF w7 2 Router(config-if)# ip verify unicast source self-ping £721xE XU 7 KL A~ ping % 1T

reachable-via any allow-self-ping Tx 2L HIc. AL ‘)9:%/]'7 Z Nz Li‘?‘
Router (config-if)# no ip verify unicast self-ping 7&7—4—13 T LET,
source reachable-via any allow-self-ping
RFw T 3 Router(config-if)# exit f B —T A A AT 4 X2l — 3 F—FR
BT LET,

1. type = ethernet, fastethernet, gigabitethernet, ¥ 72| tengigabitethernet

WIZ, self-ping & A X —7 M50 2RLET,

Router (config)# interface gigabitethernet 4/1
Router (config-if)# ip verify unicast source reachable-via any allow-self-ping

Router (config-if)# end
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