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||
1 Router (config-module-csm) # vlan database VLAN 1
2 Router(vlan)# vlan 2 VLAN 2
3 Router(vlan)# vlan 3 VLAN
4 Router(vlan)# exit
5 Router(config-module-csm)# vlan 2 client VLAN 2 SLB VLAN
1
6 Router(config-slb-vlan-client)# ip addr VLAN 2 CSM IP
192.158.38.10 255.255.255.0
7 Router(config-slb-vlan-client)# gateway A VLAN
192.158.38.20
8 Router(config-slb-vlan-client)# gateway B VLAN
192.158.38.21
9 Router(config-slb-vserver)# vlan 3 server VLAN 3 SLB VLAN
10 Router (config-slb-vlan-client)# ip addr VLAN 3 CSM IP
192.158.38.10 255.255.255.0
11 Router (config-slb-vlan-client)# exit
12 Router (config-module-csm)# vserver VIP1 SLB
13 Router (config-slb-vserver)# virtual 1P
192.158.38.30 tcp www
14 Router (config-slb-vserver)# serverfarm 3
farml
15 Router (config-module-csm)# inservice
1. exit end
2. no
[p-5-2]
N
A 192.158.38.20 B
192.158.38.21
Catalyst 6500
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VLAN
1 Router(config-module-csm)# vlan database VLAN 1
2 Router(vlan)# vlan 2 VLAN 2
3 Router(vlan)# vlan 3 VLAN
4 Router (vlan)# exit
5 Router(config-module-csm)# vlan 2 client VLAN 2 SLB VLAN
6 Router(config-slb-vlan-client)# ip addr VLAN 2 CSM IP
192.158.38.10 255.255.255.0
7 Router (config-slb-vlan-client)# gateway A VLAN
192.158.38.20
8 Router(config-slb-vlan-client)# gateway B VLAN
192.158.38.21
9 Router(config-module-csm)# vlan 3 server VLAN 3 SLB VLAN
10 Router (config-slb-vlan-server)# ip addr VLAN 3 CSM 1P
192.158.39.10 255.255.255.0
11 Router (config-slb-vlan-server)# exit
12 Router (config-module-csm)# vserver VIP1 SLB
13 Router (config-slb-vserver)# virtual IP
192.158.38.30 tcp www
14 Router (config-slb-vserver)# serverfarm 3
farml
15 Router (config-module-csm)# inservice
1. exit end
2. no
[p-5-2]
S
CSM IP 192.158.39.10
Catalyst 6500
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H cswm

CSM

i Catalyst 6500

CSM
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1
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DoS

CSM CSM DoS
CSM
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~
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TCP
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Content Switching Module CSM;

. p-3-1

e CSM p.3-2

L p-3-3

e SLB p-3-4

J p-3-10

. p.3-12
CSM Catalyst Multilayer Switch
Feature Card MSFC; Cisco IOS

CSM Cisco I0S
CSM  MSFC CLI Catalyst Cisco 10S
MSFC CSM
MSFC CLI MSEC CLI Catalyst
Cisco I0S CSM
Catalyst Cisco I0S
2 VLAN
"~ CiscoIOS CSM VLAN
LAN CSM
Catalyst Cisco 10S
CSM VLAN
Catalyst 6500
[ oL-6639-01-J .m



H cswm

CSM

CSM

. Cisco I0S Catalyst 6500
Series Switch Content Switching Module Installation Guide

* Server Load Balancing SLB;

1P
Domain Name Server DNS; CSM VIP
DNS
1P
. Catalyst 6500 VLAN CSM VLAN
VLAN ID
Catalyst 6500 Series Switch Software Configuration Guide

VLAN

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config)# wvlan 130

Router (config-vlan)# name CLIENT_VLAN

Router (config-vlan)# exit

Router (config)# vlan 150

Router (config-vlan)# name SERVER_VLAN

Router (config-vlan)# end

i VLAN
2 VLAN

Router>

Router> enable

Router# config

Router (config)# interface 3/1

Router (config-if)# switchport

Router (config-if)# switchport access vlan 150
Router (config-if)# no shutdown

Router (vlan) # exit

. VLAN MSFC
3 VLAN

Network Address Translation NAT;
CSM
MSFC
CSM
CSM
MSEC 3 VLAN CSM
CSM
NAT
MSFC 3 VLAN
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3 VLAN

Router>

Router> enable

Router# config

Router (config)# interface vlan 130

Router (config-if)# ip address 10.10.1.10 255.255.255.0
Router (config-if)# no shutdown

Router (vlan)# exit

CSM Cisco I0S CLI Cisco I0S CLI Cisco 10S
Catalyst 6500 Series Switch Cisco 10S Software Configuration Guide
Chapter 2

Router(config-slb-vlan-server)#  Router(config-slb-vlan-serve)#

Router> ?

Router (config) # module csm 5
Router (config-module-csm) # ?

Catalyst 6500 Series Switch Cisco 10S Software Configuration
Guide

Catalyst 6500
| oL-6639-01-J .m



N sLB

Catalyst 6500 SLB 2 Routed Processor
RP CSM CSM CSM
RP RP 1
CSM Cisco I0OS SLB
A
RP CSM Release 2.1
CSM CSM
CSM RP
CSM 1 CSM CSM
CSM
Cisco IOS SLB
. p-3-4
. p-3-5
e CSM RP p-3-6
U p-3-8
CSM CSM
CSM module csm slot-number
slot-number CSM
module csm CSM
CSM
N
CSM
CSM RP
e CSM ip slb
e CSM RP
Catalyst 6500
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SLB
5 CSM
Router (config) # module csm 5 CSM
Router (config-module-csm) # vserver VS1
config-module-csm
Router# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Router (config) # module csm 5
Router (config-module-csm) # ?
SLB CSM module config
arp configure a static ARP entry
capp configure Content Application Peering Protocol
default Set a command to its defaults
dfp configure Dynamic Feedback Protocol manager
exit exit SLB CSM module submode
ft configure CSM fault tolerance (ft) feature
map configure an SLB map
natpool configure client nat pool
no Negate a command or set its defaults
owner configure server owner
policy configure an SLB policy
probe configure an SLB probe
real configure module real server
script configure script files and tasks
serverfarm configure a SLB server farm
standby
static configure static NAT for server initiated connections
sticky configure a sticky group
variable configure an environment variable
vlan configure a vlan
vserver configure an SLB virtual server
xml-config settings for configuration via XML
ip slb mode CSM RP CSM
CSM
Catalyst 6500 RP CSM
Cisco IOS SLB CSM

Catalyst 6500
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N sLB

CSM

CSM

RP

CSM RP CSM CLI

1 CSM

ip slb mode csm
CSM
Cisco I0S SLB
CSM
CSM  show show ip slb

CSM 2.1
I0S CLI

CSM

Cat6k# show running-config
Building configuration...
Current configuration : 5617 bytes

ip slb mode csm
ip slb vlan 110 server
ip address 10.10.110.1 255.255.255.0

ip slb vlan 111 client
ip address 10.10.111.2 255.255.255.0
gateway 10.10.111.1

ip slb probe HTTP_TEST http

request method get url /probe/http_probe.html

expect status 200
interval 5
failed 5

ip slb serverfarm WEBFARM
nat server

no nat client

real 10.10.110.10
inservice

real 10.10.110.20
inservice

probe HTTP_TEST

ip slb vserver HTTPVIP
virtual 10.10.111.100 tcp www
persistent rebalance
serverfarm WEBFARM

inservice

CSM

CSM
Cisco IOS SLB
RP

CSM
CSM

ip slb

Cisco

i Catalyst 6500
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RP

Cisco IOS SLB CSM

CSM

mod csm X

X CSM
CSM  show show mod csm X
CSM Release 2.1 CSM
Cisco I0S SLB
ip slb
CSM

Cat6k# show running-config
Building configuration...

Current configuration : 5597 bytes

module ContentSwitchingModule 5
vlan 110 server
ip address 10.10.110.1 255.255.255.0

vlan 111 client
ip address 10.10.111.2 255.255.255.0
gateway 10.10.111.1

probe HTTP_TEST http

request method get url /probe/http_probe.html
expect status 200

interval 5

failed 5

serverfarm WEBFARM
nat server

no nat client

real 10.10.110.10
inservice

real 10.10.110.20
inservice

probe HTTP_TEST

vserver HTTPVIP

virtual 10.10.111.100 tcp www
persistent rebalance
serverfarm WEBFARM

inservice

Catalyst 6500

SLB
ip slb mode rp
Release 2.1 CSM
RP
CSM
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N sLB

CSM CSM RP RP CSM

CSM RP
CSM RP CSM 1.x 2.1

Cat6k# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

Caté6k(config)# ip slb mode ?
csm SLB in Content Switching Module
rp SLB in IOS system

Cat6k(config)# ip slb mode rp

The current SLB mode is CSM-SLB.

You are selecting RP-SLB mode.

All configuration for CSM-SLB will be moved to module submode.
Confirm switch to RP-SLB mode? [no]: yes

Enter slot number for CSM module configuration, 0 for none [5]: 5
Please save the configuration.

Catb6k(config)# end

o0

o0 00 of

o0 0P

Cat6k# write

Building configuration...
[OK]
Cat6k#

RP CSM
RP CsSM

Cat6k# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

Caté6k(config)# ip slb mode ?
csm SLB in Content Switching Module
rp SLB in IOS system

Caté6k(config)# ip slb mode csm

The current SLB mode is RP-SLB.

You are selecting CSM-SLB.

All SLB configurations for RP will be ERASED.

After execution of this command, you must

write the configuration to memory and reload.

CSM-SLB module configuration will be moved to ip slb submodes.
Confirm switch to CSM-SLB mode? [no]: yes

Enter slot number for CSM module configuration, 0 for none [5]: 5
Please save the configuration and reload.

o0

o0 00 o

o0 o0 o

o0 0P

Caté6k(config)# end
Cat6k# write
Building configuration...
Cat6k# reload
Proceed with reload? [confirm] y
Verify Mode Operation

Catalyst 6500
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Cat6k# show ip

SLB configured mode

Cat6k# configur
Enter configur

Catk6-1(config)
dfp
entries
firewallfarm
mode
natpool
probe
serverfarm
vserver

SLB

RP

slb mode

= rp
e terminal

ation commands, one per line. End with CNTL/Z.
# ip slb ?

configure Dynamic Feedback Protocol manager

initial

and maximum SLB entries

configure an SLB firewall farm
configure SLB system mode
define client nat pool
configure an SLB probe
configure an SLB server farm
configure an SLB virtual server

Cisco I0S SLB

Catb6k(config)# module csm 5

Caték (config-module-csm) #

SLB CSM module
default
dfp
exit
ft
map
natpool
no
policy
probe
serverfarm
static
sticky
vlan
vserver

Cat6k# show ip
SLB config

config

?

Set a command to its defaults

configure

Dynamic Feedback Protocol manager

exit SLB CSM module submode

configure
configure
configure

Negate a command

configure
configure
configure
configure
configure
configure
configure

CSM

slb mode
ured mode

CSM fault tolerance
an SLB map

client nat pool

or set its defaults
policy

probe

(ft) feature

an SLB
an SLB
an SLB server farm

static NAT for server initiated connections
a sticky group

a vlan

an SLB virtual server

CSM

csm

Catk6-1# configure terminal

Enter configuration commands,

Caték (config) #
dfp
ft
map
mode
natpool
policy
probe
serverfarm
static
sticky
vlan
vserver

Catalyst 6500

ip slb ?

configure
configure
configure
configure
configure
configure
configure
configure
configure
configure
configure
configure

one per line. End with CNTL/Z.

Dynamic Feedback Protocol manager
CSM fault tolerance (ft) feature
an SLB map

SLB system mode

client nat pool

an SLB policy

an SLB probe

an SLB server farm

static NAT for server initiated connections
a sticky group

a vlan

an SLB virtual server

[ oL-6639-01-J



RP 3-1
A
4
3-1
Gsa
VLAND E& &
vian X {client]|server}
F—TT734 TDHRE
probe NAME TYPE
: NAT 77— L DE&TE
: natpool NAME
=% 77— LOBETNIE | AL
BRESIDENHDIHE LI/ IPOEE
i real NAME
€ YoNALIPEMEM G AREN KD . :
N/
Y=\ T7—LDEE <y T/ EHRRBEDH EE (Sticky) ZIL—F
server farm NAME map NAME TYPE sticky GROUP TYPE
HTTP Al E M : iﬁf IP. Cook
[ RTIIRAgey o ANYHT—[T —list ... v 13R{ETTIP. Cookie.
i: I,P\;)fn—%i £3nTO—K ! aceessTI® P iSSL IDISESNT
| = A PP VA RN VL S v USATURE
real name NAME DENHDHBE VEETIPY FLARIS Vg —RIZ TRE YY)
p i EJhTa—F LT ARENHLEE
: A A I P
: BN HLHE Do
\ v
Y —DBE P
LA T - (AT Pl S Lvg | St oKy GROUP TYPE :
TR T LEERT BN S S : :
¥

RAEH—/\DHFE
vserver NAME

99424
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. VLAN p.4-3
. VLAN p4-4
. p.5-2
. p.5-4
. p-6-2
CSM

. NAT p.5-8

e TCP p.6-5
2 11

. p.2-2

. p.2-4

e URL p.5-10

. p.6-14

e RHI p.8-7

. p.7-2

. persistent p.8-19

e HSRP p.7-6

. p.7-12

. SNMP p.8-26

. p.9-2

i p.9-10

e HTTP p.9-11

e CSM TCL p.10-1

o p.11-8
. p.11-18
. p.11-27

Catalyst 6500
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CSM 3

° p3— 12

e PCMCIA p-3-13

. TFTP p.3-14

~
CSM
Cisco I0S
CSM CSM Cisco I0S
CSM Cisco IOS
CSM CSM
exit
SLB p.3-4
CSM exit
CSM  Catalyst 6500
CSM Ctrl + » X
disconnect
S
Catalyst 6500 Series Supervisor Engine
Flash PC Card Installation Note
CSM

1 TFTP

Router>

Router> enable

Router# configure terminal

Router (config)# tftp-server sup-bootflash:cé6slb-apc.revision-num.bin
Router (config)

2 CSM

Router# session slot csm-slot-number processor 0

Catalyst 6500
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3 CSM

CSM> upgrade 127.0.0.zz c6slb-apc.revision-num.bin

1 zz 12
2 zz 22
S
1
4 CSM Cisco I0S
CSM> exit
5 CSM
CSM

Router (config)# hw-module module csm-slot-number reset

PCMCIA

N

PCMCIA PC

PC CSM

1 TFTP PC

Router>

Router> enable

Router# configure terminal

Router (config)# tftp-server slotx:c6slb-apc.revision-num.bin

x =0 PC PCMCIA 0

2 CSM

Router# session slot csm-slot-number processor 0

3 CSM

CSM> upgrade slot0: cé6slb-apc.revision-num.bin

Catalyst 6500
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N

1 2
4 CSM Cisco IOS
CSM> exit
5 CSM
CSM
Router# hw-module module csm-slot-number reset
TFTP
TFTP CSM
1 TFTPCSM VLAN
S
VLAN TFTP VLAN
2 TFTP
3 VLAN

4 CSM vlan

4 VLAN

5 CSM VLAN [P

6 show csm slor vlan detail

4 VLAN

7 CSM TFTP

Router# ping module csm csm-slot-number TFTP-server-IP-address

8 CSM

Router# session slot csm-slot-number processor 0

Catalyst 6500
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9

CSM> upgrade TFTP-server-IP-address c6slb-apc.rev-number.bin
10 CSM Cisco IOS

CSM> exit
11 CSM

CSM

Router# hw-module module csm-slot-number reset

Catalyst 6500
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VLAN

Content Switching Module CSM; VLAN
LAN
o VLAN p-4-3
o VLAN p4-4
Catalyst 6500 CSM VLAN
4-1
VLAN VLAN
VLAN CSM
VLAN VLAN
VLAN
VLAN VLAN
o 2 VLAN 2 VLAN
1 VLAN 1 VLAN
e DoS CPU
VLAN
- Catalyst 6500 VLAN CSM VLAN
VLAN ID
Catalyst 6500
I oL-6639-01-J .m



4

VLAN |

4-1 VLAN
VLAN IP7 FL X
IP7 KL R H—/\{AIVLAN
O, e (iti TAYFRIP)
T—bkozA
o é
e '7 g
H—/\
@ -I i
HSRP/VRRP
é é ; —5 Sl
- !l
=l —
L
1 — CSM 3
CSM ICMP
2 — VLAN 7
VLAN 511 224 Hot Standby Router Protocol HSRP
CSM 3
HSRP MAC
HSRP [p.7-6] VLAN IP
512  VLAN
Catalyst 6500
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| 4 VLAN

VLAN
VLAN
VLAN1 CSM VLAN
Router (config-module-csm) # vlan vlianid VLAN
client VLAN
Router (config-slb-vlan-client)# ip VLAN ARP
active_ip_addr [netmask] [alt P CSM
standby_ip_addr [netmask]]
CSM
alt CSM
P 2
Router (config-slb-vlan-client) # VLAN
description description 0
Router (config-slb-vlan-client)# gateway IP

ip-address

exit

no

CSM VLAN

Router (config-module-csm)# wvlan 130 client

end

Router (config-slb-vlan-client)# ip addr 123.44.50.6 255.255.255.0 alt 123.44.50.7

255.255.255.0

Router (config-slb-vlan-client)# gateway 123.44.50.1

Router (config-slb-vlan-client) # exit

Catalyst 6500
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4 VLAN |

[ | VLAN

VLAN

VLAN

1 Router(config-module-csm)# vlan vlanid VLAN VLAN

server )
2 Router (config-slb-vlan-server)# ip VLAN IP

active_ip_addr [netmask] [alt CSM alt

standby_ip_ addr [netmask]]

CSM
P 2

3 Router(config-slb-vlan-server)# description VLAN

description 30
4 Router (config-slb-vlan-server)# alias

ip-address netmask P CSM 3
5 Router(config-slb-vlan-server)# route CSM 3

ip-address netmask gateway gw-ip-address 2
6 Router # show module csm slot vlan [client | VLAN

server | ft] [id vlan-id] [detail]
1. exit end
2 no

7
CSM VLAN

Router (config-module-csm)# wvlan 150 server

Router (config-slb-vlan-server)# ip addr 123.46.50.6 255.255.255.0

Router (config-slb-vlan-server)# alias 123.60.7.6 255.255.255.0

Router (config-slb-vlan-server)# route 123.50.0.0 255.255.0.0 gateway 123.44.50.1
Router (config-slb-vlan-server) # exit

Catalyst 6500
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. p-5-4

e DFP p.5-7

J NAT p.5-8
. p.5-9

e URL p.5-10

Catalyst 6500
| oL-6639-01-J .m



L]
[p.9-10]
HTTP [p.9-11]
Router (config-module-csm) # serverfarm
serverfarm-name
12
Router (config-slb-sfarm)# predictor
[roundrobin | leastconns [slowstart 2
timer]| hash url | hash address [source | X
destination] [ip-netmask] | forward]] roundrobin
slowstart rimer
timer 1 65535
slowstart timer
Router (config-slb-sfarm)# nat client NAT
client-pool-name 2 NAT
[p.5-8]
N
Router (config-slb-sfarm)# no nat server IP
Router (config-slb-sfarm)# probe probe-name probe
2
Router (config-slb-sfarm)# bindid bind-id 1
2 bindid Dynamic
Feedback Protocol
Router (config-slb-sfarm)# failaction
{purge | reassign} 2
0L-6639-01-J |
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11 Router(config-slb-sfarm)# real ip address
12 Router (config-slb-real)# inservice

13 Router# show module csm slot serverfarm

Router (config-slb-sfarm)# description
description 80

Router (config-slb-sfarm)# health retries
20 failed 600

10 Ccat6k-2(config-slb-sfarm)# retcode-map HTTP

NAME_ OF_MAP

serverfarm-name [detail]

exit
no
REAL_SLOW_START_ENABLE
0 10 0
1 10
10 Content Switching Module
3
N CSM 2AN 2 N
leastconns pl_nat

Router (config-module-csm)# serverfarm pl_nat

Router (config-slb-sfarm)# description Server Farm Example
Router (config-slb-sfarm)# predictor leastconns

Router (config-slb-sfarm)# real 10.1.0.105

Router (config-slb-real)# inservice

Router (config-slb-sfarm)# real 10.1.0.106

Router (config-slb-real)# inservice

Catalyst 6500

CSM;

[ oL-6639-01-J
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no inservice — CSM

N

1P

CSM CSM

sticky

no inservice

CSM
clear module csm s/ot connection

* inservice — CSM sticky
* inservice standby — CSM sticky
1 Router(config-slb-sfarm)# real
ip-address [port]
12
2 Router(config-slb-real)# weight
weighting-value
2
~
DFP

3 Router(config-slb-real)# maxconns

max-conns

i Catalyst 6500
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4 Router (config-slb-real)# minconns 2

min-conns
5 Router(config-slb-real)# inservice CSM

23

6 Router# show module csm slot [sfarm

serverfarm-name] [detail] sfarm

detail

7 Router# show module csm slot CSM

Fvserver V1rtserV?r—name] [client vserver

ip-address] [detail]

client
detail
1. exit end
2 no
1 5

Router (config-module-csm) # serverfarm serverfarm

Router (config-slb-sfarm)# real 10.8.0.7

Router (config-slb-real)# inservice

Router (config-slb-sfarm)# real 10.8.0.8

Router (config-slb-real)# inservice

Router (config-slb-sfarm)# real 10.8.0.9

Router (config-slb-real)# inservice

Router (config-slb-sfarm)# real 10.8.0.10

Router (config-slb-real)# inservice

Router (config-slb-sfarm)# real 10.1.0.105

Router (config-slb-real)# inservice

Router (config-slb-sfarm)# real 10.1.0.106

Router (config-slb-sfarm)# inservice

Router (config-slb-real)# end

Router# show mod csm slot reals detail

Router# show mod csm slot conns detail

no inservice CSM

no inservice CSM
clear module csm s/of conn

Catalyst 6500
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3
[ ]
o 1
. inservice
Router (config-slb-real)# no inservice
p-5-2
CSM
CSM
p.9-2
Cookie SSL ID IP
inservice standby inservice standby

no inservice

sticky

Catalyst 6500
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DFP
DFP CSM
DFP
A
DFP DFP
1P DFP
DFP DFP
DFP
1 Router(config-module-csm)# dfp DFP
[password password] DFP
12
2 Router(config-slb-dfp)# agent
ip-address port [activity-timeout DFP
[retry-count [retry-intervallll 2
3 Router# show module csm slot dfp [agent |DFP
[detail | ip-address port] | manager
[ip_addr] | detail | weights]
1. exit end
2. no
DFP
Router (config-module-csm) # dfp password password
Router (config-slb-dfp)# agent 123.234.34.55 5 6 10 20
Router (config-slb-dfp) # exit
Catalyst 6500
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| NAT
Network Address Translation NAT;
NAT 1P VLAN LAN 1P
nat serverfarm NAT
NAT
NAT
1 Router(config-module-csm)# natpool NAT
pool-name start-ip end-ip netmask mask 1
12
2 Router (config-module-csm)# serverfarm |serverfarm NAT
serverfarm-name
3 Router(config-slb-sfarm)# nat client NAT
clientpool-name
4 Router# show module csm natpool [name |NAT
pool-name] [detail]

1. exit end

NAT

Router (config) # natpool pooll 102.36.445.2 102.36.16.8 netmask 255.255.255.0
Router (config) # serverfarm farml
Router (config-slb-sfarm)# nat client pooll

HTTP CSM 1P HTTP
HTTP
HTTP p.8-20

Catalyst 6500
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NAT NAT
NAT CSM
NAT

1 Router(config)# static [drop | nat

[ip-address | virtuall]] P

NAT 1P
NAT 2

2 Router(config-slb-static)# real NAT

ip-address [subnet-mask] NAT NAT
1. exit end
2 no
Catalyst 6500
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N UuRL

URL

URL
URL 7
CSM URL CSM URL
URL URL
URL URL
URL
CSM Release 2.1(1) URL
[p.5-11]
URL
URL
URL URL
URL
Router (config-slb-sfarm)# predictor hash URL
url
URL
Router (config)# mod csm 2
Router (config-module-csm) # serverfarm farml
Router (config-slb-sfarm)# predictor hash url
Router (config-slb-sfarm)# real 10.1.0.105
Router (config-slb-real)# inservice
Router (config-slb-real)# exit
URL
~
DFP
1P
1P
~
Catalyst 6500
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URL
URL
1 Router(config-slb-sfarm)# serverfarm MYFARM
MYFARM
Router (config-slb-sfarm)# real 1.1.1.1 80 80
Router (config-slb-sfarm)# inservice
4 Router(config-slb-sfarm)# real 1.1.1.1 8080
8080
5 Router (config-slb-sfarm)# inservice
URL
URL
URL URL vserver vserver-name
url-hash begin-pattern pattern-a url-hash end-pattern pattern-b
URL c&k= & c&k=c

http://quote.yahoo.com/q?s=csco&d=c&k=cl1&t=2y&a=v&p=s&l=on&z=m&q=I\

URL
URL

URL

Router (config-module-csm) #

Router (config-module-csm) # vserver vsl

Router (config-slb-vserver)# wvirtual 10.1.0.81 tcp 80

Router (config-slb-vserver)# url-hash begin-pattern c&k= end-pattern &
Router (config-slb-vserver)# serverfarm farml

Router (config-slb-vserver)# inservice

Router (config-slb-vserver) #

Router (config-slb-vserver) # exit

Router (config-module-csm) # exit

[ oL-6639-01-J
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p-6-2
p.6-10
p.6-12
p.6-14
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e TCP p.6-5
° p6-7
° p.6-7
° p6-8
S
1P 1P
Address Resolution Protocol ARP
Content Switching Module CSM;
1P
CSM
Server Load
Balancing SLB;
p.5-2
p.6-12
/
CSM
VIP CSM
S
4 7 1 4
3 7
SLB
7
CSM 1P

1P

Catalyst 6500
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1P

TCP UDP

CSM

Router (config-module-csm) # owner owner-name
address street-address-information
billing-info billing-address-information
email-address email-information maxconns

1 :MAXULONG

Router (config-module-csm) # vserver
virtserver-name

Router (config-slb-vserver)# vs-owner
owner-name maxconns max-Cconn

Router (config-slb-vserver)# virtual
ip-address [ip-mask] protocol port-number
[service ftp]

IP 2
udp any

protocol tep
number

Router (config-slb-vserver)# serverfarm
serverfarm _name

23

Router (config-slb-vserver)# sticky duration

sticky

Router (config-slb-vserver) # parse-length
{bytes | default-policy}

HTTP
bytes
2000

4

1 4000

default-policy

Router (config-slb-vserver)# sticky
group-number reverse

CSM

Router (config-slb-vserver)# client
ip-address network-mask [exclude]

10 Router (config-slb-vserver)# slb-policy

policy-name [priority priority value]

priority

Catalyst 6500
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11 Router (config-slb-vserver)# description
description 80

12 Router (config-slb-vserver)# inservice CSM

13 Router# show module csm slot vserver

[details]
1. exit end
2 no
4. HTTP URL Cookie
barnett bosco

12 50

Router (config)# mod csm 2

Router (config-module-csm)# sticky 1 cookie foo timeout 100
Router (config-module-csm) # exit

Router (config-module-csm) #

Router (config-module-csm)# serverfarm bosco

Router (config-slb-sfarm)# real 10.1.0.105

Router (config-slb-real)# inservice

Router (config-slb-real) # exit

Router (config-slb-sfarm) #

Router (config-slb-sfarm)# vserver barnett

Router (config-slb-vserver)# virtual 10.1.0.85 tcp 80
Router (config-slb-vserver) # serverfarm bosco

Router (config-slb-vserver)# sticky 50 group 12
Router (config-slb-vserver)# inservice

Router (config-slb-vserver) # exit

Router (config-module-csm) # end
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TCP

vsl 2

Router (config)# mod csm 2
Router (config-module-csm)# map map3 url

bosco

Router (config-slb-map-url)# match protocol http url *finance*

Router (config-slb-map-url) #
Router (config-slb-map-url)# map map4 url

Router (config-slb-map-url) # match protocol http url *mail*

Router (config-slb-map-url) #

Router (config-slb-map-url)# serverfarm barl

Router (config-slb-sfarm)# real 10.1.0.105
Router (config-slb-real)# inservice

Router (config-slb-real) #

Router (config-slb-real)# serverfarm bar2
Router (config-slb-sfarm)# real 10.1.0.106
Router (config-slb-real)# inservice

Router (config-slb-real) #

Router (config-slb-real)# serverfarm bosco
Router (config-slb-sfarm)# real 10.1.0.107

Router (config-slb-real) #

Router (config-slb-real) # policy pcl

Router (config-slb-policy)# serverfarm barl
Router (config-slb-policy)# url-map map3
Router (config-slb-policy)# exit

Router (config-module-csm) #

Router (config-module-csm) # policy pc2
Router (config-slb-policy)# serverfarm bar2
Router (config-slb-policy)# url-map map4
Router (config-slb-policy)# exit

Router (config-module-csm) #

Router (config-module-csm) # vserver barl

Router (config-slb-vserver)# wvirtual 10.1.0.86 tcp 80
Router (config-slb-vserver)# slb-policy pcl priority 1
Router (config-slb-vserver)# slb-policy pc2 priority 4

Router (config-slb-vserver)# serverfarm bosco

Router (config-slb-vserver)# inservice

(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
Router (config-slb-real)# inservice
(
(
(
(
(
(
(
(
(
(
(
(c
(
(
(
(
(c
Router (config-slb-vserver) #

Transmission Control Protocol TCP

SYN SYN/ACK FIN RST TCP

CSM  User Datagram Protocol UDP

FTP IP
Protocol ICMP ping
Catalyst 6500

TCP

UDP
UDP
UDP

Internet Control Management
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TCP
1 Router(config-module-csm)# vserver
virtserver-name 12
2 Router (config-slb-vserver)# idle
duration 2 duration
0
65535 3600
A
idle 0
INFINITE_IDLE_TIME_MAXCONNS
1. exit Router (config)>
end
2 no

TCP

Router (config-module-csm) # vserver barnett
Router (config-slb-vserver)# idle 10

CSM TCP TCP 4
VIP SYN 7
TCP CSM TCP
VLAN ID CSM
7 CSM ID
TCP 7
7 TCP
TCP
1 Router(config-module-csm)# vserver
virtserver-name 12
2 Router (config-slb-vserver)# vserver TCP 2
tcp-protect
3 Router(config-slb-vserver)# virtual TCP
100.100.100.100 tcp any service
tcp-termination

1. exit
end

Catalyst 6500
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||
2
1

1 Router(config-module-csm)# vserver

virtserver-name
2 Router (config-slb-vserver) # serverfarm

primary_serverfarm [backup

backup_serverfarm [threshold

outservice rea%_val ue inservice outservice

real_value] [sticky]]

inservice
1
outservice inservice
2

Router (config-slb-sfarm)# vserver barnett
Router (config-slb-vserver)# serverfarm bosco backup BACKUP threshold outservice 3

inservice 6

CSM

1 Router (config-module-csm) # vserver
dependent_virtserver_name

2 Router (config-slb-vserver)# wvirtual
ip-address [ip-mask] protocol
port-number [service {ftp | rtsp |
termination}]

1P
protocol tcp udp any
number

3 Router(config-slb-vserver)#
status-tracking
tracked_virtserver_name

Catalyst 6500
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Router (config-slb-sfarm)# wvserver A

Router (config-slb-vserver)# wvirtual 10.1.0.85 tcp 80
Router (config-slb-vserver)# status-tracking B

Router (config-slb-vserver) # exit

Router (config-slb-sfarm)# vserver C

Router (config-slb-vserver)# virtual 10.1.0.86 tcp 80
Router (config-slb-vserver)# status-tracking B

redirect-vserver
TCP

1 Router(config-slb-sfarm)#

redirect-vserver name

Router (config-slb-redirect-v) # webhost
relocation relocation string

HTTP
URL
URL
HTTP

Router (config-redirect-v)# webhost
backup backup string

HTTP

HTTP

Router (config-redirect-v)# wvirtual
v_ipaddress tecp port

1P

Router (config-redirect-v)# idle
duration

CSM

Router (config-redirect-v)# client
ip-address network-mask [excludel]

1P

Router (config-redirect-v)# inservice

Router (config-redirect-v)# ssl port

SSL

Router# show module csm vserver
redirect [detail]

exit

no

end

i Catalyst 6500
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Router (config)# serverfarm FARMI1

Router (config-slb-sfarm)# redirect-vserver REDIR_ 1

Router (config-slb-redirect-)# webhost relocation 127.1.2.30 301
Router (config-slb-redirect-)# wvirtual 172.1.2.30 tcp www
Router (config-slb-redirect-)# inservice

Router (config-slb-redirect-)# exit

Router (config-slb-sfarm)# redirect-vserver REDIR_ 2

Router (config-slb-redirect-)# webhost relocation 127.1.2.31 301
Router (config-slb-redirect-)# wvirtual 172.1.2.31 tcp www
Router (config-slb-redirect-)# inservice

Router (config-slb-redirect-)# exit

Router (config-slb-sfarm)# real 10.8.0.8

Router (config-slb-real)# redirect-vserver REDIR_1

Router (config-slb-real)# inservice

Router (config-slb-sfarm)# real 10.8.0.9

Router (config-slb-real)# redirect-vserver REDIR_2

Router (config-slb-real)# inservice

Router (config-slb-real)# end

Router# show module csm serverfarm detail

Catalyst 6500
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URL Cookie HTTP

[p.6-12] URL urll
6-1

URL

url2 UNIX

1 Router (config-module-csm) # map
url-map-name url

URL

2 Router (config-slb-map-url)# match
protocol http url url-path

URL

1. exit

2. no

end

[0-9]

Aa ASCIL7

\b

ASCII 8

M

ASCII 12

An ASCII 10

Ar CR ASCII'13

At ASCII 9

Av ASCII 11

O ASCII 0

A

Ax## 2 16

ASCII

Cookie

1 Router(config)# map cookie-map-name cookie

Cookie Cookie

2 Router (config-slb-map-cookie)# match
protocol http cookie cookie-name
cookie-value cookie-value-expression

Cookie

1. no

i Catalyst 6500
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Router (config-module-csm) # serverfarm pl_url url_ 1
Router (config-slb-sfarm)# real 10.8.0.26

Router (config-slb-real)# inservice

Router (config-slb-real) # exit

Router (config-slb-sfarm)# exit

Router (config-slb-policy)# serverfarm pl_ url url_ 1
Router (config-slb-policy)# url-map url_ 1

Router (config-slb-policy)# exit

Router (config-module-csm) # serverfarm pl_url url 2
Router (config-slb-sfarm)# real 10.8.0.27

Router (config-slb-real)# inservice

Router (config-slb-real)# exit

Router (config-slb-sfarm) # exit

Router (config-module-csm)# map url_1 wurl

Router (config-slb-map-url)# match protocol http url /urll
Router (config-slb-map-url) # exit

Router (config-module-csm)# map url 2 url

Router (config-slb-map-url)# match protocol http url /url/url/url
Router (config-slb-map-url) # match protocol http url /reg/*long.*
Router (config-slb-map-url) # exit

Router (config-module-csm)# policy policy url_1

Router (config-module-csm) # policy policy url_ 2

Router (config-slb-policy)# serverfarm pl_ url url 2
Router (config-slb-policy)# url-map url_2

Router (config-slb-policy)# exit

Router (config-module-csm) # wvserver vs_url_url

Router (config-slb-vserver)# virtual 10.8.0.145 tcp 80
Router (config-slb-vserver)# slb-policy policy url 1
Router (config-slb-vserver)# slb-policy policy url 2
Router (config-slb-vserver)# inservice

Router (config-slb-vserver) # exit

map HTTP map
CSM

HTTP

Router (config-module-csm) # map name header HTTP

p.6-14

Router (config-module-csm) # map name retcode

HTTP

Router (config-slb-sfarm)# retcode-map HTTP
name_of_map

Catalyst 6500
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HTTP p.9-11
CSM 7 1
[sticky]
N

CSM
reset RST
backup backup_serverfarm [sticky]

sticky

sticky

. sticky

o sticky

no slb-policy policy name
slb-policy policy name

Catalyst 6500
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1 Router (config-module-csm) # policy
policy-name 1

2 Router (config-slb-policy)# url-map URL 2 map
url-map-name URL /Cookie

p.6-14

3 Router(config-slb-policy)# cookie-map Cookie 2
cookie-map-name

4 Router(config-slb-policy)# header-map HTTP
name

5 Router (config-slb-policy)# sticky-group sticky
group-1id 2

6 Router(config-slb-policy)# client-group
value | std-access-list-name

1P

7 Router (config-slb-policy)# serverfarm
primary_serverfarm [backup 1
backup_serverfarm [threshold {inservice
real_value} [outservice 1
real_value]l]] [sticky]] 2

p.6-7

8 Router(config-slb-policy)# set ip dscp

dscp-value Differentiated

Services Code Point DSCP 2

9 Router(config-slb-policy)# nat client NAT
{client-pool-name | static} 2 NAT [p.5-8]

/2

NAT

1. exit end
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mapl URL

Router (config-slb-policy)# serverfarm pl sticky
Router (config-slb-sfarm)# real 10.1.0.105

Router (config-slb-sfarm)# inservice

Router (config-slb-policy)# exit

Router (config-module-csm) # policy policy sticky_ ck
Router (config-slb-policy)# serverfarm pl sticky
Router (config-slb-policy)# url-map mapl

Router (config-slb-policy)# exit

Router (config-module-csm) # vserver vs_sticky ck
Router (config-slb-vserver)# virtual 10.1.0.80 tcp 80
Router (config-slb-vserver)# slb-policy policy sticky_ ck
Router (config-slb-sfarm)# inservice

Router (config-slb-policy)# exit

Release 2.1(1) CSM HTTP HTTP

CSM HTTP
HTTP
CSM

HTTP get 1

GET /?u HTTP/1.1<0D><0A>

Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg<0D><0A>
Referer: http://www.yahoo.com/<0D><0A>

Accept-Language: en-us<0D><0A>

Accept-Encoding: gzip, deflate<0D><0A>

User-Agent: Mozilla/4.0 (compatible; MSIE 5.0; Windows NT; DigExt)<0D><0A>
Host: finance.yahoo.com<0D><0A>

Connection: Keep-Alive<0D><0A>

Cookie: B=51g3cjstag3vm; Y=1<0D><0A>

<0D><0A>
HTTP

CSM CSM
e HTTP p.-6-15
. p.6-15
. HTTP p.6-15
. p.6-16
. p.6-16
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HTTP
map HTTP map
CSM
HTTP
Router (config-module-csm) # map name header HTTP
S
URL Cookie
HTTP CSM 1P HTTP
HTTP
HTTP p.8-20
match HTTP CSM
Router (config-slb-map-header) # match
protocol http header field header-value Cookie HTTP
expression
Cookie
Cookie
N
CSM 1 HTTP
1 HTTP
HTTP
HTTP
HTTP

1 Router (config-module-csm) # policy
policy-name

2 Router(config-slb-policy)# header-map name |HTTP

Catalyst 6500

| oL-6639-01-J .m




HTTP HTTP URL

HTTP Cookie CSM

VServer virtserver-name

1 Router (config-module-csm) # vserver
virtserver-name
2 Router(config-slb-policy)# header-map name |HTTP

Router (config)# mod csm 2

Router (config-module-csm)# !!!configure generic header map

Router (config-module-csm) # map map2 header

Router (config-slb-map-heaer)# $col http header Host header-value *.yahoo.com

Router (config-slb-map-header) # configure serverfarm
Router (config-slb-map-header)# serverfarm farm2

Router (config-slb-sfarm)# real 10.1.0.105

Router (config-slb-real)# inservice

Router (config-slb-real)# exit

Router (config-slb-sfarm) # exit

Router (config-module-csm) #
Router (config-module-csm) #
Router (config-slb-policy)#
Router (config-slb-policy) #
Router (config-slb-policy)#

Router (config-module-csm) #

Router (config-module-csm) #

Router (config-slb-vserver) #
Router (config-slb-vserver) #
Router (config-slb-vserver) #
Router (config-slb-vserver) #
Router (config)# show module

11! configurate policy
policy pc2

serverfarm farm2
header-map map2
exit

11! config vserver
vserver vs2

virtual 10.1.0.82 tcp 80
slb-policy pc2

inservice

end

csm 2 map det
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e HSRP p.7-6

. p-7-10
. p-7-12

. p.7-13

. p.7-15
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2 Catalyst
6500 Content Switching Module CSM;
A
1 Catalyst 6500 CSM 2
VLAN LAN
CSM CSM
2 CSM CSM
CSM CSM 1P
CSM
CSM
~
CSM VLAN
CSM CSM
VLAN
e (Catalyst 6500 2 CSM
e 2 CSM CSM
. CSM VLAN
e CSM VLAN
° CSM
* 1GB/ CSM
Cisco IOS
Cat6k-2# configure terminal
Cat6k-2(config)# clock timezone WORD offset from UTC
Cat6k-2 (config)# clock calendar-valid
CSM VLAN IP
CSM
[p.9-2] CSM
CSM CSM
TCP TCP CSM

replicate csrp{sticky | connection}
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replicate

Cat6k-2# configure terminal
Cat6k-2 (config)# no ip igmp snooping

1P MAC
no ip igmp snooping Internet Group Management
Protocol IGMP
Forwarding Information Base FIB;

VLAN 1P

7-1

7-1

CSM
23472 M H—

IAY)TFRIP7RLZR

R —/1 [p
(FIAIE F—FrozA)

T—bozA
192. 158. 38. 20 192. 158.39. 20 ‘
| H—/3A
| e
JL—AA  192.158.38.10 3 192.158.39. 10 E-II
! —

D347k NAS /U\

J—HRF—vay L—4% f
S ==
— Bl

== i =

JL—%5B  192.158.38. 40 | 192.158.39. 30 E-'I

p—pyrq  RES—A | H#—/\B

192. 158.38. 20 |
B! IAYTRIPF LR

3 (TI4IbE F—=kozA)

— 192.158.39. 20 .

954Fk Y—ER F— koA 3

N
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A CSM

1 Router(config-module-csm)# vlan 2 client VLAN 2 SLB VLAN
1
2 Router(config-slb-vlan-client)# ip addr VLAN 2 IP
192.158.38.10 255.255.255.0
3 Router(config-slb-vlan-client)# gateway VLAN
192.158.38.20 HSRP
4 Router (config-module-csm)# vserver vipl SLB vserver
5 Router (config-slb-vserver)# wvirtual 1P
192.158.38.30 tcp www
Router (config-module-csm) # inservice
Router (config-module-csm)# vlan 3 server VLAN 3 SLB VLAN
8 Router(config-slb-vlan-server)# ip addr VLAN 3 CSM IP
192.158.39.10 255.255.255.0
9 Router(config-slb-vlan-server)# alias ip VLAN 3
addr 192.158.39.20 255.255.255.0
10 Router (config-slb-vlan-server) vlan 9 VLAN 9 VLAN
11 Router (config-module-csm)# ft group
ft-group-number vlan 9 A/B VLAN 9
12 Router (config-module-csm)# vlan VLAN
13 Router(vlan)# vlan 2 VLAN 2 2
14 Router(vlan)# vlan 3 VLAN 3
15 Router(vlan)# vlan 9 VLANO9
16 Router (vlan) # exit exit
1. exit end
2. no
Catalyst 6500
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B CSM 7-1
1 Router(config-module-csm)# vlan 2 client VLAN 2 SLB VLAN
1
2 Router(config-slb-vlan-client)# ip addr VLAN 2 P
192.158.38.40 255.255.255.0
3 Router(config-slb-vlan-client)# gateway VLAN
192.158.38.20
4 Router (config-module-csm)# vserver vipl SLB
5 Router (config-slb-vserver)# virtual 1P
192.158.38.30 tcp www
Router (config-module-csm) # inservice
Router (config-module-csm)# vlan 3 server VLAN 3 SLB VLAN
8 Router(config-slb-vserver)# ip addr VLAN 3 CSM IP
192.158.39.30 255.255.255.0
9 Router(config-slb-vserver)# alias VLAN 2
192.158.39.20 255.255.255.0
10 Router (config-module-csm) vlan 9 VLAN 9 VLAN
11 Router (config-module-csm)# £t group CSM A/B
ft-group-number vlan 9 VLAN 9
12 Router (config-module-csm)# show module
csm all
exit end
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W HSRP
Hot Standby Router Protocol HSRP 7-2 Catalyst 6500
HSRP CSM CSM
HSRP
7-2 HSRP 10.100.0.1 10.100/16
CSM 10.6/16 VLAN 136 Catalyst
6500 1 2
. HSRPID 2 HSRP ID
o CSM HSRP ID 1 HSRP ID
A
HSRP 1 HSRP 2
HSRP
HSRP 1 HSRP
2
VLAN 2
CSM 1 2 1
o VLAN 136
A
VLAN CSM VLAN
o VLAN 272
10.5/1 10.5.0.1
CSM
EtherChannel
CSM 2 Catalyst 6500
7-2
A
EtherChannel CSM
CSM
CSM
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HSRP

56000

72 HSRP
AT
&8I "FT1”
HSRP 'S A < 1)
E" 10.6.0. 2 cSG 1 |
10.100.0. 2" | NEGGEGN F1754%
A ///\\\\ T
EtherChannel
1D=100 PIERCSG 105 O ?
(FI27) 5547k
SERVLANER Ry kO—4
10.100/16 198 10.6/16
: 10. 5 0.3710.5/16
wwmns\\ l ///
Y
— 0SG 2
-f‘ 10603 I
AL Y F2
287 - "FT2”
HSRP+ 71 > 4 1)
HSRP 1D 2 VLAN 136 - VLAN 272 -

(75— b2z 4=10.100.0.1)

D347 2y bT—5H

Y=\ v kT—=Y
(7= b+ 1x4=10.6.0.1)
X277 TRV bBLU

IPZAYF7RENLT

HSRP 1D 1
(57— +2x4=10.6.0.1)
FSYXRUTIEED

HSRP
HSRP
HSRP ID 2
N
HSRP 3/6
HSRP
1 1 —FT1 HSRP

Router (config)# interface FastEthernet3/6

Router (config)# ip address 10.100.0.2 255.255.0.0

Router (config)# standby 2 priority 110 preempt

Router (config)# standby 2 ip 10.100.0.1
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Hl HSRP

2 2—FT2 HSRP

Router (config)# interface FastEthernet3/6

Router (config)# ip address 10.100.0.3 255.255.0.0
Router (config)# standby 2 priority 100 preempt
Router (config)# standby 2 ip 10.100.0.1

HSRP
HSRP

U VLAN IP
o VLAN alias

HSRP

1 HSRPFT1 VLAN

Router (config) # module csm 5

Router (config-module-csm)# vlan 136 client

Router (config-slb-vlan-client)# ip address 10.6.0.245 255.255.0.0
Router (config-slb-vlan-client)# gateway 10.6.0.1

Router (config-slb-vlan-client) # exit

Router (config-module-csm)# wvlan 272 server

Router (config-slb-vlan-server)# ip address 10.5.0.2 255.255.0.0
Router (config-slb-vlan-server)# alias 10.5.0.1 255.255.0.0
Router (config-slb-vlan-server) # exit

Router (config-module-csm) # vlan 71

Router (config-module-csm)# £t group 88 vlan 71
Router (config-slb-ft)# priority 30

Router (config-slb-ft)# preempt
Router (config-slb-ft)# exit

Router (config-module-csm)# interface Vl1anl36
ip address 10.6.0.2 255.255.0.0

standby 1 priority 100 preempt

standby 1 ip 10.6.0.1

standby 1 track Fa3/6 10
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HSRP

2 HSRPFT2 VLAN

Router (config)# module csm 6

Router (config-module-csm)# vlan 136 client

Router (config-slb-vlan-client)# ip address 10.6.0.246 255.255.0.0
Router (config-slb-vlan-client)# gateway 10.6.0.1

Router (config-slb-vlan-client) # exit

Router (config-module-csm)# vlan 272 server

Router (config-slb-vlan-server)# ip address 10.5.0.3 255.255.0.0
Router (config-slb-vlan-server)# alias 10.5.0.1 255.255.0.0
Router (config-slb-vlan-server) # exit

Router (config-module-csm) # vlan 71

Router (config-module-csm)# £t group 88 vlan 71
Router (config-slb-ft)# priority 20

Router (config-slb-ft)# preempt

Router (config-slb-ft)# exit

Router (config-module-csm)# interface Vlanl3é6
ip address 10.6.0.3 255.255.0.0

standby 1 priority 100 preempt

standby 1 ip 10.6.0.1

standby 1 track Fa3/6 10

S

preempt

3 EtherChannel

Router (console) # interface Port-channell00

Router (console) # switchport

Router (console)# switchport trunk encapsulation dotlg
Router (console) # switchport trunk allowed vlan 136

S

VLAN

4 CSM VLAN

Router (console) # switchport trunk remove vlan 71
Router (console) # switchport trunk remove vlan 272

5 EtherChannel

Router (console) # interface FastEthernet3/25
Router (console) # switchport
Router (console)# channel-group 100 mode on
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| oL-6639-01-J .m



[
HSRP CSM
HSRP HSRP
CSM 2
HSRP
HSRP
HSRP HSRP Cisco
10S CSM
HSRP

Router (config-slb-ft)# track group group_number HSRP
Cisco 1I0S IP
1P CSM CSM
CSM
Router (config-slb-ft)# track gateway ip_addr IP
Cisco
10S CSM
Router (config-slb-ft)# track interface
{async | ctunnel | dialer | fastethernet |
gigabitethernet}
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Router (config-slb-ft)# track mode
{any | all}
any

HSRP

all
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CSM CSM
CSM CSM
CSM CSM
1 Router# configure terminal
Router (config)# no ip igmp snooping IGMP

Router (config-module-csm) # vserver
virtserver-name

4 Router (config-slb-vserver)# virtual
ip-address [ip-mask] protocol port-number
[service ftp]

5 Router(config-slb-vserver)# serverfarm
serverfarm-name

6 Router(config-slb-vserver)# sticky
duration [group group-id] [netmask
ip-netmask]

7 Router (config-slb-vserver)# replicate
csrp sticky

8 Router(config-slb-vserver)# replicate
csrp connection

9 Router(config-slb-vserver)# inservice

10 Router (config-module-csm)# £t group
group-idvlan vianid

11 Router(config-slb-ft)# priority value CSM

12 Router (config-slb-ft)# failover CSM CSM
failover-time

13 Router(config-slb-ft)# preempt
CSM

Router (config-module-csm) # wvserver VS_LINUX-TELNET
Router (config-slb-vserver)# wvirtual 10.6.0.100 tcp telnet
Router (config-slb-vserver)# serverfarm SF_NONAT
Router (config-slb-vserver)# sticky 100 group 35
Router (config-slb-vserver)# replicate csrp sticky
Router (config-slb-vserver)# replicate csrp connection
Router (config-slb-vserver)# inservice

Router (config-slb-vserver) # exit

Router (config-module-csm)# £t group 90 vlan 111
Router (config-slb-ft)# priority 10

Router (config-slb-ft)# failover 3

Router (config-slb-ft)# preempt

Router (config-slb-ft)# exit
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||
1 CSM CSM
VLAN
N
VLAN
CSM CSM
VLAN
N
4 CSM  alt standby_ip_address
CSM VLAN IP
CSM

1 Router# configure terminal
2 Router(config)# module csm slot-number CSM
3 Router(config-module-csm)# vlan vlan_ID VLAN

{client | server}
4 Router (config-slb-vlan-client)# ip addr VLAN CSM 1P

active_ip_addr netmask alt alt

standby_ip_ addr netmask

CSM 1P
N
CSM
alt standby_ip_address
CSM VLAN
1P

5 Router(config-slb-vlan-client)# exit VLAN
6 Router(config-module-csm)# £t group

group-idvlan vlianid
7 Router (config-slb-ft)# priority CSM alt

active_value alt standby_ value CSM
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CSM

1 Router# configure terminal

Router (config) # module csm slot-number CSM

Router (config-module-csm) # £t group
group-idvlan vianid VLAN

CSM

Router# hw-module csm slot-number
standby config-sync

CSM

. CSM

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router (config) # module csm 5

Router (config-module-csm)# wvlan 130 client

Router (config-slb-vlan-client)# ip addr 123.44.50.5 255.255.255.0 alt 123.44.50.7
255.255.255.0

Router (config-slb-vlan-client)# gateway 123.44.50.1

Router (config-slb-vlan-client) # exit

Router (config-module-csm)# vlan 150 server

Router (config-slb-vlan-server)# ip addr 123.46.50.6 255.255.255.0 alt 123.44.40.8
255.255.255.0

Router (config-slb-vlan-server)# alias 123.60.7.6 255.255.255.0

Router (config-slb-vlan-server)# route 123.50.0.0 255.255.0.0 gateway 123.44.50.1
Router (config-slb-vlan-server) # exit

Router (config-module-csm)# ft group 90 vlan 111

Router (config-slb-ft)# priority 10 alt 15

Router (config-slb-ft)# end

° CSM

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) # module csm 6

Router (config-module-csm)# ft group 90 vlan 111

Router (config-slb-ft)# end

CSM CSM

Router# hw-module csm 5 standby config-sync
$CSM_SLB-6-REDUNDANCY_INFO:Module 5 FT info:Active:Bulk sync started
%$CSM_SLB-6-REDUNDANCY_INFO:Module 5 FT info:Active:Manual bulk sync completed
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1

preempt
CSM  write memory
CSM CSM
CSM
CSM 5
CSM
CSM
CSM CSM CSM
CSM CSM
Catalyst 6500
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e RHI p.8-7

i p.8-10

. persistent p-8-19

e HTTP p.8-20

e GSLB p-8-21

. p.8-26

* SASP p.8-31

. p-8-34
Catalyst 6500
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Web
N
Content Switching Module CSM; 256,000
CSM
. 1P
CSM 1P 32
e SSL
Secure Socket Layer SSL
SSL SSL 3.0 Transport Layer
Security TLS 1.0 CSM
SSL
ID SSL ID
SSL ID SSL ID SSL
A
CSM  Catalyst 6500 SSL Catalyst 6500 SSL
MAC SSL ID SSL
1D SSL ID
ssl-sticky
Catalyst 6500 Series SSL Services Module
Configuration Note Chapter 5 Configuring Different Modes of Operation
ssl-sticky Catalyst 6500 Series Switch Content Switching Module

Command Reference
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||
o Cookie
Cookie HTTP Set-Cookie
CSM
CSM Cookie CSM Release 4.1.(1)
Cookie
CSM Cookie
p-8-4
Cookie Cookie 1D 1D
Cookie
CSM Release 4.1(1) Cookie
URL Cookie
URL p.8-5 URL HTTP
URL Cookie
Cookie

e Cookie

CSM Cookie Cookie Cookie

Cookie CSM

e HTTP

CSM Mobile Station ISDN Number MSISDN; ISDN

1D HTTP
sticky
sticky IP SSLID Cookie HTTP
sticky
1440 24 sticky
S
1 2
1 2 1
1 A 2 2
A buddy
Catalyst 6500
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Router (config-module-csm) # sticky
sticky-group-id {netmask netmask | cookie
name | ssl | header name)} [address [source |
destination | both]] [timeout sticky-time]

1. no

Router (config-module-csm) # sticky 1 cookie foo timeout 100
Router (config-module-csm) # serverfarm pl stick

Router (config-slb-sfarm)# real 10.8.0.18

Router (config-slb-real)# inservice

Router (config-slb-sfarm)# real 10.8.0.19

Router (config-slb-real)# inservice

Router (config-slb-real) # exit

Router (config-slb-sfarm)# exit

Router (config-module-csm) # policy policy sticky_ ck
Router (config-slb-policy)# serverfarm pl stick

Router (config-slb-policy)# sticky-group 1

Router (config-slb-policy)# exit

Router (config-module-csm) # vserver vs_sticky ck

Router (config-slb-vserver)# virtual 10.8.0.125 tcp 90
Router (config-slb-vserver)# slb-policy policy sticky_ ck
Router (config-slb-vserver)# inservice

Router (config-slb-vserver) # exit

Cookie

Cookie Cookie Cookie
CSM
Cookie CSM Cookie

Cookie

Router (config-module-csm)# sticky 5 cookie mycookie insert

Cookie
Cookie /

Cookie cookie offset num [length num]
Cookie Cookie

0 4000 Cookie
Cookie CSM Cookie

Cookie

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) # module csm 4

Router (config-module-csm)# sticky 20 cookie SESSION_ID
Router (config-slb-sticky-cookie)# cookie offset 10 length 6
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||
URL
URL Cookie CSM Set-Cookie URL
Cookie CSM Set-Cookie HTTP
Cookie
URL CSM 3 Cookie
. Cookie
. Cookie
e URL Cookie
2 Cookie 3
URL
HTTP Cookie
CSM
Cookie Cookie
URL Cookie CSM URL
Cookie Web
URL Cookie
Cookie CSM CSM ID
?session-id= CSM
ID ID
Cookie URL ID Cisco IOS  sticky id
cookie name
N
Cookie
Cookie
p.8-4
/ HTTP Cookie Set-Cookie
URL Cookie Cookie HTTP Cookie
Cookie  URL HTTP Cookie
Cookie URL
Cookie URL 2
Set-Cookie
Set-Cookie: session_cookie = 123
URL
http://www.example.com/?session-id=123
sticky name Cookie Cookie
secondary session_id URL Cookie
Catalyst 6500
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URL

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) # module csm 4

Router (config-module-csm) # sticky 30 cookie session_cookie
Router (config-slb-sticky-cookie)# cookie secondary session-id
Router (config-slb-sticky-cookie) #

HTTP

1P

HTTP MSISDN ID
HTTP

CSM

HTTP

1 Router (config-module-csm)# sticky HTTP
sticky-group-id header header_name
timeout timeout

2 Router (config-slb-sticky-header)# qﬁ%et
header offset offset length length lengﬂl

HTTP

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config)# module csm 4

Router (config-module-csm)# sticky 10 header msisdn timeout 20
Router (config-slb-sticky-header)# header offset 5 length 50
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RHI | |

Route Health Injection RHI
e RHI p-8-7
. RHI p.8-9

RHI

RHI
e RHI p.8-7
e RHI VIP p.8-8
e RHI VIP p.8-8
e CSM VIP p.8-8
e VIP p.8-9

RHI
RHI CSM  VIP
VIP CSM
CSM
CSM
At
CSM VIP
RHI
RHI CSM
. VIP
. VIP Multilayer Switch Feature Card MSFC
N
RHI VIP CSM
MSFC
MSFC RHI VIP
S,

RHI

Catalyst 6500
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N RHI

RHI VIP
RHI VIP VLAN
VIP CSM MSFC
VLAN VIP
VIP
CSM
CSM
RHI VIP VIP
VIP
S
CSM VIP
RHI VIP
RHI VIP VIP
CSM  MSFC
VIP
RHI VIP
VIP CSM
VIP VIP
VIP
CSM
S
CSM
VIP RHI
VIP CSM
MSFC MSFC VIP
CSM VIP
VIP CSM HTTP ICMP Telnet
TCP FTP SMTP DNS
CSM

Catalyst 6500
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RHI ||
VIP
RHI CSM VIP MSEC
MSFC CSM VIP
MSFC
VIP
A
RHI CSM CSM MSFC Cisco IOS Release
12.1.7(E) MSFEC
RHI
RHI
1 VLAN 4 VLAN
2 (p-9-2]
3 CSM
[p-9-2]
4 advertise active SLB RHI
Router (config-module-csm) # vserver virtual server name
Router (config-slb-vserver)# advertise active
vserverl RHI
Router (config-module-csm) # vserver vserverl
Router (config-slb-vserver)# advertise active
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variable name string
8-1 CSM

8-1 CSM

ARP_INTERVAL 300 ARP

15 31536000
ARP_LEARNED_INTERVAL 14400 ARP

60 31536000
ARP_GRATUITOUS_INTERVAL 15 gratuitous ARP

10 31536000
ARP_RATE 10 1 60 ARP
ARP_RETRIES 3 2 15

ARP
ARP_LEARN_MODE 1 0o 1 CSM 0 MAC
1 MAC
ARP_REPLY_FOR_NO_INSERVICE_VIP 0 0 1 CSM ARP
1
ADVERTISE_RHI_FREQ 10 1 65535 |CSM RHI
AGGREGATE_BACKUP_SF_STATE_TO_ |0 0 1
VS
COOKIE_INSERT_EXPIRATION_DATE Fri, 1 Jan 2010 CSM HTTP Cookie
01:01:50 2 63
GMT

CSM_FAST_FIN_TIMEOUT 10 10 65535 |FIN
DEST_UNREACHABLE_MASK 65535 0 65535 |ICMP
FT_FLOW_REFRESH_INT 60 1 65535
HTTP_CASE_SENSITIVE_MATCHING 1 0 1 URL Cookie
HTTP_URL_COOKIE_DELIMITERS &+ URL Cookie

1 64
INFINITE_IDLE_TIME_MAXCONNS 1024 0 4294967295
MAX_PARSE_LEN_MULTIPLIER 1 1 16 max-parse-len
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8-1 CSM

MAX_VSERVERS_PER_VIP 10 7 10 1P
2
2M7=128 2/710=1024
MSTS_RDP_VIP_LIST Microsoft Terminal Services Remote
256 Desktop Protocol MSTS-RDP
VIP
NAT_CLIENT_HASH_SOURCE_PORT 0 0 1
NAT IP
NO_RESET_UNIDIRECTIONAL_FLOWS 0 0 1
REAL_SLOW_START_ENABLE 3 0 10
2
ROUTE_UNKNOWN_FLOW_PKTS 0 0o 2 SYN
non-SYN
SECURE_HTTP_PRIV_KEY_FILE HTTP
0 256
SECURE_HTTP_PORT 443 1 65535 |HTTPS
SECURE_HTTP_SERVER_CERTIFICATE HTTPS
0 256
SECURE_HTTP_SSL._METHOD 0 0 3 HTTPS SSL
SECURE_HTTP_TFTP_HOST_IPADDRESS HTTP TFTP
0 16 1P
MSFC TFTP
CSM MSFC
SECURE_SASP_ENABLE 0 0 1 Server Application State Protocol
SASP 1
SECURE_SASP_SSL._METHOD 0 0 3 SASP SSL
SECURE_SASP_TFTP_HOST_IPADDRESS SASP TFTP
0 16 1P
MSFC
TFTP CSM

MSFC

Catalyst 6500
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8-1 CSM

SECURE_SASP_SERVER_CERTIFICATE SASP

256
SECURE_SASP_PRIV_KEY_FILE SASP

256
SWITCHOVER_RP_ACTION 0 0 1 Route Processor

RP
0 / 1
SWITCHOVER_SP_ACTION 0 0 1 Switch Processor
SP
0 / 1
SYN_COOKIE_INTERVAL 3 1 60 Syn-Cookie
SYN_COOKIE_THRESHOLD 5000 0 1048576 |Syn-Cookie
TCP_MSS_OPTION 1460 1 65535 7 CSM
MSS

TCP_WND_SIZE_OPTION 8192 1 65535 7 CSM
VSERVER_ICMP_ALWAYS_RESPOND false true

5 ICMP
XML_CONFIG_AUTH_TYPE Basic Xml-Config HTTP

6 Basic Digest
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Router# show mod csm 5 variable

variable value
ARP_INTERVAL 300
ARP_LEARNED_INTERVAL 14400
ARP_GRATUITOUS_INTERVAL 15
ARP_RATE 10
ARP_RETRIES 3
ARP_LEARN_MODE 1
ARP_REPLY_FOR_NO_INSERVICE_VIP 0
ADVERTISE_RHI_FREQ 10

AGGREGATE_BACKUP_SF_STATE_TO_VS 0
COOKIE_INSERT_EXPIRATION_DATE Fri, 1 Jan 2010 01:01:50 GMT

DEST_UNREACHABLE_MASK Oxffff
FT_FLOW_REFRESH_INT 15
GSLB_LICENSE_KEY (no valid license)
HTTP_CASE_SENSITIVE_MATCHING 1
HTTP_URL_COOKIE_DELIMITERS /2&#H+
INBAND_STATE_CHANGED_MSG_RATE 4
INFINITE_IDLE_TIME_MAXCONNS 1024
MAX_PARSE_LEN_MULTIPLIER 1

NAT_CLIENT_HASH_SOURCE_PORT 0
NO_RESET_UNIDIRECTIONAL_FLOWS 0
REAL_SLOW_START_ENABLE 3
ROUTE_UNKNOWN_FLOW_PKTS

SASP_CSM_UNIQUE_ID Cisco-CSM
SASP_FIRST_BIND_ID 65520
SASP_GWM_BIND_ID_MAX 1
SASP_SCALE_WEIGHTS 0
SSL_DEFAULT_STICKY 0
SWITCHOVER_RP_ACTION 0
SWITCHOVER_SP_ACTION 0
SYN_COOKIE_INTERVAL 3
SYN_COOKIE_THRESHOLD 5000
TCP_MSS_OPTION 1460
TCP_WND_SIZE_OPTION 8192
VSERVER_ICMP_ALWAYS_RESPOND false
XML_CONFIG_AUTH_TYPE Basic
MSTS_RDP_VIP_LIST MSTS-RDP-200 XML_TEST1
MAX_VSERVERS_PER_VIP 10
SECURE_HTTP_PORT 443
SECURE_HTTP_SSL_METHOD 0
SECURE_HTTP_TFTP_HOST_IPADDRESS
SECURE_HTTP_SERVER_CERTIFICATE
SECURE_HTTP_PRIV_KEY_FILE
SECURE_SASP_ENABLE 0
SECURE_SASP_SSL_METHOD 0

SECURE_SASP_TFTP_HOST_IPADDRESS
SECURE_SASP_SERVER_CERTIFICATE
SECURE_SASP_PRIV_KEY_FILE

Router#
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show
module csm slot variable detail

Router# show mod csm 5 variable detail

Name :ARP_INTERVAL Rights:RW

Value:300

Default:300

Valid values:Integer (15 to 31536000)

Description:

Time (in seconds) between ARPs for configured hosts

Name : ARP_LEARNED_INTERVAL Rights:RW
Value:14400

Default:14400

Valid values:Integer (60 to 31536000)
Description:

Time (in seconds) between ARPs for learned hosts

Name : ARP_GRATUITOUS_INTERVAL Rights:RW
Value:15

Default:15

Valid values:Integer (10 to 31536000)
Description:

Time (in seconds) between gratuitous ARPs

Name:ARP_RATE Rights:RW
Value:10

Default:10

Valid values:Integer (1 to 60)
Description:

Seconds between ARP retries

Name:ARP_RETRIES Rights:RW

Value:3

Default:3

Valid values:Integer (2 to 15)

Description:

Count of ARP attempts before flagging a host as down

Name : ARP_LEARN_MODE Rights:RW

Value:1

Default:1

Valid values:Integer (0 to 1)

Description:

Indicates whether CSM learns MAC address on responses only (0) or all traffic (1)

Name : ARP_REPLY_FOR_NO_INSERVICE_VIP Rights:RW

Value: 0

Default:0

Valid values:Integer (0 to 1)

Description:

Whether the CSM would reply to ARP for out-of-service vserver

Name : ADVERTISE_RHI_FREQ Rights:RW

Value:10

Default:10

Valid values:Integer (1 to 65535)

Description:

The frequency in second(s) the CSM will check for RHI updates

Name : AGGREGATE_BACKUP_SF_STATE_TO_VS Rights:RW

Value:0

Default:0

Valid values:Integer (0 to 1)

Description:

Whether to include the operational state of a backup serverfarm into the state of a
virtual server
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Name : COOKIE_INSERT_ EXPIRATION_DATE Rights:RW

Value:Fri, 1 Jan 2010 01:01:50 GMT

Default:Fri, 1 Jan 2010 01:01:50 GMT

Valid values:String (2 to 63 chars)

Description:

Configuring the expiration time and date for the HTTP Cookie inserted by the CSM

Name: CSM_FAST_FIN_TIMEOUT Rights: RW

Value: 10

Default: 10

Valid values: Integer (10 to 65535)

Description:

Timeout (in seconds) for connection reset after FIN is deteted

Name : DEST_UNREACHABLE_MASK Rights:RW

Value:0xffff

Default:65535

Valid values:Integer (0 to 65535)

Description:

Bitmask defining which ICMP destination unreachable codes are to be forwarded

Name : FT_FLOW_REFRESH_INT Rights:RW
Value:15

Default:15

Valid values:Integer (1 to 65535)
Description:

FT slowpath flow refresh interval in seconds

Name :GSLB_LICENSE_KEY Rights:RW

Value: (no valid license)

Default: (no valid license)

Valid values:String (1 to 63 chars)
Description:

License key string to enable GSLB feature

Name : HTTP_CASE_SENSITIVE_MATCHING Rights:RW

Value:1

Default:1

Valid values:Integer (0 to 1)

Description:

Whether the URL (Cookie, Header) matching and sticky to be case sensitive

Name : HTTP_URL_COOKIE_DELIMITERS Rights:RW

Value: /?&#+

Default:/?&#+

Valid values:String (1 to 64 chars)

Description:

Configuring the list of delimiter characters for Cookies in the URL string

Name : INBAND_STATE_CHANGED_MSG_RATE Rights:RW

Value:4

Default:4

Valid values:Integer (0 to 32)

Description:

Maximum logging messages per second when real server changed state within inband

Name: INFINITE_IDLE_TIME_MAXCONNS Rights:RW
Value:1024

Default:1024

Valid values:Integer (1 to 4294967295)

Description:

Maximum number of connectins with infinite idle timout

Name :MAX_PARSE_LEN_MULTIPLIER Rights:RW

Value:1

Default:1

Valid values:Integer (1 to 16)

Description:

Multiply the configured max-parse-len by this amount
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Name :NAT_CLIENT_HASH_SOURCE_PORT Rights:RW

Value:0

Default:0

Valid values:Integer (0 to 1)

Description:

Whether to use the source port to pick client NAT IP address

Name :NO_RESET_UNIDIRECTIONAL_FLOWS Rights:RW

Value: 0

Default:0

Valid values:Integer (0 to 1)

Description:

If set, unidirectional flows will not be reset when timed out

Name : REAL_SLOW_START_ENABLE Rights:RW

Value:3

Default:3

Valid values:Integer (0 to 10)

Description:

Disable or Enable Slow Start feature with average number of conn sent to the slowstart
server. It is represented in powers of 2

Name : ROUTE_UNKNOWN_FLOW_PKTS Rights:RW

Value: 0

Default:0

Valid values:Integer (0 to 3)

Description:

Whether to route non-SYN packets that do not matched any existing flows

Name: SASP_CSM_UNIQUE_ID Rights:RW
Value:Cisco-CSM

Default:Cisco-CSM

Valid values:String (3 to 63 chars)
Description:

Text identifier of this CSM to GWM running SASP

Name: SASP_FIRST_BIND_ID Rights:RW

Value:65520

Default:65520

Valid values:Integer (1 to 65525)

Description:

Treat DFP bind_ids as SASP IDs starting at this value

Name: SASP_GWM_BIND_ID MAX Rights:RW
Value:1

Default:1

Valid values:Integer (0 to 8)

Description:

Maximum number of GWMS/bind_ids using SASP

Name: SASP_SCALE_WEIGHTS Rights:RW

Value: 0

Default:0

Valid values:Integer (0 to 12)

Description:

Scale SASP weights by N, 12 means map range to CSM range

Name : SSL_DEFAULT_STICKY Rights:RW

Value:0

Default:0

Valid values:Integer (0 to 1)

Description:

Stick to Source IP Sticky on Unknown or BAD SSL format
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Name : SWITCHOVER_RP_ACTION Rights:RW

Value: 0

Default:0

Valid values:Integer (0 to 1)

Description:

Whether to recover (0) or halt/reboot (1) after a Supervisor RP switchover occurs

Name : SWITCHOVER_SP_ACTION Rights:RW

Value:0

Default:0

Valid values:Integer (0 to 1)

Description:

Whether to recover (0) or halt/reboot (1) after a Supervisor SP switchover occurs

Name: SYN_COOKIE_INTERVAL Rights:RW

Value:3

Default:3

Valid values:Integer (1 to 60)

Description:

The interval, in seconds, at which a new syn-cookie key is generated

Name : SYN_COOKIE_THRESHOLD Rights:RW

Value:5000

Default:5000

Valid values:Integer (0 to 1048576)

Description:

The threshold (in number of pending sessions) at which syn-cookie is engaged

Name : TCP_MSS_OPTION Rights:RW

Value:1460

Default:1460

Valid values:Integer (1 to 65535)

Description:

Maximum Segment Size (MSS) value sent by CSM for L7 processing

Name : TCP_WND_SIZE_OPTION Rights:RW

Value:8192

Default:8192

Valid values:Integer (1 to 65535)

Description:

Window Size value sent by CSM for L7 processing

Name : VSERVER_ICMP_ALWAYS_RESPOND Rights:RW

Value: false

Default:false

Valid values:String (1 to 5 chars)

Description:

If "true" respond to ICMP probes regardless of vserver state

Name : XML_CONFIG_AUTH_TYPE Rights:RW

Value:Basic

Default:Basic

Valid values:String (5 to 6 chars)

Description:

HTTP authentication type for xml-config:Basic or Digest

Name :MSTS_RDP_VIP_LIST Rights:RW
Value:MSTS-RDP-200 XML_TEST1

Valid values:String (0 to 256 chars)
Description:

List of VIPs supporting MSTS-RDP Protocol

Name :MAX_VSERVERS_PER_VIP Rights:RW

Value:10

Default:10

Valid values:Integer (7 to 10)

Description:

Configure the maximum limit for Virtual servers having the same IP address. It is
represented in powers of 2
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Name : SECURE_HTTP_PORT Rights:RW
Value:443

Default:443

Valid values:Integer (1 to 65535)
Description:

HTTPS server port number

Name : SECURE_HTTP_SSL_METHOD Rights:RW
Value: 0

Default:0

Valid values:Integer (0 to 3)
Description:

SSL version used by the HTTPS server

Name : SECURE_HTTP_TFTP_HOST_ IPADDRESS Rights:RW

Value:

Valid values:String (0 to 16 chars)

Description:

IP address of TFTP Server that contains the HTTP server Certificates

Name : SECURE_HTTP_SERVER_CERTIFICATE Rights:RW
Value:

Valid values:String (0 to 256 chars)
Description:

Certificate file used by the HTTPS server

Name : SECURE_HTTP_PRIV_KEY_FILE Rights:RW
Value:

Valid values:String (0 to 256 chars)
Description:

Private Key file used by the HTTPS server

Name : SECURE_SASP_ENABLE Rights:RW
Value: 0

Default:0

Valid values:Integer (0 to 1)
Description:

To enable Secure SASP

Name : SECURE_SASP_SSL_METHOD Rights:RW
Value:0

Default:0

Valid values:Integer (0 to 3)

Description:

SSL version used by the secure SASP client

Name : SECURE_SASP_TFTP_HOST_ IPADDRESS Rights:RW

Value:

Valid values:String (0 to 16 chars)

Description:

IP address of TFTP Server that contains the SASP client Certificates

Name : SECURE_SASP_SERVER_CERTIFICATE Rights:RW
Value:

Valid values:String (0 to 256 chars)
Description:

Certificate file used by the SASP client

Name : SECURE_SASP_PRIV_KEY_FILE Rights:RW
Value:

Valid values:String (0 to 256 chars)
Description:

Private Key file used by the SASP client
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persistent

persistent
CSM HTTP URL Cookie
CSM persistent
HTTP
Release 2.1(1) CSM  HTTP 1.1 persistence
1 HTTP
TCP
HTTP 1.1 7

no persistent rebalance
persistent rebalance

Router# configure terminal

Enter configuration commands, one per line. End with
CNTL/Z.

Router (config)# mod csm 2

11!l configuring serverfarm

Router (config-module-csm) # serverfarm sf3

Router (config-slb-sfarm)# real 10.1.0.105

Router (config-slb-real)# inservice

'l configuring vserver

Router (config-slb-real)# vserver vs3

Router (config-slb-vserver)# virtual 10.1.0.83 tcp 80
Router (config-slb-vserver)# persistent rebalance
Router (config-slb-vserver)# serverfarm sf3
Router (config-slb-vserver)# inservice
Router (config-slb-vserver)# end

Catalyst 6500
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W HTTP

HTTP

HTTP CSM 1P HTTP
CSM Network Address Translation NAT;
1P
CSM 1P
HTTP insert protocol http header name header-value value
* name — HTTP 1 63
* value —
Yois %id %is HTTP
1P %id HTTP 1P
1

HTTP
HTTP

Router (config-module-csm) # natpool TESTPOOL 10.10.110.200 10.10.110.210 netmask
255.255.255.0

1

Router (config-module-csm) # map HEADER-INSERT header

Router (config-slb-map-header)# insert protocol http header Source-IP header-value %is
Router (config-slb-map-header)# insert protocol http header User-Agent header-value
"MyBrowser 1.0"

!

Router (config-module-csm)# real SERVER1

Router (config-slb-real)# address 10.10.110.10

Router (config-slb-real)# inservice

Router (config-module-csm)# real SERVER2

Router (config-slb-real)# address 10.10.110.20

Router (config-slb-real)# inservice

1

Router (config-module-csm)# serverfarm FARM-B

Router (config-slb-sfarm)# nat server

Router (config-slb-sfarm)# nat client TESTPOOL

Router (config-slb-real)# real name SERVER1

Router (config-slb-real)# inservice

Router (config-slb-real)# real name SERVER2

Router (config-slb-real)# inservice

!

Router (config-module-csm) # policy INSERT

Router (config-slb-policy)# header-map HEADER-INSERT

Router (config-slb-policy)# serverfarm FARM-B

1

Router (config-module-csm) # vserver WEB

Router (config-slb-vserver)# wvirtual 10.10.111.100 tcp www

Router (config-slb-vserver)# persistent rebalance
Router (config-slb-vserver)# slb-policy INSERT
Router (config-slb-vserver)# inservice
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GSLB

CSM Global Server Load Balancing GSLB;
p-XXiv
A
GSLB
GSLB
Router# config t CSM
Router (config)# mod csm 5 5 CSM
Router (config-module-csm) # variable name GSLB
value
e Name=
* Value=
Router (config-module-csm) # exit CSM
Router (config)# write mem
Router#:hw-module slot number reset CSM
1. GSLB GSLB
8-2 CSM GSLB
8-2 GSLB

GSLB_LICENSE_KEY GSLB

1 63
GSLB_KALAP_UDP_PORT 5002 1 65535 GSLB KAL-AP UDP
GSLB_KALAP_PROBE_FREQ 45 45 65535 |GSLB KAL-AP
GSLB_KALAP_PROBE_RETRIES 3 1 65535 GSLB KAL-AP
GSLB_ICMP_PROBE_FREQ 45 45 65535 |GSLB ICMP
GSLB_ICMP_PROBE_RETRIES 3 1 65535 GSLB ICMP
GSLB_HTTP_PROBE_FREQ 45 45 65535 |GSLB HTTP
GSLB_HTTP_PROBE_RETRIES 3 1 65535 GSLB HTTP

Catalyst 6500
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H GsLB

8-2 GSLB
GSLB_DNS_PROBE_FREQ 45 45 65535 |GSLB DNS
GSLB_DNS_PROBE_RETRIES 3 1 65535 |GSLB DNS
GSLB
GSLB Domain Name Server DNS;
GSLB
8-3 CSM
GSLB
8-3 GSLB
DNS
DNS GSLB
cnn.com yahoo.com GSLB
Catalyst 6500
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GSLB ||
8-1 GSLB
8-1 GSLB
8-1
e CSM1 GSLB SLB CSM 2 CSM 3 SLB
e CSM1 SLB GSLB SLB
1P
e DNS 1
2 CSM 2 CSM 3
L]
e CSM1 1P CSM 1 VLAN IP
DNS GSLBFARM 3 1P
1
GSLB
1 Router(config-slb-vserver)# serverfarm
serverfarm-name
2 Router (config-module-csm)# vserver CSM 1 SLB

virtserver-name

3 Router(config-slb-vserver)# wvirtual
ip-address [ip-mask] protocol port-number
[service ftp]

4 Router (config-slb-vserver)# inservice

Catalyst 6500
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H GsLB

10

1"

12

13

14

15

16

17

18

19

20

21

22

23

24

Router (config-module-csm) # vserver GSLB
virtserver-name dns

Router (config-slb-vserver)# dns-policy

[group group-id] [netmask ip-netmask]

Router (config-slb-vserver)# inservice GSLB
Router (config-module-csm) # serverfarm GSLBFARM
GSLBFARM dns-vip

Router (config-slb-sfarm)# predictor hash

address source

Router (config-module-csm) # real ip-addres 1P
Router (config-slb-real)# inservice

Router (config-module-csm) #map dns-map-name |DNS

dns

Router (config-dns-map) # match protocol dns |DNS DNS
domain name

Router (config-module-csm) #policy policy

name

Router (config-slb-policy)# dns map DNS
map_name

Router (config-slb-policy) #serverfarm

primary-serverfarm [backup

sorry-serverfarm [sticky]]

Router (config-module-csm) # vserver CSM 2
virtserver-name

Router (config-slb-vserver)# virtual

ip-address [ip-mask] protocol port-number

[service ftp]

Router (config-slb-vserver)# serverfarm

serverfarm-name

Router (config-slb-vserver)# inservice

Router (config-module-csm) # vserver CSM 3

virtserver-name

Router (config-slb-vserver)# wvirtual
ip-address [ip-mask] protocol port-number
[service ftp]

Router (config-slb-vserver)# serverfarm
serverfarm-name

Router (config-slb-vserver)# inservice

i Catalyst 6500
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Catalyst 6500

GSLB

GSLB

CSM 1

Router (config-module-csm) # serverfarm WEBFARM
Router (config-slb-sfarm)# predictor round-robin
Router (config-slb-sfarm)# real 3.5.5.5

Router (config-slb-real)# inservice

Router (config-slb-sfarm)# real 3.5.5.6

Router (config-slb-real)# inservice

Router (config-slb-real)# exit

Router (config-slb-sfarm) # exit

Router
Router

config-module-csm)# vserver WEB
config-slb-vserver)# virtual 10.10.10.10 tcp www
config-slb-vserver)# serverfarm WEBFARM
config-slb-vserver)# inservice

Router
Router

Router (config-module-csm) # serverfarm GSLBSERVERFARM dns-vip
Router (config-slb-sfarm)# predictor round-robine
Router (config-slb-sfarm)# real 10.10.10.10
Router (config-slb-real)# inservice

Router (config-slb-real)# exit

Router (config-slb-sfarm)# real 20.20.20.20
Router (config-slb-real)# inservice

Router (config-slb-real) # exit

Router (config-slb-sfarm)# real 30.30.30.30
Router (config-slb-real)# inservice

Router (config-slb-real)# exit

Router (config-module-csm) # map MAP1l dns
Router (config-dns-map) # match protocol dns domain foobar.com
Router (config-dns-map) # exit

Router
Router

config-module-csm)# policy DNSPOLICY dns

config-slb-policy)# dns map MAP1

config-slb-policy)# serverfarm primary GSLBSERVERFARM ttl 20 responses 1
config-slb-policy)# exit

Router
Router

Router (config-module-csm)# vserver DNSVSERVER dns
Router (config-slb-vserver)# dns-policy DNSPOLICY
Router (config-slb-vserver)# inservice

CSM 2

Router (config-module-csm) # serverfarm WEBFARM
Router (config-slb-sfarm)# predictor round-robin
Router (config-slb-sfarm)# real 4.5.5.5

Router (config-slb-real)# inservice

Router (config-slb-sfarm)# real 4.5.5.6

Router (config-slb-real)# inservice

Router (config-slb-real)# exit

Router (config-slb-sfarm) # exit

Router
Router

config-module-csm)# vserver WEB
config-slb-vserver)# virtual 20.20.20.20 tcp www
config-slb-vserver) #s erverfarm WEBFARM
config-slb-vserver)# inservice

Router
Router

[ oL-6639-01-J



CSM 3

Router (config-module-csm) # serverfarm WEBFARM
Router (config-slb-sfarm)# predictor round-robin
Router (config-slb-sfarm)# real 5.5.5.5

Router (config-slb-real)# inservice

Router (config-slb-sfarm)# real 5.5.5.6

Router (config-slb-real)# inservice

Router (config-slb-real) # exit

Router (config-slb-sfarm) # exit

Router (config-module-csm) # vserver WEB

Router (config-slb-vserver)# wvirtual 30.30.30.30 tcp www
Router (config-slb-vserver)# serverfarm WEBFARM
Router (config-slb-vserver)# inservice

CSM

. SNMP p.8-26
e XML p.8-27

SNMP

SNMP
Object Identifier OID;
N
OID 1.3.6.1.4.1.9.9.161.2
Catalyst 6500 SLB
snmp-server enable traps slb ft
SLB
SLB
SLB SNMP
SNMP
1 Router (config)# snmp-server
community public pubﬁc
2 Router (config)# snmp-server host
host-addr
1P
3 Router (config)# snmp-server enable SNMP 1
traps slb csrp
1. SNMP no

Catalyst 6500
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XML

Cisco IOS CLI CSM
XML Document Type Definition DTD CSM
XML DTD C CSM XML DTD
CSM XML
. 5
e XML IP SLB csm_module slot='x' sense='no’
XML
o HTTP POST
. 30
. Cisco IOS
. 1 CSM CSM
CSM
HTTP
CSM HTTP POST XML
HTTP

khkkkkkkx Client *rrkFkkkkkkkkkk

POST /xml-config HTTP/1.1
Authorization: Basic VTpQ
Content-Length: 95

<?xml version="1.0"7?>

<config><csm_module slot="4"><vserver name="FO00"/></csm_module></config>
* Kk kK kkk Kk Server *kkkhkkkhkkkkkkxxk

HTTP/1.1 200 OK

Content-Length: 21

<?xml version="1.0"7?>

* ok ok ok ok ok ok ok client khkhkhkhkkkhkkkkkkkk
POST /xml-config HTTP/1.1
Content-Length: 95

<?xml version="1.0"?>

<config><csm_module slot="4"><vserver name="FO0O"/></csm_module></config>
* ok ok ok ok ok ok ok server khkhkkkkkhkkkkkkkk

HTTP/1.1 401 Unauthorized

Connection: close

WWW-Authenticate: Basic realm=/xml-config

Catalyst 6500
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8-4 HTTP

8-4 XML HTTP

200 OK
400
401
403 Syslog
404 /xml-config

408 30
411 Content-Length
500
501 POST

505 HTTP 1.0 1.1

HTTP

¢ Content-Length POST
e Connection close [persistent]
*  WWW-Authenticate

e Authorization base64

XML 1P
CSM IpP
Cisco I0S XML
CSM
S
XML 1 CSM
CSM CSM
XML CSM
DTD XML
C CSMXML DTD XML HTTP POST CSM
XML Cisco IOS  CLI CSM
xml-config Catalyst 6500 Series Content

Switching Module Command Reference

XML
XML

Cisco I0S CLI CSM XML
/ TCP
HTTP

Catalyst 6500
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||
CSM XML
Router (config-module-csm) # module csm
slot
Router (config-module-csm) # xml-config CSM XML XML
Router (config-slb-xml) # port CSM HTTP TCP
port-number
Router (config-slb-xml) # vlan id CSM HTTP VLAN
Router (config-slb-xml)# client-group CSM XML
[1-99 | name]
1P
Router (config-slb-xml)# credentials 1
user-name password credentials 1
CSM HTTP RFC
2617
Router# show module csm 4 xml stats XML
N
32

CSM XML

Router (config-module-csm)# configure terminal
Router (config-module-csm)# m odule csm 4

Router (config-module-csm) # xml-config

Router (config-slb-xml)# port 23

Router (config-slb-xml)# vlan 200

Router (config-slb-xml)# client-group 60

Router (config-slb-xml)# credentials eric E@H#S$#%%@
Router# show module csm 4 xml stats

XML HTTP 200
XML

<?xml version="1.0"?>
<config>
<csm_module slot="4">
<vserver>
<error code="0x20">Missing attribute name in element
vserver</error>
</vserver>
</csm_module>
</config>

[ oL-6639-01-J
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XML
XML_ERR_INTERNAL = 0x0001,
XML_ERR_COMM_FAILURE = 0x0002,
XML_ERR_WELLFORMEDNESS = 0x0004,
XML_ERR_ATTR_UNRECOGNIZED = 0x0008,
XML_ERR_ATTR_INVALID = 0x0010,
XML_ERR_ATTR_MISSING = 0x0020,
XML_ERR_ELEM_UNRECOGNIZED = 0x0040,
XML_ERR_ELEM_INVALID = 0x0080,
XML_ERR_ELEM_MISSING = 0x0100,
XML_ERR_ELEM_CONTEXT = 0x0200,
XML_ERR_IOS_PARSER = 0x0400,
XML_ERR_IOS_MODULE_IN_USE = 0x0800,
XML_ERR_IOS_WRONG_MODULE = 0x1000,
XML_ERR_IOS_CONFIG = 0x2000

error_tolerance 0x48

Catalyst 6500
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SASP ||
SASP CSM  Workload Manager WM
WM CSM
SASP Cisco IOS Release 12.1(13)E3 4.1.2
Cisco IOS
SASP SASP WM SASP Global Workload
Manager [GWM] DFP bind_id
SASP
SASP CSM serverfarm
GWM GWM
SASP bind_id
SASP
bindid
Router (config-slb-sfarm)# bindid 7
GWM
GWM DFP GWM CSM
dfp DFP GWM
Router (config-slb-dfp)# agent ip.address port bind id
A
CLI bind_id GWM
bind_id CLI bind_id
2 SASP
GWM
Router (config-slb-dfp)# agent ip.address port bind id flags
Router (config-slb-dfp)# agent ip.address port bind id flags keep-alive-interval
180 CSM  GWM
Catalyst 6500
[ oL-6639-01-J .m



l sasp
S
CSM
34 35 38 39
8-5
8-5 SASP
0 CSM 37
32 GWM Get
Weights GWM
pull
GWM
33 Send Weights
GWM [push]
34 / GWM
/
35 33 34
36 GWM
37 33 36
38 34 36
39 33 34 36
bind_id
1 bind_id  SASP bind_id 65520
bind_id bind_id 1 65525

bind_id

Router (config-module-csm)# variable SASP_FIRST_BIND_ID value

SASP bind_id 8 GWM
bind_id 0 8 bind_id

Router (config-module-csm) # wvariable SASP_GWM_BIND_ID_ MAX value

2

variable SASP_FIRST_BIND_ID 12
variable SASP_GWM_BIND_ID_MAX 3

bind_id 12 13 14 3 GWM
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SASP ||
A
1 CSM
CSM ID
CSM Cisco-CSM CSM
Router (config-module-csm) # wvariable SASP_CSM _UNIQUE_ID text
A
1 CSM
CSM 0 100 SASP 0 65536 GWM
CSM GWM  SASP
SASP

Router (config-module-csm)# variable SASP_SCALE_WEIGHTS value

SASP_SCALE_WEIGHTS 0 12
n 12 65536

SASP GWM

Router# show module csm 3 dfp detail
DFP Agent 64.100.235.159:3860

Connection state:

0 11 SASP
CSM 0 100

Connected

Keepalive = 65521 Retry Count = 33 Interval = 180 (Default)
Security errors = 0
Last message received: 03:33:46 UTC 01/01/70
Last reported Real weights for Protocol any, Port 0
Host 10.9.10.22 Bind ID 65521 Weight 71
Host 10.10.12.10 Bind ID 65521 Weight 70
Host 10.10.12.12 Bind ID 65521 Weight 68
Last reported Real weights for Protocol any, Port 44
Host 10.9.10.9 Bind ID 65521 Weight 69
DFP manager listen port not configured
No weights to report to managers
SASP
Router# show module csm 3 serverfarms detail
SVRFARM2, type = SLB, predictor = RoundRobin, nat = SERVER
virtuals inservice: 0, reals = 4, bind_id = 65521, fail action = none
inband health config: <none>
retcode map = <none>
Real servers:
10.10.12.10, weight = 78, OUTOFSERVICE, conns = 0
10.10.12.12, weight = 76, OPERATIONAL, conns = 0
10.9.10.9:44, weight = 77, OPERATIONAL, conns = 0
10.9.10.22, weight = 79, OUTOFSERVICE, conns = 0

Total connections = 0

Catalyst 6500

[ oL-6639-01-J



SASP

Router# show module csm 3 variable

variable

ARP_INTERVAL

8
ROUTE_UNKNOWN_FLOW_PKTS
SASP_FIRST_BIND_ID
SASP_GWM_BIND_ID_MAX
SASP_CSM_UNIQUE_ID

value

paula jones

(e}
XML_CONFIG_AUTH_TYPE Basic
8-2
7.100.100.1 6/47 VLAN 7
191.162.2.8 1012 VLAN 190
SSL VLAN7
o IP —7.100.100.150
191.0.0.0
7.100.100.100
P MSFC ~ VLAN7 IP
. —7.100.100.100 MSFC VLAN7 P
. P —7.100.100.150.81
. P —191.162.2.8
8-2
Catalyst 6500
V)—=X RAvF
5547V VAN T VLAN 190 4 ¢
[:]I . 7.100. 100. 100 191.162.2. 10 El-l
e—
= ~
7.100.100. 1 191.162. 2. 8:443
c SSLH—E R
ELa—)L
VLAN 7
7.100. 100. 150
(m =y —F <
E = BRAESRE RS T4 9 T Tk X
C=9U7 F¥R+ F5T1v% it g

Catalyst 6500
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SSL
ssl-proxy (config)# ssl-proxy service S1

ssl-proxy (config-ssl-proxy)# server ipaddr 10.2.0.100 protocol TCP port 80

(

ssl-proxy (config-ssl-proxy)# virtual ipaddr 10.1.0.21 protocol tcp port 443 secondary
(
(

ssl-proxy(config-ssl-proxy)# inservice

CSM

Router (config-module-csm) # serverfarm SSLfarm
Router (config-slb-sfarm)# real 10.1.0.21 local
Router (config-slb-real)# inservice

Router (config-module-csm) # vserver VS1

Router (config-slb-vserver)# virtual 10.1.0.21 tcp https
Router (config-slb-vserver)# serverfarm SSLfarm

Router (config-slb-vserver)# inservice

SSL CSM SSL Services Module

CSM  SSL-ID sticky SSL Services Module ~ SSL
CSM SSL-ID TCP
SSL Services Module SSLSM

SSLSM
TCP  SSLSM CSM SSL sticky
SSLSM TCP

SSL

Router (config-module-csm) # sticky 10 ssl timeout 60
Router (config-module-csm) # serverfarm SSLfarm
Router (config-slb-sfarm)# real 10.1.0.21 local
Router (config-slb-sfarm)# inservice

Router (config-slb-sfarm)# real 10.2.0.21

Router (config-slb-sfarm)# inservice

Router (config-module-csm) # vserver VS1

Router (config-slb-vserver)# wvirtual 10.1.0.21 tcp https
Router (config-slb-vserver)# sticky 60 group 10
Router (config-slb-vserver)# serverfarm SSLfarm
Router (config-slb-vserver)# persistent rebalance
Router (config-slb-vserver)# inservice

CSM TCP SSLSM
SSLfarm 1P

SSLSM

CSM CSM
CSM  SYN CSM
1P VS1 CSM
VS1

Catalyst 6500
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SSLSM CSM 4 7
SSLSM

Router (config-module-csm) # serverfarm SLBdefaultfarm
Router (config-slb-sfarm)# real 10.2.0.20
Router (config-slb-sfarm)# inservice

Router (config-module-csm) # vserver VS2
Router (config-slb-vserver)# virtual 10.2.0.100 tcp www
Router (config-slb-vserver)# serverfarm SLBdefaultfarm
Router (config-slb-vserver)# vlan local
Router (config-slb-vserver)# inservice

Router (config-module-csm) # serverfarm SSLpredictorforward
Router (config-slb-sfarm)# predictor forward

Router
Router

config-module-csm) # vserver VS3

config-slb-vserver)# virtual 0.0.0.0 0.0.0.0 tcp www
config-slb-vserver)# serverfarm SSLpredictorforward
config-slb-vserver)# inservice

Router
Router

CSM

CSM p.8-35
SSL daughter card

CSM 7

Router (config-module-csm) # serverfarm SLBdefaultfarm
Router (config-slb-sfarm)# real 10.2.0.20
Router (config-slb-real)# inservice

Router (config-module-csm)# serverfarm SLBjpgfarm
Router (config-slb-sfarm)# real 10.2.0.21

Router (config-module-csm) # map JPG url
Router (config-slb-map-cookie) # match protocol http url *jpg*

Router (config-module-csm)# policy SLBjpg
Router (config-slb-policy)# url-map JPG
Router (config-slb-policy) #serverfarm SLBjpgfarm

Router (config-module-csm) # wvserver VS2

Router (config-slb-vserver)# wvirtual 10.2.0.100 tcp www
Router (config-slb-vserver)# serverfarm SLBdefaultfarm
Router (config-slb-vserver)# slb-policy SLBjpg

Router (config-slb-vserver)# inservice
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Catalyst 6500

CSM 4

Router (config-module-csm) # serverfarm SLBdefaultfarm
Router (config-slb-sfarm)# real 10.2.0.20
Router (config-slb-real)# inservice

Router (config-module-csm) # wvserver VS2
Router (config-slb-vserver)# virtual 10.2.0.100 tcp www
Router (config-slb-vserver)# serverfarm SLBdefaultfarm
Router (config-slb-vserver)# vlan local
Router (config-slb-vserver)# inservice

p.8-35 SSLSM
SSLSM

ssl-proxy(config)# ssl-proxy service S1

ssl-proxy (config-ssl-proxy)# virtual ipaddr 10.1.0.21 protocol tcp port 443 secondary
ssl-proxy(config-ssl-proxy)# server ipaddr 10.2.0.20 protocol TCP port 80

ssl-proxy (config-ssl-proxy)# inservice

CSM
Router (config-module-csm) # serverfarm SSLreals

Router (config-slb-sfarm)# real 10.2.0.20
Router (config-slb-sfarm)# inservice

Router (config-module-csm) # serverfarm SSLpredictorforward
Router (config-slb-sfarm)# predictor forward

Router
Router

config-module-csm) # vserver VS3

config-slb-vserver)# virtual 0.0.0.0 0.0.0.0 tcp www
config-slb-vserver)# serverfarm SSLpredictorforward
config-slb-vserver)# inservice

Router
Router
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Content Switching Module CSM;

° p-9-2
. p.9-10
e HTTP p.9-11

Catalyst 6500
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CSM

CSM

CSM  FTP Domain Name System DNS;

HTTP

CSM

CSM

Protocol ICMP TCP HTTP

N HTTP

HTTP

Catalyst 6500

Internet Control Message

RST

— CSM HTTP
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CSM

1 Router (config-module-csm) # probe
probe-name {http | icmp | telnet | tcp
| ftp | smtp | dns | kal-ap-upd}

probe-name
15

http

icmp

telnet

tep

ftp

smtp

dns

kal-ap-upd
Balancing GSLB;

HTTP

ICMP

Telnet

TCP

FTP

SMTP

DNS

Global Server Load

2 Router (config-slb-probe-tcp)# port
port-number: 1-MAXUSHORT

Router# show module csm slot probe

Router# show module csm slot
tech-support probe

no

3. port ICMP PING

Catalyst 6500
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Router (config-module-csm)# probe probel tcp
Router (config-slb-probe-tcp)# interval 120
Router (config-slb-probe-tcp)# retries 3
Router (config-slb-probe-tcp)# failed 300
Router (config-slb-probe-tcp)# open 10

Router (config-slb-probe-tcp)# serverfarm sf4
Router (config-slb-sfarm)# real 10.1.0.105
Router (config-slb-real)# inservice

Router (config-slb-real)# probe probel

Router (config-slb-sfarm)# vserver vs4

Router (config-slb-vserver) #

Router (config-slb-vserver)# serverfarm sf4
Router (config-slb-vserver)# inservice
Router (config-slb-vserver) # end

virtual 10.1.0.84 tcp 80

i Catalyst 6500

open receive 2 open
SYN SYN ACK receive
GET/HEAD HTTP
TCP receive
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Router (config-slb-probe)# interval
seconds

12
=2 65535
=120
Router (config-slb-probe) # retries
retry-count
=0 65535
=3
Router (config-slb-probe)# failed
failed-interval
1
=2 65535
=300
Router (config-slb-probe) # recover
recover_value
=1 65535
=1
Router (config-slb-probe)# open TCP
open-timeout TCP ICMP
DNS'
=1 65535
=10
Router (config-slb-probe) # description
description description 0
1. no

2.

Catalyst 6500
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HTTP

HTTP HTTP
probe probe-name http

HTTP

HTTP
HTTP

Router (config-module-csm) # probe
probe-name http

HTTP HTTP

Router (config-slb-probe-http) #
credentials username [password]

HTTP SLB 1

Router (config-slb-probe-http) # expect
status min-number [max-number]

HTTP
expect status

min-number — max-number

max-number —

0 999

A

min-number

Router (config-slb-probe-http)# header HTTP
field-name [ field-value] 1
Router (config-slb-probe-http) # request |HTTP

[method [get|head]] [url path]

e get— HTTP get

* head — HTTP head

o url — 1275 URL
(3 / k2l
A
CSM get head
post
get
no
0L-6639-01-J |
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||
ICMP
ICMP ICMP ping probe icmp
ICMP probe
open
UDP
1 Router (config-module-csm)# probe ICMP ICMP
probe-name icmp 1
2 Router(config-slb-probe-icmp)# interval
3 Router(config-slb-probe-icmp)# receive TCP
4 Router (config-slb-probe-icmp)# retries
1 no
UDP
ICMP UDP UDP
ICMP UDP ICMP
UDP Raw UDP CSM
CSM UDP CSM
ICMP UDP
ICMP CSM
1P UDP
UDP UDP
ICMP
CSM UDP DNS Toolkit Command
Language TCL 10 CSM TCL
UDP
1 Router(config-module-csm)# probe UDP UDP
probe-name udp 1
2 Router(config-slb-probe-icmp)# interval
3 Router(config-slb-probe-icmp)# receive TCP
4 Router (config-slb-probe-icmp)# retries
1 no
Catalyst 6500
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TCP
TCP probe tcp TCP
probe
TCP
1 Router(config-module-csm)# probe TCP TCP
probe-name tcp 1
2 Router(config-slb-probe-icmp)# interval
3 Router(config-slb-probe-icmp)# retries
1 no
FTP SMTP Telnet
FTP SMTP Telnet
probe ftp smtp telnet
probe
1
FTP SMTP Telnet
1 Router(config-module-csm)# probe FTP SMTP Telnet FTP
probe-name [ftp | smtp | telnet] SMTP Telnet

1

2 Router (config-slb-probe-icmp)# interval

3 Router(config-slb-probe-icmp)# receive TCP

4 Router (config-slb-probe-icmp)# retries

Catalyst 6500
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DNS

DNS

dns DNS
probe

1P

open

probe

1 Router (config-module-csm) # probe
probe-name dns

DNS

DNS

2 Router (config-slb-probe-dns)# [failed |
interval | retries | receive]

DNS

no

Catalyst 6500
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° p9—10
. p.9-10

CSM

CSM

1 [p.5-2]

2 serverfarm

Router (config-module-csm) # serverfarm serverfarm-name
Router (config-slb-sfarm)# health retries count failed seconds

retries CSM
failed
CSM

geo

Router (config-module-csm) # serverfarm geo
Router (config-slb-sfarm)# health retries 43 failed 160

Catalyst 6500
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HTTP
e HTTP p.9-11
e HTTP p.9-11
HTTP
Web
CSM HTML
CSM HTTP HTTP CSM
HTTP
CSM
RFC 2616 100 599
404 URL
URL
Web
Web
Web
RFC 2616
HTTP CSM HTTP
HTTP CSM
CSM  Syslog
Syslog
1
1
S
HTTP
HTTP
HTTP
1 HTTP [p.6-8]
Catalyst 6500
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2
Router (config-module-csm) # map name retcode

3
Router (config-slb-map-retcode)# match protocol http retcode min max action [count \
log | remove] threshold [reset seconds]

4

Router (config-slb-sfarm)# retcode-map name

Router (config-module-csm) # map httpcodes retcode
Route (config-slb-map-retcode)# match protocol http
120

Route (config-slb-map-retcode) # match protocol http
Route (config-slb-map-retcode) # match protocol http
reset 0

Route (config-slb-map-retcode) # match protocol http
reset 0

Route (config-slb-map-retcode) # exit

Router (config-module-csm) # serverfarm farml

Router (config-slb-sfarm)# retcode-map httpcodes
Router (config-slb-sfarm) # exit

Router (config-module-csm) # end

retcode

retcode
retcode

retcode

401 401

402 415
500 500

503 503

action

action
action

action

log 5 reset

count
remove 3

remove 3

i Catalyst 6500
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CSM

CHAPTER

TCL

o p.10-2

e TCL CSM  p.10-4

. p-10-8

. p-10-16

e TCL FAQ p.10-18
Content Switching Module CSM;
Language TCL CSM

TCL
TCL
CSM TCL TCL  Release 8.0
CSM
CSM Release 3.1(1a)
CSM CSM Release 3.2 UDP

CSM 2

[ ) —_—

CSM
[ ) JR—
CSM

Catalyst 6500

Toolkit Command
TCL

TCL

[p-9-2]
CSM

TCL

[ oL-6639-01-J
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TCL
TAC
URL

http://www.cisco.com/cgi-bin/tablebuild.pl/cat6000-intellother

cbslb-script.3-3-1.tcl

CSM
1 1
128 KB 50
6.4 MB
TFTP 0

script file [file-url]

Router (config) # module csm 4
Router (config-module-csm)# script file tftp://192.168.1.1/httpProbe.test

#!name = script_name

#!name = SCRIPT1

puts "this is scriptl"
!name = SCRIPT2

puts "this is script2"

Router (config)# configure terminal

Router (config-t)# module csm 4

Router (config-module-csm) # script file tftp://192.168.1.1/script.master
Router (config-module-csm) # end

Catalyst 6500
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| 10 csMm

TCL

TCL

script.master 3

Router (config)# show module csm 4 file tftp://192.168.1.1/script.master
scriptl, file tftp://192.168.1.1/script.master

size = 40, load time = 03:49:36 UTC 03/26/93
script2, file tftp://192.168.1.1/script.master

size = 40, load time = 03:49:36 UTC 03/26/93

Router (config) # show module csm slot script full_ file URL code

routerl# show module csm 6 script name scriptl code
scriptl, file tftp://192.168.1.1/script.master

size = 40, load time = 03:04:36 UTC 03/06/93
#!name = scriptl

CSM

NULL

no script script

no script file script file

. 2 CSM
CSM

CSM
script file CSM
Catalyst 6500 Series Content Switching Module Command Reference

router (config)# module csm 4

router (config-module-csm) # no script file tftp://192.168.1.1/script.master
router (config-module-csm) # script file tftp://192.168.1.1/script.master
Loading script.master from 192.168.1.1 (via Vl1anlQO0): !fttrrirrrrrrrrnnd

[OK - 74804 bytes]

router (config-module-csm) # end

script file no script file

CSM

[ oL-6639-01-J
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W TCL CSM

TCL CSM

CSM Release 4.1(1) TCL TCL 8.0
CSM TCL TCL
TCL
CSM TCL file fcopy TCL
10-1 CSM TCL
10-1 CSM TCL
TCL
append array binary break
catch concat continue error
eval exit expr fblocked
for foreach format global
gets if incr info
join lappend lindex linsert
list llength Irange Ireplace
Isearch Isort proc puts
regexp regsub rename return
set split string subst
switch unset uplevel upvar
variable while namespace
after clock time
close blocked fconfigured fileevent
flush eof read socket
update vwait
10-2 CSM TCL
10-2 CSM TCL
TCL
cd fcopy file open
seek source tell filename
load package
10-3 CSM TCL
UDbP Scotty TCL CSM Scotty
API
UDP CSM
TCL

OL-6639-01-J |
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TCL csm H
10-3 CSM TCL
disable_real serverfarmName reallp PROBE_FAIL
port ,-1| all probeNumld probeNameld
1 0

disable_real SF_TEST 1.1.1.1 -1 10 cisco

A

CSCec72471

enable_real serverfarmName reallp

PROBE_FAIL

port ,-1| all probeNumld probeNameld 1
0
enable_real SF_TEST 1.1.1.1 -1 10 cisco
~
CSCec72471
gset varname value
1
gset
x 1 ;incr x X
1
o var Svar
4 unset var
. show module csm slot
tech script
p.10-13

Catalyst 6500
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10 CSM TCL

W TCL Ccsm
10-3 CSM TCL
socket -graceful host A.B.C.D port CSM
TCP
CSM TCP
TIME_WAIT
VxWork 255
CSM
CSM
FIN TCP
250

set sock [socket -graceful 192.168.1.1 23]

ping [numpacket] host A.B.C.D CSM Release 3.2
ping
1 0
set result [ping 3 1.1.1.1]
A
CSCea67098 CSM
xml xmlConfigString TCL CSM XML
XML CSM
XML
XML
set cfg_result [ xml {
<config>
<csm_module slot="6">
<serverfarm name="SF_TEST">
</serverfarm>

</config>

}

1

Catalyst 6500
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TCL CSM
10-4 CSM UDP
10-4 UDP

udp binary send handle [host port]
message UDP

host port

UDP
udp bind handle readable [script] UDP UDP
udp bind handle writable [script] udp bind

script udp bind
UDP
udp close handle UDP
udp connect host port UDP
UDP
UDP udp send
UDP
udp info [handle] handle UDP
UDP
UDP
1P IP

udp open [port] UDP UDP

port
udp receive handle UDP
udp send handle [host port] message

ASCII UDP
host port
UDP
Catalyst 6500
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|
CSM HTTP TCP ICMP
CSM
CSM
TCL CSM
CSM
TCL
CSM
exit
e IP
o 1
[ ]
L]
[ ]
* exit 5000 exit 5001
probe probe-name script Cisco IOS
CSM HTTP TCP
DNS SMTP
failed interval open receive retries
script script-name
5
Catalyst 6500
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HTTP
Router (config)# !mame = HTTP_TEST

# get the IP address of the real server from a predefined global array csm_env
set ip $csm_env(reallP)

set port 80

set url "GET /index.html HTTP/1.0\n\n"

# Open a socket to the server. This creates a TCP connection to the real server
set sock [socket $ip Sport]
fconfigure $sock -buffering none -eofchar {}

# Send the get request as defined
puts -nonewline $sock Surl;

# Wait for the response from the server and read that in variable line
set line [ read S$sock ]

# Parse the response
if { [ regexp "HTTP/1.. (\[0-9\]+) " $line match status 1 } {
puts "real $ip server response : S$status"

# Close the socket. Application must close the socket once the

# is over. This allows other applications and tcl scripts to make

# a good use of socket resource. Health monitoring is allowed to open
# only 200 sockets simultaneously.

close $sock

# decide the exit code to return to control module.

# If the status code is OK then script MUST do exit 5000
# to signal successful completion of a script probe.

# In this example any other status code means failure.

# User must do exit 5001 when a probe has failed.

1

if { $status == 200 } {

exit 5000
} else {

exit 5001
}

TCL
1P

CSM csm_env

Catalyst 6500
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CSM

TCL

10-5 csm_env

10-5 csm_env

reallP

1P

realPort

IP

intervalTimeout

openTimeout

recvTimeout

failedTimeout

retries

healthStatus

exit 5000

OPERATIONAL

exit 5001

e TCL —

exit 5001

5001

5000

TCL

show mod csm X tech script

10-6 CSM

10-6 CSM

exit 5000
exit 5001

PROBE_FAILED
CSM
CSM

PROBE_FAILED

errolnfo

5000

5001

4000

4001

4002

i Catalyst 6500
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||
10-6 CSM
4003
EXIT_MSG
EXIT_MSG Cisco 10S show
EXIT_MSG
set EXIT MSG "opening socket"
set s [socket 10.2.0.12 80]
set EXIT _MSG "writing to socket™"
puts -nonewline $sock Surl
EXIT_MSG show module csm slof tech script
EXIT_MSG EXIT_MSG opening
socket
routerl# show module csm 4 tech script
SCRIPT CONTROLLER STATS
SCRIPT (0xcbcfb50) stat blk(0xcbcfbb0): TCL_test.tclcbcfb50
CMDLINE ARGUMENT:
curr_id 1 argc 0 flag O0xO0::
type = PROBE
task_id = 0x0: run_id = 512 ref count = 2
task_status = TASK_DONE run status = OK
start time = THU JAN 01 00:15:47 1970
end time = THU JAN 01 00:17:02 1970
runs = 1 +0
resets =1 +0
notrel = 0 +0
buf read err = 0 +0
killed = 0 +0
panicd = 0 +0
last exit status= 4000 last Bad status = 4000
Exit status history:
Status (SCRIPT_ABORT) occured # (1) last@ THU JAN 01 00:17:02 1970
**TCL Controller:
tcl cntrl flag = OxX7fffffff
#select (0) close_n_exit(0) num_sock(1l)
MEM TRACK last alloc(0) last size(0) alloc(0) size(0)
hm_ver (1) flag(0x0) script buf (0xcbf8c00) new script buf (0x0) lock owner (0x0) sig
taskdel:0 del:0 syscall:0 syslock:0 sig_select script ptr (0xcbf88f0)
Config (0xcbcdd78) probe -> 10.1.0.105:80
tclGlob (0xcbad050) script resource (0Oxcbcfa28)
#Selects (0) Close_n_exit(0) #Socket (1)
OPEN SOCKETS:
Last erroInfo = couldn't open socket: host is unreachable
while executing
"socket 10.99.99.99 80 "
(file "test.tcl" line 2)
Last errorCode = 65
Last panicInfo =
EXIT_MSG = opening socket
Catalyst 6500
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Catalyst 6500 Series Content Switching Module Command Reference

routerl# conf t
Enter configuration commands, one per line. End with CNTL/Z.
routerl (config) # module csm 6

routerl (config-module-csm) # script file tftp://192.168.10.102/csmTcl.tcl
Loading csmTcl.tcl from 192.168.10.102 (via Vlanl00): !
[OK - 1933 bytes]

routerl (config-module-csm) # probe testl script
rout (config-slb-probe-script)# script CSMTCL
rout (config-slb-probe-script)# interval 10
rout (config-slb-probe-script) # exit

routerl (config-module-csm) # serverfarm test
routerl (config-slb-sfarm)# real 10.1.0.105
routerl (config-slb-real)# ins

routerl (config-slb-real) # probe testl
routerl (config-slb-sfarm) # exit

routerl (config-module-csm) # vserver test

routerl (config-slb-vserver)# virtual 10.12.0.80 tcp 80
routerl (config-slb-vserver)# serverfarm test

routerl (config-slb-vserver)# ins

routerl (config-slb-vserver) # exit

show module csm slot tech probe

routerl (config-module-csm) # serverfarm test
routerl (config-slb-real)# no probe testl
routerl (config-slb-sfarm) # exit

Catalyst 6500
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routerl# show module csm 6 script
CSMTCL, file tftp://192.168.10.102/csmTcl.tcl
size = 1933, load time = 03:09:03 UTC 01/01/70

routerl# show module csm 6 probe

probe type port interval retries failed
TEST1 script 10 3 300
routerl#

routerl# show module csm 6 probe name TEST1 detail

probe type port interval retries failed

TEST1 script 10 3 300
Script: CSMTCL
real vserver serverfarm
10.1.0.105:80 TEST1 TEST

routerl#

routerl# show module csm 6 probe real
real = 10.1.0.105:80, probe = TEST1, type = script,
vserver = TEST, sfarm = TEST
status = FAILED, current = 03:26:04 UTC 01/01/70,

successes = 1, last success = 03:15:33 UTC 01/01/70,

failures = 4, last failure = 03:26:04 UTC 01/01/70,

state = Unrecognized or invalid response
script CSMTCL
last exit code = 5001

e verbose TCL  puts
verbose puts
CSM
1
. EXIT_MSG
EXIT_MSG
EXIT_MSG

set EXIT _MSG "before opening socket"
set s [ socket $ip S$port]

set EXIT _MSG " before receive string"
gets S$s

set EXIT_MSG "before close socket"
close S$s

EXIT_MSG =

Catalyst 6500

open receive

10 10

open receive

10 10

policy status

(default) OPERABLE
CSM
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TCL

show module csm s/of probe real [ip]

routerl# show module csm 6 probe real

real = 10.1.0.105:80, probe = TEST1, type = script,
vserver = TEST, sfarm = TEST
status = FAILED, current = 04:06:05 UTC 01/01/70,
successes = 1, last success = 03:15:33 UTC 01/01/70,
failures = 12, last failure = 04:06:05 UTC 01/01/70,
state = Unrecognized or invalid response
script CSMTCL
last exit code = 5001

106 p.10-10

show module csm s/or tech probe

routerl# show module csm 6 tech probe

Probe templates: 1

Suspects created: 1
Open Sockets in System : 8 / 240
Active Suspect(no ICMP): 0 / 200
Active Script Suspect : 0 / 50
Num events : 1

Script suspects: 1
Healthy suspects: 0

Failures suspected:

Failures confirmed: 1

o

Probe attempts: 927 +927
Total recoveries: 3 +3
Total failures: 6 +6
Total Pending: 0 +0

i Catalyst 6500
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¢ show module csm slor tech script
errorInfo EXIT _MSG

routerl# show module csm 6 tech script

SCRIPT (0xc25f7e0) stat blk(0xc25f848): TCL_csmTcl.tclc25f7e0

CMDLINE ARGUMENT :
curr_id 1 argc 0 flag O0x0::
type = PROBE
task_id = 0x0: run_id = 521 ref count = 2
task_status = TASK_DONE run status = OK
start time = THU JAN 01 03:51:04 1970
end time = THU JAN 01 03:51:04 1970

runs = 13 +11
resets = 13 +11
notrel = 0 +0

buf read err =1 +1
killed = 0 +0
panicd = 0 +0

last exit status= 5001 last Bad status = 5001

Exit status history:

**TCL Controller:

tcl cntrl flag = Ox7fffffff
#select (0) close_n_exit(0) num_sock(2)
MEM TRACK last alloc(0) last size(0) alloc(0) size(0)

hm_ver (3) flag(0x0) script buf (0xc25ad80) new script buf (0xc25ad80)
lock owner (0x0) sig taskdel:0 del:0 syscall:0 syslock:0 sig_select

script ptr (0xc25f038) id(0)
Config(0xc2583d8) probe -> 10.1.0.105:80
tclGlob (0xc257010)

SCRIPT RESOURCE (0xc25af70)-------
#Selects (0) Close_n_exit(0) #Socket(2)
OPEN SOCKETS:

Persistent Variables

Last erroInfo =

Last errorCode
Last panicInfo
EXIT_MSG = ping failed : invalid command name "ping"

10-6[p.10-10]
gset varname value
errolnfo TCL
TCL

EXIT_MSG EXIT_MSG [p.10-11]

routerl# show module csm slot tech script inc keyword

Catalyst 6500
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TCL
errolnfo
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CSM TCL
CSM
script task
csm_env
exit
TCL

#!name = STD_SCRIPT
set gatewayList "1.1.1.1 2.2.2.2"
foreach gw $SgatewayList {

if { !'[ ping $gw 1 } {

puts "-WARNING : gateway $Sgw is down!!"

}
}
1 TCL
CSM

script file CSM

CSM

1
routerl# conf t
Enter configuration commands, one per line. End with CNTL/Z.
routerl (config) # module csm 6
routerl (config-module-csm) # script file tftp://192.168.10.102/stdcsm.tcl
Loading stdcsm.tcl from 192.168.10.102 (via Vl1anl00): !
[OK - 183 bytes]
2
routerl (config-module-csm) # script task 1 STD_SCRIPT
3

routerl (config-module-csm) # no script task 1 STD_SCRIPT
routerl (config-module-csm) # script task 1 STD_SCRIPT

ID

routerl (config-module-csm) # script task 2 STD_SCRIPT

Catalyst 6500
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routerl (config-module-csm) # no script task 1 STD_SCRIPT

5 show

routerl#sh mod csm 6 script
STD_SCRIPT, file tftp://192.168.10.102/stdcsm.tcl
routerl#sh mod csm 6 script task

task script runs exit code status
1 STD_SCRIPT 1 4000 Not Ready
2 STD_SCRIPT 1 4000 Not Ready

show module csm s/ot script task index
script-index detail show module csm slof script name script-name code

[p.10-13]
puts

Catalyst 6500
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W TCL FAQ

TCL FAQ

CSM TCL FAQ

o ?

VxWorks 255

128 KB 1
TCL TCL
2
CSM HTTP DNS

TCL

o ?
Sniffer show
CSM

routerl# show module csm 6 tech probe
routerl#sh mod csm 6 tech probe
Software version: 3.2(1)

Probe templates: 8

Suspects created: 24
Open Sockets in System : 10 / 240
Active Suspect(no ICMP): 2 / 200
Active Script Suspect : 2 / 50
Num events : 24

Script suspects: 24

Healthy suspects: 16
Failures suspected: 0
Failures confirmed: 8

Probe attempts: 321 +220
Total recoveries: 16 +0
Total failures: 8 +2
Total Pending: 0 +0

Catalyst 6500
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TCL FAG H
routerl# show module csm 6 probe real
real = 10.12.0.108:50113, probe = SCRIPT2_2, type = script,
vserver = SPB_SCRIPT2, sfarm = SCRIPT2_GOOD, policy = SCRIPT2_GOOD,
status = OPERABLE, current = 22:52:24 UTC 01/04/70,
successes = 18, last success = 22:52:24 UTC 01/04/70,
failures = 0, last failure = 00:00:00 UTC 01/01/70,
state = Server is healthy.
script httpProbe2.tcl GET /yahoo.html html 1.0 O
last exit code = 5000
real = 10.12.0.107:50113, probe = SCRIPT2_2, type = script,
vserver = SPB_SCRIPT2, sfarm = SCRIPT2_GOOD, policy = SCRIPT2_GOOD,
status = OPERABLE, current = 22:52:42 UTC 01/04/70,
successes = 19, last success = 22:52:42 UTC 01/04/70,
failures = 0, last failure = 00:00:00 UTC 01/01/70,
state = Server is healthy.
script httpProbe2.tcl GET /yahoo.html html 1.0 0
last exit code = 5000
RST FIN
. UDP PROBE_FAIL
?
UDP icmp port unreachable PROBE_FAIL
UDP
ICMP
UDP Raw UDP CSM
CSM  UDP
CSM ICMP UDP
ICMP CSM
1P UDP
UDP
UDP ICMP
ICMP UDP
. ?
TCL

TAC
URL

http://www.cisco.com/cgi-bin/tablebuild.pl/cat6000-intellother
c6slb-script.3-3-1.tcl

e TCL ?
TCL 8.0 URL
http://www.tcl.tk/man/tcl8.0/TclCmd/contents.html
TCL UDP URL

http://wwwhome.cs.utwente.nl/~schoenw/scotty/

[ oL-6639-01-J
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|
2

. p.11-2

e CSM p.11-2

o p-11-3

. 3 p.11-3

. p-11-3

. 1P p-11-4

e CSM p.11-4

o CSM p-11-7

[ )

[ )

1P
1P
CSM
Content Switching Module CSM;
1P 1P

CSM
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CSM
CSM
CSM 1P
CSM
CSM VLAN LAN 1P
VLAN
3
CSM CSM
1
2 hash address
3
N
3
Network Address Translation NAT;
CSM 2
. CSM —2 CSM
CSM CSM
. CSM — CSM CSM
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1

CSM

1P

CSM

VLAN 100
100.0.0.2

e

63905

sticky
2
sticky intert
p.11-27
FTP UDP
buddy
CSM 11-1
CSM 11-2
CSM 11-3
CSM 11-4
VLANS 6 7 CSM B
CSMB VLAN15 16 17
CSM A CSM A CSMB VLAN
CSM B CSMA VLAN
CSM
Catalyst 6500 27 i Catalyst 6500
CSM-A = CS-B
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CSM
CSM
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. CSM
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CSM
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VLAN IP

p.11-9

VLAN

1or5
Y bAD
b52497 Catalyst 6500 47 Catalyst 6500
- 77 -
CSM-A S720 CSW-B
Py Lz || VAN 10T E;j v 10z ||| o o
10.0.101.35 -2 10.0.101.36
O L iR 6% [
s —— y 1 .
10,0 h05 35 ||| VLAN 103 E;;: VAN 104 | LR e
=
2747
DA—IL2 ;r ji o
@ @ k54w
1 VLAN 10 VLAN 101 103
2 VLAN 101 103 VLAN 20
3 VLAN 20 VLAN 102 104
4 VLAN 101 103 VLAN 10
11-6 2 1 2 2
CSM CSM A CSM B
N
VLAN
VLAN VLAN 101 VLAN 103
VLAN VLAN 102 VLAN 104
VLAN VLAN
10 VLAN 20
CSM A CSM B
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CSM A

Catalyst 6500

2 CSM CSM A

CSM B

CSM

Catalyst 6500

CSM A

CSM A
CSM A
CSM A

CSM B

CSM A

VLAN
VLAN

p.11-9
p.11-9
p.11-10
p.11-11

CSM A

CSM B

A
A 2

VLAN
VLAN

Switch-A(config)# vlan

VLAN

Switch-A(vlan)# vlan 10

VLAN 10

Switch-A(vlan)# vlan 101

VLAN 101

B WON =

Switch-A(vlan)# vlan 103

VLAN 103

1. CSM A

2. VLAN10 CSMA

3. VLAN 101 1
4. VLAN 103 2

CSM B
CSM B

CSM A
3 VLAN

VLAN

1 Switch-A(config)# module csm 5

CSM A

Catalyst 6500
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2 Switch-A(config-module-csm)# vlan 10 VLAN VLAN 10
client VLAN VLAN
3 Switch-A(config-slb-vlan-client)# ip |VLAN 10 IP
address 10.0.1.35 255.255.255.0
4 Switch-A(config-slb-vlan-client)# VLAN 10 IP
alias 10.0.1.30 255.255.255.0
5 Switch-A(config-slb-vlan-client)# VLAN
exit
6 Switch-A(config-module-csm)# vlan VLAN VLAN 101
101 server VLAN VLAN
7 Switch-A(config-slb-vlan-server)# ip |VLAN 101 IP
address 10.0.101.35 255.255.255.0
8 Switch-A(config-slb-vlan-server)# VLAN 101 IP
alias 10.0.101.100 255.255.255.0
9 Switch-A(config-slb-vlan-server)# VLAN
exit
10 Switch-A(config-module-csm)# vlan VLAN VLAN 103
103 server VLAN VLAN
11 Switch-A(config-slb-vlan)# ip VLAN 103 IP
address 10.0.102.35 255.255.255.0
12 Switch-A(config-slb-vlan)# alias VLAN 103 1P
10.0.102.100 255.255.255.0
CSM B
CSM A
S
CSM B 1P INSIDE-SF CSM
A CSMB 2
CSM A 2
1 Switch-A(config)# module csm 5
CSM A 5
2 Switch-A(config-module-csm)# FORWARD-SF!
serverfarm FORWARD-SF
3 Switch-A(config-slb-sfarm)# no nat P NAT
server
0L-6639-01-J |
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||
4 Switch-A(config-slb-sfarm)#
predictor forward
5 Switch-A(config-slb-sfarm)# exit
6 Switch-A(config-module-csm)# 1P
serverfarm TO-INSIDE-SF HQSH)E—SF3
7 Switch-A(config-slb-sfarm)# no nat P NAT
server 4
8 Switch-A(config-slb-sfarm)# P
predictor hash address source 5
255.255.255.255
9 Switch-A(config-slb-sfarm)# real 1 CSM B
10.0.101.200 P
10 Switch-A(config-slb-real)# inservice
11 Switch-A(config-slb-real)# exit
12 Switch-A(config-slb-sfarm)# real 2 CSM B
10.0.102.200 P
13 Switch-A(config-slb-real)# inservice
1. FORWARD-SF VLAN 10
2.
3. INSIDE-SF CSM B CSM
B 2 1P
4.
5.
CSM A
CSM A 3
1 Switch-A(config)# module csm 5
CSM A 5
2 Switch-A(config-module-csm)# vserver FORWARD-V101'
FORWARD-V101
3 Switch-A(config-slb-vserver)# wvirtual IP

0.0.0.0 0.0.0.0 any
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10

1

12

13

14

15

16

17

18

4

6.

Switch-A(config-slb-vserver))# vlan
101

VLAN 101

Switch-A(config-slb-vserver) #
serverfarm FORWARD-SF

Switch-A(config-slb-vserver) #
inservice

Switch-A(config-slb-vserver)# exit

Switch-A(config-module-csm) # vserver
FORWARD-V103

FORWARD-V103*

Switch-A(config-slb-vserver)# wvirtual
0.0.0.0 0.0.0.0 any

1P

Switch-A(config-slb-vserver))# wvlan
103

VLAN 103

Switch-A(config-slb-vserver) #
serverfarm FORWARD-SF

Switch-A(config-slb-vserver) #
inservice

Switch-A(config-slb-vserver)# exit

Switch-A(config-module-csm) # vserver
OUTSIDE-VS

OUTSIDE-VS®

Switch-A(config-slb-vserver)# wvirtual
10.1.0.0 255.255.255.0 any

1P

Switch-A(config-slb-vserver))# vlan 10

VLAN 10

Switch-A(config-slb-vserver) #
serverfarm TO-INSIDE-SF

Switch-A(config-slb-vserver) #
inservice

FORWARD-V101

VLAN

FORWARD-V103

VLAN
OUTSIDE-VS

VLAN 101

VLAN 10

VLAN 103

10
CSM A
2 CSM B 1P
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CSM B

CSM B
. B VLAN p-11-13
e CSMB VLAN p.11-13
e CSMB p-11-14
e CSMB p-11-16
CSM A CSM B
B VLAN
3 VLAN
CSM Catalyst 6500
Catalyst 6500
VLAN
Switch-B(config)# vlan VLAN
Switch-B(vlan)# vlan 102 VLAN 102
Switch-B(vlan)# vlan 104 VLAN 104
Switch-B(vlan)# vlan 200 VLAN 200
CSM B
VLAN 102 CSM A
VLAN 104 2 CSM A
VLAN 200
CSM B VLAN
3 VLAN
Switch-B(config)# module csm 6
CSM B 6
Switch-B(config-module-csm)# vlan 102 VLAN VLAN 102
server VLAN VLAN
Switch-B(config-slb-vlan-server)# ip VLAN 102 1P
address 10.0.101.36 255.255.255.0
Switch-B(config-slb-vlan-server)# alias |VLAN 102 1P
10.0.101.200 255.255.255.0
Switch-B(config-slb-vlan-server)# exit
Catalyst 6500
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6 Switch-B(config-module-csm)# vlan 104 VLAN VLAN 104
server VLAN VLAN
7 Switch-B(config-slb-vlan-server)# ip VLAN 104 1P
address 10.0.102.36 255.255.255.0
8 Switch-B(config-slb-vlan)# alias VLAN 104 IP
10.0.102.200 255.255.255.0
9 Switch-B(config-slb-vlan-server)# exit
10 Switch-B(config-module-csm)# vlan 20 VLAN VLAN 20
server VLAN VLAN
11 Switch-B(config-slb-vlan-server)# ip VLAN20 1IP
address 10.1.0.36 255.255.255.0
CSM A
CSM B
CSM B 3
S
SERVERS-SF natpool NAT
NAT
NAT
1 Switch-B(config)# module csm 6
CSM B
2 Switch-B(config-module-csm)# FORWARD-SF!
serverfarm FORWARD-SF
3 Switch-B(config-slb-sfarm)# no nat P NAT
server 2
4 Switch-B(config-slb-sfarm)#
predictor forward
5 Switch-B(config-slb-sfarm)# exit
6 Switch-B(config-module-csm)# GENERIC-SF
serverfarm TO-OUTSIDE-SF
3
7 Switch-B(config-slb-sfarm)# no nat P NAT
server 4
0L-6639-01-J |
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8 Switch-B(config-slb-sfarm)# real 1 CSM A
10.0.101.100 P
9 Switch-B(config-slb-real)# inservice P
10 Switch-B(config-slb-real)# exit
11 sSwitch-B(config-slb-sfarm)# real 2 CSM B
10.0.102.100 P
12 Switch-B(config-slb-real)# inservice P
13 Switch-B(config-slb-real)# exit
14 Switch-B(config-module-csm)# SERVERS-SF’
serverfarm SERVERS-SF
15 Switch-B(config-slb-sfarm)# real
10.1.0.101 IP
16 Switch-B(config-slb-real)# inservice
17 Switch-B(config-slb-real)# exit
18 Switch-B(config-slb-sfarm)# real
10.1.0.102 IP
19 Switch-B(config-slb-real)# inservice
20 Switch-B(config-slb-sfarm)# real
10.1.0.103 IP
21 Switch-B(config-slb-real)# inservice
1. FORWARD-SF VLAN 20
2.
OUTSIDE-SF CSM A CSM
A 2 1P
5. SERVERS-SF 1P
Catalyst 6500
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CSM B
CSM 3

1 Switch-B(config)# module csm 6
CSM B
2 Switch-B(config-module-csm)# vserver FORWARD-VS
FORWARD-VS-102
3 Switch-B(config-slb-vserver)# virtual IP
0.0.0.0 0.0.0.0 any
4 Switch-B(config-slb-vserver)# vlan VLAN 102
102 1
5 Switch-B(config-slb-vserver)#
serverfarm FORWARD-SF
6 Switch-B(config-slb-vserver)#
inservice
7 Switch-B(config-slb-vserver)# exit
8 Switch-B(config-module-csm)# vserver FORWARD-VS3
FORWARD-VS-104
9 Switch-B(config-slb-vserver)# virtual IP
0.0.0.0 0.0.0.0 any
10 Switch-B(config-slb-vserver)# vlan VLAN 104
104 )
11 Switch-B(config-slb-vserver) #
serverfarm FORWARD-SF
12 Switch-B(config-slb-vserver) #
inservice
13 Switch-B(config-slb-vserver)# exit
14 Switch-B(config-module-csm)# vserver INSIDE-VS*
INSIDE-VS
15 Switch-B(config-slb-vserver) # virtual IP
0.0.0.0 0.0.0.0 any
16 Switch-B(config-slb-vserver)# vlan 20 VLAN 20
17 Switch-B(config-slb-vserver) #
serverfarm TO-OUTSIDE-SF CSM A P
1 2
Catalyst 6500
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18 Switch-B(config-slb-vserver)#
inservice

19 Switch-B(config-slb-vserver)# exit

20 Switch-B(config-module-csm)# vserver TELNET-VS?
TELNET-VS

A

TELNET-VS VLAN

21 Switch-B(config-slb-vserver) # virtual P
10.1.0.200 255.255.255.0 tcp telnet TCP Telnet
22 switch-B(config-slb-vserver)#
serverfarm SERVERS-SF
23 Switch-B(config-slb-vserver) #
inservice
1. VLAN
2.
3. FORWARD-VS VLAN 20
4. INSIDE-VS 1 VLAN 102 101
2 VLAN 104 103 CSM A
5. TELNET-VS Telnet
6.
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[ |
. p.11-18
. p.11-19
2 VLAN VLAN
1P 11-7
11-7
T2747F
24—l
IP7ELX &@f IP7 KLR
100.0.0.3 = :; 200.0.0.3 VLAN 200
1oFrs =4’
Ry kAD
b52499] [ GCatalyst 6500 Catalyst 6500 IP7 KL
V=2 || CSM-A CSM-B 200.0.0. x
IP7 KL R
100.0.0. 13 7
[ IPZELZ L yian 101 VLAN 201Ti P7 KLR
% VLAN 100 100.0.0.25 200. 0. 0. 26 ST
Y bAD §
$ (Zw <§>—%h;74 7 3
&7 s | IP7 KL X
IP7 FLR :4IP7FDX I%ﬂ%%% VLAN 20 <1£Z;;>
100.0.0.4 @ 200.0.0.4
7747
A+ —IL2
1 VLAN 100 VLAN 101
2 VLAN 201 VLAN 200 20
3 VLAN 200 20 VLAN 201
4 VLAN 101 VLAN 100
11-7 2 1 2 2
CSM CSM A CSM B VLAN VLAN 101
VLAN 201
VLAN
VLAN VLAN 100 VLAN 200
VLAN 20
CSM

1P
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2 CSM CSM A CSM B Catalyst
6500
A
Catalyst 6500 2
CSM A CSM B CSM
1 CSM
CSM A
CSM A
o A VLAN p-11-19
e CSMA VLAN p.11-20
e CSMA p-11-20
e CSMA p-11-21
S
CSM A CSM B
A VLAN
11-7 A VLAN 2
>
CSM Catalyst 6500
Catalyst 6500
VLAN
A VLAN
1 Switch-A(config)# vlan VLAN
2 Switch-A(vlan)# vlan 100 VLAN 100
3 Switch-A(vlan)# vlan 101 VLAN 101
. CSM A
2. VLAN100 CSMA
3. VLAN101 CSMA
Catalyst 6500
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CSM A VLAN
2 VLAN
1 Switch-A(config)# module csm 5
CSM A 5
2 Switch-A(config-module-csm)# vlan 100 VLAN VLAN 100
client VLAN VLAN
3 Switch-A(config-slb-vlan-client)# ip VLAN 100 1P
address 100.0.0.25 255.255.255.0
4 Switch-A(config-slb-vlan-client)# CSM A
gateway 100.0.0.13 P
5 Switch-A(config-slb-vlan-client)# exit
6 Switch-A(config-module-csm)# vlan 101 VLAN VLAN 101
server VLAN VLAN
7 Switch-A(config-slb-vlan-server)# ip VLAN 101 1P
address 100.0.0.25 255.255.255.0
8 Switch-A(config-slb-vlan-server)# alias |VLAN 101 P
100.0.0.20 255.255.255.0 1
1. CSM B
CSM A
N
1 2 1P CSM B
SEC-SF
CSM A 2
1 Switch-A(config)# module csm 5
CSM A 5
2 Switch-A(config-module-csm)# FORWARD-SF!
serverfarm FORWARD-SF
3 Switch-A(config-slb-sfarm)# no nat P NAT
server 2
4 Switch-A(config-slb-sfarm)#
predictor forward

Catalyst 6500
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10
1"

12

13

Switch-A(config-slb-sfarm)# exit

Switch-A(config-module-csm) #
serverfarm INSEC-SF

INSEC-SF?

Switch-A(config-slb-sfarm)# no nat
server

1P NAT

Switch-A(config-slb-sfarm)#
predictor hash address source
255.255.255.255

1P

Switch-A(config-slb-sfarm)# real
100.0.0.3

IP

Switch-A(config-slb-real)# inservice

Switch-A(config-slb-real)# exit

Switch-A(config-slb-sfarm)# real
100.0.0.4

IP

Switch-A(config-slb-real)# inservice

FORWARD-SF

INSEC-SF 1

CSM A
CSM A 2

VLAN 100

Switch-A(config)# module csm 5

CSM A 5

Switch-A(config-module-csm) # vserver
FORWARD-VS

FORWARD-VS!

Switch-A(config-slb-vserver)# wvirtual
0.0.0.0 0.0.0.0 any

1P

Switch-A(config-slb-vserver))# wvlan
101

VLAN 101
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|
5 Switch-A(config-slb-vserver)#
serverfarm FORWARD-SF 3
6 Switch-A(config-slb-vserver)#
inservice
7 Switch-A(config-slb-vserver)# exit
8 Switch-A(config-module-csm)# vserver INSEC-VS*
INSEC-VS
9 Switch-A(config-slb-vserver)# virtual IP
200.0.0.0 255.255.255.0 any 5
10 Switch-A(config-slb-vserver))# vlan VLAN 100
100
11 Switch-A(config-slb-vserver)#
serverfarm INSEC-SF 6
12 Switch-A(config-slb-vserver)#
inservice
1. FORWARD-VS VLAN 101
2. VLAN 4
3.
4. INSEC-VS VLAN 101 CSM A
5.
6.
CSM B
CSM B
. B VLAN p.11-22
e CSMB VLAN p.11-23
e CSMB p-11-24
e CSMB p.11-25
~
CSM A CSM B
B VLAN

CSM Catalyst 6500
Catalyst 6500
VLAN
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B 3 VLAN

1 Switch-B(config)# vlan VLAN 1
2 Switch-B(vlan)# vlan 201 VLAN 201 2
3 Switch-B(vlan)# vlan 200 VLAN 200 3
4 sSwitch-B(vlan)# vlan 20 VLAN 20 4
1 CSM B
2. VLAN 201
3. VLAN 200
4. VLAN 20
CSMB VLAN
CSM B 3 VLAN
1 Switch-B(config)# module csm 6
CSM B 6
2 Switch-B(config-module-csm)# vlan 201 VLAN VLAN 201
server VLAN VLAN
3 Switch-B(config-slb-vlan-server)# ip VLAN 201 IP
address 200.0.0.26 255.255.255.0
4 Switch-B(config-slb-vlan-server)# VLAN 201 IP
alias 200.0.0.20 255.255.255.0
Switch-B(config-slb-vlan-server)# exit |VLAN
Switch-B(config-module-csm)# vlan 20 VLAN VLAN 20
server VLAN VLAN
7 Switch-B(config-slb-vlan-server)# ip VLAN 20 IP
address 10.1.0.26 255.255.255.0
Switch-B(config-slb-vlan-server)# exit |VLAN
Switch-B(config-module-csm)# wvlan 200 VLAN VLAN 200
client VLAN VLAN
10 Switch-B(config-slb-vlan)# ip address VLAN200 1IP
200.0.0.26 255.255.255.0
1. CSM A

Catalyst 6500
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CSM B

1 2 1P CSM A
INSEC-SF
CSM B 2
1 Switch-B(config)# module csm 6
CSM B 6
2 Switch-B(config-module-csm)# (HHQERIC-SFI
serverfarm GENERIC-SF
3 Switch-B(config-slb-sfarm)# real
10.1.0.101 IP
Switch-B(config-slb-real)# inservice
Switch-B(config-slb-real)# exit
6 Switch-B(config-slb-sfarm)# real
10.1.0.102 IP
Switch-B(config-slb-real)# inservice
Switch-B(config-slb-real)# exit
9 Switch-B(config-slb-sfarm)# exit
10 Switch-B(config-module-csm) # SEC-SF>
serverfarm SEC-SF
11 Switch-B(config-slb-sfarm)# no nat P NAT
server
12 Switch-B(config-slb-sfarm)# predictor 1P
hash address destination
255.255.255.255
13 Switch-B(config-slb-sfarm)# real
200.0.0.3 P
14 Switch-B(config-slb-real)# inservice
15 Switch-B(config-slb-real)# exit
Catalyst 6500
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16 Switch-B(config-slb-sfarm)# real 2
200.0.0.4 P
17 Switch-B(config-slb-real)# inservice
1. GENERIC-SF
2. SEC-SF 1 2 1P
4.
CSMB
CSM B 3
1 Switch-B(config)# module csm 6
CSM B
2 Switch-B(config-module-csm)# GENERIC-VS!
vserver GENERIC-VS
3 Switch-B(config-slb-vserver)# P TCP
virtual 200.0.0.127 tcp O 0=any 2
4 Switch-B(config-slb-vserver))# VLAN 201
vlian 201
5 Switch-B(config-slb-vserver) #
serverfarm GENERIC-SF
6 Switch-B(config-slb-vserver)#
inservice
7 Switch-B(config-slb-vserver)# exit
8 Switch-B(config-module-csm)# SEC-20-VS*
vserver SEC-20-VS
9 Switch-B(config-slb-vserver)# 1P
virtual 200.0.0.0 255.255.255.0 2
any
10 Switch-B(config-slb-vserver))# VLAN 20
vlan 20
11 Switch-B(config-slb-vserver) #
serverfarm SEC-SF
12 Switch-B(config-slb-vserver) #
inservice
13 Switch-B(config-slb-vserver)# exit
14 Switch-B(config-module-csm) # SEC-20-VS°
vserver SEC-200-VS
Catalyst 6500
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15

16

17

18

1.

Switch-B(config-slb-vserver) #
virtual 200.0.0.0 255.255.255.0
any

IP

Switch-B(config-slb-vserver))#
vlan 200

VLAN 200

Switch-B(config-slb-vserver) #
serverfarm SEC-SF

Switch-B(config-slb-vserver) #
inservice

GENERIC-VS

SEC-20-VS

SEC-200-VS

VLAN 101

VLAN 20

VLAN 20

i Catalyst 6500
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1P

SLB-Switch(config)# module csm slot

CSM
CSM

SLB-Switch(config-module-csm) # vserver
virtserver-name

SLB-Switch(config-slb-vserver)# sticky 1P
duration [group group-id] [netmask

ip-netmask] [source | destination | both]

SLB-Switch(config-slb-vserver)# CSM

reverse-sticky group-id

SLB-Switch# show module csm slot sticky

Catalyst 6500
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11 |

Cisco IOS Release 12.1(19)E
MSFC

Cat6k-2 (config)# serverfarm FW-FARM
failaction reassign

2 Address Resolution Protocol[ARP]

Cat6k-2 (config-slb-sfarm)# serverfarm FW-FARM
Cat6k-2 (config-slb-sfarm)# real 1.1.1.1
Catébk(config-slb-module-real)# backup real 2.2.2.2
Caték(config-slb-module-real)# inservice

Cat6k-2 (config-slb-sfarm)# real 2.2.2.2
Caték(config-slb-module-real)# backup real 3.3.3.3
Caték(config-slb-module-real)# inservice

Cat6k-2 (config-slb-sfarm)# real 3.3.3.3
Catébk(config-slb-module-real)# backup real 1.1.1.1
Caték(config-slb-module-real)# inservice

3 Internet Control Message Protocol ICMP

4 CSM  ICMP

CSM

real 2.2.2.2
real 1.1.1.1
real 3.3.3.3 real 1.1.1.1
real 1.1.1.1 real 2.2.2.2

Catalyst 6500
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2 3 Catalyst
# configuration
terminal

vlan Content Switching Module CSM;
VLAN LAN

Catalyst 6500
| oL-6639-01-J .m



H MSFC

MSFC

module ContentSwitchingModule 5
vlian 220 server
ip address 10.20.220.2 255.255.255.0
alias 10.20.220.1 255.255.255.0

The servers' default gateway is the alias IP address
Alias IP addresses are needed any time that you are
configuring a redundant system.

However, it is a good practice to always use a

alias IP address so that a standby CSM can easily
be added without changes to the IP addressing scheme

H H H H H

1
vlan 221 client

ip address 10.20.221.5 255.255.255.0
gateway 10.20.221.1

# The CSM default gateway in this config is the
# MSFC IP address on that VLAN

!
serverfarm WEBFARM
nat server
no nat client
real 10.20.220.10
inservice
real 10.20.220.20
inservice
real 10.20.220.30
no inservice
1
vserver WEB
virtual 10.20.221.100 tcp www
serverfarm WEBFARM
persistent rebalance
inservice

"persistence rebalance" is effective ONLY when performing
L7 load balancing (parsing of URLs, cookies, header, ...)
and only for HTTP 1.1 connections.

It tells the CSM to parse and eventually make a new

load balancing decision for each GET within the same

TCP connection.

H H H H H H

interface FastEthernet2/2
no ip address

switchport

switchport access vlan 220

# The above is the port that connects to the real servers

interface FastEthernet2/24
ip address 10.20.1.1 255.255.255.0

# The above is the interface that connects to the client side network

interface Vlan221
ip address 10.20.221.1 255.255.255.0

# The above is the MSFC interface for the internal VLAN used
# for MSFC-CSM communication

Catalyst 6500
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MSFC
show
Cat6k-2# show module csm 5 arp
Internet Address Physical Interface VLAN Type Status
10.20.220.1 00-02-FC-E1-68-EB 220 -ALIAS- local
10.20.220.2 00-02-FC-E1-68-EC 220 --SLB-- local
10.20.220.10 00-D0-B7-A0-81-D8 220 REAL up (0 misses)
10.20.221.1 00-02-FC-CB-70-0A 221 GATEWAY up (0 misses)
10.20.221.5 00-02-FC-E1-68-EC 221 --SLB-- local
10.20.220.20 00-D0-B7-A0-81-D8 220 REAL up (0 misses)
10.20.220.30 00-D0-B7-A0-81-D8 220 REAL up (0 misses)
10.20.221.100 00-02-FC-E1-68-EB 0 VSERVER local
Cat6k-2# show module csm 5 vlan detail
vlan IP address IP mask type
220 10.20.220.2 255.255.255.0 SERVER
ALTASES
IP address IP mask
10.20.220.1 255.255.255.0
221 10.20.221.5 255.255.255.0 CLIENT
GATEWAYS
10.20.221.1
Cat6k-2#
Cat6k-2# show module csm 5 real
real server farm weight state conns/hits
10.20.220.10 WEBFARM 8 OPERATIONAL 0
10.20.220.20 WEBFARM 8 OPERATIONAL 0
10.20.220.30 WEBFARM 8 OUTOFSERVICE 0

Cat6k-2#
Cat6k-2# show module csm 5 real detail
10.20.220.10, WEBFARM, state = OPERATIONAL
conns = 0, maxconns = 4294967295, minconns = 0
weight = 8, weight(admin) = 8, metric = 0, remainder = 0
total conns established = 5, total conn failures = 0
10.20.220.20, WEBFARM, state = OPERATIONAL
conns = 0, maxconns = 4294967295, minconns = 0

weight = 8, weight(admin) = 8, metric = 0, remainder = 0

total conns established = 5, total conn failures = 0
10.20.220.30, WEBFARM, state = OUTOFSERVICE

conns = 0, maxconns = 4294967295, minconns = 0

weight = 8, weight(admin) = 8, metric = 0, remainder = 0

total conns established = 0, total conn failures = 0
Cat6k-2#

Cat6k-2# show module csm 5 vserver detail
WEB, type = SLB, state = OPERATIONAL, v_index = 17
virtual = 10.20.221.100/32:80 bidir, TCP, service = NONE, advertise = FALSE
idle = 3600, replicate csrp = none, vlan = ALL, pending = 30, layer 4
max parse len = 2000, persist rebalance = TRUE
ssl sticky offset = 0, length = 32
conns = 0, total conns = 10
Default policy:
server farm = WEBFARM, backup = <not assigned>
sticky: timer = 0, subnet = 0.0.0.0, group id = 0

Policy Tot matches Client pkts Server pkts
(default) 10 50 50
Catalyst 6500
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H MSFC

Cat6k-2#

Cat6k-2# show module csm 5 stats
Connections Created: 28
Connections Destroyed: 28
Connections Current: 0
Connections Timed-Out: 0
Connections Failed: 0

Server initiated Connections:
Created: 0, Current: 0, Failed: 0
L4 Load-Balanced Decisions: 27
L4 Rejected Connections: 1
L7 Load-Balanced Decisions: 0
L7 Rejected Connections:
Total: 0, Parser: O,

Reached max parse len: 0, Cookie out of mem:
Cfg version mismatch: 0, Bad SSL2 format:

L4/L7 Rejected Connections:
No policy: 1, No policy match 0,
No real: 0, ACL denied O,
Server initiated: 0

Checksum Failures: IP: 0, TCP: O

Redirect Connections: 0, Redirect Dropped:

FTP Connections: 0
MAC Frames:

Tx: Unicast: 345, Multicast: 5, Broadcast:

Underflow Errors: 0

Rx: Unicast: 1841, Multicast: 448118,
Overflow Errors: 0, CRC Errors:

i Catalyst 6500
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MSFC

MSFC

module ContentSwitchingModule 5
vlan 221 client
ip address 10.20.220.2 255.255.255.0
gateway 10.20.220.1
1
vlan 220 server
ip address 10.20.220.2 255.255.255.0

# Two VLANs with the same IP address are bridged together.

1
serverfarm WEBFARM
nat server
no nat client
real 10.20.220.10
inservice
real 10.20.220.20
inservice
real 10.20.220.30
no inservice
!
vserver WEB
virtual 10.20.220.100 tcp www
serverfarm WEBFARM
persistent rebalance
inservice

interface FastEthernet2/2
no ip address

switchport

switchport access vlan 220

# The above is the port that connects to the real servers

interface FastEthernet2/24
ip address 10.20.1.1 255.255.255.0

# The above is the MSFC interface that connects to the client side network

interface Vvlan221
ip address 10.20.220.1 255.255.255.0

The above is the MSFC interface for the internal VLAN used
for MSFC-CSM communication.

The servers use this IP address as their default gateway
since the CSM is bridging between the client and server VLANs

H H H H

show

Cat6k-2# show module csm 5 arp

Internet Address Physical Interface VLAN Type Status
10.20.220.1 00-02-FC-CB-70-0A 221 GATEWAY up (0 misses)
10.20.220.2 00-02-FC-E1-68-EC 221/220 --SLB-- local
10.20.220.10 00-D0-B7-A0-81-D8 220 REAL up (0 misses)
10.20.220.20 00-D0-B7-A0-81-D8 220 REAL up (0 misses)
10.20.220.30 00-D0-B7-A0-81-D8 220 REAL up (0 misses)
10.20.220.100 00-02-FC-E1-68-EB 0 VSERVER local
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module ContentSwitchingModule 5
vlian 220 server
ip address 10.20.220.2 255.255.255.0
alias 10.20.220.1 255.255.255.0
1
vlan 221 client
ip address 10.20.221.5 255.255.255.0
gateway 10.20.221.1
!
probe PING icmp
interval 5
failed 10
receive 4

# Interval between the probes is 5 seconds for healthy servers
while it is 10 seconds for failed servers.
# The servers need to reply within 4 seconds.

£

1

probe TCP tcp
interval 5
failed 10
open 4

# The servers need to open the TCP connection within 4 seconds.

!
probe HTTP http
request method head url /probe/http_probe.html
expect status 200 299
interval 20
port 80

The port for the probe is inherited from the vservers.
The port is necessary in this case, since the same farm
is serving a vserver on port 80 and one on port 23.

If the "port 80" parameter is removed, the HTTP probe
will be sent out on both ports 80 and 23, thus failing
on port 23 which does not serve HTTP requests.

H H H H H H

probe PING-SERVER-30 icmp
interval 5
failed 10
1
serverfarm WEBFARM
nat server
no nat client
real 10.20.220.10
inservice
real 10.20.220.20
inservice
real 10.20.220.30
health probe PING-SERVER-30
inservice
probe PING
probe TCP
probe HTTP
1
vserver TELNET
virtual 10.20.221.100 tcp telnet
serverfarm WEBFARM
persistent rebalance
inservice

i Catalyst 6500
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vserver WEB

virtual 10.20.221.100 tcp www
serverfarm WEBFARM

persistent rebalance
inservice

show

Cat6k-2# show module csm 5 probe

probe type port interval retries failed open receive

PING icmp 5 3 10 4

TCP tcp 5 3 10 4

HTTP http 80 20 3 300 10 10

PING-SERVER-30 icmp 3 10 10

Cat6k-2# show module csm 5 probe detail

probe type port interval retries failed open receive

PING icmp 5 3 10 4

real vserver serverfarm policy status
10.20.220.30:80 WEB WEBFARM (default) OPERABLE
10.20.220.20:80 WEB WEBFARM (default) OPERABLE
10.20.220.10:80 WEB WEBFARM (default) OPERABLE
10.20.220.30:23 TELNET WEBFARM (default) OPERABLE
10.20.220.20:23 TELNET WEBFARM (default) OPERABLE
10.20.220.10:23 TELNET WEBFARM (default) OPERABLE

TCP tcp 5 3 10 4

real vserver serverfarm policy status
10.20.220.30:80 WEB WEBFARM (default) OPERABLE
10.20.220.20:80 WEB WEBFARM (default) OPERABLE
10.20.220.10:80 WEB WEBFARM (default) OPERABLE
10.20.220.30:23 TELNET WEBFARM (default) OPERABLE
10.20.220.20:23 TELNET WEBFARM (default) OPERABLE
10.20.220.10:23 TELNET WEBFARM (default) OPERABLE

HTTP http 80 20 3 300 10 10

Probe Request: HEAD /probe/http_probe.html

Expected Status Codes:
200 to 299

real vserver serverfarm policy status
10.20.220.30:80 WEB WEBFARM (default) OPERABLE
10.20.220.20:80 WEB WEBFARM (default) FAILED
10.20.220.10:80 WEB WEBFARM (default) OPERABLE
10.20.220.30:80 TELNET WEBFARM (default) OPERABLE
10.20.220.20:80 TELNET WEBFARM (default) FAILED
10.20.220.10:80 TELNET WEBFARM (default) OPERABLE

PING-SERVER-30 icmp 5 3 10 10

real vserver serverfarm policy status
10.20.220.30:80 WEB WEBFARM (default) OPERABLE
10.20.220.30:23 TELNET WEBFARM (default) OPERABLE

Cat6k-2# show module csm 5 real

real server farm weight state conns/hits

10.20.220.10 WEBFARM 8 OPERATIONAL 0

10.20.220.20 WEBFARM 8 PROBE_FATILED 0

10.20.220.30 WEBFARM 8 OPERATIONAL 0
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[ | VIP NAT

VIP NAT

VIP

Network Address Translation
NAT; NAT

vlan VLAN

NAT NAT
1P

VLAN

module ContentSwitchingModule 5
vlian 220 server
ip address 10.20.220.2 255.255.255.0
alias 10.20.220.1 255.255.255.0
1
vlan 221 client
ip address 10.20.221.5 255.255.255.0
gateway 10.20.221.1
1
natpool POOL-1 10.20.220.99 10.20.220.99 netmask 255.255.255.0
1
serverfarm FARM
nat server
no nat client
real 10.20.220.10
inservice
real 10.20.220.20
inservice
real 10.20.220.30
inservice
1
serverfarm FARM2
nat server
nat client POOL-1
real 10.20.220.10
inservice
real 10.20.220.20
inservice
real 10.20.220.30
inservice
!
vserver FROM-CLIENTS
virtual 10.20.221.100 tcp telnet
vlian 221
serverfarm FARM
persistent rebalance
inservice

vserver FROM-SERVERS

virtual 10.20.221.100 tcp telnet
vlan 220

serverfarm FARM2

persistent rebalance

inservice
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VIP NAT

show
Cat6k-2# show module csm 5 vser
vserver type prot virtual vlan state conns
FROM-CLIENTS SLB TCP 10.20.221.100/32:23 221 OPERATIONAL 1
FROM-SERVERS SLB TCP 10.20.221.100/32:23 220 OPERATIONAL 1
Cat6k-2# show module csm 5 conn detail

prot vlan source destination state
In TCP 220 10.20.220.10:32858 10.20.221.100:23 ESTAB
Out TCP 220 10.20.220.20:23 10.20.220.99:8193 ESTAB

vs = FROM-SERVERS, ftp = No, csrp = False
In TCP 221 10.20.1.100:42443 10.20.221.100:23 ESTAB
Out TCP 220 10.20.220.10:23 10.20.1.100:42443 ESTAB

vs = FROM-CLIENTS, ftp = No, csrp = False
# The command shows the open connections and how they are translated.
#
# For each connection, both halves of the connection are shown.
# The output for the second half of each connection
# swaps the source and destination IP:port.
#
# The connection originated by server 10.20.220.10 is source-NAT'ed
# and source-PAT'ed (also its L4 source port needs to be translated)
# Its source IP changes from 10.20.220.10 to 10.20.220.99
# Its source L4 port changes from 32858 to 8193

Cat6k-2# show module csm 5 real

server farm

conns/hits

Cat6k-2# show module csm 5 natpool

nat client POOL-1 10.

20.220.99 10.20.220.99

Cat6k-2# show module csm 5 serverfarm

OPERATIONAL 1
OPERATIONAL 0
OPERATIONAL 0
OPERATIONAL 0
OPERATIONAL 1
OPERATIONAL 0

netmask 255.255.255.0

server farm type

FARM SLB

FARM2 SLB
Catalyst 6500

predictor nat re
RoundRobin S 3
RoundRobin S, C 3

als redirect Dbind id
0 0
0 0
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module ContentSwitchingModule 5
vlan 220 server
ip address 10.20.220.2 255.255.255.0
alias 10.20.220.1 255.255.255.0
1
vlan 221 client
ip address 10.20.221.5 255.255.255.0
gateway 10.20.221.1
1
serverfarm WEBFARM
nat server
no nat client
real 10.20.220.10
inservice
real 10.20.220.20
inservice
real 10.20.220.30
inservice
!

sticky 10 netmask 255.255.255.255 timeout 20

1
sticky 20 cookie yourname timeout 30
!
vserver TELNET
virtual 10.20.221.100 tcp telnet
serverfarm WEBFARM
persistent rebalance
inservice
1
vserver WEB1
virtual 10.20.221.101 tcp www
serverfarm WEBFARM
sticky 20 group 10
persistent rebalance
inservice
1
vserver WEB2
virtual 10.20.221.102 tcp www
serverfarm WEBFARM
sticky 30 group 20
persistent rebalance
inservice

show

Cat6k-2# show module csm 5 sticky group 10

group sticky-data real timeout
10 ip10.20.1.100 10.20.220.10 793
Cat6k-2# show module csm 5 sticky group 20

group sticky-data real timeout

20 cookie 4C656B72:861F0395 10.20.220.20 1597

Cat6k-2# show module csm 5 sticky

group sticky-data real timeout
20 cookie 4C656B72:861F0395 10.20.220.20 1584
10 ip 10.20.1.100 10.20.220.10 778
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module ContentSwitchingModule 5
vlian 220 server
ip address 10.20.220.2 255.255.255.0
alias 10.20.220.1 255.255.255.0
1
vlan 221 client
ip address 10.20.221.5 255.255.255.0
gateway 10.20.221.1
alias 10.20.221.2 255.255.255.0

The alias IP is only required in redundant configurations
This is the IP address that the upstream router (the MSFC
in this case) will use as next-hop to reach the

backend servers

See below for the static route added for this purpose.

= FH H H H H H

serverfarm ROUTE
no nat server

no nat client
predictor forward

This serverfarm is not load balancing, but is simply
routing the traffic according to the CSM routing tables
The CSM routing table in this example is very simple,
there is just a default gateway and 2 directly attached
subnets.

The "no nat server" 1is very important, since you do not
want to rewrite the destination IP address when
forwarding the traffic.

H oH H H H H H H H H

1
serverfarm WEBFARM
nat server
no nat client
real 10.20.220.10
inservice
real 10.20.220.20
inservice
!
vserver DIRECT-ACCESS
virtual 10.20.220.0 255.255.255.0 tcp O
serverfarm ROUTE
persistent rebalance
inservice

# This vserver is listening to all TCP connections destined to the
serverfarm IP subnet.
# Note: ping to the backend servers will not work with this example

£
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vserver WEB

virtual 10.20.221.100 tcp www
serverfarm WEBFARM

persistent rebalance
inservice

interface Vlan221
ip address 10.20.221.1 255.255.255.0

# vlan221 is the L3 interface on the MSFC that connects to the CSM
# Client requests are being routed by the MSFC, from its other

# interfaces (not shown in this example) to vlan221.

!
ip classless
ip route 10.20.220.0 255.255.255.0 10.20.221.2

# This static route is necessary to allow the MSFC to reach
# the backend servers.

show

Cat6k-2# show module csm 5 conn detail

prot vlan source destination state
In TCP 221 10.20.1.100:44268 10.20.220.10:23 ESTAB
Out TCP 220 10.20.220.10:23 10.20.1.100:44268 ESTAB

vs = DIRECT-ACCESS, ftp = No, csrp = False

# The information displayed shows that the CSM is not rewriting any IP addresses while
# forwarding theconnection from VLAN 221 (client) to VLAN 220 (server) This connection
has

# been created because it was destined to the virtual server DIRECT-ACCESS.

Cat6k-2# show module csm 5 vserver detail
WEB, type = SLB, state = OPERATIONAL, v_index = 14
virtual = 10.20.221.100/32:80 bidir, TCP, service = NONE, advertise = FALSE
idle = 3600, replicate csrp = none, vlan = ALL, pending = 30, layer 4
max parse len = 2000, persist rebalance = TRUE
ssl sticky offset = 0, length = 32
conns = 0, total conns = 0
Default policy:
server farm = WEBFARM, backup = <not assigned>
sticky: timer = 0, subnet = 0.0.0.0, group id = 0
Policy Tot matches Client pkts Server pkts

(default) 0 0 0

DIRECT-ACCESS, type = SLB, state = OPERATIONAL, v_index = 15
virtual = 10.20.220.0/24:0 bidir, TCP, service = NONE, advertise = FALSE
idle = 3600, replicate csrp = none, vlan = ALL, pending = 30, layer 4
max parse len = 2000, persist rebalance = TRUE
ssl sticky offset = 0, length = 32
conns = 1, total conns = 1
Default policy:
server farm = ROUTE, backup = <not assigned>
sticky: timer = 0, subnet = 0.0.0.0, group id = 0
Policy Tot matches Client pkts Server pkts

(default) 1 48 35
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3 VLAN 1 VLAN 2 VLAN CSM

VLAN NAT

module ContentSwitchingModule 5
vlan 220 server
ip address 10.20.220.2 255.255.255.0
alias 10.20.220.1 255.255.255.0
!
vlan 221 client
ip address 10.20.221.5 255.255.255.0
gateway 10.20.221.1
1
vlan 210 server
ip address 10.20.210.2 255.255.255.0
alias 10.20.210.1 255.255.255.0
!
serverfarm TIER-1
nat server
no nat client
real 10.20.210.10
inservice
real 10.20.210.20
inservice
1
serverfarm TIER-2
nat server
no nat client
real 10.20.220.10
inservice
real 10.20.220.20
inservice
!
vserver VIP1
virtual 10.20.221.100 tcp telnet
vlian 221
serverfarm TIER-1
persistent rebalance
inservice
1
vserver VIP2
virtual 10.20.210.100 tcp telnet
vlian 210
serverfarm TIER-2
persistent rebalance
inservice
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show

Cat6k-2# show module csm 5 arp

VSERVER
REAL
GATEWAY
--SLB--
REAL
VSERVER

vlan state

44240

OPERATIONAL
OPERATIONAL

Status

local
up (0 misses)
up (0 misses)
local
local
local
up (0 misses)
up (0 misses)
local
up (0 misses)
local

ESTAB
ESTAB

Internet Address Physical Interface VLAN
10.20.210.1 00-02-FC-E1-68-EB 210
10.20.210.2 00-02-FC-E1-68-EC 210
10.20.210.10 00-D0-B7-A0-68-5D 210
10.20.210.20 00-D0-B7-A0-68-5D 210
10.20.220.1 00-02-FC-E1-68-EB 220
10.20.220.2 00-02-FC-E1-68-EC 220
10.20.210.100 00-02-FC-E1-68-EB 0
10.20.220.10 00-D0-B7-A0-81-D8 220
10.20.221.1 00-02-FC-CB-70-0A 221
10.20.221.5 00-02-FC-E1-68-EC 221
10.20.220.20 00-D0-B7-A0-81-D8 220
10.20.221.100 00-02-FC-E1-68-EB 0

Cat6k-2# show module csm 5 vser

vserver type prot virtual

VIPl SLB TCP 10.20.221.100/32:23

VIP2 SLB TCP 10.20.210.100/32:23

Cat6k-2# show module csm 5 conn detail

prot vlan source destination
In TCP 221 10.20.1.100:44240 10.20.221.100:23
Out TCP 210 10.20.210.10:23 10.20.1.100:

vs = VIPl, ftp = No, csrp = False

In TCP 210 10.20.210.10:45885 10.20.210.100:23

Out TCP 220 10.20.220.10:23 10.20.210.10:45885

vs = VIP2, ftp = No, csrp = False

# The previous command shows a connection opened from a client coming in from VLAN 221

# (client is 10.20
# balanced to 10.2
goes to

.1.100).
0.210.10.

# VIP2 and is balanced to 10.20.220.10

That connection goes to virtual IP address 1
Another connection is opened from server 10.20.210.10,

(VIP1)

and is

i Catalyst 6500
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RHI ||
CSM 1P Multilayer
Switch Feature Card MSFC;
MSFC CSM
Global Server Load Balancing GSLB;
2 CSM

VIP

module ContentSwitchingModule 5
vlan 220 server
ip address 10.20.220.2 255.255.255.0
alias 10.20.220.1 255.255.255.0
!
vlan 221 client
ip address 10.20.221.5 255.255.255.0
gateway 10.20.221.1
alias 10.20.221.2 255.255.255.0

IP CSM
MSFC IP

probe PING icmp
interval 2
retries 2
failed 10
receive 2
!
serverfarm WEBFARM
nat server
no nat client
real 10.20.220.10
inservice
real 10.20.220.20
inservice
probe PING
!
vserver WEB
virtual 10.20.250.100 tcp www
vlan 221

# By default, a virtual server listens to traffic coming in on any VLAN. You can
restrict

# access to a virtual server by defining a specific VLAN. When using Route Health

# Injection, it is required to specify the VLAN for the virtual server. This tells the
CSM

# which next-hop it needs to program in the static route that it will inject in the
MSFC

# routing tables.

serverfarm WEBFARM
advertise active

# This is the command that tells the CSM to inject the route for this virtual server.
The
# option "active" tells the CSM to remove the route if the backend serverfarm fails.

persistent rebalance
inservice

[ oL-6639-01-J
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show

Cat6k-2# show module csm 5 probe detail

probe type port interval retries failed open receive

PING icmp 2 2 10 2
real vserver serverfarm policy status
10.20.220.20:80 WEB WEBFARM (default) OPERABLE
10.20.220.10:80 WEB WEBFARM (default) OPERABLE

Cat6k-2# show ip route
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IsS-Is, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is 10.20.1.100 to network 0.0.0.0

10.0.0.0/8 is variably subnetted, 8 subnets, 3 masks
C 10.21.1.0/24 is directly connected, Vlan2l
S 10.20.250.100/32 [1/0] via 10.20.221.2, Vlan221

# The static route to 10.20.250.100 has been automatically created by the CSM, since
both
# servers were healthy.

C 10.20.221.0/24 is directly connected, Vlan221l
S* 0.0.0.0/0 [1/0] via 10.30.1.100

Cat6k-2# show module csm 5 vser detail
WEB, type = SLB, state = OPERATIONAL, v_index = 14
virtual = 10.20.250.100/32:80 bidir, TCP, service = NONE, advertise = TRUE
idle = 3600, replicate csrp = none, vlan = 221, pending = 30, layer 4
max parse len = 2000, persist rebalance = TRUE
ssl sticky offset = 0, length = 32
conns = 0, total conns = 6
Default policy:
server farm = WEBFARM, backup = <not assigned>
sticky: timer = 0, subnet = 0.0.0.0, group id = 0
Policy Tot matches Client pkts Server pkts

(default) 6 36 30

# Failing the servers causes the route to be removed This behaviour is configured with
the
# advertise active command.

Cat6k-2# show module csm 5 probe detail
1d20h: %$SYS-5-CONFIG_I: Configured from console by vty0 (probe detail

probe type port interval retries failed open receive

PING icmp 2 2 10 2
real vserver serverfarm policy status
10.20.220.20:80 WEB WEBFARM (default) TESTING
10.20.220.10:80 WEB WEBFARM (default) TESTING

Cat6k-2#

1d20h: %$CSM_SLB-6-RSERVERSTATE: Module 5 server state changed: SLB-NETMGT: ICMP health
probe failed for server 10.20.220.20:80 in serverfarm 'WEBFARM'
1d20h: %CSM_SLB-6-RSERVERSTATE: Module 5 server state changed: SLB-NETMGT: ICMP health
probe failed for server 10.20.220.10:80 in serverfarm 'WEBFARM'

Catalyst 6500
m. OL-6639-01-J |



RHI
\Cat6k-2#
Cat6k-2# show module csm 5 probe detail
probe type port interval retries failed open receive
PING icmp 2 2 10 2
real vserver serverfarm policy status
10.20.220.20:80 WEB WEBFARM (default) FAILED
10.20.220.10:80 WEB WEBFARM (default) FAILED
Cat6k-2#

Cat6k-2# show ip route
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IsS-Is, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is 10.20.1.100 to network 0.0.0.0
10.0.0.0/8 is variably subnetted, 8 subnets, 3 masks

C 10.21.1.0/24 is directly connected, Vlan2l

C 10.20.221.0/24 is directly connected, Vlan221

S* 0.0.0.0/0 [1/0] via 10.30.1.100

Catalyst 6500
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module ContentSwitchingModule 5

vlan 220 server

ip address 10.20.220.2 255.255.255.0
alias 10.20.220.1 255.255.255.0

vlan 221 client

ip address 10.20.221.5 255.255.255.0

gateway 10.20.221.1

alias 10.20.221.2 255.255.255.0

probe PING icmp

interval 2
retries 2
failed 10
receive 2

probe FTP ftp

interval 5
retries 2
failed 20
open 3
receive 3

probe HTTP http

r

r

S

S

request method head

expect status 200 299

interval 5
retries 2
failed 10
open 2
receive 2

eal SERVERL

address 10.20.220.10

inservice
eal SERVER2

address 10.20.220.20

inservice

erverfarm FTPFARM

nat server
no nat client

real name SERVERI1
inservice

real name SERVER2
inservice

probe PING
probe FTP

erverfarm WEBFARM

nat server

no nat client

real name SERVER1
inservice

real name SERVER2
inservice

probe PING
probe HTTP
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vserver FTP
virtual 10.20.221.100 tcp ftp service ftp
serverfarm FTPFARM
persistent rebalance
inservice

!

vserver WEB
virtual 10.20.221.100 tcp www
serverfarm WEBFARM
persistent rebalance
inservice

show

Cat6k-2# show module csm 5 probe detail

probe type port interval retries failed open receive
PING icmp 2 2 10 2
real vserver serverfarm policy status
10.20.220.20:21 FTP FTPFARM (default) OPERABLE
10.20.220.10:21 FTP FTPFARM (default) OPERABLE
10.20.220.20:80 WEB WEBFARM (default) OPERABLE
10.20.220.10:80 WEB WEBFARM (default) OPERABLE
FTP ftp 5 2 20 3 3
Expected Status Codes:
0 to 999
real vserver serverfarm policy status
10.20.220.20:21 FTP FTPFARM (default) OPERABLE
10.20.220.10:21 FTP FTPFARM (default) OPERABLE
HTTP http 5 2 10 2 2
Probe Request: HEAD /
Expected Status Codes:
200 to 299
real vserver serverfarm policy status
10.20.220.20:80 WEB WEBFARM (default) OPERABLE
10.20.220.10:80 WEB WEBFARM (default) OPERABLE
Cat6k-2# show module csm 5 real
real server farm weight state conns/hits
SERVERL FTPFARM 8 OPERATIONAL 0
SERVER2 FTPFARM 8 OPERATIONAL 0
SERVERL WEBFARM 8 OPERATIONAL 0
SERVER2 WEBFARM 8 OPERATIONAL 0

# Taking a server out of service at the server farm level will only take the server
out of
# service for that specific farm

Cat6k-2# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Cat6k-2 (config)# module csm 5

Cat6k-2 (config-module-csm) # server webfarm

Cat6k-2 (config-slb-sfarm)# real name serverl

Cat6k-2 (config-slb-real)# no inservice

Cat6k-2 (config-slb-real)# end

1d20h: %CSM_SLB-6-RSERVERSTATE: Module 5 server state changed: SLB-NETMGT: Configured
server 10.20.220.10:0 to OUT-OF-SERVICE in serverfarm 'WEBFARM'
Cat6k-2#

1d20h: %SYS-5-CONFIG_I: Configured from console by vty0 (10.20.1.100)
Cat6k-2#

Cat6k-2# show module csm 5 real
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SERVERL
SERVER2
SERVERL
SERVER2
Cat6k-2#

server farm

FTPFARM
FTPFARM
WEBFARM
WEBFARM

state

OPERATIONAL
OPERATIONAL
OUTOFSERVICE
OPERATIONAL

conns/hits

# Taking the server out of service at the real server level will take the server out

of

# service for all the server farms

Cat6k-2# confure terminal

Enter configuration commands,

Cat6k-2 (config)# module csm 5
Cat6k-2 (config-module-csm)# real serverl
Caté6k (config-slb-module-real)# no inservice

Catbk (config-slb-module-real)# end

Cat6k-2#

1d20h: %SYS-5-CONFIG_I:

Cat6k-2# show module csm 5 real

SERVERL
SERVER2
SERVERL
SERVER2
Cat6k-2#

server farm

FTPFARM
FTPFARM
WEBFARM
WEBFARM

one per line.

Configured from console by vty0

End with CNTL/Z.

(10.20.1.100)
state conns/hits
OUTOFSERVICE 0
OPERATIONAL 0
OUTOFSERVICE 0
OPERATIONAL 0
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module ContentSwitchingModule 5
vlan 220 server

ip address 10.20.220.2 255.255.255.0

alias 10.20.220.1 255.255.255.0
1

vlan 221 client

ip address 10.20.221.5 255.255.255.0

gateway 10.20.221.1
alias 10.20.221.2 255.255.255.0
1

vlian 210 server

ip address 10.20.210.2 255.255.255.0

alias 10.20.210.1 255.255.255.0
!
probe PING icmp
interval 2
retries 2
failed 10
receive 2
!
real SERVERL
address 10.20.220.10
inservice
real SERVER2
address 10.20.220.20
inservice
real SERVER3
address 10.20.210.30
inservice
real SERVER4
address 10.20.210.40
inservice
!
serverfarm WEBFARM
nat server
no nat client
real name SERVERI1
inservice
real name SERVER2
inservice
probe PING
!
serverfarm WEBFARM2
nat server
no nat client
real name SERVER3
inservice
real name SERVER4
inservice
probe PING
!
vserver WEB
virtual 10.20.221.100 tcp www
serverfarm WEBFARM backup WEBFARM2
persistent rebalance
inservice

Catalyst 6500
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show

Cat6k-2# show module csm 5 real

real server farm weight state conns/hits
SERVERL WEBFARM 8 OPERATIONAL 0
SERVER2 WEBFARM 8 OPERATIONAL 0
SERVER3 WEBFARM2 8 OPERATIONAL 0
SERVER4 WEBFARM2 8 OPERATIONAL 0

# All the servers are shown as operational.

Cat6k-2# show module csm 5 serverfarm detail
WEBFARM, type = SLB, predictor = RoundRobin
nat = SERVER
virtuals inservice = 1, reals = 2, bind id = 0, fail action = none
inband health config: <none>
retcode map = <none>
Probes:
PING, type = icmp
Real servers:
SERVER1, weight =
SERVER2, weight
Total connections

0

, OPERATIONAL, conns = 0
8, OPERATIONAL, conns

1}
o
1}
o

WEBFARM2, type = SLB, predictor = RoundRobin
nat = SERVER
virtuals inservice = 1, reals = 2, bind id = 0, fail action = none
inband health config: <none>
retcode map = <none>
Probes:
PING, type = icmp
Real servers:
SERVER3, weight = 8, OPERATIONAL, conns
SERVER4, weight = 8, OPERATIONAL, conns
Total connections = 0

[l
o O

Cat6k-2# show module csm 5 vserver detail
WEB, type = SLB, state = OPERATIONAL, v_index = 18
virtual = 10.20.221.100/32:80 bidir, TCP, service = NONE, advertise = FALSE
idle = 3600, replicate csrp = none, vlan = ALL, pending = 30, layer 4
max parse len = 2000, persist rebalance = TRUE
ssl sticky offset = 0, length = 32
conns = 0, total conns = 0
Default policy:
server farm = WEBFARM, backup = WEBFARM2 (no sticky)
sticky: timer = 0, subnet = 0.0.0.0, group id = 0
Policy Tot matches Client pkts Server pkts

(default) 0 0 0
# No connections have been sent to the virtual server yet.

Cat6k-2# show module csm 5 vserver detail
WEB, type = SLB, state = OPERATIONAL, v_index = 18
virtual = 10.20.221.100/32:80 bidir, TCP, service = NONE, advertise = FALSE
idle = 3600, replicate csrp = none, vlan = ALL, pending = 30, layer 4
max parse len = 2000, persist rebalance = TRUE
ssl sticky offset = 0, length = 32
conns = 0, total conns = 14
Default policy:
server farm = WEBFARM, backup = WEBFARM2 (no sticky)
sticky: timer = 0, subnet = 0.0.0.0, group id = 0
Policy Tot matches Client pkts Server pkts

(default) 14 84 70
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# A total of 14 connections have been sent to the virtual server and have been
balanced to # the primary server farm. For each connection, the client has sent 6
packets and the # server has sent 5 packets. Two servers are taken out of service

Cat6k-2#

1d21h: %$CSM_SLB-6-RSERVERSTATE: Module 5 server state changed: SLB-NETMGT: ICMP health
probe failed for server 10.20.220.10:80 in serverfarm 'WEBFARM'

1d21h: %CSM_SLB-6-RSERVERSTATE: Module 5 server state changed: SLB-NETMGT: ICMP health
probe failed for server 10.20.220.20:80 in serverfarm 'WEBFARM'

Cat6k-2# show module csm 5 serverfarm detail
WEBFARM, type = SLB, predictor = RoundRobin
nat = SERVER
virtuals inservice = 1, reals = 2, bind id = 0, fail action = none
inband health config: <none>
retcode map = <none>
Probes:
PING, type = icmp
Real servers:
SERVER1, weight = 8, PROBE_FAILED, conns = 0
SERVER2, weight = 8, PROBE_FAILED, conns = 0
Total connections = 0

# The two servers have failed the probe but the CSM has not yet refreshed the ARP
table
# for them, so the servers are not yet shown in the failed state

WEBFARM2, type = SLB, predictor = RoundRobin
nat = SERVER
virtuals inservice = 1, reals = 2, bind id = 0, fail action = none
inband health config: <none>
retcode map = <none>
Probes:
PING, type = icmp
Real servers:
SERVER3, weight = 8, OPERATIONAL, conns
SERVER4, weight = 8, OPERATIONAL, conns = 0
Total connections = 0

1}
o

Cat6k-2# show module csm 5 vserver detail
WEB, type = SLB, state = OUTOFSERVICE, v_index = 18
virtual = 10.20.221.100/32:80 bidir, TCP, service = NONE, advertise = FALSE
idle = 3600, replicate csrp = none, vlan = ALL, pending = 30, layer 4
max parse len = 2000, persist rebalance = TRUE
ssl sticky offset = 0, length = 32
conns = 0, total conns = 14
Default policy:
server farm = WEBFARM, backup = WEBFARM2 (no sticky)
sticky: timer = 0, subnet = 0.0.0.0, group id = 0
Policy Tot matches Client pkts Server pkts

(default) 14 83 70

# The virtual server is displayed as out of service, even if it is configured with a

# backup server farm, which is healthy. This behaviour is useful if the backup server
farm

# is configured as an HTTP redirect server farm to a different site and you are using
some

# DNS-based GSLB method, where some connections are still being directed to the failed
# virtual server.

# If you want the CSM to consider the virtual server healthy and operational if the
backup

# server farm is healthy, you just need to change an environmental variable.

Cat6k-2# show module csm 5 variable
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variable value
ARP_INTERVAL 300
ARP_LEARNED_INTERVAL 14400
ARP_GRATUITOUS_INTERVAL 15
ARP_RATE 10
ARP_RETRIES 3
ARP_LEARN_MODE 1
ARP_REPLY_FOR_NO_INSERVICE_VIP O
ADVERTISE_RHI_FREQ 10
AGGREGATE_BACKUP_SF_STATE_TO_VS 0
DEST_UNREACHABLE_MASK Oxffff
FT_FLOW_REFRESH_INT 15
GSLB_LICENSE_KEY (no valid license)

HTTP_CASE_SENSITIVE_MATCHING 1
MAX_PARSE_LEN_MULTIPLIER 1
NAT_CLIENT_HASH_SOURCE_PORT 0
ROUTE_UNKNOWN_FLOW_PKTS 0
NO_RESET_UNIDIRECTIONAL_FLOWS 0

SYN_COOKIE_INTERVAL 3
SYN_COOKIE_THRESHOLD 5000
TCP_MSS_OPTION 1460
TCP_WND_SIZE_OPTION 8192
VSERVER_ICMP_ALWAYS_RESPOND false
XML_CONFIG_AUTH_TYPE Basic

# The variable that you want to change is AGGREGATE_BACKUP_SF_STATE_TO_VS

Cat6k-2#

1d21h: %$CSM_SLB-6-RSERVERSTATE: Module 5 server state changed: SLB-NETMGT: Server
10.20.220.20 failed ARP request

Cat6k-2#

# The CSM has refreshed the ARP entry for 10.20.220.20 which is now reported in the
failed
state.

Cat6k-2# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Cat6k-2(config)# module csm 5

Cat6k-2 (config-module-csm)# variable AGGREGATE_BACKUP_SF_STATE TO VS 1
Cat6k-2 (config-module-csm) # end

1d21h: %SYS-5-CONFIG_I: Configured from console by vty0 (10.20.1.100)

Cat6k-2# show module csm 5 variable

variable value
ARP_INTERVAL 300
ARP_LEARNED_INTERVAL 14400
ARP_GRATUITOUS_INTERVAL 15
ARP_RATE 10
ARP_RETRIES 3
ARP_LEARN_MODE 1
ARP_REPLY_FOR_NO_INSERVICE_VIP 0
ADVERTISE_RHI_FREQ 10
AGGREGATE_BACKUP_SF_STATE_TO_VS 1
DEST_UNREACHABLE_MASK Oxffff
FT_FLOW_REFRESH_INT 15
GSLB_LICENSE_KEY (no valid license)
HTTP_CASE_SENSITIVE_MATCHING 1
MAX_PARSE_LEN_MULTIPLIER 1
NAT_CLIENT_HASH_SOURCE_PORT 0
ROUTE_UNKNOWN_FLOW_PKTS 0
NO_RESET_UNIDIRECTIONAL_FLOWS 0
SYN_COOKIE_INTERVAL 3
SYN_COOKIE_THRESHOLD 5000
TCP_MSS_OPTION 1460
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TCP_WND_SIZE_OPTION 8192
VSERVER_ICMP_ALWAYS_RESPOND false
XML_CONFIG_AUTH_TYPE Basic

Cat6k-2# show module csm 5 vserver detail
WEB, type = SLB, state = OPERATIONAL, v_index = 18

virtual = 10.20.221.100/32:80 bidir, TCP, service = NONE, advertise = FALSE

idle = 3600, replicate csrp = none, vlan = ALL, pending = 30, layer 4
max parse len = 2000, persist rebalance = TRUE
ssl sticky offset = 0, length = 32
conns = 0, total conns = 14
Default policy:
server farm = WEBFARM, backup = WEBFARM2 (no sticky)
sticky: timer = 0, subnet = 0.0.0.0, group id = 0
Policy Tot matches Client pkts Server pkts

(default) 14 83 70
# The virtual server is now shown as operational.

Cat6k-2# show module csm 5 real detail
SERVER1, WEBFARM, state = PROBE_FAILED

address = 10.20.220.10, location = <NA>
conns = 0, maxconns = 4294967295, minconns = 0
weight = 8, weight(admin) = 8, metric = 0, remainder = 0

total conns established = 7, total conn failures = 0
SERVER2, WEBFARM, state = FAILED

address = 10.20.220.20, location = <NA>

conns = 0, maxconns = 4294967295, minconns = 0

weight = 8, weight(admin) = 8, metric = 0, remainder = 0

total conns established = 7, total conn failures = 0
SERVER3, WEBFARM2, state = OPERATIONAL

address = 10.20.210.30, location = <NA>

conns = 0, maxconns = 4294967295, minconns = 0

weight = 8, weight(admin) = 8, metric = 0, remainder = 0
total conns established = 0, total conn failures = 0

SERVER4, WEBFARM2, state = OPERATIONAL
address = 10.20.210.40, location = <NA>
conns = 0, maxconns = 4294967295, minconns = 0
weight = 8, weight(admin) = 8, metric = 0, remainder = 0
total conns established = 0, total conn failures = 0
Cat6k-2#

1d21h: %CSM_SLB-6-RSERVERSTATE: Module 5 server state changed: SLB-NETMGT:

10.20.220.10 failed ARP request

# The ARP entry for the other server has been refreshed.

Cat6k-2# show module csm 5 real detail
SERVER1, WEBFARM, state = FAILED

address = 10.20.220.10, location = <NA>

conns = 0, maxconns = 4294967295, minconns = 0

weight = 8, weight(admin) = 8, metric = 0, remainder = 0
total conns established = 7, total conn failures = 0

SERVER2, WEBFARM, state = FAILED

address = 10.20.220.20, location = <NA>
conns = 0, maxconns = 4294967295, minconns = 0
weight = 8, weight(admin) = 8, metric = 0, remainder = 0

total conns established = 7, total conn failures = 0
SERVER3, WEBFARM2, state = OPERATIONAL

address = 10.20.210.30, location = <NA>

conns = 0, maxconns = 4294967295, minconns = 0

weight = 8, weight(admin) = 8, metric = 0, remainder = 0
total conns established = 0, total conn failures = 0

SERVER4, WEBFARM2, state = OPERATIONAL

address = 10.20.210.40, location = <NA>

conns = 0, maxconns = 4294967295, minconns = 0

weight = 8, weight(admin) = 8, metric = 0, remainder = 0

total conns established = 0, total conn failures = 0
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# So far, each of the servers in the primary server farm have received 7 connections.
New
# connections are now sent only to the backup server farm.

Cat6k-2# show module csm 5 real detail
SERVER1, WEBFARM, state = FAILED

address = 10.20.220.10, location = <NA>
conns = 0, maxconns = 4294967295, minconns = 0
weight = 8, weight(admin) = 8, metric = 0, remainder = 0

total conns established = 7, total conn failures = 0
SERVER2, WEBFARM, state = FAILED

address = 10.20.220.20, location = <NA>

conns = 0, maxconns = 4294967295, minconns = 0

weight = 8, weight(admin) = 8, metric = 0, remainder = 0

total conns established = 7, total conn failures = 0
SERVER3, WEBFARM2, state = OPERATIONAL

address = 10.20.210.30, location = <NA>

conns = 0, maxconns = 4294967295, minconns = 0

weight = 8, weight(admin) = 8, metric = 0, remainder = 0
total conns established = 6, total conn failures = 0

SERVER4, WEBFARM2, state = OPERATIONAL
address = 10.20.210.40, location = <NA>
conns = 0, maxconns = 4294967295, minconns = 0
weight = 8, weight(admin) = 8, metric = 0, remainder = 0
total conns established = 6, total conn failures = 0
Cat6k-2#
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module ContentSwitchingModule 5
vlian 220 server
ip address 10.20.220.2 255.255.255.0
alias 10.20.220.1 255.255.255.0
1
vlan 221 client
ip address 10.20.221.5 255.255.255.0
gateway 10.20.221.1
alias 10.20.221.2 255.255.255.0
!
probe PING icmp
interval 2
retries 2
failed 10
receive 2
!
real SERVERL
address 10.20.220.10
inservice
real SERVER2
address 10.20.220.20
inservice
real SERVER3
address 10.20.220.30
inservice
real SERVER4
address 10.20.220.40
inservice
1
serverfarm WEBFARM
nat server
no nat client
real name SERVER1
inservice
real name SERVER2
inservice
probe PING
1
serverfarm WEBFARM2
nat server
no nat client
real name SERVER3
inservice
real name SERVER4
inservice
!
policy SOURCE-IP-50
client-group 50
serverfarm WEBFARM2

# A policy consists of a series of conditions, plus the actions to take if those

# conditions are matched. In this case, the only condition is client-group 50 which
# requires the incoming connection to match the standard access-1list 50. The only
action

# to take is to use server farm WEBFARM2 to serve those requests.

1

vserver WEB
virtual 10.20.221.100 tcp www
serverfarm WEBFARM
persistent rebalance
slb-policy SOURCE-IP-50
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# Slb-policies associated to a virtual server are always examined in the order in
which

# they are configured. The defintion of the server farm under the virtual server

# configuration is the default policy and is always used as a last resort if no policy
# matches, or if there are no policies configured.

# In this case, incoming requests are processed to see if they match the conditions of
the

# slb-policy SOURCe-IP-50. If they do, then the server farm WEBFARM2 is used,
otherwise

# the default policy is selected (for example, WEBFARM is used).

# If a default server farm is not configured, then connections that do not match any
# policy are dropped.

# This example shows how to configure the IOS standard access list. You can configure
any
# of the 1-99 standard access lists, or you can configure named access lists

inservice
1

access-list 50 permit 10.20.1.100
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show

Cat6k-2# show module csm 5 vser detail
WEB, type = SLB, state = OPERATIONAL, v_index = 18
virtual = 10.20.221.100/32:80 bidir, TCP, service = NONE, advertise = FALSE
idle = 3600, replicate csrp = none, vlan = ALL, pending = 30, layer 4
max parse len = 2000, persist rebalance = TRUE
ssl sticky offset = 0, length = 32
conns = 0, total conns = 0
Default policy:
server farm = WEBFARM, backup = <not assigned>
sticky: timer = 0, subnet = 0.0.0.0, group id = 0

Policy Tot matches Client pkts Server pkts
SOURCE-IP-50 0 0 0
(default) 0 0 0

# This example shows that six connections have matched the slb-policy SOURCE-IP-50.

Cat6k-2# show module csm 5 vser detail
WEB, type = SLB, state = OPERATIONAL, v_index = 18
virtual = 10.20.221.100/32:80 bidir, TCP, service = NONE, advertise = FALSE
idle = 3600, replicate csrp = none, vlan = ALL, pending = 30, layer 4
max parse len = 2000, persist rebalance = TRUE
ssl sticky offset = 0, length = 32
conns = 0, total conns = 6
Default policy:
server farm = WEBFARM, backup = <not assigned>
sticky: timer = 0, subnet = 0.0.0.0, group id = 0

Policy Tot matches Client pkts Server pkts
SOURCE-IP-50 6 36 30
(default) 0 0 0

# This example shows that SERVER3 and SERVER4 have received 3 connections each.

Cat6k-2# show module csm 5 real detail
SERVER1, WEBFARM, state = OPERATIONAL

address = 10.20.220.10, location = <NA>

conns = 0, maxconns = 4294967295, minconns = 0

weight = 8, weight(admin) = 8, metric = 0, remainder = 0
total conns established = 0, total conn failures = 0

SERVER2, WEBFARM, state = OPERATIONAL

address = 10.20.220.20, location = <NA>
conns = 0, maxconns = 4294967295, minconns = 0
weight = 8, weight(admin) = 8, metric = 0, remainder = 0

total conns established = 0, total conn failures = 0
SERVER3, WEBFARM2, state = OPERATIONAL

address = 10.20.220.30, location = <NA>

conns = 0, maxconns = 4294967295, minconns = 0

weight = 8, weight(admin) = 8, metric = 0, remainder = 0
total conns established = 3, total conn failures = 0

SERVER4, WEBFARM2, state = OPERATIONAL

address = 10.20.220.40, location = <NA>

conns = 0, maxconns = 4294967295, minconns = 0

weight = 8, weight(admin) = 8, metric = 0, remainder = 0

total conns established = 3, total conn failures = 0
Cat6k-2#
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7 CSM
TCP
CSM 2

Cat6k-2 (config-module-csm) # policy test
Cat6k-2 (config-slb-policy)# ?
SLB policy config

client-group define policy client group
cookie-map define policy cookie map
default Set a command to its defaults
exit exit slb policy submode
header-map define policy header map
no Negate a command or set its defaults
reverse-sticky define sticky group for reverse traffic
serverfarm define policy serverfarm
set set policy parameters
sticky-group define policy sticky group
url-map define policy URL map

# The conditions are:

# -client-group (source IP matches a certain ACL)

# -cookie-map (match based on cookies)

# -header-map (match based on HTTP headers)

# -url-map (match based on URLS)

# The actions are:

# -serverfarm (the most common: use this serverfarm)

# -sticky-group (use sticky)

# -reverse-sticky (use reverse sticky)

# -set (set ip dscp)

\module ContentSwitchingModule 5
vlan 220 server
ip address 10.20.220.2 255.255.255.0
alias 10.20.220.1 255.255.255.0
1
vlan 221 client
ip address 10.20.221.5 255.255.255.0
gateway 10.20.221.1
alias 10.20.221.2 255.255.255.0
!
probe PING icmp
interval 2
retries 2
failed 10
receive 2
!
map TEST header
match protocol http header Host header-value www.test.com
!
map SPORTS url
match protocol http url /sports/*

# The definition of maps is based on the header and the URL. The URL starts right
after

# the host. For example, in the URL http://www.test.com/sports/basketball/ the URL
portion

# that the URL map applies to is /sports/basketball/.
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real SERVERL
address 10.20.220.10
inservice
real SERVER2
address 10.20.220.20
inservice
real SERVER3
address 10.20.220.30
inservice
real SERVER4
address 10.20.220.40
inservice
!
serverfarm WEBFARM
nat server
no nat client
real name SERVER1
inservice
real name SERVER2
inservice
probe PING
!
serverfarm WEBFARM?2
nat server
no nat client
real name SERVER3
inservice
real name SERVER4
inservice
1
policy TEST-SPORTS-50
url-map SPORTS
header-map TEST
client-group 50
serverfarm WEBFARM?2

# Three conditions need to match for this policy to have a match.

1
vserver WEB

virtual 10.20.221.100 tcp www
serverfarm WEBFARM
persistent rebalance
slb-policy TEST-SPORTS-50
inservice

1

# If the three conditions defined in the policy are true then WEBFARM2 is used

otherwise

# WEBFARM is.
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show

# In this example, 17 requests have matched the policy Of those,

# matched the policy

Cat6k-2# show module csm 5 vserver detail
WEB, type = SLB, state = OPERATIONAL, v_index = 18

virtual = 10.20.221.100/32:80 bidir, TCP, service = NONE,
idle = 3600, replicate csrp = none, vlan = ALL, pending

max parse len = 2000, persist rebalance = TRUE

ssl sticky offset = 0, length = 32

conns = 0, total conns = 29

Default policy:
server farm = WEBFARM, backup = <not assigned>
sticky: timer = 0, subnet = 0.0.0.0, group id = 0

Policy Tot matches Client pkts Server pkts
TEST-SPORTS-50 17 112 95
(default) 12 82 72

12 requests have not

FALSE

# This example shows that the 29 connections that were load balanced have been load
# balanced at Layer 7. For example, the CSM has to terminate TCP and parse Layer 5

through
# Layer 7 information.

Cat6k-2# show module csm 5 stats

Connections Created: 29
Connections Destroyed: 29
Connections Current: 0
Connections Timed-Out: 0
Connections Failed: 0

Server initiated Connections:
Created: 0, Current: 0, Failed: 0
L4 Load-Balanced Decisions: 0
L4 Rejected Connections: 0
L7 Load-Balanced Decisions: 29
L7 Rejected Connections:
Total: 0, Parser: O,
Reached max parse len: 0, Cookie out of mem: O,
Cfg version mismatch: 0, Bad SSL2 format: 0
L4/L7 Rejected Connections:
No policy: 0, No policy match 0,
No real: 0, ACL denied O,
Server initiated: 0
Checksum Failures: IP: 0, TCP: O
Redirect Connections: 0, Redirect Dropped: 0
FTP Connections: 0
MAC Frames:
Tx: Unicast: 359, Multicast: 0, Broadcast: 8,
Underflow Errors: 0
Rx: Unicast: 387, Multicast: 221, Broadcast: 1,
Overflow Errors: 0, CRC Errors: 0

i Catalyst 6500
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CSM HTTP

# This configuration represents the configuration of site A

module ContentSwitchingModule 6
vlan 211 client
ip address 10.20.211.2 255.255.255.0
gateway 10.20.211.1
1
vlian 210 server
ip address 10.20.210.1 255.255.255.0
1
map SPORTMAP url
match protocol http url /sports*
1
serverfarm REDIRECTFARM
nat server
no nat client
redirect-vserver WWW2
webhost relocation www2.test.com 301
inservice
1
serverfarm WWW1FARM
nat server
no nat client
real 10.20.210.10
inservice
real 10.20.210.20
inservice
1
policy SPORTPOLICY
url-map SPORTMAP
serverfarm REDIRECTFARM
1
vserver WWW1VIP
virtual 10.20.211.100 tcp www
serverfarm WWW1FARM
persistent rebalance
slb-policy SPORTPOLICY
inservice

# This configuration represents the configuration of site B

module ContentSwitchingModule 7
vlan 221 client
ip address 10.20.221.2 255.255.255.0
gateway 10.20.221.1
1
vlan 220 server
ip address 10.20.220.1 255.255.255.0
1
serverfarm WWW2FARM
nat server
no nat client
real 10.20.220.10
inservice
real 10.20.220.20
inservice
!
vserver WWW2VIP
virtual 10.20.221.100 tcp www
serverfarm WWW2FARM
persistent rebalance
inservice
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i Catalyst 6500

show

# To test the configuration, the first nine requests are sent to wwwl.test.com
requesting
# the home page “/.” The 10th request is sent to http://wwwl.test.com/sports/.

Cat6k-2# show module csm 6 vser deta
WWW1VIP, type = SLB, state = OPERATIONAL, v_index = 11
virtual = 10.20.211.100/32:80 bidir, TCP, service = NONE, advertise = FALSE
idle = 3600, replicate csrp = none, vlan = ALL, pending = 30
max parse len = 2000, persist rebalance = TRUE
ssl sticky offset = 0, length = 32
conns = 0, total conns = 10
Default policy:
server farm = WWW1FARM, backup = <not assigned>
sticky: timer = 0, subnet = 0.0.0.0, group id = 0

Policy Tot Conn Client pkts Server pkts
SPORTPOLICY 1 3 1
(default) 9 45 45

Cat6k-2# show module csm 7 vser detail
WWW2VIP, type = SLB, state = OPERATIONAL, v_index = 26
virtual = 10.20.221.100/32:80 bidir, TCP, service = NONE, advertise = FALSE
idle = 3600, replicate csrp = none, vlan = ALL, pending = 30
max parse len = 2000, persist rebalance = TRUE
ssl sticky offset = 0, length = 32
conns = 0, total conns = 1
Default policy:
server farm = WWW2FARM, backup = <not assigned>
sticky: timer = 0, subnet = 0.0.0.0, group id = 0
Policy Tot Conn Client pkts Server pkts

(default) 1 5 5

# Nine requests have matched the default policy for wwwl.test.com so they have been
served

# by WWW1IFARM. One request has matched the policy SPORTPOLICY and has been redirected
to

# the second site that has then served the request.

# The following is an example of the request that was sent to wwwl.cisco.com asking

for
# /sports/.

10.20.1.100.34589 > 10.20.211.100.80: P 1:287(286) ack 1 win 5840 (DF)

0x0000 4500 0146 763c 4000 4006 da85 0al4d 0164 E..Fv<@.@...... d
0x0010 0al4 d364 871d 0050 ecld 69e6 7b57 aead co.dLL L PLLdio{w. .
0x0020 5018 16d0 96b2 0000 4745 5420 2£73 706f P.o...... GET. /spo
0x0030 7274 732f 2048 5454 502f 312e 310d 0a43 rts/.HTTP/1.1..C
0x0040 6f6e 6e65 6374 696f 6e3a 204b 6565 7024 onnection: .Keep-
0x0050 416c 6976 650d 0ab5 7365 722d 4167 656e Alive..User-Agen
0x0060 743a 2044 6f7a 696c 6c61 2£35 2e30 2028 t:.Mozilla/5.0. (
0x0070 636f 6470 6174 6962 6c65 3b20 4b6f 6e71 compatible; .Kong
0x0080 7565 726f 722f 322e 322d 3131 3b20 4c69 ueror/2.2-11; .Li
0x0090 6e75 7829 0d0a 4163 6365 7074 3a20 7465 nux) . .Accept:.te
0x00a0 7874 2f2a 2c20 696d 6167 652f 6a70 6567 xt/*, .image/jpeg
0x00b0 2c20 696d 6167 652f 706e 672c 2069 6d61 , .image/png, .ima
0x00cO 6765 2f2a 2c20 2a2f 2a0d 0adl 6363 6570 ge/*,.*/*..Accep
0x00d0 742d 456e 636f 6469 6e67 3a20 782d 677a t-Encoding: .x-gz
0x00e0 6970 2c20 677a 6970 2c20 6964 656e 7469 ip, .gzip, .identi
0x00£0 7479 0d0a 4163 6365 7074 2d43 6861 7273 ty..Accept-Chars
0x0100 6574 3a20 416e 792c 2075 7466 2d38 2c20 et:.Any, .utf-8, .
0x0110 2a0d 0a4l 6363 6570 742d 4c6l 6e67 7561 *..Accept-Langua
0x0120 6765 3a20 656e 5f55 532c 2065 6e0d 0a4s8 ge:.en_US, .en..H
0x0130 6£73 743a 2077 7777 312e 7465 7374 2e63 ost:.wwwl.test.c
0x0140 6f6d 0d0a 0dOa om. ...
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# The following example is the message that the client has received back from
# wwwl.cisco.com. This message is the HTTP redirect message generated by the CSM

10.20.211.100.80 > 10.20.1.100.34589: FP 1:56(55) ack 287 win 2048 (DF)

0x0000 4500 005f 763c 4000 3e06 ddéc 0Oald d364 E.._v<@.>..1...d
0x0010 0al4 0164 0050 871d 7b57 aead ecld 6b04 ...d.PL{W. L k.
0x0020 5019 0800 8bla 0000 4854 5450 2£31 2e30 P.o...... HTTP/1.0
0x0030 2033 3031 2046 6f75 6e64 2004 Oadc 6f63 .301.Found. . .Loc
0x0040 6174 696f 6e3a 2068 7474 703a 2f£2f 7777 ation:.http://ww
0x0050 7732 2e74 6573 742e 636f 6d40d 0al0d Oa w2.test.com....

# The redirect location sent back to the client matches exactly the string configured
with

# the webhost relocation www2.test.com 301 command because the client was browsing

# wwwl.test.com/sports/ and is redirected to www2.test.com/.

# In some cases this might not be the desired behaviour and there might be the need to
# preserve the original URL that the browser requested.

# To preseerve the URL that the browser requested, you can use the %p parameter as
part of
# the redirect string.

# The configuration would then appear as:

serverfarm REDIRECTFARM
nat server
no nat client
redirect-vserver WWW2
webhost relocation www2.test.com/%p
inservice

H H H H H H

# The following example shows the resulting redirect message which is sent back to the
# client:

10.20.211.100.80 > 10.20.1.100.34893: FP 1:64(63) ack 329 win 2048 (DF)

0x0000 4500 0067 7d95 4000 3e06 d60b 0al4d d364 E..g}.@.>...... d
0x0010 0al4 0164 0050 884d 7093 b53b 4el0b e8a8 ...d.P.Mp..;N...
0x0020 5019 0800 2800 0000 4854 5450 2£f31 2e30 P...(...HTTP/1.0
0x0030 2033 3032 2046 6f75 6e64 200d Oadc 6£f63 .302.Found. . .Loc
0x0040 6174 696f 6e3a 2068 7474 703a 2f£2f 7777 ation:.http://ww
0x0050 7732 2e74 6573 742e 636f 6d2f 7370 6£f72 w2.test.com/spor
0x0060 7473 2£0d4 0a0d Oa ts/....

# In other cases, you may need to redirect an HTTP request to an HTTPS VIP, on the
same or

# on a remote CSM. In that case, the URL request must change from http:// to https://
# You can do this by using the parameter ssl 443

# The configuration would then be as follows:

serverfarm REDIRECTFARM
nat server
no nat client
redirect-vserver WWW2
webhost relocation www2.test.com/%p
ssl 443
inservice

H H H H H H H

# The following is the resulting redirect message sent back to the client.

10.20.211.100.80 > 10.20.1.100.34888: FP 1:65(64) ack 329 win 2048 (DF)

0x0000 4500 0068 2cda 4000 3e06 26c6 0ald d364 E..h,.@.>.&....d
0x0010  0al4 0164 0050 8848 7088 b087 2le5 a627 ...d.P.Hp...!..
0x0020 5019 0800 £39e 0000 4854 5450 2£f31 2e30 P.o...... HTTP/1.0
0x0030 2033 3032 2046 6£f75 6e64 200d Oadc 6£63 .302.Found. . .Loc
0x0040 6174 696f 6e3a 2068 7474 7073 3a2f 2£77 ation:.https://w
0x0050 7777 322e 7465 7374 2e63 6f6d 2£73 706f ww2 . test.com/spo
0x0060 7274 732f 0d0a 0d0a rts/. ..
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Content Switching Module CSM;

CSM Address Resolution Protocol ARP
ping
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CSM Syslog
Cisco I0S

CSM_SLB_level-code

B-1
B-1
LOG_EMERG 0/* */
LOG_ALERT 1/* */
LOG_CRIT 2 [* */
LOG_ERR 3/* */
LOG_WARNING 4 /* */
LOG_NOTICE 5/* */
LOG_INFO 6 /* */
LOG_DEBUG 7/* */
CSM_SLB-3-IDB_ERROR Unknown error occurred while configuring
IDB
Multilayer Switch Feature Card MSFC; CSM
MSFC IDPROM
MSFC IDPROM
CSM_SLB-3-OUTOFMEM Module [dec] memory error
CSM
CSM_SLB-3-PORTCHANNEL Portchannel allocation failed for module
[dec]

CSM

CSM

CSM_SLB-3-RELOAD Module [dec] configuration reload failed
MSFC CSM
CLI CSM

CSM
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CSM_SLB-3-UNEXPECTED Module [dec] unexpected error
CSM_SLB-3-REDUNDANCY Module [dec] FT error
CSM_SLB-4-REDUNDANCY_WARN Module [dec] FT warning
CSM_SLB-6-REDUNDANCY_INFO Module %d FT info
CSM_SLB-3-ERROR Module [dec] error
CSM_SLB-4-WARNING Module [dec] warning
CSM_SLB-6-INFO Module [dec] info

CSM_SLB-3-VERMISMATCH Module [dec] image version mismatch

MSFC CSM MSEC
Release 12.1(8)EX CSM
Release 2.1(1)

CSM CSM MSFC

CSM_SLB-4-ARPCONFIG Module [dec] ARP configuration error

ARP

ARP

CSM_SLB-4-ERRPARSING Module [dec] configuration warning
SLB-REGEX: Syntactiv error in regular expression <x>.
SLB-REGEX: Parse error in regular expression <x>.

URL Cookie

CSM_SLB-4-INVALIDID Module [dec] invalid ID
CSM_SLB-4-DUPLICATEID Module [dec] duplicate ID

2

CLI

CSM_SLB-4-PROBECONFIG Module [dec] probe configuration error

CSM
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CSM_SLB-4-REGEXMEM Module [dec] regular expression memory error
SLB-LCSC: Error detected while downloading URL configuration for vserver %s.
SLB-LCSC: Error detected while downloading COOKIE policy map for vserver <x>.
SLB-LCSC: Error detected while downloading COOKIE <x> for vserver <x>.
SIB-ICC: There was an error downloading the configuration to hardware
IBIC: detoimmufficiatmeny. e the 'sowipsibreoy”
SLB-LCSC: command to gather information about memory usage.

URL Cookie
CSM
10 name*

CSM_SLB-4-TOPOLOGY Module [dec] warning
CSM

CSM

CSM_SLB-4-VERWILDCARD Received CSM-SLB module version wildcard
on slot

CSM CSM

SLB-DIAG: WatchDog task not responding.
SLB-DIAG: Fatal Diagnostic Error %x, Info %x.
SLB-DIAG: Diagnostic Warning %$x, Info %x.

CSM

SLB-FT: Heartbeat intervals are not identical between ft pair.
SLB-FT: heartbeat interval is identical again
SLB-FT: The configurations are not identical between the members of the fault
tolerant pair.

2 CSM

SLB-FT: Standby is not monitoring active now.

CSM 2
CSM CSM
CSM
CSM HA
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APPENDIX

CSM XML DTD

Document Type Definition DTD Content Switching Module CSM;
XML p.8-27

CSM XML DTD

<!--
/*
* cisco_csm.dtd - XML DTD for CSM 4.2

*

* January 2005 Paul Mathison

*

* Copyright (c) 2002, 2003-2005 by cisco Systems, Inc.
* All rights reserved

*/

-—>

<!--

Notes:

Each element refers to a particular IOS CLI command.

Each attribute refers to a command parameter.

Except where noted, all "name" attributes are strings of length

1 to 15, with no whitespace.

IP address and mask attributes use standard "x.x.x.x" format.

-——>

<!--
LR R R R R R R R R R R R EEEEEEREEEEEEEEEEEEEREEEEEEEEEES]

Elements and attributes required by various other elements
IR R R RS SR SR SRR SRR E SRR R RS RS E R EE SRS EREEEEREREEEEEESEREESEESS

-—>

<!ELEMENT inservice EMPTY>
<!ATTLIST inservice
sense (yes | no) #IMPLIED

<!ELEMENT inservice_standby EMPTY>
<!ATTLIST inservice_standby
sense (yes | no) #IMPLIED

<!--
backup_name is a string of length 1 to 15
backup_sticky default is "no"

-—>

<!ELEMENT serverfarm_ref EMPTY>
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<!ATTLIST serverfarm_ref

sense (yes | no) #IMPLIED
name CDATA #REQUIRED
backup_name CDATA #IMPLIED
backup_sticky (yes | no) #IMPLIED
>
<!--

value is between 1 and 4294967295
-2
<!ELEMENT maxconns EMPTY>
<!ATTLIST maxconns

sense (yes | no) #IMPLIED

value NMTOKEN #REQUIRED

<!--
id is between 1 and 255
-—>
<!ELEMENT reverse_sticky EMPTY>
<!ATTLIST reverse_sticky
sense (yes | no) #IMPLIED
id NMTOKEN #REQUIRED

<!--
Fhkhkkhkhkdhkhkhkhkdkhkhhkhdhkhhkhdhhhkhdkhhhkhdkhdhkdhhkhdhkdhhkdhdkrkdhkrdkrkdkhkrdkrkdrkrdxxx

Elements and attributes required for env_variable
RS S S S S S S S S S S S S EE SRR RS EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE]

-—>

<!--
name is a string of length 1 to 31
expression is a string of length 0 to 127
-—>
<!ELEMENT env_variable EMPTY>
<!ATTLIST env_variable

sense (yes | no) #IMPLIED
name CDATA #REQUIRED
expression CDATA #REQUIRED
>
<!--

EE R R R R R R

Elements and attributes required for owner
IR R R R R SR SR SRS R R SRR SR SRR R RS SRR EE SRS EREEEEREREEEEEESEREESEESS
-—>
<!--
RS S S S S S S S S E S S EEEEE RS S EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEESE]
Elements and attributes required for owner_conn.
This is READ ONLY

EE R R R R R R

-—>

<!ELEMENT owner_conn EMPTY>
<!ATTLIST owner_conn

connection NMTOKEN #IMPLIED
total_conns NMTOKEN #IMPLIED
max_conns_dropped NMTOKEN #IMPLIED
>
<!--

string is of length 1 to 200
-2
<!ELEMENT billing_info EMPTY>
<!ATTLIST billing_info

sense (yes | no) #IMPLIED

string CDATA #REQUIRED
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<!--
string is of length 1 to 200
-2
<!ELEMENT contact_info EMPTY>
<!ATTLIST contact_info
sense (yes | no) #IMPLIED
string CDATA #REQUIRED

<!ELEMENT owner (maxconns?, billing_info?, contact_info?, owner_conn?)>
<!ATTLIST owner

sense (yes | no) #IMPLIED

name CDATA #REQUIRED

<!--
R E R SR RS EEEEEEEEEEEEEEREEREREEEEREREEEEEEEEESEEEEEEESEESEEEESEEESES

Elements and attributes required for xml_vlan. This is READ ONLY.
R SRR S S S S S S SRS S S S SRS EE SR SRS SRR EEEEREEEEEEEEEEEEEEEEEEEEEEEES
—-—>
<!ELEMENT xml_vlan EMPTY>
<!ATTLIST xml_vlan

id NMTOKEN #IMPLIED

ipaddress NMTOKEN #IMPLIED

<!--
R R S S S S S S SRS SRS S SRS E SRS EEE SRR EEEEEEEEEEEEEEEEEEEEEEEEE]
Elements and attributes required for xml_client. This is READ ONLY.
IR R S S S S S S S S E S EEE S E SRS S SRR SR RS SR SRR EEEEEEEEEEEEEEEEEEEEEEE]
-2
<!ELEMENT xml_client EMPTY>
<!ATTLIST xml_client
list NMTOKEN #IMPLIED

<!--
IR R RS R SR SR SRR RS SR SRR SRR RS E R RS SEEE SRR EEEEEEEEREEEEEEEEEEES
Elements and attributes required for xml_connections.
This is READ ONLY.
IR R RS S S S SR SRS RS SR SRR RS R RS R R SRR R R R R EREEEEEEEEEEEEEEEEEES
—-—>
<!ELEMENT xml_connections EMPTY>
<!ATTLIST xml_connections
current NMTOKEN #REQUIRED
total NMTOKEN #REQUIRED
failed NMTOKEN #REQUIRED
security_ failed NMTOKEN #REQUIRED
total_requests NMTOKEN #REQUIRED
failed_requests NMTOKEN #REQUIRED

<!--

IR R R RS S S SR SRS RS SR SRR SRR RS R R SRS E SRR R R EREEEEEEEEEEEEESEEEEES
Elements and attributes required for xml_stats.
This is READ ONLY.

khkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhkhkhkhkhkhkhkhhkhhhkhkhkdddhhhdhdddhdhdhhdddddddddddrrrhrrxx

-—>

<!ELEMENT xml_stats (xml_vlan?, xml_client?, xml_connections?)>
<!ATTLIST xml_stats

status CDATA #REQUIRED

port NMTOKEN #REQUIRED
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<!--
R R R R R R R R R R R R R R R R R R R R R R R R R EEEEEEEEEEEEEEEEEEEEEEEEEEEEEESS

Elements and attributes required for vlan
RS S S S S S S S S S S S EEESEEEEES S EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE]

-—>

<!ELEMENT vlan_address EMPTY>
<!ATTLIST vlan_address

sense (yes | no) #IMPLIED
ipaddress NMTOKEN #REQUIRED
ipmask NMTOKEN #REQUIRED

<!ELEMENT gateway EMPTY>
<!ATTLIST gateway
sense (yes | no) #IMPLIED
ipaddress NMTOKEN #REQUIRED

<!--
gateway uses standard x.x.x.x format
-—>
<!ELEMENT route EMPTY>
<!ATTLIST route

sense (yes | no) #IMPLIED
ipaddress NMTOKEN #REQUIRED
ipmask NMTOKEN #REQUIRED
gateway NMTOKEN #REQUIRED

<!ELEMENT alias EMPTY>
<!ATTLIST alias

sense (yes | no) #IMPLIED
ipaddress NMTOKEN #REQUIRED
ipmask NMTOKEN #REQUIRED
>
<!--

id is between 2 and 4094

Maximum of 7 gateways per vlan

Maximum of 4095 routes per vlan

Maximum of 255 aliases per vlan

Global maximum of 255 unique vlan_addresses

Global maximum of 255 vlan gateways (including routed gateways)
-—>
<!ELEMENT vlan (vlan_address?, gateway*, route*, alias*)>
<!ATTLIST vlan

sense (yes | no) #IMPLIED
id NMTOKEN #REQUIRED
type (client | server) #REQUIRED
>
<!--

khkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhkddhdddddhhddddddddddddrrrrrxkxx

Elements and attributes required for script_file, script_task
and script
IR R R S S SR SR SRR R SRS E SRS EE R RS S SRR EE SRS EREEEEREREEEEEESEREESEESS

-—>

<!--
url is a string of length 1 to 200
-2
<!ELEMENT script_file EMPTY>
<!ATTLIST script_file
sense (yes | no) #IMPLIED
url CDATA #REQUIRED
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<!--
id is between 1 and 100
name is a string of length 1 to 31
arguments is a string of length 0 to 199
num_runns, last_exit_code, status_string, start_time,
end_time, last_error_line, last_error,
last_error_info are READ ONLY fields

-—>
<!ELEMENT script_task EMPTY>
<!ATTLIST script_task

sense (yes | no) #IMPLIED
id NMTOKEN #REQUIRED
name CDATA #REQUIRED
arguments CDATA #IMPLIED
num_runs NMTOKEN #IMPLIED
last_exit_code NMTOKEN #IMPLIED
status_string CDATA #IMPLIED
start_time CDATA #IMPLIED
end_time CDATA #IMPLIED
last_error_line NMTOKEN #IMPLIED
last_error CDATA #IMPLIED
last_error_info CDATA #IMPLIED

<!--

This is READ ONLY.
-—>
<!ELEMENT script EMPTY>
<!ATTLIST script

name CDATA #IMPLIED
url CDATA #IMPLIED
size NMTOKEN #IMPLIED
load_time CDATA #IMPLIED
code CDATA #IMPLIED

<!--
IR R R RS SR SR SRR SRR RS E R R RS RS EE SRS EREEEEEEREEEEEESEREESEESS
Elements and attributes required for probe

EE R R R R R

-—>

<!l--
value is between 2 and 65535 (default is 300)
-——>
<!ELEMENT probe_failed EMPTY>
<!ATTLIST probe_failed
sense (yes | no) #IMPLIED
value NMTOKEN #REQUIRED

<!--
value is between 2 and 65535 (default is 120)
-——>
<!ELEMENT probe_interval EMPTY>
<!ATTLIST probe_interval
sense (yes | no) #IMPLIED
value NMTOKEN #REQUIRED

<!l--
value is between 0 and 65535 (default is 3)
-—>
<!ELEMENT probe_retries EMPTY>
<!ATTLIST probe_retries
sense (yes | no) #IMPLIED
value NMTOKEN #REQUIRED
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<!--
value is between 1 and 65535 (default 10)
-2
<!ELEMENT probe_open EMPTY>
<!ATTLIST probe_open
sense (yes | no) #IMPLIED
value NMTOKEN #REQUIRED

<!--
value is between 1 and 65535 (default 10)
—-——>
<!ELEMENT probe_receive EMPTY>
<!ATTLIST probe_receive
sense (yes | no) #IMPLIED
value NMTOKEN #REQUIRED

<!--
value is between 1 and 65535
-2
<!ELEMENT probe_port EMPTY>
<!ATTLIST probe_port
sense (yes | no) #IMPLIED
value NMTOKEN #REQUIRED

<!--
string is of length 1 to 64
-2
<!ELEMENT probe_domain EMPTY>
<!ATTLIST probe_domain
sense (yes | no) #IMPLIED
string CDATA #REQUIRED

<!ELEMENT probe_address EMPTY>
<!ATTLIST probe_address

sense (yes | no) #IMPLIED
ipaddress NMTOKEN #REQUIRED
mode (transparent | routed) "transparent"

<!ELEMENT probe_expect_address EMPTY>
<!ATTLIST probe_expect_address
sense (yes | no) #IMPLIED
ipaddress NMTOKEN #REQUIRED

<!--
expression is a string of length 1 to 200
-—>
<!ELEMENT probe_header EMPTY>
<!ATTLIST probe_header

sense (yes | no) #IMPLIED
name CDATA #REQUIRED
expression CDATA #REQUIRED

<!--
user is a string of length 1 to 15
password is a string of length 1 to 15
-—>
<!ELEMENT probe_credentials EMPTY>
<!ATTLIST probe_credentials
sense (yes | no) #IMPLIED
user CDATA #REQUIRED
password CDATA nn
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<!--

url is a string of length 1 to 200
—-—>
<!ELEMENT probe_request EMPTY>
<!ATTLIST probe_request

sense (yes | no) #IMPLIED
method (get | head) #REQUIRED
url CDATA ny

<!--
min_code is between 0 and 999
max_code default is match min_code
—-—>
<!ELEMENT probe_expect_status EMPTY>
<!ATTLIST probe_expect_status

sense (yes | no) #IMPLIED
min_code NMTOKEN #REQUIRED
max_code NMTOKEN #IMPLIED

<!--
name is a string of length 1 to 31
arguments is a string of length 0 to 199
-2
<!ELEMENT script_ref EMPTY>
<!ATTLIST script_ref

sense (yes | no) #IMPLIED
name CDATA #REQUIRED
arguments CDATA #IMPLIED

<!l--

secret is a string of length 1 to 32
-—>
<!ELEMENT probe_secret EMPTY>
<!ATTLIST probe_secret

sense (yes | no) #IMPLIED

secret CDATA #REQUIRED

<!--
Maximum of 255 probe_headers per http_probe
probe_address must use mode "routed"
-——>
<!ELEMENT http_probe (probe_failed?, probe_interval?, probe_retries?,
probe_open?, probe_receive?, probe_port?, probe_address?,
probe_request?, probe_credentials?, probe_header*,
probe_expect_status*)

<!--
Maximum of 255 probe_expect_addresses per dns_probe
probe_address must use mode "routed"
-2
<!ELEMENT dns_probe (probe_failed?, probe_interval?, probe_retries?,
probe_receive?, probe_port?, probe_address?, probe_domain?,
probe_expect_address*)

<!--
probe_address must use mode "transparent"
-—>
<!ELEMENT icmp_probe (probe_failed?, probe_interval?, probe_retries?,
probe_receive?, probe_address?)
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<!ELEMENT tcp_probe (probe_failed?, probe_interval?, probe_retries?,
probe_open?, probe_port?)
>
<!ELEMENT udp_probe (probe_failed?, probe_interval?, probe_retries?,
probe_receive?, probe_port?)
>
<!ELEMENT smtp_probe (probe_failed?, probe_interval?, probe_retries?,
probe_open?, probe_receive?, probe_port?,
probe_expect_status*)
>
<!ELEMENT telnet_probe (probe_failed?, probe_interval?, probe_retries?,
probe_open?, probe_receive?, probe_port?,
probe_expect_status*)
>
<!ELEMENT ftp_probe (probe_failed?, probe_interval?, probe_retries?,
probe_open?, probe_receive?, probe_port?,
probe_expect_status*)
>
<!ELEMENT script_probe (probe_failed?, probe_interval?, probe_retries?,
probe_open?, probe_receive?, probe_port?, script_ref?)
>
<!--
probe_address must use mode "routed"
-—>
<!ELEMENT kalap_udp_probe (probe_failed?, probe_interval?, probe_retries?,
probe_receive?, probe_port?, probe_address?,
probe_secret?)
>
<!--
probe_address must use mode "routed"
—-—>
<!ELEMENT kalap_tcp_probe (probe_failed?, probe_interval?, probe_retries?,
probe_open?, probe_receive?, probe_port?,
probe_address?, probe_secret?)
>
<!ELEMENT probe (http_probe | dns_probe | icmp_probe | tcp_probe | udp_probe |
smtp_probe | telnet_probe | ftp_probe | script_probe |
kalap_udp_probe | kalap_tcp_probe)
>
<!ATTLIST probe
sense (yes | no) #IMPLIED
name CDATA #REQUIRED
type (http | dns | icmp | tcp | udp |
smtp | telnet | ftp | script |
kal-ap-udp | kal-ap-tcp) #REQUIRED
>
<!--
IR R R R R SR SR SRR SRR RS R R R RS RS E R R R SRS EREEEEREREEEESEEEREESEESS
Elements and attributes required for natpool
RS S S S S S S EE S E S SEEEEEE RS S EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE]
-—>
<!--
Global maximum of 255 natpool addresses
-—>
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<!ELEMENT natpool EMPTY>
<!ATTLIST natpool

sense (yes | no) #IMPLIED
name CDATA #REQUIRED
first_ip NMTOKEN #REQUIRED
last_ip NMTOKEN #REQUIRED
ipmask NMTOKEN #REQUIRED

<!--
R R R R R R R R R R R R EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEESS

Elements and attributes required by maps
RS S S S S S S S S S S EEEEE RS SRS S EEEEEEEEEEEEEEEEEEEEEEEEEEEEEE]

-—>

<!l--
url is a string of length 1 to 200
method is a string of length 1 to 15 (e.g. GET)
—-—>
<!ELEMENT url_rule EMPTY>
<!ATTLIST url_rule
sense (yes | no) #IMPLIED
url CDATA #REQUIRED
method CDATA #IMPLIED

<!--
name is a string of length 1 to 63
expression is a string of length 1 to 127
-—>
<!ELEMENT cookie_rule EMPTY>
<!ATTLIST cookie_rule

sense (yes | no) #IMPLIED
name CDATA #REQUIRED
expression CDATA #REQUIRED

<!l--
name is a string of length 1 to 63
expression is a string of length 1 to 127
-2
<!ELEMENT header_rule EMPTY>
<!ATTLIST header_rule

sense (yes | no) #IMPLIED
name CDATA #REQUIRED
expression CDATA #REQUIRED
type (match | insert) "match"

<!l--
min_code and max_code are between 100 and 599
threshold is between 1 and 4294967295, no effect for count action
reset is between 0 and 4294967295 (0 means no reset)

-——>

<!ELEMENT retcode_rule EMPTY>

<!ATTLIST retcode_rule

sense (yes | no) #IMPLIED
min_code NMTOKEN #REQUIRED
max_code NMTOKEN #REQUIRED
action (count | log | remove) #REQUIRED
threshold NMTOKEN #REQUIRED
reset NMTOKEN "o

<!--
domain is a string of length 1 to 127
-—>
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<!ELEMENT dns_rule EMPTY>
<!ATTLIST dns_rule
sense (yes | no) #IMPLIED
domain CDATA #REQUIRED

<!--

Maximum of 1023 url_rules per map
—-—>
<!ELEMENT url_map (url_rule*)>
<!ATTLIST url_map

sense (yes | no) #IMPLIED

name CDATA #REQUIRED

<!l--

Maximum of 5 cookie_rules per map
—-—>
<!ELEMENT cookie_map (cookie_rule*)>
<!ATTLIST cookie_map

sense (yes | no) #IMPLIED

name CDATA #REQUIRED

<!--

Maximum of 5 header_rules per map
—-—>
<!ELEMENT header_map (header_rule*)>
<!ATTLIST header_map

sense (yes | no) #IMPLIED

name CDATA #REQUIRED

<!l--

Maximum of 100 retcodes (not ranges) per map
-——>
<!ELEMENT retcode_map (retcode_rule*)>
<!ATTLIST retcode_map

sense (yes | no) #IMPLIED

name CDATA #REQUIRED

<!--

Maximum of 16 dns_rules per map
—-—>
<!ELEMENT dns_map (dns_rule*)>
<!ATTLIST dns_map

sense (yes | no) #IMPLIED

name CDATA #REQUIRED

<!--
EEEEEEEEEEEEEEEEREEEEEEEREEREEEEEEE RS SRR EEEEEEEEEEEEEEEEEEEEEE RN

Elements and attributes required for redirect_server

khkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkdddddddhhddhddddddddddrrrrrxkxx

-—>

<!--
value is between 1 and 65535
-—>
<!ELEMENT ssl_port EMPTY>
<!ATTLIST ssl_port
sense (yes | no) #IMPLIED
value NMTOKEN #REQUIRED

<!--
string is of length 1 to 127
-—>
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<!ELEMENT redirect_relocate EMPTY>
<!ATTLIST redirect_relocate
sense (yes | no) #IMPLIED
string CDATA #REQUIRED
code (301 | 302) "302"

<!--
string is of length 1 to 127
—-—>
<!ELEMENT redirect_backup EMPTY>
<!ATTLIST redirect_backup
sense (yes | no) #IMPLIED
string CDATA #REQUIRED
code (301 | 302) "302"

<!ELEMENT redirect_server (ssl_port?, redirect_relocate?, redirect_backup?,
inservice?)
>
<!ATTLIST redirect_server
sense (yes | no) #IMPLIED
name CDATA #REQUIRED

<!--
dhhkhkkhkdhhkkhdhhkhhdhhhhkdhhdhhhrhhhhhkhdhhhddhhhkddhhkddhhhkdhhkhdhhhdxrrx

Elements and attributes required for named_real_server
RS S S S S S S S S S S S EEE S SRS S SRS EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE]

-—>

<!l--
string is of length 0 to 63
—-—>
<!ELEMENT location EMPTY>
<!ATTLIST location
sense (yes | no) #IMPLIED
string CDATA #REQUIRED

<!ELEMENT real_address EMPTY>
<!ATTLIST real_address
sense (yes | no) #IMPLIED
ipaddress NMTOKEN #REQUIRED

<!ELEMENT named_real_server (real_address?, location?)>
<!ATTLIST named_real_server

sense (yes | no) #IMPLIED

name CDATA #REQUIRED

<!--

IR R RS RS SR SRS RS R R SRS RS R R R SRR SRR R EEEEEEREREREEEESESEEES
Elements and attributes required for state element.
This is READ ONLY.

khkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkddddddhdhdddddhdddrrrdxxx

-—>

<!ELEMENT state EMPTY>

<!ATTLIST state

value (outofservice | operational | standby | outofmemory |
backup_sfarm | init | zombie | closing | estab | synclient |
synserver | synboth | finclient | finserver | failed |
ready_to_test | testing | maxconns | dfp_throttled |
probe_failed | probe_testing | health_failed |
retcode_failed | pending | success |

active | unknown | outofsync | not_connected |

trying_to_connect | connecting | connected |
security_error ) #IMPLIED
Catalyst 6500
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<!--

RS S S S S S S EEE S E S EEEEEEEESEEEEEEEEEREEEEEEEEEEEEEEEEEEEEEEEEESESEE
Elements and attributes required for connections_hits element.
This is READ ONLY.

EE R R R R R R R R R R R

-—>

<!ELEMENT connections_hits EMPTY>
<!ATTLIST connections_hits
value NMTOKEN #IMPLIED

<!--

RS S S S S S S S S S E S EEEEEEEESEEEEEE SRR EEEEEEEEEEEEEEEEEEEEEEEEESESE
Elements and attributes required for sticky_entry element.
This is READ ONLY.

EE R R R R R R R R R R R R R

-—>

<!--

id is between 1 and 255

timeout is between 1 and 65535

ipmask required for ip types

cookie is a string of length 1 to 63, reqg for type=cookie or cookie_insert
header is a string of length 1 to 63, reqg for type=header

ip, cookie_hashl, cookie_hash2, ssl_hashl, ssl_hash2,

header_hashl and header_hash2 are READ ONLY fields.

-—>

<!ELEMENT sticky_entry (sticky_ offset?, cookie_secondary?,
static_sticky?, real_server?)>

<!ATTLIST sticky_entry

id NMTOKEN #REQUIRED
timeout NMTOKEN "1440"
type (ip | cookie | ssl |
ip_src | ip_dest | ip_src_dest |
cookie_insert | header) #REQUIRED
ipmask NMTOKEN #IMPLIED
cookie CDATA #IMPLIED
header CDATA #IMPLIED
ip NMTOKEN #IMPLIED
cookie_hashl NMTOKEN #IMPLIED
cookie_hash2 NMTOKEN #IMPLIED
ssl_hashl NMTOKEN #IMPLIED
ssl_hash2 NMTOKEN #IMPLIED
header_hashl NMTOKEN #IMPLIED
header_hash2 NMTOKEN #IMPLIED
>
<!--

EE R R R R R R

Elements and attributes required for module_connection_stats.
This is READ ONLY.

EE R R R R R R

-—>

<!ELEMENT module_connection_stats EMPTY>
<!ATTLIST module_connection_stats

created NMTOKEN #IMPLIED
destroyed NMTOKEN #IMPLIED
current NMTOKEN #IMPLIED
time_out NMTOKEN #IMPLIED
failed NMTOKEN #IMPLIED
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<!--

IR R R RS SR SR SRR SRR RS E R R RS RS E R R R SRS EEEEEEREREEEEEESEREESEESS
Elements and attributes required for
server_initiated_connection_stats.

This is READ ONLY.

E R R R R R R R

-—>

<!ELEMENT server_initiated_connection_stats EMPTY>
<!ATTLIST server_initiated_connection_stats

created NMTOKEN #IMPLIED
current NMTOKEN #IMPLIED
failed NMTOKEN #IMPLIED
>
<!--

khkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkddddddddhddddhdhddddrdrrrhhxkxx

Elements and attributes required for 14_lb_stats.
This is READ ONLY.

khkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkddddddddhhhhdddddddddrrrrrrxkxx

-—>

<!ELEMENT 14_1b_stats EMPTY>

<!ATTLIST 14_1b_stats
decisions NMTOKEN #IMPLIED
drops NMTOKEN #IMPLIED

<!--

RS S S S S S S S S S S EEEEEE RS S EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE]
Elements and attributes required for 17_1lb_stats.
This is READ ONLY.

EE R R R R R R

-—>

<!ELEMENT 17_1b_stats EMPTY>
<!ATTLIST 17_1b_stats

decisions NMTOKEN #IMPLIED
total_drops NMTOKEN #IMPLIED
max_parse_length_ reached_drops NMTOKEN #IMPLIED
cookie_out_of_mem_drops NMTOKEN #IMPLIED
config_version_mismatch_drops NMTOKEN #IMPLIED
bas_ssl2_format_drops NMTOKEN #IMPLIED

>

<!--

khkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkddddddddhddhddddddddrrrrrrrrkxx

Elements and attributes required for 14_17_1b_stats.

This is READ ONLY.
ok ok ke ok ok ok ok k ok ok ok kK ok ok ok ok k ok ok ok k k ok ok sk ok ok ok ok k ok ok ok k k ok ok k ok ok k k ok Kk ok ok ok ok kK k ok ok Kk

-—>

<!ELEMENT 14_17_1b_stats EMPTY >
<!ATTLIST 14_17_1b_stats

no_policy_drops NMTOKEN #IMPLIED
no_policy_match_drops NMTOKEN #IMPLIED
no_real_drops NMTOKEN #IMPLIED
acl_denied_drops NMTOKEN #IMPLIED
server_initiated_drops NMTOKEN #IMPLIED
>
<!--

khkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkddhdddhhhhdhddhdddddrrrrrrrxkxx

Elements and attributes required for checksum_failures_stats.

This is READ ONLY.
ok k ok ok ok ok ok k ok ok kK ok ok ok ok k ok sk ok ok ok ok ok k ok ok ok k ok ok k ok ok ok ok ok k k ok Kk ok ok ok ok ok ok k ok ok Kk

-—>
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<!ELEMENT checksum_failures_stats EMPTY>
<!ATTLIST checksum_failures_stats

ip NMTOKEN #IMPLIED

tcp NMTOKEN #IMPLIED

<!--

RS S S S S S S S S S S S EEE SRR E S SEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE]
Elements and attributes required for redirect_stats.
This is READ ONLY.

khkhkhkhkhkhkhkhkhkhkhkhkhhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkddhhdddhhdhhhddddddddrrrrhhxxx

-—>

<!ELEMENT redirect_stats EMPTY>
<!ATTLIST redirect_stats
connections NMTOKEN #IMPLIED
drops NMTOKEN #IMPLIED

<!--

RS S S S S S S S S S S S EE S SRS S SRS EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE]
Elements and attributes required for ftp_stats.
This is READ ONLY.

EE R R R R R R

-—>

<!ELEMENT ftp_stats EMPTY>

<!ATTLIST ftp_stats

connections NMTOKEN #IMPLIED
>

<!--

RS S S S S S S S S S E S S EEEEE RS S S EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE]
Elements and attributes required for tx_frame_stats.
This is READ ONLY.

khkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkddddddddhhhdddddddddddrrrrrxkxx

-—>

<!ELEMENT tx_frame_stats EMPTY>
<!ATTLIST tx_frame_stats

unicast NMTOKEN #IMPLIED
multicast NMTOKEN #IMPLIED
broadcast NMTOKEN #IMPLIED
underflow_errors NMTOKEN #IMPLIED
>
<!--

khkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkddddddhhdhddhhdddddddrrrrrrxkxx

Elements and attributes required for rx_frame_stats.
This is READ ONLY.

EE R R R R R R

-—>

<!ELEMENT rx_frame_stats EMPTY>
<!ATTLIST rx_frame_stats

unicast NMTOKEN #IMPLIED
multicast NMTOKEN #IMPLIED
broadcast NMTOKEN #IMPLIED
overflow_errors NMTOKEN #IMPLIED
Ccrc_errors NMTOKEN #IMPLIED
>
<!--

khkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkddhddhhhhhdhdhhdhddhdrrrrrrxkxx

Elements and attributes required for mac_frames_stats.
This is READ ONLY.

khkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkdddddddddhdhhdhddddhddrrrhhxkxx

-—>
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<!ELEMENT mac_frames_stats (tx_frame stats?, rx_frame_stats?)>

<!--

RS S S S S S S S S S E S SEEEEEE RS ESESEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE]
Elements and attributes required for stats.
This is READ ONLY.

EE R R R R R

-—>

<!ELEMENT stats (module_connection_stats?,
server_initiated_connection_stats?,14_1lb_stats?, 17_1b_stats?,
14_17_1b_stats?, checksum_failure_stats?, redirect_stats?,
ftp_stats?, mac_frames_stats?)>

<!--
dFhkhkhkhkdkhhkhkkhkhkhhkhdhkhhkhdhhhkhdkhhhkhdkhdhkdhhkhdhkdhhkdhdkrkdkhkrdrkdkhkrdkrkdkhkrdxkxx

Elements and attributes required for real_server
RS S S S S S S S S S E S S EEESE RS S EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE]

-—>

<!--
value is between 0 and 100
-—>
<!ELEMENT weight EMPTY>
<!ATTLIST weight
sense (yes | no) #IMPLIED
value NMTOKEN #REQUIRED

<!l--
value is between 1 and 4294967295
—-—>
<!ELEMENT minconns EMPTY>
<!ATTLIST minconns
sense (yes | no) #IMPLIED
value NMTOKEN #REQUIRED

<!l--
value is between 2 and 254 (default is 254)
-——>
<!ELEMENT load_threshold EMPTY>
<!ATTLIST load_threshold
sense (yes | no) #IMPLIED
value NMTOKEN #REQUIRED

<!--

tag is a string of length 0 to 32
-2
<!ELEMENT real_probe_ref EMPTY>
<!ATTLIST real_probe_ref

sense (yes | no) #IMPLIED

name CDATA #REQUIRED

tag CDATA #IMPLIED

<!--
either ipaddress or named_real_server_ref is required
port is between 0 and 65535 (0 means no port translation)
—-——>
<!ELEMENT real_server_backup EMPTY>
<!ATTLIST real_server_backup

sense (yes | no) #IMPLIED
ipaddress NMTOKEN #IMPLIED
named_real_server_ref CDATA #IMPLIED
port NMTOKEN "o
>
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<!l--
either ipaddress or named_real_server_ref i1s required
port is between 0 and 65535 (0 means no port translation)
Global maximum of 4095 real_servers
—-—>
<!ELEMENT real_server (weight?, minconns?, maxconns?, load_threshold?,
real_probe_ref?, real_server_backup?, inservice?,
inservice_standby?, serverfarm ref?, state?,
connections_hits?)
>

<!ATTLIST real_server

sense (yes | no) #IMPLIED
ipaddress NMTOKEN #IMPLIED
named_real_server_ref CDATA #IMPLIED
port NMTOKEN "o

<!--

RS SR SRS SRS EE SRS E S SRS EEESEEEEEEEEEEEEEEEREEREEEEEEEEEEEEEEE]
Elements and attributes required for num_reals element
This is READ ONLY.

R R R R R

-—>

<!ELEMENT num_reals EMPTY>
<!ATTLIST num_reals
value NMTOKEN #IMPLIED

<!--

RS S SRR S S SRS RS EEE SRS EEESEEEEEEEEEEEREEEEEREEEEEEEEEEEEEEE]
Elements and attributes required for num_redirect element
This is READ ONLY.

B R R R

-—>

<!ELEMENT num_redirect EMPTY>
<!ATTLIST num_redirect
value NMTOKEN #IMPLIED

<!--
Khhkhkkhkdhhkkhdhhkhhkdhhhhkdhhhhhhrhdhhhhkhdhhhddhhhddhhkddhhkhdhhhddhhkkhrx

Elements and attributes required for serverfarm
IR R R RS SR SR SRR SRR SRR R R RS RS E R EE SRS EREEEEREREEEEEESEREESEES]

-—>

<!ELEMENT retcode_map_ref EMPTY>
<!ATTLIST retcode_map_ref
sense (yes | no) #IMPLIED
name CDATA #REQUIRED

<!--
retries is between 0 and 65534
failed is between 0 and 65535
—-—>
<!ELEMENT health EMPTY>
<!ATTLIST health

sense (yes | no) #IMPLIED
retries NMTOKEN #REQUIRED
failed NMTOKEN #REQUIRED

<!ELEMENT failaction EMPTY>
<!ATTLIST failaction
sense (yes | no) #IMPLIED
value (purge | reassign) #REQUIRED
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<!ELEMENT probe_ref EMPTY>
<!ATTLIST probe_ref
sense (yes | no) #IMPLIED
name CDATA #REQUIRED

<!ELEMENT natpool_ref EMPTY>
<!ATTLIST natpool_ref
sense (yes | no) #IMPLIED
name CDATA #REQUIRED

<!ELEMENT server_nat EMPTY>
<!ATTLIST server_nat
sense (yes | no) #IMPLIED

<!--
value is between 0 and 65533
-—>
<!ELEMENT bind_id EMPTY>
<!ATTLIST bind_id
sense (yes | no) #IMPLIED
value NMTOKEN #REQUIRED

<!--
hash_ip_type and ipmask valid only when value = hash_ip
-—>
<!ELEMENT predictor EMPTY>
<!ATTLIST predictor

sense (yes | no) #IMPLIED
value (roundrobin | leastconns |
hash_ip | hash_url | forward) #REQUIRED
hash_ip_type (source | destination | both) "both"
ipmask NMTOKEN "255.255.255.255"

<!ELEMENT dns_predictor EMPTY>
<!ATTLIST dns_predictor

sense (yes | no) #IMPLIED
value (roundrobin | ordered-list |

leastload | hash_domain |

hash_ip | hash_ip_domain) #REQUIRED

<!ELEMENT serverfarm (predictor?, natpool_ref?, server_nat?, health?,
bind_id?, retcode_map_ref?, failaction?,
redirect_server*, real_server*, probe_ref*,
num_reals?, num_redirect?)
>
<!ATTLIST serverfarm
sense (yes | no) #IMPLIED
name CDATA #REQUIRED

<!--
real_server "port" attribute is ignored
-—>
<!ELEMENT dns_serverfarm (dns_predictor?, real_server*, num_reals?)>
<!ATTLIST dns_serverfarm
sense (yes | no) #IMPLIED
name CDATA #REQUIRED
type (dns-vip | dns-ns) #REQUIRED
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<!--
R R R R R R R R R R R R R R R R R R R R R R R R R EEEEEEEEEEEEEEEEEEEEEEEEEEEEEESS

Elements and attributes required for sticky_ group
RS S S S S S S S S S S S EEESEEEEES S EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE]

-—>

<!l--
src_ip and dest_ip are necessary for IP-based sticky_groups
expression is necessary for SSL, cookie, and header-based sticky_groups
expression is a string of length 0 to 127

—-—>

<!ELEMENT static_sticky EMPTY>

<!ATTLIST static_sticky

sense (yes | no) #IMPLIED
real_ip NMTOKEN #REQUIRED
expression NMTOKEN #IMPLIED
src_ip NMTOKEN #IMPLIED
dest_ip NMTOKEN #IMPLIED

<!--
This only applies to cookie and header-based sticky_groups
offset is between 0 and 3999
length is between 1 and 4000
—-—>
<!ELEMENT sticky offset EMPTY>
<!ATTLIST sticky_offset
sense (yes | no) #IMPLIED
offset NMTOKEN #REQUIRED
length NMTOKEN #REQUIRED

<!--
This only applies to cookie-based sticky_groups
name is a string of length 1 to 63
-—>
<!ELEMENT cookie_secondary EMPTY>
<!ATTLIST cookie_secondary
sense (yes | no) #IMPLIED
name CDATA #REQUIRED

<!--
id is between 1 and 255
timeout is between 1 and 65535
ipmask required for ip types
cookie is a string of length 1 to 63, req for type=cookie or cookie_insert
header is a string of length 1 to 63, reqg for type=header
"ip" and "num_conns" are READ ONLY fields.
—-—>
<!ELEMENT sticky_group (sticky_offset?, cookie_secondary?,
static_sticky?, real_server?)>
<!ATTLIST sticky_group

sense (yes | no) #IMPLIED
id NMTOKEN #REQUIRED
timeout NMTOKEN "1440"
type (ip | cookie | ssl |
ip_src | ip_dest | ip_src_dest |
cookie_insert | header) #REQUIRED
ipmask NMTOKEN #IMPLIED
cookie CDATA #IMPLIED
header CDATA #IMPLIED
ip NMTOKEN #IMPLIED
num_conns NMTOKEN #IMPLIED
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<!--
R R R R R R R R R R R R R R R R R R R R R R R R R EEEEEEEEEEEEEEEEEEEEEEEEEEEEEESS

Elements and attributes required for policy
RS S S S S S S S S S S S EEESEEEEES S EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE]

-—>

<!ELEMENT url_map_ref EMPTY>
<!ATTLIST url_map_ref
sense (yes | no) #IMPLIED
name CDATA #REQUIRED

<!ELEMENT cookie_map_ref EMPTY>
<!ATTLIST cookie_map_ref
sense (yes | no) #IMPLIED
name CDATA #REQUIRED

<!ELEMENT header_map_ref EMPTY>
<!ATTLIST header_map_ref
sense (yes | no) #IMPLIED
name CDATA #REQUIRED

<!ELEMENT dns_map_ref EMPTY>
<!ATTLIST dns_map_ref
sense (yes | no) #IMPLIED
name CDATA #REQUIRED

<!--

order is between 1 and 3 (corresponds to "primary", "secondary",

ttl is between 1 and 604800 (default is 20)
response_count is between 1 and 8 (default is 1)
-2
<!ELEMENT dns_serverfarm_ref EMPTY>
<!ATTLIST dns_serverfarm_ ref
sense (yes | no) #IMPLIED

order NMTOKEN #REQUIRED
name CDATA #REQUIRED
ttl NMTOKEN #IMPLIED

response_count NMTOKEN #IMPLIED

<!--
Reference to an IOS standard IP access list
Specify either the id (range 1 to 99) or name
name is a string of length 1 to 200

-—>

<!ELEMENT client_group_ref EMPTY>

<!ATTLIST client_group_ref
sense (yes | no) #IMPLIED
name CDATA #IMPLIED
id NMTOKEN #IMPLIED

<!--
id is between 1 and 255
-2
<!ELEMENT sticky_group_ref EMPTY>
<!ATTLIST sticky_group_ref
sense (yes | no) #IMPLIED
id NMTOKEN #REQUIRED

<!--
value is between 0 and 63

-—>
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<!ELEMENT dscp EMPTY>
<!ATTLIST dscp
sense (yes | no) #IMPLIED
value NMTOKEN #REQUIRED

<!ELEMENT policy (serverfarm_ref?, client_group_ref?, sticky_group_ref?,
reverse_sticky?, dscp?, url_map_ref?, cookie_map_ref?,
header_map_ref?)
>
<!ATTLIST policy
sense (yes | no) #IMPLIED
name CDATA #REQUIRED

<!l--
Maximum of 3 dns_serverfarm refs per dns_policy (one for each order)
—-—>
<!ELEMENT dns_policy (dns_serverfarm ref*, client_group_ref?, dns_map_ref?)>
<!ATTLIST dns_policy
sense (yes | no) #IMPLIED
name CDATA #REQUIRED

<!--

R S S SR RS S RS ES SRS E S SRS S SEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE]
Elements and attributes required for num_conns element.
This is READ ONLY.

R R R R

-—>

<!ELEMENT num_conns EMPTY>
<!ATTLIST num_conns
value NMTOKEN #IMPLIED

<!--

RS S S SRR S SRS SRS E SR SRS S S EEEEEEEEEEEEEEEEEEEEEEEEEE]
Elements and attributes required for arp element

This is READ ONLY.

R R R R R R

-—>

<!ELEMENT arp EMPTY>
<!ATTLIST arp
macaddress NMTOKEN #IMPLIED
ipaddress NMTOKEN #IMPLIED
vlan_id NMTOKEN #IMPLIED
type NMTOKEN #IMPLIED
status NMTOKEN #IMPLIED
misses NMTOKEN #IMPLIED

<!--

IR R R SRS S SRS SRR SR SRS EE R SRS E SRR SRR EREEEEEEREREEEESEREEESEEST]
Elements and attributes required for gslb_client_group element
This is READ ONLY.

khkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkdhhdhdhdhdhddhdhddhdddddrrrrrdkxx

-—>

<!ELEMENT gslb_client_group EMPTY>
<!ATTLIST gslb_client_group

acl_name CDATA #IMPLIED
acl_id NMTOKEN #IMPLIED
cl_grp_hit_countNMTOKEN #IMPLIED
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<!--

RS S S S E S S SRS SRS EEEEE S ESEESEEEEEEEEEEREEEEEEEEEEEEEEEEEEEEEEES
Elements and attributes required for gslb_dns element

This is READ ONLY.

R R R R R

-—>

<!ELEMENT gslb_dns EMPTY>

<!ATTLIST gslb_dns
dns_queries_rcvdNMTOKEN #IMPLIED
dns_host_addr_query_rcvdNMTOKEN #IMPLIED
dns_responses_sentNMTOKEN #IMPLIED
dns_responses_no_errNMTOKEN #IMPLIED
dns_responses_errNMTOKEN #IMPLIED
dns_queries_unmatchedNMTOKEN #IMPLIED
dns_drops NMTOKEN #IMPLIED
dns_ns_fwd_sentNMTOKEN #IMPLIED
dns_ns_fwd_resp_rcvdNMTOKEN #IMPLIED
dns_curr_req per_secNMTOKEN #IMPLIED
dns_peak_req per_secNMTOKEN #IMPLIED

<!--

IR R RS RS SR SRS E SRR SR SRS EEEE SRS E SRR R SRR EEEEEEREREREESEESESEES
Elements and attributes required for gslb_probe element
This is READ ONLY.

khkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkdddhdddhddddddddddrrrdxxx

-—>

<!ELEMENT gslb_probe EMPTY>
<!ATTLIST gslb_probe

probe_type CDATA #IMPLIED

probe_successes NMTOKEN #IMPLIED
probe_failures NMTOKEN #IMPLIED
probe_pkts_sent NMTOKEN #IMPLIED
probe_pkts_rcvd NMTOKEN #IMPLIED

<!--

R R R R

Elements and attributes required for gslb element
This is READ ONLY.

khkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhddhddddhdddddddddrrrrxxx

-—>

<!ELEMENT gslb (gslb_probe*, gslb_dns?, gslb_client_group?)>

<!--

IR R RS RS S S SRS E SRR SR SRS EEEE SRS EEEE R R SRR EEEEREREREEEESESSEES
Elements and attributes required for probe_real element
This is READ ONLY.

khkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkdddddhdddhddddddddrrrrxx*x

-—>

<!ELEMENT probe_real (state?)>
<!ATTLIST probe_real

real_ip NMTOKEN #IMPLIED
port NMTOKEN #IMPLIED
probe_name CDATA #IMPLIED

vserver_name CDATA #IMPLIED
sfarm_name CDATA #IMPLIED
policy_name CDATA #IMPLIED

status CDATA #IMPLIED
current CDATA #IMPLIED
successes CDATA #IMPLIED
last_success CDATA #IMPLIED
failures CDATA #IMPLIED
last_failure CDATA #IMPLIED
>
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<!--
IR R RS RS SR SRS E SRR SR SRS EEEE RS EEEEEEEEEEEEEEREREREESEESESSEES
Elements and attributes required for downloaded_config

element . This is READ ONLY.
IR R RS RS S S SRS E SRR SR SRS EEEE SRS EEEEEEEEEREEEEREREREESEESESEES

—-—>
<!ELEMENT downloaded_config (state?)>

<!--

IR R RS RS S SRS E SRR SRS RS EEEE SRS EEEEEEEEEEEEEEREREREESEESESEES
Elements and attributes required for status element
This is READ ONLY.

khkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkdddddhdhhdddddddddrrrdxkxx

-—>

<!ELEMENT status (downloaded_config?)>
<!ATTLIST status
slot NMTOKEN #IMPLIED

<!--

IR R RS RS SR SRS E SRR SR SRS EEEE SRS E SRR R SRR EEEEEEREREREEEESESEES
Elements and attributes required for conns element

This is READ ONLY.

khkhkhkhkhkhkhkhkhhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkddddhdhhhhdddddddddrhrxxx

-—>

<!ELEMENT conns (state?)>
<!ATTLIST conns
type (in | out) #IMPLIED

protocol NMTOKEN #IMPLIED
vlan NMTOKEN #IMPLIED
src_port NMTOKEN #IMPLIED
src_ip NMTOKEN #IMPLIED
dest_port NMTOKEN #IMPLIED
dest_ip NMTOKEN #IMPLIED
vname NMTOKEN#IMPLIED

ftp NMTOKEN #IMPLIED
csrp NMTOKEN #IMPLIED
>

<!--
khkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkddddddhddhdddddddddrrrxxx
Elements and attributes required for memory element

This is READ ONLY.
dokkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk ok kkk ok kk ok kk k& &k k&

-—>

<!ELEMENT memory EMPTY>
<!ATTLIST memory

vserver_name CDATA #IMPLIED
error_string NMTOKEN #IMPLIED
total_bytes NMTOKEN #IMPLIED
first_type_memory NMTOKEN #IMPLIED
second_type_memory NMTOKEN #IMPLIED
total_first_type_memory NMTOKEN #IMPLIED
max_first_type_memory NMTOKEN #IMPLIED
total_second_type_memory NMTOKEN #IMPLIED
max_second_type_memory NMTOKEN #IMPLIED
>

<!--

RS SRS RS S SRS RS S EEE SR SRS S S EEEEEEEEEEEEEEEEEEEEEEEEEE]
Elements and attributes required for pvlan element

This is READ ONLY.

R R R R R

-—>
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<!ELEMENT pvlan EMPTY>

<!ATTLIST pvlan
primary NMTOKEN #IMPLIED
secondary NMTOKEN #IMPLIED
>

<!--
LR R R R R R R EEEEEEEEEEEEEEEEEESEEEEEEEESEEEEEEEEESESEEEEEES]

Elements and attributes required for clear_conns element
RS S SRS SRS RS S EE SRS S S S EEEEEEEEEEEEEEEEEEEEEEEEEEE]

-—>

<!ELEMENT clear_conns (vserver?, real_server?)>
<!ATTLIST clear_conns
type (vserver_name | real_ip) #IMPLIED

<!--
R R R R R R R EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEESS

Elements and attributes required for vserver
RS S S S S S S S S S E S EEEEEE RS ESEEEEEEEEEEEEEEEEREEEEEEEEEEEEEEEEEEE]

-—>

<!l--
protocol is between 0 and 255 (0 = any, 1 = icmp, 6 = tcp, 17 = udp)
port is between 0 and 65535 (0 means any)
ftp and termination service valid only for tcp protocol
rtsp service valid for tcp and udp protocol
per-packet service valid only for non-tcp protocols
—-—>
<!ELEMENT virtual EMPTY>
<!ATTLIST virtual

sense (yes | no) #IMPLIED
ipaddress NMTOKEN #REQUIRED

ipmask NMTOKEN "255.255.255.255"
protocol NMTOKEN #REQUIRED

port NMTOKEN #REQUIRED
service (none | ftp | rtsp |

termination | per-packet) "none"

<!ELEMENT client EMPTY>
<!ATTLIST client

sense (yes | no) #IMPLIED
ipaddress NMTOKEN #REQUIRED
ipmask NMTOKEN "255.255.255.255"
exclude (yes | no) "no"

>

<!--

timeout is between 1 and 65535

group is between 0 and 255 (if nonzero, refers to an ip sticky_group)
-—>
<!ELEMENT sticky EMPTY>
<!ATTLIST sticky

sense (yes | no) #IMPLIED

timeout NMTOKEN #REQUIRED

group  NMTOKEN ng

ipmask NMTOKEN "255.255.255.255"

<!ELEMENT policy_ref EMPTY>
<!ATTLIST policy_ref
sense (yes | no) #IMPLIED
name CDATA #REQUIRED
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<!ELEMENT dns_policy_ref EMPTY>
<!ATTLIST dns_policy_ref
sense (yes | no) #IMPLIED
name CDATA #REQUIRED

<!--
begin and end are strings, 0-length ok
total length of begin and end should not exceed 200
-—>
<!ELEMENT url_hash EMPTY>
<!ATTLIST url_hash
sense (yes | no) #IMPLIED
begin CDATA #REQUIRED
end CDATA #REQUIRED

<!--
value is between 2 and 4094
—-—>
<!ELEMENT vlan_id EMPTY>
<!ATTLIST vlan_id
sense (yes | no) #IMPLIED
value NMTOKEN #REQUIRED

<!--
value is between 2 and 65535
-2
<!ELEMENT idle EMPTY>
<!ATTLIST idle
sense (yes | no) #IMPLIED
value NMTOKEN #REQUIRED

<!--
value is between 1 and 65535
-2
<!ELEMENT pending EMPTY>
<!ATTLIST pending
sense (yes | no) #IMPLIED
value NMTOKEN #REQUIRED

<!ELEMENT replicate_csrp EMPTY>
<!ATTLIST replicate_csrp
sense (yes | no) #IMPLIED
value (sticky | connection) #REQUIRED

<!ELEMENT advertise EMPTY>
<!ATTLIST advertise
sense (yes | no) #IMPLIED
value (always | active) #REQUIRED

<!ELEMENT persistent EMPTY>
<!ATTLIST persistent
sense (yes | no) #IMPLIED

<!l--
value is between 1 and 4000
—-—>
<!ELEMENT parse_length EMPTY>
<!ATTLIST parse_length
sense (yes | no) #IMPLIED
value NMTOKEN #REQUIRED
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<!--
string is of length 1 to 127
-2
<!ELEMENT domain EMPTY>
<!ATTLIST domain
sense (yes | no) #IMPLIED
string CDATA #REQUIRED

<!ELEMENT unidirectional EMPTY>
<!ATTLIST unidirectional
sense (yes | no | default) #IMPLIED

<!ELEMENT owner_ref EMPTY>
<!ATTLIST owner_ref
sense (yes | no) #IMPLIED
name CDATA #REQUIRED

<!--
offset is between 0 and 3999
length is between 1 and 4000
—-—>
<!ELEMENT ssl_sticky_offset EMPTY>
<!ATTLIST ssl_sticky_offset
sense (yes | no) #IMPLIED
offset NMTOKEN #REQUIRED
length NMTOKEN #REQUIRED

<!--
Maximum of 1023 domains per vserver
Default idle is 3600
Default pending is 30
—-—>
<!ELEMENT vserver (virtual?, vlan_id?, unidirectional?, owner_ref?,
maxconns?, ssl_sticky offset?, idle?, pending?,
replicate_csrp?, advertise?, persistent?, parse_length?,
inservice?, url_hash?, policy_ref*, domain*,
serverfarm_ref?, sticky?, reverse_sticky?, client*,
num_conns?, state?)
>
<!ATTLIST vserver
sense (yes | no) #IMPLIED
name CDATA #REQUIRED

<!ELEMENT dns_vserver (inservice?, dns_policy_ref*)>
<!ATTLIST dns_vserver

sense (yes | no) #IMPLIED

name CDATA #REQUIRED

<!--

IR R R RS SR SR SRS RS E SR SRS EE R RS SRR EE SRS EREEEEREREEEEEESEREESEESS
Elements and attributes required for dfp.
ip, password, anonymous_client, client_ip, client_port,
Interval, messages, last_connect, security_erss,
last_security_err are READ ONLY.

EE R R R R R

-—>

<!--
port is between 1 and 65535
-—>
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<!ELEMENT dfp_manager EMPTY>
<!ATTLIST dfp_manager

sense (yes | no) #IMPLIED
port NMTOKEN #IMPLIED
ip NMTOKEN #IMPLIED
password NMTOKEN #IMPLIED
anonymous_client NMTOKEN #IMPLIED
client_ip NMTOKEN #IMPLIED
client_port NMTOKEN #IMPLIED
interval NMTOKEN #IMPLIED
messages NMTOKEN #IMPLIED
last_connect NMTOKEN #IMPLIED
security_erss NMTOKEN #IMPLIED
last_security_err NMTOKEN #IMPLIED

<!--
port is between 1 and 65535
timeout is between 0 and 65535
retry is between 0 and 65535 (must specify timeout)
interval is between 1 and 65535 (must specify retry).
retries, security_errors, last_msg recv are READ ONLY.
—-—>
<!ELEMENT dfp_agent (state?)>
<!ATTLIST dfp_agent

sense (yes | no) #IMPLIED
ipaddress NMTOKEN #IMPLIED
port NMTOKEN #IMPLIED
timeout NMTOKEN "o

retry NMTOKEN "o
interval NMTOKEN "180"
retries NMTOKEN #IMPLIED
security_errors NMTOKEN #IMPLIED
last_msg_recv NMTOKEN #IMPLIED

<!--

RS S S S S S S S S S E S S EEEEEE RS S EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE]
Elements and attributes required for dfp_weight.
This is READ ONLY.

RS S S S S S S S S S E S S EEESEEEEEESESEEEEEEEEEREEEEEEEEEEEEEEEEEEEEEEEES]

-—>

<!ELEMENT dfp_weight EMPTY>

<!ATTLIST dfp_weight

1p NMTOKEN #IMPLIED
protocol CDATA #IMPLIED
bind_id NMTOKEN #IMPLIED
weight NMTOKEN #IMPLIED
set_time NMTOKEN #IMPLIED
agent_ip NMTOKEN #IMPLIED
agent_port NMTOKEN #IMPLIED

<!--

IR R R R R SR SR SRS RS SR SRR SRR R RS SRR EE SRS EREEEEREREEEEEESEREESEESS
Elements and attributes required for dfp_password.
This is READ ONLY.

IR R R RS SR SR SRR E R SRS E SRR R RS SRR EE SRS EREEEEREREEEEEESEREESEESS

—-—>

<!ELEMENT dfp_password EMPTY>

<!ATTLIST dfp_password

password CDATA #IMPLIED
pending CDATA #IMPLIED
timeout NMTOKEN #IMPLIED
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<!--
password is a string of length 1 to 64
timeout is between 0 and 65535
—-—>
<!ELEMENT dfp (dfp_password?, dfp_manager?, dfp_agent*, dfp_weight?)>
<!ATTLIST dfp

sense (yes | no) #IMPLIED
password CDATA #IMPLIED
timeout NMTOKEN "180"

<!--
IR R R R R SR SR SRS RS SRR RS RS R R R RS SRR EE SRS EREEEEREREEEEEESEREESEESS
Elements and attributes required for udp_capp

EE R R R R R

-—>

<!--
secret is a string of length 1 to 32.
trans_frames, trans_bytes, trans_errors, recv_frames,
recv_bytes, recv_errors are all READ ONLY.

—-—>

<!ELEMENT capp_options EMPTY>

<!ATTLIST capp_options

sense (yes | no) #IMPLIED
ipaddress NMTOKEN #IMPLIED
encryption (md5) "md5"
secret CDATA #IMPLIED
trans_frames NMTOKEN #IMPLIED
trans_bytes NMTOKEN #IMPLIED
trans_errors NMTOKEN #IMPLIED
recv_frames NMTOKEN #IMPLIED
recv_bytes NMTOKEN #IMPLIED
recv_errors NMTOKEN #IMPLIED

<!--
value is between 1 and 65535
-2
<!ELEMENT capp_port EMPTY>
<!ATTLIST capp_port
sense (yes | no) #IMPLIED
value NMTOKEN #REQUIRED

<!ELEMENT capp_secure EMPTY>
<!ATTLIST capp_secure
sense (yes | no) #IMPLIED

<!--
Maximum of 16 capp_options
Default capp_port is 5002
-2
<!ELEMENT udp_capp (capp_port?, capp_secure?, capp_options*)>
<!ATTLIST udp_capp
sense (yes | no) #IMPLIED

<!--
dFhkhkhkhkdkhhkhkkhhkhhkhdhkhhkhdkhhhkhdkhhhkhdkhdkhkdhhkhdkhkdhhkhdkrkdkhkrdkrkdkhkrdkrdkrkrdxxx

Elements and attributes required for ft
RS S S S S S S S S S E S EEESE RS S S S EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE]

-—>
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<!ELEMENT ft_preempt EMPTY>
<!ATTLIST ft_preempt
sense (yes | no) #IMPLIED

<!--
value is between 1 and 254
-2
<!ELEMENT ft_priority EMPTY>
<!ATTLIST ft_priority
sense (yes | no) #IMPLIED
value NMTOKEN #REQUIRED

<!--
value is between 1 and 65535
—-—>
<!ELEMENT ft_failover EMPTY>
<!ATTLIST ft_failover
sense (yes | no) #IMPLIED
value NMTOKEN #REQUIRED

<!--
value is between 1 and 65535
-2
<!ELEMENT ft_heartbeat EMPTY>
<!ATTLIST ft_heartbeat
sense (yes | no) #IMPLIED
value NMTOKEN #REQUIRED

<!--
group is between 1 and 254
vlan_id is between 2 and 4094, and must *not* match id of
existing client or server vlan configured for csm_module
Default ft_preempt is off
Default ft_priority is 10
Default ft_failover is 3
Default ft_heartbeat is 1
-2
<!ELEMENT ft (state?, ft_preempt?, ft_priority?, ft_failover?, ft_heartbeat?)>
<!ATTLIST ft

sense (yes | no) #IMPLIED
group NMTOKEN #REQUIRED
vlan_id NMTOKEN #REQUIRED

<!--

RS S S S S S S S S S E S EEEEE RS S EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE]
Elements and attributes required for static_nat
num_servers 1is READ ONLY field.

EE R R R

-—>

<!ELEMENT static_real EMPTY>
<!ATTLIST static_real

sense (yes | no) #IMPLIED
ipaddress NMTOKEN #REQUIRED
ipmask NMTOKEN "255.255.255.255"

num_servers NMTOKEN #IMPLIED

<!--
ipaddress is required for type=ip
Global maximum of 16383 static_reals
-—>
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<!ELEMENT static_nat (static_real*)>
<!ATTLIST static_nat

sense (yes | no) #IMPLIED
type (drop | ip | virtual) #REQUIRED
ipaddress NMTOKEN #IMPLIED
>
<!--

khkhkhkhkhkhkhkhkhkhkhkhkhhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkddhhdddhhdhhhddhhdddrrrrrrhxixx

Elements and attributes required for static_arp
RS S S S S S S S S S S S EEEEEE RS S EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE]

-—>

<!l--
macaddress has the form "hhhh.hhhh.hhhh", where h is a hex digit
vlan_id is between 2 and 4094

-2

<!ELEMENT static_arp EMPTY>

<!ATTLIST static_arp

sense (yes | no) #IMPLIED
ipaddress NMTOKEN #REQUIRED
macaddress NMTOKEN #REQUIRED
vlan_id NMTOKEN #REQUIRED
>
<!--

khkhkhkhkhkhkhkhkhkhkhkhhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkddddddhhhddddddrrhhxxx

Elements and attributes required by show_vserver element
RS S S S S S SRS S S S EEEEEEEEEEESEEEEEEEEEEEEEEEEEEEEEEEEEEES

-—>

<!ELEMENT show_vserver EMPTY>
<!ATTLIST show_vserver

redirect (yes | no) #IMPLIED
name CDATA  #IMPLIED
config (yes | no) #IMPLIED
detail (yes | no) #IMPLIED
owner_name CDATA #IMPLIED

>

<!--

I R R R R R R

Elements and attributes required by show_serverfarm element
IR RS RS SR S S SRR S SRR SRS EEEE SRR RS EEEEEEREREEEREEESERSEES

-—>

<!ELEMENT show_serverfarm EMPTY>
<!ATTLIST show_serverfarm

name CDATA #IMPLIED

detail (yes | no) #IMPLIED

<!--
EEEEEEEEEEEEEEEEEEEEEEEEREEREEEEEEEEEEEEEEEEEEEEEEEEEEE

Elements and attributes required by show_real element
IR R RS RS SRS S S E SRS SRS SRR SRS EE SRR RS EEEEEEREREEEREESERSEES

-—>

<!ELEMENT show_real EMPTY>
<!ATTLIST show_real
location CDATA #IMPLIED

retcode (yes | no) #IMPLIED
sfarm CDATA #IMPLIED
detail (yes | no) #IMPLIED
>
<!--

khkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkdhdhddhhhdddddrrhhdxxx

Elements and attributes required by show_vlan element
RS S S S S S SRS S S EEEEE SRR SRS ESEEEEEEEEREEEEEEEEEEEEEEEEEES

-—>
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<!--

id is between 2 and 4094

-—>

<!ELEMENT show_vlan EMPTY>

<!ATTLIST show_vlan
detail ( yes | no) #IMPLIED
type ( client | server | ft )#IMPLIED
id NMTOKEN #IMPLIED

<!--
LR R R R R

Elements and attributes required by show_conns element
R R R R RS SR S S SRR S SRR SRS EEEE SRR RS EEEEEEREREEEEEESERSEES

-—>

<!ELEMENT show_conns EMPTY>
<!ATTLIST show_conns
detail ( yes | no)#IMPLIED
client_ipNMTOKEN#IMPLIED
vserver CDATA #IMPLIED
>
<!--
RS S S S S S SRS S S S EEEEEEE SRS EEEEEEEEEEEEEEEEEEEEEEEEEES
Elements and attributes required by show_policy element
R RS RS SR S S SRR S SR SRR SRR EE SRR RS EEEEEEREREEEREEESESSEES

-—>

<!ELEMENT show_policy EMPTY>

<!ATTLIST show_policy
name CDATA #IMPLIED

>

<!--

RS S S S S S SRS S SRS SRS EEEESEEEEEEEEEEEEEEEEEEEEEEEEEEES
Elements and attributes required by show_map element

I R R R R R R

-—>

<!ELEMENT show_map EMPTY>
<!ATTLIST show_map
name CDATA #IMPLIED
detail ( yes | no) #IMPLIED
type (header | cookie | retcode | url) #IMPLIED
>
<!--
RS S S S S S SRS S S S EE S EEEEEEEESEEEEEEEEEEEEEEEEEEEEEEEEEEES
Elements and attributes required by show_ft element

khkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkddddddddddddddddrhdxxx

-—>

<!ELEMENT show_ft EMPTY>
<!ATTLIST show_ft
detail ( yes | no) #IMPLIED
>
<!--
IR RS RS SRS E SRR S SRR SRS EEEE SRR RS EEEEEESEREEEREEESESSEES
Elements and attributes required by show_status element

R R R R R R R R R

-—>

<!ELEMENT show_status EMPTY>
<!ATTLIST show_status
config ( yes | no) #IMPLIED
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<!--

I R R R R R R R

Elements and attributes required by show_probe element
RS S S S S S SRS S S S EE RS E RS S S EEEEEEEEEEEEEEEEEEEEEEEEEEES

-—>

<!ELEMENT show_probe EMPTY>
<!ATTLIST show_probe
detail ( yes | no) #IMPLIED

nameCDATA #IMPLIED
type (http | dns | icmp | tcp | udp |
smtp | telnet | ftp | script |
kal-ap-udp | kal-ap-tcp | script ) #IMPLIED
>
<!--

PR S S S S S S SRS S S S ES S EEE RS EEEESESEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEES
Elements and attributes required by show_probe_real element

R R R R

-—>

<!ELEMENT show_probe_real EMPTY>
<!ATTLIST show_probe_real
real_ip NMTOKEN#IMPLIED

<!--

RS S S S S S SRS S S S EEEE SR RS EEEESEEEEEEEEEEEEEEEEEEEEEEEEEEES
Elements and attributes required by show_sticky element
R R R RS SR RS S E SRS SRR EEEEEE SRR RS EEEEEEREREEEEEESERSEES

-—>

<!--

group_no is between 1 and 255
—-—>

<!ELEMENT show_sticky EMPTY>
<!ATTLIST show_sticky
client_ip NMTOKEN#IMPLIED
config( yes | no) #IMPLIED
group_1idNMTOKEN#IMPLIED
cookie CDATA#IMPLIED
ssl CDATA#IMPLIED

<!--

RS S S S S S S S S S S EEEEE SRS EEESEEEEEEEEEEEEEEEEEEEEEEEEEEES
Elements and attributes required by show_natpool element
R RS RS SR S S SRR S SR SRR ESEEEE SRR RS EEEEEESEREEEREEESERSEES

-—>

<!ELEMENT show_natpool EMPTY>
<!ATTLIST show_natpool
detail ( yes | no) #IMPLIED
nameCDATA #IMPLIED
>
<!--
R R R R RS SR S S S E SRS SRR E SRS EE SRR RS EEEEEERERESEEREESESSEES
Elements and attributes required by show_arp element

khkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkdddhddhdhddddddrhhhxxx

-—>

<!ELEMENT show_arp EMPTY>
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<!--

I R R R R R R R

Elements and attributes required by show_variable element
RS S S S S S SRS S S S EE RS E RS S S EEEEEEEEEEEEEEEEEEEEEEEEEEES

-—>

<!ELEMENT show_variable EMPTY>
<!ATTLIST show_variable
detail ( yes | no) #IMPLIED
name CDATA #IMPLIED

<!--

EE I R R R R R R R R

Elements and attributes required by show_owner element
RS S S S S S S EEESEEEEEEEEEESEEEEEEEEEREEEEEEEEEEEEEEEEEEEEE]

-—>
<!ELEMENT show_owner EMPTY>
<!ATTLIST show_owner
detail ( yes | no) #IMPLIED
nameCDATA #REQUIRED

<!--
LR EEEEEEEEEEEEEEEEEEEREEREEEREEEREEEEEEEEEEEREEREEEEEEEEEEEEEE RS

Elements and attributes required by show_xml_stats element
R R R R S SR SRS E SRR S S SRR SRR SRS EE SRR SRS EREEEEREEEEEESEESEREES

-—>
<!ELEMENT show_xml_stats EMPTY>
<!ATTLIST show_xml_stats

detail ( yes | no)#IMPLIED

<l--

khkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkdddhddhhddddddddhddxxx

Elements and attributes required by show_memory element
RS S S S S S SRS S S EEEEE SRR SRS EESEEEEEEEEEEEEEEEEEEEEEEEEEEES

-—>

<!ELEMENT show_memory EMPTY>
<!ATTLIST show_memory
vserver_name CDATA #IMPLIED

<!--
LR R R R EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE RS

Elements and attributes required by show_pvlan element
R R RS RS SR S SRR S SRR SRS EEEE SRR RS EEEEEESEREEEREESERSEES

—-—>
<!ELEMENT show_pvlan EMPTY>

<!--
khkhkhkhkkhkhhkhkkhhkhhkhkdhkhhkhkdhkhhkhkdhhhkhdhkdhkdhkrdhkdhkrkdhkrhkrdhkrdxx

Elements and attributes required by show_stats element
RS S S S S S SRS S S S EEEEEEE S S EEEEEEEEEEEEEEEEEEEEEEEEEEES

-—>
<!ELEMENT show_stats EMPTY>

<!--
EEEEEEEEEEEEEEEEEEEEEEEEEEREEEEEEEEEEEEEEEEEEEEEEEEEEE

Elements and attributes required by show_capp element
IR R RS RS SR RS S E SRS SRR SRS EEEE SRR RS EEEEEEREREEEREEESESSEES

-—>
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<!ELEMENT show_capp EMPTY>
<!ATTLIST show_capp
udp ( yes | no ) #IMPLIED
detail ( yes | no )#IMPLIED

<!--

R R R R R R R R R

Elements and attributes required by show_gslb element
RS S S S S S SRS S S EE RS EEEEEEESEEEEEEEEEEEEEEEEEEEEEEEEEEES

-—>

<!ELEMENT show_gslb EMPTY>
<!ATTLIST show_gslb

probe ( yes | no ) #IMPLIED

detail ( yes | no )#IMPLIED

cl _group ( yes | no ) #IMPLIED
>
<!--

khkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkddddddhhddddddddrhdxxx

Elements and attributes required by show_dfp element

R R R R R R R

-—>

<!ELEMENT show_dfp EMPTY>
<!ATTLIST show_dfp

detail ( yes | no )#IMPLIED
agent (yes | no ) #IMPLIED
weights (yes | no ) #IMPLIED
manager (yes | no ) #IMPLIED
ipaddress NMTOKEN #IMPLIED
port NMTOKEN #IMPLIED
>
<!--

R R R

Elements and attributes required by show_static_nat element
IR R RS RS S S SRS E SRR SR SRS EEEE SRS EEEEEEEEEEEEEEREREREESEESESEES

-—>

<!ELEMENT show_static_nat EMPTY>
<!ATTLIST show_static_nat

server ( yes | no ) #IMPLIED
nat_type ( drop, vip, nat_ip ) #IMPLIED
server_ip NMTOKEN #IMPLIED
ip NMTOKEN #IMPLIED
>

<!--

khkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkddhdddddhhdddddrdddrrrxx*x

Elements and attributes required by show_script element
RS SRS SRS RS RS EEE SRS EEEEEEEEEEEEEEEEEEEEEEEEEEEE]

-—>

<!ELEMENT show_script EMPTY>
<!ATTLIST show_script

code (yes | no ) #IMPLIED
file CDATA #IMPLIED
name CDATA #IMPLIED
>
<!--

khkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhdddddddhhdddddhddrrrrxxx

Elements and attributes required by show_script_task element
IR R RS RS SR SRS E SRR SR SRS EEEEEE SRS EEEEEEEEEEEEREREREESEESESEES

-—>
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<!ELEMENT show_script_task EMPTY>
<!ATTLIST show_script_task

detail (yes | no )

index CDATA

name CDATA

#IMPLIED
#IMPLIED
#IMPLIED

<!--

khkhkhkhkhkhkhkhkhkhkhkhkhhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkddhhdddhhdhhhddhhdddrrrrrrhxixx

root definition for csm_module

EE R R o R R R R

-—>

<!--
slot is between 1 and MAXSLOT (depends on chassis)
Maximum of 4095 probes
Maximum of 1023 url_maps
Maximum of 1023 cookie_maps
Maximum of 1023 header_maps
Maximum of 1023 retcode_maps
Maximum of 1023 dns_maps
Maximum of 4095 serverfarms and dns_serverfarms

Maximum of 255 sticky_groups (including those id=0 groups created

implicitly for vservers)
Maximum of 4000 vservers and dns_vservers
Maximum of 255 owners
Maximum of 16383 static_arp entries
-2

<!ELEMENT csm_module (env_variable*, owner*, vlan*, script_file*, script_task*,

probe*, natpool*, url_map*, cookie_map*,

header_map*,

retcode_map*, dns_map*, named_real_server*,
serverfarm*, dns_serverfarm*, sticky_group*,
policy*, dns_policy*, vserver*, dns_vserver*,
dfp?, udp_capp?, ft?, static_nat*, static_arp*)

>

<!ATTLIST csm_module
sense (yes | no) #IMPLIED
slot NMTOKEN #REQUIRED

<!--

khkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkdhhdddddhddddhddhdddrrrrrrrrkxx

actions

EE R R R R R

-—>

<!--

error_tolerance is a 32-bit value,
in hex or decimal, which acts as
for specifying which error types
ignored.

See valid error types below.

specified
a bitmask
should be
Default is 0x0048.

dtd_version is a string that specifies the set of

configurable CSM features, and should match the CSM version

specified at the top of this DTD. Default is "2.2".
Note that if the version is higher than the CSM can
handle, an error may be returned. In most cases,
the CSM will do its best to interpret the document,
even if dtd_version is missing or higher than expected.
—-—>
<!ELEMENT config (csm_module)>
<!ATTLIST config
error_tolerance NMTOKEN #IMPLIED
dtd_version NMTOKEN #IMPLIED

<!--
*kkkkkkkkkkkkk

In case of error, the response document will include an "error"

in the offending element. The error element takes the form:

child element

i Catalyst 6500
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<!ELEMENT error EMPTY>

<!ATTLIST error
code NMTOKEN #REQUIRED

>

The body of the error element is a description string.

Attribute "code" is a hex value representing a mask of possible error codes:
XML_ERR_INTERNAL = 0x0001 /* internal memory or coding error */
XML_ERR_COMM_FAILURE = 0x0002 /* communication failure */
XML_ERR_WELLFORMEDNESS = 0x0004 /* not a wellformed XML document */
XML_ERR_ATTR_UNRECOGNIZED = 0x0008 /* found an unrecognized attribute */
XML_ERR_ATTR_INVALID = 0x0010 /* found invalid value in attribute */
XML_ERR_ATTR_MISSING = 0x0020 /* required attribute missing */
XML_ERR_ELEM_UNRECOGNIZED = 0x0040 /* found an unrecognized element */
XML_ERR_ELEM_INVALID = 0x0080 /* found invalid element */
XML_ERR_ELEM_MISSING 0x0100 /* required element missing */
XML_ERR_ELEM_CONTEXT = 0x0200 /* valid element found in wrong place */
XML_ERR_IOS_PARSER = 0x0400 /* IOS unable to parse command */
XML_ERR_IOS_MODULE_IN_USE = 0x0800 /* Another user is configuring CSM */
XML_ERR_IOS_WRONG_MODULE = 0x1000 /* Tried to configure unavailable CSM */
XML_ERR_IOS_CONFIG = 0x2000 /* IOS configuration error */

*khkkhkkkhkkkkkkxk

—-—>
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