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FLTWEd, RMON2 b v 7565eT —7 /W%, NMS 2 L CRELE7,

CLI T® SNMPv1 $ & U SNMPv2c DEETE
N

GE)  Release 7.5(1) DOHLHE SNMP BEREIZ SV Ti, [Release 7.5(1) @ SNMPv1 35 X U8 SNMPv2c¢ $LHEHERE |
(pd44-14) ZZHL T3,

CLI #fli [ LT SNMP 5%/ ET HI1E, 4 X —7 /N T— FTROEEEITTVHET,

E% = SV
ARTYT 1 K7 ¥R XA FIZHOWT SNMP = 2 = |set snmp community read-only community_string
=T 4 ANV T EEHELET, set snmp community read-write community _string

set snmp community read-write-all community_string

AT9T 2 (S5 F L—R_R—BIRa s o=F ¢ |setsnmp trap rcvr_address rcvr_community
ZHEELET, ®RRKI0D T v 7 Li—
NIRRT ET,

AFYT 3 597 L —— 2235 SNMP | |set snmp trap enable [all | auth | bridge | chassis | config
T EREELET, | entity | entityfru | envfan | envpower | envshutdown |

envtemp | flashinsert | flashremove | ippermit | module |
stpx | syslog | system | vlancreate | viandelete | vimps | vtp]

ATYT 4 SNMP OEELMERLET, show snmp
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WIZ, 23a2=74 ANV UITEEEL, Ty T Ly—N—%EY T, +TFvT LIr—_—
WCEET D NIy T HBETAHEZRLET,

Console> (enable) set snmp community read-only Everyone

SNMP read-only community string set to 'Everyone'.

Console> (enable) set snmp community read-write Administrators
SNMP read-write community string set to 'Administrators'.
Console> (enable) set snmp community read-write-all Root

SNMP read-write-all community string set to 'Root'.

Console> (enable) set snmp trap 172.16.10.10 read-write

SNMP trap receiver added.

Console> (enable) set snmp trap 172.16.10.20 read-write-all
SNMP trap receiver added.

Console> (enable) set snmp trap enable all

All SNMP traps enabled.

Console> (enable) show snmp

RMON : Disabled

Extended RMON: Extended RMON module is not present
Traps Enabled:

Port,Module, Chassis, Bridge, Repeater,Vtp,Auth, ippermit, Vmps, config, entity, stpx
Port Traps Enabled: 1/1-2,4/1-48,5/1

Community-Access Community-String

read-only Everyone

read-write Administrators

read-write-all Root

Trap-Rec-Address Trap-Rec-Community
172.16.10.10 read-write
172.16.10.20 read-write-all

Console> (enable)

GE) SNMPaZ=a=54~DT 7 EBAE2T 4= NCTH I FDaIa=T 4 DAIa=T4 A
MU ZHZBHICLET (2= 4 ARV TITIMEEATI L72NTLEEWN),
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W Release 7.5(1) ® SNMPv1 $ & U SNMPv2c Hh3RHEE

Release 7.5(1) O SNMPv1 35 & U SNMPv2c iR &k
T Z TIE. Release 7.5(1) IZiBM = HERMEREIC O W CREA L £77,
o HEDSNMP 2 2=7 44 AN LT DOHRE (p.d4-14)
e SNMP a2 2= 44 ARU VT DHZE (p4d4-15)
o KRALMDT 7 EAFZOEE (p.44-15)
o T U ERAFSITHISAITOENIZIP T L ADHE (p.44-16)
s AUH—TxAATA VT ADIRE, Fr, BLOHEE (p44-17)

BHBOSNMP a32=F4 A YT DETE
community-ext ¥ — U — RZfEH+25 &, #HEDO SNMP 2 a2=7 44 A M) I EHRETEET,
community-ext ¥ — 7V — REFH L TER L Ia=7 0 AN VT BEFOaIa=T 4 A
FY T OHEBIZITTEX EF A, community-ext ¥— 7V — REFHLTHLWVWII=2=F 4 ARV
VU &IBIIT B &, vacmAccessTable (B = —Z{5E L723%E) . snmpCommunityTable, 3 & O
vacmSecurityToGroup D7 — 7 /WY T 5= MU BMERES N E T,

CLLZHALTEED SNMP 2227 4 A VTR ETHIZE, A X—7 ) F— FTRD

EEZATVET,
S =1e 7 N
ATY9T 1 HEHDOSNMP 23 2=5 4 A U 27 %3%5E |set snmp community-ext community string
L7, {read-only | read-write | read-write-all}
[view view oid] [access access _number)
ATv7 2 SNMP OBRELMBL LT, show snmp

WIZ, BINSNMP 22 2=7 4 A MY U7 2RET HHERLET,
Console> (enable) set snmp community-ext publicl read-only

Community string publicl is created with access type as read-only
Console> (enable)

WIZ, aa=T4 AN T %T 7B AFZITHIRT 20 2R LET,
Console> (enable) set snmp community-ext privatel read-write access 2

Community string privatel is created with access type as read-write access number 2
Console> (enable)

WIZ, 232=2FT4 ANV IDOT VARG EELT DB 2R LET,
Console> (enable) set snmp community-ext privatel read-write access 3

Community string privatel is updated with access type as read-write access
number 3
Console> (enable)
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SNMPO=a1=

AFvT 1
AFvT 2

Release 7.5(1) ® SNMPv1 & & U SNMPv2c fhasigee W

KIZ, SNMP R E & KR T D6 2R LET,
Console> (enable) show snmp

SNMP : Enabled

RMON:Disabled

Extended RMON Netflow Enabled :None.

Memory usage limit for new RMON entries:85 percent
Traps Enabled:None

Port Traps Enabled:None

Community-Access Community-String

read-only public

read-write private

read-write-all secret

Additional- Access-
Community-String Access-Type Number View

publicl read-only

public2 read-only 1

privatel read-write 2 1.3.6

secretl read-write-all 500 1.3.6.1.4.1.9.9

Trap-Rec-Address Trap-Rec-Community Trap-Rec-Port Trap-Rec-Owner Trap-Rec-Index

Console> (enable)

T4 AN VITDHEE

aIa2=7 4 A U ZIE, clear snmp community-ext community-string 2~ > R & HT 5 & iEE
TEET, Zoavr FEEHLaIa=F 1 AN T E2HET DL, vacmAccessTable 35 &
O vacmSecurityToGroup 7 — 7 /VOX 95T b U bHIBRENE T,

CLI ZfEHILTSNMP 2 2 =7 ¢ A MY U T HBEETDHITE, A =TV F— R TROMEXEL
TVET,

E% avwv kR
SNMP =X == 4 ANV U7 HHELZET, |clear snmp community-ext community-string
SNMP O E # R L £, show snmp

WIZ, SNMP 2 =2=7 4 AN VI BBEETIHZRLET,

Console> (enable) clear snmp community-ext publicl
Community string publicl has been removed
Console> (enable)

RRAMDT7HERABSDIERE

1 DFEIFEHOBRA MIKHEHT o7 7B AREOY A MEREL T, FFENDII 2 =T 4
ARNY) T HEFBRALCUVAT ATV BATEDLRANERIRCEES, FIP 7 KL AE AL~
AT T, 77 BAFFITICAHT ONTEEDOIP 7 FLRAZEETCEET, BEFEOT /&
AFEMERAINTOBEAE, HILWIP T LAY 2 MZBMERET,

CLIZHHLTHRA MDT 7 ¥ AR S ZHET HITUT, A X—7 N F— FTROEEZITNET,

| oL-7193-01-J
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E% =17 3
ATYT 1 KA NOT Vv ARREZEELET, set snmp access-list access number IP_address
[ipmask maskaddr)
AT97T 2 SNMP OBREEFHRLET, show snmp access-list

WIZ, RAMDT 7 v AF S ERET L0 2R LET,

Console> (enable) set snmp access-list 1 172.20.60.100
Access number 1 has been created with new IP Address 172.20.60.100

Console> (enable) set snmp access-list 2 172.20.60.100 mask 255.0.0.0
Access number 2 has been created with new IP Address 172.20.60.100 mask 255.0.0.0

Console> (enable) set snmp access-list 2 172.20.60.7
Access number 2 has been updated with new IP Address 172.20.60.7

Console> (enable) set snmp access-list 2 172.20.60.7 mask 255.255.255.0
Access number 2 has been updated with existing IP Address 172.20.60.7 mask
255.255.255.0

Console> (enable)

KIZ, SNMP #HE&EFrT HH2RLET,

Console> (enable) show snmp access-list
Access-Number IP-Addresses/IP-Mask

1 172.20.60.100/255.0.0.0
1.1.1.1/-

2 172.20.60.7/-
2.2.2.2/-

3 2.2.2.2/155.0.0.0

4 1.1.1.1/2.1.2.4
2.2.2.2/-
2.2.2.5/-
)

Console> (enable

TORABBIZHIEH T ENZIP 7 FLADEE
CLIZMHHLTT 7 B AB AT N IP 7 FLAZHEETBICIE, A X—7 L F—RT

ROMEREFTOET,
fE% =1C N

ATYT 1 TR RAF ST BN IP 7 KL A% |clear snmp access-list access_number IP_address
HELET, [[IP_address] ...]

ATv7F 2 SNMP OB EFHERLET, show snmp access-list

WIZ, T BABZICHSAHTONEZIP T FLAZHEETLIHEZRLET,

Console> (enable) clear snmp access-1list 101
All IP addresses associated with access-number 101 have been cleared.
Console> (enable)

Console> (enable) clear snmp access-1list 2 172.20.60.8
Access number 2 no longer associated with 172.20.60.8
Console> (enable)
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Release 7.5(1) ® SNMPv1 & & U SNMPv2c fhasigee W

AVB—TIA R IA Y TADEE. TR, BLWHEE

AH =Tz A TA YT ADIEE, Fr, BIWHENTEET, =4 U7 R2ITKK 64 LF
EFTHEATEET,

GE) NAFY a7 4F¥zlb—rar FT— RTiE, setsnmp ifalias 2~ NEFHTEEHA, 20
g~ REANT D84, 7213 ifalias 28 NVRAM (RIEFEME RAM) ISRIF SN TRV, 7
FAL 774N AT 4FXal—vary T— REfATILENDY £,
A BT A TA YT ADHE, i, BLOHEEZITIITE, A X—7 /N F— FTROE
EEITVET,
e avwvFk
ARFYT1 (oA =T f AT YT AZEELET, set snmp ifalias {ifindex} [ifAlias]
AFvT 2 (oA —Taf ATV T RAEERLET, show snmp ifalias [ifIndex]
ARTFYT 3 (o A—T2f ALYV T AEMELET, clear snmp ifalias {ifIndex} all
WIZ, A B =T x4 XA VT AZEE, Fon, BIOHEET L0 ZRLET,
Console> (enable) set snmp ifalias 1 Inband port
ifIndex 1 alias set
Console> (enable)
Console> (enable) show snmp ifalias 1
1ifIndex ifName ifAlias
1 sc0 Inband port
Console> (enable)
Console> (enable) clear snmp ifalias all
Console> (enable)
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N 21 yFETDSNMPV3 DT

ALY FLTOH SNMPv3 DEETE

Z Z TlE. SNMPv3 O AR EIC
R— R END SNMP =~ RO
ZIRLTLE &N,

SNMPv3 o>-‘r‘77r» kEXTE

ZZICEEHINTWAL I RO SNMP 7 7 4+ /1 M E]

DT

B L E 9, Catalyst 6500 U — X AA v FITL-»TH

W2 DWW T, [ Catalyst 6500 Series Switch Command Referencel %

ZOWTIHL, [Catalyst 6500 Series Switch

Command Reference] %ML T EE W,

NMS T SNMPv3 DR E

NMS T? SNMP DR ETFIEIZOWTIZ.NMS Dv==27 /LE2HMR L TL 72 &0 ([CiscoWorks2000

DI [p4s-1] 2BHR),

AA v FIiL, RMON2 kT v 75ideT — 7 VIR E

FLTWET,

CLI T? SNMPv3 D& E

ENTZ20FTONT T Lyr—R_—%HR—

RMON2 kT v 75657 —70iZ, NMS 2 L CREL £,

CLI 2/ L TSNMPV3 & ET DI21E, A F—7 /0 T— FTROEEZITVET,
fEx avvFk

ATY71 po—H/L SNMP = V%t L C SNMP |set snmp engineid engineid
PNz VU IDAERELET,

AT97 2 MIBrta—aBELET, set snmp view [-hex] {viewname} {subtree} [mask] [included |

excluded)] [volatile | nonvolatile)

ATV 3 BHEOEX2YT 4 LYLT | DODEEDT |set snmp access [-hex] {groupname} {security-model v3}
X2 UT 4 ETNAEZESIINV—TF0O7T 7 % |{noauthentication | authentication | privacy} [read [-hex)]
AMEEHRTELET, {readview}] [write [-hex] {writeview}] [notify [-hex]

{notifyview}] [context [-hex] {contextname} [exact | prefix]|
[volatile | nonvolatile]

RTYF 4 S@afior—7F v N T RLAZEEELET, |setsnmp notify [-hex] {notifyname} tag [-hex] {notifytag} [trap

| inform] [volatile | nonvolatile]

RTFYF S5 H—F oy R T RLATF—T T set snmp targetaddr [-hex] {addrname} param [-hex]
snmpTargetAddrEntry Z 5 E L £ 7, {paramsname} {ipaddr} [udpport {port}] [timeout {value}]

[retries {value}] [volatile | nonvolatile] [taglist {[-hex] tag}
[[-hex] tag]]

RTYT 6 H—F oy DA v —UAEFKICHE AT % |set sump targetparams [-hex] {paramsname} user [-hex]

SNMP XT A —Z Z#FHELET, {username} {security-model v3} {message-processing v3}
{noauthentication | authentication | privacy} [volatile |
nonvolatile]

ATV T HLnwa—FE2RELE 4, set snmp user [-hex| {username} [remote {engineid} ]

[{authentication [md5 | sha] {authpassword}] [privacy
{privpassword}] [volatile | nonvolatile]

ARTYF 8 Eshi-txaVUT 4 TSN Ca—H % |set sump group [-hex] {groupname) user [-hex] {username}

T N— I BEA T £, {security-model v1 | v2 | v3} [volatile | nonvolatile]
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e =1 N
RTYF 9 L AFADOFT T 40 NS AD 2 2 =5 ¢ | set snmp community {read-only | read-write | read-write-all}
T NERELET, ZiX, SNMP DIH |[community_string]
N=YarPalia=74 AN T%
SNMPV3 IZv v B 7 LET,
ATFYFT0 KFEaIa=F 41 ANV LT LT/ T Y% set snmpcommunity index {index_name} name
ZMEE A T- X2 T 40 BTN E DM D |[community_string] security {security_name} context
v v U ITHOa I 2 =5 4 T— 7 NVE & |{context name} transporttag {tag value} [volatile | nonvolatile)
ﬁ l_/ji‘g—O
A7y 11 SNMP O EAMR L £, show snmp
RIZ, interfacesMibView (2 MIB B = — %X ET W &R LET,
Console> (enable) set snmp view interfacesMibView 1.3.6.1.2.1.2 included
Snmp view name was set to interfacesMibView with subtree 1.3.6.1.2.1.2 included,
nonvolatile.
RIZ, guestgroup & N5 7 /L— 712 SNMPV3 iRGEFEAEL Y & — RIZX 95T 7 B AMEEZRET 54
R LET,
Console> (enable) set snmp access guestgroup security-model v3 authentication read
interfacesMibView
Snmp access group was set to guestgroup version v3 level authentication,
readview interfacesMibView, context match:exact, nonvolatile.
WIZ, X—7 v N T RVAEZRET AP 2R LET,
Console> (enable) set snmp notify notifytablel tag routers trap
Snmp notify name was set to notifytablel with tag routers notifyType trap, and
storageType nonvolatile.
Wiz, #—4% v b 7 RV A T —7 0| snmpTargetAddtEntry 5% E+ 5 51%2 R LE T,
Console> (enable) set snmp targetaddr router 1 param pl 172.20.21.1
Snmp targetaddr name was set to router 1 with param pl
ipAddr 172.20.21.1, udpport 162, timeout 1500, retries 3, storageType nonvolatile.
Console> (enable) set snmp targetaddr router 2 param p2 172.20.30.1
Snmp targetaddr name was set to router 2 with param p2
ipAddr 172.20.30.1, udpport 162, timeout 1500, retries 3, storageType nonvolatile.
WIZ, SNMP # —75" > b NT A—=ZOREIEZ R LET,
Console> (enable) set snmp targetparams pl user guestuserl security-model v3
message-processing v3 authentication
Snmp target params was set to pl v3 authentication, message-processing v3,
user guestuserl nonvolatile.
Console> (enable) set snmp targetparams p2 user guestuser2 security-model v3
message-processing v3 privacy
Snmp target params was set to p2 v3 privacy, message-processing v3,
user guestuser2 nonvolatile.
Catalyst 6500 ) —X R4 Y F VI b7 av24Fal—ay H4 K
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Wiz, —H & LT guestuserl 33 L U guestuser2 # X ET &R LET,

Console> (enable) set snmp user guestuserl authentication md5 guestuserlpassword
privacy privacypasswdl

Snmp user was set to guestuserl authProt md5 authPasswd guestuserlpassword privProt
des privPasswd

privacypasswdl with engineid 00:00:00:09:00:10:7b:£2:82:00:00:00 nonvolatile.

Console> (enable) set snmp user guestuser2 authentication sha guestuser2password
Snmp user was set to guestuser2 authProt sha authPasswd guestuser2password privProt
no-priv with engineid

00:00:00:09:00:10:7b:£2:82:00:00:00 nonvolatile.

Iz, 7 —"7 guestgroup 33 & X mygroup D A > /3— & L T guestuser] 33 L O guestuser2 % 5% &3
LR LET,

Console> (enable) set snmp group guestgroup user guestuserl security-model v3
Snmp group was set to guestgroup user guestuserl and version v3, nonvolatile.

Console> (enable) set snmp group mygroup user guestuserl security-model v3
Snmp group was set to mygroup user guestuserl and version v3, nonvolatile.

Console> (enable) set snmp group mygroup user guestuser2 security-model v3
Snmp group was set to mygroup user guestuser2 and version v3, nonvolatile.

WIZ, U—2 A7 — 3 2T guestuserl IZx579 5 SNMPv3 &y b7 v 72 ERT D627~ LET,

workstation% getnext -v3 10.6.4.201 guestuserl ifDescr.0
Enter Authentication password :guestuserlpassword

Enter Privacy password :privacypasswdl

ifDescr.1l = sc0

Wiz, U—27 A7 —3 3 T snmpEnginelD MIB @ guestgroup (2% 9% SNMPv3 &~ 7 v 7% fife
BB ERLES,

workstation% getnext -v3 10.6.4.201 guestuserl snmpEngineID
Enter Authentication password :guestuserlpasword

Enter Privacy password :privacypasswdl

snmpEngineID = END OF MIB VIEW EXCEPTION

WIZ, V=2 A7 —1a»TART 78R IZxT 5 SNMPv2e v b7 v 7 Z iR T 262/ R L E
ﬁ—o

workstation% getnext -v2c 10.6.4.201 public snmpEngineID
snmpEngineID.0 =
00 00 00 09 00 10 7b f2 82 00 00 00

WIZ, guestgroup DT 7 & AHE#H B & LI1FC, snmpEngineMibView DAV HEMR % i &3 5 5] %
RLET,

Console> (enable) set snmp view snmpEngineMibView 1.3.6.1.6.3.10.2.1 included
Snmp view name was set to snmpEngineMibView with subtree 1.3.6.1.6.3.10.2.1 included,
nonvolatile

Console> (enable) set snmp access guestgroup security-model v3 authentication read
snmpEngineMibView

Snmp access group was set to guestgroup version v3 level authentication,

readview snmpEngineMibView, nonvolatile.
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WIZ, U—27 AT —3 3 T guestuserl {Zx5 5 SNMPv3 7 7 & AMEZ BT DBl 2R LE T,

workstation% getnext -v3 10.6.4.201 guestuserl snmpEngineID
Enter Authentication password :guestuserlpassword

Enter Privacy password :privacypasswdl
snmpEngineID.0 =

00 00

00 09 00 10 7b f2 82 00 00 00

WIZ, guestgroup DT 7 L AMELHIBRT D&~ LET,

Console> (enable) clear snmp acc guestgroup security-model v3 authentication
Cleared snmp access guestgroup version v3 level authentication.

WIT, V=27 AT —3 3 T guestuser]l DT 7 & AMENHIRS -2 & 2R T 5012 R LET,

workstation% getnext -v3 10.6.4.201 guestuserl ifDescr.l
Enter Authentication password :guestuserlpassword

Enter Privacy password :privacypasswdl

Error code set in packet - AUTHORIZATION_ERROR:1.

WIZ, V—2 A7 —3 3T guestuser2 DT 7 & A& BT DB 2R LET,

workstation% getnext -v3 10.6.4.201 guestuser2 ifDescr.l
Enter Authentication password :guestuser2password

Enter Privacy password :privacypasswd2

REPORT received, cannot recover:

usmStatsUnsupportedSecLevels.0 = 1
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