CHAPTER

Cisco TrustSec a7 > FOHE

Cisco TrustSec %1 EXEC a<w > F

cts change-password AAA F— RO T — REFR AR L 3

cts credentials F—RARMTICCIST AL AID BLIOAT— K
EREALET,

cts refresh BiE, €7 L RBACL AU —%#U 7L vial
£7.

cts rekey CTS SAP ¥— % WAk LET

Cisco TrustSec ¥O—/8)L aAY 74 F¥alL—Y 3y avwv kR

cts authorization list CTS O v — SV EDOREE R E L ET,

cts cache DRAM 3 £ " NVRAM ~® TrustSec #F 7] 5 &
VERET —#EHROF v v 2% F—T ML
*9,

cts manual CIS DX —X F7TOEMEREE L ET

cts policy layer3 CTSv 14 ¥3 b7V AKR—FF—bT=zA A

B—TxAADNTT 47 R —3F LU
HNFRY v—ERBELET,

cts role-based SGT ~DIP T FVA, L3 A FZ—T x4 X,

VRF O~y L7, CTSOF ¥ v a2BIW

SGACL il &z A r—7 M LET,

cts server RADIUS #— 3DV A M OB EEZHELE T,

cts sgt OQ—ANTNRAADEX2 VT 4 IN—TF X T
ERELET,

cts sxp TCP TP SGT ¥ zas%E L ET,

CTS Flexible Netflow a<> F

match flow cts
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BTE

CTSAY3—Jx4RaAvT74F¥al—>3> avVF

cts dotlx

CTSdotlx f v H—T x2A A a7 4F a2l —
var E—RERBLET
(config-if-cts-dot1x),

cts layer3

K747 RY—BIOBISARY >—% A
F—=7 L, CTSDOL A ¥ 3 FF v ZAR—h
=tz A X —T x4 AZHHLET,

cts manual

(config-if) CTS XFA—FZ D7 4 —FDOr—7
N ar 74 Xal—TarEEELET

platform cts

TrustSec (H I FETIZIATIOY) 7 Vo7 B oA X —
T LET,

CTSdotix HJE—FK avw> v F

default (ctsdotlx f v H—T =A A 37 4
Xal—vary B 7E—NR)

CTS dotlx 2~ RDOTFT 74V b &2 T LET,

propagate (cts dotlx #~7E— )

dotlx E— K SGT B A x—7 IV F 721X
F 4 =T M LET,

sap (ctsdotlx A X —7 = A A HT7TE—NR)

dotlx &— K CTS SAP ##&x & L £,

timer (ctsdolx A VX —7 = A A ¥ T7E—K)

CIS DIA~—aRELET,

CTSFHA4—T (R AV 74 FXaL—23 v YTE—FaTVF

default (cts FEA L X —T =2 A A 2T 4K =
L—vay 7E—NK)

CTS FEE—ROF 74NN 207 4 X2l —
varErLLET,

policy (cts FHjA v ¥ —T = f A a7 41X =
L—yay $7E—K)

FHE-FOCTS AY v —2RELET

propagate (cts FHjA X —T A 2 a7 4
Fal—varyH7E—R)

FEE— FD CTS SGT 62 E L £7

sap (cts FlfAf v X —T =4 2 T E—F)

FHE— FDO CTSSAP & EL 7,

Cisco TrustSec ¥ )7 a<w v Kk

clear cts cache

TrustSec ¥ ¥ v = V7 A NVEeXA T ER
X7 7 ANGLTENWZT VT BN, TTO
Xy IrANEIZ YT LET,

clear cts counter

H— TrustSec £ v % —7 = A4 AEIITXTD
AVBE =T 2 A ADH TR VT LET

clear cts credentials

TRTHOPAC 5L T _RTOCTIS 7 LTy
NEI VT LET,

clear cts environment-data

Fyv v anbd TrustSec RET— 2% 27 U7
L%,

clear cts macsec

BEaSni-A v %2—7 =14 A2AD MACsec 77 >
uEI7UTLET,

clear cts pac

X—A LT B 1 DELITTXTOPAC 27V
7LET,

clear cts role-based counters

SGT BLXUDGT O — /) _X"—RX T 7 &R a3
~ o — Ui OREHE# 2 RN L E T,
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Cisco TrustSec a7 FOBEE

clear cts server

FEE S NTRBREY — N ZHIBR L £,

Cisco TrustSec Show aA<v > F

show cts authorization entries

W M) ZRKRLET,

show cts credentials

CTS BT B 7 LF v vy haFERLE
j—o

show cts environment-data

CTS REET — 2 & Fmr LET,

show cts interface

A B =T 2 A ATLD CTS 27— B LOH
HEREERLET,

show cts macsec

Sf B —T = ABLDOREE ASIC D347 v k
h B EFRRLUET,

show cts pacs

F—Z2 7D PAC ® A-ID BL U PAC A F
TLET,

show cts policy peer

TrustSec 7 OETRARY o—%2FKRLET,

show cts policy layer3

CISL A Y3 NIV AR—FTHEHEND T
Ta4v T R —BLOGINFRY o—EFRL
7,

show cts provisioning

RO CTS DT avya=rF ¥a TNRHERR
ShET

show cts role-based sgt-map

IP7 RLARLEXR2 VT 4 IN—T T D~y
V7 ERRLET,

show cts role-based counters

SGTRBLUDGT Dua—L_X—RA TR a3
ka2 — LiREH OFEFHE#RE R R LE T,

show cts role-based sgt-map

IP L SGTONA T 47 FFAIU AN, B
O Netflow #atE#®E= £ R LET,

show cts server-list

AAA P —nNLa— R RZT VU TREDY X B
ERRLET,

show cts sxp

CTSSXP 71 Fa A fERaAFRLE T,

show platform cts reflector

AVH—=T 2 AZEDCTS DY T L7 XDA
TS AERRLET,

IVFRAV 7 RSy ayvko—)L (EAC) 2RETZaTUF

aaa accounting

aaa authorization

aaa authentication

order

priority

event

periodic

timer

host-mode

authorization

accounting

radius-server host

authentication port-control
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debug a< > F
debug authentication event

debug authentication feature

debug cts aaa

debug cts authentication events

debug cts authorization

debug cts authorization events

debug cts authorization rbacl

debug cts authorization snmp

debug cts cache

debug cts coa events

debug cts dp errors

debug cts dp info

debug cts dp packets

debug cts environment-data

debug cts environment-data events

debug cts error

debug cts fips

debug cts ha

debug cts ha core

debug cts ha infra

debug cts ifc

debug cts ifc cache

debug cts ifc events

debug cts ifc snmp

debug cts layer3-trustsec

debug cts provisioning

debug cts provisioning event

debug cts provisioning pak

debug cts relay event

debug cts relay pak

debug cts sap events

debug cts sap packets

debug cts sap pakdump

debug cts server-list

debug cts states

debug cts sxp

debug cts sxp conn

debug cts sxp error

debug cts sxp internal
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debug cts sxp mdb

debug cts sxp message

debug dot.1x

debug epm

debug event

debug mab

debug radius

debug rbm api

debug rbm cli

debug rbm bindings

debug rbm dp errors

debug rbm dp events

debug rbm dp packets

debug rbm platform

debug rbm policy
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W cts authorization list

cts authorization list

TrustSec ¥ — K T4 A THEHAT 5 AAA V— DY 2 F&FEET 5121%. TrustSec >— K T34 A
T, Zu—sL a7 4 ¥ a2 b—3 g F— KT ects authorization =~ > F&24H L £9, RIETIZ
VA NOFEHAEEIETHICE, 20a<y RO no BREFHLET,

cts authorization list server list

no cts authorization list server list

WX DA

T2+

avwv kR E—F

Fik—bEha1—4 0-)l

server _list Cisco TrustSec ® AAA — R F L —T%EELET,

L

Jua— L ar7 4 X¥alb—3 3 (config)

Administrator

BEREDAL T4

3l

Jy—2 EER

12.2 (33) SXI3 Z =~ R, Catalyst 6500 2 U — R A A v FIEMEE LTz,

Zoavy RiE, = K TFAAL REZFTY, HF— R 734 A%, TrustSec BET —F D=3 R —x
v FE LT TrustSec AA—t o7 4 r—2DET 15D TrustSec AAA — 3 U A M &EEUS L F9,

WDENL, TrustSec ¥ — K T4 ZD AAA a7 4 Falb— g 2FRLET,

Router# cts credentials id Switchl password Ciscol23

Router# configure terminal

Router (config) # aaa new-model

Router (config) # aaa authentication dotlx default group radius
aaa authorization network MLIST group radius

Router (config) #
# cts authorization list MLIST
#
#

( )
( )
Router (config)
( ) # aaa accounting dotlx default start-stop group radius

) # radius-server host 10.20.3.1 auth-port 1812 acct-port 1813 pac key

Router (config
Router (config
AbCel234
Router (config) # radius-server vsa send authentication
Router (config) # dotlx system-auth-control

Router (config) # exit

O R

avwv kR HL]

show cts server-list RADIUS #—"HEXFE R LET,
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cts cache W

cts cache

DRAM B X OXNVRAM ~® TrustSec iR A B L OBRET — X HFHROF vy v T2 X —T NI T 5
121X, etscache 7 u— )L a7 4 Xalb— gy avwry REFERALET, Sy v v 7 %25 40—
TINCT B, Zoavwy RO ne BRA2HEH L E9,

[no] cts cache {
enable |
nv-storage {bootflash: [dir] | disk0: [dir] | diskl: [dir] | sup-bootflash: [image]}

}
T enable CTSOFvyvva YR — b Rx—T7NVIZLET
nv-storage DRAM F ¥ v ¥ = EHF BRI MER F L —VIZEXRAENDL LT,
Xy T =27 FAAL ADOREFFIC av A FL—U7035 DRAM v v 3o i
MIATTEND Lol LET,
bootflash: dir nwArL—U0MEELTT— 79 v 2 T4 7 P EELET,
diskO0: dir nwARN—VOMNEELTTAAZ 0T L7 NI EBRELET,
disk1: dir WA —VOMBELTT A A7 1T 427 M) EBELET,
sup-bootflash: image nv A ML —VDNELE L TA—RX=N_A P T— 7T a2DFT 4L 7 b
VEfEELET,
TI4+IE FI7FNLMIFX Yy V2 lFT A E—T AT,

avy kR E—F

Jua—L ar7 4 X¥alb—3 3 (config)

Fik—bEha1—4 0-)l Administrator

avy FERE Jyy—=x EER
12.2(33) SXI Zma~r KA, Catalyst 6500 U — 2 A4 v FITBMENE LT,
12.2(50) SY PMK %+ v ¥ = ®H%H— k&, Catalyst 6500 > ) — 2 ZA v FITBEME

BEREDHL FF1

nET,

cts cache =~ FIFFREE, 7], BLOBRET —Z B DRAM ~OF v v 2% A F—7 /LI L
9, Fr v ZiE, RBEBLORANZ L > THREESNTBEROA T TV ABXOHEEH OO T
To F=ARTETAZABHDZ LT v (RAT— R, GEAE, PAC) OEX 2T A ML —
Ch, V7N =T ERIEIEAON—RFU 2T avR—3x 2 FCRELET, EHON—FRTU =T
F—ANTRRNESE, V7 Py =T7 =32l —3 32 F—Z 713 DRAM 3 LT NVRAM %1
L CTIERR S v E T,

Cisco TrustSec TiL, &7 /XA AMMEHHTE 5 AAA Y—,3 (Cisco Secure ACS 5.1 LIRE) Z#fEAL T
FHDODRA N—ZZTIEB IR LTHS, TrustSec rY T —7 ~DT 7 BARKBEIND XL IHIZ

HRSTHZET, Y MU= TARALAZADEF2T 770 ReELET, BB L ORANET T
He, BHRIZILIESLSODMADTT, Fv v v I BAR—T NI o> TWDHEE . ZOBEHRITEA A
TE570, X2y bT—27 TS AT ACS IZHERE L2 CH Y v 7 2 RETE 5720, U7 — MERZ
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W cts cache

CTS 770U FRHFERLSFHTE, Xy hT—=27 DT XA F YT ¢ 0m ELT, ACS OAMAMEHE L
F, v T EAEY (FRIZY 7 MRICHEAD) EREIAEEEAEY (FHRITY
T— MMERbFR) ICREFTEET,

5 WIZ, Fxvva PR—beAA 2= VT 502 RLET,

Router# config t
Router (config) # cts cache nv-storage diskO:
Router (config) # cts cache enable

BEavUF avwyv Rk Bk
clear cts cache X—ARNTORNKFEZ VT LET,
show cts keystore F—RANTONEERRLET,
cts rekey

cts credentials
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cts change-password W

cts change-password

=7V TA A LRI — SO TRAY — FEEE$ 51T, cts change-password 7t EXEC
avry FEERLES,

cts change-password server ipv4_address udp_port {a-id hex_string | key radius_key } [source
interface_list ]

EX DA
FI4I+
avyv kR E—F

#ih-behda-4 n-

server REEY —ZdRELET,

ipv4_address FRREY— "D IP 7 RL &,

udp_port FRFEY—/ 30 UDP R— b,

a-id hex string ACS —_OEMNANY U 7 E2BELET

key e Ya=r AT 5 RADIUS ¥—%fEE LT

source TRAT Y hOBETT FLADA VX —T oA ABEELET

interface_list FRENFEVANDHIEOVDA L E—T 2 A A XA TBELWRID TG A—F %
BELET,

Zoa<wy RET 740 MEbH Y A,

i EXEC (#)

Administrator

avy FoEE WDa~<y FEECEMHRALET
avy FERE Jyy—=x EER
12.2(50) SY Zma~r KA, Catalyst 6500 U — 2 A4 v FIZBMENE LT,

BEREDHL T4

~
¢:3)

cts change-password =~ > RIZ XLV | FEHEFERIES—AEHFE LRI TH, m—HL TA( R
L Cisco Secure ACS FBFE — "M TCHEHIND XAV —REELET L ENTEET,

cts change-password (X, Cisco Secure ACS @ 5.1 LAED NX—2 3 » CTHFR— F &N THET,

T 2T A== A vy — D Catalyst 6500 TiX, 2 DODA—IN—=R_AFDT A L H— K&
ANTHEXIL, "~ R 2T R—ZADFXF—A N7 EZFHTRYTLILERH D £F, AT — RER
TaRACEY, TIVTATBIORAZ RS A== A P2, FILT A A RAT— RBPRES
NAHEENRHY £,
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Ml cts credentials

cts credentials

Fy T —2 F4 Z2D TrustSec ID B L UVSRA T — R&EFEET 5 I121E. ¥#E EXEC ©— FT cts
credentials =~ > FEEHLET, 7 LT v L Z2HIRT 5I21E, clear cts credentials =~ > N %
fEHLET,

cts credentials id cts_id password cts_pwd

XX DA credentials id cts_id =~ EAP-FAST %[l L T Cisco TrustSec 7 /354 A CTRRFET 5 & &2 2
F A ZABHET S Cisco TrustSec 734 A ID #HE LT, cts-id 2%
I, R 32 XFTRILFTEIXTERRLET,
password cts_pwd EAP-FAST %f# fl L T Cisco TrustSec /34 A CRIETH & X2 D
THNAZARERT /AT — REHRELET,

TIHILE L

™.

H
I

™.

=3 ¥#E EXEC (#)

H#H—bsh3d1-% 0-)l Administrator

av v FERE y1yy—=x EER
12.2(33) SXI Zdoa~r KA, Catalyst 6500 U —2 24 v FITBMENE LT,

BRLEDHS ES1Y TrustSec %> RV —27 FAL X T RI v gy a2y ha—» (NDAC) RIFCHEMATAHEE. cts
credentials =~ > FiX, EAP-FAST % il L CTHI®D Cisco TrustSec T /31 A L BFEEIT HBEIC, 2D
A A FHIMEMAT S Cisco TrustSec 7354 Z D BLUOANRATU— FE2EELET, CISOZ LF i v
VA RIE startup-config TR < F—A M7 IRFESIN TV D2, CTS D27 LT i ¥ L OIRERS
IR MEAER NVGEN) 7'rEATERFETINETA, 7341 AL, Cisco Secure Access Control
Server (ACS) "6 CTS 7AT T 4T 4 52F0 Y THNDEH, ACS Mo TR Iz & XITH L
AU =Rz HBAERT DX IICTEET, 607 LTy i, F—X M7 THRIFS N,
running-config Z{R1FT 2 MLEMENR 2 720 £F, CTS 731 R ID #FK 77 5121, show cts
credentials =~ > REFEHLET, RESNT AT — RIERRINERA,

FNRAZID 720382 — REEHT L2, a~r FEBANLET, ¥F—X 74227 U715
IZ. clear cts credentials =~ > FAZHEHL £,

GE) CTS ¥4 R ID BNEE Sh -4 . Protected Access Credential (PAC) 1T H VT 231 X 1D (Z BhE
ToNTEY, HILWOWTAT T 47 I LTUIAENTRWZD, TXTO PACIETF—A M T b
WEEINET,

£l W2, CTS 7734 % ID % himalaya, /SZ2 U — F#% cisco \[CRET 247 LET,

Router# cts credentials id himalaya password cisco

Cisco TrustSec R4 wF aA> 74 F¥alL—Lay HIL K
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cts credentials W

CTS device ID and password have been inserted in the local keystore. Please make sure that
the same ID and password are configured in the server database.

Wiz, CTS 31 A ID % atlas, /XA U — K% ciscol23 IZEFET 562~ LET,

Router# cts credentials id atlas pacssword ciscol23

A different device ID is being configured.

This may disrupt connectivity on your CTS links.

Are you sure you want to change the Device ID? [confirm] y

TS device ID and password have been inserted in the local keystore. Please make sure that
the same ID and password are configured in the server database.

RIZ, CTST A AID BEROARAY— R 27— b aR7-TOHERLET,

Router# show cts credentials
CTS password is defined in keystore, device-id = atlas

BEa<w ok avwvk ETL)
clear cts credentials Cisco TrustSec /34 A ID &2 T — R& 7 U7 LET,
show cts credentials HAED Cisco TrustSec T34 A ID BLONXATU— KoREEE R LET,
show cts keystore N—KRyz7BIN 7 NI =2TOF—A T ONEEERLET,

Cisco TrustSec R4 wF aAvI4¥alL—ay A4 F
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W cts dot1x

cts dot1x

LS e
TIHILE
avY Rk E—F

CTSdotlx f v H#—TxAf A a7 4 ¥ al—ar E—F (config-if-cts-dotlx) ZBALEL TA >
% —7 = A AD TrustSec FFRAEY A v —ZRET HITIT, ctsdotlx =~ FEMEHLES, (¥ —
Tr2ARIA~Y—%T 4 E—=TMITDITE, Z0awr Fono BREMHLET,

[no] cts dotlx

Zoavwy R, IEELITF—U—FEH D A,

A B =T x4 ADCTSdotlx 2> 7 4 Fal—aiITF 740 NTlET 4 B—7 L TT,

AV H =Tz A AT 4Falb— a3 (config-if)

Fi—bEhd1—¥ 0-) Administrator
avy FERE yy—2= EHEE
12.2 (33) SXI3 Z DA< KA, Catalyst 6500 > U —X AA v FITEBMENE Lz,

HEREDHA K51

3l

TrustSec dotlx FRBFEY A v — &R ET DHINI, /1 vV F—TxAf A a7 4Fal—ary E—R»
A VHE =Tz A ADLD dotlx 7 v — VLI ELET, CTS dotlx ME%EIL. TrustSec EAC 7
& 2Tl 72 < TrustSec NDAC % #ilfH L £,

WDFITIX, Catalyst 6500 > U —X 24 v FIIRANZ dotlx f »F—T x4 A 2T 4 Fal—Ta
VE—REAF—TNICETICCTS 2 7 4 Falb—ay B— REBBLET,
Router (config-if) # cts dotlx

Warning: Global dotlx is not configured, CTS will not run until dotlx is enabled
(Gi3/1)

Router (config-if-cts-dotlx)# ?
CTS dotlx configuration commands:
default Set a command to its defaults

exit Exit from CTS dotlx sub mode
no Negate a command or set its defaults
timer CTS timer configuration

Cisco TrustSec R4 wF aA> 74 F¥alL—Lay HIL K
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cts dotix W

avy kR

B

default timer

reauthentication (cts
VH—T A R)

CTS dotlx BF#BRFEX A ~—% 7 74/ MEIZCU Y FLET,

timer reauthentication
(cts f v H—T =4 R)

CTS dotlx HRiES A v — 2R EL £7,

show cts interface

CISA v Z—T 2 ADAT—HZABIVREEFRTNLET,

show dotx interface

IEEE 802.1x O E L #iitHEHREZF R LET,
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W default timer reauthentication (cts f ¥2—7 1A X)

default timer reauthentication (cts 1 >3 —27 x4

A)

CTS dotlx FBFEX A ~—% T 74/ MEIZV By hF210iF, CTISA v H—T =2 A a7 ¥
L —3 3 v E— R T default timer reauthentication =~ > F&2fHHA L £9,

default timer reauthentication

X DA
FI4I b+
avyv kR E—F

#i-behda-4 n-

timer reauthentication CTS Fir¥ A ~—%5F 7+ /L MEIZEELE T,

3600 ¥

CTSA v H—T7xA A a7 4F=2b— 3 (config-if-cts-dotlx)

Administrator

avy FEE

BERLEDAA K1Y

)1)—2 EER

12.2(33) SXI Zdm~ > KA, Catalyst 6500 2 U — X A A v FIEMEE LTz,

CTS ﬁmuuﬂi&/rv 0)7‘71‘71/ ]\'f 17 D"“/\/I/fot dotlx ﬁum thE@7‘72"/l/ k (3600 %}) /C—?_o ZD
A=Wl TTBHE T AF, CTSOXy b —Z7IZHRBIELEY (NDAC),

ﬁ“ Yka:\ 7\D’_‘/{/I/ ?7?/1/ ]\1 Z CTS ﬁmhuﬂz&/]}? %)t/ }\Té'fgj%%bi‘é—o
Router # configure terminal
Router (config) # interface gigabitEthernet 3/1
Router (config-if) # cts dotlx
Router (config-if-cts-dotlx)# default timer reauthentication
BEa<o R avwyk L]
cts dotlx CTSdotlx f v #—TxA A ar74Xal—ary F— FeMBLET

(config-if-cts-dot1x),

timer reauthentication
(cts 1 X —T = A R)

CTS ﬁuuuﬁ?’(v T Ebi?‘o

show cts interface CTSA > Z—T x4 ZADAT—ZABIVHRELTFERLET,

show dotx interface IEEE 802.1x O E L it HRE2FR R LET,
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0L-22192-02-J |



| £7% Cisco TrustSec a7 FOFE

timer reauthentication (cts 1 v4—7x4%x) M

timer reauthentication (cts 1 > 2—27 x4 X)

HRE 2 A v~ — %R ETHIZIE, CTISA v Z—T A A a7 4 X2l —3 3 F— KT timer
reauthentication 2?/]\%@% LET, XAM~—%T 4 8—TNMIZTDHIZEFE. ZOa~v> KD no B
AzEFEHLET,

[no] timer reauthentication seconds

WX DA

T+

avwv kR E—F

reauthentication seconds HRAFLI A ~—2BTELET,

L

CISA v H—T =z A a7 4¥Xal— 3 (config-if-cts-dotlx)

Fik—bEha1—4 0-)l Administrator
avy FERE Jyy—=x EER
12.2(33) SXI Zma~r KA, Catalyst 6500 U — 2 A4 v FIZBMENE LT,

BEREDHL FF1

D a=w R, TrustSec HilfE X A ~— %2R ELET, ZOXA~—N T TD&. T34 A%
CTS @Z\“) ]\ U—7| ﬁumuﬁbij— (NDAC)

il WIZ, HEBREX A ~—% 44 IR ET DBl 2R LET,
Router (config-if-cts-dotlx)# timer reauthentication 44
BlEaTUF avwyk ETLT
cts dotlx CTSdotlx f V' Z—T7xA X a7 4F¥al—rar E—FallBLET
(config-if-cts-dot1x).
default timer CTS dotlx B#BFEX A ~—% 7T 7+ /L MEIZ V&> FLET,

reauthentication (cts -
VHE—T A R)

show cts interface CISA v Z—TxAf ZADAT—ZABLORELXFEFLET,
show dotx interface IEEE 802.1x D& & MaHEMAER T L T,
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W cts layer3

cts layer3

CISVAY3 FIUAR—F = VxAf A F =T = A A X—TVIIHREL, HIHRY —&

N7 T4y RY—%#EATHITE, etslayer3 A H—T 2 A R AT 4 Fal—Tary avwy
Rz LET,

cts layer3 {ipv4 | ipv6} {policy | trustsec forwarding}

ipvd | ipv6 IPvd £7-1% IPv6 DL TN AIEE L =7

policy T—=R U2 AV F =T AR TFT T 47 R —BLOBISNFY
AL ET,

trustsec forwarding TF—=R 0z A F—T 2 ADCTS LAV 3 hTUAR—FEA 3—
T LET,

LS e
T4+
avv R E—F

FIZFNLRTIZICTS LA ¥ 3 F I AR— MIANTKR>TOVER A,

AV H =Tz RA a7 4Fal— a3 (config-if)

Fii—bEhd1—% 0-) Administrator
avy FERE yyy—=x EHER
12.2(50) SY ZdOza<wr R, Catalyst 6500 >V — X A v FIZBMEE LTz,

HEREDHA K51

3l

WITND N F7 7 4y 7 avy FBEXMSa~ s FE2 CTS LA ¥ 37— U= IZEMT 2052 4HE
T 5HICiX. cts policy layer3 72— )L a7 4 ¥ a2l —vay avy REEHLET, CTS L1
37— b0z A F—T 2 A RAEAFX—TNMILT, FF77 47 RV —BILOHHNFRY >—%
WHT DT, cetslayer3 A V4 —T 2 AR arv 7 Fal—varyavwr FeEALEY, 7
T4 v R —BLOBFSRY o —DFEMI OV T, cts policy layer3 22 L TL 72 &0,

WIZ, CTSLAY3 hTI UV AR—F F—hU 2l A F—T 2 A% A F—TNMZTDHHERLE
7,

Router# config t

Router (config) # interface gigabitEthernet 6/1

Router (config-if) # cts layer3 ipv4 trustsec forwarding
Router (config-if) # cts layer3 ipv4 trustsec

Router (config-if)# cts layer3 ipv4 policy

BEgEa<w K

avwyk H L]

cts policy layer3 CTSVAF¥3 IV AR—PDOIT T 4 w7 R —BLOGIHRY v —
EHRELET,

CTSVA¥3 FIVAR—b arv74F¥alb—varTHERAENS FT
T4 R —=BIOPBIRY v —DL4HTER R LET,

show cts policy layer3

Bl Cisco TrustSec R4 v F av 74 F¥al—av H(4F
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cts manual W

cts manual

LS e
TIHILE
avykF E—F

TrustSec FE) A L X —T A X a7 4 Fal—ary 37— FE2HIET 521, cts manual 1 >

RB—TxAf A AT 4 Fal—ary avy REEHLET,

cts manual

Zoavwy ROXIEHY FHA

ZOavy RITET 740 MEH Y £ A,

AV H =Tz A AT 4F¥al— a3 (config-if)

Fi—bEhd1—¥ 0-) Administrator
avy FERE yy—2= EHEE
12.2(50) SY ZDa<wr R, Catalyst 6500 >V — X A v FIZBMEE Lz,

HEREDHA K51

3l

pggEa<w R

Vo 7R =Bl exa T4 7//3——“/5/713 k=L (SAP) % ET 5 TrustSec FH)
AV B =T A a7 (Fal—ay ¥ 7E— F2HBET 521, cts manual > % —7 = A &
a7 4F¥alb—vary avy REFALET, sap Eidpolicy 7 2~ RBFREINL TN
A, TrustSec IZA v A —T 2 A ANBESNTWARNWEIITAZET,

CTS FEIT— RARESINTHE, 802IXFEREXY v 7 CTEITEINERA, RV v—%2EHRL, V¥

AT 2121%, policy 7 a~r REHEMLET, 7 74/ b no policy T3, MACsec V 7
F‘sﬁﬂ BlLERET DI, SAP XA —ay RIA—FEZERTHLERHVET, 774/ 1
/¥ no SAP T3, WU SAPPMK %2V > 7 O CHETHLENRSH Y 9 (0F 0, HLHEME),

wiZ, CTS FEE— FaBltad 2612~ LET,

router# conf t

Enter configuration commands, one per line. End with CNTL/Z.
router (config) # interface giga 2/1

router (config-if)# cts manual

router (config-if-cts-manual) # ?

CTS manual configuration commands:

default Set a command to its defaults

exit Exit from CTS manual sub mode

no Negate a command or set its defaults

policy CTS policy for manual mode

propagate CTS SGT Propagation configuration for manual mode
sap CTS SAP configuration for manual mode
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W cts manual

avwyFk EL
policy (cts F&A v F—T =4

RayvZ i Fal—grH
7E—F)

sap (cts FEIA X —T A R

P 7E—FK)

show cts interface
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cts policy layer3 H

cts policy layer3

Cisco Secure ACS BMERATERWIEE, AT ATCIS VA Y3 MU AR—MVRICN T T 4 w7
RY =L FIHNRY > —%HEET DX, cts policy layer3 72— 3L 207 4 Fal— 3y a~v
CREMHEHLET,

[no] cts policy layer3 ipv4 {[exception access list] | [traffic access list |}

[no] cts policy layer3 ipv6 {[exception access list] | [traffic access list]}

LS e
T4+
avY R E—F

ipv4 exception access_list  ({EE) IPVAL3 D bT 7 4 v 7 KU T —IThSZ2ERT D ERFHO
ACL #fiELE T,

ipv4 traffic access_list IPv4 TrustSec %A F—7 VNI LY T Hy MBI WF—trv=A %Y
A N LT EHRFEAD ACL 2 ELET,

ipv6 exception access_list  (fL3E) IPV6 L3 D b T 7 (v 7 KU —|ZhS & EFRS D EZRFHD
ACL ZHEE L £7,

ipv6 traffic access_list IPv6 TrustSec # A Rr—7 NI LY T xy RBIWF—bbv=A %Y
AN LIZERFEHD ACL 2fELET

7 7 4 /v M iE no policy T,

ra—s L ar7 4 ¥ alb—3 3y (config)

Fii—bEhd1—% 0-) Administrator
avy FEE Jyy—=x ETER
12.2(50) SY Zoaw s RA, Catalyst 6500 > U —X A A FITEMENE L,

HHEDHA K51V

CTS VA% 3 M7 AR— MEREIZ, TrustSec A X —7 /WLy hU—2 7 A FbO L
AY2SGT # I/ &E NTT7 4w I3, 77V r— a2k VI TrustSee * > MU —27 B AV &
PR LTRSS, SHELZCTS LAY 37— FU A TLAY 3BT B/MMEDBMREREND L HIZT
XFET, NTT7 4 v RUT—iE, TTO TrustSec &1 F—7/MZ L7727 F» IOz izt
T A7 —r7 =2 TRLVRAEZVRARNLETZEA UARNTT, FISAFRY —iF, CTSLAV 3 7
VAR= IO T EMEEBER L RN T T 4 v 7BV AT LT 7R VA MTY, e ZE AR
Uy —OWEIZHEM S5 RADIUS /A7y ME, 7 V7 TEETLLERH Y 7,

N7 4y 7 R —BLOBISARY > —i%. cts policy layer3 {ipv4 | ipv6} traffic access list and
the cts policy layer3 {ipv4 | ipv6} exception access list 7 a— )L a7 X al— gy avwr R
THELET, CTSL3 Y — bz Af A VX =T =2 AT T 47 R T—BILOHIHRY >—
AT 5I2IE, cts layer3 {ipv4 | ipv6} policy 1 > ¥ —7 = A A a7 4 Fal—rar av K
ZREHLET, CTISL3 V= U =Af S F—T = A A% A X—TMIT HITIL, cts layer3 {ipv4 |
ipv6} trustsec forwarding { > ¥ —7 = A a7 4 X al—var avr REfHALET,
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M cts policy layer3

WX MR EOTA RT7 A4 BIOMHIBREZ#%E L T Cisco TrustSec LA ¥ 3 SGT + 7 > AFR— k

EHRELET,

. ClscoTrustSec LAY 3SGT b7 > AR— MERRIZINN—F Y = TH Bt E VR — 358K — hE1T
WRETEET,

e Cisco TrustSec L' A4 ¥ 3SGT "IV AR—F DT 7 4 v 7 RY—BIOFIHNRY > —I2iTRK
DOHIERH Y £97,

— AU T—i, IPIEEEZIFIP ARt EIiE ACL L LTEHETHILERH Y 7,
— BV v—iCiddeny = MU EEDHD I LITTXEEA,

— WCACER T 7497 R —BLOBINRY > —DW T IZEET DHEE. HIsRY
B EE T, Cisco TrustSec L1 ¥ 3 7 kid, £ ACEIZ—%3 537 v b
THEITESNET,

o NI T4 RYT—BIOHBRY =33 — s H v om—F (T O Cisco 10S
Release THAR— F SN TWDHHE) 350, 7213 ip access-list global =7 f F =2 L—3 9
av U REFEALT, T RAZFHTRETEET, RN —I3ROL—VIZESWCTEA S
iﬁ‘o
- 27497 RV —FFFARY =BT — A Xy ran— RS 56, FH
TRESINTE RN T T 47 RV U—F3HIAFR) o— L0 bELESNET,

— REEY—AREHTET, N T T4y 7 KU — BROBIARY o —DWlif % F8) TRE
T5HE, FHHTRESNLLA) V—RNEHSNET,

— BBEEV—ABEATET, N T T4y RV U—%BINR) >—72 LTRET D &, HIFKR

Uo—lddA S EEA, Cisco TrustSec LA Y3 BT BN T 7 4 v 7 R —I2HS
WTCA U F—T oA RAZEHINET,

— BAEY—"BEHATET, T 74 v 7 R —RFHTREINTWRWEEIE, Cisco
TrustSec LA ¥ 3 W 7Mbb A v 2 —T =24 A TETENEE A,

1 Wiz, U E— I Cisco TrustSec KA A LA ¥ 3SGT N7 VAR — ME2HETLHHERLET,
Router# configure terminal
Router (config) # ip access-list extended traffic-list
Router (config-ext-nacl)# permit ip any 10.1.1.0 0.0.0.255
Router (config-ext-nacl) # exit
Router (config)# ip access-list extended exception-list
Router (config-ext-nacl)# permit ip any 10.2.2.0 0.0.0.255
Router (config-ext-nacl) # exit
Router (config) # cts policy layer3 ipv4 traffic traffic-sgt
Router (config) # cts policy layer3 ipv4 exception exception-list
Router (config) # interface gi2/1
Router (config-if) # cts layer3 trustsec ipv4 forwarding
Router (config-if) # shutdown
Router (config-if) # no shutdown
Router (config-if) # exit
Router (config) # exit
EEEEAS avwyF St
cts layer3 F77497 R —BIOFSAY v —% A =TI

L. CTSOLVA¥3 FTUAR—b F—roxd AV
H—7 = A ZITWH LET,

show cts policy layer3 CTSLA¥3 FI o AE—FCHEAINE T T4 v
NI —BROBISRY o—2 KR LET,
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cts refresh W

cts refresh

FTRTCTEZIIFHFED CTS 7 D TrustSec BT BA[R Y —Z2 U 7Ly vad b, @BiEr— N2 Xy
AA v FIHF Ty — RENTZ SGACL R o—% U 7Ly a9 520, $#E EXEC £— R T cts
refresh =~ R&ZfEH L £9,

cts refresh environment-data

cts refresh policy {peer [peer id] | sgt [sgt number | default | unknown] }

LS e
T4+
avY R E—F

environment-data mEST—4#%2) 7L vy a2 LET,

peer Peer-ID ULE) peer-id WHRE SN 556, HHESNZETHEICHAETHRY v —
PN 7y rad3nEzd, §COET RY —2FHT 512X, ID
ZHELZRWT Enter Z# L £9°,

sgt sgt_number FBEEY— B SGACL WY > — DY 7 Ly 2 2T LET,
SGT HEENDEE SN TWAEGE, TD SCT IZB# T AR Y v —721F»n 0 7
LyvadnEd, I Coexa VT4 IN—T X T RK)o—%Y 7
Ly a3 5i2id, SGT EE5 % EETIC Enter H L E T,

default T74N0 D SGACLARY) v—%2Y 7Ly LET,
unknown FRED SGACL KU —% U 7L v o LET,
L

¥HE EXEC (#)

#h—rEhdi—4 o-) Administrator
avy FERE Jyy—=x EER
12.2(33) SX1 Z @z~ N, Catalyst 6500 >V —X A A »F T cts policy refresh & L
TEBMSNE LTz,
12.2(50) SY Z M =a< RiE, Catalyst 6500 >V — R XA » F T cts refresh policy |24
FTINE L7, sgt. default, 33X unknown ¥— U — KA EMSNEL
7=

HHEDHA K51V

FTRCOD TrustSec BT OETFRAIRY —%2 U 7wy a2t 2iE, 7 ID 28T LRV T cts
policy refresh Z A1 L E7,

T#AR Y o —iX EAP-FAST NDAC #BFED I D&% IZ Cisco ACS L EANCH U vrm— REh
i?‘ Cisco ACS IZE7TRAIKRY v —2FHHTDH LD ué Eén“(b\i’g"# cts policy refresh =~
Y RIZE V.| Cisco ACS # A ~—MIRUINIZ 2 HRTCA Y — DRI R 2l cEx 3, o=
~V R, BEX=2074 ZA—7 %7 (SGT) ##HTE, EXaV7 4 =7 T727&A a2

n—/L J A (SGACL) #%5#iiill T& 5 TrustSec 7 /34 AZFITBE L £,
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W cts refresh

] WIZ, T_XTOET O TrustSec ETBAIRY o—2 Y 7Ly aT 502 RLET,

Router# cts policy refresh
Policy refresh in progress

WIZ, TXTOET D TrustSec ETBAIRY o —2F£RT D2 RLET,

VSS-14# show cts policy peer
CTS Peer Policy

device-id of the peer that this local device is connected to
Peer name: VSS-2T-1

Peer SGT: 1-02

Trusted Peer: TRUE

Peer Policy Lifetime = 120 secs

Peer Last update time = 12:19:09 UTC Wed Nov 18 2009

Policy expires in 0:00:01:51 (dd:hr:mm:sec)

Policy refreshes in 0:00:01:51 (dd:hr:mm:sec)

Cache data applied = NONE

[CEEIEINS avwy kR H7LT
cts refresh
clear cts policy CTS RY T —%F XTI YT 50, ©7 ID £721F SGT IZ LV T
V7 LET,

show cts policy peer T RTCEIFFFED TrustSec E7 DOETRAIFR Y —RNERRINET,

Cisco TrustSec R4 wF aA> 74 F¥alL—Lay HIL K
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cts rekey H

cts rekey

X2 VT4 TYvE—ar Fu haj) (SAP) THEMT % Pairwise Master Key & FAERK T 51T
iX. cts rekey #5# EXEC 2~ > REHHA LT,

DR interface type slot/port SAP ¥—%HART D CTS A v 4 —T =A AZRELET,

FI2+IEF T 74V MEIEXH Y FHA,

avwY kK E—F ¥t EXEC (#)

Hf—pEh31-¥0-1 Administrator

av > FEE Jyy—= EER
12.2(50) SY Zdoa~r KA, Catalyst 6500 U —2 A4 v FITBMENE LT,
10S-XE 3.3.0 SG Zoa~r RA, Catalyst 4500 U — X 2 v FICBIMENE L,
108 15.0(1) SE Zdoa~ v KA, Catalyst 3000 U —X A4 vy FITBEMERE LT,

HALDHL 314y SAP @ Pairwise Master Key (PMK) U 7 Ly v aidilE, £ hU—27 4 X0 B LU Dotl X i3
WCBET B ERARERNE S A ~—OMAEbEICLY N -, AT ET, K5
F—ZFETEHT ML, Z<OHE, XYy MY —7 T RI=AL—varDkFxa ) T4 &
HEO—EHTT, FEITPMK OV 7Ly ¥ a il 5121, ctsrekey =~ REfHLET,
TrustSec I, DotlX #BFETAA v FHDY v 7 ML EERT 2MNBEDRNWFEH L 7 4 Fab—

vay ®—REYFR-FLET, Z0OHE, PMK X, sap pmk CTS FE) A > ¥ —T A A a7 4
Fal—varyavryRFEEALTY V7 OWEOT A ATRHTREINET,

5l ROFITIE, MELIZA L F—T 24 ZAD PMK #FHARKLET,
switch# cts rekey interface gigabitEthernet 2/1
switch#

Cisco TrustSec R4 wF aAvI4¥alL—ay A4 F
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M cts rekey

BREav VR avwyk ETLT
sap (cts FEIA ¥ —T = A R
PTE— )
show cts
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cts role-based W

cts role-based

SGT O A »RY < = v, TrustSec NetFlow /8T X —#% & SGACL 7l # FE) TRET DITIE. cts
role-based 72— )L 207 4 Fal—vary avwry REEHLET, a7 X2 —3 3 %24
B+ 5z, 2w RO no JERAMHEH L ET,

[no] cts role-based enforcement [vlan-list {vian-ids | all} ]

[no] cts role-based {ip | ipv6} flow monitor fnf-ubm dropped

[no] cts role-based ipv6-copy

[no] cts role-based 12-vrf instance_name vlan-list vian-ids [all]

[no] cts role-based permissions default {access-list | ipv4 | ipv6} access-list access-list . . .

[no] cts role-based permissions from {sg7 | unknown to {sg¢ | unknown}} {access-list|ipv4 |
ipv6} access-list, access-list, . . .

[no] cts role-based sgt-caching vlan-list {vian ids | all}

[no] cts role-based sgt-caching with-enforcement

[no] cts role-based sgt-map {ipv4 netaddress | ipv6_netaddress} | sgt sgt number

[no] cts role-based sgt-map {ipv4 netaddress/prefix | ipv6_netaddress/prefix} | sgt sgt number
[no] cts role-based sgt-map host {ipv4_hostaddress | ipv6_hostaddress | sgt sgt_number

[no] cts role-based sgt-map vrf instance name {ip4_netaddress | ipv6_netaddress | host
{ip4_address | ip6_address}}] sgt sgt number

[no] cts role-based sgt-map interface interface type slot/port {security-group | sgt} sgt number

[no] cts role-based sgt-map vlan-list [vian_ids| all] slot/port sgt sgt_number

BX DA 12-vrf instance_name (EE) VAV 2VRF A LV AZ U AL EEELET,

enforcement TRXTCDLAYI3CISA LV H—T oA ADT—H )L F
NAZAD SGACL il &z A r—T M LET,

interface interface_type fBE SGT X OB E-IIME LA VY3 A 4 —T =
AAMBLD RN T 74y 7wy B TInNET,

vlan-list vian-ids VLANID ##5E€ L£3, % VLANID |25 >~ TKY]J
S, ID O#FFHIIANA 7 o THRESNE T,

all (EE) +_To VLANID ##E L £,

with-enforcement SGACL #fils A4 % —7 1D SGT v v v & A
F—=TNIZLFET,

sgt-map ipv4_netaddress | ({E#) SGT ICB#AH T HFy hU—2 ZHEEL £,

ipv6_netaddress IPv4 7 RL A% Ry MEE 10 EHFRFL T, IPv6 =2
vl6 R TANLET,

sgt-map ipv4_netaddress/prefix | (fE#) SGT 28, RELEZY 7%y bk 7 FL 2 (IPv4

ipv6_netaddress/prefix F7EIPV6) DT RXRTORAR M~y BT a3ihbd &

JITHRE L £, IPv4 (X F > MEE 10 #% CIDR %Ki
T, IPv6 (Fam v 16 EHERLTHEShLET. 0 ~
128)

Cisco TrustSec R4 wF aAvI4¥alL—ay A4 F
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MW cts role-based

sgt-map host ipv4 hostaddress | FELFEFRARNIP 7 FLALIRELE SGT 284 » F

ipv6_hostaddress LEd, IPv4 7 FL 2% Fy MEE 10 #HEL T,
IPv6 Z=v 16 KL TATLET,

sgt sgt_number (0~ 65,535), EX¥=2VUT7 4 s—7 27 (SGT) &
FERELET,

vrf instance _name VIRTT SA ATYER L7z VRE A V AX V AEFRELE
T

TI4IE L

T
H
I
™.

avy Jua—, L ar7 4 X¥al—3 3 (config)

HF-bEhd1-% 0-) Administrator

av Yy FERE J1yy—=x EER
12.2 (33) SXI3 Zmaw KA, Catalyst 6500 > U —X A4 v FITBMINE LT,
12.2 (50) SG7 ZDawr KA, Catalyst 4000 > U —X A A v FIZBMENE LTz,
12.2 (53) SE2 Zom~ 2 KA, Catalyst 3750(E). 3560(E). 4 L8 3750(X) v U — %
Ay FIZBMENE L (vrf £721% [Pv6 R — R72 L),
12.2(50) SY WD F—U— KX, Catalyst 6500 >V —X 2 A v FIZBEMINE LT,

¢ [no] cts role-based enforcement
¢ [no] cts role-based ip flow monitor user-defined-monitor dropped
¢ [no] cts role-based ipv6 flow monitor user-defined-monitor dropped
¢ [no] cts role-based ipv6 copy
¢ [no] cts role-based permissions
15.0(0) SY WDH¥—U— RiL, Catalyst 6500 >V — R 2 A v FITEMES I E LT,

¢ [no] cts role-based sgt-map interface

¢ [no] cts role-based sgt-map vlan-list

BREDAA R34V HBEHIZ SGT #EEL IP 7 RLRIZw vy B 7§ 5729 d, Cisco Identity Services Engine, Cisco
Secure ACS, #14FIv 7 ARPA VA7 v ar, DHCP AX—VE 7 FHAL T vF L IHRA
A v FTHHTE WA, cts role-based sgt-map =2~ > FZEH L T SGT 2IRONFIZ~ v E
JTEET,

o H KA IDIPv4 £721X1IPv6 7 KL %

o IPv4 £721ZIPV6 Xy N =2 13V 7%y FU—2 EOFTRTHOKRA b
e VRF

o H—F7I3EH D VLAN

s LAVIYHELITMEBA LA —T AR
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cts role-based W

B—@QhRAF7ELRE SGTDIRA VT4 2T

cts role-based sgt-map host =~ > RiX, IPFELT RVABERA M 7 FLAR—H LIEHEIC,
ZOEENT Y MIHEE SGT 231 RLET, ZD IP-SGT N1 T 1 & ZITEFLIAN A3 R bK< |
OEEF T LECHRH S NTZZDOMDNA T 4 7 (SXP E72id v — BV CREGEF AR A 72

L) BEETIHERERSNET, ST 4 70, SGT A »ARP v 3 8 KX SGACL 3l A

WAL v F ETu—hnZEHEINET, ZORXL T 4 U IPRELEFRA NP 7 R AR S

NEME—DNRA T 4 T THDIHE. TR SXP BTICs AR—bEhET,

FYRIT—DFRFYITRY FIT—0 FRLRESGT DA T 42T

cts role-based sgt-map ipv4 netaddress | ipv6_netaddress ¥ Z T cts role-based sgt-map
ipv4_subnetaddress/prefix | ipv6_subnetaddress/prefix =2~ Nif, f8E LRy hU—2 7 N L Rl
ROy Mo, HELRE SGT 231 RLET,

SXP ITfEE SNty N =27 F1EH TRy NI = NOTXTOAEERER IP-SGT /31 T
7 DU IR IERE T AR— M LET, IPV6 A VT 4 T LT Ry h S, T 4 7% SXP
N=Da 2 PED SXP V AF— ET7EITIC 7 AR—FENET,

VRF & SGT /A1 T4V 5

vif 55— U — FiX. LLENC vif definition 70— 3L 207 4 ¥al—3 gy a<wy RCEESNK
PN—T 4 v PRI T+ =T 4 T T—TNEERELET, VRF 2 7F XA MOREIXZ O~
== T VOHFA T, cts role-based sgt-map vif 72— 3L 27 4 Falb— gy avy NCH
EEINT-IP-SGT XA T 4 71F, BESNZVRF &, ANWENFZIP T RLVADZ A 7T X - TR
SNDIP7a haronN— g SCBEEM T bt IP-SGT 07 —7 VAT SNET,

VLAN & SGT vy ELY

cts role-based sgt-map vlan-list =~ > F(X SGT #45&E I #L72 VLAN F£72i1% VLAN Ot > MISA
YRLET, ¥—TU—Rallifk, A/ vy FTHR—FINTWVD VLAN OLHFH & [F U T, REREME
AR (NVGEN) 7ot X TfRFFESNER A, F5E SGT 13H5E L7 VLAN OWF TR LA
Ry MIARL Y REnET,

LAVY3IALUE—T AR TVEYY (L3IF)

cts role-based sgt-map interface =~ > NIZ FBELC LA Y 3GmBA L F—T 2/ A%t F 2T o
TN—TDEAEILZSGTIZNA Y RLET, X2 U7 4 ZA—TDAENT SGT £~y B 7§
5Xa VT4 JA—TERT — T IE, TrustSec BRIET — & & —fEICFBIEy — "o Xy — R
SVET, cts role-based sgt-map interface security-group =~ > NiX, X2 U7 1 Zv—T D4
A7 =T ANFEHTERWGSITESLT INET,

X2 VT 4 IN—TDOTF—TARDTE T a— RENINEFEIND-NT, TXToH L3IF
vy BV EINET, BESNIA LV E—T oA AERAT AR N2 EEES>TXTORY b
T—2 FL7 4927 AT LT, IP-SGT A >V F 4 v Z2%GBM, B, F38IBRENnNET,

NAOT 4 VTRERERTSAA ) T4

TrustSec [Z7EEBHR ST T, ~AF— AT 4 T FT=2_X=ZADP-SGT A T 4 T V=2

MoB&EMRELET, 722 21E. SGT & policy {dynamic identity peer-name | static sgt tag} cts

interface A~ R CA ¥ —T7 oA RAHEH SN DG ERHVET (TAT T 474 F—hF b

> 7). BUEDBERNAN. O MIEF 1. KRN BRRKET, RO LBYH TT,

1. VLAN : VLAN-SGT ¥ v B> VM E S 7z VLAN EOAX—E > 7 Eifz ARP N7 v binb
FRINAA T 4T,

2. CLI: cts role-based sgt-map 2’ 0 — 3L 27 4 ¥ 2 L—3 g a<> KO IP-SGT XA
LTHESNEZT RLRA R T 47,

| oL-22192-02-J
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MW cts role-based

(E)

3. LA ¥3 A4 X —TxAA:(L3IF) —BL7EL3IF-SGT ~ v B IRT7AF T 4T 4 R—1
~ BT EERTL 1 OUEDA =T 2 AEEDHNNA TR FIB #ins— v Y BNRIKT
BnEni=-A o547,

SXP : SXP BT b HEINTAS T 4T,
IP_ARP : % Z7f1iF S#72 ARP /N7 » h23 CTS il ) v 7 TRF SN L S ITEE SN A
T,

6. LOCAL :EPM &5 84 2 F I v X ko TCHEEENTRIEFELERA DAL T 4 07,
TDEALTDNA T 4 72, L2 [1IPM BRESNTZR—FD ARP AX—E L 2 k- TH#
BEnie@xDOrRA b EENET,

7. INTERNAL : e — AV TRESNIZIP 7 LR LT AL 2B D SGT MDA T 4 7

L2 VRF OE|Y HT

[no] cts role-based 12-vrf vrf-name vlan-list {vlan-list | all} 7 20— V)L 27t F 2L —T g av
v R CiZ, vlan-list 54213 E— D VLANID, » >~ TRXHUl->7 VLANID ® VU A b, F/ldA 7
v TRYlo7= VLAN ID O#iH 2 E TE 7,

F—U—FRallix, Xy FIV—27 TARALRAZL>THR—FENTWS VLAN OLHiPH & 7% T7,
F—U— Kall 1. RERMEAR (NVGEN) Yut A THREISNLEEA,

cts role-based 12-vrf =~ > K3 [E U VRF ICEEPIEITT 2546, AN S sk L& 2~ N,
HBEESN= VRFIZFEE X7 VLANID #8nLE9,

cts role-based 12-vrf =~ > N CEE I N7z VRF H10D Y4 TiX, VLAN L1 ¥ 2 VLAN & L CTHEFF S
NTWBMIET 77 4 7TF, VRF OFID U TRT 77 4 77, 3 Liz IP-SGT /A > 7 4 v
7% VRF & IP 7' k2 AN— g VCBEAHT G-kt f~—2 (FIB) 7 —7 MZBEMEnE
T, VLAN O SVIRT 77 471275 &, VRF »5 VLAN ~OEID YCTRIET 77 4 72720,
VLAN THEE SN TRTONRAL T 4 728 SVI @ VRF IZBE AT Bz FIB 77— 7 VICBE &
nEJ,

VRF 725 VLAN ~D#[0 2 Clx, E 0 Y TRIET 7T 4 7> THRF SN ET, SVI BHIREn
72. FRIESVIDOIP 7 FL RADORENERENT-BEICEHT 77 4 TbEnNES, 7277 4 7k &
N7=H4. IP-SGT X1 »F 4 > 2%, SVI @ FIB ICBEfTT B /= FIB T — 7 /4026, cts
role-based 12-vrf =~ FIZ k> TEIY Y ToHh/z VRF ICEESMNT SN FIB 7T —7 VICEEINE
7

A—JLR—X D3|
VAT LD CTS A X—T /M LTI b A ¥ 3 A % —7 = A AD SGACL il & 7' v — /L2 A F—
TNETTT 4 =7 ICT 5HITiE. [no] cts role-based enforcement =~ > R&{HH L £ 7,

CTS ® CLI 2> FOFBIZTRRINDIR—NAR—X TI7ERX arita—LBIlle—nX—2x
ACL 1%, Cisco TrustSec ¥~ == 71Dt xa2 VT4 IV—F T I7®A arra—)L J XL
(SGACL) ITHY LE4,

VLAN

SVIA v E =T 2 A ALTOLVATY2AAL v F KNy M L3 AL vF N7y MTxET % SGACL
Wi & A R — TV FE T 4 B —T M T 5 1Z1E. [no] cts role-based enforcement vlan-list {vian-ids
|all} =~ REFEALET,

vian-ids B3 13 —® VLAN ID. VLANID U X b, $713 VLAN ID &2 fsE X £3, #HED
TRV T o) FEhr~ T, TREIY 97,
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]

cts role-based W

F—U—FRalliX, 77 v b7+ —AIZL>THFR—-FENTW5H VLAN O L F%E T (2L
Z1Z. Catalyst 6500 VLAN #t[H1X 1 ~ 4094 T9), %F%(@:l’\?/f\%%\é TT5 &, MR R N &
DET, SGACL MEESIN/ZTXTCOIV A MOTNTO VLAN IZEHENET, F—7— KNall i
THEFMEAR (NVGEN) et 2 CHREFEENER A,

F 7+ )V b TlE, SGACL JRiilX VLAN TA X —7 1 TlEd Y £ A, VLAN ® SGACL ##iil % A
R =TT B2, cts role-based enforcement vlan-list =~ > N2 BT T H2LENH D £7°,

02—/l _X—2 77 A ara—/1 (RBAC) P#lENT\5D VLAN TSVIRT 7747 ThHD
BA . RBACIZZFD VLAN NOL A ¥ 2 BLOVLA Y 3DOMIETDAAL v F K 3y MMxh Lol &
NET, LAVY3AAvF U Z1F SVI A L7232 VLAN ATIEH TE 2202, SVI 2 LA
WA, RBACIZLVA V2 AL v F K N7y hORIIH L CHERl S E T,

Flexible NetFlow

WO S Z TN 7Ja— 37027 "2FHALTC 72— La—RIZSGTBXOYDGT 7u— 47V«
7 MIMHBEEENTWSHHEA, Flexible NetFlow 1Z. SGACL #flick» T Ry 7&n= 7y Mx
HCTEFET

flow record 1 L O" flow exporter 72— 3L 2> 7 4 Falb—vay avwr ReHLTr7e— L
I—-RBLUT7Rr— 2 AR—FERELTNL, TILH% flow monitor =~ REFHL Tr7r—
T=HITBMLET, show flow show 2~ FEMEH L CHEEZERLET,

SGACL @ K v 7FIi/" b v 2T ZIUET 5121, [no] cts role-based {ip | ipv6} flow monitor
dropped 70— 3L a7 4 ¥ alb— gy awy REEHLET,

Flexible NetFlow OHBEE R X O EDFEAIC DWW T, RO~V =a T VEZRL T LI,
[Getting Started with Configuring Cisco 10S Flexible NetFlow]
http://www.cisco.com/en/US/docs/ios/fnetflow/configuration/guide/get start cfg fnflow.html
[Cisco 10S Flexible Netflow Configuration Guide, Release 15.0SY ]
http://www.cisco.com/en/US/docs/ios-xml/ios/fnetflow/configuration/15-0sy/fnf-15-0sy-book.html

WOFITIL, Catalyst 4500 >V —X ZA »F 0N, AAKMIP 7T FL A 10.1.2.1 % SGT 3 12, 10.1.2.2
Z SGT 412/ A 2 RLTHh b, show 2~ FTHRLET, ZHbDAA 7 4 71E, SXP 1D
£ o T SGACL #ii| D A A » FIThrk K E T,

cat4k# (config)# cts role-based sgt-map host 10.1.2.1 sgt 3
catdk (config) #cts role-based sgt-map host 10.1.2.2 sgt 4

cat4k# show cts role-based sgt-map all
Active IP-SGT Bindings Information

IP Address SGT Source
10.1.2.1 3 CLI
10.1.2.2 4 CLI

IP-SGT Active Bindings Summary

Total number of CLI bindings
Total number of active bindings

([l
N
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MW cts role-based

WORFITIL, Catalyst 6500 >V —XT, VLAN 57, B83LU89 ~ 101 % VRF 2ipv4 IZEID B TET,
VRFZvif Ze— )L a7 4 Fal—i gy awy RTERERTT,

Cat6k (config) # cts role-based 12-vrf 12ipv4 vlan-list 57, 89-101

BEEav K avUFk EREA
cts sxp Fy NT—27 FNRALRZSXP ZHELET,

Q=W TR, ADExF 2 VT 4 TN—T X TR ELET,

cts sgt
O—L_R—ZX T ERAary ha—UERERELET

show cts role-based sgt-map
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cts server W

cts server

RADIUS = 7 —FDOu— K XT v T EFET DHITIE. 7 rn—r3L1 :1/74ﬂ‘rnv~~‘/a/
£ — KT cts server =2~ R&EFHLET, D—l\/\7///7é”74‘12 TINZT BT, D=
~ RO no IBRXEHEHLET,

[no] cts server deadtime timer_secs
[no] cts server key-wrap enable

[no] cts server load-balance method least-outstanding [batch-size transactions]
[ignore-preferred-server]

[no] cts server test {ip4 _address | all} {deadtime seconds | enable | idle-time minutes}

BX DA deadtime timer_secs Wo g E LT —2 SN L—TNDH—
Z, EOLBWOMA, = A FIT@ERL TTW T2
WEFRELEYT, T 740 MI20HTY, FHETE
HEIFHIT 1 ~ 864000 T,

load-balance method least-outstanding  Cisco TrustSec 75 A _X— k #— /% F)L—F|C

RADIUS o — K RT v v T oA F—T7 2L, &b
RBLD T P 7 v a RO — N E@IN L%
To 774NV ETIEH, n— K ART Uy 7 EHENE

A,

batch-size transactions (L) RyFZLlzE8vYTcond o riay
D, T 7 4V b D transactions 1% 25 TY,
S

GE) RNyF VAN AL—Tv k& CPUOARTICE
BTG AENBVET, TN RNy TF FA
D25 OFERZEHSE L £9, Zhit. CPU &
BB 2 RIS 720, @ ANL—T v Mk
BlLENTWBEIZDTY,

ignore-preferred-server (EE) Byvare2kzZ2m bR Uy —"%2EHL%
WEDZAA TR LET,

test {ip4 _address | all {deadtime seconds | 157 X117 RADIUS +— _"F7 13414 F I v H—N

enable | idle-time minutes } } UARNOTRTOY =KL TH—TFRET 2 b
ERELET, 774NV FTIE. TAMITRTOY—
NEZRILTA RF—=T N TWET, T74L D
deadtime |3 20 > C9, fEETE 2#FEIL 1 ~ 864000
BWTd, 7740 O idle-time 1% 60 5T, #PHIX 1 ~
14400 T3,

key-wrap enable TrustSec @ RADIUS ¥ — N@f512% LT, AES F—
7 v 7O EbEA X =7 M LET,

TIHIE
Deadtime 20 b

Batch-size 25 hT UV a v

test idle-time 60 b

Cisco TrustSec R4 wF aAvI4¥alL—ay A4 F
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W cts server
aAvv K E=—F Jua— L ar7 4 Xalb—3 3 (config)
#H- b&h3d1-¥ o)l Administrator
avy FERE yy—=x EER
12.2(33) SXI ZDawy RA, Catalyst 6500 > U —X A4 v FITBMINE LT,
12.2(50) SY key-wrap ¥ —U — F{X, Catalyst 6500 > U —2 ZA v FIZBEMINEL
7
HERALDHL RS54 AA v F % FIPS E— FTHRESE55G1%. key-wrap ¥— 7V — F&EH L E7,
RADIUS #—/" g — F NT7 v 7 OFERIFKD URL TAFTEET,
http://www.cisco.com/en/US/docs/ios/12_2sb/feature/guide/sbrdldbl.html
1l WIZ, P — G EZ#HE L T Cisco TrustSec ¥y —/3 U A R &R RTHHERLET,

Router# configure terminal

Router (config) # cts server load-balance method least-outstanding batch-size 50

ignore-preferred-server

Router (config) # cts server test all deadtime 20

Router (config) # cts server test all enable

Router (config) # cts server test 10.15.20.102 idle-time 120
Router (config) # exit

Router# show cts server-list
CTS Server Radius Load Balance = ENABLED

Method = least-outstanding

Batch size = 50

Ignore preferred server
Server Group Deadtime = 20 secs (default)
Global Server Liveness Automated Test Deadtime = 20 secs
Global Server Liveness Automated Test Idle Time = 60 mins
Global Server Liveness Automated Test = ENABLED (default)

Preferred list, 1 server(s):

*Server: 10.15.20.102, port 1812, A-ID 87B3503255C4384485BB808DC24C6F55

Status = ALIVE

auto-test = TRUE, idle-time = 120 mins, deadtime

= 20 secs

Installed list: SL1-1E6E6AES57D4E2A9B320D1844C68BA291, 3 server(s):
*Server: 10.15.20.102, port 1812, A-ID 87B3503255C4384485BB808DC24C6F55

Status = ALIVE
auto-test = TRUE, idle-time = 60 mins, deadtime

= 20 secs

*Server: 10.15.20.101, port 1812, A-ID 255C438487B3503485BBC6F55808DC24

Status = ALIVE
auto-test = TRUE, idle-time = 60 mins, deadtime

Installed list: SL2-1E6E6AE57D4E2A9B320D1844C68BA293, 3 server (s

= 20 secs

)

*Server: 10.0.0.1, port 1812, A-ID 04758B1lF05D8C1439F27F9509E07CFB6.

Status = ALIVE
auto-test = TRUE, idle-time = 60 mins, deadtime

= 20 secs

*Server: 10.0.0.2, port 1812, A-ID 04758B1lF05D8C1439F27F9509E07CFB6.

Status = DEAD
auto-test = TRUE, idle-time = 60 mins, deadtime

= 20 secs

Bl Cisco TrustSec R4 v F av 74 F¥al—av H(4F
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cts server
BREaOT VR avyv Rk L
show cts server-list AAA =R a— R RS THREDOV A NEFRLET,

Cisco TrustSec R4 v F avF74Fal—Yav 4 F
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W ctssgt

cts sgt

FETHXY NT—27 TARALRAZEX 2T 4 F—F 227 (SGT) FHEHENV YK THIZIZ, Fa—N
Nar 74 Fal—ary E—RFRTetssgt A~ REHEMLET, ¥ 7 ZHIBRTHICE, a2~ Ko
no XA HEH L £7,

[no] cts sgt tag-number

WX DA

T2+

avwv kR E—F

Fik—bEha1—4 0-)l

THRAANBIREEND Ty FO SGT & E L ET, tag 51%0% 10 X
RTY, FRETE 2#PHIT 1 ~ 65533 TY,

tag-number

SGT HEENEIV LB THNEH A,

Jua—L ar7 4 X¥alb—3 3 (config)

Administrator

avy FEE

HHEDHA FS51Y

EER
ZdOa~ R, Catalyst 6500 >V — X A v FITBMESE LTz,
ZDa<wr R, Catalyst 4000 >V — X A A v FIZBMEE Lz,
Z®d =z~ R Catalyst 3750(E) 38 LU 3560(E) ~ VU — X A A v FIZEM
SNFE L,
Zpawr R,

Jy—=x

12.2 (33) SXI3
12.2 (50) SG7

12.2 (53) SE2

12.2 (53) SE2 Catalyst 3750(X) > U — X 24 vy FITBMENE LT,

N FEHEY — R—AN TR ZANERIESINDE Ny FHIZ, FOT A A
LT 7B ATERVWEAE., EHT D SGT ’E?@]VC XETEET
FE)THID YT SGT kv BRI NET,

@F#T@ Cisco TrustSec Ei{E Tl
ZSGT #E|0 BCTFEJ, #FiEV—IZ
ﬁ)\ uuuﬁﬂ'ﬂ/\i)‘ﬁaiﬂ nYTH7= SGT DI D) ﬁ’

i WL, Xy hT—27 T34 2D SGT # FETHRET HHETRLET,
Router# configure terminal
Router (config) # cts sgt 1234
Router (config) # exit

BZEav Uk avUFk B7L

show cts environment-data CTS Bisr — 2 2HK < LFET,

Bl Cisco TrustSec R4 v F av 74 F¥al—av H(4F
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ctssxp

cts sxp

Xy bT—2 FAAL R SXP HRET DITIE, etssxp Z/r—/L ar T 4 Falb— g avs R
FHEALET, Zoa<vr FiE, SXP &2 A Xx—7 ML, SXP RAU—FR, ETDAE—H—L U A
TR B L OERIMEZRELET, £/, SMMUT AV IEROR T OF V| A7V BE X E

9, SXP a7 4 X2l —2araT 48— NMZTBITiE, Zoavr Fone BRXEHFEHAL T,

[no] cts sxp connection peer ip4_address password {default | none} mode {local | peer}
[speaker | listener] [vrf vrf name]

[no] cts sxp connection peer ip4 address source ip4_address password {default | none} mode
{local | peer} [speaker | listener] [vrf vif name]

[no] cts sxp default password {0 unencrypted pwd | 6 encrypted key | 7 encrypted_key |
cleartext pwd }

[no] cts sxp default source-ip ip4_address
[no] cts sxp enable

[no] cts sxp log binding-changes

[no] cts sxp mapping network-map bindings
[no] cts sxp reconciliation period seconds

[no] cts sxp retry period seconds

BXXh3n connection peer ip4_address E7 SXP 7 FLAZFELE T,
password {default | none} WOAT > ariERA LT, SXP RETEHECHAT L/ 20—
REHELET,

o default : cts sxp default password =~ > RZ{EH L TRE
LT 740 b SXP NAT— REMHHLET,

e pone : NAU—REMFHLEEA,

INAT — RO REFEL 32 5T,
mode {local | peer} UE— R E7 FAL 20O —LEZHEELET,
e local : EEE— NiZmn—H L TNA RERLET,
o peer: FEEE—RNIET TNA AERLET,
network-map bindings 0~ 65535, IP-SGT # X V7 BILVO=I AR— b OV TRy M &

WET DG AT SN, SGTIINA T 4 7 TELYT
Fy b AWAD T FUAORRE, PR LICT 212130 2 AL

F7,

speaker | listener speaker : 77 4L b, DTN ZABRERDOBKIC A L — I —|T 7
D EF,
listener : = DT A AREEHOBRIZY A F—272 0 9,

vrf vrf name (EE) €7D VRF #48ELES, T 744 % I35 7 4L b VRF
<.

Cisco TrustSec R4 wF aAvI4¥alL—ay A4 F
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W cts sxp
default password SXP DT 74Nk NAT—REZRELET, 7IV7 TFA K A
0 unencrypted_pwd | AT —FK (0 F73 A7 a v LEFER) EEEs A
6 encrypted key | U—R (6 £/ 747y arv %M #AhTEET, /<A
7 encrypted_key | U — ROKRKEL 32 XFTT,
cleartext_ pwd
source-ip ip4_address LR RETXT A ADIPVE T RLAZRELET, 7T RL XA
DIREINTWRWES, BERiX, 774V FOEREFELT RLX
RESINTWBEER)., FRIEAR—FDOT FLAZERALET,
enable Cisco TrustSec T SGT #2771 k =2/ over TCP (SXP) A *—
T LET,
log binding-changes IP L SGTOARA U F 4 v ITOEEOuX L A Al LET,
VA I N O A G B
reconciliation period seconds SXPHEIFZ A ~—A2LHE L4, &FIL 0 ~ 64000 T3, T 7 +
A RF 1208 (243) T,
retry period seconds SXP VU hT7A ¥ A~—%ERLET, #iHIL 0~ 64000 T, 7
7V MEIZ 1208 (247) TY,
TI+IE

avv K E—F

SXp TNV KNTT 4 E—T L

log binging-changes off
password none
reconciliation period 120 #

retry period 60 Fb

source-ip TI7ANVEDEEFTLIP 7T KL A2 (BESHIL T
DY%E) FREFA—F T RL R

VRF 57 %)V +® VRF 4

Jua—)L ar7 4 X¥alb—3 3 (config)

#h—b&hd1—40-1  Administrator
av Yy FERE yy—=x EER
12.2 (33) SXI3 ZOa~y KA, Catalyst 6500 & U — 2 A4 v FIZBMEE L,
12.2 (50) SG7 Z DA< KA, Catalyst 4000 > U —X A A v FITEBMENE Lz,
12.2 (53) SE2 Zd =z~ RiL, Catalyst 3750(E) 38 LUV 3560(E) U — X XA v FITH
&k E L7z (log binding-changes — 7 — K72 L),
12.2 (53) SE2 Zoa< Rk, Catalyst 3750(X) ¥ ) — X AA v FITBEMENE LT
(log binding-changes ¥— 7 — K7z L),
12.2 (50) SY mapping % — 7 — RSEM S E L,

Cisco TrustSec R4 wF aA> 74 F¥alL—Lay HIL K
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HEREDHA K51

il

ctssxp

v 7 ~0 SXP B#5i78 cts sxp connection peer =~ REZA L CRESNEZHEG, BT — FET%
ERTEET, vif ¥— U — NIIMEETY, VREABRFESI TV, £721% VRF 428 [default)
EWIOLRITHEINTWDGE, BHlIT 74V V=T 4 VT EREF 72V —T 47 RAAL Y
THEINET,

SXP #ifi /XA T — RODFT 7 4 /L FgRIEIT none T, SXP #FEILIP 7 RLAZ LICRESND =D,
BEOCT 2HOT A AL, TEDHETEL O SXP ¥ #5252 LN T& £, cts sxp default
password 2~ RiX, T4 RACRESINTVDHTRTO SXP BRIEETHEMRT 27 744 F
SXP /NAU— RERELET, SXP /SAT— NIE,

0|7]6 encrypted key Ws Bt & A4 7 A7 a b EMHLTZ VT THFRRAMEIIK S LI DAL
MLET, 774N MEEAT0 (VT THAL) T, BAbZ A 706 £72137 THLHE. B
E1b D password B1¥KiE, BRREZA T 6 £721TFA T T OWET XA N THILERHY £,

SXP /XA U — RZ&HIERT %121, no cts sxp default password =~ > REMHEHA L ET,

cts sxp default source-ip =~ KL, EETIP 7 RLVABRE SN TWRWIEEAIZ, SXP B3FHHO
TCP #ft T X CUIHHT 2T 74NV FOREFEITLIP 7 RLAEZHELET, BEfFO TCP kilk, Z o
av Y RRANENTHREEZZ I EHA, SXPERIL3 AOL A ~v—ICL-> THIENET,

o HAITH A ~—
o HIBRDOFR—IN KA XA ~—
o RS A ~—

BRAT2M<—

FRITEA~—1%, 2< s 120 SXP#HENBEH L TOWARWERIC NI T—3nET, Z0FA
~—OHENGIN S EH LV SXP T ITENE T, 20X A ~—EERET HITIE, cts sxp
retry period =~ FZEA L ET., 774+ /V M 120 TF, fHETX %ML 0 ~ 64000 BT
T, BEuofEix, BeITaRE L2 E£3,

BlIlRDFE—IL FEHY 24T —

BIBRO R =V RE T v A < —(HIFRETET, ROBICRTEINTHWET, 20X A ~—%, SXP
VAF—EmNnFT o756 NI T—SnEd, ¥y Lz, o8 Lz IP-SGT v v B> 7%,
ZOEA—nHREIIICA D LHIBRSNET, HIBROF— RE DY XA ~—0nHREINIZ 7 DI
WZHE D LIRS N SE, BRZA~—D0DRBInET,

wR2A<—

BTN SXP #ta KT TS5, NEOBIBROR— L FE Ty 24 ~—0BRthanEd, BlIROR—1L
REG U BA—PETTHRNCET DEERT D L. SXPEIFX A ~—thIhET, SXP EF
W& A ~—0T 77 4 772, Cisco TrustSec 7 b ¥ = 7ILAEIEI DR CHE L7z SGT v v &'

7 MU ERRFEL, = N ERHIBRLET, 7740 MEIX 1208 2 4) TY, SXP &

i Z ORICRET D E, FA~—BT 4 B—T MRV | FIRIOEHOTXTOZY Y BNHIFRS
F9, ZOFA~v—%EFHET HITIL, cts sxp reconciliation period =~ FEfFEH L 9,

Iz, SXP A 2 —7 iz L, SwitchA (At —H—) T SwitchB (J 2F—) ~® SXP v 7 4
WETLHHERLET,

SwitchA# configure terminal

SwitchA# (config) # cts sxp enable

SwitchA# (config)# cts sxp default password Ciscol23

SwitchA# (config) # cts sxp default source-ip 10.10.1.1
( ) #

SwitchA# (config cts sxp connection peer 10.20.2.2 password default mode local speaker

Wiz, SwitchB (U Z2F—) T SwitchA (At —Hh—) ~D SXP V' 7 #aRkET 502~ LET,

SwitchB# configure terminal
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W cts sxp

SwitchB (config)# cts sxp enable

SwitchB(config)# cts sxp default password Ciscol23

SwitchB(config)# cts sxp default source-ip 10.20.2.2

SwitchB(config)# cts sxp connection peer 10.10.1.1 password default mode local listener
EEEEAS avwy kR B

show cts sxp FTRTOSXP REDAT — X AR RLET,
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clear cts cache WM

clear cts cache

TrustSec A% 7 U 7 L. clear cts counter #i# EXEC =2~ F&HEH L £,
clear cts cache authorization-policies [peer | sgt]
clear cts cache environment-data
clear cts cache filename file

clear cts cache interface-controller [type slot/port]

X DA authorization-policies [peer | sgt] FTRTCOFy v =237 SGT BELOETERAIKRY v —
VT LET,
environment-data BRET —% Xy vya J7ANVE YT LET,
filename file JVTTDEFR v via TrANVDT 7 A NLEFRELE
7
interface-controller type slot/port JUVTTBAH =Tz A arybe—7 XFyrviak
BELET,
TIHIE 7L
avvFk E—F ¥¢iE EXEC (#)

Fii—bEhd1—% 0-) Administrator

avy FERE yy—= EER
12.2(33) SXI Z a2, Catalyst 6500 >V — X AA v FIZBMEE Lz,
12.2(50) SY interface-controller % — 7 — K%, Catalyst 6500 > U —X A A v F T
ANENE L,
{1 WL, ¥xv v vadbBRET —X2EIRT o027 L ET,
Router# clear cts cache environment-data
Router#
N
(i) E7 ORABINSGT AU v—n 27 U 7k, SGACL %5l T% 5 TrustSec 7 /31 A7Z1FIT
BEML L9,
EEEEdIS avwy kR BL
cts cache DRAM # X ' NVRAM ~® TrustSec #F A L OBRET — X FHROF v v

VakAR—TNIZLET

Cisco TrustSec R4 wF aAvI4¥alL—ay A4 F
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W clear cts counter

clear cts counter

BEL7cA v H—7 x4 AD TrustSec #iatti#®%z 7 U 79 512i%. clear cts counter f##% EXEC =~
Y REHFALET,

clear cts counter [type slot/port]

BEX DA type slot/port UEE) 7V TTAAL B —T A ADA B —T x4 R
AT, Ay b, BIXOKR—MEREELET,

T2+ L

avwyY kK E—F ¥t EXEC (#)

Hf—pEh31-¥0-1 Administrator

avy FERE yy—= EER
12.2(33) SXI Zma~r KA, Catalyst 6500 U —2 A4 v FITBEMENE LT,

ERALEDAHS RS54y clear cts counter =~ > Rix, BIR LA L F—T 2 A RCEEDCTS h 7 2% 27 V7 LET, A
VA =T 2 A ANBEINTWRWESE, TTD TrustSec A X —7 = A ADF~XTO TrustSec
TN VT ENET,

{5l IZ. GigabitEthernet f > % —7 = A A 3/1 ® CTS HatE#H%Z 7 V7 LTH 5. show cts interface
av s REERALCHRRT I EZRLET (show 2~ NSO 7 Z 7 A0 M 2RR),

Router# clear cts counter gigabitEthernet3/1
Router# show cts interface gigabitEthernet3/1
Global Dotlx feature is Disabled

Interface GigabitEthernet3/1:

<snip>

Statistics:
authc success:
authc reject:
authc failure:
authc no response:
authc logoff:
authz success:
authz fail:
port auth fail:

O O O O O o o o

<snip>
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clear cts counter W

P i=iedN S avyv Rk Bl
show cts interface CISA v HZ—T A ADAT—HABIOREZTFE TLET,

Cisco TrustSec R4 v F avF74Fal—Yav 4 F
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W clear cts credentials

clear cts credentials

TrustSec 7 /3 A ID B L O/ A U — REZHIBRT 51213, ¥4 EXEC & — K T clear cts credentials =
~ U REFEALET,

clear cts credentials

& DA Toawy R, BIEELIIF—T—RiEIdH v XA,
TIHILE L
avy kR E—F ¥ HE EXEC (#)

Fi—bEhd1—¥ 0-) Administrator

av Y FER y1yy—=x EER
12.2(33) SXI ZDa<wr R, Catalyst 6500 >V — X A v FIZEBMEE LTz,
ﬂm Router# clear cts credentials

Router# clear cts environment-data
Router# show cts environment-data
CTS Environment Data

Current state = START

Last status = Cleared
Environment data is empty

State Machine is running

Retry timer (60 secs) is running

Bl F av vk H L]

cts credentials TrustSec ID B L O A U — R&EFELET,
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clear cts environment-data Wl

clear cts environment-data

LS e
TIHILE
avykF E—F

Xy v a)b TrustSec BREET — ¥ #HET 5121, R4 EXEC E— F T clear cts
environment-data =~ > FZfH L £9,

clear cts environment-data

Zoavwy R, IEELITF—U—FEH D A,

L

¥ EXEC (#)

#Fih—bShAI—F 0-)) Administrator
av Y FER y1yy—=x FER
12.2(33) SXI ZDa<wr R, Catalyst 6500 >V — X A v FIZBMEE Lz,
15 WIZ, F¥ v adnbBRET —44% 7 V7T 50%RLET,
Router# clear cts environment-data
BRI F avw vk BieA

show cts environment-data CTS BT — 42 HFH L F T,
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Bl clear cts macsec

clear cts macsec

BEINZA 2 —T x4 AD MACsec IV > X% 27 VT3 5IZ1L. clear cts macsec counters =~
U REMEALET,

clear cts macsec counters interface type slot/port

WX DA interface type slot/port A — T f AEFEELET.
avwrykFE—F i EXEC
#h—brEhd1—4 0-) Administrator
av Yy FERE yy—=x EER
12.2(50) SY Zoa~ KA, Catalyst 6500 2 U —X AA v FIZBMSE L,
£ W DT, Catalyst 6500 V — X 2 A v F D gigabitEthernet f > ¥ —7 = A X IO Z% 7 VT L
£,
Router# clear cts macsec counters interface gigabitEthernet 6/2
BEaT YR avwyk B

show cts macsec

show cts interface
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clearcts pac Wl

clear cts pac

&% — 2 b 7225 TrustSec Protected Access Credential (PAC) 1H#k% 7 V 74 5i2i%., M EXEC £—
K C clear cts pac =~ REHEH L ET,

clear cts pac {A-ID hexstring | all}

X DEREA A-ID hexstring F—Z NTBEIRT S PAC DA —trF 4 7—% ID (A-ID) #EEL
i‘j_o
all TNAADTXTDH PAC #HIRT D L9 ITHELE T,
TIHILE L
avy kR E—F ¥HE EXEC (#)

H#H—bsh3d1-% 0-)l Administrator

avy FEE Jyy—=x EHEE
12.2(33) SXI Z DA< KA, Catalyst 6500 > U —X A1 v FITBMENE Lz,
5 KDa<s R, F—AFTOTRTOPAC# 27 V7 LET,

Router# clear cts pac all

BEa< R avwo R BL
show cts pacs F—A M7 D PAC ® A-ID BLQRPAC fFHEERRLET,
show cts keystore X=X NTORNFERRTLET,
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W clear cts policy

clear cts policy

TrustSec ©'7 O 7 RAR Y ¥ —2HIERT 21213, %74 EXEC £— F T clear cts policy =~ > FZff
MALET,

clear cts policy {peer [peer_id] | sgt [sgt]}

XD peer peer_id TrustSec &7 T34 207 ID 2f8E L £,
sgt sgt TrustSec 7 T 3A ADEX =2 U7 4 ZA—7 %7 (SGT) #%. 16 K
THRELET,
TIHILE 2L
avwv kK E—F i EXEC (#)

H#H—bsh3d1-% 0-)l Administrator

avyEFI4NLE

Jy—= EER
12.2(33) SXI ZOavy RH, Catalyst 6500 &) — X A4 v FIBIMENE L,

BRALEDHA R34y TTO TrustSec ETOETRAMRNY > —% 27 U T3 5121, BT ID Z457E L7\ T clear cts policy
peer 2~ RZH L E T, TrustSec 7 DX =2 VT 4 S —F ¥ 7% 27 V73 25I21L, clear cts
policy sgt =~ FAMHH L EJ, i3 2I2i%,. show cts policy peer =~ > F&ZFEH L E T,

i O TIL, v 7 ID 28 atlas2 @ TrustSec 7 DETIRARY > —%2 27 U7 LET,

Router# clear cts policy peer atlas2
Delete all peer policies? [confirm] y

Router#
BlEav K avwyFk H7L)
cts refresh E7RAIRY —mEHmicy 7Ly a2 LET,

show cts policy peer TrustSec 7 OETRARY o —2FRLET,
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clear cts role-based counters W

clear cts role-based counters

X2V T 4 FV—TACLHRI AU 2% Uy b3 5i121E, EXEC €— KE 721345 EXEC £—
R C clear cts role-basedcounters =~ F&#EH L E 5,

clear cts role-based counters default [ipv4 | ipv6]

clear cts role-based counters from {sg¢ num | unknown} [ipv4 | ipv6 | to {sgt num | unknown}
lipv4 | ipv6]]

clear cts role-based counters to {sgz num | unknown} [ipv4 | ipv6 | |

clear cts role-based counters [ipv4 | ipv6]

BX DA

T
H
I
™.

avy

default FTIHNN R =K

from EETEEX2 VT4 JV—TEEELET

ipv4 IPR=Va 43y NI—0TEFa T4 I—7%EELET
ipv6 IPR=Par 6y NI —2TeFa )T 4 JA—T%BELET
to sietXa T4 INV—TERELET

sgt_num (0~ 65533) €Hal 7 F—TF 4/ ERaiaE LT
unknown TRCOBEILINV—TERELET

EXEC (>). ¥t EXEC (#)

Fii—bEhd1—¥ 0l Administrator
avy FEE Jyy—=x ETER
12.2(50) SY Zoa~r R, Catalyst 6500 >V — X AA v FIZBMEE Lz,

HHEDHA K51V

BELIEAa—TOex2V 7 4 7 V—7 ACL (SGACL) 9| h v &% 27 V79 5I2i%, clear
cts role-based counters =~ > K& L =9, show cts role-based counters %, &% clear =~
VRBRRITENTOOLE—INTZHEHEHEZ, #l 7-1IRENTWD LI BRRBXTERRILET,

%l 71 show role-based h 7 >4 h 5 DRFKXD SGACL HiH

router# show cts role-based counters
Role-based counters

From To SW-Denied HW-Denied SW-Permitted HW_Permitted
2 5 129 89762 421 7564328
3 5 37 123456 1325 12345678
3 7 0 65432 325 2345678

from ¥—7U — R TCTiEEIL SGT %, to ¥—7U— RT3 SGT #fEL T, from BIL O], to ¥—
U— RO NG SN HA8E. FFrl~ N 7 22RO 208 V7 EnET,

default ¥ — 7 — R, F 744 hO2=% v 2 hOFY o —FetEHE 2 )7 LET,
ipvd BEVpve DL PTRLIEE LAV A, a~v >y RIZIPVE AT 4T %27 V7 LET,
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W clear cts role-based counters

] WOFE T, IPvd N5 7 4 v 27 O SGACL iBHI O IHEHRE 2L AL L TWVETRTOE —/L_N—
2 I BREIYT LET,

router# clear cts role-based counters ipv4

BEgEa<w K
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clear cts server W

clear cts server

CTS ® AAA B—" U R b B Y —"ZHIBRT 5121%. clear cts server =~ R&EfEH L E T,

clear cts server ip_address

WX OB ip_address F—3 U A R BHIRT 5 AAA F— 0 IPvd 7 FL A,

avrkE—F Kt EXEC (#)

HF-bEhd1-% 0-) Administrator

av Yy FERE yy—=x EER
12.2(33) SXI Dy R, Catalyst 6500 > ) — X AL v FITBMENE LT,

#ERALDAHS RSAY Z® =z RiE, cts authorization list 72— \L 2307 4 FXal—ay avy RCREINT:
CTS AAA V— OV AN, FFHIECTS DA — T4 r—F2OTICXLY) Fuaela=r 7 En-
AAA H— N U X e, —_EHIERLET,

Bl WoHlE., CTS © AAA +—N U X v AAA ¥—-310.10.10.1 ZHIBRL £ 7,

router# clear cts server 1.1.1.1

BEa<w K avwyk H L]

show cts server-list

cts server
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W default (ctsdotix 1 ¥4 —J T4 X A T4 X¥al—La v YTE—F)

default (ctsdotix 1 8 —J (X a2 T4 %2
L—3ay Y IJTE—NK)

fEED cetsdotlx 27 4 X a b — g &7 740 MAEIZETLT BIiE,. CTSdotlx f v Z—7 =1
A aryZ4Xal—rary B 7E—RFCTdefault =~ FEFEHLET,

default propagate sgt
default sap

default timer reauthentication

EX DA
TIHILE
avy Rk E—F

propagate sgt propagate sgt 1 F—7 M LT 7 4L MCETLET,
sap 7 7 4/ k@ sap modelist gem-encrypt null (27852 L £ 7,
timer dotlx FFERIEHERIAN 86,400 WOF 7 4 /L MZE T L £,

ZOavy RITET 740 MEH Y £ A,

CTSdotlx f ¥ ¥ —T7 xR a7 4 Falb—ary +7E—F (config-if-cts-dot1x)

Fi—bEhd1-—¥ 0-) Administrator
avy FERE yy—2= EHEE

12.2(50) SY Z DA< KA, Catalyst 6500 > U —X A1 v FITEBMENE Lz,
5 Wiz, SGT 5#Z2HA X —7 b T 502~ LE£9,

router# config t

router (config) # interface gigabit 6/1

router (config-if)# cts dotlx

router (config-if-cts-dotlx)# default propagate sgt
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default (ctsdotix A1 »8—J MR av74F¥alL—>av4IE—F) M

EEaTUF avwUF SieA
propagate (cts dotlx ¥ dotlx E— N®D SGT a6t % A F—T NV EITT 4 E—TNMITLET,
TE—R)

sap (cts dotlx o > ¥ — dotlx €— RK®D CTSSAP ##REL 7,
Tz A A Y TE—NR)

timer (cts dolx A CTISOZA~—%HELET,
H—=T oA A B TE—

K)
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W default (cts FBIA 4 —T AR AV T4 XalL—3> H$TE—F)

default (cts FEM 2 —TJ7x (R AV T71Fal—
varv HBIE—K)
EED ctsmanual 2> 7 ( X2 L— 90 %7 740 MEICETLT 521X, CTS F#iA( 4 —7 A
A AarZ4F¥alb—vary ¥ 7E— FTdefault =~ FEEHLET,
default policy dynamic identity
default policy static sgt
default propagate sgt
default sap

BXhH%E dynamic identity E7 RY =% AAAY—"ipb Xy rn— K357 740 ML L E
\j‘o
policy static sgt 77 4 h® no policy IZEHITLET, 2%V, SGTIIAN T 7 4 v 7T
HWHENER A,
policy propagate sgt  SGT Ok DE— K% On IZFEEL £,
sap 77 4/ b SAP % 45%E L £, (GCM-Encrypt, null)
a<> kK ®E—F CTS FEfAf v ¥ —T A A a7 4 Falb—1 g ¥ T7E—F (config-if-cts-manual)

H#H—bsh3d1-% 0-)l Administrator

avy FERE y1yy—=x EER
12.2(50) SY Zdoa~r KA, Catalyst 6500 U —2 A4 v FIZBMERE LT,

ERALEDAHS RS54y CTISOFENA X —T 2 A A AL T 4 Xa2l—a s b TE—RNRNFTRA—FE2F 7 4L MEIZRETIC
X, default V72~ REZHEHLET,

i Iz, Catalyst 6500 'V —RX AL v FD CTS A RX—T MIINTA VB —T 2 ADT 74/ DX
AFIv 7 RV v—&, SGTIBHERN Y v —%E LT 20 %R~LET,

router# config t

router (config) # interface gigbitEthernet 6/1

router (config-if)# cts manual

router (config-if-cts-manual)# default policy dynamic identity
router (config-if-cts-manual)# default propagate sgt

Cisco TrustSec R4 wF aA> 74 F¥alL—Lay HIL K
m. 0L-22192-02-J |



| £7% Cisco TrustSec a7 FOFE

default (cts FBA o8 —T1AR av T4 XaL—2av4TE—F) M

EEaT Uk avvk SieA
policy (cts FHEjA > FEHE—FOCTS RV > —%RELET
H—T xR LT 4
Fal—rarH7
T—F)
sap (cts F@hA ¥ —  FEET— KO CTSSAP ##%ELET,
TxA AP TE—F)
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H match flow cts

match flow cts

Flexible NetFlow 7 m— L ==— R|Z, Cisco TrustSec 72— 47T =7 FZ BT 521X, match
flowets La— K a7 4 FXal—Yary avy REFEHRHLET,

[no] match flow cts destination group-tag

[no] match flow cts source group-tag

EBX DR destination group-tag  Cisco TrustSec ¥ ¥ =V 7 4 Z—7 %7 (SGT) D3EH~7 4 —/v N&H
ALET
source group-tag Cisco TrustSec ¥ ¥ = VT 4 ZVv—7F %7 (SGT) OEEILT 4 —/V %
WBELET
TIFIE Zoavy RIZET 740 MEIHY R A,

™.

H
I

™.

avy Flexible NetFlow L= — R =27 ¢t ¥ =2 L —3 3 (config-flow-record)

H#H—bsh3d1-% 0-)l Administrator

avy FERE Jyy—2 EER
12.2(50) SY Zoav R, Catalyst 6500 U — X A4 v FIZBIMENE L,

ERALEDAHS RS54y EEDO S XSV Ja— F 727 AL TC7e— La—RIZSGT BLODGT 7ue— 47V
7 FIREREINTWB A, Flexible NetFlow iX. SGACL #ifilick~ T Ru v 7 &= v MMTx
JTEET

flow record 5 X O flow exporter 72— VL a7 4 Fal—v gy a<vr REEALT7r— L
a—RFBRUO7Rr— 2 AR—FEZRELT1L, b 4% flow monitor 2~ FEZEH L T7r—
FT=HITBMLET, show flow show 2~ FEMEH L CHEEZERLET,

SGACL @ N v 7Iii= "y 2T #IUET 5121, [no] cts role-based {ip | ipv6} flow monitor
dropped 7o — L a7 4 Xal—v gy awy R LET,

Flexible NetFlow O R L OEDFHEMIZOVWTIE, KOv=2T7 LEZB LTI EEN,
[Getting Started with Configuring Cisco 10S Flexible NetFlow ]
http://www.cisco.com/en/US/docs/ios/fnetflow/configuration/guide/get start cfg fnflow.html

[Catalyst 6500 Release 12.2SY Software Configuration Guide]

http://www.cisco.com/en/US/docs/switches/lan/catalyst6500/i0s/12.2SY /configuration/guide/netflow_h
w_support.html

Bl Wiz, IPv4d 7m— La— R (5 27, Jm, SGT. SGT) #RET LHHZRLET,

router (config) # flow record cts-record-ipv4
router (config-flow-record) # match ipv4 protocol
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router (config-flow-record)
router (config-flow-record)
router (config-flow-record)
router (config-flow-record)
router (config-flow-record)
router (config-flow-record)
router (config-flow-record)
router (config-flow-record)

# match
# match
# match
# match
# match
# match
# match
#

match flow cts W

ipv4 source address

ipv4 destination address
transport source-port
transport destination-port
flow direction

flow cts source group-tag

flow cts destination group-tag

collect counter packets

avro kR

B

show flow monitor

Flexible NetFlow 72— E=#Z D AT —&Z AR L O IEHREFR R LET

cts role-based

Flexible NetFlow TiZ, Z®a<> RiZiE, ¥ XCOLA ¥ 3 A X —
T A7 — =X %5 LT, SGACLIZL->Tkuey7&nsh
T4y ORHEREINET DEIICRET AL T arB’dbh 7,
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M platform cts

platform cts

TrustSec HAAE I ANIDOY 7 Vo X %A F—T T 5HIZiE, platform cts 7 o —/ 3L 2227 ¢
Falb—YaravwryFafiLET, V7 L2 227 48 —7 2T 512iE, 252 FO no B %
AN LET,

[no] platform cts {egress | ingress}

WX DA egress AFX—=TNERITT =TSN ST TrustSec U 7 L2 X Z85E L
i‘j_o
ingress AF—TNEREFT 4 B—TNMIZEND AT TrustSec V 7 L7 X EFRE L
£
TI4+IE 7 7 4V hiX. no ingress ¥ 721% egress reflector T,
a<>F £—F Jua—sr a7 4 ¥ a b—3 g (config)

H#H—bsh3d1-% 0-)l Administrator

avy FERE Jy—= EER
12.2(50) SY Zdoa~r KA, Catalyst 6500 U —2 A4 v FIZBMERE LT,
5 KOFITIE, Catalyst 6500 A A v F TCTS ANV 7V 7 X %A F—T b LET,

switch (config) # platform cts egress

WOFITIL, Catalyst 6500 A1 »FTCTS ANV 7 Vv 7 2%T 4 8—7 kL ET,

switch (config) # no platform cts egress

BEa< R avwUFk B2L
show platform cts reflector  Cisco TrustSec V 7L 27 % £— FDAFT—F A% FRLET,
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policy (cts FBIM v4—J14R avI4F¥aL—var47E—F) B

polic (cts FEIAM A—T AR AV T4 Fal—
vavHyIE—F)

FE)THE S A2 TrustSec YV > Z7IZAR Y v —%2@HT 5121%, policy A > ¥ —7 = A AFEY 7 E—
Favw  FEEHLET, AU —%HIBRTAI2IE, a2~ Fono BRAFBHLET,

[no] policy dynamic identity peer devicelD

[no] policy static sgt sgt number [trusted]

ﬁi@ﬁﬂﬂ dynamic ubnE'}j‘“—/\z}‘%T) —% %‘Liﬁ
identity peer_devicelD FEFEH— DRI v — F—HXRXR—=2D, ETICHAESNDHRY L —I|ZHE
HFoNTZeT FAL AL FTT RN v 74,

static VoI DEEFEN T 74 v Z7ICSGT R > —%FELET,
sgt sgt_number ET7DODERFB NI T4 v 7 ICEAT I VT 4 TA—T X TF 5,
trusted a< 2 RCTSGT BRESNTA LV H—T =24 ADANH T 7 4 v 7 Tlk
SGT # EEZEX L TIWTFR2WZ 2R LET, T 74/ bid untrusted T
7T
TIAILE 77 % v M iZ no policy T,

T
H
I
™.

avy CTS A v F#—7 A4 ZADFEY7E—F (config-if-cts-manual)

Fii—bEhd1—% 0-) Administrator

avy FEE Jy—2 EER

12.2(50) SY ZOavy RH, Catalyst 6500 &) — X A4 v FIBIMENE L,

BRALDHA RS54y  TrustSec V v 7 2 FEITRETHHAIIRY > —&WHT 5IC1%, poliey =~ FEHHALET, 7
7 4V M no policy T, 7 _XCDNT 7 ¢ v 27 % SGT #MA L2V Tl &£ ¥, sap CTS Fi)
T— RV Ta<wr RixERk, TrustSec V727 v 7 TEHEHIIRETHLERDH Y T,

IR L7 SAP E— R T SGT #HAFHRRIZ L, X TOEE /N7 v b2 SGT #mik L TV ARWGA,
ZELT RY—ITkDLEBY T3,

o policy static =~ > FAREINTWDHEE /N7 v M policy static =~ > R TFRE L7 SGT
WEITMTINET,

e policy dynamic 2=~ FRARTEINTVWDIHA, ~Fry MNIF /T EhEREA,

BINL 7z SAP £— R T SGT #fAFBRIC L, BE7 v I SGT ZZEL TV DHHH, #F 7 R
—lIRDO LB TT,
* policy static =~ > N7 trusted ¥ — 7V — FZIREETITHESNTWDHHE . SGT I policy
static 2~ FCREL SGT IC@EZHZ ONLET,

Cisco TrustSec R4 wF aAvI4¥alL—ay A4 F
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W policy (cts FBMA 28 —TA R AT Xal—Lav ¥TE—F)

3l

e policy static =~ > R78 trusted ¥ — 7V — FEZHH L TREINTWDHEE, SGT IFEEINEY
/\/O

e policy dynamic =~ FAREINTWT, RIET— "o F T rn— FINERBARY »—i
NRry hOEFBEPEETERNI EEZRLTWDLEHE, SGTIXF¥ v or— RKLEKRY — T
ESNTWD SGT ICEEHZ b ET,

AR Y —i%, 7O SGT, v 7 ® SGT F v Y TofssEikEe, Bh#ET 27 SGT @ RBACL,
BIOA v & —T7 242 ACL 2 ETXET,

e policy dynamic =2~ FRREINTNT, Fourr— RENERARY =030y NOE(E
FTBMEETED 2L ERL TV DA, SGT ITAE SN EH A,

H%E’J IRESINT SGT IZOoWTIX RBACL T H S E AN, kDA ¥ —7 =14 A ACL 1%,
MBS LT RN T T4 w7 T4 AE) L TRICEMICRE T £,

WOFITIX, ZITMFTELDO N T T 4w 7 2RE, ETHEOEEN T 74 v 7I2SGT3 WAL £
3 (Cisco Secure ACS — NE@BIEL TWARWNA VH—T = A R),

Router# configure terminal

Router (config) # interface gi2/1

Router (config-if) # cts manual

Router (config-if-cts-manual)# sap pmk 1l234abcdef mode-list gcm null no-encap
Router (config-if-cts-manual) # policy static sgt 3 trusted

Router (config-if-cts-manual)# exit

Router (config-if) # shutdown

Router (config-if) # no shutdown

Router (config-if) # exit

Router (config) # exit

Router# show cts interface GigabitEthernet 2/1
Global Dotlx feature is Enabled
Interface GigabitEthernet2/1:

CTS is enabled, mode: MANUAL
IFC state: OPEN
Authentication Status: NOT APPLICABLE
Peer identity: "unknown"
Peer's advertised capabilities: "sap"
Authorization Status: SUCCEEDED
Peer SGT: 3
Peer SGT assignment: Trusted
SAP Status: SUCCEEDED
Version: 1

Configured pairwise ciphers:
gcm-encrypt
null

Replay protection: enabled
Replay protection mode: STRICT

Selected cipher: gcm-encrypt
Propagate SGT: Enabled
Cache Info:

Cache applied to link : NONE

Statistics:
authc success:
authc reject:
authc failure:
authc no response:
authc logoff:

O O O O O

Cisco TrustSec R4 wF aA> 74 F¥alL—Lay HIL K
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Sap success:

sap fail:

authz success:
authz fail:
port auth fail:

Ingress:
control frame bypassed:

sap frame bypassed:
esp packets:
unknown sa:
invalid sa:

inverse binding failed:

auth failed:
replay error:

Egress:

control frame bypassed:

esp packets:
sgt filtered:
sap frame bypassed:
unknown sa dropped:
unknown sa bypassed:

policy (cts FBIM v4—J14R avI4F¥aL—var47E—F) B

O O O O O O o o o O Ul O

o O O O O o

O R

avwy kR

B

show cts interface

A B =T x4 AT LD TrustSec iR EDMEHEREF R L E T,

default (cts FHE1 o

B—=TxzA R AT 4
Fal—gr %7

£—R)

CTS FENE—FDT 74NV a7 F¥alb—va AMArlid,

policy (cts FHEhA >

B—=TxzA R AT 4
XFal—gry %7

£—R)

FEFET—FDCIS KU v —%2RELET,

sap (cts F8114 04—

T4 R HYTE—F)

FHET— FD CTS SAP & T L9,

| oL-22192-02-J
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W propagate (cts dotix #+TE—F)

propagate (cts dotix Y4 JE€—F)

Cisco TrustSec 1 ' #—7 = A AT SGT 6 a A4 x—7 NVETIIT 4 E—T7 VT 512X, CTS
dotlx f > H—T A A A7 4 Xzl —3 g % 7E— KT propagate sgt 2~> REHEHLET,

[no] propagate sgt

WX DA sgt CTS SGT ez +aE L £

T+ SGT 1&#%i%. CTS dotlx BLIOCTS F A v #—T =2Af X a7 4 Fal—ay $7EF—RFTTF
T H IV R TA X —T N> TWVET,

avy kR E—F CTSDotlx f ¥ #—T AR a7 4 Falb—ar H7E—R (config-if-cts-dot1x)

#f—pEh31-% 01 Administrator

avy FEE yy—=x EER
12.2(50) SY Zoa~r FH, Catalyst 6500 U —X A4 vy FIZBIMESNE L,

WRALDHSL RS4Y  SGT Oixfk (SGT # 7 1 7Enk) 1. CTSdotlx BL O CTS FEA v F—T A A 2T 4 X a
L—ay 37— RO ST TT 74V FTA F—T7 M7 > TWET, TrustSec ®IGA— bk LA
¥ 2 MACsec 8L SGT # 7 nfb 2R — b T&EET, SGT DHF T LT —HDEEDTZDIZET &
EbEXaT7RE—FRexrdr=—bFLET, MACsec 1T AA v T BILOY—"MEHT 5 802.1AE
HHE_—20) 7 7a harTd, BT MACsec VAR — b TEET0n, SGT I 7 EbizV
AR—hTEFEHA, TDOLSREE, no propagate sgt CTS Dotlx f X —T7 A R a7 41X =
L—vay avwl REHFEALT, 2OLA VY 2SGTBIEE2T 4 E—7 ML TR I LEE2BEO LT
7
SGT DARIEE HEA +— 7 W T B I2IX propagate sgt =~ K& AT LET, SGT OEFOIRIESE

B9 BHI21E. show cts interface =~ FEHHALET, T4 —7 /L 27— MET R REIEAR
(NVGEN) [ZfRfFSIET,

i W& DOHNL, TrustSec ks A v Z—7 = A AT SGT kv 7 4 —7 L L £,

router (config) interface gigabit 6/1
router (config-if) cts dotlx
router (config-if-cts-dotlx)# no propagate sgt

router# show cts interface gigabit 6/1
Global Dotlx feature is Enabled
Interface GigabitEthernet6/1:

CTS is enabled, mode: DOT1X
IFC state: INIT
<snip> . . .
SAP Status: UNKNOWN

Cisco TrustSec R4 wF aA> 74 F¥alL—Lay HIL K
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propagate (cts dotix ¥ 7€—F) M

Configured pairwise ciphers:
gcm-encrypt
null

Replay protection: enabled
Replay protection mode: STRICT

Selected cipher:

Propagate SGT: Disabled
<snip> .
BREaOT VR avwyv Rk L
show cts interface A B =T x4 AT LD Cisco TrustSec A7 — b B LOHEHEREZERL
7,

sap (cts dotlx f > #— dotlx &— K CTS SAP Z#%EL £,
T oA A Y TE—NK)

timer (cts dolx A > CTSOEA~—%HELET,
H—=T oA AP TE—

K)

Cisco TrustSec R4 wF aAvI4¥alL—ay A4 F
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W propagate (cts FBIf v 42— TR VT4 ¥al—Sav $TE—F)

propagate (cts FE)f 2 2—J x4 X 2T 14F2
L—>3 >y $JE—F)

X2 VT4 IN—T X T E—T 2 A A LETRIET DAV H—T 2 A ADMREEZ A X —T NV E
X7 4B —7 T DI, cts propagatects A X — 7 = A AFEHEY TE— K a~v N&f
ALET,

[no] propagate sgt

B\ DA sgt X2 UT 4 IN—T X EEELET
T4k T 74 ME, SGT #5#HET5 2 & TY.
av> kK E®—F CTS FE A ¥ —TxzA A a7 4 Fal— 3 ¥ 7E—F (config-if-cts-manual)

HF-bEhd1-% 0-) Administrator

avy FEE yy—= EER
12.2(50) SY Z oz~ RS, Catalyst 6500 & U — X A A v FIEMEE LTz,

BRLEDHA RSMY X2 VT 4 TA—T ¥ 7 OLEIEIL, CTS dotlx BE W CTS FEE— RO S TT 7 4/ b TA F—
TNTT, SGT % T 4 &—7 /T HIZiL. no propagate sgt =~ Kz A LET, FHEA
F—T7 T HITIE, propagate sgt # A LET, RIEHAEMR (NVGEN) 71:1*!2% ZIEOM 3 CLI
o~ R&EFITLIZ5A . no propagate sgt A7 — 2T BMEF SN ET (72 & 2iE, copy system
running-config) .

TrustSec %54 > % —7 = A A1X MACsec (LA ¥ 2802 1AE D&x =2V T 1) BLOSGT #Xx> 7
Y iR— hT&xF£9, TrustSec kA v X —T oA AN T kb XaT7RE—Kexrdyo— |
LEo2ELET, ETIE, MACsec ¥ T3 23, SGT ZUHTX NI L3 H Y i’@‘ F#) CTS 1
H—=TxAf A a7 4F¥al— 3 Tld, MACsec BERED B2 iR E L CW A4, CTS A v

2 —T7x2AATSCTIBHFET 4 B—T ML ET,

] WIZ, FEITHRE LT TrustSec A v X —7 = A ZATSGT A X 7% F 4 —F b+ 56 %2R L
ij‘o

router (config-if)# cts manual

router (config-if-cts-manual) # sap pmk FFFE
router (config-if-cts-manual)# no propagate sgt
router (config-if-cts-manual) # exit

router (config-if) # exit

router (config) # exit

router# show running-config

interface GigabitEthernet6/2
ip address 172.16.4.12 255.255.255.0
cts manual

Cisco TrustSec R4 wF aA> 74 F¥alL—Lay HIL K
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propagate (cts ¥BIf v 4—7J1f4 R avIs¥alL—Lav4JE—F) M

no propagate sgt
sap pmk 000000000000000000000000000000000000000000000000000000000000FFFE

pIEa< R avwy kR Bl
show cts interface A B2 —=T x4 AT LD Cisco TrustSec A7 — b B LOHEHHEREZERL
9,

show running-config  HIED L 2 F ABEEFFR L LE T,

Cisco TrustSec R4 wF aAvI4¥alL—ay A4 F
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W sap (ctsdotix f v &—T AR HTE—F)

sap (ctsdotix f 2 —2J A R Y TE—F)

QMDA B =T 2 A AMDY VI EE bR T —2a T 520, EFXa )T 4 TV Tm—
va v 7a ha (SAP) ORBFEL LUK ST — FEIRT 511X, sap mode-list =~ R L
F£9°, modelist ZHIFRL TT 74 /L MIRTIZIE, Z0a<wr RO no BRZFEHLET,

[no] sap mode-list {gcm-encrypt | gmac | no-encap | null} [gcm-encrypt | gmac | no-encap |

null] . . .}
BXX DA mode-list T RARL A RENTZ SAP BAEB LU BT —RZ2 U 2 hLET (KEs
B BARIT B SRNAN AT
gem-encrypt GMAC FBGFE. GCM K ﬂﬁ%#ﬂﬁﬁ LET
gmac GMAC FBFEZ T #fE L, BB L2 TELEEA
no-encap HTeENMEERE L E ‘li/w
null B TeMMEH Y, BRER L, BB LEBEELET
TI+NE 77 v b OB E{kiE, sap modelist gem-encrypt null T%, 7 A 4 —7 = A A7 dotlx,
802.1AE MACsec\ FIIEL802.REV LA ¥ 2 UV v UM BAb YR — b LARWEE, 77 4/V hORES
{tiE null T

™.

H
I

™.

avy CTS dotlx f > ¥ —7 = A A % 7E— K (config-if-cts-dotl1x)

H#H—bsh3d1-% 0-)l Administrator

av v FER y1yy—=x EER
12.2(50) SY Zdoa~r KA, Catalyst 6500 U —2 A4 v FIZBMENE LT,
I0S-XE 3.3.0 SG o=y R, Catalyst 4500 > ) — 2 21 v FITBMENE LT,
108 15.0(1) SE ZD=m=r KA, Catalyst 3000 > U —2 21 v FITBMENE LT,

HEHLOHA FSM4Y Dotlx 8RETIZMEH T 258GER & OME 567 NAFRET S (21E, sap mode-list =~ > FEEH L £4,

X2 VUT 4 7YY=y ar 7ua bal (SAP) 12 802.11i IEEE v ha D KT 7 h RN—T g
WICESWER S —0REB L O 7 e b2 /L4, SAP X MACsec VAR — 54 % —7 =
A4 A 802.1AE V > 7 fiIs 5/t (MACsec) Z LB I OEHTL7-OIEH L E T,

Dotlx #FEH&IC SAP 2B SN DA, Wi (7 Vo heA—k 7 40 —%) T Cisco
Secure Access Control Server (Cisco Secure ACS) » 5 Pairwise Master Key (PMK) & E7 DR — K
DOMACT RLRAEZEFELTWET, 802.IX RBEENAFARETH AHA. CTS FHav 7 4 F 2L —
vary E—RT, SAPBLIOPMK %2 2HDOA ¥ —T A A TTRETHETEET,

TNA AW CTS-Aware YV 7 " =T HFEITLTHNT, »N— KT =7 H CTS EXIETH D55 1L. sap
modelist no-encap =~ > FEZEH L TH 7/ LEESLT LET,

WM A Cisco Secure ACS 7 H#  T& 2254 1%, timer reauthentication =~ > K& {#f L C CTS
Vo7 AT 2HERAMMMERELET, T 740 N OFEIEYMIE 86,400 P T3,

Cisco TrustSec R4 wF aA> 74 F¥alL—Lay HIL K
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GE)

sap (ctsdotix f »4—7z4 X 47E—F) M

TrustSec NDAC BEL W SAP 1T AA v TFMU 7 TAAL v F U THEITTHR—=FENTWAETD,
dotlx (T~ /VFHA R E— RTHRETHLENRSY 9, A—F> 7 47 —% PAE 1T dotlx
system-auth-control 23 7 0 — LA X —T 7R > TV DHHEDOHRRBINE T,

5 KIZ. SAP 73 CTS W 7 /AL DEM 2 GCM B 5k & | £721355 2 DRk & LT null-cipher & R =
VE=RTL, BT BN KT 2T T CTS B 7 e/Ue i — F LARWE AL CTS B 7z %
AL ZENTERWHIZRLET,
Router (config-if-cts-dotlx)# sap modelist gcm-encrypt null no-encap

BEa<U kR avyk Bl

propagate (cts dotlx %7 dotlx T— KD SGT &% A x—T NVEIET 4 E—TMIZLET,
ET—R)

sap (ctsdotlx A > ¥ —7 = dotlx E— R®D CTS SAP %% E L E7,
A A HTE—NR)

timer (cts dolx - > % — CTSOX A ~—%FHELET,
Tz AAYTE-NR)

| oL-22192-02-J
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W sap (cts FBIAV2—TA R HTE—F)

sap (cts FEIf 3 —T A R Y TE—F)

2HDA v F—7 = A AT MACsec DY 7 EbDR T —2 a %179 72D, Pairwise
Master Key (PMK) & Security Association Protocol (SAP) DFRFEIR L UM 5{L-E— N& FEICHE
9 5121%, sap mode-list =~ > FEFEHALET, 774/ MIETIZIE, Z0a~<2 RO no BAEE
ALET,

[no] sap pmk Aex value [modelist {gcm-encrypt | gmac | no-encap | null} [gcm-encrypt | gmac |
no-encap | null] . .. ]

BX DA pmKk fex_value 16 %7 — % O PMK  (GEFAD Ox AT £ A, 0% 16 EHCFE A
L, BEDOLFIZ0ET LT 4 v 7 ALET)

modelist T RNFAXRE—FOY AN (@Eh b RARICESLIEN AT )
gem-encrypt GCM 85F, GCM K=k xfEE L £ 7
gmac GCM §BREEHEE L, BEbZHEEL A
no-encap AT eMEERELEEA
null A TEMEH Y, AR L, SR LERELET

TIALE 7 7 4V h O EAbi%, sap modelist gcm-encrypt null TJ, E7 A F—7 = A AN dotlx,
802.1AE MACsec., F721% 802.REV L' A ¥ 2 U > ISt Z PR —hLRWEA, 7741 O
{E1Z null ¢§

= CTS FEf v H—T 2 A A7 4 Fal—v3a 3 7E—F (config-if-cts-manual)

Fi—bEhd1—¥ 0-) Administrator

avy FERE Jyy—2 EER
12.2(50) SY Zoavr RH, Catalyst 6500 U — X A4 v FIZBIMENE LT,

BREDAA R34V tXaVT7 g TYVE—ay Fa haj (SAP) 1L 80211 IEEE Yr2 hatd RT 7k N—TVa v
WCESWEES X —0REB LU h 2L T4, TrustSec RETIL, F—IZ2 @D A % —
7 A AMTD MACsec DV > 7 [l bicHEH S ET,
802.1X FRAENARFAIRETH 5354 . SAP, ¥ L O Pairwise Master Key (PMK) #% sap pmk =~ KT
2MEDOA B —T 2 A AMIZTFEITHRETET ET, S02IXFRIEEFEHT2HE. Wl (B7 U b
BIOA—tv 7 44 —%) 7 Cisco Secure Access Control Server 7> 5 7 O7R— F® PMK B LW
MAC 7 RV AZZELET,

5 RIZ, FAEY b A—=F Ry h A2 =T A XD SAP REDHIZ R LET,

router (config) # interface gigabitEthernet 2/1
router (config-if)# cts manual
router (config-if-cts-manual) # sap pmk FFFEE mode-list gcm-encrypt

Cisco TrustSec R4 wF aA> 74 F¥alL—Lay HIL K
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sap (cts FBA>v4—Jzq4x 49 7E—F) N

BREaTYK avw vk ETL)
default (cts P& > CTS FEIE—ROT 740k ar7 4 Falb—rva U HBitLET,
H—=T A A LT 4
Fal—gr 7
T—F)
policy (cts FHEjA > FEFHE—RFDOCTS RV > —%RELET
BT f R AT ¢
Xal—yar 7
F—R)
propagate (cts F@(  FET— R CTS SGT Ik zi%E L9
VH—=T AR A
T4 FXa2lb—rar W
7 —K)
show cts interface AV H—=T A AT LD TrustSec K EDMHEHEFZRLET,

Cisco TrustSec R4 wF aAvI4¥alL—ay A4 F
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W showcts

show cts

Cisco TrustSec (ZRHHT 2 27— M B L OHEHESRZ R T 51213, show cts 74 EXEC =2~w > K%

it

LET.

show cts [

authorization entries |

credentials |

environment-data

interface {type slot/port | vlan vian_number |
keystore |

macsec counters interface type slot/port [delta] |
pacs |

policy layer3 [ipv4 | ipv6] |

policy peer peer id |

provisioning |

role-based counters. .. |

role-based flow . . . |

role-based permissions . . . |

role-based sgt-map . . . |

server-list |

SXp connections . . . |

sXp sgt-map . . . |

WX DA

T4+

Bl Cisco TrustSec R4 v F av 74 F¥al—av H(4F

authorization Al M) EFRRLET,

credentials CTS IR T A7 LTy v V2R R LET,

environment-data CTSBRET— 4 T LET,

interface CTS AV A —T 2 A ADAT—HALRELRZRLET,

keystore F—A LT OERERRLET,

macsec MACSec 77 v Zi@EaRAFLET,

pacs F—Z2 h7 D PAC D A-ID BEXOPAC A2 FR~RLET,

policy CTS R v—%FRLET,

provisioning KABLD CTS D7 e Va=r s Va2 FERLET,

role-based 2=/ _N—=2 7 7R arbhr—/E#R (SGACL fi#) #R-LET,

server-list

CIS DY =~ VR E2FRLET,

SXp

CTSSXP 7u hafERaEF R L £,

L
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showcts W

avvk E—F EXEC (>). ¥t EXEC (#)

#f—pEh31-% 01 Administrator

avy FEE yy—= EER
12.2(33) SXI Zda~r RA, Catalyst 6500 U — 2 24 v FITBEMENE LT,
12.2(50) SY WD F—U— R, Catalyst 6500 > U — X 21 v FITBMENE LT,
i WIZ, ¥—=T—R&EMH LRV TAT Lz show cts OfFZR LET,

Router# show cts

Global Dotlx feature: Enabled
CTS device identity: "dcasl"
CTS caching support: disabled

Number of CTS interfaces in DOT1X mode: 19, MANUAL mode: 5
Number of CTS interfaces in LAYER3 TrustSec mode: 0

Number of CTS interfaces in corresponding IFC state

INIT state: 19
AUTHENTICATING state: 0
AUTHORIZING state: 0
SAP NEGOTIATING state: 0
OPEN state: 5
HELD state: O
DISCONNECTING state: 0
INVALID state: O

CTS events statistics:
authentication success: 14
authentication reject : 19
authentication failure: 0
authentication logoff : 1
authentication no resp: 0

authorization success : 19
authorization failure : 3
sap success : 12
sap failure : 0
port auth failure : 0

Cisco TrustSec R4 wF aAvI4¥alL—ay A4 F
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W showcts

P i=iedN S avyvFk B
cts credentials TrustSec ID B L O A U — REZHEE L E7,

Cisco TrustSec R4 wF aA> 74 F¥alL—Lay HIL K
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show cts authorization entries H

show cts authorization entries

TrustSec NDAC FBFE= > b U 2#F/R3 5 121%. EXEC £— FF 7213454 EXEC £ — KT show cts
authorization entries =~ F&HH L £,

show cts authorization entries

XD Toavy R, BIEELIEIF—T—RiEIH v FHA,
TIF+IE L
avy kR E—F EXEC (>). ¥t EXEC (#)

Fi—bEhd1—¥ 0-) Administrator

avy FERE Jyy—=x EER
12.2(33) SXI ZDa<wr R, Catalyst 6500 >V — X A v FIZBMEE Lz,
i WOBFTIL, Catalyst 6500 A A > FH 5O show 2~ ROHIITY,

router# show cts authorization entries
Authorization Entries Info

Peer-name = annapurna
Peer-SGT = 7-1F05D8C1
Entry State = COMPLETE
Entry last refresh = 01:19:37 UTC Sat Dec 8 2007
Session queuesize =1
Interface: Gi2/3
status: SUCCEEDED

Peer policy last refresh = 01:19:37 UTC Sat Dec 8 2007
SGT policy last refresh = 01:19:37 UTC Sat Dec 8 2007
Peer policy refresh time = 2000

Policy expires in 0:00:28:26 (dd:hr:mm:sec)
Policy refreshes in 0:00:28:26 (dd:hr:mm:sec)
Retry timer = not running
Cache data applied = NONE

Entry status = SUCCEEDED

Peer-name = Unknown-0000
Peer-SGT = 0-AD23BDF78
Entry State = COMPLETE
Entry last refresh
session queuesize = 0
Peer policy last refresh = 01:30:37 UTC Sat Dec 8 2007
SGT policy last refresh = 01:30:37 UTC Sat Dec 8 2007

01:30:37 UTC Sat Dec 8 2007

Peer policy refresh time = 0

SGT policy refresh time = 2000

Policy expires in 0:00:29:27 (dd:hr:mm:sec)
Policy refreshes in 0:00:29:27 (dd:hr:mm:sec)
Retry timer = not running
Cache data applied = NONE

Cisco TrustSec R4 wF aAvI4¥alL—ay A4 F
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Bl show cts authorization entries

Entry status

Peer-name = Unknown-FFFF
Peer-SGT = FFFF-ABC876234
Entry State = COMPLETE
Entry last refresh
session queuesize = 0
Peer policy last refresh

SGT policy last refresh =

= SUCCEEDED

01:30:37 UTC Sat Dec 8 2007

00:20:37 UTC Sat Dec 8 2007

01:30:37 UTC Sat Dec 8 2007

Peer policy refresh time = 0
SGT policy refresh time = 2000
Policy expires in 0:00:29:27 (dd:hr:mm:sec)

Policy refreshes in 0:00:29:27

Retry timer
Cache data applied
Entry status

(dd:hr:mm:sec)
= not running

NONE

= SUCCEEDED

avro kR

SiBA

cts credentials

TrustSec ID B L OV AT — R&EETELET,
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show cts credentials W

show cts credentials

LS e
TIHILE
avykF E—F

TrustSec 7 /31 X ID #F /"7 51215, EXEC £— F £ 7213554 EXEC &— KT show cts credentials
a<wr REFHLET,

show cts credentials

Zoawy RiZiE, a2 FEREFF—T—RNEIH Y £HA,

L

EXEC (>). ¥t EXEC (#)

Fh—-b&hd1-4 0-) Administrator
av Y FER y1yy—=x EER
12.2(33) SXI ZDa<wr R, Catalyst 6500 >V — X A v FIZBMEE Lz,
1 Router# show cts credentials
CTS password is defined in keystore, device-id = r4
BEa<wY R avwo R BL
cts credentials TrustSec ID B LU R U — R&EHHE L £,

| oL-22192-02-J
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$ 7% Cisco TrustSec a2 FOWE |

Bl show cts environment-data

show cts environment-data

TrustSec BRIET — % 2 F "7 5121, EXEC &— R F 7213454 EXEC & — K T show cts
environment-data =~ > FZfEH L £9,

show cts environment-data

XD Zoawry RZiE, 2w REREF—U—RNEHY £HA,
TIF+IE L
avy kR E—F EXEC (>). ¥t EXEC (#)

Fi—bEhd1—¥ 0-) Administrator

avy FERE Jyy—=x EEA
12.2(33) SXI ZDa<wr R, Catalyst 6500 >V — X A v FIZEBMEE LTz,
{5l WOFIL, Cisco Catalyst 6500 U —X A v FORET —F 2 £ RLET,

Router# show cts environment-data
CTS Environment Data

Current state = COMPLETE
Last status = Successful
Local Device SGT:
SGT tag = 11-ea7f3097b64bc9of8
Server List Info:
Preferred list, 0 server(s):
Installed list: SL1-15A25AC3633E7F074FF7EOB45861DF15, 1 server(s):
*Server: 43.1.1.3, port 1812, A-ID 05181D8147015544BC20F0119BE8717E
Status = ALIVE
auto-test = TRUE, idle-time = 60 mins, deadtime = 20 secs
Multicast Group Addresses:
Multicast Group SGT Table:
Name = mcg table 2-4ff532e525a3efe4d
Multicast SGT:
Transport type = CTS_TRANSPORT_IP_ UDP
Environment Data Lifetime = 2000 secs
Last update time = 21:43:28 UTC Mon Aug 27 2007
Data loaded from cache = FALSE
Refresh timer is running
State Machine is running

BREav VR avwrk BL
clear cts environment-data F¥ovanbd TrustSec BET — 2 %227 V7 LET,

Cisco TrustSec R4 wF aA> 74 F¥alL—Lay HIL K
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show cts interface Wl

show cts interface

TrustSec & E DM EHER A F T T 2I121L. EXEC T — F£ 7213454 EXEC =— K T show cts interface
a<w> REFEALET,

show cts interface [type slot/port] | [brief] | [summary]

X DERBA typeslot/port EE) Ao XA —TxA A BT, Ay FEE. BLOER— FES
ZELET, ZOA L F—T 2 ADTNEAT—FZ AHINKEN
jz‘j_o

brief LE) T RTOCTS A v ¥ —T oA ADEHEAT — 2 A5 FExRr LE
7,
summary ER) A2 —TxARTLIZ, TRTOCTS AV H—T A AD
Y~ —% 4HEFITSHEOF— AT —F R 74— )L REFHOERE
KTCETLET,
TIHILE 2L
avwy kK E—F EXEC (>). %## EXEC (#)

Fi—bEhd1—¥ 01 Administrator

avy FERE Jy—=2x EER

12.2(33) SXI Zoavr RH, Catalyst 6500 &) — X A4 v FITBIMENE L,

EALEDHA ES1Y TRTDOCTS A v Z—T 2 A ADTLEAT —F A2 FKRT HI21E. F—VU— F72 L T show cts
interface =~ FZfEH L £,

l KIZ, F—U— REHEAEPICHENIZRRT 02" LET (TRTOCTS AV F—T oA ZADTLE
AT —HR),
Router# show cts interface

Global Dotlx feature is Enabled
Interface GigabitEthernetd/1:

CTS is enabled, mode: DOT1X
IFC state: OPEN
Authentication Status: SUCCEEDED
Peer identity: "rl"
Peer is: CTS capable
802.1X role: Authenticator
Reauth period configured: 0 (locally not configured)
Reauth period per policy: 3000 (server configured)
Reauth period applied to link: 3000 (server configured)
Authorization Status: SUCCEEDED
Peer SGT: 0
Peer SGT assignment: Untrusted
SAP Status: NOT APPLICABLE

Cisco TrustSec R4 wF aAvI4¥alL—ay A4 F
[ oL-22192-02-J .m
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Cisco TrustSec a2~ FOBE |

W show cts interface

Configured pairwise ciphers:
gcm-encrypt

null
Replay protection: enabled
Replay protection mode: OUT-OF-ORDER
SPI range: (256, 1023)

Pairwise Master Session Key:
27C2DF9D 7C686B03 C930D003 95F83737
6AC0276C 8160FE3C OC33EF9A CO1FCBAC

Selected cipher:

Current receive SPI: 0

Current transmit SPI: 0

Current Transient Session Key:
27C2DF9D 7C686B03 C930D003 95F83737
6AC0276C 8160FE3C OC33EF9A CO1FCBAC

Current Offset:
27C2DF9D 7C686B03 C930D003 95F83737
6AC0276C 8160FE3C 0C33EF9A COlFCBAC

Statistics:
authc success: 1
authc reject: 18
authc failure: 0
authc no response: 0
authc logoff: 0
sap success: 0
sap fail: 0
authz success: 1
authz fail: 0
port auth fail: 0
Ingress:
control frame bypassed: 0
sap frame bypassed: 0
esp packets: 0
unknown sa: 0
invalid sa: 0
inverse binding failed: 0
auth failed: 0
replay error: 0
Egress:
control frame bypassed: 0
esp packets: 0
sgt filtered: 0
sap frame bypassed: 0
unknown sa dropped: 0
unknown sa bypassed: 0
Dotlx Info for GigabitEthernet4/1l
PAE = AUTHENTICATOR
PortControl = AUTO
ControlDirection = Both
HostMode = MULTI_HOST
ReAuthentication = Enabled
QuietPeriod = 60
ServerTimeout = 30
SuppTimeout = 30
ReAuthPeriod = 3000 (Locally configured)
ReAuthMax =2
MaxReq =2
TxPeriod = 30
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WIZ, brief ¥ —U— F&2fH LIz hfl 2 &R L £79,

Router# show cts interface brief
Global Dotlx feature is Enabled
Interface GigabitEthernetd/1:

CTS is enabled, mode: DOT1X
IFC state: OPEN
Authentication Status: SUCCEEDED
Peer identity: "rl"
Peer is: CTS capable
802.1X role: Authenticator
Reauth period configured: 0 (locally not configured)

Reauth period per policy:
Reauth period applied to link:

Authorization Status: SUCCEEDED
Peer SGT: 0
Peer SGT assignment: Untrusted
SAP Status: NOT APPLICABLE

Dotlx Info for GigabitEthernet4/1

PAE = AUTHENTICATOR
PortControl = AUTO
ControlDirection = Both

HostMode = MULTI_ HOST
ReAuthentication = Enabled
QuietPeriod = 60
ServerTimeout = 30
SuppTimeout = 30
ReAuthPeriod = 3000 (Locally configured)
ReAuthMax =2

MaxReq =2

TxPeriod = 30

WIZ, summary ¥—U— FEEH L ABI2R R L £,

Router# show cts interface summary

3000 (server configured)
3000 (server configured)

show cts interface Wl

Interface Mode IFC-state dotlx-role peer-id IFC-cache Dotlx

Gi4/1 DOT1X OPEN Authent rl invalid enabled
BEaI<UF avwv kR B L]

cts sxp Xy bT—2 FRA R SXP #FELET,
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$ 7% Cisco TrustSec a2 FOWE |

W show cts macsec

show cts macsec

CTS UV > 7 IR SALIZBET A4 > X —T 2 A AT LIZHEF ASIC DXy N AU v B E2RRTHIC
IZ. show cts macsec =~ FZfEH L £,

show cts macsec counters interface interface type slot/port [delta]

WX DA

avwv kR E—F

interface interface type slot/port
delta

CTS MACsec £ v Z—7 =4 ZA&ELET,
BBRIZZ VT SNFERERLEO D 7 o 2 iR L ET,

EXEC (>). ¥#E EXEC (#)

Fik—bEha1—4 0-)l Administrator
avy FERE Jyy—=x EER
12.2(50) SY Zdoa~r KA, Catalyst 6500 U — 2 A4 v FITBMENE LT,

BEREDAL T4

3l

ZDavwy R, A X —T A ABEMOKES ASIC Oy v o2 aRRLET, X2V
T4 TV E—ar (SA) BAVAR—AEINTWDLHE (NDAC E/-idsapcts 1 ¥ —7 = A
A dolx FFTFEYV T a~r FENL O TI7T7 4 7R SA IV EZRFRENET, —EIZ1>D
SA LT 7T 471270 ERA, SADYVFR—FINDMEIFL & 2. CTT, delta F—T—Fickv,
clear cts macsec counters interface =~ > R FEITINTZRERLUBEDO T T U ZERY A N SINVET,

WOFITIE, Catalyst 6500 UV —X A4 v F L CFHTRESNLCIST v 7V vy f ¥ —T =
AAD MACsec h 7 X &2RKRrLET,

router# show cts macsec counters interface gigabitEthernet 6/2
CTS Security Statistic Counters:

rxL2UntaggedPkts

rxL2NotagPkts

rxL2SCMissPkts

rxL2CTRLPkts

rxL3CTRLPkts

rxL3UnknownSAPkts

rxL2BadTagPkts

txL2UntaggedPkts

txL2CtrlPkts

txL3CtrlPkts

txL3UnknownSA

O O O O O O O O o o o

GENERIC Counters:
CRCAlignErrors
UndersizedPkts
OversizedPkts
FragmentPkts
Jabbers
Collisions

InErrors
OutErrors
ifInDiscards

O O O O O O o o o

Cisco TrustSec R/ wF aAv 74 FalL—vav HA K
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show cts macsec W

ifInUnknownProtos =
ifOutDiscards =
dotldDelayExceededDiscards =
txCRC =

linkChange =

o O O O O

BEavUF avwvFk H L)
show cts interface
sap (cts dotlx A V' F#—7 = A
A FTE—N)
sap (cts FBIA V¥ —T A R
P TE—F)

Cisco TrustSec R4 wF aAvI4¥alL—ay A4 F
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Bl show cts pacs

show cts pacs

WX DA

TIHILE

Fh—-b&hd1-4 0-)

Protected Access Credential (PAC) ZFE 9 5121, EXEC & — K% 7213%# EXEC & — F T show
cts pacs =~ REHHALET,

show cts pacs

Zoa<wy RiZiE, a2 FEREFF—T—RNEIH Y £HA,

L

EXEC (>). ¥t EXEC (#)

Administrator

avy FERE

HEREDHA K51

Jy—=2 EER

12.2(33) SXI Zoavr RH, Catalyst 6500 U — X A4 v FIZBIMENE L,

NDAC #—t 7 4 r—Z Zitfll L. NDAC DT 3T 5121k, Zoa<wr Pl LET,

A Wiz, atlas EWIHILBTOT A A2k > Tacsl DA —k 7 447 —% ID (A-ID-Info) #EHAL T
Cisco ACS 2> 551 F Ht - 7= Protected Access Credential (PAC) ZF 7T 562 LET,
Router# show cts pacs
AID: 1100E046659D4275B644BF946EFA49CD
PAC-Info:
PAC-type = Cisco Trustsec
AID: 1100E046659D4275B644BF946EFA49CD
I-ID: atlas
A-ID-Info: acsl
Credential Lifetime: 13:59:27 PDT Jun 5 2010
PAC-Opaque: 000200B000030001000400101100E046659D4275B644BF946EFA49CD0006009400
0301008285A14CB259CA096487096D68D5F34D000000014C09A6AA00093A808ACAB0B39EB656AF0OB
CA91F3564DF540447A11F9ECDFA4AEC3A193769B80066832495B8C40F6B5B46B685A68411B7DF049
A32F2B03F89ECF948AC4BB85CF855CA186BEF8E2ABC69A7COBELIBDF6EC27D826896A31821A7BA523
C8BD90072CB8A8D0334F004D4B627D33001B0519D41738F7EDDF3A
Refresh timer is set for 00:01:24
BEa<wY R avwy kR BL

clear cts pac F—2ALT0H 1 DFZEFTRTOPAC 27 VT LET,

cts sxp X MU —27 FTNAAZSXP #FHELET,
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0L-22192-02-J |



| 7%

Cisco TrustSec a7 FOBEE

show cts policy layer3 W

show cts policy layer3

CTISLAF¥3 FTUAR—F av74Fal—vaEHEIND bT7 707 K v—BLUOHIH
RY —D4HTE R AT HI2IEEXEC £ — FE 721357 EXEC £ — R T show cts policy layer3 =~
Y REMEALET,

show cts policy layer3 {ipv4 | ipv6}

LS e
TIHILE
avykFE—F

ipvd IPv4 RV >o—%BELET,
ipv6 IPv6 RV v —%EE LT
L

EXEC (>). ¥t EXEC (#)

Fi—bEhd1—¥ 0-) Administrator
avy FERE yy—2= EHEE
12.2(50) SY Z DA< KA, Catalyst 6500 > U —X A1 v FITBMENE Lz,

HEREDHA K51

N7 T4y 7 ETIEBISNRY —ik, m— IV TRE S DD, Cisco Secure ACS 2 HIAG S E T,
CTS LA ¥ 3 hT AR — MERROFEMIZ DWW TIL, lcts policy layer3| &R LTS,

i Iz, show cts policy3 D~ RO A% #ALET,
router# show cts policy layer3 ipv4
No CTS L3 IPV4 policy received from ACS
Local CTS L3 IPv4 exception policy name : cts-exceptions-local
Local CTS L3 IPv4 traffic policy name : cts-traffic-local
Current CTS L3 IPv4 exception policy name: cts-exceptions-local
Current CTS L3 IPv4 traffic policy name : cts-traffic-local
BZEa<v YR avUFk B7L

cts policy layer3 CTS LAY 3 FFUAB— LD RT 7 4 v KU —BLOBISRY o —

ZfRELET,

cts layer3 o747 R —BIOBISARY —% A x—T 2L, CTSDLA

Y3IFFUAR=RF == A =T = RTHEHLET,
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$ 7% Cisco TrustSec a2 FOWE |

W show cts policy peer

show cts policy peer

TrustSec 7 DT AR Y > —DF —F KT HI12iL. EXEC £ — NE 72355 EXEC £— T
show cts policy peer =~ > F&#H L £,

show cts policy peer

XD Zoawry RZiE, 2w REREF—U—RNEHY £HA,
TIF+IE L
avy kR E—F EXEC (>). ¥t EXEC (#)

Fi—bEhd1—¥ 0-) Administrator

avy REE Jy—=x EHEE
12.2(33) SXI ZDa<wr R, Catalyst 6500 >V — X A v FIZEBMEE LTz,
Bl WKIZ, TXTOET D TrustSec 7 BAIARY —%2RRT 502 ~LET,

VSS-1# show cts policy peer
CTS Peer Policy

Peer name: VSS-2T-1

Peer SGT: 1-02

Trusted Peer: TRUE

Peer Policy Lifetime = 120 secs

Peer Last update time = 12:19:09 UTC Wed Nov 18 2009
Policy expires in 0:00:01:51 (dd:hr:mm:sec)

Policy refreshes in 0:00:01:51 (dd:hr:mm:sec)

Cache data applied = NONE

HAZ214—ILF BL

Peer name b—H)V TN ARER SN T O CTS T34 A 1D,
Peer SGT ET0kXa VT TN—T BT,

Trusted Peer TRUE : 2 — /0 TRAL RZZOET HHEESIND

SGT # /i iy FaEEHLET,

FALSE : T XA 2 X ZDOET ML EEINS SGT Z 78
fHFonfz"rvy hEEELEEA,

Peer Policy Lifetime V7L yvad8NDETO, N —RNERRFEHORE
S

Peer Last update time ZORY U—RERBIZ) T Ly o SR

Policy expires in (dd:hr:mm:sec) ZOET AU T—IX I ORMARIET D &R
DES

Cisco TrustSec R4 wF aA> 74 F¥alL—Lay HIL K
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show cts policy peer

HAhZ24—ILF B
Policy refreshes in 0:00:01:51 ZorT KU ZZORMARETLIEY 7Ly va
(dd:hr:mm:sec) SHET
Cache data applied = NONE ZORV—iEF v vy vahb ANENEFATLE,
SFEV, ACS HEfFESNFE L
EEaTUF avvk SiBA
cts refresh E7RARY =&y 7Ly a2 LET,
clear cts policy TrustSec 7 OETIRAIRY o —% 27 VT LET,

Cisco TrustSec R4 wF aAvI4¥alL—ay A4 F
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M show cts provisioning

show cts provisioning

LS e
TIHILE
avykF E—F

Fh—-b&hd1-4 0-)

avy FERE

BEREDAL T4

3l

i o RADIUS +— X CTS v b va=r7 Va7dakrdT 5120k, EXEC £— NE7- I35
EXEC & — KT show cts provisioning =~ FZH L 7,

show cts provisioning

Zoa<wy RiZiE, a2 FEREFF—T—RNEIH Y £HA,

L

EXEC (>). ¥t EXEC (#)

Administrator

Protected Access Credential Provisioning (PAC-provisioning) ¥a 7HO¥ 2 —%2 R A-$T 5121, 2
Da~vy REFEHALET, PAC BHIRGIAIZZR D F7ET A ARBRESNZEEIH S a
Vam IR AELET,

WOHTIE, CTISOT7 vt Ya=r7 RIANRBPAC 7 rE Y a =7 2FHRITLTND AAA
Y=Y XA NEFRRLET,

router# show cts provisioning
A-ID: 0b2d160f3e4dcfd4394262a7£99%9ea8£f63
Server 41.16.19.201, using existing PAC
Reg-ID EB210008: callback func 418A8990, context 290F14DO
A-ID: Unknown
Server 41.16.19.203, using shared secret
Reg-ID 49520002: callback func 40540CFO, context AEQ000007

pgga<w R

‘E-EI:I

avwyFk BA

show cts pacs F—2 h7® PAC ® A-ID BE O PAC tE#HE=HERLET,

radius-server host F A ZAFRAEMIC RADIUS $— R Z2E L E9,
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show cts role-based counters W

show cts role-based counters

X2 VT 4 ZA—7 ACL &l OFEHE R &2 £~ T 5121, show cts role-based 77 7 > % @ show =
<~ REHFEHLET, v ¥%27 U 73 25I21E. clear cts role-based counters =~ > F&fEH L &
7,

show cts role-based counters
show cts role-based counters default [ipv4 | ipv6]

show cts role-based counters from {sg¢ num | unknown} [ipv4 | ipv6 |
to {sgt num | unknown} [ipv4 | ipv6]]

show cts role-based counters to {sg¢z num | unknown} [ipv4 | ipv6 | ]|

show cts role-based counters [ipv4 | ipv6]

B DEE

T
H
I
™.

avy

default FTIZHNN R =K

from EETEF2V T4 INA—TEEELET

ipv4 IPARA=Var4xy b —0Texa )T IV—T2BBELET
ipv6 IP =36y NI—2TeFa )T 4 JA—T%BELET
to it Xa T4 IV—TERELET

sgt_num (0 ~65533) EX=2VUT7 4 IN—TF ZITHBSEBELET
unknown TRCOBEILINV—TERELET

EXEC (>). ¥t EXEC (#)

Fif—bEhd1—¥ 0-) Administrator
avy FEE Jyy—=x ETER
12.2(50) SY Zoawr R, Catalyst 6500 >V — X AA v FIZBMEE Lz,

HHEDHA K51V

3l

X2V 7 4 72— ACL (SGACL) 58| O#EHEMRZ R T 5121, show cts role-based
counters 2~ FE2EHALET, I XTERIIEEOTMMBOFEIEHREZ Y > b9 5I121%. clear cts
role-based counters %/ L £7,

from ¥— VU — FCTiEET SGT %, to ¥—V — FT%5E SGT 2 EL £, from B LW to D5 D
F—U— REAMT D E, TRTOFHFBFERN/ERINET,

default ¥— 7V — NI, T 741V FDOa=F % X ORI —HiHEREFERLET,

ipvd 35 L 0N ipv6 OVTFRLIEE LAVES . —oawy NLIPvE 7o 2 23R LET,

ROFNE, IPvd BEOIPV6 A X2 b DT R TOMRGFIOFFERZEZRRLET,

router# show cts role-based counters

Role-based counters

From To SW-Denied HW-Denied SW-Permitted HW Permitted
2 5 129 89762 421 7564328
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$ 7% Cisco TrustSec a2 FOWE |

W show cts role-based counters

3 5 37 123456 1325 12345678
3 7 0 65432 325 2345678
pIEa< R avwy kR Bl
clear cts role-based ¥ 2UF 4 FL—7 ACL #sHE®RI v o 22 VY FLET,
counters
cts role-based FETEETLIP T FLAEFRAMNEIZVRF Lovx=2V 74 I —7

%7 (SGT) Ie~v >y ¥ 27 L, SGACL Wil & A x—7 VI LET,

Cisco TrustSec R4 wF aA> 74 F¥alL—Lay HIL K
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show cts role-based sgt-map W

show cts role-based sgt-map

SXP XfEIL IP & SGT DA T 4 7 T =7V (IP-SGT A T 4 V) ZFord %121%, EXEC
£ — NE7ZIIF5H# EXEC “E— KT show cts role-based sgt-map =~ > R&Z{fH L £,

show cts role-based sgt-map {ipv4_dec | ipv4_cidr | ipv6_hex | ipv6_cidr | all [ipv4 | ipv6] |
host {ipv4 decimal | ipv6_dec} | summary [ipv4 | ipv6] |

vrf instance_name {ipv4_dec | ipv4_cidr | ipv6_dec | ipv6_cidr | all {ipv4 | ipv6} | host
{ipv4_decimal | ipv6_dec} |[summary {ipv4 | ipv6} }

XA
T4+
avY R E—F

ipv4_dec Ry Mi& 10 EEFLTIPVE 7 L AZHRELET.
5] (208.77.188.166)
ipv4_cidr Classless Inter-Domain Routing (CIDR) T IPv4 7 R L A&iPA%Z @ L %

o 7oL ZIE 35.0.0.0/8 TiZ. /8T EAL By PSR v MU — 7 &R
L, i FL24 By FRFRAME#ATDLZEERLET,

ipv6_hex an L TRYIGNT 16 #E O IP Version 6 7 KL A& 485E LE7,
7= & 2%, 2001:db8:85a3::8a2¢e:370:7334 T4,
ipv6_cidr 16 #%® CIDR £ TIPv6 7 KL A DOHiPAZfE L £,
host ipv4_decimal | KD IPvd £721X IPV6 R A RO~ v U 752 5ELE T, IPvAITIZ Ry
ipv6_hex REX 10 #E%%, IPv6 ICiZa 16 A EH L5,
all BRENDZTRTCOV Y BT ERELET,

summary ipv4 | ipv6  [Pv4 $7-13 IPv6 v v B VT OEE, ¥ —U— REEELWEEE. [Pv4
& IPV6 Ol ERRLET,
vrf instance_name ~ v BV THDO VPN V—F 4 VT fi5ib A VAX VAR ELET,

L

EXEC (>). ¥5# EXEC (#)

Fh—-b&hda1-4 0-) Administrator
avy FERE yy—=x EER
12.2 (33) SXI3 ZDOa<wr R, Catalyst 6500 >V — X A v FIZBMEE Lz,
12.2 (50) SG7 Z D a~w R Catalyst 4000 U —X A4 v FIZBIMENE L (vrf
¥—U—F72Ll),
12.2 (53) SE2 Z o= RiE, Catalyst 3750(E) 5 L 3560(E) U — X A A v FITBE
mEinE Lz (vif ¥—7— K& L),
12.2 (53) SE2 Z®Oa~r R Catalyst 3750(X) vV — X AA »FITBMESNVE Lz

BERLEDAA FF1 Y

(vif ¥—U— K72 L),

SXP M)t X2 VT ¢ Zv—7 27 (SGT) ICHETLIP T RLAZELL AL RLTWSZ
LEMERTDICE, Zoavr REfEH LET, VRF O LAR— ME, %4 EXEC T— K226 7204
TEET,
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$ 7% Cisco TrustSec a2 FOWE |

M show cts role-based sgt-map

] WOFNE, IP 7 RLAB IO SGT ORETLLDAA VT 4 T FERLET,

Router# show cts role-based sgt-map all
Active IP-SGT Bindings Information

IP Address SGT Source
1.1.1.1 7 INTERNAL
10.252.10.1 7 INTERNAL
10.252.10.10 3 LOCAL
10.252.100.1 7 INTERNAL
172.26.208.31 7 INTERNAL

IP-SGT Active Bindings Summary

Total number of LOCAL bindings = 1
Total number of INTERNAL bindings

I
o~

Total number of active bindings = 5
BEa<w R avwy R BL
cts role-based FEITEXF2VT 40 I N—7 %7 (SGT) IZEETLTIP T RL A&~ o
I LET,
cts sxp X MU= TNALAZSXP #HELET,
show cts sxp CTSSXP 7'u Fa /L EREE R LET

Cisco TrustSec R4 wF aA> 74 F¥alL—Lay HIL K
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show cts server-list

show cts server-list

TrustSec ¥ — FB LI — K T34 A THRIHAREZ: RADIUS — "D U X h & FKRT DIT1E,

WX DA

TIHILE

EXEC £— R 7213## EXEC & — K T show cts server-list =~ > F&#H L £,

show cts server-list

Zoawy RiZiE, a2 FEREFF—T—RNEIH Y £HA,

L

EXEC (>). ¥t EXEC (#)

#R—rEhd1—4 n-) Administrator
av Y FER y1yy—=x FER
12.2(33) SXI ZDa<wr R, Catalyst 6500 >V — X A v FIZBMEE Lz,
3l W OFE, TrustSec RADIUS H—/8 U 2 M & #mRr LET,
Router> show cts server-list
CTS Server Radius Load Balance = DISABLED
Server Group Deadtime = 20 secs (default)
Global Server Liveness Automated Test Deadtime = 20 secs
Global Server Liveness Automated Test Idle Time = 60 mins
Global Server Liveness Automated Test = ENABLED (default)
Preferred list, 1 server(s):
*Server: 10.0.1.6, port 1812, A-ID 1100E046659D4275B644BF946EFA49CD
Status = ALIVE
auto-test = TRUE, idle-time = 60 mins, deadtime = 20 secs
Installed list: ACSServerListl1-0001, 1 server(s):
*Server: 101.0.2.61, port 1812, A-ID 1100E046659D4275B644BRF946EFA49CD
Status = ALIVE
auto-test = TRUE, idle-time = 60 mins, deadtime = 20 secs
BEa<w ok avwyk ETLT
cts server CTS DY —~ U X FOFREELFFLET,
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M showcts sxp

show cts sxp

SXP #&fit £ 72 1% SourcelP-to-SGT v v V' Vi@ A4 K- 5121%. EXEC £ — R FE 7135 EXEC
£— KT showects sxp 2~ RZHEMALET,

show cts sxp {connections | sgt-map} [brief | vrf instance _name]

X DERBA connections CTS SXP #fhelEs®E R~ LET,

sgt-map SXP HETZELZIP-SGT v v B V2R R LET,

brief (EE) SXP EHOEME LR T LET,

vrf instance_name EE) HBEESNTZ VRE A v AZ A4 D SXP EHE R A LET,
FI4I+ L
avY kR E—FK EXEC (>). %## EXEC (#)

HF-bEhd1-% 0-) Administrator

avy FERE Jyy—=x EER
12.2(33) SXI ZDaw KA, Catalyst 6500 > U —X A4 v FITBMINE LT,
12.2 (50) SG7 Zpawy RA, Catalyst 4000 > U — X A1 v FITEBMINE LD
12.2 (53) SE2 Z Dz~ R3 Catalyst 3750(E) 38 LT 3560(E) U —X A4 » FITEH
SNFE LT,
12.2 (53) SE2 Zoa<wr R, Catalyst 3750(X) vV —X AA v FITEBMSIVE LTz,

EREDHS K54y Xy hT—2 FTXA 2D SXP BEDAT — X A% KT HIZIE, cts sxp connections D 2~ > K& ff
A LZET, BIED SourcelP-t0-SGT D~ v ' F—H2 X=X %K RT HITIX, cts sxp sgt-map =~
U REERLET,

15 WOFITIL, Catalyst 6500 U —X A4 v F DT 74V~ SXP OREEZTRTLET,
Router# show cts sxp connections
SXP : Disabled

Default Password : Not Set
Default Source IP: Not Set
Connection retry open period: 120 secs
Reconcile period: 120 secs
Retry open timer is not running
There are no SXP Connections.

Iz, brief ¥ —U— K% L T Catalyst 6500 21 »F O SXP ¥t &# KT D612~ LET,

Router# show cts sxp connection brief
SXP : Enabled
Default Password : Set
Default Source IP: Not Set

Cisco TrustSec R4 wF aA> 74 F¥alL—Lay HIL K
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Connection retry open period: 10 secs
Reconcile period: 120 secs
Retry open timer is not running

showctssxp WM

Peer_ IP Source_IP Conn Status Duration

2.2.2.1 2.2.2.2 On 0:00:02:14 (dd:hr:mm:sec)
3.3.3.1 3.3.3.2 On 0:00:02:14 (dd:hr:mm:sec)
Total num of SXP Connections = 2

W OB TIE, Catalyst 6500 2V —2 ZA v F O SXP Hifiz FrR LET,

Router# show cts sxp connections

SXP : Enabled

Default Password : Set

Default Source IP: Not Set
Connection retry open period: 10 secs
Reconcile period: 120 secs
Retry open timer is not running

Peer IP 0 2.2.2.1
Source IP : 2.2.2.2

Set up : Peer

Conn status : On
Connection mode : SXP Listener
Connection inst# : 1

TCP conn fd : 1

TCP conn password: not set (using default SXP password)
Duration since last state change: 0:00:01:25 (dd:hr:mm:sec)

Peer IP 3.3.3.1
Source IP 3.3.3.2

Set up : Peer

Conn status : On
Connection mode : SXP Listener
TCP conn fd HE

TCP conn password: not set (using default SXP password)
Duration since last state change: 0:00:01:25 (dd:hr:mm:sec)

Total num of SXP Connections = 2

WORFIE, SXP AV — —~OEFEHNYIK SNz SXP UV AF—nb0M R R LET,
SourcelP-to-SGT »~ v B> 713 120 0 (HIROF—NL RE T ZAL~—DF 7 4/ M) ORIfRE:

énij‘o
Router# show cts sxp connections
SXP : Enabled

Default Password : Set

Default Source IP: Not Set
Connection retry open period: 10 secs
Reconcile period: 120 secs
Retry open timer is not running

Peer IP 2.2.2.1

Source IP 2.2.2.2

Set up : Peer

Conn status : Delete Hold Down
Connection mode : SXP Listener
Connection inst# : 1
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M showcts sxp

TCP conn fd HEE

TCP conn password: not set (using default SXP password)
Delete hold down timer is running

Duration since last state change: 0:00:00:16 (dd:hr:mm:sec)

Peer IP : 3.3.3.1
Source IP : 3.3.3.2
Set up : Peer
Conn status : On
Connection inst# : 1

TCP conn fd : 2

TCP conn password: not set (using default SXP password)
Duration since last state change: 0:00:05:49 (dd:hr:mm:sec)

Total num of SXP Connections = 2

wORFIL, SXP 24 L THE SNTZBED SourcelP-to-SGT v~ v B F T —F RXR—ZA &2 FKR LET,

router# show cts sxp sgt-map
IP-SGT Mappings as follows:
IPv4,SGT: <2.2.2.1 , 7>

source : SXP;

Peer IP : 2.2.2.1;

Ins Num : 1;

IPv4,SGT: <2.2.2.1 , 7>
source : SXP;

Peer IP : 3.3.3.1;
Ins Num : 1;

Status : Active;
IPv4,SGT: <3.3.3.1 , 7>
source : SXP;

Peer IP : 2.2.2.1;

Ins Num : 1;

wOFNL, brief ¥—7U— R&HH L THED SourcelP-to-SGT v~ v BV F—FZ_R—2 &2 FK R L E
7,

Router# show cts sxp sgt-map brief
IP-SGT Mappings as follows:
IPv4,SGT: <2.2.2.1 , 7>

IPv4,SGT: <3.3.3.1 , 7>

IPv4,SGT: <4.4.4.1 , 7>

IPv4,SGT: <43.13.21.41 , 7>

avvk SieA
cts sxp Xy bU—2 FAL R SXP 2R ELET,

Bl Cisco TrustSec R4 v F av 74 F¥al—av H(4F
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show cts keystore W

show cts keystore

LS e
TIHILE
avykF E—F

VT7 MU= T EE— R 2 T LY — A N T ONFEZFRT H121%, EXEC £— N 73R
EXEC £ — KT show cts keystore =~ > RZfEH L 7,

show cts keystore

Zoawy RiZiE, a2 FEREFF—T—RNEIH Y £HA,

L

EXEC (>). ¥t EXEC (#)

#f-bh31—40-)  Administrator
av Y FEE Jyy—=x EER
12.2(33) SXI Z® == FA show cts keystore & L T Catalyst 6500 > U —X A A v F

HEREDHA K51

3l

WBEimEnE L,

ZDawy P, F—AFTIREINLTWDTRTOLa— RerLET, RESINEMEIIERS
nEEia,

KORFIL, Catalyst 6500 V7 b x7 I al—h F—X NTORNEFEEZERRLET,

Router# show cts keystore
No hardware keystore present, using software emulation.
Keystore contains the following records (S=Simple Secret, P=PAC, R=RSA):

Index Type Name
0 P 05181D8147015544BC20F0119BE8717E
1 S CTS-password

WKORFIL, Catalyst 6500 N— R =7 ¥—X T ORAFEERRLET,

Router# show cts keystore
CTS keystore firmware version 2.0.
Keystore contains the following records (S=Simple Secret, P=PAC, R=RSA):

Index Type Name
0 S CTS-passwordFOX094901KW
1 P 74656D706F72617279

Hardware Keystore error counters:
FW Panics = 0
FW Resets = 0
RX FIFO underruns = 12
RX timeouts = 0
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W show cts keystore

RX bad checksums = 0
RX bad fragment lengths = 0
Corruption Detected in keystore = 0

BEa< R

avwyv ki B
cts credentials TrustSec ID B LUV AT — REHEELET,
Cts SXp X T —2 FoAL R SXP AR ELET,

Bl Cisco TrustSec R4 v F av 74 F¥al—av H(4F
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show platform cts reflector W

show platform cts reflector

REEDA v #—7 = A AD Cisco TrustSec UV 7 L7 # £— R (Ingress. Egress. Pure. No CTS) &
T =2 A% FRRT HIZIL. show platform cts reflector =~ > REZEH L E 7,

show platformcts reflector interface type slot/port

e interface type slot/lport A5 —X A% FRTHA X —TxA A XA T, Aay b, BLOR—F
ERHELET,
avYy kK E—F ¥5HE EXEC (#)
#H- b Eh31—4 0-)) Administrator
avy FEE Jyy—= EER
12.2(50) SY Zoawy RA, Catalyst 6500 > U —X A4 v FITBMINE LT,
BEa<w R avwo R BL
platform cts TrustSec BN EFZIIANDV 7 L7 XA X —TNMIZLET,
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W timer (ctsdolx 41> 8 —T AR Y TE—F)

timer (ctsdoix 4 3 —J x4 R B ITE—F)

dOth uAL‘uJ‘J.:.é?/])V‘7 7& Eﬂqé i 574)‘7 @HALHIEOD CTS dOth 4/57 73:/]);< 3/7/( “*V:l
L—ray avwy REFEHLET, dotlx BBFEET 4 E—7 MICT HI2iX, 2o~ Ko no B
A LES,

[no] timer reauthentication seconds

X DERBA reauthentication seconds (0 ~2147483) MHANLO A ~—, dotlx H#RiEEZT 4 B—7 /T
A2, 0 m A LET,

TIAIE 7 7 4V O 86,400 £ (24 KEfH) T,

avy R E—FK CTSdotlx f v H#—TxAf A a7 4Fal— a3 P 7E—F (config-if-cts-dotlx)

Hf—pEh31-¥0-1 Administrator

avy FERE yy—= EER
12.2(33) SXI Zma~r KA, Catalyst 6500 U — 2 A4 v FITBEMERE LT,

BRLDHS 31> FAE — AW AR E L TR WA IE, timer reauthentication =~ > A& L C dotlx &
HMERELET, HR uEﬂ;ﬁF’EM)? EENTWARWES, T 740 FOHMIT 86,400 7T, dotlx
BT 4 =N T 5121, 2oa<xr Fono BREAHEHT L0, £213 0 o aiEE L
9, TN Mlﬁil)iﬁ‘&lli\ default timer reauthentication =~ > FAfEHA L £,

5 WOFITIL, 802.1X FFRFEHIHA 4 48 Wefi] (172,800 F) ITRELE T,

router# config t

router (config) # interface gigabitEthernet 6/1

router (config-if)# cts dotlx

router (config-if-cts-dotlx) # timer reauthentication 172800

BEgEa<w K avy kR Bl
show cts interface A B =T x2A AT LD Cisco TrustSec A7 — b B IO ERZF R L
F7,

sap (cts dotlx «f > % — dotlx E— K® CTS SAP #&ZE L 7,

Tz AYTE—NR)

propagate (cts dotlx ¥ dotlx F— KD SGT 5iltx A X — 7 NV ERIETT =TI LET,
7E—K)
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