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switch# show intercloud ctrl-channel connections

VM Name Type IP UuID
ICL-2-ics-1 ics 175.41.178.139
0C54433F-5401-D7A9-2AC9-5DF1C37400B7

switch#

switch# show intercloud ctrl-channel config

self vm-info:

type : InterCloud-Extender

name : Albacore2-icx-1

full-name : hcloud-root/vpc-Albacore405/icl-Albacore2/icx-icx/Albacore2-icx-1
uuid : 3B5DF303-A41E-1312-802F-523359D420A6

ip : 10.2.70.82

HA state : ACTIVE
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peer vm-info:
type : InterCloud
name : Albacore2-
full-name

uuid : 465FEA15-2

ip : 50.18.137.
mgmt tunnel-info:

type : site2site

id 01

key : configured

key-len : 16

reason : valid key
switch#

switch# show intercloud

Total tunnels
Tunnel ID

Tunnel Type

Remote UUID

Remote VM Name
Create Time

Tunnel Status

RX Packets

TX Packets

RX Drops

TX Drops

RX Heartbeats

TX Heartbeats

TX Heartbeat Errors
Rx Control Packets
Netlink Drops
Epoch Failures
Encryption Errors
Bad Sequence Drops
Invalid MAC Drops
switch#

switch# show intercloud

Albacore2-ics-1-Profile:
uuid

public-ip

tunnel-port

CGu-uuid

Site-to-Site-tunnel-prof
Heartbeat-interval
Heartbeat-retries

Site-to-site-key-profile
Encryption Algorithm
Encryption-Key

Hash Algorithm

| oL-29140-01-J

InterCloud ') >V #ERRCTEFE A

-Switch
ics-1

hcloud-root/vpc-Albacored05/icl-Albacore2/ics-ics/Albacore2-ics-1

0A2-854A-11EF-7A281C0A4BAA
85

received

tunnel statistics

1

1

Site-To-Site

465FEA15-20A2-854A~-11EF-7A281COA4BAA
Albacorez2-ics-1

Wed May 8 09:23:14 2013

UpP

2160

291592

0

0

1838

1841

o O O O O O

tunnel config

465FEAL5-20A2-854A-11EF-7A281C0A4BAA
50.18.137.85
6644

3B5DF303-A41E-1312-802F-523359D420A6

ile:
1
300

[Configured]
AES-128-CBC
30363046-33443334-46423942-44423233
SHA1
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Hash-Key
45363441-39344337-45314239-33333843-38424430-32303932-44443044-36373632
ReKey-State Not-In-Progress

Epoch 0

Access-tunnel-profile [Not Configured]

Access-key-profile [Not Configured]

switch#

AT w2 InterCloud Switch CLI T. InterCloud Extender 33 JX (X InterCloud 2 A ~ FDIP 7 K L 2 FE L TR UUID
NTRTCOa<wy FHITEBELTWDEINE I DEHRT HI2E, koa~vy RE AN LET,

switch# show intercloud ctrl-channel connections

vm-name type ip uuid
ICL-PREFCS-3-icx-1 icx 10.106.192.200
9D595BD4-44C2-5C69-8564-72A91B06A4B9

OVA-CENT-VM2 ica 10.142.41.143
5D54A673-24CF-9FFE-CODA-BCAG672BA2EBR7

MIG-RHEL-6332-Vm2 ica 10.131.46.254
885F3836-F712-3C19-6053-7188386FA2BF

ICL-PREFCS-3-ics-2 ics 175.41.162.75

FE59AE78-4265-8A0F-B839-C73A8CI9EF3BC

switch#
switch# show intercloud ctrl-channel config

self vm-info:

type : InterCloud-Switch

name : Albacore2-ics-1

full-name : hcloud-root/vpc-Albacore405/icl-Albacore2/ics-ics/Albacore2-ics-1
uuid : 465FEA15-20A2-854A-11EF-7A281COA4BAA

ip : 50.18.137.85

HA state : ACTIVE

peer vm-info:

type : InterCloud-Extender

name : Albacore2-icx-1

full-name : hcloud-root/vpc-Albacored4(05/icl-Albacore2/icx-icx/Albacore2-icx-1
uuid : 3B5DF303-A41E-1312-802F-523359D420A6

ip : 10.2.70.82

mgmt tunnel-info:

type : site2site

id : 1

key : configured

key-len : 16

reason : valid key received
type : access

id : 2

key : configured

key-len : 16
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reason : valid key received
switch#
switch# show intercloud tunnel statistics

Total tunnels 1

Tunnel ID 1

Tunnel Type Site-To-Site

Remote UUID 3B5DF303-A41E-1312-802F-523359D420A6
Remote VM Name Albacore2-icx-1

Create Time Wed May 8 23:48:22 2013
Tunnel Status UP

RX Packets 26814150

TX Packets 202910

RX Drops 0

TX Drops 0

RX Heartbeats 178035

TX Heartbeats 177761

TX Heartbeat Errors 0

Rx Control Packets
Netlink Drops
Epoch Failures
Encryption Errors
Bad Sequence Drops
Invalid MAC Drops
switch#

switch# show intercloud tunnel config

o O O o O O

Albacore2-ics-1-Profile:

uuid 465FEA15-20A2-854A-11EF-7A281CO0A4BAA
public-ip 50.18.137.85

local-ip 10.170.61.47

tunnel-port 6644

CGu-uuid 3B5DF303-A41E-1312-802F-523359D420A6

Site-to-Site-tunnel-profile:
Heartbeat-interval 1
Heartbeat-retries 300

Site-to-site-key-profile [Configured]

Encryption Algorithm AES-128-CBC

Encryption-Key 30363046-33443334-46423942-44423233

Hash Algorithm SHAL

Hash-Key
45363441-39344337-45314239-33333843-38424430-32303932-44443044-36373632
ReKey-State Not-In-Progress

Epoch 0

switch#

InterCloud Switch CLI T, XD VEM 2= RE AL L ET,

switch# vemcmd show port

LTL VSM Port Admin Link State PC-LTL SGID Vem Port Type
49 Veth3 UPp UPp FWD 0 ethl
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InterCloud Extender 7\ InterCloud 0 Cisco Nexus 1000V VSM [Z &8k S48y

50 Veth4 Uup Uup F/B* 0 vethl-0

* F/B: Port is BLOCKED on some of the vlans.
One or more vlans are either not created or
not in the list of allowed vlans for this port.
Please run "vemcmd show port vlans" to see the details.
switch#
switch# vemcmd show port vlans
Native VLAN Allowed

LTL VSM Port Mode VLAN State* Vlans
49 Veth3 A 72 FWD 72
50 Veth4 T 1 FWD 72,2315-2350

* VLAN State: VLAN State represents the state of allowed vlans.

switch#
switch# vemcmd show dvport

LTL VSM Port DVPortID DVPortGroup Vem Port

49 Veth3 0 mgtm access ethl

50 Vethd 0 NIK_Cloud Default Trunk vethl-0
switch#

InterCloud Extender /° InterCloud @ Cisco Nexus 1000V VSM [Z &8} S 75

LY

ATv 1

f8%E : InterCloud Extender 7° InterCloud @ Cisco Nexus 1000V VSM [Z &k I 11721

FIE

InterCloud Extender CLI TlE, BHA L X —T 2 A ANT v 7 EN, IPT FLAB LUV~ A7 BN IE
LLERESNTWNDENE I D EMHERT HICIE, ROa~r RE AN LET,

switch# show run interface mgmt 0

!Command: show running-config interface mgmtO
!Time: Sat May 11 06:17:25 2013

version 5.2 (1)IC1(1.1)
interface mgmtO
ip address 10.2.70.82/16

switch#
switch# show interface brief

Port VRF Status IP Address Speed MTU
mgmt0 -- up 10.2.70.82 1000 1500
switch#
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ATy T2

ATvT3

InterCloud X o v F 5 InterCloud @ Cisco Nexus 1000V VSM [ &£k S 7z [ |

Cisco Prime Network Services Controller T, [InterCloud Management] > [InterCloud Link] > [VPCs] >
[InterCloud Extender] %34 L &9, [Configure Extender Network Interfaces] M C, EEA > ¥ —
TxAAPT FLA, Xy b~ A7 F—=hU=A, K= 7077 A )VPERIZFREIND
EEMERELET,

[InterCloud Extender CLI] C. InterCloud ®Cisco Nexus 1000VVSM @ ping % 379 512i%, IRD =
v R AN LET,

switch# ping 10.2.70.81

PING 10.2.70.81 (10.2.70.81): 56 data bytes

64 bytes from 10.2.70.81: icmp seq=0 ttl=254 time=0 ms
64 bytes from 10.2.70.81: icmp seg=1 ttl=254 time=10 ms

64 bytes from 10.2.70.81: icmp seqg=2 ttl=254 time=0 ms

64 bytes from 10.2.70.81: icmp seq=3 ttl=254 time=0 ms

64 bytes from 10.2.70.81: icmp seg=4 ttl=254 time=0 ms

--- 10.2.70.81 ping statistics ---

5 packets transmitted, 5 packets received, 0.00% packet loss
round-trip min/avg/max = 0/2/10 ms

switch#

InterCloud X £ v F 5" InterCloud ) Cisco Nexus 1000V VSM [Z & fx =

AR

&

ATy T2
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f8%E : InterCloud A A > F 1% InterCloud @ Cisco Nexus 1000V VSM IZiX &I N EF A,

FIE

Cisco Prime Network Services Controller T [InterCloud Management] > [InterCloud Link] > [VPCs] >
[General] Z3&4R L =9, [VPCs] HiE T, InterCloud V > 7 # 8 AL, B{EL £,

[InterCloud Switch CLI] T, & A L ¥ —T = A ANRT v FEN, IPT FLABLINER Yy h~ 27
MELLBRESNTNDNE ) DEMRT HI2E, ROa~vr REATLET,

switch# show run interface mgmt 0

!Command: show running-config interface mgmt0
!Time: Sat May 11 20:45:18 2013

version 5.2 (1)IC1(1.1)
interface mgmtO
ip address 10.2.70.83/16

switch#
switch# show interface mgmt 0 br
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mgmt0 -- up 10.2.70.83 -- 1500
switch#

ATw 73 Cisco Prime Network Services Controller C, [InterCloud Management] > [InterCloud Link] > [VPCs] >
[InterCloud Switch] 2 384R L 9, [Configure Switch Network Interfaces] I8 T, BEA > ¥ —
TxAAPT LA, Xy b~ A7 F—=h U= LR— 707 7 A VRERIZFERESND Z
LEMER L ET,

AT w74 [InterCloud Switch CLI] IZ, ¥k®D VEM =t~ K& AL £,

switch# vememd show port

LTL VSM Port Admin Link State PC-LTL SGID Vem Port Type
49 Veth3 Up Up FWD 0 ethl
50 Veth4 UP UP F/B* 0 vethl-0

* F/B: Port is BLOCKED on some of the vlans.
One or more vlans are either not created or
not in the list of allowed vlans for this port.
Please run "vemcmd show port vlans" to see the details.
switch#
switch# vememd show port vlans
Native VLAN Allowed

LTL VSM Port Mode VLAN State* Vlans
49 Veth3 A 72 FWD 72
50 Veth4 T 1 FWD 72,2315-2350

* VLAN State: VLAN State represents the state of allowed vlans.

switch#
switch# vememd show dvport
LTL VSM Port DVPortID DVPortGroup Vem Port
49 Veth3 0 mgtm access ethl
50 Veth4 0 NIK Cloud Default Trunk vethl-0
switch#

TR FoRILAREILEEA

RHEE : 77 B2 FrpaAREEET, BELV,

FIE

ATy 71 Cisco Prime Network Services Controller T, [InterCloud Management] > [Public Cloud] > [InterCloud
Links] > [VM] IZBEILE T, VM D kR AT —Z ZRUP LFERENTWND Z L 2R L E
R

ATwF2 [InterCloud Switch CLIJ I RD 2~ RE AT L, VM A AH  AFERERE L £,

switch# show intercloud ctrl-channel connections

VM Name IP UUID
vm-Cent0S63-640VA-VM1L 10.196.50.213 B859EE40-2857-15D3-8AC5-613B533E11AD
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Albacore2-icx-1 10.2.70.82 3B5DF303-A41E-1312-802F-523359D420A6

switch#
ATY 73 [AmazonEC2] T, VM A LV AZ L 252 Fx v/ L, TRTCDRAT—H A F = v 7 BESN, ET
SNTWAZ LEMERLET,

ATv T4 InterCloud =— =2k (57 FVM) ON7 Y v 7 IPIZ SSH THik: L CSCO A v X —7 = A
AIPT RVABRT 74/ R A—RIPT RLALERELH TRy MZHD DR LET,
sjc-xdm-105:17> ssh -1 root 50.18.70.50
root@50.18.70.50"'s password:

Last login: Fri May 10 17:31:41 2013 from 128.107.239.233
[root@Centos63-64-VM1 ~]# ifconfig
csc0 Link encap:Ethernet HWaddr 22:00:0A:C4:32:D5
inet addr:10.196.50.213 Bcast:10.196.50.255 Mask:255.255.255.192
inet6 addr: fe80::2000:aff:fecd4:32d5/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:322388 errors:0 dropped:0 overruns:0 frame:0
TX packets:234664 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:43009246 (41.0 MiB) TX bytes:39264802 (37.4 MiB)
Interrupt:247

ethO Link encap:Ethernet HWaddr 7A:00:01:00:00:24
inet addr:193.100.100.51 Bcast:193.100.100.255 Mask:255.255.255.0
inet6 addr: fe80::7800:1ff:fe00:24/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1300 Metric:1
RX packets:88784 errors:0 dropped:0 overruns:0 frame:0
TX packets:76246 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:6992477 (6.6 MiB) TX bytes:7962844 (7.5 MiB)

ethl Link encap:Ethernet HWaddr 7A:00:01:00:00:23
inet addr:194.100.100.51 Bcast:194.100.100.255 Mask:255.255.255.0
inet6 addr: fe80::7800:1ff:fe00:23/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1300 Metric:1
RX packets:75123 errors:0 dropped:0 overruns:0 frame:O0
TX packets:10 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:3501528 (3.3 MiB) TX bytes:716 (716.0 b)

lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:0 (0.0 b) TX bytes:0 (0.0 b)

[root@Centos63-64-VML ~]#

[root@Centos63-64-VM1 ~]# netstat -rn

Cisco Nexus 1000V InterCloud £ > X b—JL A4 K 1) 1)J— X 52(1)IC1(1.1)
| oL-29140-01-J



Cisco Nexus 1000V InterCloud @ +5 F)LLa—F 4 v4 |

B 4754 X0WMALI59EOVMAD S T4 v EHY EHA

ATy TH

Kernel IP routing table

Destination Gateway Genmask Flags MSS Window irtt Iface
10.170.61.47 10.196.50.193 255.255.255.255 UGH 00 0 cscO
10.196.50.192 0.0.0.0 255.255.255.192 U 00 0 cscO
193.100.100.0 0.0.0.0 255.255.255.0 U 00 0 ethO
194.100.100.0 0.0.0.0 255.255.255.0 U 00 0 ethl
169.254.0.0 0.0.0.0 255.255.0.0 U 00 0 cscO
169.254.0.0 0.0.0.0 255.255.0.0 U 00 0 ethO
169.254.0.0 0.0.0.0 255.255.0.0 U 00 0 ethl
0.0.0.0 10.196.50.193 0.0.0.0 UG 00 0 cscO

[root@Centos63-64-VM1 ~]#
[InterCloud Extender CLI] C, 2 723722 & 2 BT H10iL, ROa~vw REANLET,

switch# show cores
Module 1Instance Process-name PID Date (Year-Month-Day Time)

IVEA—TFAXDVMASIZ7FEDVMAD LS4 v 71EHY

FEA

&

ATy T2

B = X —T T4 XDODVMNPH 7 T ROVMA~D ST 7 4 v 71xH 0 T/ A,

FIE

Cisco Prime Network Services Controller T, [InterCloud Management] > [Public Cloud] > [InterCloud
Links] > [VM]IZBEHI L ET, 77T RO VM D b F b AT —Z AP UP ERRINTNDH I &
ZHERLET,

Cisco Prime Network Services Controller T, [InterCloud Management] > [Public Cloud] > [VPC] > [VMs]
EERRLET, 777 ROVMDIPT RLABLOKR— K 707 7 A VEENEMRIZE RS
LI LR LET,

[InterCloud Switch CLIJ {IZIRD 2~ REAIL, 77U RO VM OIFHRZEHER L £,

switch# show intercloud vm-names

vm-Cent0S63-640VA-VM1 10.196.50.213 B859EE40-2857-15D3-8AC5-613B533E11AD
switch#

switch# show intercloud port

self port-info

uuid : 465FEA15-20A2-854A-11EF-7A281C0A4BAA
type : InterCloud-Switch

name : Albacore2-ics-1

state : 0x7

tunnel-id R

mgmt-ip : 10.2.70.83

public-ip : 50.18.137.85

private-ip : 10.170.61.47
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ctrl channel R

IVEA—TSAXDIMDST SO FEDIMAD LS 7497 EHYERA

| oL-29140-01-J

num-ports HE
port 1
name vethl-0
type 4
cm-index 0
instance-id 0
peer-status UPp
veth-state 0x6
uvem-port 1
mac-address 7A:00:01:00:00:0D
dv-port-id 2
port-profile N1K Cloud Default Trunk
ip-mode -—=
port 2
name ethl
type 3
cm-index 1
instance-id 1
peer-status -—=
veth-state 0x2
uvem-port 1
mac-address B6:43:69:61:6C:6A
dv-port-id 40961
port-profile mgtm_access
ip-mode static
ip-address 10.2.70.83
netmask 255.255.0.0
gateway 10.2.0.1
peer port-info
peer-vm : 1
uuid : 3B5DF303-A41E-1312-802F-523359D420A6
type : InterCloud-Extender
name : unknown
state : 0x0
tunnel-id : 1
mgmt-ip : 10.2.70.82
public-ip -——=

ctrl channel

up

InterCloud-Agent port-info (total: 1)

InterCloud-Agent

uuid

type

name

state
tunnel-id
mgmt-ip
public-ip
ctrl channel
domain name

dnsl-ipaddr

1
B859EE40-2857-15D3-8AC5-613B533E11AD
InterCloud-Agent
Cent0S63-640VA-VM1
0x0
2
213.50.196.10
up
cisco.com
171.70.168.183
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dns2-ipaddr 173.36.131.10

num-ports HE
port : 1
name veth2-0
type : 6
cm-index : 0
instance-id H
peer-status : UP
veth-state 0x6
uvem-port : 1
mac-address 7A:00:01:00:00:24
dv-port-id 49156
port-profile CSW 2315
ip-mode static

ip-address 193.100.100.51

netmask 255.255.255.0
gateway e

port H

name veth2-1

type : 6

cm-index : 1

instance-id : 1

peer-status : UP

veth-state 0x6

uvem-port : 1

mac-address 7A:00:01:00:00:23
dv-port-id 45060
port-profile CSW 2316
ip-mode static

ip-address 194.100.100.51

netmask 255.255.255.0
gateway e
switch#
AT w74 [InterCloud Switch CLI] {2, ¥k VEM =2~ R& AL £,
switch# vemcmd show port
LTL VSM Port Admin Link State PC-LTL SGID Vem Port Type
49 Veth3 up up FWD 0 ethl
50 Veth4 UpP UpP F/B* 0 vethl-0
51 Veth24 UP UP FWD 0 veth2-0
52 Veth25 Up Up FWD 0 veth2-1
* F/B: Port is BLOCKED on some of the vlans.

One or more vlans are either not created or

not in the list of allowed vlans for this port.
Please run "vemcmd show port vlans" to see the details.
switch#
switch# vemcmd show port vlans

Native VLAN Allowed
LTL VSM Port Mode VLAN State* Vlans
49 Veth3 A 72 FWD 72
50 Veth4 T 1 FWD 72,2315-2350
51 Veth24 A 2315 FWD 2315
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52

Veth25 A

InterCloud X 1 v F(3EZETRTEHYELA [

2316 FWD 2316

* VLAN State: VLAN State represents the state of allowed vlans.

switc

switch# vemcmd show dvport

LTL
49

50

51

52
switc

h#

VSM Port DVPortID
Veth3 0
Veth4 0

Veth24 0
Veth25 0
h#

DVPortGroup Vem Port
mgtm_access ethl
N1K Cloud Default Trunk vethl-0
CSW 2315 wveth2-0
CSW_2316 veth2-1

InterCloud X 1 v FIXEZERGETIIH Y FHA

f&8 : InterCloud A A v FIFXBZER[RETIZIH Y THA,

FIE

[InterCloud Extender CLI] C. InterCloud A A v F MR EEATREN E O N EERT 511X, kD a~v

Rz AT LET,

HIE T v 2L & T — 2 F v FL P — B RBEEAT SR — ~ ORRED B

WTWAENE I MWERERT DR, Zoa<wr e LET,
ZDawy RTHR— DIREEIX InterCloud Extender 7> & InterCloud A A FIZ R — b ~DF|ZE A {E
MERLET,

* BHWTUWAIREEIX, InterCloud A A v F EDOR— FNRBHIVTUW T, InterCloud Extender 7> &
InterCloud A v F VM NEERRETH D Z 2R LFET,

*BHLC TUWAIREEIX, InterCloud A1 v F AR— FAREA L TE Y, InterCloud A1 »F VM I
InterCloud Extender > HE|ZFER[RETH D Z L #R L E T,

* 7 4 VAR X HUT fics-unreach IRAEIX AR — F R 7 7 A T U 4 — I KX > TT7 4 VX ELE
727>, InterCloud AA v FHEEN L TWRWI AR LET,

switch# intercloud test ics-reachability
PORT STATE

6644 /tcp open
6644 /udp open
22/tcp open
80/tcp open
443/tcp open

SERVICE REASON

ctrl-channel success
data-tunnel success
ssh success
http success
https success

Cisco Nexus 1000V InterCloud ) S IS a—F 1 245

m v N

Cisco Nexus1000V InterCloud Z &1 A I2i%, kDO a<> FOWTn 1 >&EFHLET,

| oL-29140-01-J
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Cisco Nexus 1000V InterCloud ® 5 T )L a—F 5 av UK

Cisco Nexus 1000V InterCloud @ +5 F)LLa—F 4 v4 |

a<v > K (Command)

=)

show intercloud ctrl-channel configuration

BT R OREICET DS A 2T L %
ﬁ‘o

show intercloud ctrl-channel connections

FATHO VM EBHRICEAT A EHME R LET,

show intercloud ctrl-channel connection status

EITPOVMEBERAT — X AT B E
i—\‘ L/ij‘o

show intercloud tunnel

X TR RNMERER R LET,

show intercloud tunnel configuration

TX 2T R RNVOREICET DT 2R
Liﬁ‘o

show intercloud tunnel statistics

X2 TR RAREHERICET DR E R
ﬂ——\‘ Li‘a‘o

show intercloud tunnel connections

TXa TR RN DI A TR L
iﬂ‘o

show intercloud VM names

779 ROVMAIZEAT AEHMER T LET,

show intercloud VM statistics

750 RO VM #EHcET A HmasE < LE
kR

show intercloud port

InterCloud R— F DIFHREER L E T,

show system internal intercloud

T _RTD InterCloud £ 22— /L DA X kg /'
HHRERRLET

show intercloud clink

InterCloud clink 1H# % &~ L £7,

show intercloud clink status

InterCloud clink A7 —# AEWMEF R L E T,

[ | Cisco Nexus 1000V InterCloud £ > X b—JL 4 K 1) 1) —X 52(1)IC1(1.1)
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