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[Work] ~A > ®DF 7 # /L b @ [Authentication] 7 4 —/L K C, [Realm] 7 « —/V K23 [Local] & Fow
SNTWDHZ EEMERLET,

[Navigation] XA > C. [Security Management] > [Local Users] % J&5 L £ 7,
B —YIIT 7 4V N THEELTHET,
[Navigation] ~2A > C, [Create Local User] #4527 V v 7 LE7,
[Security] # A 7 7Ry 7 AT, 2—HFIMEREF2UT 4 RAAL U ERINL, [Next] &7
Uy 7 LET,
[Roles] ¥4 TR IRy 7 AT, 2—HFOua—LERRTIHDOLTvar RmE w270 vD
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CUNCF, ORI, BFE, L OLTFHRED O B &b 3FEBDOTFENEEN TN D ME
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Cisco BMH/ME (AV) X7 ZBEfFO2—H La— RIZEML T, =—FHER%Z APIC 2> b —7
BT 5 Z &N TEE T, Cisco AV _T71X, APIC 2—H |k L Tr—NLR—=X T 7R a3
rfr—/L (RBAC) ®u—/LEHEREFRET DDA D —~OXF5TT, 4—7 > RADIUS
P —3 (fetc/raddb/users) DX EFNIRD & B Y T,

aaa—network-admin Cleartext-Password := "<password>"
Cisco-avpair = "shell:domains = all/aaa/read-all(16001)"

Cisco AV R7HRREL TWLWENFRERTHAVE—FI—HDTIAIL FOFEDE
]

FIE

ATY 1 A=a2— =T, [ADMIN]>[AAA] DIEIZZ UV v 7 LET,

AT w72  [Navigation] ~1 > C. [AAA Authentication] %7 U v 7 L £,

ATv T3 [Work] 24 > @ [Properties] i T, [Remote user loginpolicy] K2 > 7% 7 U 2 Kb, [Assign
Default Role] Z8&4R L F 7,
7 7 # /L MEIE [No Login] T, [Assign Default Role] 4 7' = > (%, Cisco AV X7 23K L TV

HNRETH D 2—FITR/INBEOFEAI Y MR EZEID ¥ TET, RERAVT L, BT —
IV FHEFIZREN - 72 AV T TT,

AVR7ZENYHBTERHDRR N TS0 T74R

RAKNTS7F 4 AL LT, YA2lE, bashv = /LT —HIZEI D Y THND AV ST IZ1E 16000
~ 23999 OHIFHO—E D UNIX = —H ID ZEH| Y Y THZ L ZH#L5E L 9 (SSH, Telnet F 7213
SeriallKVM M =1 > Y — /L &fEH) , Cisco AV X7 728 UNIX = — W ID Z 2t L 72V RIS T A9
e, O —FIF—H D 23999 F/ITHBERNOEE L =R SRE VLY THRET, i
IV, 2O=2—FDOF—LT 47 M), TrAN, BLOT BERIZUNIXID 23999 #Ff> U
F—h 2—YFRT I EATEDHLIITR>TLENET,

*tﬁnm\nl—tﬂ_l {0) AV /\OTODEQEE

BHAE (AV) OXTICFEHN O v aNOEFEIE, X =27 =/ (SSH) F 7213 Telnet Z{#
LTl A Lira—FOUNIX =2—HFID & LT ENET,

Cisco APIC Getting Started Guide, ') 'J—X 12(x) 5 XUV 1) —ZX 1.3(x)
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uzEALEYE—F 1—vosE I}

FIE

%ngmunﬁ‘y_‘—/\gj AV T & Hﬂiﬂl_/i'ﬂ—
Cisco AV X7 DERITKRDO LBV TT (R, UNIX2—HF IDBEESNTNIENE 9N
MPb ST AV X7 EZYR—FLET)

i -
* shell:domains =

domainA/writeRolel |writeRole2|writeRole3/readRolel|readRole2,domainB/writeRolel |writeRole2 |writeRole3/readRolel|readRole2

* shell:domains =
domainA/writeRolel |writeRole2|writeRole3/readRolel |readRole2,domainB/writeRolel |writeRole2|writeRole3/readRolel |readRole2 (8101)

These are the boost regexes supported by APIC:
uid regex ("shell:domains\\s*[=:]\\s* ((\\S+2/\\S*2/\\8*?) (, \\S+2/\\S*2/\\8*?) {0,31}) (\\ (\\d+\\))$")
regex ("shell:domains\\s* [=:]\\s* ((\\S+2/\\S*2/\\8*?) (,\\S+2/\\S*?2/\\S*?) {0,31})s");

I, BlzmLET,

shell:domains = coke/tenant-admin/read-all,pepsi//read-all(16001)

GUI ZERLI)E— b 2 —HYDERTE

)

G¥)

&

ATy T2
ATvT3

ZDFATFOCT A EWHIET 5 121F, Videos Webpage 2 L T 72 &0,

[T L& BHIIC
*DNS®EEIX., 777V v 7 arhbae—I03 % — N |ZHEETE S L 912, RADIUS —/3 7K
A NG EFRR L CTWARERH Y 97,

* APIC {21, RADIUS — N [ZEETE D L O, AHEEY 7 Rxy b R —%FELT
BIMENHY 7,

FIE

A ==2—/3—7T, [ADMIN]>[AAA] Z&ER L £9, [Navigation] ~- > T, [RADIUS Management]
L E 7,
[RADIUS Providers] #427 V ~ 7 L. [Create RADIUS Provider] 27 V v 7 L %7,
[Create RADIUS Provider] # 4 7 2 7' 7R v 7 AT, IROBEIEEZFEITLET,
a) [Host Name (or IP Address)] 7 4 —/V ]\‘\’C‘ RA N ZEMLET,
b) [Authorization Port] 7 4 —/L N C, AL ERR— FESEZBMLET,
ZOFEFIEL, BREINTND RADIUS — N2 Lo TR 7,
©) W72 [Authorization Protocol] &7’ a > RZ &7V v 7 LET,
d) [Key] 3 X ¥ [Confirm Key] 7 « —/L RiZ, HA#AXF—2 AL £,

Cisco APIC Getting Started Guide. ') ') —2 1.2(x) 5 KUY 1) —X 1.3(x) -


http://www.cisco.com/c/en/us/support/cloud-systems-management/application-policy-infrastructure-controller-apic/products-configuration-examples-list.html

ATvT4

ATy Th

ATvT6

ATy 17

ATvT8

ymEGU oA |

EE7IERADEM

ZOF—%. RADIUS ' — AR TERESINTZT— R F—2LFEINDZ LD L FE—DFEHR T,

[Navigation] ~<-f > ® [RADIUS Providers] I~ C. fEs L7 RADIUS 'm A X —% 7 U v 7 L%

D

RADIUS 7' 1 /3o X —DFEDFEMIX, [Work] <A SNIRRSNET,

[Navigation] ~% > "G, [RADIUS Provider Groups] #4727 U > 2 L. [Create RADIUS Provider Group]

7V w7 LET,

[Create RADIUS Provider Group] # 4 7 2 7 7R v 7 AT, IROBEIEZFITLET,

a) [Name] 7 4 —/L NI, 4Rz A LET,

b) [Providers] 7 1 —/V ]\ ZEFH L, [Name] 7 4 — /L RO Ry X0y URA ML, EIXEE
L7z 7 m g X —%i@ iR L £ 7,

¢) [Priority] 7 4 —/V KT, 7744V T 4 ZEIVYTEF, [Update] %7 U v 27 L. [Submit] %
7Y w7 LET,
RADIUS 7' m /A H— J—T BER S E T,

[Navigation] ~~- > C, [AAA Authentication] % B L, [Login Domain] #4727 U »» 27 L T [Create

Login Domain] #7 U v 7 L £ 7,

[Create Login Domain] # A 7 02 7R v 7 AT, IROBIEEZFITLET,

a) [Name] 7 4 —/LV RIZ, RAAL U %EADLET,

b) [Realm] 7 1 —/V RO Ru v 77X J A2 KT, [RADIUS] L/L A& EIR L £,

¢) [RADIUSProviderGroup] 7 4 —/V KD Ru v 7 Z 7 U ARG, ANCIER L7273 24—
IN—T%FRLUET, [Submit] 27V v 7 LET,

n7Ay RALUBERSIL, VE— b 2—F /(0 U BLOREITHEHEICZRD £ L,

EIBT7OtANEM

- Cisco APIC Getting Started Guide. ') 'J—X 1.2(x) 8L U1 ) —X 1.3(x)

APIC 2> b —Z21F, BHAX Yy N =7 ZBETDHL— R 2200 F9, 1 20FA 0K
BHA LA =T oA AZFEHL, B 1DET T bA TR REHA 2 —T = ZABFERALE
7,

CAUNRVREHT V7 EZX APICBIRACI 777U v 7 ~DA N NEHEEGEZRET
EXFET, APICH T —7 A v F LBIETHEEITAPICIZ L » THEHA SN D VLAN % &)
WICERTE L, RICVMM =0 —7 24 v F L OBEIFEHT S VLAN 28R ELE T,

T RETNRUREHT VA APICBEIACI 7 7 7 U v 7 ~DT 7 b4 TN REH
P RETEET, T RAET AN R RARA v k7 v—7 (EPG) IZBEMT SN
T RETN R ZHREL, Ay NT—0 Fa 77 A NZFEDORN e LET,

A

GE) APICT U MAT AN REHPHEO Y 71X, 1Gbps THLMENRH Y £7°,




| #EcuoEs

PPy 7 RLRB S U vnv ERys— I}

APICZ ba—FF, A VNNV REBA LV Z—T 2 A ADRRESHTWEEAIE. 77 b4 TR
VREBA =T A AFBBLTA VN NEBA U —T oA AL FITERRLET, T b
FTN REHA B —T oA AE, AN REBA L —T 2 A ARRESN TRV
F2IISEHET RVANAPIC OT 7 hAT ANy REHY 7Ry FERIEY 7Ry MTHDLIGAEIC
DHERSNET, ZOEMEX, EEEZIIHRETEETA,

APIC HHEA ¥ —T7 = A AT IPV6 7 RLAZHHR— b LARNIZD, ZOA U F—T = A A%
L CHMEL IPVvE — NIC8e T2 Z L IXTE WA,

AN RETRT U AT AR ROERT S F THREEA LV AX A T a7 7 A4 VERE
LTh, 777V v 7 BKEOBERY U —CTHRESNTNWDE 7B )W THEBELEEA, S
BHALAX AT 7 7 A VTHRESNTWDLIY T2y hBX W= T 7 R, HTTP/HTTPS
¥ 7213 SSH/Telnet (213522 L 8 A,

IPV4/IPv6 7 FLRABE L UVA NNV KR O—

ANy REFET RLRE, RBY —I2k 5 TDH (Postman REST API, NX-OS A # A /L CLI,
F7-1ZGUD APIC = hu—J 27 ubya=r/TExFEd, Fh, AR FEHT FLX
X, &/ — RIZEHICRET AXLENRH D 7,

TORATINERERYS—0 IPVA/IPv6 7 KL X

T RETRREERT VAL, 77— AT 7B, F03RY o—%H L T (Postman
RESTAPI, NX-OS A% A /LCLI, GUI) APIC2> ha—Z 7/ nbya =/ TExEd, £/,
TURNETNRU REET RLRT, &/ — RICHICE X7 7 A X 2IRIZT R L AOH
(IPv4/IPv6) ZHEET D LI Ko TRETHMERH D 7, IP 7 RLRE, &ML T A
ZRND ) — RIZT X AZEHD Y THNET,

EET7HOERANDHETE

EGUI #FEB LA VNV REBT7HIERADETE

Y

GE)

AU REHT VAT, IPVAT RLALIPV6 7 RLARYR—hEhEd, 2%
T4y IRECMH LI IPve REVFR— FENET (LA FLT T bRV RO
J7) o IPVABINIPV6 DA /N RBXOT U b AT AN ROT 2 7 VBGER, A X
T4 v I RECMMHAT DG OHRY R — N INET, FEMICOWTIX, [ Configuring
Static Management Access in Cisco APIC] D KB fiHE 2L T3V,

CZDEATFOET A ERET HITIX, Videos Webpage # SR L TL 723\,
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mEGU oA |

B ==rrtxozx

FIE

ATYF1  A=a2— "—T, [FABRIC]>[Access Policies] #E&4R L 9", [Navigation] ~31 > C. [Interface
Policies] # J&BH L £7°,
AT w72 [Navigation] ~A > C. [Switch Policies] #4572 U ~ 7 L. [Configure Interface, PC and VPC] % %R
LET,
ATw 73 [Configure Interface, PC,and VPC] ¥ A 7 12 7R v 7 AT, APIC IZEHE SN TWNWD AL v F R— |k
ZaxiE L, OBEEZFATLET,
a) A v FROBIZHDOREN[H T A %227 )y 7 LT, LW w7y A LEERLT
VLAN % APIC JHIZEREL £,
b) [Switches] 7 4 —/LV RO K vy 7 X7 UR Rnb, APICHEHR SN TND AL v FOF = v
IRy I A% A N LET (leafl BXLWleaf2)
) [Switch Profile Name] 7 4 —/L RiZ, 7’17 7 A /L D4HI] (apicConnectedLeaves) % A7) L %
7
) HT7A4a2r%27 )y LT A—bERELET,
2PN TV EANTED, WOBBDO LS RFAT 0 TRy 7 ARKRINET,

Configure Interface, PC, And VPC (i %
CONFIGURED SWITCH INTERFACES Select Switches To Configure Interfaces: @ Quick & Advanced
+ X Switches: | 101-102 ~|  Switch Profile Name: | ApicConnectedLeaves
NODE ID INTERFACES  IFTYPE ENCAP -
Interface Type: @ Individual ©) PC @ vrec
Interfaces: 1/41 Interface Selector Name:  apicConnectedPorts
Select interfaces by typing, e.g. 1/17-18.
Interface Policy Group: @ Create One ) Choose One
Link Level Policy: CDP Policy:
MCP Policy: LLDP Policy:

STP Interface Policy: Monitoring Policy:

it SRS B
< BC EC | Be

Storm Control Policy: L2 Interface Policy:

Attached Device Type: Bare Metal X
Domain: @ Create One () Choose One Domain Name: !Inband \
VLAN: @ Create One () Choose One VLAN Range: [10-11 J

Please Use comma to seperate VLANS.
SAVE CANCEL

VPC SWITCH PAIRS
+ [X]
VPCDOMAIN 1D = SWITCH1 SWITCH2

e) [Interface Type] fEK C. [Individual] 47> 3 > REZ URNEIREINTND Z L E2ERLET,

f) [Interfaces] 7 4 —/L K C, APIC NS N TWDHHR— 2 AN LET,

g) [Interface Selector Name] 7 4 —/L RiZ, "— k 717 7 A L D4 (apicConnectedPorts) % A
HLET,

h) [Interface Policy Group] 7 « —/L K C, [Create One]l 47> a > RE %27 U v/ LET,

i) [Attached Device Type] 7 « —/L RC, )7 T A A XA TEBINLTCRAL LV (RT A X
V) ERELET,

J) [Domain] 7 4 —/L KC, [CreateOne] A7 a> KX %7 U v 7 LET,

k) [Domain Name] 7 4 —/V RiZ, RAA %% AJIL %7 (inband) ,

) [VLAN] 7 4 —/L R C, [Create One] A7 > 2 > RH¥ IR L ET,

Cisco APIC Getting Started Guide. ') ') —X 1.2(x) 5L U1 1) —X 1.3(x)
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ATv74

ATy 75

EBT U EADHRE

m) [VLAN Range] 7 « —/V FiZ, VLAN#HZ AN LT, [Save]ZZ7 U v 7 L, [Savel] &b 9 —

EJ7 Uy 7 LEY, [Submit] 7 Vv 7 LET,

[Navigation] XA > C, [Switch Policies] %47 U » 2 L. [Configure Interface, PC and VPC] % iR
L/ i —a—‘o
[Configure Interface, PC,and VPC] ¥ 4 70 7 Ry 7 AT, ROT 7 v a r#FTLET,

a)

b)

¢)

d)

2)
h)

)

k)
D

2L FROKIZHDREN[H T A2 %27V LT, FiLnwrye 77 A VEERLT

VLAN % — S HICERE L £,

[Switches] 7 4 —/L RO K w7 X7 UARNS, = "\BERINTWVWDH AL v T DF = v
IRy 7 Az A UET (leafl) o

[Switch Profile Name] 7 ¢ —/L N2, 7127 7 A /L O£ (vmmConnectedLeaves) % AJj L &
R

[H7Aarw27)y 27 LT, A—FrE2RELET,

=R TV EANTED, WOBBD LS RFAT 0 TRy 7 ANRKRINET,

Configure Interface, PC, And VPC o X
CONFIGURED SWITCH INTERFACES Select Switches To Configure Interfaces: @ Quick ) Advanced
* Switches: | 101 N Switch Profile Name: jvmm(:onnecte(iLeavas
NODE ID INTERFACES  IF TYPE ENCAP
Interface Type: @ Individual © PC ©vpC
= io01,102
- a1 Individual Bare Metal VLANs: (10-11) Interfaces: | 1/40 Interface Selector Name: vmmConnectedPorts
Select interfaces by typing, e.g. 1/17-18.
Interface Policy Group: ©® Create One () Choose One
Link Level Policy: & CDP Policy: hA
MCP Policy: &% LLDP Policy: hed
STP Interface Policy: X Monitoring Policy: v =
Storm Control Policy: % L2 Interface Policy: 3
Attached Device Type: Bare Metal v
Domain: () Create One  ©® Choose One Physical Domain: inband > &
VPC SWITCH PAIRS T
+ [
VPC DOMAIN ID ~ SWITCH1 SWITCH2

[Interface Type] f83 C. [Individual] & 7> 3 > REZ U ABRENTNDE Z L 2R L E T,
[Interfaces] 7 4 —/L KT, — BN THDHR— 2 AT LET (1/40) .

[Interface Selector Name] 7 4 —/L KiZ, ""— bk a7 7 A LDOL4HETIZ AN L E T,

[Interface Policy Group] 7 4 —/L RC, [Create One] A 7/'> a > R¥ %7V v 7 LET,
[Attached Device Type] 7 « —/L R T, WHIRT /NA A XA TEBFRLTRKAL L (RXRT A H
V) EERELET,

[Domain] 7 4 —/V KD Ka v 7F*Z 7 J A Kb, [Choose Onel &7 > a v IREZ U H 7Y
7 LET,

[Physical Domain] K& v 7% 7 U R Rinh, AICHERR L7 RAA 2 @RIRL 97,

[Domain Name] 7 4 —/L RiZ, RAA U %E2ATTLET,

Cisco APIC Getting Started Guide. 'J ') —X 12(x) 8L U 1) —X 1.3(x) [}
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ATvT6
ATvT1

ATvT8

ATvT9

ATv 710

m) [Save] %27 U w27 L, [Save] &H 9 —EZ Y v 7 LET,

[Configure Interface, PC, and VPC] ¥ A 7 0 7' 7R > 7 AT, [Submit] #7 U v 7 LET,

A==z — /=T, [TENANTS] > [mgmt] 27 U >~ 27 L%, [Navigation] < > T, [Tenant mgmt]

> [Networking] > [Bridge Domains] # R L, A /N> RO 7Y v ¥ RAAL U ERELET,

AN RTY Y RAAL L (inb) ZJEHLEJ, [Subnets] #4727 U v 27 LEJ, [Create Subnets]

27Uy 7L, WOBEAZEITLTA VANV R P — = Af 2RELET,

a) [Create Subnet] A 7 10 77K v 7 AT, [GatewayIP] 7 4 —/L NI, A /R REHF—F 7 =
AIPT RLALEAZZ AT LET,

b) [Submit] 7 V v 7 LET,

[Navigation] - > "C, [Tenant mgmt] > [Node Management EPGs] DJIEIZ B L £ 7, [Node

Management EPGs] #4527 U » 7 L. [Create In-Band Management EPG] % 3R L £9°, APIC &5

FTHIZDIMEHT DA /3 K EPG @ VLAN Z#%ET 2121, IROBEEZFEITLE T,

a) [Name] 7 4 —/LV RIZ, A4 N REBLEPG A EZ AL ET,

b) [Encap] 7  —/V K¢, VLAN (vlan-10) Z AL %79,

¢) [Bridge Domain] K2 v 7 Xy 74— K, 7V vy RAAL U ERIRLEJ, [Submit]
7V w7 LET,

d) [Navigation] XA > T, H LB L72A > /32 K EPG # IR L £,

€) [Provided Contracts] Z#BEi L £9, [Name] 7 4 —/L KT, Kay X URXRNNS, T7 4
VDAL RT 7 FEER L, VMM Y — S £S5 EPG THE SIS T 74/ b= b
77 M EPG MR TEL LT LET,

f) [Update] #7 Y v L, [Submit] 7 YV v LE7,

WOEBED X S I Z AT a TRy 7 ARFRENET,

|[8) most visited| || Cisco Dashboards || Common Tools | Intemal Support | Citrix NetScaler 1000V... | | New_Cisco_preview_p...

B2 Tenant mgmt S| STATS || HEALTH [| FAULIS || HISTORY [
B Appication Profiles [s] k2 [ 100 |
M Networking
B sricge Domains PROPERTIES
Ee=ib Name: default &
S 0P Relay Labels Tags: -
I L4-L7 Service Parameters enter tags separated by comma 5
K20 subnets Encap: vian-10
8 ND Proxy Subnets 0., vlan-1, vxan-2
Em private Networks C ion Issues: Not iated With Zone

B External Bridged Networks

Configuration State: failed-to-apply
ES8m External Routed Networks

S Class: () Levell
I Router Configuration Qo

I

2w Protocol Policies © Level2
R 1P Address Pools © Levels
B 1417 Service Parameters @ Unspecified
R security Policies — - @

B2 1417 services
R Node Management EPGs

1Bl 1n-Band EPG - default

T2l out-of-Band EPG - default
E=Mm External Management Network Insta

Resolved Bridge Domain: inb
Provided Contracts: %]

QOS CLASS MATCH TYPE

F Fault B ~ v unfc d
. Node Mahsoer BNt AR sess MLJ Unspecified AtleastOne unformec
N Manaoed Node Connectiviy Groups

Consumed Contracts: X

349437
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[Navigation] ~X-f > C, [Node Management Addresses] 2472 U »» 7 L. [Create Node Management
Addresses] %7 U v 7 L, ROEEEZEITLTCT7 77V v 7D APIC 2> b —F(2E) M T3
IP7 RLAZRELET,

. Cisco APIC Getting Started Guide. ') ') —X 1.2(x) 5L U1 1) —X 1.3(x)
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ATvIN

ATV 712

ATv713

a)

b)
¢)
d)
e)
f)

2

g7 e20E I}

[Create Node Management Addresses] %1 7 &2 7' 7R v 77 A C, [Policy Name] 7 « —/V FiZ, R U
—4 (apiclnb) Z AL ET,

[Nodes] 7 4 —/v KD [Select] 5T, ZDT7 77 Vw7 DO—L72b /) —RKDOF v IRy 7 R
A AT LET (apicl. apic2. apic3) ,

[Config] 7 4 —/V R C, [In-Band Addresses] 7 v 7 KR 7 A& A NI LET,

[Node Range] 7 « —/V N2, #iFHZ A LET,

[In-Band IP Addresses] fEJ& @ [In-Band Management EPG] 7 4 —/LV K C, Fu vy X J Xk
N [default] Z3#IR L ET, 2T, T 74/ hDA Ny REHEPG 2ABEM T b E T,
[In-Band IP Addresses] 7 4 —/V N & [Gateway] 7 4 —/V RiZ, HBIZJSUTIPvA 7 RLAE 7=
IXIPv6 7 L 2AZ AN LET,

[Submit] Z#7 U v 7 LE9d, TN T, APICOIP 7 FLANEREINE LT,

[Navigation] < > C, [Node Management Addresses] #4727 V v 27 L%£7, [Create Node Management
Addresses] 7 VU v 7 L, WOBIELZFIATLT, 777V v IZADY —7 AL v FEBLOVANRA
VAL T DOIPT RLAZFEELET,

a)
b)
c)
d)
e)
f)

2)

[Create Node Management Addresses] % 7 7 7' 78 v 77 A C, [Policy Name] 7 4 —/L F|Z, R
—4% (switchInb) Z AJJLET,

[Nodes] 7 4 —/v KD [Select] ¥ T, ZDT7 77V v I D—EEWRD /) —ROMDOF = v 7Ky
I A% A NZ L ET (leafl, leaf2, spinel, spine2) .

[Config] 7 4 —/L R C. [In-Band Addresses] = v 7Ry 7 A% 7V v 7 LET,

[Node Range] 7 « —/V NiZ, #iZ AN LET,

[In-Band IP Addresses] #E8 ® [In-Band Management EPG] 7 4 —/L K C, Ky 77X J A K
25 [default] IR L ET, 774/ DA 3 REBEEPG DBBEM T HivE Lz,
[In-Band IP Addresses] 7 « —/L K & [Gateway] 7 4 —/L NiZ, LEZJSUTIPvE 7 RL A E T2
[T IPv6 7 RLZZ AN LET,

[Submit] #7 U v 2 LEF, [Confirm] ¥4 7RV HRy 7 AT, [Yes| 27 Vw7 LET, UV—
TELOANSNL Y AL v TFDIPT RUARFRESILE LT,

[Navigation] <-4 >~ ® [Node Management Addresses] I C, APIC "YU > —4 (apiclnb) #7 VU v 7
L CREEMRLET, [Work] A 12, SFE2/—RIZED LB THNZIPT RLUARER
SNET,

[Navigation] X > @ [Node Management Addresses] " C, AA v F KU I —4 (switchlnb) % 7
Uy 7 LET, [Work] <A 2, AL v FIZED B THNTWAIPT RLAEEHL TS S —
YA 7 RLARFEREINET,

Cisco APIC Getting Started Guide. ') ') —2 1.2(x) 5 KUY 1) —X 1.3(x) -
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WMERGUI ZERAL7 A TNV FEBT IV ERXDERTE

MY

GE)

ATv T

ATy T2

ATvT3

RTvT4

ATy TH
ATy 7T6
ATvT1

T RNF TN REHT I EATIZ, IPVAT L AL IPv6 7 RL AR R—FENRE
j—o

CZDEARIFIDET A ENET HIZ1X, Videos Webpage ZZ R L TS 7231,

[T L& BHIIC
APIC 70 b AT Ry RERBDO U 71X, 1Gbps THHMLENH D £9°,

FIE

A = =2— /X"—"C, [TENANTS]>[mgmt] ZZ4R L £, [Navigation] ~*A > T, [Tenant mgmt] % Ji&

B L £,

[Node Management Addresses] %42 U v 2 L, [Create Node Management Addresses] 7 U v 7 L&

D

[Create Node Management Addresses] % A 7 2 7R v 7 AT, IROBIEEZFEITLET,

a) [Policy Name] 7 4 —/L FiZ, RV > —4 (switchOob) Z# AJJLET,

b) [Nodes] 7 4 —/V KT, @7V —7BIRAA > 24 vF (leafl, leaf2, spinel) DHEIZ
BOF v IRy I R eI T LET,

¢) [Config] 7 4 —/V K, [Outof-Band Addresses] DF = v 7 R 7 A%A 1 LET,

(G¥) [Out-of-Band IP addresses] fEIk 2332~ S v E
R
d) [Out-of-Band Management EPG] 7 4 —/LV KT, Kr v &> U R Knb EPG R L 7
(FT741) .

) [Out-of-Band IP Addresses] 7 1 —/L N5 & O [Out-of-Band Gateway] 7 « —/V K2, AA v FIZ
B L CONDIHLETDIPVET RLAEIXIPV6 T RLAZALET, [OK]Z27 U v 7 L
£7

J— FEHIP 7 FUANRESNET, APIC7ZIT TIERLS U —7 2 v FBIVAA R

AYTFIWCHLT T RET TN REBT VAT RVAEBRETHLENRH Y 77,

[Navigation] X4 > C, [Node Management Addresses] # BRI L, {ERX L7=ARV > —% 27 Vv 7 LE

7

[Work] <A T, AA v FIZKT DT U MAT AN REBTY RUARERRINET,

[Navigation] X~ > "C., [Security Policies] > [Out-of-Band Contracts] % B L £ 77,

[Out-of-Band Contracts] #4572 U »» 2 L. [Create Out-of-Band Contract] #7 U v 7 L £,

[Create Out-of-Band Contract] ¥ f 7 2 7R v 7 AT, IROX AT #FITLET,

a) [Name] 7 1 —/L RIZ, ZHIO4THT (oob-default) 2 AJJLET,

b) [Subjects] % JEBA L =3, [Create Contract Subject] A 7 12 77K v 7 AC, [Name] 7 4 —/L K
2, 7Y =2 b4 (oob-default) # ASJLET,
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i3k GUI DA

ATvT8
ATvT9
ATv 710

ATvIN

ATV 712

g7 e20E I}

) [Filters] ZJEBA L. [Name] 7 4+ —/V KT, Ky 7 X UR LD, 7 4 VZD4HE] (default)
ZERLET, [Updatel 27 U v L, [OK]Z2Z Uv 7 LET,

d) [Create Out-of-Band Contract] # A 7 12 77K v 7 AT, [Submit] Z7 Y v 7 L£7,

T MAFTNC REPGICHEATE DT U MAT N REFBMER S I E T,

[Navigation] - > C, [Node Management EPGs] > [Out-of-Band EPG - default] % & L £7°,

[Work] XA > T, [Provided Out-of-Band Contracts] % &R L ¥,

[OOB Contract] # 7 AT, ey 7Z oy URRNnb, ER LT W M4 730 KR

(oob-default) Z 3R L E 9, [Update] %2 Y >~ 27 L, [Submit] 27 U v 7 LET,

TRIH ) — RE L EPG BN HivE T,

[Navigation] ~2- >~ C, [External Network Instance Profile] #7427 U 7 L. [Create External Management

Entity Instance] %7 U v 7 LE 7,

[Create External Management Entity Instance] % A 7 &2 778 v 7 AT, IROBAEEZFATLET,

a) [Name] 7 4 —/V RiZ, 401 (oob-mgmt-ext) # AL FET,

b) [Consumed Out-of-Band Contracts] 7 « —/L K% &BEJ L £, [Out-of-Band Contract] K& v 7%
7 UARNNPL, B LT3 (oob-default) %N L £9, [Update] #27 V v 7 LET,
TURET N REBEICE > TR SR U ZRINLET,

¢) [Subnets] 7 4 — /L RiZ, ¥ 7 Fxv b 7 RLAZ AN LET, [Submit] 27 V v 7 LET,
ZITERRULEY TRy 7 FLALZTNRAL v FOEHIMEHSNET, GEnTHianty
THxy b T FVRTAA v FOEHIHEHNTE A,

J— REELEPG IX, MRy T =0 A VAR A T T 7 A VRSN ET, TV AT

Ny REHEPH SR E SNET,

GUI ZfERLAPICO > FE—5DIP7 FLRDERE

ATvT1

ATy T2

ATvT3

[T L& BHIIC

FIE

A == — /X—", [TENANTS]>[mgmt] ZZ4R L £, [Navigation] ~*A T, [Tenant mgmt] % Ji&

B L £,

[Node Management Addresses] #4727 U v 27 L, [Create Node Management Addresses] #7 U v 7 L&

D

[Create Node Management Addresses] % A 7 2 7R 7 AT, IROBIEEZFEITLET,

a) [Policy Name] 7 4 —/L RiZ, RU > —ZE AN LET,

b) [Nodes] 7 4 —/V RC, IP7 RLAZEHLTHHEYT L2 ba—TFDF v IRy I A%
Vw7 LET,

¢) [Config] 7 4 —/L K C, [Out-of-Band Addresses] DF = v 7Ry 7 A&7 ) v 7 LET,
[Out-of-Band Addresses] fE k23 B L &£ 7,
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EBT U EADHRE

d)

e)

2)

ymEGU oA |

[Out-of-Band Management EPG] 7 4 —/LV R C, Rur vy X7 JRX b, %547 5 EPG %
WLET,

[Out-of-Band Gateway] 7 4 —/L R C, FV ¥ THHLWIPT RLADSF— sy =A A LE
7

[Mask] 7 4 —/V RIZHBIFIC A SvET,

[Out-of-Band IP Addresses] #ilJ > 7 4 —/L KT, #EI72 IP 7 FL A% AJJL £, [Submit] &
727Uy LET,

[Confirm] A4 7T VR vy 7 AT, FILWEHRIP 7 RLADE|D Y CIzden E D N E MR
HAYE—URERINTED, [Yes] &7 U7 LET,

HLWEHEIP 7 FLAMNAPIC =2 hr—F (280 Y ToHNET,

RDEE

*APIC =¥ e —FICHERTDITIE, HILWIP T RLRAEMEHATAILERH Y £77,

*HLWIPT RLApRay ho—J [ ZEn Y Tonizb, 2 he—J90HFWIP T RL A%
HIBRT 20 ENH D 97,

BX7F0 IPtables #4REX = 5 —1) T 5 IPv6 DEE

TRTCOIPV6 I, *v FT—27 T RLUAZEH (NAT) ZERWT, BEfED IP tables #ERER X 7 — U
VI LET,

BE7F D IP tables

1

CIRTE, IPV6 T — T VD3 _XTDON— LN —FEIZ 1 DT DFETIN, T XTONL—/LOBEME
IR LT AT A a— A3 ThiTnE L,

HLWRY —RNBIEND NS, V=L BEEfFD IPtables 7 7 A MBS, 7 7 AV
~OBMEL I TOILERFATLE,

HLUWIEETTR— BT 7 hAT AR R RY —TRESND &, AUR— FESTEETE
5D — VBB L E LT,

IP tables ~DZHE

1

2

IPtables NERL SN &, 1T LDy v a vy FTEEAEN, KRIZHFM 7 7 A /L IPtables-new
ICHEZAENTINNEILSNET, RIEFTDE. BT LU IP tables 7 7 A /LA fete/sysconfig/
TANTINERSNE T, ZNDHHGTO7 7 A VIR CHFTCH D £, T XTOA—TY
AT L a—=LzfTHRbVIC, 77 AN EETBLOREL TOWLHRHIDOHR T AT A a—)L
EATHOMENH Y £,

=V EBITH2ROVICHLWARY =R 7 7 A UZBEIMNE 35 & hashmaps (27 7 A4/ K
RV v—%m—FRL, HiLWAY —%E78 L, hashmaps (BT 52 &L -T, IPT—



| #EcuoEs
gupgE—F [

TINARBanbERSNET, TO%, F 7 7 AL (Jetc/sysconfig/iptables-new) [ZFE XA E
NTRIFENET,

3 7O RETNRUR KR —ON—OREGFITAR— METEHRETDHI LT TEERA, 5L
R— N EZFHETLR— bW TF a5t — b & & bV —VTBITE £7,

4 FHLWRY v—pENEind & HLvL—/L A IPtables 7 7 A MBS IVET, 2D/ —
Ui, IPtables 77 /b b L—A DT 7 E A Tu—EEHLET,

-A INPUT -s <OOB Address Ipv4/Ipv6> -j apic-default

5 HLWL—ABIESNT-HA. UL IP tables-new 7 7 A JUIZTE(E L T IP tables 7 7 A /LT
IXTFERE T, IPtablessnew 7 7 A M= T —NHAHZ L ZBEWRLET, BN EERBEAEICRE
D, Z7ANADPMEEIN, FHLVWL—/L% [Ptables 7 7 A LV TCHERTX £ 9,

A
GE) * IPv4 OBERN RS, IPv6 R 2 —%RELRNTL &,
*IPv6 DBERN A, IPVARY O —%2RELRNTL &,

*IPv4 L IPv6 DT AN R AR =B MEN 3 &, lilHDNR—2 g VIRES
NWET, Lo T, IPvAY 7%y FEIBIT 5 & 1P tables (2B X4, [RIEEIZ IPv6 Y
7 %> MZ IPv6 tables (2B XL E T,

EEERTE—F

T RETN REA N FEBYERENPRESNTODINE IS C T, 77 MAET AR
FRFA N R Ry NI BT AN T 4T 0 ~DOBE A WL LE T, vCenter Server
R EDONIT T 4T 4 ~OEREEMENLT DITITIRD 2 DDOE— REffiHTE 7,

S LAY 2B MR T AT AN AT 2EEA LTI —7 J— RIcEg SN Tn5
AT, ZOF— R&EHEHLET,

CLAYVIEHEG AN T AT AN LAVIFEH L =252 LT —7 ) —RIZ
B SN TWAEAIT, 20— FRE2FEALET, V=713, BT 4T 4 ICBEARE
TN — R SN ET,

)

G¥) A UNYRIPT RVRETHIZ, V—7 J— Kb 777U v 7 OI~D
LAV 3EGETHEAINDIP T RLUAKHENS L TR TV A
ERH Y F7,

CLATIA N REHOFRFTIE, PR PHNOARA,L Y 77T
T )= R~DA R REHRT 7 23RS ET A,

Cisco APIC Getting Started Guide. ') ') —2 1.2(x) 5 KUY 1) —X 1.3(x)
I -“



mEGU oA |
B ==Esge—r

ROMIE, BEREDOMESLITHETTRER 2 DT — RE2R LET,

K2: LAV 2EEULAY ISEEGEDH

Leaf1 Leaf1

Bridge-Domain L3 Routed Interface

Subnel: 192.168.64.254/18 IP: 192.168.62.1/30

S S
1/40 1/40
Layer2 connectivity Layer3 connectivity
: Router “borderLeaf"
K ‘ 192.168.62.2/30 ‘

| |

——,

Vmmigmt

Vmmigmt
MNetwork

Metwork

192.168.64.0/18 192.168.64.0/18 g
&
MR GUI ZFERA LAV 2 BEERDRTE
A\
GE) CZDXAIFOET A EWRET HITI1E, Videos Webpage # SR L TL 723\,

[T L& BHEIIC

vCenter KA A > 7’7 7 A )VEAERT BENT, £ VN REHR Y FT—7 24 H L THER »
N — 0 WL T D20 DAL T D EBEND Y £77,

PR R Y —D—EE LTHRESNTZIPT FLAHFBEMNACI 7 7 7 U w7 EHENS A
TIARNTIF¥DIPT FLAFMHEEE L TWRWI & 2R LET,

FIE

ATYF1  A=a2— =T, [Tenants] > [mgmt] DIEIZER L £,
ATw 72 [Navigation] "1 > C, [Tenant mgmt] > [Networking] % 2B L. [Bridge Domains] #4572 U v 7 L.
[Create Bridge Domain] % 7 U » 7 L£7,
ATw 73  [Create Bridge Domain] # A 7 2 7R v 7 AT, WOBIEEZEITLET,
a) [Name] 7 4 —/V RiZ, 7V v RAL U ZEATTLET,
b) [VRF]7 4 —/V KT, FryZH o UA N5, Xy hU—7 (mgmt/inb) Zi&R L £,
Next] 7 U » 7 LE7,
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i3k GUI DA

ATvT4
ATvTh
ATvT6

gagmt—rF [

¢) [L3 Configuration] # 7% 27 Y v 27 L. [Subnets] 7 4 —/V KT, [+] T A 2% 27 U7 LTH
T3y MEBMLET,
VEIZSEC TS = U =AIPT RLAZBMLET,

d) [Create Bridge Domain] % 7 10 7R 7 AT, [Next] 7 V v 27 LTCH 5, [Submit] %7 U v
7 LET,
TV Y RAAL UPEREINET,

[Navigation] ~*-1 > C, [Tenant mgmt] > [Application Profiles] DNEIZJ&BH L F 7,

[Application Profiles] #4527 U 27 L. [Create Application Profile] #7 V v 7 L ¥ 7,

[Create Application Profile] %4 7 2 778 v 7 AT, IROFIEEZFET L E T,

a) [EPGs] 7 4 —/V R T, [H]TA2v%7 VU 27 LTEPG %L, [Name] 7 « —/v RIZ4Hi
EANTTLET,

b) [BD] ke vy 7 ¥ o R Rhb, j#bl7 BD ##IRLET,

¢) [Domain] 7 4 —/L RO K w7 Xy URARNnD, YR RKAL L ERIRLET,

d) [Static Path] 7 .t —/L KiZ, ROHID 101/1/40 & [RAEOEY) 22 A LET,

©) [Static Path VLAN] 7 ¢ —/L N2, §#@Y)72 VLAN Z A1 L £9 GROBID vian-11 & FIEEO#EY)
EEANTILET) o

f) [Consumed Contract] 7 4 —/L KT, FKryv 7 Xy URRNnb, @YUREEZRINLET,
[Update] & [Submit] 27 V v 7 L%,

[Navigation] ~X > C, [Networking] ® FIZ7 VU v RAA UBNER S U, [Application Profiles] ™D

FV?ﬁ)#wvame774wk779&~v5ym@ﬁ%ﬁéhiﬁoV%%zﬁﬁﬁﬁ
MREINE LT,

3R GUI 2RI L1 LA v 3 EEERORE

Y

GE)

*AHTvmm BN Z DX AT TLFHN O E LTERSNET,
C DX AIHIDET A EMIET 521X, Videos Webpage 2R L TL 7230,

[ L& BHIIC

VMM RAA 2 7Fa7 7 A )VEERT DRI, A3 REBR Y N —27 2 L TN v
ND— 7 ~OBHG AN T DMERH Y £,

BEPHERY —D—EE LTHRESNZIP T RLAHHNACIZ 7 7 U v 7 EREND A
TIARNTIF¥YDIPT RLURAFHEEEH L TWRWI 2R LET,
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B ==Esge—r

ATy T
ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

ATy T17

ymEGU oA |

FIE

A = =a— /N—"C, [TENANTS]> [mgmt] Z &R L 7,

[Navigation] ~-f > T, IROEIELFETLET,

a) [Tenant mgmt] > [Networking] > [External Routed Networks] % B L % 9°,
b) [Create Routed Outside] #4577 U v 7 L%,

[Create Routed Outside] 4 7 0 778 > 7 AT, IROBIEEZFEITLET,

a) [Name] 7 4 —/L FIZ, LA ¥ 3/)L—F v RAEAR Y > —D4 ] (vmm) Z AN LET,
AANTIT 64 LFLUNOREFZEMTEET, ZO4FNL. A7V =7 FORFRITITERE
TEEHEA,

b) [VRF] ke vy 7 Xy VA RNL, AR RT 74V N Xy hU—7 (mgmt/inb) % R
LET,

G¥) TN ERDA LN R Ry NT—7 ZRIRNTHLERH Y F
R

[Nodes and Interfaces Protocol Profiles] fiEJik z 2fH L 7, [Create Node Profile] # 1 7 1 7R > 7 A

T, ROEIEZFEITLET,

a) [Name] 7 4 —/L RIZ, 4z AJJLET (borderLeaf) .

b) [Nodes] Z J£BH L T, [SelectNode] ¥ 1 7 2 7R v 7 ZA%aFrLET, [NodeID] 7 4 —/L KT,
Fay 77X YA INE U —7 24 vF (leafl) ZFIRL E7,

©) [RouterID] 7 f —/L NiZ, L—Z ID Z A LET,

d) [Static Routes] % BB L £,

e) [Create Static Route] # A 7 12 7' 7R v 7 AT, [Prefix] 7 4 —/V RIZ, #@ET HIMTEE L AT L

(7= & 21X, VMware vCenter, Syslog H—/3 AAA Y —/3) DRAXT 4 v 7 L— NHOY T
Ty b TV T 4 7 R AN LET,

f) [Next Hop Addresses] Z BBH L C, [NextHopIP] 7 4 —/L RIZ, U —7 AA v FIZHEHIND
N—HDIPT KL A% ASLET, [Preference] 7 1 —/v KT, EJNEN 28R L £9°, [Update]
27y LET,

8 [OK] %7 U v 7 LEd, [SelectNode] ¥4 T /Ry AT, [OK]Z27 V7 LET,

[Interface Profiles] % B&BA L 9, [Create Interface Profile] ¥+ 7 1 7R v 7 AT, IROERIEE T

LET,

a) [Name] 7 4 —/V RIiZ, £4Hi% AJILET (portProfilel) .

b) [Routed Interfaces] % FBH L =97, [Select Routed Interface] $HI D [Path] 7 4 —/L K C, Kua v~
2y ARG, leafl ([ZBHEfTIT D /XA RINL £,

) [IPv4 Primary/IPv6 Preferred Address] 7 4 —/V RiZ, U—7 DN —FT v K f X —T =4 AD
IP7 RLAREST Ry N <vRAT7EASLET, [OK]Z2 Vv 7 LET,

d) [Create Interface Profile] # 1 7 2 77K v 7 AT, [OK] %727 U v 2 L7, [Create Node Profile]
AT TRy 7 AT, [OK]&#7 Vv LET,

[Create Routed Outside] %4 7 2 7' 7R v 7 AT, [Next] %27 U » 27 L. [External EPG Networks] % Ji&

BLET,

[Create External Network] %4 7 2 77K v 7 AT, IROBEEFITLET,

Cisco APIC Getting Started Guide. ') 'J—X 1.2(x) 8L U1 ) —X 1.3(x)
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a) [Name] 7 « —/L NiZ, 4H] (vmmMgmt) = AJJLET,

b) [Subnet] D [+] 7 A 2> Z R L £,

) [Create Subnet] # A 7 12 7 7R 7 AT, [IPaddress] 7 4 —/L KiZ, 73y h 7 KL A& AT
LET,

d) [OK]%#2EZ Y vZ L, [Finish)| 27V v 7 L%,

L3 HHEE AR ESNLET,

EEEG DR

ZOKFET O AL, LA Y2LE LA Y3IDOEITDOT— NIZ#AH X, APICGUI, RESTAPI, F
72X CLI 2 U CHENL SN D A MR T 21O T £,

B AN T DT DD FIEEZET LI2H, APIC 2> Y —icn /A4 LET, BERRER
vCenter Server D IP 7 R LA (7= & zIX. 192.168.81.2) (T ping LV . Z D ping DWERET 5 Z &
AMEGRLET, ZOHREX N —RNEFICENINZZ L ERLET,

VMM kA A U DEETE

RETSU 2y T2 T RY—DEFE

APICIX, P —F =T D VM~ —V % (VMM) (VMware vCenter 3 X (XSCVMM 72 &) &
HAE L. ACI ORI S 2L ENTZA V7T AT 7 F IR LET, APICIZ L > T, VMM
VAT AND ACI AR =2 FOEBENFEHATEDX 01220 7,

Z ZTlX. VMware vCenter 35 N vShield 32 VMM & OB Z R~ LET, A= ACI &
VMM #EDEp 2 — RICBET 53O\ TiX.  TACI Virtualization Guidel #ZR 1L TL 72
S,

VM T Rr—2 ¥ [ZD0\T
Y

GE) vCenter & DFEE DT DIZHE T/ APIC DEEICET AIEREZ IS T LET, VMware 2 o 38—
X FOBREFMNEIZOWTIEL, VMware D~==a 7 LV E2SHL T Z &0,

wit, VM <=3 — 2 ¥ OHGEOZFEMITER TT,

*VM =2 ke —F%, VMware vCenter X° VMware vShield 72 & D, AR~ BT
TA4T4TT, APICIE, 2> hr—J L@EEFEL, AV —se—RZ@Efashsry hT—
7 R —%NBALET, VM a2 he—J7OFHEIL, APIC EHEIC VM 2 ha—F

Cisco APIC Getting Started Guide. ') ') —2 1.2(x) 5 KUY 1) —X 1.3(x)
I -“



yhaRGUI DEA |
B sz 7« o774 0IZD0T

DFFEZ VT ooy vERELES, RCZA TOEHOa he—FRNFEL7 LT vy
NEMHATE £,

74 [/T//’\’/]/ﬁi VM oy ba— 7kﬁ{mj—5f;&b®wuuﬁ& ]/T//’\?/I/;Ei‘%bij— %E
Boarte—IRRL7 LTy LEFATEET,

R~ DEE YT 4 FAA LY (vCenter DEE YT 4 FAA L) 1%, FEORY FU—
XU R —BEEEEOVMay ha—5 DS N—FTT, ZONEI T FIL, VLAN
TN EDTZHDRY — =Ry NTU—27 MTURY >— 23— /%x v b
I—27 7 I7EALACPHRY v—L bl EOVM a2y be—F %R LET, =K
KA N TNA—T 0 vCenter KA A NZBEFITFOND E, Xy T —2 RV 2 —728 vCenter

RAALLVHADTRTOVM a2 be—J 7 vy =2 8hET,

T —IE, N T T4 v I DOHTENMEID OFiHAEFR L £ T (72 & 21E. VLANID, VNID,
VNVTFXRY AR T RLARE)  T—UTIFY V—ZA T, VMM 2 EDOEED KA AL 5
TS YA~ 1L AT TOY—EATHETEET, V—7 AA vFiL, EHE L7 VLAN
T—NEYFR—FLTWERA, BDEME LT VLAN 7 —/L% VMM R A A > L BT
HZ LT TEEEA, VLAN R— 2D KR — ML, RO2FEENH Y 77,

CHAFT Iy T=)b D APICIZ K> THIIINICE B S, = RS > b 77—
(EPG) @ VLAN Z#|0 5 TEJ, vCenter A A NIXAF I v 7 T =L DHIZBE
FIszencEET,

CAAT 4w T =)V i EPGITIE RAAL L EDBENRH Y, RAL NZFT =L E DR
%ﬁ%@i¢07~wmm\éiﬁi&ﬁfﬁwméntvumk;UVMAN@
IFNET, AET 4 v 7 EPGEAREOES. 2—HViIA v F—T A AT B
fbzERLET, 78I, EPG AR fTT%%ﬂW\éb%4ﬁ/ ZREAHT LTz
TNV OFPFANTHHLENH Y £,

* i A4 5 VMware vCenter Clf. VLAN £— KE 72 VXLAN £E— R CEET A LENDH D
F9, VMM R XA > (% VLAN 7" —/UIZES#EAf T, vShield I3 vCenter (ZBSE#EAT 1T B MR H
Dij‘o

EHSRREI VT4 T4 A7 74I)LIZDUNT

BHREIVT4T4 77740

ACI 777V v 27izX, VU—7 KR — h%i@ U Tbaremetal —/3, NA = N_A ¥ L AF22R
A vF (& zi, CiscoUCS 777 Vw7 f X —axy k) | LA¥3L—% (=& 213,
Cisco Nexus 7000 ' U — X A A v F) REDOSEIERNBI VT 4 T 4 ([T D EE O L
KAV RSN ET, ZHOOERRA L M. V—7 2L v F LOWER—F, R—F
Ty x, FHMEER—F Frxn (WPC) IZTHZEMTEET,

BRAIRET VT4 T4 TAT74)L (AEP) 1F, REDA > 7T AT 7 F v R > —Ef 2y
MR T AT A DIN—T 2R LET, AT TARNTIF v RN o—i%, WA 2 —
Tz A AR T—THR I, 72 & 21X Cisco Discovery Protocol (CDP) . Link Layer Discovery
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VMM Ex (> F7ao7 A LeRT soommest I}

Protocol (LLDP) . #fx KAm&HNZ (MTU) . Link Aggregation Control Protocol (LACP) 72 &%
D \i‘a—c

VM ¥ %= % (VMM) RAA 3, AEP IZBEMT OGn/cf v F =T = AR v — Zb—
TN, v F—T oA AR —F BERICEE L E T,

*AEP TH—N—=F A4 R RV —% VMM KA AL HOBIOWE LS o H—T =2 AR r—
EYEETHEOIHEHTEET, ZORY —id, ~"ARR—="AFRPFL A2 ) —F%E
NMLTY =T AL v FICER SN, BRLIEF) =N —7 2 v FBIONA /=31
P OYER— F CTERSNDGEICELLET, EzxE, V=T A, vF L AV2/—
FRITLACP Z%ETE 4, FIFIC, AEP A——F 4 RRIJ T —TLACP 25 1 &—
TMCTDHZET, "ANRN—NRA P LA T 2AL v TFMOLACP 27 4 E—T7IZTEE

—g’_‘O

ABP L, V—7 AA v F TVLAN V" — L Z BT LHDIHNETT, AR5V —7 24 v F/HT
et — v (7z& ZIX VLAN) ZHAATHZ N TEET, ABP L, (KA A ICEE
fHF 5077) VLAN F— )L O#FH AW A > 7 T A NTF 7 F v [THFEREICIRHE L £,

A

GE) *AEP %, V—7 FETVLAN 7—/L (BXUE VLAN) #7 ot ya=r 27 LET,
VLAN [T — N TIZEBICA 2 — T N> TOWER A, EPG BAR— MIEBE I TW
RWRY . NI T 4w 7N ER A,

*AFP #{fHH LT VLAN 7— V&2 B L2V E, EPGA 7R EY a =27 31 TH VLAN
TV —7 R— b TA RX—T NI FH A,

o —7 R— N TEINCANA T 4 7 LTV EPG A Xy MTESWT, £720%
VMware vCenter 72 EDANE 2 b a—F 50D VM A X MIESWT, FFED
VLANRY —7 R— KM L TR bV a = T ENLINA R—T I ) £4,

°EPG T VMM I 7ML EBHINCRET DHEE1E. AXT 47 T—IVEMERAT S

VENH D F9, FROEID YT LENEID Y TCEMRAEDEDIEAIE. ¥4y
7 F—IVEER L, RET 4 v 7 B—RTEOTS—LHNIITay 7 ZBMLET,

cJ—7 XA wFiF, EELE VLAN 77— a2 FR— KL TWERA, BAR5EEL-
VLAN 7'—/L% KA A &4 L CEEMNT SN 5 [E—0 AEP [ZEEEAIT A Z LixT& F
A,

LLDP 3 X ONCDP DR TEDFEMICOWTIL, AL ROT L — RS — "L DEEICET I EELS
LT &0,

VMM FA A Y TR 7ML EERT -0 DRTHREH
VMM R2AA 2 7077 A )VERET HITIE, ROFHEEEZH T HENH Y 97,
CTRTOT77F 7Y 7 J— PR EN, FEIN TS,
A 2N K (inb) F21ET U AT N K (00b) FELA APIC ECHREIN TN,

Cisco APIC Getting Started Guide. ') ') —2 1.2(x) 5 KUY 1) —X 1.3(x)
I -“
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[ | /N VMware vCenter (#ER EHDH X4 L 21— FTHU U+

* Virtual Machine Manager (VMM) 7234 > A h—/)L X731, RE ST, inbloob EHL R v kT —
7 (T2 & 21X, vCenter) I CTEEFRETH D,

*VMM DEHFE L L— D7 LT v N5 (vCenter 72 L)

A

GE) vCenter D'EHEZE LN —F DI LT Vv VEMEH L2 WEAIEL, MEAR iR/
T I RAFAERFONAL L 2= Tho v NaERCT& 4, Lk —
PHERD Y 2 MZHOWTIE, fix/)s VMware vCenter FERR 2 D A & L —
TAT FESZRLTIESV,

*IP7 FLATIILHRA M TVMM 22T 5 FEND H5E1X. APIC D DNS R Y —
HERETAHMENRDH Y F9,

* VMware vShield ® R A A > a7 7 A VEER L TWDEEIL, DHCP #— & U L— K
Vo —%RETDHHEND D £,

/N VMware vCenter #Ef[R ZEFDH AR A L A—HF 7hHH U k

Cisco APIC 7> 5 vCenter & X E T H121%. vCenter CIR D/ MERYE v " NFFREND 7 LT iy
WNTHDHUENHD £,

*T T — L

* DAL v T

* dvPort 7' L —7

* T A NH

*RA R
° FEMER E
o 1 —J )VERME AR AR~ v v
° X v NU—IRE

*Xv hU—7

5
AR > MR T N ARRTEDERE
o AR~ v KRR E

ZHIT X D APIC % vCenter |Z VMware APl =~ > F& {2 LT, DVS/AVS OfERL. VMK A >

2 —T7 A% (AVS) DIERR. B"—F FA—TORITBIOMERTXTOTFT— DY L—%
175 2 ENTEET,
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vwim k4 (> 774 Lofs ]

VMM KA A > A7 74 ILDOER

ZOETIE, VMM KA A »Df)iX, vCenter K A A > F 721d vCenter 35 & X vShield K A A > T
j‘o

Yi5E GUI Z{ER L= vCenter KA A > O 74 JLDYERK
vCenter N A A > OAERKRFIZAT D) EEOME TR O L BV TT GEMIITORAT v 7T L %
)
*C AA v F TuT 7 A IVOVERIER
A UH =T AR T T 7 A ILVOMERER
A B =T 2 A AR — T—T DIER/EIR
* VLAN 7" — /L OAERR/GEIR
*vCenter R A A > OERL

*vCenter 7 L7 v > ¥ )L ODVERK
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B 5 cUI EER LT vCenter KA 4> TO77 A LOER

FIE

ATvTF1  A=z2— =T, [FABRIC]> [Access Policies] #7 V) v 7 L£7,
AT w72 [Navigation] ~A > C. [Switch Policies] 7 V v 27 L %7,
AT w73 [Switch Policies] #4577 U > 7 L. [Configured Interfaces, PC,and VPC] %7 V v 7 L £,

ATy T4  [Work] ~A > ® [Configured Switch Interfaces] 715 T [Switch Profile] Z BRI L. OH{EE FAT L
£7

3 : [Configure Interface, PC,and VPC] 54 7 AT Ry H ROHBMER Y1) —2 3y b

Configure Interface, PC, And VPC i/
CONFIGURED SWITCH INTERFACES Select Switches To Configure Interfaces: (@) Quick (©) Advanced
e .
SWITCH PROFILE _ INTERFACES __IFTYPE ENCAP Switch Profile Name: | Switch101_Profile
Interface Type: @ Indwidual () PC @ vec
terfaces: | ) ] P
Select interfaces by typing, e.q. 1/17-18
Interfoce Selector Name: | g 3 | mterface Policy Group: @) Create One (2 Choose One
Link Level Policy: v CoP Policy: v
MCP Policy: ~ LLDP Policy: v
STP Interface Policy: v Monitoring Folicy: v
Storm Control Policy: ~ | L2 Tnterface Policy: ~
Attached Device Type: |ESX Hosts 5
Domain Hame: (1} VLAN Range: \0
Please u: mma 1t perate VLAN:
wCenter Login Name: Security Domains: =
Passuord: Canfirm Password:
T
S Hame 3 Type Stats Colection
+
VPCDOMAINID - SWITCH1 SWITCH 2
-
¥Switch Policy: [7] MAC Pinning [F] cop [] uop g
o
- <
o - B

a) [Select Switches to Configure Interfaces] 7 4 —/L K C, [Quick] 47> 2 > R¥ BN HBIIZA
TR ET,

b) [Switches] 7 4 —/V KD K v 7 H o JRA Rpb, @R —7 1D 28K L £,

©) [Switch Profile Name] 7 4 —/L NI, AA v F 7 a 7 7 A VAN HBIC AT SN ET,

d) A v F A E—T oA AEBFRETHEOIC[H TAarz27) v 7 LET,

e) [Interface Type] 7 4 —/V RC, WUl A 7 ary RE VB4 LET,

D) [Interfaces] 7 4 —/L FiZ, BRIDOA X —7 = A AFPHEZ AT L £7,

g) [Interface Selector Name] 7 4 —/L KiZ, ESX R— &k 2 L7 ¥ 42 AL ET,

h) [Link Level Policy] K v 7% o UX it HOY 7 LoV R Y —58IRL £ 7,

i) [CDPPolicy] Ky 7 X vy VA Rhb, HEOCDP AR Y o — 28R L,
GH) FERIC, FIRATREZR AR Y o — 7 4 — LV KDL BOA v X —T = AR v — & ik

RLET,
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ATy TH

ATvT6

ATy 717

4235 GUI % (&M L 7= vCenter 5 & Ul vshield K2 1> Fo77 4 Lots I}

J) [Attached Device Type] 7 4 —/L K C. [ESX Hosts] Z 3R L £,
k) [Domain Name] 7 4 —/V RIZ, RAA > ZEATTLET,
) [VLAN Range] 7 4 —/V RiZ, %E|Z)H T VLAN oA A LET,
GE) D7p < L H 200 D VLAN B O#PHEZHER L ET, A7 T2 T2 F¥ R b
U —7 AIC RISz VLAN ZPNEME A B#Y D728, 2@ VLAN ID % & e filH
EEFRLRNTEE N,
m) [vCenter Login Name] 7 4 —/V RiZ, v /A 4% AL ET,
n)  ({£&) [Security Domains] K2 v 7 &7 U R M, @l X=2 U7 0 RAA VAR
LET,
0) [Password] 7 4 —/L NIZ, "AU—K&EZ AN LET,
p) [Confirm Password] 7 « —/L RIZ/RAU— R&EFH AN LET,
Q) [vCenter/vShield] Z JEBA L £,

[Create vCenter/vShield Controller] % A 7 1 778 v 7 A2, w872 EHRAE NI L., [Save] &7 U v 7
L/i‘é—o

[Configure Interface, PC, And VPC] % A 7 12 7' 7R »» 77 A ® [vSwitch Policy] 7 « —/L K¢, HIYD
Fxw IRy s AkA A LT, CDPE/-IZLLDP #4790z LET, [Save]Z 27 U v 7 L. [Submit]
7V w7 LET,

WOFNEZHES>T, FILWRAS T v T 7 A VAR LET,

a) A =a— /X—T, [VM Networking] > [Inventory] %% L F 7,

b) [Navigation] ~XA > C, [VMware] > [Domain_name] > [vCenter name] DJIEIZ A L £,

[Work] ~=A > @ [Properties] IZ VMM RAA A EZFKRL T, a2 a—INF T4 ThHDHZ
L BB L E 9, [Work] ~31 12, vCenter D7 /3T ¢ RNEWEAT —H AL L HICEREINF
T, BRINDAHFHRIZL > T, APIC =t b —F 235 vCenter Server ~DEEGEDHEST. S, A v
RUNIPMEHTELZ AR LET,

Yok GUI Z{E A L f= vCenter B X U vShield FA A > A7/ LDk

54

vCenter 35 X TV vShield K A A > DAERRFFICAT SMEE O EIZR DO LB TF GEFHIZTORT >
ITMBHLET) .

* AL v F a7y A NOIEREIR

A UH =T oA AT T 7 A ILOVERARR

A UH =T oA AR V— T )—T DIERAER
* VLAN 7 — /L DRI

* vCenter 5 £ U vShield K 2 A > DIERL

* vCenter 33 & O vShield 7 L7 > ¥ ¥ L DVERK
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B 535 GUI £ L 7= vCenter 35 & U vShield K4 > T 077 A LD

FIE

ATvTF1  A=z2— =T, [FABRIC]> [Access Policies] #7 V) v 7 L£7,
AT w72 [Navigation] ~A > C. [Switch Policies] 7 V v 27 L %7,
AT w73 [Switch Policies] #4577 U > 7 L. [Configured Interfaces, PC,and VPC] %7 V v 7 L £,

ATy T4  [Work] ~A > ® [Configured Switch Interfaces] 715 T [Switch Profile] Z BRI L. OH{EE FAT L
£7

4 : [Configure Interface, PC, and VPC] 5 4 7 O Ry ) ROBMEMGER Y1) —2 3w k

Configure Interface, PC, And VPC i/
CONFIGURED SWITCH INTERFACES Select Switches To Configure Interfaces: (@) Quick (©) Advanced
e .
SWITCH PROFILE _ INTERFACES __IFTYPE ENCAP Switch Profile Name: | Switch101_Profile
Interface Type: @ Indwidual () PC @ vec
terfaces: | ) ] P
Select interfaces by typing, e.q. 1/17-18
Interfoce Selector Name: | g 3 | mterface Policy Group: @) Create One (2 Choose One
Link Level Policy: v CoP Policy: v
MCP Policy: ~ LLDP Policy: v
STP Interface Policy: v Monitoring Folicy: v
Storm Control Policy: ~ | L2 Tnterface Policy: ~
Attached Device Type: |ESX Hosts 5
Domain Hame: (1} VLAN Range: \0
Please u: mma 1t perate VLAN:
wCenter Login Name: Security Domains: =
Passuord: Canfirm Password:
T
S Hame 3 Type Stats Colection
+
VPCDOMAINID - SWITCH1 SWITCH 2
-
¥Switch Policy: [7] MAC Pinning [F] cop [] uop g
o
- <
o - B

a) [Select Switches to Configure Interfaces] 7 4 —/L K C, [Quick] 47> 2 > R¥ BN HBIIZA
TR ET,

b) [Switches] 7 4 —/V KD K v 7 H o JRA Rpb, @R —7 1D 28K L £,

©) [Switch Profile Name] 7 4 —/L NI, AA v F 7 a 7 7 A VAN HBIC AT SN ET,

d) A v F A E—T oA AEBFRETHEOIC[H TAarz27) v 7 LET,

e) [Interface Type] 7 4 —/V RC, WUl A 7 ary RE VB4 LET,

D) [Interfaces] 7 4 —/L FiZ, BRIDOA X —7 = A AFPHEZ AT L £7,

g) [Interface Selector Name] 7 4 —/L KiZ, ESX R— &k 2 L7 ¥ 42 AL ET,

h) [Link Level Policy] K v 7% o UX it HOY 7 LoV R Y —58IRL £ 7,

i) [CDPPolicy] Ky 7 X vy VA Rhb, HEOCDP AR Y o — 28R L,
GH) FERIC, FIRATREZR AR Y o — 7 4 — LV KDL BOA v X —T = AR v — & ik

RLET,
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ATy TH
ATvT6

ATy 71

ATvT8

FFU b, WRF 8&070vY raqsvoks I}

J) [Attached Device Type] K12 v 7 7 U A KD, @7 A A XA THRIRLET,

k) [Domain Name] 7 4 —/V RIZ, RAA > ZEATTLET,

) [VLAN Range] 7 4 —/V RiZ, %E|Z)H T VLAN oA A LET,

GE) D7p < L H 200 D VLAN B O#PHEZHER L ET, A7 T2 T2 F¥ R b

U —7 AIC RISz VLAN ZPNEME A B#Y D728, 2@ VLAN ID % & e filH
EEZRLRNTLIZEN,

m) [vCenter Login Name] 7 4 —/V RiZ, v /A 4% AL ET,

n) [Password] 7 4 —/L NIZ, "AU—K&EZANLET,

0) [Confirm Password] 7 4 —/b RKIZ/XA U — REF A L ET,

p) [vCenter/vShield] % B L £,

[Create vCenter/vShield Controller] # 4 7 & 77K v 7 A2, @Y EHREATILET,

[vSwitch Policy] 7 « —/b R T, BHID vSwitch RV > —DF = v 7 Ry 7 RAEF I LET,

[Save] #7 U > 7 LET,

[Configure Interface, PC,and vPC] % A 7 & 7 7K »» 7 A D [vSwitch Policy] 7 4 —/V R C, BHHIOF = v

IRy 7 A%A AT LT, CDP £721X LLDP Z A% LEJ, [Save] #7 U v 7 L. [Submit] %

7Yy LET,

WKOFNEE>T, BHLWRAAS & Tm 7 7 AV EHRRBLET,

a) A=z— /X—"T, [VM Networking] > [Inventory] % Z&4R L 7,

b) [Navigation] ~2A > C. [VMware] > [Domain_name] > [vCenter name] DJEIZE L, 7V v 7 L
£

[Work] ~=A > @ [Properties] IZ VMM RAA A EZKRL T, 2 a—IRWF T4 ThHbH T

LEBERLET, [Work] XA 12, vCenter D7 1/NT 4 BEWER T —H R L L HICRRENE

T, FREINDBERIZE > T, APIC = b r—F 235 vCenter Server ~DEEGENHENL. S, A~

NP PMERTELZ L 2R LET,

TF2R.VRF, BEUVTY v AL DER
F+ FOBE

*TFF U ML, ARENTFZ—HFDORAL L R—ZADT VBRI ha—LiE A RX—T T
TEHR)—NEENFET, ARINT-2—FF, 750 MEHESR Y U —F 0 7EH
EOMERIZT 7 BATE £,

*a—HE, FAASCHORY —IZ7 7 8A LTV RY —2RET DT AT /EZ A
FHERVBLIETT, T b 2—=FE 1 DL ED FAL NREDHREZFFSOZ ENTE
£75
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ymEGU oA |
B 7 tro#m

CwNTTFURNRETIE, VY —ARENENDEEIND LI, TF ML I —T
2—HFOT I AMERPEESNET (R FRA U M TN —TRxy NU—F TR ED
7290) , TNHOMHERTIE, BAba—VREARET7 0 M2EHITLH L TEET,

> FDERK

Ty M, BINST T FEER LT RICERTCE 7 4 v 2 B, 7V oY RAA
BLOT U r—ary udrANREDTSAv VBEENSENET,

VRFEELUV Ty KASLY
TF D VRFEBIONT U v FAAL CEERBLIORRETE LT, ERINLTY v FA
AVEZOY TRy ME, ¥ TH5LA Y3 arTHFAMNESRLET,

IPv6 A N—EEBEOHIMEOFEMIZOWTIX, B KB 529, [KB: Creating a Tenant, VRF, and
Bridge Domain with IPv6 Neighbor Discovery] %ML T2 &0,

VR GUI ZERAL=TF > b VRF, 5LV T Yy D AL DDERK

CZOXARIHIOCT A EREET HIZiE, Videos Webpage 5 R L T 72Xy,

AN —TFT v RERETDHELEZIWIRT N v I TRy "RBIZHEARIE. 7V oY KAAL Y
NEERE & BEA T A ERH Y F T,

FIE

AT F1  A==— R—T, [TENANT]>[Add Tenant] DJEIZZ U v 27 LE7,
ATw T2 [Create Tenant] XA 7 0 7Ry 7 AT, IRDZ AV ZFEITLET,
a) [Name] 7 4 —/V RiZ, Z&riz A LET,
b) [Security Domains +] 7 A =2 % 27 U v 7 L C [Create Security Domain] % A 7 1 77K v 7 A %[

%i‘g‘o
¢) [Name] 7 4 —/L RiZ, EXx =2V T 4 RAAL L OL4RIEATILET, [Submit] Z#7 U » 7 LE
—a—o

d) [Create Tenant] ¥ A4 70 7Ry 7 AT, fERLIZEX2VT 4 RASL L DF=v IRy 7 A%
AL, [Submit] #7 UV v 7 LET,

AT w73  [Navigation] ~ > C. [Tenant-name] > [Networking] DJEIZJEEI L. [Work] XA > T, [VRF] 7 A
A FF Y NRIIRT v 7 LT [Create VRF]| XA 70 7Ry 7 Z%E, IRDX AT & FATL
ij‘o
a) [Name] 7 4 —/V RiZ, 4BiZz A LET,

- Cisco APIC Getting Started Guide, ') 'J—X 12(x) 5 XUV 1) —ZX 1.3(x)
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ATvT4

ATy TH

d—nEztgr—ex Ky o—niE I

b) [Submit] #27 V >~ LT VRF DR EZ5E T LE T,

[Networking] XA > C, [BD] 7 A 2> % [VRF] 7 A NIRRT RN EX v U NRIZ KT v 7 L

F 9, [Create Bridge Domain] A 7 0 77K v 7 ANREFRENTZEH, WOX A7 #FITLET,

a) [Name] 7 4 —/V RiZ, 4RiE# A LET,

b) [L3 Configurations] ¥ 7% 27 U v 7 L7,

) [Subnets] % JiBH L T [Create Subnet] ¥ A 7 1 /7R v 7 A% B &, [Gateway IP] 7 4 —/L R{ZH
T3y h~wA7&EANL, [OK]Z2Z Uy 7 LET,

d) [Submit] 227 U v 27 LTT U v RASL VOREETET LET,

[Networks] <A > T, [L3] 7 A 2> % [VRF] 7 A 2 NZORT RN LXF ¥ U NRIZRT v 7 LE

9", [Create Routed Outside] ¥ A 7 R VAR v 7 ANMFREINTH, ROX AT ZFETLET,

a) [Name] 7 4 —/V RiZ, 4RiE# A LET,

b) [Nodes And Interfaces Protocol Profiles] % fZBf L <C [Create Node Profile] # A 7 12 77K v 7 A %
TET

¢) [Name] 7 4 —/V RiZ, £RiEZ AT LET,

d) [Nodes] % B L C [Select Node] # A 7 7Ry 7 A&& £,

¢) [NodeID] 7 4 —/L R T, Favy 77Xy JUA ML/ —RERIRLET,

f) [Router ID] 7 4 —/L RiZ, L—Z ID #ASILET,

g) [Static Routes] % BH L C [Create Static Route] ¥ 7 2 /R 7 A& & £,

h) [Prefix] 7 4 —/L FiZ, IPv4 7 RL A E£721ZIPv6 7 RL A Z AH LET,

1) [Next Hop Addresses] % BH L. [NextHopIP] 7 4 —/L KiZIPv4 7 KL A £ 721X IPv6 7 K L A
EANNLET,

J) [Preference] 7 4 —/L NIZ¥fiiz AJ1 L. [UPDATE] %7 U v 7 LThH[0K] %227 Y v/ L¥E
7

k) [Select Node] # A 72 7Ry 7 AT, [OK] &2V v 7 LET,

1) [Create Node Profile] ¥4 70 /R 7 AT, [OK] %27 Vw7 LET,

m) YIS U TF = v 2 R v 27 A [BGP]. [OSPF]. %7-1%[EIGRP] %412 L. [NEXT] %72 U v
JLEF, [OK] %27V v 7 LCLA Y3 ORESLZET LET,

L3 B E 2 W7 5 12i%, [Navigation] ~21f > T, [Networking] > [VRFs] DJEIZEEI L £,

H—NFEFYP—EX KR O—DEFE

DHCP ') L —

[0 ~ - |—I—|
7|_\ U V—G)nﬁﬁ
DHCP YV L— AR U ¥ —if, DHCP 7 A4 7 v b &V —"NEL 5V T 2y b EIZHDHEEITHH

T&ET, 7747 FBEINZ vShield KAA L 777 AL & 12 ESX /v(/\~/\4’
Y EICHD5AIE, DHCP Y L— R > —REEZHHT2 2 L BNMETT,
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ymEGU oA |
DHCP ) L— R S—DHTE

vShield = > k @ — 7 73 Virtual Extensible Local Area Network (VXLAN) % RERH9 B &, /NA/X—
INAPRA NI —F%L (vmkN, EE Fo L= RARA >~ (VIEP) ) A v ¥ —T A A%
ERLET, 2hbD A ¥ —7 A AL, DHCP 24254 7T AT I F ¥ TF 2 T
IP7 KL AZMBEE LET, LA -> T, APIC 28 DHCP — "t LCEIELZNLDIP T R L
ZHEPRMETE S L 912, DHCP U L— R U —2RETILERH Y 3,

ACI fabric/Z, DHCP V L —& L CEMET % & %(Z, DHCP 47> = - 82 (DHCP Relay Agent
Information Option) %, 27 7 A 7 > hOfb W IZHfET 5 DHCP ZRICIHFEA L £, % (DHCP
G757 —) BAT a3l 827 LTDHCP Y — "R SNHE, ZOREX7 77V v 7
XoTH AL M Rey7anEd, Lizdi-> 7T, ACIfabric’AADHCP U L—& L CEIfET 5 &
XX, ACI fabriclZ#fc S / — REFHET 72012 IP 7 R LA &2t LT\ 5 DHCP #—
A7 v ar 22V R—FTHXERHY 7,

IEEGUI ZERL-APICA > 7SR S Fv®DHCP H—/\ KR O—DEEFE
CZDOXATHIDOET A EMBES D121, Videos Webpage L TL 72 &0,

T r—a VEPGTHHEINDEI R — FBLO 7w kiZ, M EZIZIVM~ R —
(VMM) RAAL B LTWDRENHY 7, RAAL L EDOZO X D 7B T 23 S
SNTWARWE, APIC X EPG OEMEZHAITLE TN, =7 —%AERLET,

* Cisco APIC |Z. IPv4 & IPv6 D ST DOTF > k%7 %y FTDHCP V L—% ¥R — L%

9, DHCP ¥—/ 3 7 R L AZI1% IPv4 £721% IPv6 2 T& £4, DHCPv6 U L—I%, 77
TV A B =T A ZATIPV6 AT/ ->TEY, 1 2L, LD DHCPv6 U L — H—3
DREINTWDEARICOH, BEELET,

[T L& BHIIC
LAV 2FRII LA VP 3IEHERNPRESINTWAZ LR LET,

FIE

ATYF1 A==z— "—T, [TENANTS] > [infra] %% L £, [Navigation] ~3A > [Tenant infra] F T,
[Networking] > [Protocol Policies] > [DHCP] > [Relay Policies] % &R L £,
ATw T2 [Relay Policies] %47 U »» 7 L. [Create DHCP Relay Policy] #7 V v 7 L7,
ATw7F3  [Create DHCP Relay Policy] # 4 7 1 77K v 7 AT, IROBIEEZEITLET,
a) [Name] 7 4 —/L FiZ, DHCP Y L' — 711 7 7 A L4 (DhcpRelayP) # AL £,
b) [Providers] Z B L £9°, [Create DHCP Provider] %A 7 1 778 v 7 A® [EPG Type] 7 4 —/V K
T, DHCP Y — "N EZTEHR SN TV DINI K- Tl AT a v REvas U vy LE
D
©) [Application EPG] fEI& D [Tenant] 7 4 —/L K C, Rr v 7 X o UZ RN, TF 2 &R
LE9, (infra)
d) [Application Profile] 7 4 —/L RC, Kry 7 Xy VR INL, 77U r—a s E@RLE
9, (access)
e) [EPG] 74—/ RT, Ruy ¥ UXnb, EPGEERLET, (F7+4 1)
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ATy T4

ATy TH
ATv 76

ATy 17

ons v—eEx KU v—oBE W

f) [DHCP Server Address] 7 4 —/L FIZ, A > 7 DHCP +— "D IP 7 RL 2% AL ET,
[Updatel] 27 U v 7 LET,
GE) A7 ZDHCPIPT RV AL, £ 7F1IP7 KL AAPIC1 C9, vShield = b 17—

TREDT-OIZREET2HAE. T 74V DI 7 FL 210001 2 A4 508
N0 £9,

g) [Submit] 7 V v 7 LE7,

DHCP U L— R U U —MER SN E T,

[Navigation] ~X-1 > C, [Networking] > [Bridge Domains] > [default] > [DHCP Relay Labels] % F&Bf L

£7

[DHCP Relay Labels] #427 U »» 2 L. [Create DHCP Relay Label] 7 U v 7 LE£7,

[Create DHCP Relay Label] 44 7 1 7R v 7 AT, IROBEEZFEITLET,

a) [Scope] 7 4 —/V RT, T b4 Tvar Ry %27 v s LET,
ZOT 7 va kb, [Name] 7 4 —/V RO Ka v 7 Z o2 U2 NI, LAENICHER L 72 DHCP
VL—RY —NERRINET,

b) [Name] 7 4 —/V RC, Fuv 7 ¥ v URA MM, {ERR L7 DHCP RV v — D4R % 3R L
%7 (DhcpRelayP) ,

¢) [Submit] %7 U v 7 LET,

DHCP % — 17V v ¥ AL AZBEEA T HivET,

[Navigation] ~X-f > C. [Networking]> [Bridge Domains] > [default] > [DHCP Relay Labels] % &R L .

YERL S 4172 DHCP — "% F£R LET,

DNS H—EX 7RI O—DEKTE

DNS ARV r—i%, A M THE Y —3 (AAA. RADIUS, vCenter, V—E X7 Y) T8 5
72O METT, DNSYH—ERRY o—3HEEGERY O—ThHA72D, 2OV —ER&EHIT AT
RTCDOTF U FEVREEZHEEDDNS 70 7 7 A )V TV TRETDHDLENHY £, ACI 7 7
TV DODNS KU v—%RETDHIZNE, WOXAT EBZETTHLENHD £7°,
P EPG A DNS RY U —HICRESNTWAH Z L 2R L TLEE N, REESN TV AW
B, ZORY —ITAAL v T THDIR Y A,
*DNS 72/ XA Z—L DNS RAA NZETDHERNEENDDNS 7 7 7 AV (T 7 41
N Z=ERLET,

*DNS 7u 77 A4/ (F74/L E-1TBDO DNS a7 7 A )V) OL4FIELERT T T
DNS Z ~JUIZBH AT £ 77,

TFhZE VRFZEDDNS 707 7 A VEHEEKET HZ ENTEET, Y7 DNS 7
NVEEH LT, BMODNS a7 7 A VEER LT, FFEDT T FORED VRF IZiH# T
F9, 2E 2, ARidacme DDNS 7' 1 7 7 A VEAVERT DG, 72 MEE Tacme D DNS
Z L % 1Y) 75 [Networking] > [VRF] N U & —%EIEMTE 97,
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A4 2NV RFDNS H—E X R O—IZ &k B4 ER5E K DERTE
kDX HIZ, —E Rk L CHNERsEEERE L E97,

YE3E GUI O fEF

J—R

AN RER

T AT FER

SMER—/\DIGAR

APIC

IP7 RLREIT5EL
Effi KA A 4
(FQDN)

IP7 FL AL
FQDN

Anywhere

V—7 XA vF

IP7 KL A

IP7 FLAEAI1X
FQDN

GE) DNS R Y

> —I%, DNS
P D
ATREME L6
270 NET
N NEB
EPG #f5ET
HREING D
£,

Anywhere

ANA v AA v F

IP7 RL XA

IP7 RLAFEHIZ
FQDN

GE) DNSARUY

> —%. DNS
H— DO E(EE
AREME LR
570 NET
Ry REH
EPG #fRET
DHYMENRHY
9,

V—7 A v F T HRBE
B s £

WKIRT O, MY — DY X T,

* Call Home SMTP #—/

* Syslog #—

*SNMP +F v 7 Ds5ikk
B ROT 7 AR — DB

* T AR— N OBRIE DS

* Techsupport D=7 A7RN— K DFEE
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i3k GUI DA

ons v—eEx KU v—oBE W

* a7 Y AR— FDFiY

ﬁ£§%z§;*bis;ﬁ/{ KZ 4 >/higkoo i STUY) 7?7%0
MR —NIE, V=T T 7R R MO D LERD Y £,

BN — FOBIMORMREZRET D722, V=7 AL v FIUIA o 0 PR L%
‘g—O

CANA Y AL yFIET U AT AN REEEG AR LET, AN A, v TF L) —
7 AL FRHNE—"DEI Ly MIBEETEDL LI, A AL v TFDIDT U
AT R R Ry NU—T A LN REBOFBNL—T 4 7B X Osk (VRF) HEHRED
HDHV—7 R—bD1DIHFELET,

Y — NIZIZIP T RLAZfERA L ET,

DNS 707 7 4 )L IPv4d E1=I& IPv6 DEFEIEBLLOKRY) 2 —

TaTIL AR

DNS 71 7 7 A JLi%, IPv4 & IPv6 D/R— g AMBEINEN.ORIREZ Y R—F LFET, =2—% 1
B —T oA AEFER LT, BEIBMEZAINCT A ENTXET, IPVART 74/ N TT,

KDHNL, Postman RESTAPL ZfH L7=AR U & —_—2DFEE R LET,

<?xml version="1.0" encoding="UTF-8"7?>

<!— api/node/mo/uni/fabric/dnsp-default.xml —>

<dnsProfile dn="uni/fabric/dnsp-default" IPVerPreference="IPv6" childAction="" descr="" >
</dnsProfile>

gai.conf DFXEIL, 58T RUVABREHE L ET, 77 A VI, T-~0v T—T 0, BIEIELL
T—T ), IPVAFIHT — 7 AR E EET, IPvAETIXIPVe A S 5 — L0 BT T AT
WX, BRIEN T —7 A0 M VIZEDDILENHY £, Linuxk VAT LA TEEDO 7 L—s3—|Z
SN TWDIERET 7 A VONERIZ TR LET, 774 /LD precedence 7 /LD —4TTT
TAN hikEE EEEXLET,

WOBNL, 1Pv4 % IPv6 LV HESE S 572D gai.conf T,

# Generated by APIC
label ::1/128

label ::/0

label 2002::/16
label ::/96

label ::ffff:0:0/96 4

w NP o

precedence ::1/128 50
precedence ::/0 40
precedence 2002::/16 30
precedence ::/96 20

# For APICs prefering IPv4 connections, change the value to 100.
precedence ::ffff:0:0/96 10

v 4 IPvd £ & U IPv6 DNS H—/°\

DNS #—ZjF., AL =a—F (IPv4) F7-I1ZAAAA L=2—F (IPv6) 754~V DNS L 22—
RRNHD £4, ABLIWAAAA L a2 — RiE, RAAL VU AZEHEDIPT KL A (IPv4 £ 721X 1Pv6)
L EEAT T E T,
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DNS 4—EX Rl o—DEE

ACIZ7 77V v 7%, IPVA TEITTAEETEE 37U v 7 DNSYV—A_Z2HHTELHICRET
XFET, INHOH—NFE, AL a—F (IPv4) F7/2iE AAAA L =— K (IPv6) THERLE L OUG
BETEET,

HEEZR IPV6 BREETlX, ¥ AT LE PR 13 IPv6 DNS Y — &l -4 5 45238 W £9, IPv6 DNS
H— 1%, Jete/resolv.conf IZIBINT B Z Ll ko TEM LI INE T,

KRR TCIE, 2T VAX v 7 IPvA BEXONIPV6DNS —Z2fH L E9, T=27 /b
AH 7 DA, IPv4 & IPv6 DT 523 Jetc/resolv.conf 12U A R ENFET, 7277 L. T 2T I)ILA
Xy 7 BB G, BT IPv6 DNS B — 3% U 2 NMZIBINT % & DNS ik K & 72 % 5] & i
TP AREMEA DY £4, ZHUE, T 74 R TIPV6 7 1 b I VMBS S D728, IPv4DNS H—
NIZEERE CTE 720 72D TT (fete/resolv.conf THRMIZ U A h SN TWADER) o I OfFERIET,
IPv4 DNS % — XOHIZ IPV6 DNS — "% U X h 352 LT, F72, IPv4 L IPv6 i HDNL >
7y TRy hEEHTE5 L9127 57-DIZ,  Toptions single-request-reopen| %z B0 L
3

IPv6 DNS — "BHEMHNZY A P SN TWDT 2T VA v 7 IPv4 1 LV IPv6 DNS ¥ —/30
resolv.conf D]z Wk LE T, [single-request-reopen| 473 a3 VIZHER L T ZEW,

options single-request-reopen
nameserver 2001:4860:4680::8888
nameserver 2001:4860:4680::8844
nameserver 8.8.8.8

nameserver 8.8.4.4

FTaTF7ILRE v IPvd B KU IPv6 IRIE

ACIL 7 77V v 7 DEH Ay T —27 N IPv4 & IPv6 D& VR — M3 584, Linux AT A
77V r— 3 (glibe) Tik. getaddrinfo() 73 IPV6 Z i IIZIKT 72, IPv6 F v hU—27 %5
AN NTHERALET,

72720, BEDRUETTIZIPVE T RLUANIPV6 T RL ALY bR sNnN5 Z & 23%V £9°, Linux
IPv6 A% » 7 121%, IPv6IZ~ v B 7 &i=1Pvd 7 R LA (=Affff/96) ZfEH L T, IPv6 7 KL
AL LTy BT ENIZIPVAT RUAZAINTT HENHV £3, T, IPvexficT 7'V
r—3a U IPv4 & IPV6 [l T T AN E TR BERT 2 72D v I Iy FORERATE
HE I LET, it fete/gai.conf D getaddrinfo() @ glibe IPv6 HERIE H 2 L - THIMEH &AL E 9,

Jetc/hosts % 9~ 2 35513 glibe MEE DT RUAZIRT L 51T 5H72DIT, Jete/hosts 7 7 A /WAZ
Imultion] ZBEMTDHMLENHY 9, BIMLRAVWE, HUIZ—HKLTZbORET2ETHEAND
nET,

TV =3 U IPv4 & IPV6 DRI T BFAET D200 E D M ERE L TV WGA, B s T R
VA 77 IVEEHTHI 74— ANy 7EITRETIN NI RV ET, ZOL50T7 7Y

F—va TR, TA— ANy I OFRENLERGENRHY T3,

Hi5R GUI ZfEFA L7=DNS JO/NA H— L 15T 2 1=ODDNS H—ERX KR o—D

ZDOFATHOCT A EWHIET 5121, Videos Webpage 22 L T 72 &1,
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ATv T
ATy T2

ATvT3

ATvT4

ATy TH

ATvT6
ATy T17
ATvT8

ons v—eEx KU v—oBE W

[T L& BHIIC
LAY2FRII LA VP 3EHEGIRESNTWDLZ MR LET,

FIE

A =2 — /35—, [FABRIC]>[Fabric Policies] Z1®&{R L ¥, [Navigation] ~-1 > T, [Global Policies]

> [DNS Profiles] ZJEBH L. 74/ D DNS Va7 7 A&7 U v 7 LET,

[Work] ~XA > ® [Management EPG] 7 4 —/L KT, Kuvy 7 X U A KNnD, @y E 8 EPG
(7 #/+ (Out-of-Band) ) ZEIRL E£7,

[DNS Providers] Z BB L. IROEANEEZFITLET,

a) [Address] 7 4 —/V I, 7a XA X —TFT RLAEZ AN LET,

b) [Preferred] 7 7 AC, BT 57"/ X —L L TCIOT RUARKLERGHIEX, Ty 7Ry
J A% F AT LET,
BT 527 M X — 31 >ETEETE £,

©) [Update] 7 YV v 7 LE7,

d) (EE) ®BHHVYDNS Fu oA X —%5BId 521, [DNS Providers] Z JEBH L. [Address]
74—V RT, 7uf =T RKLRAZANLET, [Updatel 27V v 7 LET,

[DNS Domains] % J&Bf L. IROEAELETLET,
a) [Name] 7 4 —/L KT, RKAA >4 (cisco.com) Z AL FET,
b) [Default] # T LT, Fx v VR 7 A F N LTIDRAL L ZTFT 75/ b RAAL IZLE

—gﬂo
TN RELTIHRETED RAL AF 1 DT TY,

¢) [Update] 7 Vv 27 LET,

d (&) E'H2HVUDNS KAA U HIBIT HIZI1X, [DNS Domains] % B L =3, [Address]
TA—IRIZ, B XY RAL A E AT LET, [Updatel 7 U > 7 LET,

[Submit] #7 U v 27 LET,

DNS $— "R E SN E T,

A= =2— /N—"T, [TENANTS]>[mgmt] 227 U v 7 L¥7,

[Navigation] -1 > C, [Networking] > [VRF] > [oob] DNEIZEBH L, [oob] 27 U v 7 LE T,

[Work] ~XA > ® [Properties] T, [DNS labels] 7 4 —/L FiZ, 3#8]72 DNS 7L (57 4 /L b)

EASILET, [Submit] 7 U v 7 LET,

DNS 7a 77 A/ Z~ULRTF 2 RBXOVRF TRESNE L1z,
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B onsvy—cxHys—omE

CLLZERLT. DNS TR 7AAARESN I 7Ty Y a2V =3 ALY F
[CERINTWANZEHERT S

FIE

ATFYF1 FIH/ILEFDODDNS 77 A IVOREELHERLET,

i -

admin@apicl:~> cd /aci/fabric/fabric-policies/global-policies/dns-profiles/default
admin@apicl:default> cat summary

# dns-profile

name : default

description : added via CLI by tdeleon@cisco.com

ownerkey

ownertag

dns-providers:

address preferred

10.44.124.122 no

10.70.168.183 no

10.37.87.157 no

10.102.6.247 yes

dns-domains:

name default description

cisco.com yes

management-epg : tenants/mgmt/node-management-epgs/default/out-of-band/default

AFv T2 DNSTVNVORELHRLET,

i

admin@apicl:default> cd
/aci/tenants/mgmt/networking/private-networks/oob/dns-profile-labels/default
admin@apicl:default> cat summary

# dns-1bl

name : default

description

ownerkey

ownertag

tag : yellow-green

ATvT3 WHINWEZREN 777 V7 2 ha—J TEEL TS Z L 2B LET,

i -

admin@apicl:~> cat /etc/resolv.conf

# Generated by IFC

search cisco.com

nameserver 10.102.6.247

nameserver 10.44.124.122

nameserver 10.37.87.157

nameserver 10.70.168.183

admin@apicl:~> ping www.cisco.com

PING origin-www.cisco.com (72.163.4.161) 56(84) bytes of data.

64 bytes from wwwl.cisco.com (72.163.4.161): icmp seg=1 ttl=238 time=35.4 ms
64 bytes from wwwl.cisco.com (72.163.4.161): icmp seg=2 ttl=238 time=29.0 ms
64 bytes from wwwl.cisco.com (72.163.4.161): icmp seqg=3 ttl=238 time=29.2 ms

ATv T4 BHEIENERENI—T7BLORARS V AL v FTEELTNDZ E 2R LET,

Cisco APIC Getting Started Guide, ') 'J—X 12(x) 5 XUV 1) —ZX 1.3(x)
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FroronsmeEsost I

il

leafl# cat /etc/resolv.conf

search cisco.com

nameserver 10.102.6.247

nameserver 10.70.168.183

nameserver 10.44.124.122

nameserver 10.37.87.157

leafl# cat /etc/dcos_resolv.conf

# DNS enabled

leafl# ping www.cisco.com

PING origin-www.cisco.com (72.163.4.161): 56 data bytes

64 bytes from 72.163.4.161: icmp seqg=0 ttl=238 time=29.255 ms
64 bytes from 72.163.4.161: icmp seg=1 ttl=238 time=29.212 ms
64 bytes from 72.163.4.161: icmp_seq=2 ttl=238 time=29.343 ms

TF 2 DS EREER D ERE

ART A I N— T TV r—vartvr b w7 A0 T7T7AT77F % (AC) 777U v
7 EOMD Y —7 A4 v FITEART DRI, v/ F 71 ka3 BGP (MP-BGP) 7 vt A3 A
WEMEL TWT, AL U AL v FNRBGPL—F V7 L7 X ELTRESNNTWDOILENRDHY
£7,

ACI 777V w7 &N —T v K 2y NT—=Z AT 5701, BET T OV A Y 38
#ilZxf L Open Shortest Path First (OSPF) %% ECT& 77,

ViaE GUI Z{EALE=MP-BGP JL— + U D LY 2 DHETE

A

GE)

ATvT1
ATy T2

ATvT3

ATvT4

ZOFATHFOET A EWIET S 121F, Videos Webpage ZZ M L T 7230,

FIE

A =z — /N—"C, [FABRIC] > [Fabric Policies] Z R L £,

[Navigation] - > C, [Pod Policies] > [Policies] > [BGP Route Reflector default] % B L. [BGP Route
Reflector default] 42 U v~ L. [Create Route Reflector Node Policy EP]1 %7 V v 7 L7,
[Create Route Reflector Node Policy EP] # A 7 2 77K » 7 A C, [Spine Node] kv v X7 I A K
MH, WU ANA L ) — REBRINLUET, [Submit] #27 U v 7 LET,

GE) VEITIE U TANAL ) — RE2BIT 5121, ERROFIEAHEY KL TS EE

VY,

ANRNAL 2 AA v FPN—F VT L7 8 J—FRELTvw—27 INET,
[BGP Route Reflector default] 7" =2 /X7 ¢ fEHIK T, [Autonomous System Number] 7 « —/L KT, i@t]
IR EBIRLET, [Submit] 27 U v 7 LET,
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B WPBGPL—F UTLYEBEDOER

ATy TH

ATvT6

ATy T17

ATvT8

G¥) BT AT 5% EIX. Border Gateway Protocol (BGP) 3/L—H IR E STV HEE

IE, V=08 S NN — 2R EC BT DM ERNH Y T, AF¥T 1 v 7 EiX
Open Shortest Path First (OSPF) A fliH L THE Iz — FE2EH L TV a5a1E. B
B AT LEFEFEEEEDORENREICTEET,

[Navigation] ~~- > C. [Policy Groups] Z B L T4~ Y » 7 L. [Create POD Policy Group] % 2/

Vw7 LET,

[Create POD Policy Group] % A 7 12 7' 7R > 7 AT, [Name] 7 4 —/L N2, Ry KKV — F—

TOA4EIE AT LET,

[BGP Route Reflector Policy] K2 v 7*# 7  U A KT, @Rl v— (F7440 1) Z@RLE

4, [Submit] 27 U v 7 LE7,

BGP/L— b U T L7 ZORY —iF, v—F VT VLI ZORy FRY — 70— ZFHEMN T

5, BGP 7B R LY —7 AL v FTA X—T M2 7,

[Navigation] ~X-f > C. [Pod Policies] > [Profiles] > [default] DIEIZEIR L F 9, [Work] ~A > T,

[Fabric Policy Group] K2 > X7 U X M)nb | AR S LIEAR v RARY —Z2 IR L 7,

[Submit] #7 U » 7 LET,

RNy RRV = TN—=TNB 777 Vv 7 K v— V=N SNE L,

MP-BGP JL— k Y DO LY ZEHTEDIER

ATy I

ATy T2

- Cisco APIC Getting Started Guide, ') 'J—X 12(x) 5 XUV 1) —ZX 1.3(x)

FIE

ROBIEZFITL T, RELMRBLET,

a) EX=7 vx/b (SSH) #HEHAL T, REIELTHI —7 A v F~OEHEL LS
A LET,

b) show processes | grepbgp =~ K& AJJ LT, RENS THHZ L 2R LET,
WHEZS NR (BEATL T2 THLHHEIT, REVPEFITbLEEATLL,

WOBMELZFEITLC, BEVATLABENANSNS, V AL v T TREINTWNDL I 2R LE
-éAO

a) SSHAHH LT, BEIJSUTEANRS v A, v F~DEFEHEL LTl 4 LET,

b) v v RUNBROa~y REFEITLET,

i -
cd /mit/sys/bgp/inst

151 -

grep asn summary
RELTZBEVATLABZBENRRINDILENHY £3, BEVATLAESOMHEN 0 LRI
DAL, RENEFIITONERATLE,



| #EcuoEs

Yh3E GUI 2R LSBT+ FOOSPFAEIL—T v K&y tT—2%248T2 I}

VEGUI Z A L-BETF > DO OSPFASIIL—T v K 2y KD —
D EERT B

A

N—HID LB A L E—T oA A TOT7AILDIPT RUANEL S THTEEL TV
WZ xR LET,

*WROFNEIL., BT F L FD OSPFAEL—T v K %y hU—27 BT H720D L DT
¥, T PDOSPFAEHN—T v K3y NU—7 ZERT DL, TF 2 FEBINL, 7
F 2 NHOD VRF Z1ERRKTHLERH Y £77,

CEEMCOWTIE, FT UV Y M A—T 4 U JIZBETHKBRELSHL TLIE &N,

G¥)

ATwT1
ATvT2
ATv73
ATv74

ATy TH

ZOFRATHOCT A EWIET 5121, Videos Webpage ZZH L T 7230,

FIE

A = =a— /N—"C, [TENANTS]> [mgmt] Z &R L 7,

[Navigation] ~*-1 > C, [Networking] > [External Routed Networks] % BB L £ 37,
[External Routed Networks] #4727 U v 7 L [Create Routed Outside] %7 U >~ 27 LE£7,
[Create Routed Outside] %1 7 2 77K v 7 AT, ROEEEZFEITLET,

a)
b)
c)
d)
e)
f)
g)

h)
i)

[Name] 7 4 —/b RIZ, 401 (RtdOut) & AJJLET,
[OSPF] F =y VR y 7 ZAeA 2 LET,
[OSPF AreaID] 7 4 —/LV FiZ, = U7 ID&ZAHLET,
[OSPF Area Control] 7 f —/L RC, W F =y 7Ry 7 A%F T LET,
[OSPF Area Type] 7 4 —/L RC, @2V 7 Z A 74 RINLET,
[OSPF Area Cost] 7  —/L R C, U7 EZ2 3R L ET,
[VRF] 7 4 —/V KO Ka vy 7 X7 JA RS, VRE (inb) Z3RLET,
GE) ZDAT v T, A—T v K Outside &1 > 73> K VRF (ZBSE# AT £
R
[External Routed Domain] K2 v 77 U X kb G#@l7e RAA 28R L £7,
[Nodes and Interfaces Protocol Profiles] fEI D [+] 7 A 2> %27 U v 7 LET,

[Create Node Profile] %4 4 7 2 77K v 7 AT, IROBIEEZFEITLET,

a)
b)

c)
d)

[Name] 7 4 —/V RiZ, /— R 7a 77 A VD4uiw AJJLET (borderLeaf) ,

[Nodes] 7 4 —/V RC, [+] 7 A 2% 27 Y v 7 LT[SelectNode] ¥ 1A T R IRy 7 A%FRRiL
£

[NodeID] 7 4 —/L KT, Fuy &2 URA NN, OO/ — FE@ERLET (leafl) .
[Router ID] 7 4 —/L KIZ, —EDONL—HIDE#ANLET,
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R GUIZFEAL-EET T FOOSPFASIIL—TY K 2y b= Z2ERKT S

ATvT6

ATy T17

ATvT8
AFvT9

) [Use Router ID as Loopback Address] 7 + —/V K& 4712 LE T,
G¥) TN NTIE, V—FIDBNAV—F Ry T RLAELTHERESNET, Zhon
B2 % X 9127584613, [Use Router ID as Loopback Address] = v 7 7R v 7 A% 7
ZIZLET,
f) [Loopback Addresses] ZJEFH L. [IP] 7 4 —/V RIZIPT KL A& AN L %7, [Update] 7 U v
Z L, [OK]ZZ7 Uy 7 LET,
HLT D IPvd £721X1Pv6 DIP 7 KL AZ AN LET,

g) [Nodes] 7 4 —/L KT, [+] T4 2> % BB L T [Select Node] XA 7 /R v 7 AuFrRLE
7
GE) 2O5HD/—FID ZiBINL %
R
h) [NodeID] 7 4 —/L KT, Fay7Z&or UZXRMnb, RO — RERIRLET (leaf2) .
i) [RouterID] 7 4 —/L FiZ, —EDOL—% DA AN LET,
J) [Use Router ID as Loopback Address] 7 4 —/V K& 4 71Z LET,
GH) TI7xN T, A—=FIDBRNV—T Ry 7 7 RLRAE L THERESNET, b
2D X 9123 5846 1%, [Use Router ID as Loopback Address] = v 7 7R v 7 A% A
ZIZLET,
k) [Loopback Addresses] ZEBA L. [IP] 7 4 —/V RIZIPT KL A% AN L %9, [Update] =27 U v
7L, [OK]Z27 Y yZ7 LET, [OK]Z27 Vv 7 LET,
HLETDHIPvE 2L IPV6e DIP T KL AZ AN LET,

[Create Node Profile] % 7 & 2’78 »» 7 A"C, [OSPF Interface Profiles] fEIkD [+] T A 2 %7 U v

7 LET,

[Create Interface Profile] ¥ A 7 0 /AR v 7 AT, IROZ AT H#FITLET,

a) [Name] 7 4 —/V RiZ, 7 a7 7 A VD4R (portProf) # A1 LET,

b) [Interfaces] fE}K T, [Routed Interfaces] ¥ 7% 27 Vw7 L, [+]TA a2 %227V v 7 LET,

) [Select Routed Interfaces] A 7 &2 7' 7R v 7 A@D [Path] 7 4 —/L KT, ey 77X U L)
B, BHIOFR— b (leafl, A— k 1/40) ZBIRNLET,

d) [IP Address] 7 4 —/V RIZ, IP7 KL AEL~A7Z AN LET, [OK] 227V w7 LET,

e) [Interfaces] fH{% C. [Routed Interfaces] ¥ V&7 Vw7 L, [+]TA a2 %7V v 7 LET,

) [Select Routed Interfaces] % 7 12 77K v 7 A®D [Path] 7 4 —/LV KT, Ky 77X J A R
5. 2 0HDOR—= (leaf2, AN— b 1/40) ZEIRL £,

g) [IP Address] 7 4 —/L RIZ, IPT7T FL AL ~AZ7 &2 ASLET, [OK] 22V w7 LEd,
GH) ZOIPT RLAE, Bl leafl AN LTZIP T RL AL RIS THNDIMERH Y &

R

h) [Create Interface Profile] ¥ 4 72 7R 7 AT, [OK] &2 U7 LET,

AU E =Tz A ANOSPF A v Z—T A A& LHITREINET,

[Create Node Profile] # A 72 /'R v 7 AT, [OK] %7 U7 LET,

[Create Routed Outside] % 1A 727 R > 7 AT, [Next] &7 Vv LET,

Cisco APIC Getting Started Guide. ') 'J—X 1.2(x) 8L U1 ) —X 1.3(x)
[ 48 | [



| #EcuoEs
7Ius—varvKyi—oEE I

[Step 2 External EPG Networks] fEI 23 #r &L E 7,
AT w710 [External EPG Networks] fHIk C, [+] 7 A 2> %227 U v/ LEd,
AT w71 [Create External Network] # A 7 10 77K v 7 AT, IROEEEFITL £,
a) [Name] 7 4 —/V RiZ, 4%~ B U —27 O4HT (extMgmt) Z A LET,
b) [Subnet] % EBH L. [Create Subnet] % 7 12 77K w7 A®D [IP address] 7 « —/L FiZ, V7 % v
FOIPT RLAE~AZ AN LET,
¢) [Scope] 7 4 —/V KT, BDOF = IRy I A4 N LET, [OK]Z27 U7 LET,
d) [Create External Network] # 4 72 /R 7 AT, [OK] %27 Vv 27 LET,
) [Create Routed Outside] # A 7 &2 77K v 7 A C, [Finish) 7 V v 7 L¥7,
GE) [Work] XA > T, [External Routed Networks] fEIkIZ, ML —TFT v K Ry hT—7
DT A =2 (RtdOut) NWRREINDHEIITD F LT,
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Three-Tier 7 7 1) 57— 3 VD EH

TANEE, TANF EERRNCKOHFAERIIEREINS T % e ba s RELET,
TN IX, BEOY T2 bEEGODHIENTEET, V7 V=7 NI, BB E2IIN5H
DT AN EFEBETHEDIHEATEET, BHFMTZ VXL, avrva—hb 7 ang y—
(IN) OT7 A NEFFERITT oL F—=nbarya—< (OUT) OT7 4 VEZDELBLIHN—JFIC
RSN 74 V&2 T, WHEM7 4 vZ2iE, WMEFOFMTHERENDFE—7 402 TT, Zh
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DRV —ix, 7V r—va EROBEZEET 21—/ TF, EREPGIZfTE L T\
WA, EPGEO@EIET 74V FTT 4 B—7 02720 £9°, EPG NG IXHFIZFF Al ST
WAHDT, EPG NOBEEICITERMILEDH Y T A,

TV r—vary 7a7 7 A NTiE, APICRZD% IRy NU—I BIOT =X X —DA v
TIARNT I F XY TCHBMIZL A 7T A5T7 7 r—va BT b+ 52 LR TE
T, 77V —vary a7 s AT, BEERA VT TARNT I F v ORRRER TlE2<
TV = a rDBENG, VYR TSI T T e —FTHENRTEET, T r—
Tar FuTy AL, BWICEREICEE T 5 EPG RFi T 52 7T, EPGIEFEILT
TV r—vary a7y A VNOMO EPG B LMo T 7Y r—ay 7a 77 A LVIND EPG
LHfECEET,

TV r—=vary R = ERRAT LT, BRERT TV r—varTuarr AL T4NVE
BLORKEAERT H2LENH Y £, @H., APIC 7 7 7V v 7%, 7FHY b Xy FI—I7 R
® Three-Tier 7 7V r—3a &R ANLET, ZOHITIE, 77V r—ra L3 50—
(WebHh—o3, 77V r—var = BIORT—FZX—2 H—N) ZEHLTETEINE
F, Three-Tier 77U 7r— 3 OISOV TIE, ROKESHRL T 7ZI0,
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Web — NIZIZHTTP 7 4 V2 0360 77V r—3 a3 » % —3\Z1E Remote Method Invocation
(RMD) 7 4 VEZ B Y, 7 —H~—RZ B — )X Structured Query Language (SQL) 7 ¢ /L& A3
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BB L., [Filters] #4727 U v 27 LT, [CreateFilter] 27 U v 27 LE 7,
G [Navigation] <A " C, 74 NVZZBNT LT &@LU E
R
[Create Filter) XA 7 02 778 v 7 AT, IROBIEEZFITLE T,
a) [Name] 7 4 —/V RiZ, 7 4 &4 (http) Z AL ET,
b) [Entries] Z 2B L. [Name] 7 « —/L N2, 4 (Dport-80) # AL ET,
) [EtherType] Km v 7 & 7> U Z ki, EtherType (IP) ZER L £,
d) [IP Protocol] Kz v 7 X 7 UA R, 7 haj (tep) ZERLET,
©) [Destination Port/Range] K2 > 7% 7> U A hinih, [From] 7 4 —/V K& [To] 7 4 —/L KT,
[http] Z IR L EJ, (http)
f) [Update] 227V v 7 L, [Submit] %27 U v 27 LE7,
FLLBIMEi=7 4 V2 )3, [Navigation] ~A > & [Work] <A ZFRSNET,
[Name] 7 4 —/L R [Entries] Z &AL £3, RMLC7m®A234TLC, o= b Z5E5ER—
k& LCHTTPS CiEJIL, [Update] 227 VU v 7 LE9,
ZOHLNT 4 E L= ANBNERET,
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A—=BIORTNRT A=F 2T 21213, ERRFEOFR L7t 22 FETLET,
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> [Security Policies] % FBH L £,

[Contracts] > [Create Contract] #4727 U v 7 LET,

[Create Contract] ¥ A 7 2 7Ry 7 AT, IRODZ AT #F{TLET,

a) [Name] 7 4 —/V RiZ, K4 (web) Z AN LET,

b) [Subjects] DAED [HFimE 7 Vw7 L, HiLWHT7 Y= hEBEINMLET,

) [Create Contract Subject] Z A 7 12 7R v 7 AT, [Name] 7 A4 —/V RIZH T V=7 " E AT L
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e) XATuTRy AT, Ray 7 XU A=a—nb, 74044 (http) %R L. [Update]
Vv LET,
AT w74 [Create Contract Subject] ¥4 72 /Ry 7 AT, [OK] %27V w7 LET,

RT9TS  ZOFMEEFRUAT v FIHES T, mi & sql HOEE X HI22 >FER LET, mi ZBRIOEHE
Emi %7 V=V FEBIRL, sql O%EIEsq 7Y =2 MEBIRLET,

GUIZERALE=77USr— 3> 70774 IILDERK

FIE

ATYT1 A=a2—/3—7T, [TENANTS] %i&R L £, [Navigation] <A > C, 7+ h&EBA L. [Application
Profiles] #4727 Y » 7 L. [Create Application Profile] %7 V v 7 L £,

ATw T2 [Create Application Profile] % 4 7 2 77K v 7 A, [Name] 7 4 —/V NiZ, 77V r—rar 7n
7 7 A )4 (OnlineStore) Z B L E4,

GUI Z{# A L - EPG D ERL

EPG MFEAT AAR— FE, VM ~%—2 % (VMM) R AA > F7213 EPG IZBEMT S -8
RAAL L DOWNTAN T DIZE L TWHABLENH Y 7,

FIE

ATw 1 [EPGs] BB L %9, [Create Application EPG] A 7 12 77K v 7 AT, IROEMEEFEITL £,
a) [Name] 7 4 —/V RiZ, EPG D4R (db) ZBML £,
b) [BridgeDomain] 7 4 —/L KT, Ky 7 XU A RNLT U vY RAAL Y (bdl) ZiERL
£,
¢) [Associateto VM Domain Profiles]| 7= v 7 R v 7 A& 412 LEd, [Next| 227 U v 7 LET,
d) [Step 2 for Specify the VM Domains] #81 C, [Associate VM Domain Profiles] Z & L., Kru v~
L URARNLHBOVMM RA A 2 EIRLET, [UpdatelZ 2 Y v 27 L, [OK]ZZ7 U v
7 LET,
AT w2 [Create Application Profile] # 1 7 1@ 7/ AR v 7 AT, EPG % S HIZ2 DfEk L7, 32D EPG I,
L7V vy RALVBLOT =22 —AND db, app, BL PN web THLMLENRH Y 7,
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OnlineStore & ﬂ%zljfz"bé 3BT r—vary a7y A BNERSE L,
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LET,
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