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c)  vRealize Automation IP Address 7 +—/L KIZ, VRADIP 7 KL A& AL L ET,

d)  vRealize Automation handle 77 + —/L K C, Notset #27 Vv 7 LT, 7774 T AD
vRealize HE{L/ N RV 2L 57,

e)  Business group 7 1 —/L R T, Notset 2V v 7 LT, EVRR 7 —7 %R L %
R
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2TFv 710
ATy 7N

ATvT12
ATy 713

ATy 714

ATy 715

ACI D #)[EI#E4E

Cisco ACI with VMware vRealize |

G¥)  vRealize 7.0 # 1T L T\ 5455 121%. Business Group % Business Group H 5 &
RLFEFT (ChITBELESNEL),

(F) 2=V RIEL, FAASAZEOLUNERHY £, 2L 2
adminl @vsphere.local ® X 512 L E T,
f)  Admin User 7 1 —/V RIZ, TF v hOBEEHE—VFEZ AT LET,
g)  vRealize Automation Admin Password 7 f —/L N2, VRAEHED/ AT —RE AL
\i—a—o
h)  Endusers 7 f—/L R T, Notset &7 U v 27 LT, HRZENT 22—V 4EATIL
7
G 2P LAEFaE— T R A= FTERL BEEANLTIEZS N,

i) JSON File containing vRealize Properties 7 1 —/L K'C, Notset 7~ U v~ L T, vRealize
Ta T 4 BETeISON 7 7 A VIR E) LTI L £ 77, (aci-vra-properties-3.0.1000.x.json)

(F) =2—=PLHIUI, FAAS U AZEOLILERDHY £3, 2L zxiT
adminl@vsphere.local ® X 912 L FE T,

j) Zip file containing the service blueprints 7 .t —/L K C, Notset# 7 U v 27 LT, ¥—t
A TN—=T"V v Naegiezip 7 7 A WICBE) L TEIR L £7, (aci-vra-asd-3.0.1000.x.zip)

k) [Submit] 7V v 7 LET,

A VA M= L3R Liz854A . Navigation 7 ¢ > K7 G, Install ACI Service Catalog O (2%

BOF =y ~v—I NEREINET,

[Navigation] &7/ « > K7 C, [Workflows] 71 2> &Z8R L £,

Install ACI Property Definitions 2477 U »» 27 L C, Start Workflow % &R L £ 7,

Start Workflow - Install ACI Property Definitions % 1 7 &2 778 > 7 A C, Netset %7 U v 7
L. TaaS R A MIBE) L TEIRL £,

a) [Submit] 2 U > 27 LET,

A A N —VHEE) L7284, Navigation 7 1 > K7 @ [Install ACI Property Definitions] @
FRICRR DT = v 7 v — 7 DRRSNET,

T b ELUTHERT A121E. vRealize Automation 777 A4 7V AT F o heLTr I A
LT, Catalog Z &R L £9, y—EANREKRINET,

P L L CHERR T B IZ1%. vRealize Automation 7 77 A4 T L AICEHEF L LTl A L
T, Catalog Z#IR L £T, F—EANRFRINET,

a) Infrastructure > Blueprints > Property Definitions Z3{R L £3, 7'm/ 7 1 NERRINE
T

Z ZTiE. ACI OFFEAEIZDOW TR L 9,
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INELEE N |

1R AR

777V v DOkH)

T 7 Vv ERCETRTO MR R R—FSET,

T EARY v—
T HyF 2T 4T 4 RV — (AEP)
e V=T AA v F LESXiRA MHDOT 7 AR —%FEL, V—7 LKA MIT
CDP B X OLLDP A LET,

« LAY 3 (L3) out &
cHE SN2 —Y T MIT AT P TL3Out iREL R LT,
L3RV TR DA R ZRINT X £,
« M58 EPG 1%, [[L3OutName|InstP]] & W ARNZT HLE R H Y £7,
2 ODKRY —EERLET,
HAH7Z o 12iE Tdefault) Z2¥5E L. VPC 77 121% vpeDefault) Z#67E L £,
FEHIZOWTIE, L3N IC OV T (44 X—2) 2B LT IEE,

CH—ERITT FUT L b ET LR
TS FTH—E R I T T Fg AEAR L ET

ZEMICOWTIL, XML POST Zf# /] L7- APIC TOH—EZADHRE (41 ~—) #HBH
LTL7Z&EW,

X2 VT FASETF U b a—H
e vRealize 75 7' A ZiE, 2 oD —F T H T RAMLETT,

BAIOT 717 v MCIXEEHERDLE T, ZOT7 7y Tk, 750 Mk,
TIRARY I —, VMM RAAL L THT7 V=7 N&2ERR, 5t . B35, BXW
BEHFETEX T,

DEBDOT I MTIE, BIRESNT-T T FMERBRKETY, ZOT7H 7 FTi.
BT FBIOVMM R AL U OFHIRYD OHITH ZENTEET, 2L, M
HOT > bTiEA 7 V=7 MEER, A . T, BLOFEETEET,

e d— )L R—X T /A ar hua—, (RBAC) /L—NiX, 774 T3l
APICIZ X » CHEi SN FEzT,
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B vvwarevmm 11 o & AEP ORSiES 1+

FIE

SEHNZOWTIE, CiscoAPIC_R— v 7 a7 4 X alb— g A REZRLTLIEE N,

VMware VMM K £ 1 > & AEP DESE&E{F T

ok a TR, EEARET 0T 40 a7 741 (AEP) % VMware VMM R A A >
WZBEEE AT B FEEICOW T L £,

\}

GE) KA A v XA Cisco AVS DAL, ZOFIMEEFEITTLHLETH Y FHA,

FIE

AT v 71 APICGUIIZw 7' A > L. Fabric> Access Policies 233K L £ 3,

ATw T2 FEF—2 32 71 KU T, Policies > Global > Attachable Access Entity Profiles % [ L |
profile 7 U v 7 LET,
ATVT3 {EEV 4+ FUT, ROBIELIATLET:
a) Domains (VMM, Physical or External) Associated to Interfaces 7 1 —/L R T, + %27 U v 7
LRI LET,
b) unformed 7 1 —/L R C, VMM RAA %@L, Update 7 VU v 27 LET,

Cisco ACI with VMware vRealize 7 v 75 L— K J—4 2
D —

Z Z TlZ. Cisco ACI with VMware vRealize 7 v 77 L — K U—27 7o —4ZiH L £7,

RATFYT1 APICA A=V % T v 77 L—KLET,
2T w 72 vRealize Orchestrator (VRO) TAPIC 7T A4 %7 v 77 L —RKLET,

ZEHZ DUV T, vRealize Orchestrator TO APIC 7T 7 A DT v 77 L— K (15 3—)
ML TLIEEN,

AT w73 VMware vRealize Automation 777 A 7 > A% ACI ITICREL £,
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vRealize Orchestrator T APIC 7554 > 07 v 5 L—F |

FEIZ DWW TIL, VMware vRealize Automation 7 77 A 7 > A% ACIANTIZERE (10 2—)
LT TEEN,

AT w4 APIC & vRealize O A TR L £77,
FERIZ DUV TIL, APIC & vRealize ] OB OMERE (15 2—2) 2B L T E I,

vRealize Orchestrator TD APIC 7554 D7 v TH5L—FK

Z DOt Y 3 s Tix. vRealize Orchestrator T APIC 7' 7 7 A ViFBAELY T v 77 L— K350
HBIZOWTHBI LET,

FIE

ATV TN 7o 77— R4 5I121E, vRealize A —7 A R L—HF TDAPIC 7T 7 A4 DA LA =L (
9 =) DFRRIZHES TL &N,

AT9 T2 —ERATN—FV 2 b P—ERADTIVBILOZZ A NVALU R NET v 77 L—FKL
¥, VMware vRealize Automation 777 A 7 > A% ACI [T I23%E (10 2—) ZHML
TLEEW,

APIC & vRealize B DEHEDIER

Application Policy Infrastructure Controller (APIC) =2 e —F L AL v F VYT "I =T %7 v
77 L— K L72 5, vRealize Orchestrator 2> 5 APIC ~DH il T 2 BN H VY 7,

bneh BRIl
*APIC A hE—=F L AL v F VT MY =T RT v T 7L —RFENTND I LR L E
R

FERC DWW TIE, [ Cisco ACI Firmware Management Guidel % ZM 1L T 72 &0,
FIE

2T w1 vRealize Orchestrator [ZEHEH L LTr /(A LET,
AT w 72 [Navigation] ~*A > T, [Inventory] 74 22 > Z R L £,
AT 73 [Cisco APIC Plugin] % JEFH L C APIC Z 4R L, L F&fER L £,
a) [General] <A > C, [Name] 7 4 —/L RIZ2 2 bR —F PERRINTNDH0E I 0 E R L
E3cn

Cisco ACI with VMware vRealize .



Cisco ACI with VMware vRealize |

B cisco ACI with vMware vRealize 575> ' L— KD —4 T 00—

b) APICO FTHRA FINTEAHH TE L0 E I DEHERLET, ZHIZLD, APIC &
BELTWAZ EZERTEET,
VRO 775 APIC ~DHE ST S TWR WS . APIC 4 OFEIZ 3054 down N FER &
. RN A T LTS R RENET,

Cisco ACI with VMware vRealize ™9 >4 L— KD —%

J0O—

&
ATy T2
ATy T3

ATvT4

ATy TH

Z Z TlX. Cisco ACI with VMware vRealize DX 7 7L — K U—7 7o —%#HA L E9,

FIE

APIC A A=V XU 7L —RLET,

APIC 75 7 A v RNy r— LT _RTHOAPIC OV —7 7u—%HIBLE9,
FEMICOWNWTIR, Ny br—or U —r 77—l (16 2—) 2B LTI,
vRealize Orchestrator (VRO) |Z APIC 7'7 /A %A A h—/L LET,

FERZ DU TIE, vRealize Orchestrator TD APIC 77 7 A D7 v 77 L— K (15 %—)
LT &,

VMware vRealize Automation 7 77 A 7 > A% ACLANFICE Y T v 7 LFET,

FEZ DWW TIL, VMware vRealize Automation 7 77 A 7 > A% ACLANTIZERE (10 2—)
LTI,

APIC & vRealize MOk A R L1,
FERIZ DUV TIL, APIC & vRealize ] O OMERE (15 %—2) 2B L T E I,

Ny Fr—oE—o J70—0HIkR

ATvT1
ATy T2

TITE, Ny AF—U Ll U— 7 7a—0HIRFIEICOWTIHBH LET,

FIE

BHELLTVROZ 747 MZr /A v LET,
[Design] v —/L &38R L £,
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ATvT3
ATy T4
ATvTH
ATv 76
ATvF1

EEELTFF R ITHIRARYIVANDI—RA 5—R VF YA .

[Packages] ¥ 7 &R L £,
[com.cisco.apic.package] #4577 U > 7 L. [Delete element with content] & 3R L £,
Ny 7T v 7 74 KT [Keep Shared] 38R L £ 7,
[Workflows] % 7 & 3R L £ 77,
[Cisco APIC workflows] 7 4V & &V T 7 3 VERNDOTXTHOU—7 7u—nHlREhzZ
LaER L £,

U—r7 7ua—%HIRT 512, 0T T7a—%RIRL, 7Y v 7 LT, [Delete] Zi&R
LET,

EBBELETTFUVORFNIVRARYIVADIAI—RA5—R Y

FUF

ZIITHE, BHELTF R DI AR T ADZ— A — R F U FITOWTEHA LE T,

B77Ur—>a B AOBE

ST 3BT =g E A E LA L E T,

TanRT 4 IN—TEER LR BT 7Y (T e T A NVEER LI g T T r—
r—3sg OEA TarnEAN (17—) ZZRLTLEE
U,

B~y INA—FV v bR L3RBT |~ A F~or T—F Y v b LT3 )8
FUY r— g L DEA TV r—2aroEAN 20°—) 2B
LTLEEN,

B 7JOJD74 I EFERALEE—R7T)S5r—S3 V0 0DEA

ATy T

ATvT2
2AFvT3
ATvT4

ZITHE, TuenT 4 I—TEER L CE—WET Y —a CEBEAT D HEEFBIL
9,

FIE

D URL %27 7 UHIZASI LT, vRealize Automation 777 A 7 o AT L £ 9,
https://appliance address/vcac/org/tenant id

TFy NEHEDO—YLHENRNAT—=REATLET,

[Catalog] Z 1R L £ 7

Configure Property Group %7 U v 7 LE 7,
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B #sooorsEmLEE—B7 TUr—2 3 v OEA

ATy 75
ATvT6
ATvT1
ATvT8

ATv79
ATv7T10
ATvIN
ATv 712

ATvT13
ATy 714
ATvT15
ATvT16
ATy T

T N—RAEERELET,

[Request] #7 U v 7 LET,

[Request Information] % 7 C, ZROFHHAZ AT L ET,

[Next| 227 U v 7 LET,

[Common] # 7 C, IROEAEZIATLET,

a)  [laaS Host for vRealize] 7 f —/V R T[Add] 27 U v 7 L7,

b)  MERTaaS BA FORIDOR v 7 ANZF = v 7 ~—7 2 £,

¢) [Submit] 27V v 7 LET,

d)  [APIC Tenant] 7 4 —/V R C[Add] #7 V v 7 LET,

e)  apic_name > Tenants OJIHIZERH L £ 9,

) WERTTUINEOBMOR Y 7 AF =y 7<= 2T £T,
i

green

2) [Submit] 7 U v 7 LET,

h)  [Property Group Name] 7 4 —/L NIiZ, i LW I A —TDA4RIEZ AT LET,
il
green-app-bp

i) Plan Type (Shared or VPC) 7 f —/V K CShared 27 U v 7 LE 7,

i) [VMM Domain/DVS] 7 4 —/L RC[Add]| %27 V v 7 LET,

k)  [apic_name] > [Vcenters] > [vcenter name] DJRIZIER L E9,

1) WEL72 vCenter 24 DFED RN > 7 ANZF = v 7 ~—7 ZfHF £,
B :

green
m)  [Submit] %27 U v 7 LET,

[Next] 27 U » 7 LE7,

[VM Networking] # 7 C, T XTOT7 4 —/V RET 74/ MEOEFIZLET,
[Next| 227 U w7 LET,

[Security] % 7' C, ROBEIEEZFEITLET,

a) Configure Security Policy N2 v 7% 7 J 2 FCNo Zi#IRL £,

Load Balancer ¥ 7 C, Fuy 7 & U b No IR L £,
Firewall # 7 C, Fay 7o JX )b No ZBINLET,
[Submit] 7 U » 7 LET,

[OK1 %227 U v o LET,

FR & MR T 5 1T1E. [Requests] ¥ 7 &3 L £ 7,

a) EEL7CERAZEIRL, [viewdetails] 27 U v 27 LET, AT —H A7) [Succesful] TH 5
L EMERLET,
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ATv 718

ATv 719
2FvT20

ATv7T2An

ATy T2

ATvT23

ATvT24

ATv T2

AT v T 26

wRIn A LERALEE—E7 TUr—vavoEA ||

(A7var) AR TaTdZrA VT N—TFY v hZHET HI121E. Infrastructure >

Blueprints > Property Groups OJIE|Z 3R L £ 77,

a) Property Group~ > T, {EK L7t/ K 7’27 7 A /L (green-app-bp) ZER L T, edit
27 )y 7 LET,

b) Edit Property Group~<1 > C., fETIHEL RN a7 7 A VEER L, S ET A2 %27
Vo Z LCTRHFEDTN—FY v NaefmELET,

¢) MRENTET L, [OK]Z7 U v 7 LET,

ENVR e Ty AVE VMIZT # »F LC, Infrastructure > Blueprints OJIEIZER L £,

Blueprints <1 > C, FKrvy 7% 7> J X )5 New Blueprint 27 U 7 LC, Virtual >

vSphere (vCenter) DJIHIZERIN L F 57,

[New Blueprint vSphere (vCenter)] ~XA > C, IROEIEEZFEIT L E T,

a) [BlueprintInformation] % 7 C, 7/ —7"U > N EAEKT B 7D OFHRE AT L T[OK] % 7
Vo7 LET, v~ 7—=71 2 b 2lET 2 FEOFFIC OV T, VMware O K
FaAbEZRLTIESN,

b) Build Information % 7' C, /L K707 7 A )VEEHRT D720 OF#RE AT L TOK %~
Uy 27 LET, v TA—7U 2 FEERT 2 EOFEMIC DWW TIX, VMware D R
Fa A FEZRLTSZEN,

Properties % 7 C, IROEBIFEZFATL £,

a) PropertyGroup™”  —/L KT, 1B L7270 /"F 7 )L —7" (green-app-bp) %R L T,
OKz7 U v 7 LET,

b) HLLMER L7 v/RF ¢ 7 —7 (green-app-bp) DHIREET A 2 %227V v 7 LET,

c) Property Group Custom Properties” 1 7 2 7 7R v 7 AT, a7 4 NENL R TFa 77 A
NE—BTHIEAMEELES, ZHUCEY, VMBIWACI *y hU—2 & O E
S ivET,

d) New Blueprint vSphere (vCenter) 1 > COK %7 U v 7 LE7,

Blueprints ~2A > C, RO#IEEZFEIT L £7,

a) TERKL7-E/ K 7m 77 A/ (green-app-bp) %R L., H— Y /L% 4T T Publish % %R
LE7,

b) [OK]%Z7 VU w7 LET,

c) Aministration > Catalog Management > Catalog Items DJIE|Z3EIR L F 5,

Catalog Items 1 > T, IROEELETL LT,

a) TERL7=7/v—7U vk (green-app-bp) Z#E L TEINL FJ,

Configure Catalog Item <A > C, KO#EEELFIATLET,

a) Details % 7' ™ Service 7 - —/L KT VM Services % &R L £7°,

b) New and noteworthy &= v 7 Ry 7 A% A NI LET,

c) [Update] =27 V27 LET,

INT, 7ang g IV—T2ER L TH—-MET 7)) r—rarPHgASnE L,

W7 7Y r—ya v OBEAEHRT I, FHEEYyvareEr /7y LT TF

YhrelLTurZ A LELET,
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B =7~ on—TusrsmRLEIB 7 TU Sy —v 3o 0BA

a) Catalog ¥ 7% 7 V7 LET,

b) navigation X1 > C VM Services % 3R L £ 7,

c) Work A>T, {E L7z V—7V v FEBIRLET,

d) Catalog Item Details™* > C, 7/ —7V  ~hOTF /X7 1 %78 L T Request 7 U -
7 LET,

e) New Request~1 > T SubmitZ 7V v 27 LT1HOKEZ7 U v 27 LET,

ZHUCEY ., BILWIE~ Y U THDHACI Ry N —I R T e ya = 7S, WE Dk

SINET,

TILFIDY TN—TY U hEFERALE3IB 7TV —2 a2 DEA

VMware vRealize v /L F~ > T —7 U > ME, FRHZEAT S 1 uimvyyfw—f
VY bBRET 7N —=7TY, —RRERBNE, WebJg, 77V r—varjg, 7—4—
AR —HHEANSND 3EH Web 77 ) r—va v T, Xy NU—J OBENS, 77
Y /r—3 a3 R U y—% Cisco Application Centric Infrastructure (ACI) (27 v v = LT, #fg
THUEND LB CRERBEEANCT I2LERHY £, ZHuL, EX=2U 740 RV
AR L, ERFRFCBEE T 5~ AR REEIT A 2 LI Ko THEBEINET,

~NTFwr TA—=TV VSN T A—T Y U M ERET DRI, EX 2 YT o
RY =BT D MENH Y £, ERT a2 T, HEM LRI EZEET I LEND Y
F9, BN, METO~Y I AL TRELE T, HEAIZIIMO YRRy N U —2
EIRETEET,

Bl LT, A— k3306 TH—EREZHRMT H MySQL 7 — X _X—R w3 > T)L—T Y kiR
bHELET, TV r—a @O X IOT—FR—RIT VAT HHLERD Y F
T, Web 8D~ NIZDOMEITH Y £ A, Configure Property Group”V — 7 7 12—
SecurityPolicyz 7 > 2> C, [TV r—va v BEWHENETDIRY —2ERL, A—
k3306 ZFFA (T 74/ h T, foT XTSRS D) ELTYARRNTDE, TA—7
Uy MIBERIC Tdb) A7 m A X —L L TRIE L £7,

(77 r—yay] BidVy—YAbM4 2083 HY £9, ZofITiE, v— N3FR—F
8000 TU v AL LET, ZOY—E 2%, Web BOTHELET, EX=2UF7 10 AU —Ii%
77V JBOELRE 7a7 7 A /VTHRETHILENRS D £7,
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\}

TLFRLY IN—TUs rEERALEIE 7 IUsr—vav0El ||

G¥)

ATy T

ATvF2
ATvT3
ATvT4

ATvT5
ATvT6
ATvT1
ATvT8

VTV T 4 7 ALY BASRDOE I v A EOLARINER S E T, [Green)
EWVWIHITF U NDT VT 4 7 ANE, Tgreen-web-] (2~ LD 3 ODEAG DT EINA
bDTY, = AlE Tgreen-web-001] . Tgreen-web-002] . [green-web-003] DXL I
720 ¥9°, Application Policy Infrastructure Controller (APIC) 77 7' A U B{HEM T R A
N IN—=THEEREICTRITESDLIIC, v L7 4V ALFRRO AT — LIRS Z &
WHETYT, o, FXVVERLCT VT 4 v 7 ARG THLLENRDY £§, L2 3
@77 r—a D4 I, green-db-001, green-app-001, green-web-001 TH HMERH Y
FT., WTDOOBAESE L TWRWES, B2 U7 0 RY O~ I3 EMERBERZ L £
luo VRealize TIXILEBMEE DA RN RIS LT, 7T 7 A T AE OARNZEDS W THE D4
AT HERT 20BN H 5720, ZHIUIMESRAFTT,

ELVR 777 A NTEX2 T 4 R —2RETHEEE, arva—~ARY L T
L7 4 ADEFE2LFTHLIUENRDY £T, TV 7 17 AH D Tgreen-web-] TiL, =2

va—~<4iE Tweb) T,

ZITIE, e T e IA—T VU hEERALCIB TV~ a VEEAT S HER
HBALET,

FIE

& URL %7 7 7 HIZAS) LT, vRealize Automation 7 77 A 7 > ATHee L ¥ 9,

https://appliance address/vcac/org/tenant id

T MEHEO—FH L ART = RE AT LET,
[Catalog] Z 3R L £,
[Configure Property Group] 27 U v 7 L £,

TN A ERELET,

[Request] 7 U v 7 LET,

[Request Information] % 7 C, ZRDOFHHZ AT LET,

[Next] 27 U > 27 LET,

[Common] # 7 C, IROBIEEFITLET,

a)  [IaaS Host for vRealize] 7 4 —/V R C[Add]| #7 U v 7 L7,

b) MR TaaS HA NOHDAR v 7 AZF = v 7 ~— 27 T ET,

c) [Submit] %27 U v 7 LE7,

d)  [APIC Tenant] 7 4 —/LV K C[Add] Z7 V v 7 LET,

€)  apic_name > Tenants OJIFIZERH L £9,

f) MERTTUNOMOR Y 7 AZF =y 7 ~—7 2 £,
i

green
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B <5< o—FI o rEERLESB 7 Ty —2 3 v OBA

ATv79

ATv710
ATvIN
ATvT12

ATvT13
ATvT14
ATv 715
ATvT16
ATy
ATvT18
ATv 719

2
h)

)
k)

)

[Submit] #7 U » 27 LET,

[Property Group Name] 7 « —/V RIZ, HTILWI L —T D42 AT LET,
i

green-db-mm

[VMM Domain/DVS] 7 4 —/L R C[Add] 227 VU v 7 L £,

[apic_name] > [Vcenters] > [vcenter_name] DO)EIZJER L £,

VFL72 vCenter &4 DHED R v 7 AN F = v 7 ~—7 AT £,

1

green

[Submit] 7 U v 7 LET,

[Next| 27 U w7 LET,

[VM Networking] % 7 C, T XTHOT7 4 —/V R&ET 74/ MEOEFIZLET,
[Next] #7 U » 7 LE7,

[Security] % 7' C, WROBEIEEZFEITLET,

a)
b)

c)

d)

e)

[Configure Security Policy] K& v 7 Zw J A T [Yes] &R L ET,
[Consumer Network/EPG Name of Security Policy] 7 4 —/V RIiZ, ERQp~T > T L7 4 7 A
el TCaryva—~ 3y NU—T7OL4RTEATLET,

i

app

TR R= 2R, HERME LT TV v a VERLETT,

[Starting Port Number in Security Policy] 7 1 —/L RIiZ, Bl — M52 AN L E T,
i

3306

[Ending Port Number in Security Policy] 7 4 —/V RIZ, & TR —FEFEZ AT LET,
B

3306

o7 4 — RIZOWTIE, HEET 74V OEFIZLET,

[Next] 27 U > 27 LET,

[Load Balancer] # 7 C, 74— )V R&T 74/ MEOE FIZLE T,
[Next] #27 U 27 LET,

[Firewall] # 7 C., 74 —/A R&EF 74V MEOEEICLET,
[Submit] 7 U v 7 LET,

[OK] %2 Vw27 LET.

[Configure Property Group] &7 U v 7 L £,

A, 77V —a VEERELET,
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ATvT20
ATy
ATvT22
ATv7T23

ATvT24
ATvT2%
ATvT26
ATv72

TLFRLY IN—TUs rEERALEIE 7 IUsr—vav0El ||

[Request] #7 U v 7 LET,

[Request Information] % 7 C, ZRDOFHHZ AT L ET,
[Next] 27 U v 7 LET,

[Common] # 7T, IROFEEZFEITLET,

a)
b)
<)
d)
e)
f)

2)
h)

i)
)
k)

D

[TaaS Host for vRealize] 7 4 —/L K C[Add] 227 V v 7 L¥7,
W72 [aaS AR A NOREDR v 7 AZF = v 7 ~—7 BT ET,
[Submit] 7 U v 7 LET,

[APIC Tenant] 7 4 —/LV R C[Add] %7 U v 27 LET,
apic_name > Tenants OJIFIZER L 7,

WEIRT T2 VDDA 7 ACTF = v 7 ~— 7 AT ET,
i

green

[Submit] #7 UV v 7 LET,

[Property Group Name] 7 « —/L RIZ, #HT LW —T7 D4R TEZ AT LET,
B

green-app-mm

[VMM Domain/DVS] 7 4 —/L R C[Add] 227 V v 7 L£7,
[apic_name] > [V centers] > [vcenter_name] ONAIZJERH L £7°,
MBE72 vCenter £ DFED R v 7 AZF = v 7 ~—7 fHF £,
il

green

[Submit] 7 U v 7 LE7,

[Next] 7 U » 7 LE7,

[VM Networking] % 7 C, TXTDT7 4 —/V R&ET 74/ MEOEFIZLET,
[Next] 27 U > 27 LET,

[Security] # 7 T, IROEANEEZFITLET,

a)
b)

d)

[Configure Security Policy] K ®2 > 74 7> U A KC[Yes] Z#IRNL 7,
[Consumer Network/EPG Name of Security Policy] 7 « —/V RiZ, &R~ v L7 47 A
mLTCaryva—~v Xy NI—7O4FTIZATILET,

]

web

T = a CREICE, HEME LT Web ERSLETT,

[Starting Port Number in Security Policy] 7 1 —/L NiZ, B#pAR— MEFEZ AT LET,
i

8000

[Ending Port Number in Security Policy] 7 4 —/V RIZ, & TAHR— EFEZASILET,
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ATvT28
ATvT29
ATy 730
ATy T3
ATvT3
AT 733
ATy 734

RATvT35
AT 736
RTvT3
AT 738

ATy 739
ATv 740

Cisco ACI with VMware vRealize |

B <5< o—FI o rEERLESB 7 Ty —2 3 v OBA

B

8000
e) D7 4 —/ RIZOWTIE, EEZT 74V FOFEFIZLET,
[Next] 27 U > 27 LET,
[Load Balancer] # 7 C, 74— /L R&T 74/ MEOE FIZLE T,
[Next] 27 U v 7 LET,
[Firewall] # 7 C, 74—V RK&ZF 74 /L MaEOEFIZLE T,
[Submit] 27 U v 7 LET,
[OK] %2 Vw27 LET.
[Configure Property Group] = 27 U v 7 L¥ 7,
Web & Z 3 E L £,

[Request] 7 VU v 7 LT,

[Request Information] % 7 C, ZROFHHEZ AT LET,

[Next| 227 U w7 LET,

[Common] # 7 C, IROEAEEFATLET,

a) [TaaS Host for vRealize] 7 4 —/L R C[Add] &7 UV v 7 L£7,

b)  ME/RTaaS FA ROROR > 7 ANZF = v 7 ~—27 2T ET,

¢) [Submit] 7V v 7 LET,

d)  [APIC Tenant] 7 4 —/V RC[Add] 227 VU v 7 L%,

e)  apic_name> Tenants OJIAIZER L £,

f) WMERTTURMOMORY I ATF v 7 ~v—0 2T ET,
i

green

g)  [Submit] 27 VU v LE7,
h) [Property Group Name] 7 1 —/V NiZ,

i

green-web-mm

HLWTI—TDL4FTIE AN LET,

i) [VMM Domain/DVS] 7 4 —/L R C[Add| 27 V v 7 L ¥,
) [apic_name] > [Vcenters] > [vcenter name] D)RIZIER L £ 7,
k) B vCenter £ DRED AR » 7 ANZF = v 7 ~— 7 21T £7,
B
green

)  [Submit] %2V w2 LET,

Next] 27 U v 27 LET,
[VM Networking] % 7 C, T XTOT7 4 —/V R&T 74/ MEOEFIZLET,
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ATy T M
ATy TR

ATy 743
ATvTa4
ATv 745
RTv T a6
AT 741
ATvT a8

[Next] 27 U » 7 LE7d,

Security ¥ 7C, 74—/ RET 74V MEOEFIZLET,

T30 84 TFI2o1T .

ZHFHBERNRY > —Thoed, EXxa VT 4 R P—2RETIHLEITH Y A,

[Next] #27 U » 27 LE7,

[Load Balancer] # 7 C, 74— /L R&T 74/ MEOE FIZLE T,

Next] #7 U > 27 LET,

[Firewall] # 7 C, 74—V R&T 74/ MEOEFIZLET,

[Submit] 7 U v 7 LET,
[OK] %7 Vw7 LET,

T30 84 TI2D20T
BHEIIMEOMBEBR T T U EERLET, T XA 7RO LB T,

HEA VISR VFv

RETZAR—FIFIF
(VPC)

Bty N —7

T AT T F—)b

7'm s34 X — DHCP

Jefm— R8T

NTV w7 A F—=Fy T
7' A

7Ty MHEHEA Y- X

MEDOT L RZEH (F54
N— Kk 7 FLAZEE]) &
DHCP Y — XD {5

L

VRealize H—EXNDATI) A2 OSJIEBIZDUINT

ZZTlE, vRealize W= ADON T I LA X JHBIZOWTHHLET, T XTHOHEED
UAMIZ—ERIZT =T E N, P —BE R H A ML AL MREID L THIRTY
F9, ACI= U ¥ A AV MIFED2—PIZEIY B THENFET,

FEHRIZ DWW TIX, vRealize  ACI BHE V- —E X
ZEHIZ DWW TIE, vRealize D ACL T F > b —E 2

28 X—V) ZEHZRLTLLEEN,
Bl =) ZRLTLEEN,
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B roos50 5478 ealize 3 —Ez HFTUDTVELY

FEAMZ OV TIE, VRealize IZBIT D ACIL AXZ a ZJIHAMBIT = Z A kAL b (37 =)

ZZRLTIESN,

ACl 75> 24 F& vRealize H—ER AFTYDIVvELY
Z 2T, Cisco ACI 7T > A & vRealize —E A T T VD~ T2 RxLET,
B 3:vRA-1—H, TURA LAV, Y—ER, BLUTIL—TFU

vRA Admin
User

vRA Tenant

User

Admin Entitlement

Advanced Network
Entitlement

Entitlement

Tenant VPC Plan
Entitlement

MNetwork Security
Entitlement

VM Entitlement

Tenant Shared Plan

Admin Services

Tenant Network
Services

Tenant Shared Plan
Services

Tenant VPC Plan
Services

MNetwork Security
Services

Admin Service
Blueprints

Tenant Network
Service Blueprints

Tenant Shared Plan
Service Blueprints

Tenant VPC Plan
Service Blueprints

MNetwork Security
Service Blueprints

Single and Multi-
Machine Blueprints
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ACl 75> 24 T & wRealize ¥—EZ A7 TU0wyELy |

VRAKhAZ O AF3TY

IJN—FY)o b—&

EHY—EX TA—TY
k

Add APIC with Admin credentials

Add APIC with Tenant credentials

Add Provider for Shared Service (Contract)

Add or Update Tenant

Add VIP Pool

Add VMM Domain, AVS Local Switching with Vlan Encap
Add VMM Domain, AVS Local Switching with Vxlan Encap
Add VMM Domain, AVS No Local Switching

Add VMM Domain, AVE Local Switching with Vlan Encap
Add VMM Domain, AVE Local Switching with Vxlan Encap
Add VMM Domain, AVE No Local Switching

Add VMM Domain, DVS and Vlan Pool

Add or Delete Bridge Domain in Tenant-common

Add or Delete Consumer for Shared Service (Contract)
Add or Delete L3 context (VRF) in Tenant-common

Add or Delete Router Id

Add or Delete Subnets in Bridge Domain for Tenant-Common
Update FW Policy (DFW) association to AVS or AVE VMM Domain

Configure Property Group

Create FW Policy (DFW) and Associate to AVS or AVE VMM Domain

Delete APIC

Delete FW Policy (DFW)

Delete Provider Shared Service (Contract)
Delete Tenant

Delete VIP Pool

Delete VMM Domain, AVS or AVE, and VLAN, Multicast Pool

Delete VMM Domain, DVS and Vlan Pool

Generate and Add Certificate to APIC

Rest API

Update FW Policy (DFW) AVS or AVE

Update Vlan Pool, AVS or AVE

Update Multicast Pool, AVS

Update VMM Domain DVS security domain mapping

Update AVS or AVE VMM Domain Security Domain Mapping

TFUNEETT =
A TA—7Y b

Add a Useg Network - Shared Plan

Add FW and LB to Tenant Network - Shared Plan

Add FW to Tenant Network - Shared Plan

Add Loadbalancer to Tenant Network - Shared plan

Add Tenant Network - Shared plan

Delete a Useg Network - Shared Plan

Delete FW and LB from Tenant Network - Shared Plan
Delete FW from Tenant Network - Shared Plan

Delete Loadbalancer from Tenant Network - Shared Plan
Delete Tenant Network - Shared plan

A T—7Y kK

7F 2 RVPCT T H—E

Add a Useg Network - VPC Plan

Add FW and LB to Tenant Network - VPC Plan

Add FW to Tenant Network - VPC Plan

Add Loadbalancer to Tenant Network - VPC plan

Add Tenant Network - VPC plan

Delete a Useg Network - VPC Plan

Delete FW and LB from Tenant Network - VPC Plan
Delete Loadbalancer from Tenant Network - VPC Plan
Delete Tenant Network - VPC plan

X hU—7 X2 T 4
Y—bER T —71 ok

Add Security Policy (Contracts)
Delete Security Policy (Contracts)
Update Access List Security Rules
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B sealize 0 A EEEY—E2

VRAKAZ O AF3TY IN—F)o b—&

FFH ok 7\“7 FO—27 H— Add or Delete Bridge domain in Tenant

o N ot s Add or Delete L3 Context (VRF) in Tenant
EATN—7Y »hk Add or Delete Subnets in Bridge domain

Add or Delete Useg Attribute

Attach or Detach L3 external connectivity to Network
Update Tenant Network

vRealize M ACl EEE Y —E X

2 ZTH. vRealize O ACIEBEHH — B AIZOWTHI L E T,

ACl EEEEH—EXRITOEEEY—EX DA O JEEOD—E
ZI T, ACIEBEY —EXOFEEY — X h 0 JHAO-EERLET,

H450OJER Bl

T b7 VT Ty /L TOAPIC OB | TF 2 K 7 LT 2% LT Application Policy
Infrastructure Controller (APIC) /~> KL% 1E

RLUET,
BE 7 LT v LT APIC DB BRE 7 LT Y v L TAPIC N RV EERL
Li‘d‘o
TFUNEEDOT Y v RAAL VOBMEL | Ty MEEOT Y v AL U E2BINE
IXEIBR PIEIBRE L £,
HTHEF - R FK) oarva—<OBEMN |- () ooy a—<EiBN
EES:lIES FETHBRLET,
FFr MEEOLI 2T F A N (VRF) OB |TF > MR L A3 5% A~ (VRF)
INE 72 1B ZEIMEITHIEL £,
TFUNEEDOT Y oY RAL OV Ty | TFU MEEOT Y oY RAL OV TRy
INRSENE e Ea=lIlIZS M BIEZITHEIBR L £9,
HEHEV— R (EK) OoFa M F—0BEM |HEF—v R (8K) OFa (4 F—%ZB
Liﬂ_o
Jb—% 1D OB E 7213 HI B J—X 1D ZiBINE-IFHIBRL £9,
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Aol gEEY—ExmroERsy—cx hansEEo—% I

H40JI1RH

B

T b OBME I

THICRY, T b ERBMEITRERHLE
TO

TF 2 NINEPG DD T 7 A T 7 — )V & Aff
7 %3415, [Enable inter-EPG Firewall] %
Yes (CRELET, 77V r—va VEopk
BELEET HMENSD 9, —xiI72 3
JEweb, 77V, db T 7V r—aEfEH
T LA IR, BEEIE 3 ICRE L £,

VIP 7 — L DB

R IP 77—V ZBEM L £,

TaNRT 4 TN—T DETE

ZHUCEY T nRT 4 TN—TERELET,

[HIF: (Delete) JAPIC

APIC ZHIFRL E 7,

Tansg F—HEY—E X () OHIER

T X —r 2 (BK) ZHIRL
\ijﬂo

TF v~ OB

T b EHIBRLET,

VIP 7 — /LD ¥

REIP 7F— L ZHIBR L FE T,

AEBIE & AR LT APIC IZIBNL £77,

DT N—TY 2 NI, FFEDO—F DOFEH
EEERTDHOIEHTEET, TD%,
Z DFFAEIT, APIC ~DIFAES—2DT 7
A CHEHTEET,

REST API

REST API T4,

ZZTE. VMM RAA Y B AT DVS D ACIHEBRE Y —E 2AOEHEY — X & o JIE

HoU A baRLET,

h450OJER

B

VMM K AA | DVS B LT VLAN 7' —/L D
SENI

VMM R AA | DVS B LU VLAN 7' —/L%
BT ET,

APIC TvCenter {Z DVS 2MERR &Nz, T —H
YU —NOTRTORRA M, Dl
1 SOPELNIC PEFF ST\ D Z LR L
9, ZHICEY, DVISOR— K Z/L—T RN
PAENIC OFLE I T D L 5127 £,

VMM K2 A > DVS XU VLAN 7" =10
HIl R

VMM K2 A > DVS # XU VLAN 7' —/L %
HIER L £ 7,
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B rcosEzy—cxmtosEEy—Ccx hansEEO-%

hBRYJIRE SR
VLAN 7 —/L (encap 7 1 v 7 ) DHH VLAN 7 —/L (encap 71 v 7 ) ZHHH L E
TO

VMM RAAL 2 DVSEXF2UTF 4 RALY |VMM RAALDVSEXR2UTF 4 AL
~ v ¥ T OFEH ~ v T EFEHRLET,

ZOv s v aiZiE, VMM KA A 4 A 7 Cisco AVS % 721% Cisco ACI Virtual Edge (AVE) ]
JoOACIEHEY— A0, FHEIF—EX WX JHADI) A MR LET,

H40JI1RH A

Add VMM Domain, AVS or AVE Local Switching | = 1%, S 74/ NDOh FEvMLE— K%
with Vlan Encap VLAN &% VMM K 2 A > % Cisco APIC /N
B L4, £/, VLAN 7— 1 & (BRA
E—RFBEDO)~LVFF Y AT LA F—)b
PYERR L FET, ZOHBIXEZ. vCenter ND
n—H)v AL vF 7 EBEMT BN TWD
Cisco AVS ¥ 721 Cisco ACI Virtual Edge % {E

BRLET,
Add VMM Domain, AVS or AVE Local Switching | = yui%. 57 4/ DB LT — K%
with Vxlan Encap VXLAN &3 % VMM K 2 A % Cisco APIC

PITERR L E 9, £/, vV FHF¥ AR TR
LA =)Lk (BRAET— FKED)VLAN 7' — /b
PAERRLET, ZOIEBIXE, vCenter ND
a—h AL v F U7 EBEGT LN TN D
Cisco AVS F 721 Cisco ACI Virtual Edge

L ET,
Add VMM Domain, AVS or AVE No Local Z L, Cisco APICNIZ VMM RA A v, <=
Switching LNFF¥ AR T RLA F—LEBMNL.

vCenter D T —H1 )L A A T2 JIZEHEA T 5
FLTCUN72 0 Cisco AVS F 7213 Cisco ACI Virtual
Edge Z{ERk L £,

Update Multicast Pool, AVS or AVE Z . Cisco AVS F7-1% Cisco ACI Virtual
Edge VMM KA A D= /LTFFx X N F—)b
ZHEHLET,

Update VLAN Pool, AVS or AVE Z iU, Cisco AVS % 721 Cisco ACI Virtual
Edge VMM R # A > VLAN 7F—/LZ H#H L
7,

Updat§ AVS or AVE VMM Domain Security Z UL, Cisco AVS F 7213 Cisco ACI Virtual
Domain Mapping Edge VMM RAA > DEF 2T 4 RAA
vy EEHLET,
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vRealize ® ACl 75> + 4—E 2 [

H40JI1RH

B

Delete VMM Domain AVS or AVE, Vlan, Multicast
Pool

Z #uiX., Cisco APIC @ Cisco AVS F 7= 1 Cisco
ACI Virtual Edge VMM A 1 >3 X T8 VLAN
TN BLOLT Xy AN TV EHIFR
L. vCenter ®BHAFIT 53TV 5 Cisco AVS
% 721% Cisco ACI Virtual Edge % HIF% L £,

Create FW Policy (DFW) and Associate to AVS or
AVE VMM Domain

I, BT AT U= R —%
YERE L. Cisco AVS F 771 Cisco ACI Virtual
Edge VMM R A A ZBEAT £ 97,

Update FW Policy (DFW) association to AVS or
AVE VMM Domain

L. BEFORB T 7 AT U — R Y v—
% Cisco AVS F 7212 Cisco ACI Virtual Edge
VMM R A A ARG £, F 7 1ZBE D
T EfRER L £7,

Update FW Policy (DFW)

DT 7 AT U 4= K ¥ —2 EH
LET,

Delete FW Policy (DFW)

BEFEOSHT7 747 74— R —EHIER
]\_/i‘j—o

R ZEETHITE ROFIEZFETLET,

1. vRealize Automation |

‘jﬂo
2. BERAZBIRL, 74—V RIZ

R ZRTRT DI, ROFIEZFATLES,
1. vRealize Automation ? GUI T [Requests]

2. EfE Lo EORAEIR L,

vRealize ® ACl T+ > k H—E X

Z 2T, vRealize ® ACLTF > h —EZIZOWTHHA L E7,

ARITHRY b T—9 X2 )T4 A2 DOJEHE—

ACl 77> kY

_é—

EHF L L TCr /A L, Catalog > Admin Services DIF

ZTIEACI TS b P—EROFR Yy FU—

IR L E

HEHAEASILTC, Submit #7 Y v 7 LET,

IR L E T,
[view details] 22 V v 7 LE7,

7 ¥xa VT4 hAuHAO-BERLE
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B rosror9—ErmEFFU Ry bT— H—EX HEDJEE-E

hA2Rn5I1ER HoL:)

X2V T4 RY—DBEM GER) Tho bRy hU—ZBOEXF2) T 4 R
V—%FERRLET, Bl 2 2—<EPG &
7131 Z— EPG [H®D APIC #5,

X2 UT 0 RN —DHIKR (K) TRy U= EF2 YT 4R
—FHIBRLET, Bl 32—~ EPG &
74 Z— EPG 81D APIC 4,

TI7HRAVANDEX2 VT 4 —VOEH| (BxX=2UT 4 RNU—0iBM ) &k
HLT) APIC TR s nicEx 2 U7 4 KR
V— T4 NVRICEREM T SR TWAT 7' A
UA N A= VEBMEIZHEIRLES, 77
AU R M —LDORAIL, <SELF—F,
SE5EAR— b, 71 b 2L, EtherType> T,

GE) HEIEB LU R— M, arp.
icmp, icmpv6 /L—/L CIIfH T £
A, R— NI TCP L UDP 7
2 AV TOHREHNTT, 77EA
UA R NV—FTACIZ 77U w7 T
HABIOWH S, REMICIEA
F—hLATT,

Flo, ZTOTA—=T7V M, AJELT
LI NTWDIHEDOY—E R FI7 7070
12, CiscoASA R D77 AT I —L T
FGAT UV ATART—K IV T 7 AT U4 —)b
= VEWHTHET T arRNH 0 E7,

BREZFET2ITE, ROFIHZFETLET,

1. vRealize Automation |ZF¥E# & LT /1 > L, [Catalog] > [Network Security] D JIEIZ i8R
L\‘i‘g—(}

2. ZORAZBIRL, 74— /L FIZE®RZA LT, Submit 27 U v 7 LET,
FoRAERTT HITIE, WOFIREZFEITLET,

1. vRealize Automation ® GUI T [Requests] Z 4R L £ 97,

2. EELZERZSEIRL, [view details] 27 U v 7 LET,

ACl 7F+ > FH—ERAFTFU bRy FT—9 H—EX A4 DS EE—&

WROFIZ, AClT TV F —EADT I b Xy hT—7 $—EAOH X JIHEDOY A
ZRLET, TN Ry NU—7 = ROHEFa S EEEZETTAHICE. T NOE
HEMRTT o M AR—2 e A T H0ERHD F5,
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ACl7F ok H—ERAGTFY rE TS hansEE—E [

h42 045 ER HoL:)
TFU DTV Y RALOBMELIIEN| T b7V v RAAL o E2BINEZITH
55 L £,

TFhDL3arTH AR (VRF) OBNE|TFHF oL A ¥3arT7F% X (VRF) %
=~ VLIRS BINEITHIBR L £,

TV RAAL O TRy "OBMEFIZ| 7V v RAL O Ty NEEBMEIZ
IR HIBR L E9,

Fw NI =7 ~O L3RR OB E 12130 | Ry T —27 ~D LA ¥ 3 SR & B &
i 7o iX e L E 9,

TF b Xy NU—7 OFH TF N Xy MU= W HLET,

WDFRIZIL, H# A 7 ) Cisco AVS 33 L U Cisco ACI Virtual Edge DA T&H 25 VMM KA A > DT
TRy NU—=7 Y= RO Fu JHADY A eRmLEd, 7T bRy FU—7
Y= RAOHFr JHAEZFATTDHIE, T FOBEREHRCTT S AR—2 e s A

UETAMERH Y £97,

h4an5I1ER Bz

uSeg B IEDIBINE 72 131 IBR ~A 7t/ A~ EPGOBMHABINET-IZ
BB L £,

BRZXETDITE, ROFIHZETLET,

1. vRealize Automation |27 7 NEPEE L L Tr /A L, [Catalog] > [Tenant Network
Services] DNEIZER L £,

2. BEREERL, 74— NIZEHREZATILT, Submit 27 U » 7 LET,
FoRAZRTT HITIE, WOFIAEZFEITLET,

1. vRealize Automation ® GUI T [Requests] Z 4R L £ 77,

2. BEL7-ERZBRIRL, [viewdetails] 227 Vv 7 LET,

ACl TF+ Y hH—ERRAGFTTFUMEBETSY A2 0JEE—E

WDORIZ, ACIT v v —EAOTFH U "G TTZ oo 2a Z7HBEOU A MR LET,
TFUNEET T 0N 2 A ZFETTHIE, TV FOEBEEMRCTT S R—X

MZa 7 A4 T AHARNERHY £97,
hA2R04I1ER Bz
TF bk xy hU—27 DB HTHEFSZ 0TS N xy N EBINL
ij‘o
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H40JI1RH

B

TR XYy NT—I~DFW B ILWLB ®
Bhn-&F57r7

EHEFSZ 0TS N Xy U= T A
TUF—=ta—RKNT oY EBEMLET,

TFrh Xy U= ~DFW OB - 4
A%

HEFZ o075 N 2y VU= T 7 A
T —EBEMLET,

TFrU bRy hU—7~Dr— R AT 0
Bn-EE77

WHETZ 07 F MRy PU—ZZr—F
NT oY EBMLET,

TF Xy MU= EOFW BLULB
Ok - /7 Z

LEHETZ DT F N Xy NI IINB T 7
AT U —nbtna— TV EHIBRLET,

TFU s Xy U= 050 FW OFIR - 3
Y SR

HTHEFSIZ DTSN Ry NI T 5
AT T+ —VEHIFRL F9,

TRy FU—I b0 — KANT 3
DOHIBR - FH T T v

WET S DT F ok ey KT =2 b a—
RAT oy aBRLET,

T Xy NI OHIR-EFE T

HTHEFZ 0T xy U7 BHIERL
F9,

DRI,

Cisco AVS DEZ A TDHD VMM RAAL DT F o "NEEFIS O &Za ZHHE D

YA NERLET, 7 MNEET I o0h & n ZHEZFETT HI21E, 7F v FOEBREE
RCTT T b R=Z a7 A T HMERH D T,

H40JI1RH

A

uSeg * v U —7 OB -HEHEST

HHFT e~ 7w 7 A2+ EPG %8B
L/\ij—o

uSeg * v b U —27 OHIER-HEGTT

ITEHEFS o D~vA 7 akv s AL EPG ZHIR
LET,

ERZEETDICE, RKOFIHEZEITLET,

1. vRealize Automation (ZEHE# & L CTr 71 > L. [Catalog] > [Tenant Shared Plan] DJ[E|Z %

*R Li—g—o
2.

R FRT HITE, ROFIMEEFETLET,

FERAZBINL, 74—V NIZEREZASNILT, Submit 27 U v 27 LET,

1. vRealize Automation ® GUI T [Requests] Z 4R L £ 97,

2.
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ACIFF> h F—ERAFTF RV TS5 o0 EE—% |

\}

G¥)

SEMR : vRealize Automation (VRA) DU —27 7 —|Z k> CH—EY R 7T 7 Z2YIEHIZ VMware
vCenter DTT —MNEREINDZENRDHY £,

G VPXRFS e EDH—E R T, AZFHET HANIAR— b 7 —TZHIBR LI25E
Y—ER T TOHIBRFRICZIDXL )R T—NERRINET, TD—F AT VRA N DIT
HlIfcE EHA,

[EEESR « [FDEESRIZH W EH A, ZNDHIF—RNRT T —RD T, —E R T/ ZOEMHAN
FETTDHLFREINMRID T,

ACl TF > b 9—ERAIFTHFMVWC TS0 h80JRE-&

WORIZ, ACLTF > N = 2AOTF v M TIF7A4X—k 7Z 7 K (VPC) 7 DA
ZuaBEBOY A NERLET, 7T FNVPCF IO h X u JHB A ETT LI, T
VNOEBENERTT T N R—Fca S A T HANEND Y £9,

H450JEE

A

FTFh Xy NU—=2DBM-VPC T |VPCTI7oDTFTF > sy NU—Z7 ZBL
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B cosrors—crmIWY—Ez hansEE-E
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uSeg 1 v b U —7 OHIFR - VPC 77 VPC 7T b~ A 7 at /A ~EPG %
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PR ZFET DITE. WOFIHREZFTLET,

1. vRealize Automation {ZFHE#E & LCTr 71 > L, [Catalog] > [Tenant VPC Plan] D JIAI 2%
LET,

2. BEREBEBINL, 74— RIZEHREZASILT, Submit 227 U v 7 LET,

R ZRRT DI, WOFIEEZFATLET,
1. vRealize Automation ™ GUI C [Requests] Z 3R L £79°,

2. EELEEREZBIRL, [viewdetails] #27 UV v 7 LE 9,

EXRAITVWMY—ER h2OJEE—%
ZITHL ACITF Y b B —EAD VM Y —EAOH & 0 SHAO— k7 LET,

ZOY—ER AT AVTIE, B 7//&%2%(7//0)7/1/»—7)/}\ ST FU N A
XuZEANBY £, &2, RER3IBT ) r—aidii, TWeb) . 77
r—vav)  Bo<w 7A=Y TS Db) 3 o0Oh X uaHE L, B
v TIN—=T VU NI A4 n A [Web 77U r—3 a2 Db) 1 OREENE
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HA0YJIER 5 EA
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VM 7 v—71Y v N TT,

Web Web VM T,

WebDb 77U 7 —3 a3 v ZOEE~Y L TN—=T Y MI3ET Y
g—ay, Web BIZESNL e — R NT
VL BIOEX VT 4 R —REEE
L ET,

BREZXETDITE, ROFIHZETLET,

1. vRealize Automation (ZEEEFE & L Tr 71 > L, [Catalog] > [VM Services] DJIEIZFEIN L F
j—o

2, BEREBIRL, 74—V RIZEHREZATIILT, Submit 227 U v 7 LET,
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FoRAERTT HITIE, WOFIREZFEITLET,
1. vRealize Automation ® GUI T [Requests] Z #4R L £ 97,
2. EELERZSEIRL, [view details] 27 U v 27 LET,

vRealize ICHITHACl 2 OJIEHRITIVAA MLAD K

Z Z T, vRealize lIZBIT D ACI A X v JIHBRITZ ¥ A bV AL MIOWTHHLET,
BV —EABTIVINEZ XA MVAY MBRMETT, =X A ML A MIE->T, 22—
PRI X JHEAEZEATE L1270 F9,
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A MV A L S ERETHIIE, ROFIEZFEITLET,

1. vRealize Automation |2 EEE & L CTr 74 > L, [Administration] >[Catalog Management] >
[Entitlements] DJEIZER L F 97,

2. WETHZUHA MANERIRL, 70—V RIZIHE#REZ AT LT, [Update] 227 VU v
7 LET,

vRealize /4 — 45 XA FL—2DACI TS554 >

YP—E2x BTV eHFuHAEY—7 7n—lvy 7 LET,
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@ BB R General | Custom properties

» || SNMP R
» E3 PowerShell ~
> b anor
» () vCAC Infrastructure Administration MultidpicDn  devS-adminl:uniftn-common
¥ s Cisco APIC Plugin
¥ &k devS.adminl (devS.adminl) e p—
» il Admin -
¥ [ Tenants. Descrigtion
> s cokeVpo
v # common
¥ [ Networking
» [ BridgeDomains
> [ VRFs
¥ [ L3-Connectivity-Policies
@uefa ult

Health 100

Faults

(~-StaticExtemal
f_{?ﬁﬂut\rpc
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(““consumer
* [ End-Point-Groups
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» 8 mininet
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* 4 vRO Cenfiguration

O— KRNSOV VUITEXVITI7AT7IO4+—IL H—EXIZDINT

VLAN, Virtual Routing and Forwarding (VRF) AT 4 v F > Z13HER OV — B A FfHAE T ILIC
X o THAR— K Z4L. Application Policy Infrastructure Controller (APIC) %748 U > —ifilfEl oD Hl»
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L <X, [Cisco APIC Layer 4 to Layer 7 Services Deployment Guidel] %Z /1L T 7230,

APIC vRealize 77 7 A Y ZEH L TH LWEEIET 7'V r— a 2B LY (£hb o
MO 7407 ln— RT3 B T7 AT Ur— L F—EREFEELDD) | BEfFOT
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XMLPOST %7 L 7= APIC ¥ —E20%E [

120% 4448 VREF CRRIETDMENRH Y, 77 AT U4 —/VT 3, A~DIHERE L L
THERAESNET, bI120F [F74 8] VRECRETDILERHY, 77 AT Ut —
TR ASOWNEEER S L THER SNET, 77 AT U — /MRS THDHZH
20D L3P AY —I2EV, 77 AT U+ —/UILVRF AT 4 v F 7 %FITL, VRF
MThIZ 74 w7 2WUNCY XA L7 N TEET, FEEIT, L3ANHBERA Y > —D b
LT, ELWA UFR—FBLR I AR— 7T TR 7 V7 0 7 AR E S
NTNWDZEEMRTOILERDY £,

L3 EEHAR Y — DR ERHCIE, WORAEFEHTAMLENRHY £9, L3FEHRAY —IC
X L3ExtName &\ 95 1% T 50X HY . FL3 A v AX 2 A1 L3ExtNamelnst &
WO AHIETDLERH Y 7,

T AT U= NER =R NRT U TR, RATHERASNEA VX —T 2 AIPT FL A
. R T T THRETLHILERD D 77,

2 ) —F BT T TDBE, T AT U= ) —KIZ, TRTDO T T v 7 BT
DTITRAVARNERETILENHY 7,

XMLPOST #{#FH L 71- APIC TOHY—ERDEE
BHFDIHMN XML POST Z#i%E L CEETEET, 77— bk POST (X, services 7+«
L7 hU®D apic-vrealize Ny —JZH N F7,
1R BHHEIIZ

* Application Policy Infrastructure Controller (APIC) TT /XA A Ry — 77 A VET v
To—RLTEBLERDHY £,

FEAMIZOUWTCIX, [ Cisco APIC Layer 4 to Layer 7 Device Package Development Guidell % 2
LT ZEN,

T bEBIZIE,  Tdefault] B XY TvpeDefault] EWVH 25D T Y v RAAL B
BT, = KR FT UV EFATIHIT T P THERAENDI T TRy 8B, 2607 v
U RALUTEMENTNWD Z L 2R L E9, @% . vRealize 7> MIDHCPA > 7
FANT I F X ERETHERIC, INHDT VvV RAL TRy FEERLET,

cHRMEFFAR—K 75T K (VPC) 5o TlE, B— R ARXFGUHDONRy I RN A
=T 2 A AE, ETHERLET > MR TFOT 7 40 b EPG IZEET HLENH Y
¥, VPC 77 TlE, EPG (% lvpcDefault] T,

eVIPV 7Ry hWNL3IIZY 7 ENTWAZ EEZMRLET, EPGH7-0 10D VIP 23,
T F MCEET S VIP 77— A bE 0 Y ToHnET,

e —ER X7 U T hDOEM
* Python 2.7
s Python 74 77V :
* jinja2

* yaml

Cisco ACI with VMware vRealize .



B xvirosT 2@/ L1 APIC TOH—E R OBE

&

ATy T2

ATvT3

* glob
* json
< 20K
e xml

*rc

FIE

VCENTER: "vcenterl"

ASA IP: "1.1.1.1"

ASA CLUSTER: "AsaClusterl"

ASA VM: "asav-service5"

OUTSIDE CTX: "outside"

INSIDE CTX: "default"

FW GRAPH: "FWOnlyGraph"

FW SLB GRAPH: "FWAndSLBGraph"

BD _WEB: "default"

CITRIX MGMT IP: "1.1.1.1"

FW NODE: "FW"

SLB NODE: "SLB"

CITRIX GRAPH: "CitrixClusterl L3"
CITRIX CLUSTER: "CitrixClusterl L3"
CITRIX GRAPH: "CitrixClusterl L3"
CITRIX VM: "NS-service4"

F5 BD: "F5Clusterl L3"

F5 EPG: "F5Clusterl L3"

F5 CLUSTER: "F5Clusterl L3"

F5 MGMT IP: "1.1.1.1"

F5 GRAPH: "F5Clusterl L3"

F5 ABS NODE: "SLB"

# Use deleted to generate the "deleted" version of the
# STATUS: "deleted"

STATUS: ""

ATy T4 kOa<wy REAHLET,

HHFT 054
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ROV 7 2L T, BBRTNA ANy r—U Citrix, FSBELOPASAZZ U m—RL
T, TAAANR =YD= a it HLTWDHAPICY U —ATRESNTVD Z
EEMERLET, ROT 4 V7 VI, TRA ANy —Vzip 77 ANVERGFELET,
http://www.cisco.com/c/en/us/solutions/collateral/data-center-virtualization/
application-centric-infrastructure/solution-overview-c22-734587 . html

shared.cfg 7 7 A V& 7ziL vpc.cfg 7 7 A /L0 VENDOR-DEVICE-PACKAGE.zip DT
MU ZELWT AL ARy —U 77 A VICEES L ET,
setup.yaml 7 7 A VEMRE L, REIG L TERELELLET,
setup.yaml 7 7 A NVDT T L— FNEEITRD LB Y T,

TEMPLATE VARS:

posts
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ATy TH

ATvT6

XMLPOST %7 L 7= APIC ¥ —E20%E [

1 :

../jinja.py setup.yaml tn-common-template.xml > tn-common.xml
../jinja.py setup.yaml Shared-Plan-Citrix-graph-template.xml > Shared-Plan-Citrix-graph.xml
../jinja.py setup.yaml Shared-Plan-F5-graph-template.xml > Shared-Plan-F5-graph.xml

VPC 77 DA -
5 -

../jinja.py setup.yaml VPC-tn-common-template.xml > VPC-tn-common.xml
../jinja.py setup.yaml VPC-Plan-Citrix-LB-graph-template.xml > VPC-Plan-Citrix-LB-graph.xml
../jinja.py setup.yaml VPC-Plan-F5-LB-graph-template.xml > VPC-Plan-F5-LB-graph.xml

Python =7 —MNHR/RINT= B, BRSO Python 74 77 U N AT AIZA VA M—/L &1
TWHZ & afEd LEd,

shared.cfg 7 7 A VE L vpc.cfg 7 7 A V&% L T hosts: <YOUR APIC IP> &
passwd: <YOUR APIC ADMIN PASSWD> |(ZfHZRE L X7,

shared.cfg 7 7 A /LD :

i -
host: <YOUR_APIC_IP>:443
name: admin
passwd: <YOUR_APIC ADMIN PASSWD>
tests:
- type: file
path: /ppi/node/mo/.xml
# file: asa-device-pkg-1.2.2.1.zip
# Replace actual ASA Device package file in the line below
file: ASA-DEVICE-PACKAGE.zip
wait: 2
- type: file
path: /ppi/node/mo/.xml
# file: CitrixNetscalerPackage.zip
# Replace actual Citrix Device package file in the line below
file: CITRIX-DEVICE-PACKAGE.zip
wait: 2
- type: file
path: /ppi/node/mo/.xml
# file: CitrixNetscalerPackage.zip
# Replace actual F5 Device package file in the line below
file: F5-DEVICE-PACKAGE.zip
wait: 2
- type: xml

path: /api/node/mo/.xml
file: tn-common.xml
wait: O
- type: xml
path: /api/node/mo/.xml
file: Shared-Plan-Citrix-graph.xml
wait: O
- type: xml
path: /api/node/mo/.xml
file: Shared-Plan-F5-graph.xml
wait: O

T — b ERANLET,
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WHTZ o OEET, kOa~v s RE A LET,
i -

../request.py shared.cfg

VPC 77 D&E1E, ROa~ Fe A LET,
1 -

../request.py vpc.cfg

H—E XEREDHIR

ATy I

ATy T2

ATvT3

ATvT4

shared.cfg 7 7 A L&tk L, hosts: <YOUR APIC IP> 3L passwd:

<YOUR APIC ADMIN PASSWD> DfEZFRE L £7,

setup.yaml 7 7 A /L& fwE L C STATUS B8 % deleted IZEXE L, HIfRE NI NN—T 3 v
DARA b &L LET,

KDoA~ FeFITLET,

./jinja.py setup.yaml tn-common-template.xml > tn-common-del.xml

./jinja.py setup.yaml Shared-Plan-Citrix-graph-template.xml >
Shared-Plan-Citrix-graph-del.xml

./jinja.py setup.yaml Shared-Plan-F5-graph-template.xml > Shared-Plan-F5-graph-del.xml

T L= ERA N LET,

./request.py shared del.cfg

L3 S ER#EREIC DUV T

LAY 3 (L3) Msbikild, A% 7 42 V—7 17, OSPF, EIGRP, BGP 72 & D L3 /L—
T4 Fa raliiloT, ARy NU—ZICACL 7 7 7V w7 B8 5 Cisco
Application Centric Infrastructure (ACI) F§HECJ, vRealize |2 L3 SMMBEH AR ET H T & T,
TFU R Xy N7 7TV N A~DRIENT 7 4 v 7 BB L, AL D T
T4 w7 EBEMFFHIENTEET, ZOMEEDORITRIT, T M~ DIPT KL
AN, NAT ZEH L7227 7 7 U v 7 HNBIZ R R S 4L, ACIL3 SMMHEEREIC NAT 233 £h72 0
Z & T,
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vRealize IZ L3NS ERZRTET 5T-OFH
vRealize IZ LA ¥ 3 (L3) A2 R ET 2I121%, ROLELZWI-THLERH Y F97,

» Application Policy Infrastructure Controller (APIC) GUIIZu 74 > L TWAH T L 2R L,
A = 2 —/3—T [TENANT] > common] DJIEIZER L £ 9,

o [default] &V 13ExtOut Z1Ef% L. BD [default] &ML F 5,
e BExtOut @ FIZA A [defaultlnstP] @ 3extlnstP Z{EaL L E4, Zihid, LFH—
EAOT s b TCHERAESNET,
L3 AM R DR EIZ DWW T, [Cisco APIC N— w7 a7 4 Xal— gy HA
K] 2B LT &N,

s APICGUIZu 7 A > L TWAHZ L ZMER L, A ==2—/3—7T [TENANT] > common] DJ&
WL E 9,

+ [lvpcDefault] & VY9 13ExtOut Z1Em% L. BD [vpcDefault] #ZML £,
« Z O 13ExtOut M FIZ4HTAY TvpeDefaultInstP] 0 13extInstP & 7ERL L £ 4,
ZhuE, VPC 7 hTCHERERET,
T b OIMBERR DR EICOWTIE, [CiscodPICN—Y v 7 327 f Falb—ay
A R 2B LT EE0,

vRealize 1%, B U7z R RAILIAA ORI 2 B 72 LT, 8O BExtOut FEXEHA L F
‘j‘o

EEEDIVARYIVR

Cisco ACI & Cisco AVS & 7= IdCisco ACI Virtual Edge

Cisco Application Virtual Switch (AVS) % 72 1% Cisco ACI Virtual Edge O —f%1FHRIC OV TIE, &
Dv=aT VEZRLTITEIV

+ Cisco AVS: Cisco.com @ [Cisco ACI Virtualization Guide] . F£721% [Cisco AVS guides] ®
i /3— 2 @ [Cisco ACI with Cisco AVS] DEEZZIAL T2 I,

« Cisco ACI Virtual Edge: Cisco.com @ [Cisco ACI Virtual Edge documentation] %2 L T <
ZEU,

Cisco AVS = 7= |4 Cisco ACI Virtual Edge VMM |k A 1 > DERK

Cisco AVS F 7213 Cisco ACI Virtual Edge 1 VMM R A A > %, VLAN % 72(X VXLAN 71 7
MEEER L, £i3u—hn 2, v F o 7 2fHEPIHELT D2 LR TEET,

Cisco APIC U U —Z 2.1(1) AR TIZ, H7 BT — REBESEL LN TEET, oF
D, VLAN £721Z VXLAN 2T 2 LI VMM R AL U ERRLTZHETH, BITE R A
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B cisco AV =715 Cisco ACI Virtual Edge VMM % 1 > 0D

A DT T x N SOOI T'NMMEE LEETDHEPG ABIMNT L2 LN TEES, FHMICONT

L. [Cisco Application Virtual Switch Configuration Guide] ¢ [Mixed-Mode Encapsulation

Configuration] &7 =2 >, F£721% [Cisco ACI Virtual Edge Configuration Guide] @
[Mixed-Mode Encapsulation| D#FEZZH L T 7ZE 0,

Flo, v—I AL v F U7 EEH L7V Cisco AVS & 7213 Cisco ACI Virtual Edge VMM K A
AVEERTHILEHTEET, B—INVAL v TF 7 F—RTIE, V—7FTXTDOLT

T4 EEELET, TSNS T BMED X A TIEIVXLANTZF TF,  [Cisco Application
Virtual Switch Installation Guide] % 721% [Cisco ACI Virtual Edge Installation Guide] % ZH& L C

<&,

Cisco AVS F 721X Cisco ACI Virtual Edge VMM K A A » Z{ERK L7222, RAAL DB 7EL
b7 — /% EH L C, Cisco AVS F 721 Cisco ACI Virtual Edge 3 X TV VMM K 2 A > &R
HZEWTEET,

Cisco AV & 7= (% Cisco ACI Virtual Edge VMM K £ 1 > D YERL

ATy I
ATy T2
ATFvT3

Z Dk 2 a Tk, Cisco AVS % 7213 Cisco ACI Virtual Edge 7 7" E/UAk72 L, VLAN, %7t
1L VXLAN 71 72/ b AR — F L TORW VMM R A A 2 BT 2 HiEZ R LEd, AR
AA wF(Cisco AV F 721X Cisco AVE) B L NA A v F 7 HAFKE ( Local Switching F 72 1%
No Local Switching) % iR 325 & | vRealize GUI IZUE L T2IIEED 7 4 —/V AT E
T AFFERRITERE L £ T,

48O HREIIC

CiscoACIOOHEHD—E LT, TH v FRERT 7 BA T 47 4 707 74 /L(AAEP)
EERT D 2B LET,

FIE

vRealize Automation ([ZEFBEE & L Tr 27 A LT CatalogZ IR L £ 97,

Add VMM Domain 35 X TF AVS 7213 AVE #3&IR L £ 7,

[New Request] ¥ A 72 7Ry 7 AT, WDAT v T HFEITLET,

a) AT 44— VRO —ERATN—TY v MEHREZFRRLT[Request] 7 U v 7 LET,

b)  [Request Information] ~~A > CatBlZEBM L T [Next] 27 UV v 7 LE T,

¢)  Domain name 7 4 —/L |2, VMM R A A %% AL %7,

d)  Virtual Switch £ L7 #—|Z%F L TiX, Cisco AVS % 721% Cisco AVE Z &R L £ 7,

e)  Switching Preference & L7 Z —{Zx L T, Lo Local Switching ¥ 72 1% Local Switching %
BIRLET,

f)  Local Switching %% L 72357, Encapmode & - 7 % —{Zx L C. VLAN %721X VXLAN
IR ET,
Encap mode /X, Local Switching (2 7 F 7l HE T,

g)  AAEPName 7 ( —/L F|Z, #6778 A =T 47 4 7u7 74V (AEP) 4%
AJTLT, 1%k VMM R A A AZBEfT T £,
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h)

i)

k)

D

0)
p)
Q

vCenter T Cisco AVS = Cisco ACI Virtual Edge D {ERL D FEER

AAEP AN ENTW WAL, FRUBATERENE T,

FD 2 TH 5 VLAN Ranges D34, Notset 7 U w7 L, fE% B/ L T VLAN #1{E
BLET,

Encap Block Role M54, external 7213 internal ##5E€ L 7,

(A7 3 »)AVS Fabric-wide Multicast Address & 7= |Z AVE Fabric-wide Multicast Address
T4V RT, wAFHFX AT RLRA 7wy 7 FHAICK LT 224.0.0.0 225
239.255.255.255 £ Tz BT DA R~NLTFTF* ¥ A b 7T RLRAEZ AT LET,
(473 =2 »)Multicast Address Start 7 1 —/L R C, LFFx AN T KL X 7 mvy 7
PRLZ % LT 224.0.0.0 725 239.255.255.255 £ C(Midii &2 G 1) DA~ FF¥ A~ 7 K
VAZANTTLET,

(47" 2 »)Multicast AddressEnd 7 ¢ —/L RC, LFFx 2 K7 FLRA 71y 7 #iH
(2% LT 224.0.0.0 7> 5 239.255.255.255 F T x Z ) DA/~ FF v A LT KL
A ANNLET,

AAA ALY = U T T, #aO+5F%2 27 Vv 27 L, BEXx2UT7 4 RAL UZRIRL,
Next #7 Vv 7 LET,

Vceenter IP (£ 7= Hostname) 7  —/L N2, RA M ELIXIPT FLAZ AT LET,

RA M EEAT 554A. CiscoAPIC TDNSRY & —2 4 TICEELTHDH I ENNHE
T9, DNSHRY I —ZFRT L TWRWEATEL, vCenter Server D IP 7 L A& AL E
ﬁ—o

DVS Version K v 7" Z 7 J A Rnb, DVS A= g U EAERLET,
Username 7 ( —/L R{Z, vCenter {(Z 2 7/ A > $ B2 Da—YF—Z 5% A LET,
Password 7 « —/L RiZ, vCenter ~D 1 7 A NIk L TN AT—REASLET,
vCenter Datacenter 7 . —/V KiZ, T —% o X =& ASTLET,

GE) ANJTT BT —% o Z—DLEiT vCenter TDLHI & EMEIC—FT 2 LEN D
DET, LAEITIEH. RXFE/NILFERRIIENET,

vCenter T Cisco AVS ¥ /=& Cisco ACI Virtual Edge M {ERL DFEER

FIE

AT F1 vSphere 7 7 A 7 > kT vCenter Vr— "~DE & B & £9,

AT 72 vCenter T Home > Inventory > Networking & = — % HR L £ 7,

ATY T3 T —m@ERLET,

ATY T4 T—HEH—DTF T, Cisco AVS F7-1% Cisco ACI Virtual Edge 35 X OV D 7 4 /L X 3MERL &
Nl L xR LET,
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. Cisco APIC T Cisco AVS Z 7= Cisco ACI Virtual Edge VMM K £ o > DL D#EER

Cisco APIC T Cisco AVS % 7= [X Cisco ACI Virtual Edge VMM K * o > D{ERLDFESR

FIE

AT 71 Cisco APICIZEHE L L TR AV LET,
ATV T2 REAY FT—I >4 R R 2RI ET,
AT v 73 Inventory ;£ —3 2> 7 (> KT, VMM Domains > VMware % &R L £,

ATy T4 VBT ¢+ RO, Properties ® I, vCenter Domains 7 1 —/L KT, L fEk &7z VMM
RAALRY A MIRRENTNWDLZ 2R LET,

Cisco AVS F 7-IZ Cisco ACI Virtual Edge VMM K A A > A FEILIE T—ILDOEH

Cisco AVS VMM = 721X Cisco ACI Virtual Edge N A A > Z{Epk L7-t&1%. VLAN 72X~/ F
FYARNT RLVARA T VEBHTLIENTEET, TUNLLEHEHR LTI EE,

Cisco AVS F 7= Cisco ACI Virtual Edge VMM K * 4 > @ VLAN 77— )LD EH

FIE

AT w71 vRealize Automation |ZFFEH & L Cr 7 4 > LT Catalog &R L E 5,
AT w 72 [Update Vlan Pool, AVS] ¥ 7= 1% [Update Vlan Pool, AVE] % ZE4R L £,

GE) ZOEFHREIIZ A F I v 7 VLAN 7 — L TOHYF— F N ET, %0 VLAN 7 —

MIYR—hShEHE A,

ATYFT3I ANT7 4=V ROY—E R TNA—TV v MEFREFERLT[Request] 7 U v 7 LET,
AT v T4 [NewRequest] ¥4 72 7Ry 7 AT, WDAT v 7T HF4TLE7,

a)
b)
<)
d)
e)
f)
g)

h)

A BML, Next|]Z27 U v 7 LEd,

[Vlan Pool Name] 7 4 —/V KiZ, BEfFD VLAN 7' — /DL EiE AT LET,

[List of encap blocks] fHI&K T, [New] DEEDfFEAD+FHEZ 7V v 7 LET,

% Encap 7 12 7 O VlanStart 5T, Bi4h VLAN Z A7) L E T,

VlanEnd #JiZ # T VLAN Z AJJ L 77,

encapRole T, external &7/ internal Z{5§E L £,

IsAddoperation DF = v 7 R 7 A% 42 LC, Encap 7 2 v 7 % VLAN 7" — /LB
LET,

AJJ LTz Encap 7 1 v 7 % VLAN 7" —/WZ ANRWEEIZIX, T=v 7 Ry 7 A%F T
DEFIZLET,

[Submit] 7 U v 7 LET,
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Cisco APIC O Cisco AVS & 7= Cisco ACI Virtual Edge @ VLAN 7— /LD E#H 2 HRT 5 .

RDBERY

Cisco APIC ™ Cisco AVS Z 7-1% Cisco ACI Virtual Edge ® VLAN 7' —/L DO HE Hi & ieid 425 (49
N=) OFEETET LET,

Cisco APIC O Cisco AVS % 7= 1% Cisco ACI Virtual Edge ® VLAN 7— LD E#H 52T 5

ATy
ATvT2
ATv73
ATvT4
ATvT5
ATv 76

FIE

Cisco APIC IZEHEHE L L TR A LET,

[Fabric] > [Access Policies] DJIEIZEIR L £,

Policies 7 &7 —> 3 U4 KU TPools 7 /WX ZJEE L E7,
VLAN 7+ VX2 %z BB L7,

VLAN 7 —/LZ 38R L £,

fE¥Y ¢ > RUTVLAN 7= A AEH SN2 & 28 LT,

Cisco AVS & 7= Cisco ACI Virtual Edge VMM F A o DI )LFF Y X b 7 FLR T—)LOFEH

ATv I
ATvT2
ATvT3
ATvT4

FIE

vRealize Automation |ZFHEHE & LT 7+ > LT Catalog Z 3R L £,

Update Multicast Pool, AVS or AVE %% L £,

ANTZ 4=V FOP—E R TN—7Y v MEREZZRLT [Request] 7 U v 7 LET,

[New Request] ¥ A T2 VR 7 AT, ROAT v T HFRITLET,

a) [Multicast Pool Name] 7 # —/V RiZ, BEfFDO~/LT X ¥ A F 7 KL A F—)LDLH & AT
LET,

b) [List of Multicast Address Range] i3k T, [New] DREOFEEDO+FHE 7V v 7 LET,

) YATFXXYAKNT RLRA Ty 7 Z0iC, B~V TFH¥ A~ T FLAE LT 224.0.0.0
M 239.255.255.255 £ TOME (HAE & e KB & & 7~ £ 77) % MulticastAddressStart 51(Z
AN LET,

d) MulticastAddressEnd %//(Z, #& T~/ FFv¥ A~ 7 FL AL LT 224.000 205
239.255.255.255 £ COME (A L B RKIES EAET) &

e) YAFXXYALNT RLA TRy ZEZLTFXr AL T RLRX F—LTBINT 51T,
IsAddOperation ¥|DF = v 7 Ry 7 A AN LET,

ANV TFHRXY AR T LA TRy 7B~V TFXx AN T RUA F—AnhbHlRT
HITFE, ZOF =2yl Ry 7 A%2FT7DOEEICLET,

f) [Submit] %7 U > 27 L&,
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B ciscoarc oo LFErR T RLR ToLEESHT S

RDERY
CiscoAPIC T NLFHF ¥ A N7 FL A T —LEEHHTL (50—) OFEEZZT LET,

CiscoAPIC TYILFXF VYA M7 KLR T—ILEZEHT S

FIE

AT w1 Cisco APIC IZEHHF L L TR AV LET,

AT w 72 Fabric> Access Policies % 3%#R L F 7,

AT w73 Policies T/ — a2 74 RUT, Pools 7 4+ /L X ZJEEIL £,

AT w74 Multicast Address 7 4+ /L% Z JEB L £,

RTYTE wLFHFX AT RLA T LEERLET,

ATV T6 fEEV 4V RFUT, SAFHFX AN T RLA = AREHFINT EEHERLET,

Cisco AVS ZF 7=I& Cisco ACI Virtual Edge & VMM F A 1 > D HIB&
Cisco AVS F 72 1% Cisco ACI Virtual Edge & VMM R X A V3HIBRTHZ ENTEET, 20
%, HIbRZMERT 20BN H Y £7,

Cisco AVS F 7= [ Cisco ACI Virtual Edge & VMM K £ 1 > D#EIRR

FIE

AT 71 vRealize Automation |ZFFEE & LTr 27 A > LT Catalog Zi&R L £7°,
AT 72 Delete VMM Domain, AVS or AVE % %R L £,
ATFY T3 ANT7 44—V FOY—E R T—71V v MEREERLT[Request] 7 Vv 7 LET,
AT 974 [NewRequest] ¥4 72 7Ry 7 AT, WDAT v 7T H2FITLET,
a) AHAZEML, Next] Z#27 Vv 7 LET,
b) Domain name 7 1 —/L R T, HIfx7T 5 VMM KX A OA4HTZ AT LET,

GE) VMM RFAA S, BES TN TS~ FFx A~ T KA 7=
(Domain/AVS or AVE name_mcastpool) ¥ 7213 VLAN 7*— /L (Domain/AVS or AVE
name_vlanpool) 7> & 2355 121L, ZNLHHIBRSILET,

c) [Submit] %2 V27 LET,

RDERY
ROFNEZFETLET,
s vCenter C Cisco AVS F 7= Cisco ACI Virtual Edge DHIBRZ fEFRT 5 (51 X—)
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vCenter T Cisco AVS & 7= Cisco ACI Virtual Edge D HEIf& =25 5 .

¢ Cisco APIC ® VMM R A A v OHIEOfEZR (51 ~2—3)
« Cisco APIC T VLAN P — /L OHIEEHERT 5 (51 =2—7)

* Cisco APIC T¥/LF ¥ A K 7 KL A 7 —)LOHIROMEE (52 ~<—)
vCenter T Cisco AVS & 1= Cisco ACI Virtual Edge DA Z#E2T 5

FIE

AT F1 vSphere 7 7 A 7 > kT vCenter Y — N—~DHEfi P& £,
AT w72 vCenter G, Home > Inventory > Networking & = — % 3R L £7,
ATFYT3 F—HEB A —HRIN L F T,

ATy T8 T—HEH—0DTFT, Cisco AVS F7-1F Cisco ACI Virtual Edge & & D 7 + VX BHIFRE 7=
ZLEMRLET,

Cisco APIC D VMM K A4 A > DHEIFRDHEE

FIE

AT v 1 Cisco APIC IZEHE L LT /A LET,
ATy T2 RERYRI—O >4 R M) ZERLET,

ATFYT3 ARV FEHF—T g 70 R TiX, VMM Domains 7 /L% —& VMware 7 + /L
H—EREHLET,

ATv T4 Vmware O F T, HIEENZ VMM RA A UBIFE LW & 2R L ET,

Cisco APIC T VLAN J— /LD HIBR % #EEET 5

FIE

ATw 1 Cisco APIC IZEFHF L LT s A4 LET,

T w72 Fabric > Access Policies 712 L £,

AT w73 Policies TE7— 3 7 4 RUT, Pools 7+ /L X & B LET,
AT T4 VLAN 7 3 )L X 23R L7,

RATw TS {EEY 4> RUD Pools - VLAN T, VLAN 7" —/L(Domain/AVS name vlanpool) HHIBRE
Nl L xR LET,
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B cisconriccoLF 42 k7 ELR ToLOHIBORER

CiscoAPIC TYILF ¥+ X b 7 LR T—ILDHIBROHER

FIE

AT v F1 Cisco APIC [ZEFHF L LCu s/ A LET,

AT 72 [Fabric] > [Access Policies] DJIEIZEIR L £,

AT v F3 [Policies] 7 —ar U4 RUT, [Pools] 7 #/VF &L £,
RT9T84 BR, ILFEYRAMNT LR 744,

ARTF9TS fEEV 4V RUT[ T—Ib. ILFFYRAMT7RLR | vLFF¥ AT FLR T — L%
B LET( FAA L /av E3FH4YE mcastpool ) DHIBRSNVET,

Cisco AV & = [ Cisco ACI Virtual Edge VMM KA 1 VDt F 21 T14 FALDITVEY

Z

CiscoAV DtX =2 U7 4 RAA LD~y ¥y 7% BHET 5 71X Cisco ACI Virtual Edge VMM
RAA

L 23 AVS F 1=(Z Cisco ACI Virtual Edge VMM K4 4 > DX 21T 4 KAV RV EVTDEH

FIE

AT w71 vRealize Automation |[ZEFEE & L CTr 7 4 > LT [Catalog] Z IR L E 7,
AT 72 Update AVS or AVE VMM Domain Security Domain Mapping % &R L, kD FIE%EFEIT L %

I

a)
b)
<)
d)

e)

A7 4= RO —E R TL—7Y v MEREFRRLT [Request] 7 U v 27 LET,
[Request Information] ~- & TatBlZ B L T [Next] 27 V v 7 LET,
AVS/VMM-domain name 7 { —/V KiZ, VMM ® KA A &% ASTLET,

AAA Domain list 7—7 /L C, NewZ 7 U v 7 LT, AAA RAA A EANTJLET,

T hY ZLIC. aaaDomainName 5| TEEFEOEX =2V T 4 RAAL U ERELET, AVS
F72IX AVEVMM R A A % AAA ITIEIIT 5I21%, IsAddOperation ¥|DF = v 7 7 v
J AT LET, A7 OHA, AVS £721X AVE VMM K A A U0X, AAA KA A U
HHIBRE I ET,

[Submit] 7 U v 7 LET,

RDBERY

Cisco AVS F 721 Cisco ACI Virtual Edge VMM KA A L DEFxF a2V T 4 RAAL L v~y BT D
filesd (53 ~—2) OFNMAZET LET,
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Cisco AVS F fzI&Cisco ACI Virtual Edge VMM KA 4 > DEF2) T4 FALD I VEV T DRER .

Cisco AVS % 7=1%Cisco ACI Virtual Edge VMM R A A > DX 2V 7T 4 RAA U vy B T ORER

ATvT1
ATvT2
ATvT73
ATvT4

FIE

Cisco APIC [ZEFHF L LT /A LET,
Virtual Networking > Inventory > VMM Domains > VMware% 3l L ¥ 97,
VMM R A A 2 @R L ET,

E2E D ¢ > K7 @ Properties ® T, Security Domains 7  —/L R EFH I TWD Z L& &l
BLET,

PRI 7ATI24—IL7RY) o—

2= T 7 A T U 4 —)L (DFEW) DR Y > —3Ek, EH. B L OHIRN ATET, DFW
AR Y —& Cisco AVS F 721% Cisco ACI Virtual Edge VMM R A A > OBE ST & EH T F
D

BT 7 AT T4 —LOFEMTONTIE, ROWTINESRL T ZE0y:

+ [Cisco ACI AVS Configuration Guide, Release 5.2(1)SV3(3.27)] @ [Distributed Firewall]
H

+ [Cisco ACI VirtualEdge Configuration Guide] ¢ [Distributed Firewall] D%

DI FAT 24— KR —DERK

ATy T
ATv T2

ZDkErZ v arTiE, DFW AR Y —%{ER L, Cisco AVS & 72(% Cisco ACI Virtual Edge VMM
RAA v EBBEMT 2 HEEBA L £,

FIE

vRealize Automation |ZEFFIH & LCr 71 > L [Catalog] & &I L F7,

[FW R —DERK (DFW) KU AVS E£12IZAVE VMM R A A U ADQRBEER (] 2841 L

T, ROFNEEZFITLET:

a) A7 44—V ROY—ERATN—TFY v MEHRERRLT[Request] Z#7 U » 7 LET,

b)  Request Information ~ > THMZEML T, Next &7 U v 7 LE7,

c)  FW Policy Name 7 1 —/L RiZ, "YU v —DAHIZATILET,

d [E—FIRay7Zor UREnD, [T—Z2UT) 1B 203 (B 28R LET,

« %3 : Cisco AVS F 7213 Cisco AVS (RARA A v F TiIm$ T TCP 5% =4

L., 7—=7 =770 —%ELETN, 7747 U+ —/MTEHLEEA,
T—= T E—RE, NI T4 v BRDTIC T 7 AT UV EGINCT D
iRt L £,
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B cisconric cHET 74 T A—L KU L —DERERRT B

e)

2

h)

)
k)

cHN T AT AN EEALET, DRI AT U= EYR—F LT
WRWELRTD/N— 3 > Cisco AVS 225D T 77 L— KT, Cisco AVS DA%
77T L= RLTWAHAE, mICTXTO VMM KA A > Ed Cisco AVS 78
ANET T TL—RLThb, W7 7A T U+ —NVEANCTLHHLERD D F
£

o WS 3T T 7 A T U4 — VA ST, Cisco AVS F 7213 Cisco ACI Virtual
Edge O3 _XTO7 o —{FREZHIRLET, ZOE— NI, W77 AT 7+ —/b
PR LW E ORI L E 1,

[VMM 4] 7 ¢ —/L KT, DFW R U > — 2Bl 5 BEF D Cisco AV & 7213 Cisco ACI
Virtual Edge VMM R A A > DA4TTEATI L, [RN %27V v 7 LET,

[Syslog 7+ — L] ~—T T, [EEKEE] Fay X o U I0G [B#] 7205 [
ZIEINL E9,

Cisco AVS ¥ 721 Cisco ACI Virtual Edge 1%, 70H(7 7 A4 7 U 4+ — /M K> TFFAT £ 721%
fEREShlo7n—% A7 5 vl (syslog) H—NZHELET, ROFIEEZFATL E
R

* Cisco AVS F 7213 Cisco ACI Virtual Edge 73 syslog %— MNZFFr] S ic 7 v — & s
THHA. [ZE—0OHA| Key FF T U Mpb, [V 28R LET, Cisco
AVS F721% Cisco ACI Virtual Edge 73 syslog h—/NMIFFr Sv7c 7 v —Z2#E Lewn
e, [DWWA Z@IRLET,

* Cisco AVS F 7213 Cisco ACI Virtual Edge 73 syslog %h— SZHEG S hie 7 v — &2 s
T5%6., lERESN-T7A—] Fry 7 XUy URAMpb, [IFW] 2R L ET,
Cisco AVS F 721 Cisco ACI Virtual Edge 7% syslog V—/NZHEE Sz 7 v —z#ih
L7AaWGE. [DWWNA] 23R L £,

[FRZEMR #) ] =V 7T, 60 5 86,400 R OMFEZ A L E T,

(BT LRI Rey T Xy JARND, syslog b — NCER SN ERKE L~LLLE
Ou TEREL~VEERLET,

[FEESTIN—T| =V 7T, BEFED syslog =XV I5Eh 7/ NV—T% AN LET,
[Submit] #7 U » 27 LET,

RDERY
Cisco APIC T 7 7 AT U4 —/L KU T —DEREMHRT D (54 X—2) OFEEZET L

£

Cisco APIC TH 7 7 A T U 4 —/)V R U > —OIE Z e+ 5

ZDE Y aTiE, Cisco APIC THOW T 7 A4 7 U —/ KR I —DIERE MR T 5 HIEIZ
DWTHBA L £,
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ATv T
ATvT2
ATvT3
ATv74

ATy TH

s8R 71 79r—n K o—0EH [

FIE

Cisco APIC |[ZEBIF L LTr /A LET,

[Fabric] > [Access Policies] DJIEIZEIR L £,

Policies 7 £/ —3 5> 7 1> K7 T, Policies > Interface > Firewall Z#&R L ¥ 7,

YEEY 4 > KU D, Interface - Firewall D N C, X357 747 U4 —/L KU T —NERS

NTWDHZ Lzl LET,

DT 7 AT O A—IVRY > —E VMM R A A v & OIS &£ RT 5120, ROFNEICHE

WET

a) Virtual Networking > Inventory > VMM Domains > VMware % 341 L £ 7,

b) XMIETAHVMM RAAL %27 Vw7 LET,

c) fE¥vU 1> KUT, VSwitchPolicy #7 UV v 7 L, {Ek L7087 74T 74— KR Y
2 —7% Firewall Policy 7 4 —/V RIZERE SN TWNDH I &R L ET,

BEHI7 AT 94— K S—OESH

ATy T
ATy T2

ok va TR, BEEODFW R Y — O EH FIEIZOWTHAL E9,

FIE

vRealize Automation (Z&FHH & L Tr 7 A > LT [Catalog] Zi®IR L £ 7,

B BHFFWARY S— (EHIz L, KOTFIEEFEITLET,

—HEDO Ry THE T JRANMIUIY—E R 70— 7 VU F T, <NO change=""> T I

TWOEEZEFELRWNE I DNERIR LA 7 v g 128 - T</NO>,

a) A7 44—V ROV —ERTN—7V v ME#REFR R L T[Request| Z#7 U v 7 LET,

b)  [Request Information] ~A > CaBIZEBM L T, [Next] 7 U v 27 LET,

¢)  FWPolicy Name 7 1 —/L N2, HEHEORY > —OA4HTEZ AT LET,

d EF—F Fry7¥YyURXb @R 3—=2% | Enabled . Disabled . F7-(%
<NO change=""> </NO>[Next] %7 UV v 7 LE7,

e)  Syslog 74+—L ~— T, %R Disabled . Enabled . F72(% <NO change=""> 7>
©. Administrative State N2 > 7’'X T X F</NO>,

f) 7A—%Fa ey 7o UM #R (I . no . F721% <NO change="">
</NO>

2) TJA—3EE® FeyrXHX o)X B KLY, no ., F721F <NO change=""> </NO>
hy HR—=UUIRERE®E#) 1=V 7T, 60~86,400 F) bl MR E FH L £,

(B MRRZEELeWSaE. T Tbh A,
i) ATLARN)L Ry 7 XU AR, syslogh— NZERSNTZERELALLLETHD

0 JERKELLVERIRLET, 2R <NO change=""> 1/ L~YLZEHE L\ hE
9 P</NO>,
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B cisconriconiT 74 7oA —L KU L—OEHERET B

i) Dest JIL—7T 1=V 7T, FHEIIBEFD syslog B/ NV—TDF=51 T & A

HLET,
GE) R EIIEEFD syslog 56 7/ NV—TDE=Z ) T HE AN LW E, BTH
AT EE A,

k) [Submit] &7 U w27 LET,

Cisco APIC D537 7 A T 7 —)V IR Y U — DB &R T 5

AT 71
ATvT2
ATvT3
ATv74

ZDk 7 v a T, Cisco APIC THE 7 7 A T U+ —/V R U —DOHB 2 MR T 5 HIEIZ
DWTIBH L £,

FIE

Cisco APIC ([ZEFHF L LT/ A LET,
[Fabric] > [Access Policies] DJEIZEIR L £,
Policies 7/ — 3 > 7 1 N7 T, Policies > Interface > Firewall %2R L ¥ 7,

{EE 7 4 > K7 @ Interface - Firewall ® F T, {RDOT7 7 A T U4 —L R o —% X T )7
Uo7 L, BHEHRELET,

DT 7AToA—IL R —DHEIK

ATy T
ATy T2

ZOHETIH, DFW R U ¥ —DIERRFIEICOW T L E T,

FIE

vRealize Automation (ZFHE#H & L Cr 7/ 4 > L C [Catalog] Zi&IR L 9,

BN HIBRFW R S— (EHIz L, KOTFIEEFEITLET,

a) ANTZ74—=N RO =R TA—7Y o MERERRFLT [Request] 27 Vv 7 LET,
b) [Request Information] XA > Tl A4 BI L T, [Next] #7 U v 7 LE7,

¢) R P—name 7 1 —/L KT, HIERT S VMM BIOS RV > —4Hia# ASJ LET,

d) [Submit] Z2 UV >vZ7 LET,

Cisco APIC D537 7 A T U —V R L —DHIRZ iR 5

Z D7 3 TiX, Application Policy Infrastructure Controller TD 37 7 A 7 U A —/L 7R Y
= OHIBRZ MR 2 TEIZ OV T L £,
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ATv T
ATvT2
ATvT3
ATvT4

Cisco AVS Z f=[3 Cisco ACI Virtual Edge VMM Domain TOREE T 7 A 7o+ —IL R O—DEEF T EEHT S .

FIE

Cisco APIC 12 74 » LET,
Fabric > Access Policies % %R L ¥ 97,
Policies 747 —3 3 > v ¢ K7 T, Policies > Interface > Firewall Z 3R L £ 9,

g2 1 > K7 ® Interface - Firewall D T T, HIfE L7277 7 A T U4 —L R —0732< 785
TR LET,

Cisco AVS & 7z [& Cisco ACI Virtual Edge VMM Domain TOREE 774 7o+ —IL R O —DEER T EEHT S

ATy T
ATy T2

ZO® 7 v aTlE, Cisco AVS F721% Cisco ACI Virtual Edge VMM R A A ZBEEAF T S
TW5 DFW R Y o —ZFHT 25 FIEIZOWTHBHLET,

FIE

vRealize Automation |ZFFEH & LTr 74 > LT Catalog Z3&R L £,

Update FW Policy (DFW) association to AVS or AVE VMM Domain % 3R L T, RO FJEEE
TLET:

a) A7 44—V FOH—bRTN—7V 2 MEFRZFRRLT[Request] 27 Vv 27 LET,

b) Request Information =+ > Tt & B LT, Next #27 U v 27 LET,

¢) FW Policy Name 7 1 —/L R|Z, KU > —D4RTEATILET,

d) VMM Domain name 7 ¢ —/L KiZ, BEfF® Cisco AVS F 721 Cisco ACI Virtual Edge VMM

RAL 2B NI LET,
e) Operations K2 7' X7 UZX R, IROWTNDLDOF TV a U ERINLET:

+ add — Cisco AVS @ DFW 7R U 3 —F 721X Cisco ACI Virtual Edge VMM R A A 2|2
HAHT ET,

« del — Cisco AVS ¥ 721 Cisco ACI Virtual Edge VMM R X A > 725 DFW AR U & —OD
B T 2R L £,

f) [Submit] #7 U > 27 L&,

RDZRY

APIC | Cisco AVS F 72 1% Cisco ACI Virtual Edge VMM KA A > THO~A 7t/ A A
HAOTOFEFH 2 MERT D (83 3—) OFEEFATLET,

DT 7 AT U —L R —L Cisco AVS £7=1% Cisco ACI Virtual Edge APIC & o BEE 1T DO HER

Z Z T, Cisco APIC THETZ 7 AT U+ —/L R —& 23D AVS F 721 Cisco ACI
Virtual Edge & O BB T 2 fERE S 2 FIEIZOWTHBI L £ 7,
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B s53r-0mET5 R~ 959K T50DFF U F THRRYIUR

FIE

AT v 7F1 Cisco APIC |[ZEHFE L LT/ A LET,

AT w 72 Virtual Networking > Inventory > VMM Domains > VMware % 5 L £,

ATYT3 UERVMM AL %27V w7 LET,

ATv T4 Work 7 1 KT ® Properties D N C, 57 74T U4 —/L KU =2 vSwitch R > —D
Firewall Policy 7 4 —/L KD VMM R A A v EBEMIT SN TWD Z 2R LET,

HEFLEFHEEITSAR—b OISO TSoDTFU T IARY
TR

HETSO0TORY FIT—D0 DER
T EETT TRy VU= BERT A HEEHBE L £,

FIE

AT w71 vRealize Automation |27 F > MEFEFE L LCr 7 4 > LT [Catalog] &N L E T,
AT 72 [Navigation] ~<A > C, [Tenant Shared Plan] % &R L %9,
AT w 73 [Tenant Shared Plan] X > C [Add Tenant Network - Shared Plan] Z#&R L, RO#EIEEZFITL F
7
a) A7 44— VROV —ERTA—TY v MEREFTL, [Request] 7 U v 7 LET,
b)  [Request Information] ~A1 > TP ZBIIL T, [Next] 27 U v 7 LET,
¢)  [Step] <A T, KOBUELZFATLET,
d) [NetworkEPGname] 7 f —/L RIZ, H LW Ry U —27 D4 i (new-shared-network)
AN LET,
€) RAAL2DVS 74—/ FT, %7 U2 LT Add . BB your_apic > vCenters >
your vcenter ., DVS %R L F 5,
f)  EncapMode Ny 7 X7 AN WINNZ@ERLET BE . VLAN | 7%
VXLAN “£— K (mode) 7 7/ b L&,

(G¥)  EncapMode 7 1 —/L R{Z VMM R XA A » %A 7} Cisco AV F 721% Cisco ACI
Virtual Edge (2 —h/L A4 v F ) OFPHICORBEH SN ET, VDS VMM
RAA 21, VLAN F£721% VXLAN Z3#IRJ 515, T LaWisRIC a6t
NHYET,

g)  Application Tier Number 7 .t —/L N2, 1~ 10 D¥fEiz A LET,

h)y MBEPGHEE 74— /L FT, WTFrDOMEZER (KLY 721 No .

i) EBFRI"IA0ETAT—23 V" T4 /L RT, WTNAOMEEZRR LUy E720X
No ,
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VMware vRealize & APIC THiL < fEpicif=ry b7 —HY DFER

G¥) HR"TA 0T AUTF—230" 74— L FRIEVMM RAA Vv ZA TR
VDS VMM KA AV THIHGEICOREHINET,

) Use Default BD? 7 1 —/L R CiL, Yes £721E No DWW TNDOMEE RN L £,
No ZIBIR L7258, Add& 27 U v 27 LT, WAZ LT ) vy FAL CaBRLET,
« JEBA  your_apic_user > TF 2 & > your tenant > Fv kIT—F 5 >
BridgeDomains > your_bridgedomain % Z D7) v RAA U ZEIRL T,
k) RAYFUYT E—FK BL7¥— BN RAT747 £7213 F8 .

FMTaT AT avid, 774N NDAAL »F 7 F 1T Cisco ACI Virtual Edge
AL v F T HTT,

1) [Submit] #7 U » 27 LET,

VMware vRealize & APIC TH LK ERLESNf=ry kT —H DiEE

ATy I

ATy T2
ATvT3

ATvT4

ATy TH

VFC 75 >ThDT

ATv T
ATy T2

Z MIATIL, VMware vRealize & Application Policy Infrastructure Controller (APIC) TH#rL < E
RENTZFy N =7 R T 2R LE T,

FIE

vRealize Automation {27 F > MEHLE & L TR 7 A > L., [Request] TN L THERD AT — X
ANEHETHDHZ LR LET,
APICGUIIZTF > h&LTa 2 AL, [Tenants] Z &R L £,

[Navigation] ~<4 > C, [Tenant name] > [Application Profiles] > [default] > [Application EPGs] >
[EPG new-shared-network] OJIHIZ &R L £ 7,

[Properties] X > C, [Received Bridge Domain] 7 « —/L K23 MHG@/7 7 4V N ThDH Z & &
RBLET,

[Navigation] X~ > C [Domains (VMs and Bare-Metals)] % %R L, VMware/your vmm_domain \Z
WA RENTNDZ L ERLET,

)y RAALDDIVERL
ZIZITIE, VPC 7T TT Y vy RAAL VEAERT 2 EEZHA L £,

FIE

vRealize Automation |27 > MEBIHE L L Tr 71 LT [Catalog] Zi#IN L £ 7,
[Navigation] X > C, [Tenant Network Services] % R L ¥ 7,

Cisco ACI with VMware vRealize .
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B Ao cnmLETY v RS v ORR

ATvT3

APIC T#rL <fERL L 1=

ATy T
ATy T2

ATvT3

[Tenant Network Services] ~< > C [Add or Delete Bridge domain in Tenant] Z &R L. R DOEAEE

FITLET,

a) AT 4= IV ROY—ERTN—TY > MEHREF L, [Request] #7 U v 7 LET,

b)  [Request Information] ~A1 > Tl ZBIIL T, [Next] 27 U v 7 LET,

c)  [Step] <A T, KOEEEZFATL £,

d)  [Add abridge domain] 7 4 —/L KT, [Yes] ZiE=R L £,

e)  [Bridge Domainname] 7 4 —/L N2, 7 U v ¥ RAA 4 (new-bd) Z AL ET,

f)  [Enable ARP Flooding] 77 4 —/L KT [No] Z 4R L £,

g) [Enable flooding for L2 Unknown Unicast] 77 4 —/V N C [hardware-proxy] Z &3 L £ 77,

h)  [Enable flooding for L3 Unknown Multicast] 7 1 —/L R"C [flood] Zi#IN L F 7,

i) [L3 context (VRF)] 7 4+ —/LV R C[Add] 7 U v 7 L. [your_apic] > [Tenants] >
[your_tenant] > [Networking] > [VRFs] DJIEIZJEF L T, VRF (ctx1) ZEFEIRL E9,

j) [Submit] 7 U v 7 LET,

k) [Operation] 7 4 —/b R C [Add] ZEIR L £7,

) [Submit] #7 UV v 7 LET,

TV9Y KA VDORER

Z Z TlE. Application Policy Infrastructure Controller (APIC) TH LLER L7V v KA A
VEMERT DB OWTHB L ET,

FIE

APICGUIIZT T b LTrZ AL, [Tenants] Zi&R L £7°,

[Navigation] ~~- > C, [Tenant name]>[Networking] > [Bridge Domain] > [your_newly created bd]
DINEIZ BB L £,

[Properties] 7 4 > KT, 74—/ K/ VMware vRealize GUI £ [A] L THDH = L kb L
T

VPC TS UTDRY FT—UDERELUVTI 9T RAS U~DBEERIT

ATy I
ATy T2
ATFvT3

ZIZTEH. VPC T TRy U= HERRLTCT Y v KA A IZEEMT 2 s &3
LET,

FIE

vRealize Automation (27 7> MEHLIF & L Tr 71 > L T [Catalog] ZER L £,
[Navigation] -1 > C, [Tenant VPC Plan] Z &R L £,
[Tenant VPC Plan] ~3A > C [Add Tenant Network - VPC Plan] Z##4R L, RO#EIEEZFEITL F 9,
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2)
h)

)

)

k)

D)

APIC TO VP TS5 DAy kT—42ETY v FAfvan7YsI—vavokR [

ANTZ 4= RO =2 T V—T7Y o MEREZFERL, [Request|] 27 U v 7 LET,
[Request Information] <1 > Tt ZBM L T, [Next] 27 Vv 27 LET,

[Step] =4 » T, ROFIEEZFEITLET,

[NetworkEPG name] 7 4 —/L NI, H LW Ry N T —7 OAHIT (new-vpe-network)
EANNNLET,

Domain/DVS 7  —/L RTC, Add %7 Y > 7 L. your_apic > vCenters > your_vcenter %
JEBA L. DVS ZiEIRL 7,

encapMode K2 v "X 7 J 2 N C, Auto, VLAN, F72IXVXLAN DWW 0% T~
TEE—RE L TGERLET,

(G¥)  encapMode 7  —/V RiX, VMMdomain % A 77} Cisco AVS D55, F721E
Cisco ACI Virtual Edge (R —H )V AA v F U ) OFEICOHEH SvEd, VDS
VMM R A A > T VLAN 7213 VXLAN Zi®IR$ 25 & PHILARWERENED
LAREMER BV £,

Application Tier Number 7 ¢ —/L F{Z, 1 ~ 10 D¥fEzE ATI L ET,
Intra EPG Deny 7 ¢ —/L K C, Yes £721X No DWW TN OIEZEIR L £,
Allow Microsegmentation 7 1 —/L KT, Yes £721X No DWT N DEZEIR L £7,

(GE)  Allow Microsegmentation 7 -t —/L K{% VMMdomain % - 7°73 VDS VMM K A A
YTHLIGEICOREH S NET,

Use Default BD? 7 1 —/L R Cl&. Yes £721Z No DWW T D fEZ IR L E 9,
No ZIIRL7-GE, Add 57 Vw7 LT, WAZ LTV vy ALV EERLETS,

* your_apic_user > Tenants > your_tenant > Networking > BridgeDomains >
your_bridgedomain =B L, DTV v RAAL U EFRLET,

[Subnet Prefix] 7 4 —/LV RIZ, =RV x=A IPT RLVAREH TRy hvRAT AN LE
9 (10.1.1.1/24) ,
[Submit] 7 U v 7 LET,

APIC TOVPC TS5y kD=0 TNy RALUADTYIIVI— 3 VDR
TIZTIX, APIC THLLAERRL7=7 U v RAAL U 2MERT D HIEICHOW T LET,

FIE

AT9F1 APICGUIIZTF > L Tr A L, [Tenants] Z#IN L £,

AT 72 [Navigation] <A > C, [Tenant name] > [Application Profiles] > [default] > [Application EPGs] >
[EPG new-vpc-network] OJIEIZ R L £ 9,

AT v T3 [Properties] A T, 7V ¥ KAA N your tenant/bdl TH5H Z & AR L ET,
AT 74 [Navigation] 24 > C [Domains (VMs and Bare-Metals)] Z3&R L. your vmm_domain \Z/34 > R
SNTWDLZ & &R LET,
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B 7 rmotfau54 Ky v—otr

ATy TH

ATvT6

ATy 71
ATvT8

[Navigation] ~~~ > C, [Tenant name] > [Networking] > [Bridge Domain] > /bdI] > [Subnets] ®
NELZ =B L £

[Subnets] A > T, Fv T —Z7 Z{E L TVPC 77> (10.1.1.124) TV v KAA
BB BRI AN LI — R U= A IPT RLREH TRy b v AT 2R L, ZAa—7
WTTAX—=FnH VRF ThDHZ & aRLET,

A = =a— /N—"C, [Virtual Networking] % 3R L 9,

[navigation] ~~ > C, VMM Domains > VMware > your_vmm_domain > Controllers > vcenter1 >
DVS - your_vmm_domain > Portgroups OJEIZE L, N—F ZV—T7 LT N 77V r—
var 7uTrAA/VEPGANFRENTND Z LR LET,

TFHOFADEX ) T4 KR —DER

ATvT1

ATvT2
ATvT3
ATvT4
ATvT5

T, TF U NN T 4 R —EAERT A HEEZBA L ET,

WORIE, Web &7 7V 7r—a IR T U v AL AZHD T2, @BE L TR
ZLERRLTWVWET, Web b 77U r— g IfBBESnTWETR, F— MU =A LITBE
TEXET, Web £ 77V r— g U N@fEd 01003, B2V T7 40 N U—%2EfRT D05
NHY E9,

Gateway b
Bridge Domain
o e Security Tl o
% Paolicy %
=y ¥ | =
Web i App E
1R BRI

20DfME~T Y (VM) ZRO2ODARy Y= PRRESNTND Z L2 LET,

FIE

vRealize Automation |ZFHF & LCu 71 > L. [Catalog] > [Network Security] DJIEIZEI L
£

[Add Security Policy (Contracts)] Z 34 L £ 97,

[Request] IR L F 7,

[Request Information] % 7 C, ZROFHHEZ AT LET,
[Next] Z&IR L E T,
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APIC TOF > bt Fay 71 Ky v—omERAPc [

AT w76 [Step] ¥ 7 T, WOBIEEFEITLET,
a) [Rule Entry List] 7 4 —/V RIZfEZ AL, [Savel &7 U v 27 LET,
WOFEIL, KL— = RN DOfEEZRLTHNET,

I—IL TV RY YR+ &

dstFormPort A/
« RIEE

* 1~ 65535

dstToPort Ty
o RIEE

* 1~ 65535

protocol * icmp

* icmpv6
. tcp

* udp

7Ty

etherType « [P

« TARPJ

b) [Consumer Network/EPG name] 7 4 —/LV R C[Add] #7 V v/ L, a2 a—~vDx >y k
T — 7 /EPG B L TEIR L ET,  (Web A K)
¢) [Submit] %7V v 27 LET,
d) [Provider Network/EPGname] 7 4 —/L R C[Add] %7 VU v 7 L, 7S X —DF vy hTU—
7 [EPG Zfisg LTI L £7°,  (app-host)
e) [Submit] =727 U 27 LET,
ATY 7T [Submit] %27 U v 27 LET,
ATy 78 [OK] &7 V7 LET,

APIC TOTFH Y FAtEFa ) T4 R O—DOFESE APIC
ZIZTIE, APIC TT Y FREF 2 U T 4 RN —% RT3 HEEHH L £,
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B 77 rmoexau70 Ry o—ommorz

ATy
ATvT2

ATvT3

ATy T4

ATy TH

FIE

Cisco APICIZ 2 7' 2 L, TENANTS Z#RL £7,

Navigation ~~-{ > C, Tenant your_tenant> Networking > Security Policies > Contracts DJIH|Z /&

BLET,

a) Contracts D NIZRA RINLTWALAFIN, T M X —baria—v—DA4HITHD
Z xR LET, (app-host ctrct web-hosts)

navigation~=- . C, Tenant your_tenant > Networking > Security Policies > Filters D JIH/Z FEHH L

£7.

a) Filters D FIZHX A N SILTWDARIN, Ta X, X —Larva—~<D4RITHDL I L%
e LE 9, (app-host flt web-hosts)

navigation~~- > C, Tenantyour_tenant>Networking > Application Profiles > default > Application

EPGs > EPG web-hosts > Contracts OJIE(Z R L F9,

a) [Work] A > T, 2> a—~) [Comsumed] THDZ & ZHERLET,

namigation ~~-{ > C, Tenant your_tenant > Networking > Application Profiles > default >

Application EPGs > EPG app-hosts > Contracts DJIEIZER L £,

a) [Work] ~SA1 > C., 71 3A & —75 [Provided] Th 5 = & Z R L7,

TFYMADEF2Y T4 R O—DEROHER

ZITE. TF Y RNNOEXF YT 4 RY L — O A HEERT B HFIEICOWTE LET,

FIE

ATy Tl R~y (WebmA b)) lcalZ AL, a<~r R4 onbhovM (77 Y r—3 g ik

A R) % ping LET,

ATFvT2 A~y (TFUr—arFRmARN lculf4rL, avy R4 oo vM (Web 4

HxBTFU b

>

A

A K) % ping LET,
THZED, VMBPAEWIZEELTWADZ L BERTEET,

HEY—EXDEE

IR @7 T P TORE S —EADHEIZOWTIRA L X,

(v

1R BHIIZ
TV oY KA E Ha@/T 740 b OBRICHDIEETF > D EPG NMLETT,
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ATvT2
ATv73
ATvT4
ATvT5
ATvT6

| Cisco ACI with VMware vRealize

@7+ rcoxay—exonz ]

FIE

7 F > b & LT vRealize Automation (27 7 > L, [Catalog] > [Network Security] P JIH|Z R
LET,

[Add Security Policy (Contracts)] Z 34 L £ 97,

[Request] Z R L F 7,

[Request Information] % 7 C, ZEROFHHAZ AT L ET,
[Next] Z 2R L £,

[Step] # 7 T, ROBEEZETLET,

a) [Rule Entry List] 7 4 —/V RIZfEZ AL, [Savel &7 U v 27 LET,
ROFEIT, KEL—V = N OEERLTHNET,
IL—=IL TR YR b &
dstFormPort 7T

« RIETE

* 1~ 65535
dstToPort 7T

« RIEE

* 1 ~ 65535
protocol * icmp

* icmpv6

* tcp

* udp

7T
etherType « [P

- [ARPJ

b) [Consumer Network/EPG name] 7 4 —/L R C[Add] %27 Vv 7 L, a2y a—~<DOxR vy b
U—7/EPG R L CERLES,  (Web A )

¢) [Submit] 7 V27 LET,

d) [Provider Network/EPGname] 7 4 —/L R C[Add] %7 V v 7 L, oM X —DFRy kT —
7 /EPG Z s L TR L3,  (SYSLOG-EPG)

e) [Submit] %7 U > 27 LET,
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B 7+ rst@otwxa05 0 KU —%8ET S APIC

ATy 717
ATvT8

[Submit] #7 U » 27 LET,
[OK] %227 U v 7 LET,

T MEBEOEXL) T4 R —FHEZRT S APIC

ATy T
ATy T2

ATvT3

ATy T4

ATy TH

T, APIC TTFF v M EBRTOEX 2V T 0 RN —ZHERT A HEEZRHA LT,

FIE

Cisco APIC (27 F > h& L TrZ A L, TENANTS Zi@RL 77,

[Navigation] ~~1 > C, [Tenant your_tenant] > [Networking] > [Security Policies] > [Contracts]

DONEZ B L £

a) [Contracts] D FIZRXA M ZIVTWAARIN, T a X, X —Lbava—~vDARITHDZ
L E MR L E 9, (SYSLOG-EPG ctrct web-hosts)

[Navigation] <1 > "C, [Tenant your tenant] > [Networking] > [Security Policies] > [Filters] DJId

R L £,

a) [Filters] ® FIZF A M SITWDARIN, TanfZd—Ltar v a—~DAFITHDH I &
e LE T, (SYSLOG-EPG_flt web-hosts)

[Navigation] ~*1 > T, [Tenant your tenant] > [Networking] > [Application Profiles] > [default] >

[Application EPGs] > [EPG web-hosts] > [Contracts] DJIE(ZJEB L £ 9,

a) [Work] XA > C, 2> ¥a2—<) [Comsumed] TH D Z & ZHERLET,

[Navigation] ~21 > T, [Tenant your tenant] > [Networking] > [Application Profiles] > [default] >

[Application EPGs] > [EPG SYSLOG-EPG-hosts] > [Contracts] DJIEIZ R L £,

a) [Work] A > C, 7’1 /34 X — [Provided] TH D Z & EHERLET,

THUMABTOEF2) T4 R O—DOEROHER

ATy

ATy T2

ZZTHEH. T U MEETO® R ) T 4 R O AR T A FIEICOWTEIH L E
ﬁ‘o

FIE

<y (WebHm AR [zas AL, a~<vry R4 rnbio VM (SYSLOG-EPG) %
ping L £,
A< > (SYSLOG-EPG) IZnZ A > L, a<> RI7A4VnHMd VM (Web R A ) %
ping L7,

THIZED, VMABAEWZEELTWAZ LB HERTEET,
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ATvT2
ATvT3
ATv74
ATvTH
ATvT6

| Cisco ACI with VMware vRealize

txayF4 KUo— (Forexavra—n Uz oFF |

X2 )T RY— (PR FE—ILYREF) OFEH

STITCE. EF 2T RYU— (TR o — U RN AEFTLHEEATEL
9,

FIE

7> k& LT vRealize Automation (222 7' > L, [Catalog] > [Network Security] ™ JIE{Z33&R
LET,

[Update Security policies (Access Control Lists)] 234 L ¥ 7,

[Request] 2R L £ 4,

[Request Information] % 7 C, ZRDOFHHZ AT L E T,

[Next] Zi8ER L E 7,

[Step] # 7 T, ROEELZFEITLET,

a) [apic security filtername] 7 4 —/L R C[Add] Z7 U v 7 LT, VRealize [ L > TF v =X
N7 4 N2 BOT TRIRLET,

b) [RuleEntryList] 7 4 —/V FIZfEZ AJIL, [Save]l]® 27 Vv 7 LET, L— 2 FY U R
N FERRT 2R H Y £,

G¥) TOEX2 T4 RV — (TR aryba— URN) OFEFHEITY L.
HLWIL— LB E v, B CARTOBEFEL— /W EEXINLET,

ROKZ, HN— 2 NI DEZRLTHET,

=}

I—ILIT ) YR+

dstFormPort « TS5y
s RIEE

* 1~ 65535

dstToPort « TT LY
o RIGE

* 1~ 65535

protocol * icmp

* icmpv6
. tcp

* udp

7Ty
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B cs2v5Kue— Foreravro—nuzt) 0Bk

ATy 17
ATvT8

JI—ILITURY YR+ &

etherType « [P

« [ARP]

¢) [Update firewall access-list] 7 4 —/V KT, 77 ARA URXR BT 74T U+—LTHEHAIN
TWLGEIT[Yes) #27 Uy 7 L, £ TRVWEEIEINo) 27 Uy 7 LET,

d) [Submit] #7 Vv 27 LET,

[OK] %227 U w7 LET,

TR & MERR T 521X, [Requests] ¥ 7 IR L £ 7,

a) EEL7CERZEIRL, [viewdetails] 27 U v 27 LET, AT —H A7) [Succesful] TH 5
L EMERLET,

txa)Fq4R)— (ZPHEAX A rA—IL YR L) OHIR

&

ATvT2
ATv7T3
ATvT4
ATvT5
ATvT6

ATy 71
ATvT8

TITEH. EX a2V T RYV— (TR ru—AL UR N EHIEET B HFEICOWT
AL E,

FIE

7 F > b & LT vRealize Automation (27 7 > L, [Catalog] > [Network Security] P JIE|ZZR

LET,

[Delete Security policies (Access Control Lists)] Z &R L £79°,

[Request] ZZIR L £,

[Request Information] % 7 C, EROFHHAZ AT L ET,

[Next] Z&IR L FE T,

[Step] # 7 T, ROBIEEZETLET,

a) [Comsume Network/EPG name] 7 4 —/LV RC[Add] Z 27 U v 7 L, a4 X —Dx > k
U—7/EPG Z MR L CE#R L E9,  (Web &2 )

b) [Provider Network/EPGname] 7 4 —/L RC[Add]| 27 UV v 7 L, 7 f X —DF vy hT—
7 [EPG Z 58 L TR L £9°,  (app-host)

¢) [Submit] 227V w7 LE7,

[OK] %#72 VU v LET,

FR A ME 9 HI2I%, [Requests] & 7 & HR L £7,

a) HELERAZBRIRL, [viewdetails] #27 U v 7 LET, AT —H AN [Succesful] TH 5
ZEEMEER L ET,
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vee 75 cory k-2 ok ]

VPC 7S5 TOHRY FT—9 DIERK
ZZTIE, VPC 7T 0Ty U —7 AR 2 BRI L £,

ATy T

ATy T2

ATvT3

FIE

vRealize Automation 7 77 A4 7 > AZT7F > h L Tr 7 A L, [Catalog] > [Tenant VPC
Plan] > [Add Tenant Network - VPC plan] DJIEIZ5ER L T [Request] #27 Y v 7 LET,

[Request Information] X1 > C, ROBEAEEFEIT L ET,

a)

[Description] 7 4 —/L N2, @tHZ AN L ET,

b) [Next] %27 Vw27 LET,
[Step] ~A T, ROEAEZFEITLET,

a)
b)

<)

d)

g)

h)

[Network/EPGname] 7 4 —/V RIiZ, *v U —Z7/EPG4 % AJJLE7, (web-hosts-vpc)
[Domain Type] 7 4 —/V RCTRu v 7 X7 U A RNND, M~ 8T 2 8560%
[VmmDomain (Dynamic Binding)], #8A » 7 7 A kT 7 F v |23 5 %56 1% [PhysDomain
(Static Binding)] &34 L £ 3, CiscoTiL, vRealize 77 71 » OEMHE = FEHT 51213,
VmmDomain (Dynamic Binding) % &R 3% = & ZH#E5E L £,

Domain/DVS 7 ¢+ —/L R C, Add %7 U v 7 L. your_apic > vCenters > your_vcenter =
JEBA L. DVS Zi#IR L 7,

71 7B AEE— R E LT, encapMode Rz 7 X7 U A k725 Auto,  VLAN, 72
[T VXLAN O WPz @R L £

(GE)  encapMode 7 4 —/L FiX, VMM R XA > %A 7/ Cisco AVS DA, /1%
Cisco ACI Virtual Edge (2 — 1 /v A A » F L 7)Y DGHICOIEH S E4, VDS
VMM R A A 2T VLAN £721% VXLAN &R 25 &, T LARWEERAAEL
LAHEER S £,
Application Tier Number 7 1 —/L {2, 1~ 10 D¥fEE A L E7,
Intra EPG Deny 7 1 —/L R T, Yes £721Z No DWW TIDOEZRIRL £7,
Allow Microsegmentation 7 1 —/L KT, Yes £721X No DWTNDEZEIRL £,

GE¥)  Allow Microsegmentation 7 ¢ —/L F{Z VMM KA A > %A 773 VDS VMM R
AA U THLIGEICORMEHINET,

Use Default BD? 7 1 —/L R Tid, Yes £72(X No DV Dz BN L £
No ZBIRLI=GE, AddZ 7 Vw7 LT, DWAZL TV vy FAL U ZRIRLET,
* your_apic_user > Tenants > your_tenant > Networking > BridgeDomains >
your_bridgedomain % JEFI L., Z DTV v RAAL U EERLET,
[Subnet prefix] 7 4 —/V RIZ, = TV xzA IPT RLALY TRy h vRA7 2 A LE
T (192.168.1.1/24)

YT Ry N VLT 47 AL, ZTOVPC TEEDORA MK LTRHHTE 2 7%y b
Tj‘o
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B rrccovee 75 0ty ks omER

i) [Submit] 7 U v 7 LE7,

k) [OK]%Z7Z7U>Z LET,
AT v 74 [Requests] 2N L F 9,
RTYTE BELIEREZRINL, [view details] 27 U v 7 LE T,
ATV T6 EROAT—H A Suceessful THDZ & EHERLET,

APIC TDOVPC TS5 >Dxy kD —H DFESR
ZZ T, APIC CTVPC 77Dy MU —7 2R3 5 FiE&EHBH LE T,

FIE

AT 9 F1 CiscoAPIC~7F > bt LT/ A L, Tenants>your tenant % &R L F£7,

AT w72 [Navigation] ~A > C, [Tenant your tenant] > [Application Profiles] > [default] > [Application
EPGs] > [EPG web-hosts-vpe] DJIEIZEIR L £ 7,

AT 73 [properties | A > @ [Bridge Domain] 7 4 —/L KT, 7+ h L bdl D2 L 2R LE
7, (green/bdl)

AT 74 [Navigation] ~2A > C, [Tenant your tenant] > [Application Profiles] > [default] > [Application
EPGs] > [EPG web-hosts-vpc] > [Domains (VMs and Bare-Metals)] OJIHIZEIR L £ 9,

ATy TE REMER S, RAA 2 717 7 A VD VMware/vmmdomain_you_specified VMware/ C & %
L EMEERLET,

AT 76 [Navigation] "3 > C, [Tenantyour tenant]>[Networking] > [Bridge Domains] > [bd1] > [Subnets]
DNEIZ IR U E T,

ATw T [Subnets] C, FEELTY TRy b T LT 4 7 ANGFETDHZ L E2MERBLET,

vCenter TOVPC TS5 > DAy kD —H DFESR
Z Z T, vCenter TVPC 77 DRy MU —7 2R 5 HiE&ETHH L £,

FIE

AT w71 vSphere Web 7 74 7> k GUIIZ1 7' A > L, [Networking] 7 A =t > & ER L £,

ATwFT2 FesF— a4 R T, vCenter IP/Host>Datacenter > green > distributed virtual_switch
>port_group ZEIRN L, FETDHZLEMERELET,

port group 5 DIERIX, 7T "7 7V r—var a7y A NVH|T 7Y r— 3 EPG
%‘f“ﬁ—o
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VMM B4 A v enFF b 2y bo—solEdeEST5 ]

VMM A AL 2 EDTF U bRy FT—Y DEERITZEHT S

OB aryTiE, VMM RAAL v ETF v Xy NU— 27 ORENNT 2 T 5 Hikico
WTHBALES,

FIE

AT w71 vRealize Automation |27 7> MEFEE L LTrZ A LT [AE BT Z=IRLET,
AT 72 navigation 7 ¢ > K7 T, Tenant Network services %z 3R L £ 7,
ARTYT3 [TFURRY FT—VDFEH| 28I, KOBMEEZFEITLET,
a) A7 4=V FOY—ERTN—TT o MEBERRL, [Request| 27 UV v 7 LET,
b)  [Request Information] ~A > TR ZEIML T, [Next] %27 UV v 7 LET,
¢ ITFYMRI 74—/ KT, %4757 T boOLARIZ AL LET,
d HYEI—Y/EPG 7 — /LT, 7Y v27 LT Add . BB your_apic > T+ 2k
> your_tenant > T2 RINR T IIL—T | EPG Zi#IRL £,
e) DomainType Kr v 77X 72 URRNDL, RALY ZATEFRLET, RAAL X
A 7" VMware VDS & 721 Cisco AVS % 7213 Cisco ACI Virtual Edge (2%} L T VmmDomain
(BAFTITvI R4V T1a2Y) T,
f) [FAA/DVS T4—JLF] T, B %7 U2 L. your_apic>vCenters>your vcenter
ZEFA LT, VMM FAA 2T F > b Fy FU—2 (EPG) ZBIETT % DVS % i34R
LET,
g) encapMode N1z v 7% 7 U X b5, Aute, VLAN, F7-1% VXLAN % 1 7 &/11k
E—RELTERRLET,

(GX)  encapMode 7 ¢ —/V RN, EPG % Cisco AVS ® VMM R A A > % 721% Cisco ACI
Virtual Edge (B — BV A A v F 2 ) X A FICBEEM T 558100k, @A SN
F7. BEAMATIIROFIRTETLET,

hy 8B Feoy7Xor VARG, BN ZE8RLTVMM RASL L E TF 2 fv b
D — 7 \ZEEAT T B2, [HIBR] ZBIRL T VMM RAAL VBT b %y hU—27 D
BEELfT T 2R L £ 7,

i) [RAYFUT E—FR ]| BLZXT, [#4 T« 7] £721X [AVE] Zi&IR L 7,

[ A TA4TNAT v aET 74V DAL v F 27 ThHY ., [AVE] iZ Cisco ACI Virtual
Edge D725HD H DT,

i) [Submit] 7 U v 27 LET,

APICTVMM ALV ETF U MRy bI—0 DBEERITEZHERT S

OB a Tt APIC EO VMM RA A &5 F vk v MU —7 ORE-SIT 2R
HHFEICOWTHBALET,

Cisco ACI with VMware vRealize .
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B < voesrv7—2ay

FIE

ATy 1 APICIZTF > h&LTuas AL, Tenants>your_ tenant %R L E 7,

AT w72 navigation 7 1 > K7 T, Tenantyour_tenant> Application Profiles > default > Application EPGs >
your_tenant_network > Domains (VMs and Bare-Metals) % 3R L %9,

ATV T3 VMM RAA OBEMITNRELWNT 2R LET,

A4S AUTF— 3y

OB a TR, WEENA~YA /S AT —3 58 VPC T AT OWTE L,
Z—PIZEHET LV —E R TA—TF ) v MIOWTHBH LET,

\}

(GX)  Cisco APIC vRealize 77 7' A 2 2.0(1) U UV —RLIETIE, ~A 7kl AT —1 g |l BHE
TAHYV—E R TNL—7V 2 M, Cisco AVS VMM R A A L TORYR—FEINDLH1T7kY
F L7,

ACITORA VAT AVT—23Y

Cisco ACI T~ A7kl AT —a w45, SEIEhBEHIZESHNT, =K
KAV bz RiRA 2 b Z0—7 (EPG) EMEN Do )T ¢ V' — 2 B BRI E
DUTEHZ ENTEET,

v AR T AT — 3 COFEICOWTIE,  [Microsegmentation with Cisco ACLJ % 2
L TL 7Z & [Cisco ACI Virtualization Guide) (28 £ TWET,

HETSoDITA4 QT AVTF—3Y
HEHEFZ TR, ~A 7 a7 A FOERKR., B, BLOHIBREZITY) ZEnTxET,
HEHEFT o TO~A 7T AT —3 3 L OVER

TR AT TIA v A MRS 2 EERBI LT,

FIE

AT 71 vRealize Automation (27 F > MFHHE & LTr /A > LT Catalog &R L 7,
AT w 72 [Navigation] ~*A > C, [Tenant Shared Plan] % Z&{R L £,
ATYT3 [Useg Ry FIT—UDEBM-HETS ] 2R, ROFIAZFATLET, -
a) ANTZ74—NVFOH—bERTN—TV v MEHRAEF R L T[Request] 27 U v 7 LET,
b)  [Request Information] ~~A > TR ZEBI L T [Next] 27 VU v 7 LET,
¢)  Temantname 7 ¢ —/L NiZ, xfI5T 57 FOAHIZ A LET,
d RYFI—V/EPGHE 7 14—/ REVERT % microsegment (uSeg) D4 HITZ AT L E T,
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2

h)

)

k)

#BI5 o104 07— avotks ]

Domain Type K2 > 7' X 7 YR Rinh, RAAL Y XA 7 %ERLET, Cisco AVS F
721 Cisco ACI Virtual Edge VMM R X A > D45, KA A ¥ %4 7Z VmmDomain
(Dynamic Binding) T,

[FAA/DVS]| 7 4+ —/L KT, B %2 Y v L. your_apic> vCenters>your_vcenter,
% &M L. DVS (Cisco AVS ¥ 7= 1% Cisco ACI Virtual Edge VMM R A A ) %8R LT,
uSeg ZVMM R A A AP IF £,

encapMode K2 v 7 &7 2 k)25, Auto, VLAN, F721% VXLAN % % 7 /AL,
E—RELTERLET,

()  encapMode 7 1 —/L RiZ, VMM kX A > % A 773 Cisco AVS F 72 1% Cisco ACI
Virtual Edge (2 —H /v AA v F 7 OBBICOLEHA SN ET,

(7T T—2a BES] 7 +— /L KT, uSeg NATRT HHEEOESEZ A LET,
T 74V NOREESIZ1 T, ANT2MEE ST, Y—EX T7A—7V U hO T
FTURDEMELIIEHN AT a2 N LTTHy FOERO—HEE L TER S Lz
TV = a EEOEFE ST THLNERH Y £7,

el ziE, BEE S 2A2 AT S E, uSeg A VRF (@/5 7 41 k) O—HTdH 5 BD
(Fed/emnbd2) IZRESNE T, ZBEERITONTIL, ROKELSRL T ZE 0,

EEEE BD VRF

1 common/default common/default
2 common/cmnbd2 common/default
3 common/cmnbd3 common/default

EPG N B2 AT 23551215, [EPGRIES: Ku v 7 XU U R R [[EUY] 2341
L$9, EPGHLEEAERA LA WEEIiE, [WWhR] ZEIR L E,

AVS % 7213 Cisco ACI Virtual Edge VLAN £ — K, DVS-VXLAN E— K, %7213 Microsoft
VMM R *A > Tix, EPG AT R —FShTWERAL, INHDFE—REZIER
AAVCEPGNBEZEH T2 &, A— 7 v v 7 SNIRBIZBITT 2 AletER &
DET,

Mp &) 7—7 T, [FR 227V v 7 LTIPREEE (P E) ZANLET, =
VR TR, RO EAINET,

« A IP OS5 (721X 1P DJEME) D4R,
* Description— IP ZEHED ] T3,
IP :DIPT7 RLVA, TRLVAEZEH 7Ry hEBELET (2L xE, LLLLE
7213 1.1.1.0/30),
Mac & 7—7 L C, #27 U v 27 LT New L. MAC &M (£721% MAC JBE) 2 A7)
LET, =) ZLiZ, ROFIPBEHSET,
« ZHI : MAC &4 (£ 721X MAC B M) D4R,
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B 2575 <o~ o0es207—2 30068

* Description— MAC £¥EDOFHH] T,
*MAC : D MAC 7 RLANRT KL A (72L& 2%, 00:50:56:44:44:5D) Z#5E L 7,
) VM&EH 7—7LT, 27U 27 LT New L, VM OEM (E721L VM B 2 AL
F9, =R &I, ROFIBEHASNET,
« Name— VM £ (£ 7213 VM JBME) 4 RTTT,

s Type— ROEIZIE, $AR—FSHTWDJEESY A7, APIC TOED~Y v BT
BIOBIPRENTHET, (MAC BMEE TP OJEMED & 2 EEIEN 1 38 XUV 2 1%,

ThTh, )
vRealize T % A |APIC TD 2 A T (¥ v EY |EB5IEL £l
7 7)
vnic VNic Dn 3 00:50:56:44:44:5 D
vm VM ID 4 vm 821
vmName VM Name 5 HR VDI VMI
hv INA 2= ID 6 ARA 43
domain VMM KA A v 7 AVS-SJC-DC1
datacenter F— R — 8 DCI
ELW B AL Ng M 9 SG DMZ
guestOS F_XL—F 4 7 AT |10 Windows 2008,

EEF ROET, YAR—FEINTWHEETELZD~ v B 7T APIC,

VRealize TEHE T [#RL—% APIC(Z v EVY)
equals Equals

contains Contains

startsWith Starts With

endsWith Ends With

+ AttributeName— B4 2 A L E7, VM OS50 FK D AttributeName (3,
customLabel B~ A 1O H@EHA I NVET,

* VmmDomain_vC_VmName— VM OO0 TiL, Ziid vnic ¥ 1 7', equals FHHE
FlZOHREA SN E T, ANERIL <VmmDomain>/<vC>/<VmName> T, Z Z T
<VmmDomain> (AVS VMM R X A ) & <vC> (vCenter) [F=2 > b —F DA L A X
Y AZB L ET, il vmmdomainl/vcenterl/VMI,
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APIC THE TS TOYA 41T 47— avnkmzkRT s ||

fE @M A THEEATILET, KR Z A TOBNE, EEEOX A TDT—TNIC
FREINET,

m) [Submit] 7 V v 7 LET,

RDBERY

APIC THE ST TO~VA 7t Tl AT — a Ok E2HERT S (7152—) OFIE%L
FETLET,

APIC CHE T o ThO~A 7 av S AT — 9 VOVERREMHERT D

ATy T
ATvT2
ATvT3
ATv74

ATy TH

ATvT6

ZDEZ I aTiL, Application Policy Infrastructure Controller3i 572 ChO~ A 7 k& 7 A
YT = a VOMERRDSREN LT 2 & AR T D HIEICOW I L E T,

FIE

Cisco APIC (27> h& LTrZ A > L, Tenants > your_tenant % &R L ¥ 7,

[Navigation] ~<4 > C., [Tenant] [your_tenant] > [Application Profiles] > [default] > [uSeg EPGs]
DNEER L E 7,

[uSeg EPGs] A > T, M#euSeg X 7N Vw7 LTrFanxsr 1 2FzrLET,
[Properties] A > T, BENELWI L 2MERL T ZEN,

[Navigation] ™=~ > C, [Tenant] [your_tenant] > [Application Profiles] > [default] > [uSeg EPGs] >
[your_useg]| > [Domains (VMs and Bare-Metals)] OJIHIZZIN L £79,

WEDER S, RAL T a7 7 AR
Vmware/vmmdomain_you_specifiedvmmdomain_you_specified T % = & MR LE T,

HEHEFSS o~ atv AL FOYIER

ATy I
ATvT2
ATvT3

DRI aryTIE, w47 av s A FOBIBRTEICOWTHAL £,

FIE

vRealize Automation (27 > MEHIFE L L CTr /1 LT CatalogZ &R L £,

navigation 7 ¢ > K7 C, Tenant Shared Plan %8R L ¥ 7,

Delete a Useg Network - Shared Plan %R L T, ROE(ELZETL £

a) ANZ74—=N ROV =R TA—7Y o MERERRLT [Request] 27 U v 7 LET,

b) [Request Information] XA > Tl A4 B L T [Next] 7 U v 7 LET,

¢) Tenmantname 7  —/L' KT, 7 MABKICT L7 T Mn—RFRa—RFanTtnisZ
LR L £ T,
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B o< ooy ssr—oauporR

d) Network/EPG 7 4 —/)L R C, Add %7 U > 7 L. priapic > Tenants > appurtenant >
Useg-End-Point-Groups = £l L, v~ 7 mt& 7 A~ EPG Z &R L 7,
e) [Submit] %227V v 7 LET,

RDERY
APIC C"vA 7 a7 AT — a U HIBROME (76 X—) OFEEZZE T LET,

APIC C'=A 7 at AT — 3 U HIROMR

Z D& 7 v a TlE, Application Policy Infrastructure Controller T~ 4 7 mt& 7 X > s OHIkR%
Tesd 3 2 FIEIC OV CHBA L £,

FIE

RATwF1 CiscoAPIC £ LT, 7F v hzueZ AL, [ T+ b > your tenant .

ATwF2 FeHF— 3 U4 RUT, Tenantyour_tenant> Application Profiles > default > uSeg EPGs
ZIERLET,

AT 973 USegEpg | 1 T, HIBRIILIZ uSeg MIFFELRNZ L 2fERR L £,

VPC 7S UIzlE, "4 o d A 7= 30"
TERR. ®H. BILOVPC 77 > T, microsegment ZHIfRT 5 Z &N TEFET,

VPC 7 o ThO~Ar7at s AT — 3 DOFERK
T, VPC T TRy NU— T BERRT A HEEBH L9,

FIE

AT w71 vRealize Automation |27 F > MEBEF L L CTr 74 LT Catalog % &R L £,
AT w72 [Navigation] %A > C, [Tenant VPC Plan] 3% L £,
ATY T3 ER Useg Ry hT—4 -VPC TS U %EBM L, KOFIEZFATLET,
a) ANT74— VROV —ERXR T N—7U v MEREZEZ L TCRequest 7V v 7 LET,
b)  [Request Information] ~~A > CatBlZBM L T [Next] 27 UV v 7 LE T,
¢)  Tenantname 7 ¢ —/L N2, XfJ5T 57 hOAFTIEZATI LET,
d R®YFI—D/EPGH 7 14—/ REAVERT % microsegment (uSeg) D4 RiiZ A L E T,
e) DomainType Ru v XU UR NG, RAAL U XA THRIRLET,
f) FAAL2DVS 74—/ RT, 27U > 27 LT Add . BB your_apic > vCenters >
your_vcenter . DVS % 3R L £ ¢ (Cisco AV F 721 Cisco ACI Virtual Edge VMM K A A
) VMM (Z uSeg % BEST 1T D KA A
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2

h)

)

k)

)

Ve IS5t ones 2 vi—vavotk [

EncapMode K> 7% 77U 2 % BE) . VLAN . 720X VXLAN E£—F
(mode) &7 7ML L £,

(G£)  EncapMode 7 1 —/L RiX, VMM K XA > %A 73 Cisco AV A 120 Zii ]
SNFET, F72IE Cisco ACI Virtual Edge (R — Vv A A v F 2 7)),

Subnet 7 4 — /L RiZ, = U x2A IPT RLARLYV TRy h <A EZ AN LET
(1.1.1.124) .

FIVr—2a v BES 74— LV RT, uSeg TR TAEOEAEANLET, T 74

VN OEEESIX1 T, ANLEEEESII— X7 —TY v v e LTT >
FOERRD—EE L THERENT 7 r—a VBB T THAILENRH D £7 18

MELEEHTFO 7V a0,

7o & ZIX, A4RiffE T =3—2 | uSeg 2’ VRF (2 —7 /etx1) D—H T 5 BD (22—

Zd2) IZHE ENETEE S22 AT IEINE D0, BEEEHZHOWTIL, ROFKES
LT &N,

EEEE BD VRF

1 o — 7 /bdl 21— 7 Jetxl
2 o —7 /bd2 o —7 [etx1
3 21— 7 /bd3 21— 7 Jetxl1

@ EPGHEE Fuy XX U A R &R XL N EPG O BEA2 A LE 3, 2R
No Wi EPG D4z 3 L7z < 7256,

Cisco AV T EPG 2 i3 ¥R — b & TV EH A £ 721 Cisco ACI Virtual Edge VLAN
E— K, DVSVXLAN E— RE721E Microsoft VMM R A A >y, TNHDOE— REZITR
A A VINEPG D4 Bz 50+ 25413, A— b7 v v 7 SRIRBICBE fTRErEN H
D ET,

Ip&EH 7—7 1T, 227V v 27 LT New L, IPEKM(F72ITIPOEME) 2 AL E
T, =Y LT, ROFIPEHESNET,

« BEI 1P OFM (721X 1P OJEM) D4,

* Description— IP JLYED A T,

IP - DIPT RLA, 7 RLVREIFIH 7Ry MEEELET (L2, 1111 %

721% 1.1.1.0/30),

Mac & 7—7 v C, #27 U » 27 LT New L, MAC & (£721% MAC JBE) 2 A7)
LEd, =Y Z&I, ROFIBEHSNET,

« ZHI : MAC £4tF (F 7212 MAC JBE) o4 Hi,

* Description— MAC JEYED G T4,

*MAC : DMAC 7 FLANRT KU A (72 & 21E, 00:50:56:44:44:5D) Z+57E L £,
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B vecos corarsoesiF—savonm

m) VM&EH 7—7 0T, 227V w27 LT New L., VMO (721X VM EM) 2 AL
F9, =R TEIT, ROFIDEHSNET,

« BT : VM & (F 7213 VM B ) o445,
* Description— VM ZYEDFH T,

e BAT ROFIL, YR—FENTVWBEMEDH A TIZENZFN~ v ¥ 7 APIC
. BXIOWITT, MACEME IPOBEMENS DEHNEAL 1 B LO21E, FEh, )

vRealize TD A A |APIC TO R A F (v vy EY |BEIBEL il

7 7)

vnic VNic Dn 3 00:50:56:44:44:5 D
vm VM ID 4 vm 821

vmName VM Name 5 HR VDI VM1

hv A =, HF D 6 AA S 43
domain VMM KA A 7 AVS-SJC-DC1
datacenter F— R — 8 DCI

ELW AL LM 9 SG DMZ

guestOS F_RL—F 47257 A |10 Windows 2008,

CEETF ROEKIT., YR—FENTWAEEFLEFD~ v 7T APIC,

VRealize TEHEF [AXL—% APIC(Z v E>Y)
equals Equals

contains Contains

startsWith Starts With

endsWith Ends With

o AttributeName : B2 2 AT LET, VM OM:DF T,  AttributeName (D F
mAIHET, ELW BEDX A 7,

* VmmDomain_vC_VmName |: % { 72O &M SN ETN, VM OFRMETT—7 )1
voic , AL —% EFELLW . ANT HEAII<VmmDomain>/<vC>/<VmName>
where <VmmDomain>(AV VMM R X 1 ) 8 L O<vC>(vCenter) = > b2 —F A A
& A& L T</vC></VmmDomain></VmName></vC></VmmDomain>,
vmmdomainl/vcenterl/VM1,

Ml EMEX A TEEANLET, KEEY A TORNE. EROX A TDT—T NI
FREINET,
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APIC LD VPC TS TORA 015 A vT— 3 VIERDOHESE

n)  [Submit] ZZ7 YV v 27 LET,

RDBERY

APIC LD VPC 75 o ThO~A 7 atv AT —3 a UNEROFER (79 2—) OFIEE 5%
TLET,

APIC LD VPC TS5 T~ A 7 at AT —3 a U NERDOHEDR

Z Dk Y aTiL, Application Policy Infrastructure Controller ® VPC 75 TDO~ A 7 k& 7/
AT = a VERROBRETEIZOWTHH L ET,

FIE

AT w71 CiscoAPIC ~7F > b LTrZ A > LT, [Tenants]> [your tenant] DIEIZEAR L £ 7,

AT 72 [Navigation] ~2A > C, [Tenant] [your tenant] > [Application Profiles] > [default] > [uSeg EPGs]
DN L £7,

AT 973 [uSeg EPGs] <A > C, ME/puSeg # X 7 N7 Vv LTTaT 1 2FRLET,

AT 74 [Properties] XA > T, RENELWVWI EE2MERELTIIZEN,

AT 75 [Navigation] 2 > C, [Tenant] [your_tenant] > [Application Profiles] > [default] > [uSeg EPGs] >
[your_useg] > [Domains (VMs and Bare-Metals)] DJIEIZER L 77,

ATYT6 WEPEKSH, FAA T 77 AR
Vmware/vmmdomain_you_specifiedvmmdomain_you_specified T 2% Z &L R L E T,

AT w771 [Navigation] ~2A > C, [Tenant] [your tenant] > [Networking] > [Bridge Domains] >
[corresponding bd] > [Subnets] DJEIZERIN L E£ 7,

ATw 78 [Subnets] T, FEELI=-V T Xy b T VLT 4V ANFETDHZ L 2R LET,

VPC TS5 v p~A 7 at s Ay koYl
DRI aryTIE, w47 av A FOBIBRTEICOWTHAL £,

FIE

AT 71 vRealize Automation |27 F > MFHH & LCr /A > LT CatalogZ &R L 7,
AT w 72 [Navigation] ~<A > C, [Tenant VPC Plan] % E{R L £,
AT 73 Delete a Useg Network - VPC Plan % 3%&R L C, RO FIEIZHENFE T
a) ANZ7 44—V KOV —bRTN—7V > MEFRZFRRLT[Request] 27 Vv 27 LET,
b) [Request Information] XA > CRLAAZEML T [Next] 27 U v 27 L E 7,
¢) Tenantname 7  —/L KT, 7 MABRKILT AT T Minn—Ra—RapTtnsZ
LERMERLET,
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B < rotrros—vasmttoms

d) Network/EPG 7 1 —/L R T, Add %7 U v 7 L. your_apic > Tenants > your_tenant >
Useg-End-Point-Groups % JEBH L . uSeg EPG Z &R L £,
e) [Submit]Z7 V27 LET,

RDERY
APIC C"v A 7 a7 AT — a U "HIBRO#MR (76 X—) OFEEZET LET,

AT A0TF—2 a3V BHEOESH

ATy T
ATy T2
ATvT3

OB a T, BEO~YA 7l AT = a U EBEHTHITEICOWTHBH L E
7,

FIE

vRealize Automation (27 7> NMEHHE L L Cra /1 L Catalog % R L £ 7,
navigation 7 ¢ > 7 C, Tenant Network services % %R L £ 7,
[Useg BHEDEMEIFHIBR] ZBIRL, ROTFIEEZFEITLET,
a) A7 44—V ROV —ERTNL—7V v MEHREZFRT L T[Request] Z#27 U v 7 LET,
b)  [Request Information] ~<A > T ZBI L T [Next] 27 VU v 7 LET,
) [®*RYbEIT—D/EPG] 7 +—/L RT, [3BM] %2 Y v 7 L. your_apic> Tenants >
your_tenant > Useg-End-Point-Groups 7% /5 L T uSeg EPG Z1ZR L £,
d)  Tenantname 7 { —/L FiZ, ®IET 57 F > FO4HETEZ A LET,
e) IPEKMZBINTAHA. IpEHEDEM T—7 LT, #2272V v7 L, IPE&RMI (%
TZIXIP OEM) Z AN LET, = bY TEIZ, ROFIBEHSNET,
« BT 1P DSAF (F7213 1P OJEME) D4R,
* Description— IP JEYEDFIA T,

*IP—IP7 RLALLT, 7 RVAFREBIY TRy F2AELET (L 2T 1L
£ 7213 1.1.1.0/30),
f)  MACSKUZEBNT 254, IMACEHEDEM 7T—7 /LT, [FRl %27V v7 L, MAC
G (FIEMACOEN) ZALET, = M) 2 L2, ROFIBEHSILET,
« &R : MAC &1 (7212 MAC B M) D4R,
* Description— MAC JEYED G T,
*MAC—MAC7T RL AL LT, 7 RLVAZETELET (/2 & 21%00:50:56:44:44:5D),
g) VM &EMZBMT 2556, [VM EHOEM] 7—7 AT, [Hfl227 Y v 7 L, VM &
(X VM OEM) 2 AN LET, = b 282, ROFVIBEHINET,
* Name— VM Y% (£ 7213 VM EME) 4 R1TTT,
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2 qonesrvi—vavEnEs |

« Type— RDFRIZIT, YAR—FSINTWDLEMEZ A7, APIC TOZDO~V v E LT
BLOBIARENTWET, (MACJE@MEE IP OB H A ESLIER 1 B LD 21,

ThZi, )
VRealize T4 A |APIC TD R A T (R v EY |BEIES 1l
7 7)
vnic VNic Dn 3 00:50:56:44:44:5 D
vm VM ID 4 vm 821
vmName VM Name 5 HR VDI VM1
hv INA 28— 34 P ID 6 RA R 43
domain VMM R A A~ 7 AVS-SJC-DC1
datacenter F— N — 8 DCI
ELW B AE NgE M 9 SG DMZ
guestOS IR —F 4 AT |10 Windows 2008,

GHETF koOEIT., YAR—FENTWBREE LS L FDO~ v B 7T APIC,

VRealize T/EH F [A~<XL—% APIC (T v E V)
equals Equals

contains Contains

startsWith Starts With

endsWith Ends With

o AttributeName— B4 2 AT LET, VM OFHDZFE D AttributeName 13,
customLabel B % 1 O A EH I E T,

s Value— BMEX A 7OEEADN LET, ERMEX A 70X, EROX A TDFEIZ
RENTWET,

* VmmDomain_vC_VmName— VM OO HK TIL, ZiuiT vaic ¥ 1 7, equals HH
TlcoAH@EA S ET, ANEAIE <VmmDomain>/<vC>/<VmName> T, Z Z T
<VmmDomain> (AVS VMM K X A ) & <vC> (vCenter) (2> hr—F DA VA X
v AIZE LET, B : vmmdomainl/veenterl/VMI1,

h)y  BEFO P FHEZENT 256, [IP&EOHIR] 7—7 4 C, [FHRI 227V > 27 L, Hl
b5 IP &t (7213 1P DJgtk) o4riz AL £,

i)  BEfFO MAC &2 HIBRT 254, IMAC &EDHIR) 7—7 VT, [HRl 227V v 7
L. HIFRT 25 MAC &1F (F721X MAC DJEME) O4RTZ AN LET,
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B rrccocronesrvs—sa v BHOESERRT S

i)} BEAFD VM S HIBRT 2856, [VM £EDQHIRR] 7—7 VT, #2272V v 7 L,
BB 5 VM &t (F7-13 VM BE) o4RTiE A LET,
k) [Submit] 7 Vv 7 LET,

RDERY
APICTO~A 7 vl AT —a VghoOEH 2R T5 823—2) OFIEEET LE
bé‘o

APIC TORA VO TAT—a Vv EBHOBEHRZFHRT S

ATy T
ATvT2

ATvT3
ATv74

o7 varTiE, wA s ak s AT — 3 VgD Application Policy Infrastructure
Controller FTHFINT=Z & 2R 2 FIEIZOW T L ET,

FIE

7+ BT Cisco APIC & LCu 7o > L, Tenants > your tenant % iR L ¥ 9,

[Navigation] ~<A > C, [Tenant] [your_tenant] > [Application Profiles] > [default] > [uSeg EPGs]
DNEER L E 7,

uSeg EPGs <A » T, F 057 ( OFFNLER uSeg & X T2 U v 7 LEF,
Properties < > C, uSeg Attributes 7 1 —/L KOBMENEHFT SN2 & 2R LET,

Cisco AVS & 7= (X Cisco ACI Virtual Edge VMM KA A L&A VAT A TF—2a D OBEEMITEEHT S

ATvT1
ATy T2
ATvT3

Z D& 7 v 3 TiE, Cisco AVS F 721 Cisco ACI Virtual Edge VMM R A A AT S
TWh ~A 7wl AT —a 2B ET 5B TR LET,

FIE

vRealize Automation |27 > MEBIH L LT 71 > LT Catalog %R L £ 7,

navigation 7 1 > K7 C, Tenant Network services % 3R L £,

Update Tenant Network 2R L, RO FNEZFEITLET,

a) AN74—=nFOY—E A TN—T7Y o ME#REZZRLT [Request] 27 U v 7 LET,

b) Request Information =+ > Tt ZBIIL T, Next #27 U v 27 LET,

¢) Tenantname 7 1 —/L NI, xHhT 257 FOLAARTIZ AT LET,

d) Network/EPG 7 ¢ —/L KT, Add Z#{R L. your_apic > Tenants > your_tenant >
Useg-End-Point-Groups % /25 L. uSeg EPG AR L £,

e) DomainType R v 77X 7 X b, RAAL 2 A4 7% %EIRLEJ, CiscoAVS £7¢
Id Cisco ACI Virtual Edge VMM K A A > DiE ., R AA %A 71X VmmDomain (Dynamic
Binding) T,
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APIC £ Cisco AVS F 7= Cisco ACI Virtual Edge VMM KX o > TOIA I 05 AL FEEDITOEHFEHET S .

2

h)

Domain/DVS 7 4 —/L R T, Add =7 U v 7 L. your_apic > vCenters > your_vcenter % &
B L. DVS (Cisco AVS % 7= Cisco ACI Virtual Edge VMM R £ A ) Z3#R L T, uSeg %
VMM R A A AAZBREAT £

encapMode K2 v 7% 7 U A fhivh | Auto, VLAN, F721XVXLAN % 5 7 L LE—
e LUTERLET,

() encapMode 7 4 —/L NiX, EPG % Cisco AVS ® VMM K X A > F£7=iZ Cisco ACI
Virtual Edge (2 — /v AA v F 2 7)) X A FIZBEEAMT D58 OR, @HIh
T3, BEMTIIROFIATEITLET,

Operation N2 v 7 X7 U R F)2b add BN T, v 7 m& 7 A M% Cisco AVS
F 721 Cisco ACI Virtual Edge N A A NZBH#ATT £ 77, delete ZEINL T, v~ 17wkl
A k% Cisco AVS % 721% Cisco ACI Virtual Edge VMM R 2 A > & O BEEAF T 2> B % fif b
LET,

[Submit] 7 U v 7 LET,

RDEZRY

APIC [ Cisco AVS ¥ 7213 Cisco ACI Virtual Edge VMM R A A > CO~A 7kt 2 NA
WO OFEH & iRTH (83 X—V) OFIEEZET LET,

APIC L Cisco AVS F 7=1& Cisco ACI Virtual Edge VMM K4 > TOYA U 0T A2 FEAEDTOEHEHRT S

Z D% 7 v a TlE Cisco APIC ETO v A=z AVS % 721X Cisco ACI Virtual Edge VMM R A
AvED~A 7 a7 Ay NEEMT OB 2 MRS 2 TEC OV TR LE T,

FIE

ATwF1 TF 2 FZ Cisco APIC & LT 71 > L, Tenants > your tenant % 3R L £ 7,

ATwFT2 FeHF—2 a7 KU T, Tenantyour tenant> Application Profiles > default >uSeg EPGs >
your_useg > Domains (VMs and Bare-Metals) % 3R L £,

ATY T3 VMM KA A OB NIELWT & 2R LET,

XV INL—TYo

FEFERALGEVWVMOERE Y T —9 ~DE#E

T, vy IIA—FY v R ERERETICe (VM) AERR LRy BT — 2 2 HEE T
DHEEDALET,

FIE

AT v F1 vSphere Web 7 714 7 h GULIZa 1 > L, [Networking] 71 = U &8I L £,
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B o5 50750k 2y ro—s~nimIzo0T

ATY T2 WIZ D 42 RUT, [vCenter IP/Host] > [Datacenter] > [Unmanaged] DJIEIZER L, ACI & v
U — 7 T AR~ BRI L T,
AT w73 [Summary] <A > ® [VM Hardware] &7 > = > C, [Edit Settings] %7 V v 7 LE7,
AT 74 [EditSettings] ¥4 70 7Ry 7 AT, ACl %> N =7 \ZHkiTHFy NI—0 THET X%
BINLT, Fry X0 UARPOIERLTEAR— b 70— 28N L E T,
(green|defaultjweb-hosts-vpc (green))

ATw s [OK] %227 Vw7 LET,
ZOVMTACI Ay hU—F U 7 H2FIHTED LR E LT,

A—RFNSHYDTFU Ry ET—OADEMIZDINT

T, ve— R ARG P—ERETF N Xy U —2 (APIC ® EPG) ZBINT 5 F
JEIZOWTHHBALET, 2OV UV —ATiE, a— K KXToV0GT7T7 0 0HEYR—FLE
T, %DV Y —ATIL, VPCFI U BRI R—FENET,

IDTTUTIE, a— AT UV A tn-commonlZEAT A E T, EASA LU TTARNT I F ¥
ZHH LT VvRA BLXOAPIC TF > MIHEET VAR L 9,

4:XFTS5  A—F NS UHOME

Tenant-Common

VRF-default

BD-default

L3

VIP
subnet

VM
subnet Tenant-Green

—~

L3 Out Security
default

Client
subnet

{?ttaBred infra provides) : m VM :

-FWINATVPN 1 Web App DB 5
- External connectivity | 8
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onzstarc [

5:VPC TSy O— K NS oH0H»

Tenant-Common Tenant-Green
VRF-default VHF-c1
% 1
BD-default BD-b1
T
VIP VM
subnet subnet

Security Q;Q
Policy [T Paolicy J LE

i

Web App DB

L3 Out é:-cun'ty
vpcDefault Policy

Client
subnet

i

500857

DERTEZEH APIC
ZZClE, APIC OB EBELEICOVTHI L ET,

cAPICEHEIZL T, B—=FRTUH DT AL ARy F—VRT v 7 u— RENDLE
NV ET,

0 — R ARTUYDTF A AT T AEN, APIC EHEIZ L - T tn-common (7 k 4k
W] ) TERESNAMERHY £, Citix BEOF5 1%, 02— KK RXZ % THR—F &
NTNHR =TT,

cCitix BEIOWFs DIitFFF7 o pu— R RS H—bv 2 757 Fo7FL— k75, APIC
EHEIZ X o T tn-common TIER S AMLERH Y £9°

VIP 7—/LMDIEM
ZZTCliE, VIP =BT 5 HFEICOWTHBALET,

1R BRI

VRATF v b — R AT P B —E R 2R 21203, FRIC vRA FELE DNV EHLE I #
a7 @ IVIP 7—/VOEM] —ERX 71— MR LT, VRATFH IV FZ LA
IP 7 —VEAERT D MENH Y 7,

7= & z IX Tenant-Red D4 . VIP 7 —/1136.1.1.1 ~6.1.1.30 T. Tenant-Green D35 . VIP 7' —
L% 6.1.2.1 ~6.1.2.30 TT,
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GE)

ATy T

ATvT2

VIP 77— )L D HIBR

ATy T

ATy T2

VIP 7 —iZ, TF >k T4l OBD IF 740 8] TEEINTWAY TRy FD1OT
HDHVENRH Y F£77,

FIE

vRealize Automation (Z&FHE & LT/ A > L, [Catalog] > [Admin Services] DJIAIZIEIN L &
R

Add VIP Pool &R L T, ROFIAAEFATL £

a) Temant 7 4 —/L NIZ, TF v A A LET,

b) VIP address start 7 f —/L R|Z, VIP OF#7T KL AEZ AT LET,

c) VIP Address End 7 1 —/L KiZ, VIP D TT7 FL A& AHLET,

d) Internal VIP for Inter-EPG in VPC plan 7 . —/L R C, [Yes] £721% [No] IR L £ 7,
e) [Submit]Z7 VU v 7 LET,

Z T, VIP 7= L OHIBRFIEICOWTEA L E 7,

TOTN—TV U RTHEH, T FTHEIND TR TOr— R RXT o4 —EX2HIBEL
72812, VIP 77— VOB R 7 ) — 0T v T H{TWET,

FIE

vRealize Automation |ZFEFH & LCa /A > L. [Catalog] > [Admin Services] DJEIZFEN L F

7

IR VIP T—ILOHEIRR | kOT 7 v a VEHAZFETLET,

a) T7FYbk 74—V RT, 227UV 27 LT Add . EH your apic > T+ b L, 75
Y EERLET,

b) VIP address start 77 ¢ —/L |2, VIP OB#HT FL A2 AT LET,

c) VIPAddressEnd 7 ¢t —/L RIZ, VIPDOTT7 RLAZ AN LET,

d) Internal VIP for Inter-EPG in VPC plan 7 1 —/L R, [Yes] £721% [No] ZER L £ 7,

e) [Submit] =2V v 7 LET,

HETSUTOTFU MRy FT—0ADO— K /N\Z Y DEMN

VRATFT oV MITTFU R Xy hU—2ica— R AXT 4% (LB) #BINTEET, LERNRT
A=, Xy NT—=T4 BT A AT TAX LB RKRA b (Fabhan, K—
KN RF— AT BLRa 2 —<EPGEFIT L3out T, THOT—r7 T7a—D—
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ATvT1

ATy T2
ATvT3
ATy T4

VPC TS5 ThFF Yk ky kT—s~na—k AS5vynin [

HMELT, 7/ X¥—EPGE L GRBIRLEZT TV b *y NU—7 BFFOT X CTOMNER T —
EATTT A AR ALK (X2 VT 4 RY—) B™MERENET, ZOor— KT
VAMBEISNEZ Y RRA L MO aryya—<lE, TFy MEEO L3out THhAHZ &, T
T NIRRT ARDOTF N Rxy NU—T7ThHHZELH £,

FIE

vRealize Automation |ZFEFH & LCua 71 > L. [Catalog] > [Tenant Shared Plan] O JI& {253
L/i‘g—c

[Add Load Balancer to Tenant Network - Shared Plan] % 3&R L. [Request] &7 U v 7 LE7,
74—V FICRBERIEREATILET,
[Submit] 7 U » 7 LET,

VPC TS5 UTODTF U bRy bT—=9~A00—F /N5 H0EM

)

T, VPC T TOTF U N Ry N =T ~Dua— K AT Y OEIMFEICOWTHL
E)q L/iﬁ‘o

G¥)

ATy T

ATy T2
ATvT3
ATvT4

VPC 77 > Tix, EPG Hlou— K RXZ % HR— S TnEHA, VU —2122x) T
%, L3out &2 1 M5 (Web) Mlow— R ANZF o HDHhEFR—KFLTHET,

FIE

vRealize Automation |ZEEFH & L Ca /A > L. [Catalog] > [Tenant VPC Plan] DJIHIZE4R L
£

[Add Load Balancer to Tenant Network - VPC Plan] #8&4R L, [Request] %7 U v 7 L£7,
7 4 =)V RIZL B E A LET,
[Submit] #7 U v 27 LET,

£ETSUTOTFU R Ry b= 600— K NT UHOHIBR

ATy

BEfFDOT o bRy NT—7 R0 RARA N I v—Tnbr— KT %3 —E 2 (b-port,
Ib-protocol) A HIFRTE £,

FIE

vRealize Automation |ZFHFH & L Ca /1 > L., [Catalog] > [Tenant Shared Plan] O JIA{Z#H
LET,
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B veos corrorxy bo—shs0n— kA5 H0HIR

ATvT2
ATvT3
ATvT4

[Delete Load Balancer to Tenant Network - Shared Plan] Z8&R L, [Request] #27 U v 7 LE 7,
7 4 —)v RIZ B aE A LET,
[Submit] 7 U v 7 LET,

VRC TS UTOTF U bRy FT—0ho0A—F /N5 S 0HIR

V&

ATy T2
ATFvT3
ATy T4

BEfFDTF v b Ry NU—=7 R RARA VM I =T hba— A7 o —E X (Ib-port,
Ib-protocol) ZHIPRTE £,

FIE

vRealize Automation (/& & LT/ A > L, [Catalog] > [Tenant VPC Plan] DJIHIZE IR L
£7

[Delete Load Balancer to Tenant Network - VPC Plan] %%k L, [Request] #7 U v 7 L7,
7 4 )b RIZ B E A LET,
[Submit] 7 U v 7 LET,

T774T7 94— ILDETE

. Cisco ACI with VMware vRealize
88

ZIZTIE, 7F v b &y U —2 (Application Policy Infrastructure Controller ® x> K74 > k
TN—=T) 7 74T V4= B—ERZIBMTL5FMEOWTHIL £,

6:HBTSV BRIFATI+—LOHDHE

Tenant-Common Tenant-Common
VRF-outside 1< > VAF-default
A E f
BD_outside ! BD_default |«
§ 0
VIP (L3 Out| | ! L3 Out VM
subnet || FW ! int subnet

Sec®

Palicy

L3 Out
detault
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\}

HETSUTOTHY bk %y bT—0~0 77479+ —LoEm [

GE)

VPC 77 o TIEEN 7 7 A 7T U —/VERAV—E R IV R— I TWERAL, VPC T T
T, EPGDO 7 7 AT U4 — N P —ERERETHILENTEET,

HETSOTOTFFTUORRYRT—OADT 74T 24+—ILDEM

ATy T

ATy T2
ATvT3
ATy T4

BEOT o b 2y N —=0 FE RRA L N IN—T T 7 AT T —/LZBINTE
Ft, 77 AT Ur—Darva—<it, BlOVRE (=& 21X 461 @ VRF) TLA Y
3R AR Y — R E L TR LENRNDHY £7°,

FIE

vRealize Automation |ZFEFH & LCua 71 > L., [Catalog] > [Tenant Shared Plan] O JI&{Z5%#HR
LT,

[Add FW to Tenant Network - Shared Plan] #i%&#R L, [Request] &#2 U v 7 LE 7,
74—V RIZL B E A LET,
[Submit] 7 U v 7 LET,

HETSOTOTFTUORRYFT—ODSDT7A4 T 94— ILDOBIK

&

ATy T2
ATvT3
ATy T4

BEFEDOT N Ry NU—=IR L RIRA N TN —=T N7 7 AT U —/LEHIRTE
j‘o

FIE

vRealize Automation {ZFEIF & LCTr 71 > L, [Catalog] > [Tenant Shared Plan] DJIH|Z 541
LET,

[Delete FW from Tenant Network - Shared Plan] Z &R L, [Request] #7 V v 27 LE7,
74—V FIZREREREAT LET,
[Submit] 27 U v 7 LET,

T7AT794—)LEO— K NS UHDERE

ZZTiE. 7F v b &y bU—7 (Application Policy Infrastructure Controller > K784 > k
TN—T") 77 AT U —VBIRr— K AZ % — 228017 25 FNEIC OV TR
L\i‘a_c

TDOTTUTIE, T7ATUF—Ea— R RT3 U08 T4 2% TH5@)] 772 FMTEBAX
., HEA 7T ARNT 7 F v T 5 vRealize Automation (VRA) 3L TNAPIC 77 b
DOMHBET VAR L ET,
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B 2575 o7+ bRy b7—0A0T74 794 —LED—F A5 L H0EM

VHREISV D747 4N EOA—F NS UHOBE

Tenant-Common

VRF-outside

T

BD outside

.T

VIP
subnet

hd

L3 Out
default

B8:VPCTZY  BRIFAToA—ILEO—F N UY

Firewall

Tenant-Common

VRF-default

*

BD_default

[y

Security
Palicy

T

VM
subnet

Tenant-Green

_Tenant-Green

VRF-c1

T

Tenant-Common
. VRF-
VRF-outside default
Iy T Fy T
BD_outside BD
consumer :
1\ [
VIP ||L3 Out “1L3 Out
subnet || FW ; int

L3 Out
detault

Firewall

App

HETSUTODTFUORRY RT=IADTF7ATI+—)LEO— R NTUHOEM

T7AT U= NBLOe— KT o —REFHT LS, (KEIPT RLA 77— %

T MIEBENT20ERH D £97,
VIP 7—/L DB (85 —) BB L T ZEW,

500020

g
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ATy T

ATy T2
ATvT3
ATvT4

VPC TS TOTF Yk Ry hT—9~ADT 74 74— en—kn5vynin [

Tr7AT U=t — R NXTZU9E, BfEOTF > b Xy U =2 F7213 o RARA b
TN—FIBINTEET, 77 AT 94 —LDa v a—<it. (455 VRF T L3 out #55
RV —%RETIHIDLENDH Y F7,

1R BRI

T3 AT U= NBLIOa—RKA_XT oY = RAEBEATHINE, 77 AT Ur—En—
RS YO FIZHONWT, b—E2OBZNHI-Z SN TWALERHY F4,

FIE

vRealize Automation |ZFHE# & LT /1 > L, [Catalog] > [Tenant Shared Plan] O JIE|Z 341
l/ \‘i ‘a—O

[Add FW and LB to Tenant Network - Shared Plan] % #&4R L, [Request] %7 V v 27 LE7,
74—V FICRBERIEREATILET,
[Submit] #7 U v 27 LET,

VPC TS UTDTFURRY R IT—OADI7ATo4—ILEO— KNS UHDIEM

\}

ZIZTE. VPC T I DT F v M F2y NU—=I~DT7 7 AT Tx—)La— KT HDiA
MMFEIZOWNTHALE T,

G¥)

ATvT1

ATy T2
ATvT3
ATy T4

T7AT VA=t — T % (LB) OV—7 7u—%3T7357-ONZ, LBOINHL »
7% Tdefault] 7Y v RAA Y (BD) #8LFT, BEFEILHFIZ, tn-common D FIZH
5 157308 OBDWICT 7 AT U4 —LONEL v VT 2HETLINENDY £, =

WZEoT, 7747 U r—nbua— AT HOMENRFEUBD AT LOIZRD, v F7 1y
ZIIHWi SN s Z e ns Lo £7,

FIE

vRealize Automation |ZEFEFH & L Ca /A > L. [Catalog] > [Tenant VPC Plan] DJIHIZER L
£7

[Add FW and LB to Tenant Network - VPC Plan] #i## L, [Request] #7 U v 7 LE 7,
74—V FICRBEREREATLET,

[Submit] #7 U » 27 LET,
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B a2575 o7+ b2y kT—08 20T 74 Tor—ILEO—F A5 U HDHIR

HETSUTOTFUORRY RNT—=IDLDT7ATI+—ILEO— R NT UHDOHIBR

FIE

AT 71 vRealize Automation |2 & LT 71 > L, [Catalog] > [Tenant Shared Plan] ™ JIF{Z 541
l/ i ‘é—O

AT w72 [Delete FW and LB from Tenant Network - Shared Plan] % 3#R L, [Request] =7 U v 7 L £,
ATYT3 74— RICRERFREATLET,
ATw T4 [Submit] 27V v LET,

VRC TS5 VTODTFU MRy RI—IDDT7AT7To4+—ILEBD—F NS Y DHIER

FIE

AT w71 vRealize Automation ([ZEFHH & LT 7 1 > L, [Catalog] > [Tenant VPC Plan] DJIE 238K L
\i j—O

AT 72 [Delete FW and LB from Tenant Network - VPC Plan] Z #&4R L, [Request] #7 U v 7 L7,
ATYT3 74—V RICRERFEREATILET,
ATy 74 [Submit] 227V v 7 LET,

EPGRID I 7 A 7 04— ILDERTE
IOk varTiE TN Ry N (TN r—var RV — AT TANT Y

F¥ a2 b =3O RRA L N TNA—)VIZKH L TEPGRIZ 7 AT UV —/L h—E X%
RIET D HEICOWTHA L £,
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WC TS DTF bk dy kT—512774 794 —L%EmT 2 [

9:VPCT5 > - EPGRED FW

Tenant-Common Tenant Green
al CTX_out ] CTX_in
| BD-vpcDefault] | bd1 ‘ bd2 I bd3

VPC TS5 oDTFHFU bRy R I—=DI27 747 94— ILEEMT S

ATy T

ATvT2
ATv73
ATvT4

OB aryTiER, I AT U NERGFOT T N Xy NU—T EE T RARA U b
7 NV—"7" (EPG) IZIBIMT 5 HIEICOW T LE T, 7 h&BIN7T % & Zi2iE, [Enable
Inter-EPG Firewall] % [yes] ICEXE L, 77V r—va v CHEHTBOKERET HLEND
DEF, XY NT—7 (BPG)ZHET DL EIEORERET HMLERHY ET, 2D T
AT, 77A T VA X, T a3 X —EPG & v 2—~ EPG ORIIEHE I NET,

FIE

vRealize Automation |ZEFFI#E & LCTr 7/« > L, Catalog > Tenant VPC Plan {22 7' > L &
7

Add FW to Tenant Network - VPC Plan %% L, Request %7 U v 7 L £,

74—V IR E R E AT LET,

[Submit] 227 U » 7 LET,

VPC TSoDTFHU bRy RI—0DBbT7A4T7o+—ILEZHIKRT S

I0B7arTiR TrAT VA= NAVERGEOT T bRy NU—=Z EFT s RARA > b
7 —"7 (EPG) 7 HLHIBRT 5 FIEIZ DWW THB L E T,

Cisco ACI with VMware vRealize .
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FIE

AT w71 vRealize Automation [ZFHE L LTu /AL, [hE2BY]>[TF> kVPC T3 2] DIEIC

RLETF,

ATV T2 [TFHFUoRRY ET—UH 5 FW %HIRT 5 -VPC TS50 #3IRL, [BER| 227V v/ LE

D

ATV T3 74—V NITHERERE AT LET,
ATy 74 [Submit] Z27 Vv 7 LET,

NELI Ry D —

ATy T

ATvT2
ATvT3
ATv74
ATvTH
ATvT6

DAF3—%y b T RRADER

ZIZTHE, AMBLA Y3 (L3) Fy NT—7 A F—Fy N T IR RAEkT 5 k&N
LET,

188 SR

L3R U HMEEOLRIZBIR TE E T,

AR L3 AR Y v— A AKX 2 ADLREITE [L30OutName|InstP] (2T 2 HLERH Y £,

FIE

vRealize Automation {27} > k& LTu /4 > L, [Catalog] > [Tenant Network Service] DJIE|Z
BIRLET,

[Attach or Detach L3 external connectivity to Network] % i8R L £ 3,

[Request] 2R L £,

[Request Information] % 7 C, ZERODFHHZ AT L E T,

[Next] ZiER L FE 7,

[Step] # 7' C. WROEIEEFEITLET,

a) [Rule Entry List] 7 4 —/L FIZfEZ AJJ L, [Save] 7 U v 7 LET,
WDOFIT, Kr— o N OEZRLTHET,

L—ILTU Y YR b B
dstFormPort «TTY
« RIEE
e 1~ 65535
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ATv T
ATvT2
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APIC T2 YT BLUBHKY L —5HRT 2 APC [

JI—ILITURY YR+ &

dstToPort « IS5y
o RfEE

* 1~ 65535

protocol * icmp

* icmpvo
. tcp

* udp

7Ty

etherType « [P

« TARPJ

[L3out Policy] 7 + —/L RT[Add] #27 V v 27 LT, BT T2 b L3RR Y v —% M
KLERLET, (T7441H)

c) [Network/EPGName] 7 4 —/V R C[Add] %7 V v 7 LT, @7+ bRy hU—7/EPG
B LUBIRLET, (Web AR )

[EPG/Network plan type] 7 4 —/b K C[Add] 7 U v 7 L C,
J/EPG ZRBLUEIRLET, (WebH A I)

e) [Operation] 7 4 —/LV R C[Add] %27 Vw7 LT, LA Y3z EMLET,

TR & MERR T 521X, [Requests] ¥ 7 # R L £ 7,

a) FE L7-ZRAZEIN L, [view details] #7 U v 7 LET, A7 —H A [Succesful] TH 5
e hMERLET,

@mrro hoxy hU—

APIC TEX 1T BEVI3IHRY —%FERT S APIC

T, APIC TEXF 2 T4 BEXOL A ¥ 3 (L3) KRNU —%ERT 25 HEICOWTHLA
LET,

FIE

Cisco APIC~7 > b &L Tr7 A LT, TFrb > —BMG 2N ET,

FES— a4 KT, [Tenant Common] > [Networking] > [Security Policies] > [Contracts]

DNEIZ BB L E4

a) [Contracts] D FIZH A b 3T, B D end user tenant name-1L3ext_ctrct_network name
EDFHLWZKINH Y £97,

(green-L3ext_ctrct web-hosts)

Cisco ACI with VMware vRealize .
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B o ro—vorsrorn

ATvT3

ATy T4
ATvT5

b) end user_tenant name-L3ext_ctrct_network_name % JEBH L £ 7,  (green-L3ext_ctrct web-hosts)

c) end user tenant name-L3ext_ctrct_network name % B L £9°, (green-L3ext ctrct web-hosts)

d) [Property] ~XA > @ [Filter] 7 4 —/V RC, 74 NF %7V v 7 LET,

(green-L3ext _filt web-hosts)

e) [Properties] XA > T, 7 4 /LXMW vRealize |[Z~v v B 7 INTNDH I EEHERTEET,

FTEs— a7 ¢ KT, [Tenant Common] > [Networking] > [External Routed Networks] >

[default] > [Networks] > [defaultInstP] DJIAIZ BB L £ 3,

a) [Properties] ~<A1 > ® [Provided Contracts] 7 4 —/V NIZ. end user tenant
name-L3ext_ctrct_network_name 73R RS TUVWET,  (green-L3ext_filt_web-hosts)

b) [Consumed Contracts] 7 4 —/V NIZ, end user tenant name-L3ext_ctrct network/EPG_name 7>

RSN TWET,  (green-L3ext filt web-hosts)
A==z — /N—"T, |[TENANTS] > [your_tenant] DJEI|ZEIR L £ 7,

T B — a3 U4 RUT, [Tenant your_tenant] > [Application Profile] > [default] >
[Application EPGs] > [EPG web-hosts] > [Contracts] DJIE(ZJEB L £ 9,

a) [Contracts] <4 »C, B LI HE SN DORKINFET HZ L 28 T&E £,

*y T = OGO

ZITIE, Ry MU= DR R R T 5 TIEICHOWTHHLET,

B~ (WebAR AR 7 AL, a~vy RI7A4 6o VM % ping LET,

FIVr—2a D8ALF A

ROFIZ, YR—PFSNDEATT VA ZRLET,

BAYTFTUF B

Web > L3out tX=2U7 4 AUV — (5745 VRF
TRE ST L3out) ZFH L CER SN
Web B/ 5 L3 A EEEREAR U o —

Web> 7 74 74 —JL>L3out WebfE L 77 47 7+ —LB LU L3out ( M4+
Hh) VRF TEXE I 47z L3out)

Web > O0— K /35 >4 > L3out Web J& & L3out ( 4N VRF THREINT-
L3out) 28I 72 v — R XF 4

. Cisco ACI with VMware vRealize
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Fni57 ¢ —Fizont |

BAYTFTUF B

Web>O—F NS UHETF7ATI4—IL> | Web B & L3out ( [4MF] THREIN-
L3out L3out) I EINT-a— RT3 9774
T 73— =R

77— 32 >Web X2V T4 RY —E R L RSN,
TV — g Eh S Web &

F—HAR—Z>FTYs5r— 3> YX 2V T 4R =2 LT Sz,
F—=HR=ABNLT ) r—a V8

FIVr—2ar>0—RK RS2 >Web |n— KTV EEALET 7Y r—var
B Web B, Webf@mo 7 7Y r—a v
JE~D NI 74y 71k, m— K AT U2
7

FIUr—30>T7AF794—IL>Web | on— K XSS 5FEHLET S r— g
JEN D Web JE,

2 NVFTF Y FMRETIL, P —EREADKEIZW L ONOHIRRH Y 9, FEHEE. 20
HAZBWCT U =g UBERIIO (Web) BT, 7747 U4 — VP —EXEHEHTD
M, B—RKNRNTUHDORDY—ERAEEHTENERETILERSHD 7,

WROFIZ, AT T THR—FSNLP—ERAOMAEDEERLET,

ER%4 7 |FW+LB> LB @ &> L3out | FW > L3out EPG 5l LB | EPG fE10) FW
L3out

Tr7AT ° ° ° [
7 F =)V DI~
Fx 774
T x—E
n— RRZ

.H-

0— KT o o

F DI

< VF T FOFEIE, FT T MCEHOYV—E AT A A2 FHTIHLERH Y 9,

J0/NT 4 JIL—TIZDU\T
TanRT 4 T—T%, R D A X <A RERRMET 5D vRealize Automation (VRA) =
VART I NTY, TunRT g IA—TEFEMATEHE, VRAIIMB~ DT A T A T
DIETE S 77 BEPE T vRealize Orchestration (VRO) OV — 27 7o —ZIEONH$ Z LN TE £,

Z DR~ v U JEIEREREIL. Application Policy Infrastructure Controller (APIC) vRealize |2 K -
T, APICVRA V—7 7a—OMORH L & APIC R Y U — O EICHERA I E T,
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B »—cxor—7urrionc

APICvVRealize 1%, D7 7V rr—ya VEALF VA EZYR—MLET, BEBET 7V r—
TarTiE, APICYF 2T 4 KU v—, a—RAR_XFo uF . FHET7 7 AT T4 —/b
P —ERAEZKEOMIZHATEET, Zid, ROFIETERINET,

1. a7 ZA—T7%{ET 5I121E. Configure Property Group 7 % 1 7' IHH (Admin
Services 7 ¥ 1 7' N) #FIT L ET,

2. TanT g TN—ThDAE <A AT HIZIX, Security Policy. Load Balancer, 35X
Firewall # 7 ] L £

3. vRealize @ Infrastructure > Blueprints > Single Machine Blueprint L'~/ C, H—< > ®
TN—=TV 2 "NOTaT 4 TN —T 24N LET,

H—EX TIL—TY U MIDWT

T, A TA—=TY MOV THBLET,
VRealize (2132 &y FOT A=V FRHY ET, 1 2F~vv TA—7Y T, VMO
A A=, By FT v BELOAEVCORENTY, Xy FUV—F 7 U= T70—0
v TN—TFY U NEMEING, BogT Sy —var U—ra— RERIIEEET
Vor—varV—ra—ReE#T57200R -~ U BIXOER~ v OT =Y v bR
FELET,
EHY—7 7o—

* APIC /~ > RIVODAERL

* VMM K A A > OFERL

o 7 N OVERR

e Stk SYRNOY(E5

LAY A~T DT A ADMEH]
FFU R U= T

* EPG D 1ERL

e N7 NOERK

c a2y b7 O

e 77 MO

« L30ut O A

s LAY A~T DT NAZADMEH
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vRealize % v k7—% F0 77 4 L0 pAm) [

vRealize *v F7—9 O 774 )LED#HE (IPAM)

ATy T

ATy T2

ATvT3

ATvT4

vRealize IP 7 F L 2 H# (IPAM) TiX, *v NUV—7 a7y A LVOEEFEH LT, 7 L
ADT—=)E 1 OUEDOR Yy hT—=2 1280 YCTES, Xy NT—2 T 77 A )LE@ED
vRealize * v N —27 LRIUHETACIR—ZADRy N —Z 12BN B TAHZ LN TEXFEL,

vRealize IPAM & AT 2121k, ROFNEEZFEITLET,

FIE

TV oY RAAL~OYT Xy MBRHLZ L &R LET,

(T MRBOT) VD RASAVOY Ty FOEBMFELFTHIBR 2L TIEI 0,
Fy NT—7 a7 7 A VEERLET,

Xy hU—=7 7aT7 7 A VOERIZOWTIEL, VMware® R¥ 2 A FEZH LTI IZE W,
L, A=V R TEH LRy Y=Y ZERT HNE I NDICL o TR £7,
K DTN—=T IV MR CFRy b —27 2 AT 25815, ROFIEEZETLET,

vCenter D THIJTEPG (X NV —27 N2A)ZHL, Ry NT—27 T T 7 A NEZIIEH Y
Ti‘j—o

a) vCenter C. [Infrastructure] > [Reservations] |28 L ¥ 9,

b) [Your Reservation] & A2F TCED LICH— YV E&EX, [Edit| 7V v 7 LET,

¢) [Network] > [Find desired Network Path (EPG)] (ZBE/ L., Koy XX U A bRy
NT—2 Ta 77 A NVEERLTIOK %7 Y v 7 LET,

VM ZEixy NU—Z ZAKRT D121, ROFIEEZFEITLET,
Fy hU—7 Fa sl LTTa T4 FSr—FiIc7aXT o ZBIMLET,

a) vCenter T, [Infrastructure > Blueprints] > [Property Groups] (Zf8) L £7°,

b) [Your Blueprint] & Z2F TED LIZH— Y Vv EEE, [Edit| 27V v 7 LET,
c) [+New Propertyl %7 U v 7 LET,

d) 4Hi% [VirtualMachine. NetworkX. NetworkProfileName] \Z#%E L £ 7,

Z 2T, XIE VMNIC %5 T ([0-9] DHiPH) .

e) WEEERLIEXY NU—2 a7 7 A VOARNIHRELET,
) FODF=v 7 TAaLE2I7 Vw7 L, [OklZ7 V7 LET,

DTN EHLWT Y r— g T RLARE D L THRET,
FARNDHARA REEHLTIPT FL A& —CE ) Y TE T,
FARNDHAZ <A RITDONTIE, VMware D R =2 A F 2B L T &V,
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B \Realize Orchestrator o APIC 7— 4 TJo—D7 =27

vRealize Orchestrator ® APIC 77— 20— =a217JL

APIC DAY v REZAFITET A R¥x a2 AL FEAFETH-DIT, vRO APL DR 2T

TET,

1. VROGUIIZm 74 > L. Tools > API Search DJIHIZEIN L £,

2. APIC&#ANJLFET,
ZHIZED, APIC DT RTDORAY v REX A TO—ENERENET,

ApicConfigHelper 7 S XD A v

k=%

Z Z Tl¥ apicConfigHelper 7 7 AD A Y v R—BEx2RLET,

¢« URY FUIZAPIC A A R&BIML, APICIZa 7 A LET,

ApicHandle addHost (String hostName,

String
String
String
String

hostIpO,

hostIpl,

hostIp2,
userName,

String pwd,

int por
boolean
String
String

+ APIC 4 %48 7E

tr

noSsl,
role,
tenantName)

LTCAPIC N> FLVZEELET,

ApicHandle getApicHandle (String hostName)

« <role, username> = 5% L T APIC N> R O—E &2 BE L £,

List<ApicHandl

e> getApicHandleByRole (String role, String userName)

e URI MU MG APIC A & HIBRL £,

boolean remove

« APIC TT v

ApicResponse a
String
String
String
String
String
String
String
boolean
boolean
boolean
boolean
String

Host (String inApicName)

rDxT RiRA v b 7 v—7" & ymmDomain ~® BEERHT 2B L £ 4,

ddNetwork (ApicHandle handle,
tenantName,
apName,
epgName,
bdName,
ctxName,
subnet,
domName,

vmm,

vpc,
intraEpgDeny,
allowUseg,
encapMode)

BMELIZHIBRTAZET, TV RKRA U N ITN—TDRAL VEZFHFLET,

ApicResponse u
String
String
String

. Cisco ACI with VMware vRealize
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« URL ~O#Efe 2 Bl & . URL OHLATIC

ApicResponse addOrDelFWReq (ApicHandle handle,

ApicConfigHelper 7 S XD A Yy F—& .

String domName,
boolean vmm,
boolean add,
String encapMode)

AT TAR—F TR (VPC) TFH o b7V v
TIFHIBR L £,

ApicResponse updateSubnets (ApicHandle handle,

String tenantName,
String bdName,
fvSubnet subnetList[],
boolean add)

e T U MDT N Y RAAL U EBIMERZIFHIERLEI,

ApicResponse updateBD (ApicHandle handle,

String tenantName,

String bdName,

String ctxName,

boolean arpFlooding,
String 12UnknownUnicast,
String 13UnknownMulticast,
boolean add)

e T DT HRRAR (Cx) ZBMELITHIRLET,

ApicResponse updateCtx (ApicHandle handle,

String tenantName,
String ctxName,
boolean add)

< BINEIZITHIBRICE ST R 2B I E 72 i3HIBR L4,

ApicResponse addOrDeletelLBToNetwork (ApicHandle handle,

String
String
String

tenantName,
apName,
epgName,

String bdName,

String ctxName,
boolean vpc,

String planName,
String lbVendor,
String ldevName,
String graphName,
boolean sharedLb,
String protocol,
String port,

String consumerDn,
String snipIntAddress,
String snipIntNetMask,
String snipExtAddress,
String snipExtNetMask,
String snipNextHopGW,
boolean addOperation)

postBody 3UF-51 & 15

String
String
String

tenantName,
apName,
epgName,
String ctrctName,
String graphName,
vzEntry entryListl],

Cisco ACI

RAAL DY 7 Fy hEBINE
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LT, MRERLET,
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. ApicConfigHelper 7 S XD AV v F—&

String consumerDn,
boolean addOp,
boolean updateOp)

cHEFBLIORVPC T T oD RIRA VN ITN—TIT7 7 AT U4 —/L P —ER%EBIL
7,

ApicResponse addFWToNetwork (ApicHandle handle,
String tenantName,
String apName,

String epgName,

boolean vpc,

String fwVendor,

String ldevName,

String graphName,
vzEntry entryListl],
String fwlL3extExternal,
String fwlL3extInternal,
boolean skipFWRedq,
String consumerDn)

cHEFBLIORVPC T T oD RIRA Vs IN—=TET7 74T U —VEZHIBRLET,

ApicResponse deleteFWFromNetwork (ApicHandle handle,
String tenantName,
String apName,
String epgName,
boolean vpc,
String graphName,
String ctrctName,
String protocol,
String startPort,
boolean skipFWReq,
String consumerDn)

« REST APl % APIC IZ% L THEELFT,

String apicRestApi (ApicHandle handle,
String apiUrl,
String method,
String postBody)

« 7T hDON—F 1D ZBEMETITHIBR L £,

ApicResponse addOrDelRouterId(ApicHandle handle,
String rtrid,
boolean addOp)

e TF LU MDY RRA v b I—F L AT AEIR L £,

ApicResponse deleteNetwork (ApicHandle handle,
String tenantName,
String apName,
String epgName)

*APIC TTF v b, 77U Y RAASL Y, BLOar T2+ (Ctx) Z{ERLET,

ApicResponse addTenant (ApicHandle handle,
String tenantName,
String bdName,
String ctxName,
String aaaDomain)

¢ APIC TTFF v F2HIB L E7,
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ApicConfigHelper 7 S XD A Y v F—& .

ApicResponse deleteTenant (ApicHandle handle,
String tenantName)

* VIaNS., vmmDomP, vmmCtrlP, vmmUsrAccp, I ONERBEEA TP =7 k% APIC (2
BMLET,

ApicResponse addVmmDomain (ApicHandle handle,
String dvsName,
String vcenterIP,
String userName,
String passwd,
String datacenter,
String vlanPoolName,
int vlanStart,
int vlanEnd,
String aaaDomain)

eVlanNS 72 = 7 k& vmmDomP 472 =7 h%& APIC 2>HHIER L £9°,

ApicResponse deleteVmmDomain (ApicHandle handle,
String domName,
String vlanPoolName)

* VLAN =D h b7 v v 7 #B8NEITEIERL E 3,

ApicResponse updateVlanPool (ApicHandle handle,
String vlanPoolName,
fvnsEncapBlk encapList(])

X2V T 4 R — (Y= MY) ZBINLET,

ApicResponse addSecurityPolicySet (ApicHandle handle,
String tenant,
String ap,
String srcEpg,
String dstEpg,
vzEntry entryList(],
boolean createFlg
)

X2 VT4 KU — R M) 2EHFLET,

ApicResponse updateSecurityFilters (ApicHandle handle,
String tenant,
String filterName,
vzEntry entryList[]
)

e ALY a— A B —T oA AT BMELITEIBRLUET,

ApicResponse updateSharedSvcConsumer (ApicHandle handle,
String tenant,
String ap,
String consumerEpg,
vzBrCP contract,
boolean add
)

cEFa YT R G RY) REHLET,

ApicResponse updatelL3outPolicy (ApicHandle handle,
String tenant,
String ap,
String dstEpg,
vzEntry entryListl],

Cisco ACI with VMware vRealize .
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13extOut 1l3out,
boolean vpc,
boolean add

)

T RTHOEF2YT 4 KU o—

ApicResponse deleteSecurityPolicy (ApicHandle handle,

String
String
String
String
)

tenant,
apy
srcEpg,
dstEpg

Cisco ACI with VMware vRealize |

(K ZHIBRL £,

«TINHFDOVIP 7 FL A 7w 7 ZERKLET,

ApicResponse addVipPool (ApicHandle handle,

String
String
String

planName,
addrStart,
addrEnd)

cTNILHEDOVIP Y FL A Ty 7 ZHIBRLET,

ApicResponse deleteVipPool (ApicHandle handle,

String
String
String

planName,
addrStart,
addrEnd)

st X2 VT 4 FAAL L ORBEMT ZBMEZITHIERL £

ApicResponse updateVmmDomain (ApicHandle handle,

String

domName,

aaaDomainRef aaalist[])

BRINSBIEY—E R Fuf F— (Z RRA 2 b T A—TF) ZHIBRLET,

ApicResponse deleteSharedServiceProvider (ApicHandle handle,

String
String
String
String
vzBrCP

tenant,
ap!
srcEpg,
dstEpg,
contract)

o ZHiX, Cisco AVS VMM R A A U &ER L, BIET 24707 h& APIC (ZBINL &

¥

ApicResponse addAvsVmmDomain (ApicHandle handle,

String
String
String
String
String
String
String
String
String
String
String
String

dvsName,
aepName,
vcenterIP,
userName,
passwd,
dvsVersion,
datacenter,
mcastIpP,
poolName,
rangeStart,
rangeknd,
aaaDomain,

int domType,

String
String
String
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ApicConfigHelper 7 S XD A Yy F—& .

« ZHITX D RO Cisco AVS VMM R A A (245 7 —/L (VLAN, ~/LF F ¥ X b

7 RLVR)ZHHLET:

ApicResponse updateAvsVlanMcastPool (ApicHandle handle,

String poolName,
fvnsEncapBlk encaplist[],
int poolType)

o 21U Cisco AVS VMM K A A U ZHIBR L E£9:

ApicResponse deleteAvsVmmDomain (ApicHandle handle,

String domName,
String poolName,
int poolType)

« ZHNIXIREET— R TH 5 Cisco AVS VMM KA A #HIBRL £

ApicResponse deleteAvsVmmDomainMixedmode (ApicHandle handle,

String domName )

Z UIECisco AVS VMM KA A D37 7 A4 7 7 —VEVER L E T

ApicResponse createFWPol (ApicHandle handle,

String polName,
String vmmName,
String polMode,
String pInterval,
String logLevel,
String adminState,
String destGrpName,
String inclAction,
int caseVal)

ZHUZCisco AVS VMM KA A VDT 7 A T O+ — V52 EBH LET:

ApicResponse updateFWPolMapping (ApicHandle handle,

String polName,
String vmmName,
Boolean opValue)

CHEGHM T 7 AT U —VEHIBRLET

ApicResponse deleteFWPol (ApicHandle handle,

String polName)

v A7 atv s A N EPG OBEMEABINEIZEIRLET:

ApicResponse addOrDelUsegAttr (ApicHandle handle,

String tenantName,

String apName,

String epgName,

String criteriaName,
fvVmAttrV addFvVmAttrList[],
fvMacAttr addFvMacAttrList[],
fvIpAttr addFvIpAttrList[],
fvVmAttr delFvVmAttrList([]
fvMacAttr delFvMacAttrList
fvIpAttr delFvIpAttrList([]

[l
)

s ZNIIvA kv A NEPG ZEMLET:

ApicResponse addUsegEpg (ApicHandle handle,

String tenantName,
String apName,
String epgName,

Cisco ACI with VMware vRealize .
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B rrcosyqs 2y rEERLTHARE L 7—0 TO—£R1T 5

String bdName,

String ctxName,

String subnet,

String domName,

String criteriaName,
boolean vmm,

boolean vpc,

boolean intraEpgDeny,
fvVmAttrV fvVmAttrList([],
fvMacAttr fvMacAttrListl[],
fvIpAttr fvIpAttrListlI],
String encapMode)

APIC 75542 AUy REFERALTHRAEALD—Y J0—%8kT

%

ATy I
ATvT2
ATvT3
ATvT4
ATvT5
ATvT6

ATy T1
ATvT8
ATvT9

Z Z TlE. Application Policy Infrastructure Controller (APIC) 'Z 7 A > AV v R&EfEHLTH
AH N T —7 70 —%F0RT 5 HECOWTHH LET, 7 Mok, BEEDKETIEH
N=ZINBWEREX Y T —7 MR VEAOBEMENFET DI LN £7, BEFFD Cisco
APIC Y~/ 7 —%NAX K T—7 7a—ETHZ LT, HIRORNFE Yy NU—27 &7
DHREIC 72 D £,

FTRTOU =7 70 —ZFANNTA—=Z £y bPRBBETHY, FrLOAT V=7 b afEplid
HU—7 70— IHNNRFG A=ty " AR—FLFET, HIIRTA—=FT, ROT—
770 —=DANIINT A= ZIFEETEET,

KOFNABITIE, HLRy NI =2 EMEET DN AL LV =2 7a—EEf L, BTz IC/E
LicRXy NT—0 % T2y F LA¥3I U= 70—DANTEHBEELET,

FIE

vRealize Orchestrator {22 7 A > LE T,

[Design] E— RIZEIV X 77,

[Navigation] XA > C, [Custom Workflow] &V 9 7 4+ /L& Z{Ek L E 5,
[Custom Workflow] 7 4 /L & %&£ 7,

[Work] ~2A > C [New workflow] "Z > %27 VU v 7 LET,

[Workflow name] # 4 7 R VR v 7 A2, T—27 7 —0O4HIE AT LET,
i

Create Network Attach L3

[OK] &2 Vw7 LET,
[Schema] # 7 Zi&IRN L £ 7,

[Navigation] =~ >, [All Workflows] > [Administrator] > [Cisco APIC workflows] > [Tenant
Shared Plan] OJIHIZEBH L £7,
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ATy 710

ATy INn

ATvT12

ATy 713

ATy 714

ATy T15

ATv 716

ATV 1

ATvT18
ATy 719

ATy T2
ATy IT2
ATvT2
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TAFFFYBECEF2UT4 KA vEEALEO—LR—207 5w x45E [

[Add Tenant Network - Shared Plan] % [Work] <A > OHFWRFNZ KT v 7 7 K Rey 7 LE
j‘o

[Do you want to add the activity's parameters as input/output to the current workflow?] %4 7 & 7' 7R &
7 AT, [Setup..] %27 Vw7 LET, .

[Promote Workflow Input/Output Parameters] % 7 7 77~ v 7 AT, [Promote] &2 Y v 7 L¥
j‘o

FTRCOMEET 74V bOEFIZLET,

[Navigation] =~ >, [All Workflows] > [Administrator] > [APIC workflows] > [Advanced
Network Services] DJIEIZJEEH L £ 9,

[Attach or Detach L3 external connectivity to Network] % [Work] <~ > @ [Add Tenant Network] 4~
T2 FOHEMZHLENRKANZ R 7 7 K Rey X LET,

[Do you want to add the activity's parameters as input/output to the current workflow?] %1 7 & 7' 7K v
7 AT, [Setup..] &7 U7 LET, .

[Promote Workflow Input/Output Parameters] % f 7 2 7 78 > 7 AT, [Promote] %7 U v 7 L&
R

FTRCOEET 74NV FOEFICLET,

[Inputs] # 7 % &N L £ 7,

EEIZT—27 70 —OANPRERINET, AP TRTERIN, ERShiz=r KRS v
N INV—=TBRHNNTA=ETHHI LR TEET,

[Schema] # 7 Z &R L £ 7,

[Work] XA > C[Validate] %27 U v 27 LC, WAX LU= T7a0—NENTHDHZ & HHERL
7

[Close] 7 U w27 LET,

[Run] #27 Vw27 LCY—2r7u—%7AMLET,

[Start Workflow] Z A 7 1 77K v 7 AT [Submit] 27 U v 27 LT, V—277ua—%8itLFT,

JILFTFHFUrEEIVEFAYT oA EFERALE-O—ILR—X
DT 4 Rl

APIC & VRAZW 7 L bR A T 4 7 TwNFTF 2 e PR —FLTWET, VRATF > b
A—PFIFTAPICT J > b a—FL 11 Tvy B 7 ENDID, MDY AT LTT T b
HNEREIC BT D RERH Y £T,

VRATF o FZLIZ, APICERE I —Y T H T e MREREXF2UT 40 FASLVBLO
72 —/L73 Day-0 #{ED—f & LT APIC TIERL SN TWD Z L 2T 20N H Y £,

WOFEIHE LT, VRABSHEHZIZT > M —E BN L—7V v "25T L (BBED X
07 0O—48) . APICTT F v FEER/FEH LT, @ tx=2 T 0 NAA BRI F
T, 72 zE VRADTF U h-ZV—2iF, Ta—¥F .7 V= icxt L TaEMEES Nzt
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B 7+ roen

X2UT 4 RAL TRASL - T Y= EOBEMT T, APICOTF 2 k-7 U =12
v EINFET,

Ty e 2 VT 4 RAAL VICBEEMITDZ LT, a— L X—=2D7T 7 & Al
NEBIN., TOMOPNIVERKRLRT T2 FORY S —ERARTFEEICR Y £97,

T+ FDIEM
ZIZTHE, T R EBINT S HECOWTHBALET,
ZOTN—TFY o NTiE, AJIRT A—HF [Tenant] 12X > THEINDT v ME., 2FH
DANCE->THEENDETFXF 2V T 4 RAA & BT 2IREE T APIC IZ/ER S E T,

FIE

AT w71 vRealize Automation ([ZEFHH & LT /A > L, [Catalog] > [Admin Services] DJIEIZ5EIR L F
j—O

AT w72 [Add Tenant] Z3®R L, 7 ¢ —/L RIZEHREZ AT LT [Submit] 27 V v 7 LET,

T+ FDOHEI
ZZ T, APIC 67> FEHIERT 2 FIEIC W T L5,

FIE

AT 71 vRealize Automation |ZEHE & LCr /1 > L, [Catalog] > [Admin Services] DJIEIZ&ER L £
R

AT w72 [Delete Tenant] 3R L, 7 4 —/L RIZIEHAZ A LT [Submit] #7 U » 7 LET,

APICT—- JB8—H®DAPICO LTI v

VRA L D ACIHEED—ERE LT, 2DV Y —ATIE, vVRA & APICZ 7 A X TEH IS ACI
T TV w7 DT Y T Y R— L TWET,

Fy NI =7 —ERTN—TF ) v NIFHEEY— Ju—LTF s U—r 7u—Z08E
A7, vRAEFEE L vRA-Tenant = & 1Z. APIC-Admin 7 L5 > 3 % /L' & APIC-Tenant 7
LT )LD APIC Bifiny RV ZRETHHLERND D 97,

TIITALD—ELE LT, V=2 7ua—0arTX* A RBLOWAPIC TOF 7V =7 FOERL
LTI/ HEBRIZIE SN T, @7 Ny Rb (B vs 770 b)) DSEFERAYIC B BhER
ENFET, K, TFUNITENLRT 72 A LSRN RSN E T,
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EEEILTUY

ATy T
ATy T2

ATvT3

gEEs LT v ersALEArcoim

¥ )LZALVI= APIC D ENN
ZZTIE, EEE S LT U2 v LT APIC ZIBINT A HIEICOWTEHB LT,

BHER—ZNOANZa JHBIZEENDSTXTOT V=TV U N U—r 7o — | 3EHE 7
LTy VR L TEITESNET,

FIE

vRealize Automation (ZEEE & L Cr 71 > L. [Catalog] > [VM Services] DIEIZEHR L F 77,
[Add APIC with Admin Credentials] Z 3 L., 7 4 —/L FIZIE# & A/ LT, [Submit] %727 U v
7 LET,

FERAE A A LT APIC 127 7 B A9 5 (Z1%. [Use certificate authentication] % yes (Z3%7E L,
Certificate Name & Private Key /X7 A — % %2 A /) L £,

TFY kLT UL vILERL APIC DB

&

ATy T2

ATv7T3

ZITE, TFHFUNOEBEI LT UYL (BF a2 VT4 RAAL YY) OFERAFECOWTH
Bﬂ L‘ij‘o

FIE

vRealize Automation |ZEEFE & LCu /1 > L. [Catalog] > [Admin Services] DJEIZFEIN L F
D

[Add APIC with Tenant credentials] Z 3R L, 7 ¢ —/L NIZHE#HA AT LT [Submit] 27 U > 7
LET,

I LTy VEMEH L TAPICIZY 7B A3 5I21E, [Use certificate authentication] % yes |Z5%
JE L. Certificate Name & Private Key /X7 A —X|Z AL ET,

cS IO aA—TFTa Y

T, TP a—T 4 T T =y 7OV LET,

(

LiR— kRO T DINE

T, VAR— T ABVRedlize T TI5A T AN R T T A NEWNET L FERZHBLE

o

< (4
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B co~vi—zouFroqoz -0

FIE

0y 7y ANEIET DI, kROa~vr ReEATLET,

tar xvfz apic-vrealize-1.2.1x.tgz
cd apic-vrealize-1.2.1x

cd scripts/

./get_logs.sh

Usage: get logs.sh [-u] [-p <password>] [-s <vra_ setup>]
-p password (can be skipped for default passwd)
-s vra_setup
-u un-compress (ie., don't create .tar.gz file)
Example:

./get_logs.sh —p ***** -s vra-app

VMware vRealize Automation Appliance
Compressing Logs

logs/

logs/app-server/
logs/app-server/catalina.out
logs/app-server/server.log
logs/configuration/
logs/configuration/catalina.out

Logs saved in vra logs_201511251716.tar.gz

ACINJLIN— RO YT RDA A =L

T, IR—= R T YT IO A NIV HEIZOWTHALET, ACI~LS— R
U7 MILLTFTEFEITLET,

evcor— "¢t veo I 7 4 F 2L —XEHERLFET,
cAPIC /T A v T A VA=V LET

FIE

ANNIR= AT VT N A N=NLTHIZF, kODa~v FeEASTLET:

cd scripts
./install apic_scripts.sh

Usage: install apic_scripts.sh [-p <password>] [-s <vra_ setup>]
-p password
-s vra_setup

Example:

./install apic scripts.sh -p ***** -s vra-app
Copying APIC scripts 'rmapic', 'restart' to vra: vra-app
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APIC 755 4 > DHIK

Ok a Tk, APIC 77 7 A L OHIBRITEEIZ DWW TEHA L £,

ATy T
ATy T2
ATvT3
RTv74

ATy TH

ATvT6

ATy 71

ATvT8
ATy

FIE

VMware vRealize Orchestrator IZEHE L Tr 74 LET,
APIC DT XTO/NY KK L, HIBR APIC V—27 7a—%F4TLET,
ACI~NWR—= R T VT " VA=V LET, TIUTACI~NN—=RAT U T FOA A h—

%

(110 =) 1T £9, .

aric 7554 v oiiz ]

WD SSH a~ > REERA LT, VRAT I T ALV —hELTrs A LET:$ssh

root@vra ip.

rmapicbash 27 U 7 M OEMEZFEITARRICEE LET,

$ chmod a+x rmapic

rmapicbash A7 U7 N %34T LT, APIC 77 /A4 U ZHIRL £

$ ~/rmapic

TITITA DT oA A M=V SNT & Z R T 51213, Firefox 77 U 2 LT,

URL C VMware 7 7’7 A T AlZn 74 LET:
https://appliance address:8283/vco-controlcenter

Plug-Ins £ 7 2 2 > C, ManagePlug-Ins %7 1 v 7 LE7,
Cisco APIC 77 7' A N Plug-In O FIZERIN TN L 2R L ET,

TS554 0 DEE

RD

VRA JIL—T1) v b ASINT
r—4

vRO JavaScript4 7> =¥ b4

APICTR—D FA T2y b
%

(EPG)

FF vk ApicTenant com.cisco.apic.mo.fvTenant
TV Y RAAL ApicBridgeDomain com.cisco.apic.mo.fvBD
VRF ApicL3Context com.cisco.apic.mo.fvCtx
FFo kXY hU—Z7 ApicEPG com.cisco.apic.mo.fvAEPg

Cisco ACI with VMware vRealize .



Cisco ACI with VMware vRealize |

. vRealize Orchestrator [ (7577 > FAVRA KRR FDRTE

VRA J)L—T1) > b AH/85 |vROJavaScriptA T2 4 F& |APICY +~—P KA TP o b+
r—4A %

TX=2UTFT 4 RYI— (3 |ApicSecurityPolicy com.cisco.apic.mo.vzBrCP

#7)

vX=2UT g T 4K ApicSecurityFilter com.cisco.apic.mo.vzFilter
X2 VUT 4 L—)L ApicSecurityRule com.cisco.apic.mo.vzEntry
AAA RAA YV ApicAAADomain com.cisco.apic.mo.aaaDomain
VMM KA AV ApicVmmDomain com.cisco.apic.mo.vmmDomP
VMM 22> fa— ApicVmmController com.cisco.apic.mo.vmmCtrlrP
WERR 7R KA A ApicPhysicalDomain com.cisco.apic.mo.physDomP
L4-L7 T3 A 75 AKX ApicLogicalLBDevice com.cisco.apic.mo.vnsLDevVip
L3 #hEHEke ApicL3Connectivity com.cisco.apic.mo.l3extOut

vRealize Orchestrator ICH (75 T+ FRAVRATRR FDEX

=

na

N

Z Z TIE. vRealize Orchestratorr (VRO) CT7 > FfHHVRA R A N 25 ET 5 HiEE i L 9,

GE)

ATy I
ATvT2

ATv73
ATv74

ATvT5
ATvT6

F 74V N TR ENTZVRA B A R AN RARTTIC L DFEELET, i a— L7k
S MNAT, BEEAEMNE LT, laaS KA Ny RAERERTAEOICHERALET,

FIE

VMware vRealize Orchestrator (ZEFEE L LT/ A LET,

VMware vRealize Ochestrator GUI WFERINTZH, A=ma— NN—D RKuv Xy JRAMnD
[Run] 2R L £,

[Navigation] 7 f > K7 C, [Workflows] 74 22> Z3#R L £,

[Adminstrator@]/vra_name] > [Library] > [vRealize Automation | > [Configuration] > [Add a vVRA
host] DJEIZER L F 9,

[Add a VRA host] #4727 U w2 LC, [Start Workflow] % 3R L £,
[Start Workflow: Add a vVRA host] ¥ 1 7 2 7R v 7 AT, WROBEEFITLET,
a)  [Host Name] 7 f —/L RIZHRA R &2 A LET,
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vRealize Orchestrator (23517 % laaS 7R X F DERTE .

[Host URL] 7 4 —/L RIZAHRA D URL Z AL ET,

[Autotmatically install SSL certificates] |Z [Yes] Z8&4R L ¥,

[Connection timeout] 7 ¢ —/L Ki{Z "30" & A LE7,

[Operation timeout] 7 .t —/L {2 "60" & AL %9,

[Session Mode] I [Shared session] Z 3R L ¥ 7,

[Tenant] 7 « —/V RiZ, 7F > MaEATILET,

[Authentication username] 7 ¢ —/L |2, 77> NEHEO—FLEZ AT LET,
[Authentication pwd] 7 «« —/L RIZ, 7F > MEBEORRT—READLET,
[Submit] 2 U v 7 LET,

vRealize Orchestrator [ZH (T 5 laaS R X FDERTE

Z Z T, vRealize Orchestratorr (VRO) T laaS R A hZHRET HHEZHHA L E7,

ATy T
ATvT2

ATFvT3
ATy T4

ATy TH
ATvT6

FIE

VMware vRealize Orchestrator [ICEHEA L LTr /A LET,

VMware vRealize Ochestrator GUI NR R SN2 H, A=a— N—D R Kay Xy U MG
[Run] Z)&R L £77,

[Navigation] 7 1 > K7 C, [Workflows] 71 22> 3R L £,

[Adminstrator@]/vra_name] >[5 4 75 )] > [vRealize BEI{t] > [X7E] > [VRA 7K X kD Iaas 7~
A DB 2L ET,

[VRARR FD IaaS KRR FDEM] 2427V v 7 LT, [7—2 70—0FRA] 2N L £7,

[7—2Y 70— : VRARR FD TaaS FRR FDEM] ¥ A 7T u /ARy 7 AT, ROBEE
FEITLET

a)

b)
9)
d)
€)
f)
g)
h)
i)
i)
k)

[VRATRR M kv 7 H D JART, VAT AKX TERESZT 7 4V F D VRA
RAMEZRRLET, 7F0 b AV RHTRBRLARNTIEI N,

[Host Name] 7 4 —/V RiX, BEI CREINTAFEZDOEEHRLET,

[Host URL] 7 4 —/L RIZVRA R A @D URL Z# AJ L £7,

[Connection timeout] 7 4 —/L RiZ "30" & A LET,

[Operation timeout] 7 + —/L KiZ "60" & AJ L FET,

[Session Mode] I% [Shared session] % 34 L % 97,

[Authentication username] 7 « —/L KiZ, laaS HFEHE D2 —VF 42 ATJLET,
[Authentication pwd] 7 « —/V FiZ, laaS FHEFZF D/ AT — K2 AT LET,
[Workstation for NTLM authentication] 7 -t —/V FIiZ, laaS " A M E AN LET,
[Domain for NTLM authentication] 77 4 —/V R{Z, TaaS RA A & & AN LET,
[Submit] %7 V v 7 LET,
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