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Ta rERLUES, FEEO B, GEEOILEMKRE & L GERZICREINET,

* NTARKA Y MIBEET 5 & EITIE, GEEZ%1T 5 RSA X — XT ZHET HXLENH Y
F9, ZOF—TIX, BEEREERT HRNMER SN THNT, M7 A RARA > MBS
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RSA ¥— X7 DEY 2 —/L 512

RSA ¥ — X7 DT/ AKR— DA A X —T )

H i fERe = CRL

=L = =
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e KA A 4 (FQDN) ZfH+ 5729 TY, %7, CiscoNX-08S V7 b =7 T, F—0D
TERRDBRZ 7 _ABRES N TWRWE T3 ZAOFQDN 27 7 4 /L hDF— T~ L LTl
HLET, 72& 21X, DeviceA.example.com &\ ) A RTDOFEHE X, DeviceA &\ 5 T /34 ZD 7K
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FIE
ARV RFERIETI 3 Y B#
ATy 71 configure terminal Ja—s ) ar7Z 4 ¥alb—varE—
NZBRLE L E7,
i :
switch# configure terminal
switch (config) #
ATFv T2 hostname/ostname FNRA ZADFA NG EBEELET,
i :
switch (config) # hostname DeviceA
ATvT3 ip domain-namename [use-vrfvrf-name] | /S ZDIP NKA A L4 5EHRELET,
VRF 4 ¥MEE SN TV nWE | ZDaw
i - Y RTIET 74/ h®D VRF 2 L £
DeviceA (config)# ip domain-name 7$
example.com °
ATvT4 exit WEE—RFEZETLET,
fA
switch (config)# exit
switch#
RFyT5 show hosts (&)
IP RAA 2 Z2FRLET,
i -
switch# show hosts
ATvT6 copy running-config startup-config (EE)

i -
switch# copy running-config
startup-config

EfFar 74 ¥al—vark, AX—
Ny 7ary7 s Xal—Ygjlat’—
LET,

RSA &+ — X7 DAERK

RSA F— X7Z, 77U r—armiotexa s s 7Fu ha Lo, E3a U7 ¢
RAo— ROEL., Bk, BEOMESLDOTZDIT/ER LET, T3 ZAD 72D DIEHEZ Bils
T DA, RSA F— XT E2ERTHILENH Y F7,
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FiE
av U rEREET7TIV3Y | BW
Z5v 1 |configure terminal Ju—ary 7 4 ¥al—grF— RE2HBL
7,
{1 -
switch# configure terminal
switch (config) #
AT w72 |cryptokey generate rsa RSAFXF— X7 ZAEK LET, TN RTHRETZD
[labellabel-string] [exportable] | > — 27 o B K ¥13 16 <,
[modulussize]
T VTN, RCFE/NFERBIL T, i
i - K64XLTF-ORETTHEEAFRELES, 774/ D
switch (config)# crypto key ?/\/I/jtiﬂli\ vl Fj(? () TRY]> 7R A
generate rsa exportable ]\% & FQDN T,a_
HRh7eE T 27 ADEIZ 512, 768, 1024, 1536, £
X 2048 T, TIANIFIDEY 2T ADY A XX
512 T,
GE) W F—DFEY 2T A2 RIET HERIC
1. Cisco NX-OS /314 A & CA (CBék%E
HELTWARER) OkXxaUT 4 R
V—EBETHLENDHD T,
F7 NV FTIE, F— AT AR - FTEEH
Ao T AR— NA[REZR F— X7 7215, PKCS#I12TE
X CTCZ 7 AR—FTEET,
AE X —RXT O AR— FOA[HIIEFETE
FHA,
ATw 73 |exit REE— R TLET,
11 -
switch (config)# exit
switch#
ZFw S 4 |show crypto key mypubkey rsa| ({1-%)
ER LIz —%2FRLET,
{1
switch# show crypto key
mypubkey rsa
Z35 w75 |copy running-config ()

startup-config

1 -

switch# copy running-config
startup-config

Frar 74 Xal—vark, AX—L TS =3
Y74 Xal—vailar—LEd,
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CiscoNX-OS 34 2L v T A RARA » k CA Z BT ALERH Y 3,

([FC&HBAEII
RSA & — 7z L £7,
FIE
av Y RERRTI VA Y By
ATw I configure terminal SH— LAy T (Ko L—a s T FE
HBLET,
£
switch# configure terminal
switch (config) #
ATw T2 crypto ca trustpointname FAA ARMEET D R TR R HA S - CA B
SL., hTAMRA Va7 4 X2l —3
i v E—FEBMLET,
switch (config)# crypto ca ) i
trustpoint admin-ca GI) FN xb:ﬁﬁﬁff?_’f % k5% ]\Tﬁ/]’ y
switch (config-trustpoint) # R ORI 16 T
ATvT3 enrollment terminal S COD o FT Y R R Mok B AR D
Bigrk A X —7T M LET, 77+ FTIEA
Bl : F—T Mo TWET,

switch (config-trustpoint) #
enrollment terminal

GE) CiscoNX-0OS V7 b =7 TiE. FH
TOIy T FR_R—=2 MFRITL D
SFHEOXGIZ T2 AR — M L TWE

j«o

ATvT4

rsakeypair/abel

1
switch (config-trustpoint) #
rsakeypair SwitchA

RSAF—XRTDIT~NVEFELT, ZO KT A

FARA > b2 BERICBREA T £,

GE) CA Z &2 1 2D RSA F— X777
EIRETEET,

ATy T5

exit

£
switch(config-trustpoint) # exit
switch (config) #

NTZARNRA L a7 4 F¥alb—va s E—
REfTLES,

ATvT6

show crypto ca trustpoints

i -
switch (config)# show crypto ca
trustpoints

(=E)
R 2 MRA FOIFREF R LUET,
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ARV RFEREFTIVaY B

ATvT1 copy running-config startup-config| ({-&)
FTar7 4 ¥alb—ark, AZ—KTy

1 : T arZ4Xal—varilar—LET,
switch (config)# copy
running-config startup-config

CA 73 Cisco NX-0S 7 /34 Akt L CREGEEND &, CA ZGHHT L7/ 0 ADOFKENTE T LE
T, £7. PEMERXD CA DA CEAREHELE AF L, Cisco NX-OS 7 /351 A% CA 12k} L TH
SETAMEND Y 1, ZOIFFEREICIL, CADOABX— #ainfwiﬁo_@CA®£%i
HOE4 (CAVRHEOEHEICBL LI-bD) Thodimdh, CADABF—IE. CA7 F3

ML —ZE#ERE L, CAFERHED T 4 T — 7)/%%thixbf?%b“(nwﬁﬁ“ézgﬂ&wi?“

G¥)

FRET D CADMBLO CA DT CA ThH%E, ik T 2 CAIZACEA CATIEH Y /A,
ZD LD CANS HIZHIO CAD T CTHHALELH Y £3, REMNICIZE CESA CAICEH
%Li#o:@&47@CAE%£%\mﬁﬁécA®cnﬁ%£%l—/kﬁoifo_®
B, CARRGEDOERIZ, FEET = — U NOTXTD CA D CAGENEDFERR Y XA & A
ﬁ?éb%#%@iﬁgCA&%%%i—/Wmﬁﬁéﬁmkﬁilm?h

[T L& BHIIC
CALtoTrVy=—arEERLET,
CAFEHEELIZ CAIETF =— AT LET,

FIE
AU bFERETIYa Y B#Y
z configure terminal rya—nN)L a7 g
T Fal—TgrE—
PANNEE R&BAtE L ET,
switch# configure terminal
switch (config) #
e crypto ca authenticatename CADFFHEZ T > |
7 7 RR—R b S
72 |l EHTur 7 bk
switch(config)# crypto ca authenticate admin-ca — =
input (cut & paste) CA certificate (chain) in PEM format; ﬂ‘éﬂij—o CA%E
end the input with a line containing only END OF INPUT : SL7EEIICFERAL
————— BEGIN CERTIFICATE----- N — 1 RS
MTTC43CCRAoygAwIBAGTIQBWDSiay0GZRPSRI15K0Zei ANBgkghkiGowOBAQUFADCE | 744 Al & [F] U4 Ail %
kDEgMB4GCSQGSTb3DQEJARYRYWlhbmRr ZUBaXNjby53ib20xCzAJBGNVBAYTAKLO | i Y | g 4~
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ChMFQ21zY28xEzARBgNVBASTCmS51dHNOb3ThZ2UxEjAQBgNVBAMTCUFwYXJuYSBD
QTAeFwOWNTAIMDMyMjQ2MzdaFwOwNzA1MDMyMjUIMTdaMIGOMSAWHgYJKoZ IThveN
AQkBFhFhbWFuZGt1Q0GNpc2NvILmNvbTELMAKGA1UEBhMCSU4xEjAQBgNVBAgGTCUth
cm5hdGFrYTESMBAGAIUEBXMJIOMEFUZ2Fsb3J1MQ4wDAYDVQQOKEWVDaXNjbzETMBEG
AlUECxMKbmVO0c3RvemFnZTESMBAGA1UEAXMIQXBhcmS5hIENBMFwwDQYJKoZIThveN
AQEBBQADSWAWSAJBAMW/ 7b3+DXJPANBSTHHz 1uNccNM87ypyzwuo SNZXOMpeRXXT

5 CAIZK LT3R
FECED T AR
A4 ¥ FORKREIL10
<7,

OzyBAgiXT2ASFuUOWQ1iDM8r0O/417 f8RxvYKvysCAWEAAaOBvzCBVDALBgNVHOSE | (3¥) W?ﬁZ(LA(ﬁ
BAMCACYwDwYDVROTAQH/BAUWAWER/zAdBgNVHQ4AEFgQUJyj yRoMbrCNMRU20yRhQ g2 o
GgsWbHEwawYDVROfBGQwYjAuoCygKoYoaHROcDovL3NzZS0wOCIDZXIORWS yb2xs FARIE D
LOFwYXJuYSUyMENBLmMNybDAwoC6gLIYqZmlsZTovLlxcc3N1LTA4XENL1cnRFbnJv A (Cisco
bGxcOXBhcm5hITIwQOEUY3JsMBAGCSsGAQQOBG) cVAQQDAGEAMAOGCSGSIb3DQER s
BQUAAQOEAHV6UQ+8nE399Tww+KaGr0gONIJagNgLhOAFcTOrEyuyt/WYGPzksF9Ea NX-0OS V
NBG7EOON662zex0EOE£G1Vs6mXpl//w== K
————— END CERTIFICATE----- 7 bhy=T
END OF INPUT “Cci E E
Fingerprint(s): MD5 . N B
Fingerprint=65:84:9A:27:D5:71:03:33:9C:12:23:92:38:6F:78:12 %?éé CAIZ
Do you accept this certificate? [yes/no]l: yes i”éﬁﬁ—%)
CA GEHIH
DTERTR
Frx—N
AL A
£, Zh
IXREAE D
FRRES?
PKCS#12
EX o=
7 AR— b
IZ CA
F = —MN
BT %
72D TT,
2z exit REE—REKTL
7_— vy \i‘é—o
73 |4l
switch (config)# exit
switch#
z show crypto ca trustpoints (E=
T A RAA > R CA
4\ O FoR L%
switch# show crypto ca trustpoints 7?
z copy running-config startup-config UEE
75 |4l L—yarr, A

switch# copy running-config startup-config

H— T w7 a3
T4 F¥al—gv
ICae—LE9,
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| pxiozE

SLEAERUHEER

3 —
Ifo) ax rAE
7747k (SSH—H7R2E) LOvxal T o ZHOB
ATV IO ELNTZETIEHEORKIEE FITLET, MLk vk X123,

RN E ENET

CANPHHF Y m—RLTCCRLZMERT DL, T/ ATHRETEET,
L= TOMRTIE, *y b= BT 74 v 7 I3BELERA, LL
vra—ReFxyra— ROPETIRDIEI, 7734 AT
LEZLNET,

XL BHIIZ

CA ZRBiEL £,

CRL F = v 7 &BHEHAT 55

FIE

A1, CRL 2&

amemarRszostE I

Z. CiscoNX-0S T34 A%, 7T
SEE DO BHHER L D

CRLOX D vua—K
\ﬁ%iﬁ°
NIZEDOE D LIRS 720G

REFEHTHDH T EaERLET,

AU RFEREETIVa Y

S

ATy T

configure terminal

i :
switch# configure terminal
switch (config) #

ra—nN)ary74¥al—3aryE—FK
ML ET,

ATy T2

crypto ca trustpointname

fAl

switch (config)# crypto ca
trustpoint admin-ca

switch (config-trustpoint) #

KNI ARRAL L FCAZIEEL, FTA B
AV a7 4F¥2l—arET— K%
BB L E 7,

ATvT3

revocation-check {crl [none] | none}

i
switch (config-trustpoint) #
revocation-check none

AERAERGEMEGR R ELET, T 7 4
v bR erl TY,

CiscoNX-0S8 V7 b =7 Tix, f8E L=
NEFFZAE > CREFIERUE T2 FEH L ET,

ATvT4

exit

i
switch (config-trustpoint)# exit
switch (config) #

NZARNRA Y har74F¥alb—Tay
£ — F‘%%@T L/ij—o

ATwvTh

show crypto ca trustpoints

i
switch (config)# show crypto ca
trustpoints

(f£&)
KNI A RMRA LV FCADIEREFRLET,
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PKIDEE |
[ EELEE P Y

ARV RFEREETIVa Y EL:Y
ATvT6 copy running-config startup-config (==
a4 Xal—rvarE, AX—h
i - Ty ar74Xalb—rvariiar—L
switch (config) # copy running-config EEﬁf
startup-config ©°

SEBAZEE R DIERL
FEHT KT A ADORSAF— T HIZ, KHIET DR TANKRA U NCANSTAT YT AT 4
SEAE A AFT 572010, BEREERTI2MLERH Y £, TO%., ERINTZERE CA D
EA—NELEFEWeb YA FDT 54—y b7 K= R LET,
IZC®HBHII
CA LTV —arvaERLET,
CAFEHAEEZIZCAGIAE T =— 2 AT LET,

FE
AU RFEEETIa Y E]:a}
Z v | configure terminal Ja—nN)parr g
71 Fal—grE—
I - NZBRtG L E7,

switch# configure terminal
switch (config) #

AT w|erypto ca enroll name FoRIlE L7 CANZ%I9
72 % REBT 2K 2 AE Rk
i - LET,

switch (config)# crypto ca enroll admin-ca
Create the certificate request ..

[ ] Cisco Nexus 3000 ') —X NX-0S ¥Xal)T 4 22T Fal—ar A4 K, JI)—R6x



PKI DR TE

anzEkorn I

ARV RFEEEFETI 3y EL:Y]
Create a challenge password. You will need to verbally provide | (3¥) Fy¥ L
this o
password to the CA Administrator in order to revoke your VA
certificate. U— K%
For security reasons your password will not be saved in the N
configuration. FELT
Please make a note of it. N
Password:nbv123 jDU\'(A<
The subject name in the certificate will be: DeviceA.cisco.com 72 &0,
Include the switch serial number in the subject name? [yes/no]: B
no ZDINA
Include an IP address in the subject name [yes/no]l: yes 7 — F@i
ip address:172.22.31.162
The certificate request will be displayed... %%ﬁ;éj——
————— BEGIN CERTIFICATE REQUEST----- G -
MIIBqzCCARQCAQAWHDEaMBgGA1UEAXMRVMVNYXMtMS57aXNjby57b20wgZ8wDQYJ T ARAT
KoZIhvcNAQEBBQADGYOAMIGJIJAOGBAL8Y1UAJ2NC73UJ1DVasSMgNIgJ2kt8rl141KY é hi _tj:
0JC6ManNy4qxk8VeMXZSiLJ4JgTzKWAxbLDkTTysnjuCXGvijb+wjOhEhv/y51T9y =
P2NJJ80rngShrvFZgCTysN/PyMwKcgzhbVp] +rargZvHtGIJ91XTq4WoVkSCzXv8S Ao RIEHH
VqyHOVEVAgMBAAGGTzAVBgkghkiGOw0OBCQcxCBMGbmI2MT I zMDYGCSgGSIb3DQEJ ji%?ﬂ& v
DjEpMCcwJQYDVRORAQH/BBswGY IRVMVNYXMtMS57aXNjby57b22HBKWWH6 TwDQY J =
KoZIhvcNAQEEBQADGYEAKT60KER6Q08n ] 0sDXZVHSEJZh6K6JtDz3Gkd99G1FWgt VE4 B
PftrNcWUE/pw6HayfQl2T3ecgNwel2d15133YBF2bktEx1iI6U188nTOjglXMjjas8 N 15
8a23bNDpNsM8rklwA6hWkrVLENUZEFJIxqbjfngPNTZacJCUS6ZgKCMetbKytUx0= ﬁ)&bESJﬁ
————— END CERTIFICATE REQUEST----- /El\blﬂi\
ZDIRA
U— K%
AN$%
VEIN &
D \i ?—O

ATy
73

exit

1 -
switch (config-trustpoint) # exit
switch (config) #

G AV =
V7 4 X2l —s
VE—RERTLE
R

Z T | show crypto ca certificates CEy=9)

74 CAREHEZFR L
i - S5
switch (config)# show crypto ca certificates

A | copy running-config startup-config E=E)

75

1 -

switch (config)# copy running-config startup-config

FITarT7 4¥
L—arr, A
Z— K T v ay
T4 X2l — g
v —LET,
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FATOTATAERAZEDA VR =)L

TAToTATABAEDA R =)L

TATT 4T 4

PKIDRE |

SEBAEIL. CAND E A—/LE721X Web 77 7 #EH Tbase6d T a— K&

NET XA MR CRAETEET, CAPDAFLET A 77 4 7 iEA#E, =2 a— RS
EFEANEA Y BT Y FA—=R R LTA A h—=AT 5 BEHDH Y £T.

I C®BHIIZ
CALtoOT Vv —araELET,
CAFEAEELIZCAIAETF =— 2 AFLET,

FIE

ARV RFERFTIaY

=)

ATy
71

configure terminal

i :
switch# configure terminal
switch (config) #

JTa— ) ay
T4 F¥al—ar
E— NEBABLE
R

2T
72

crypto ca importnamecertificate

{1 -

switch(config)# crypto ca import admin-ca certificate

input (cut & paste) certificate in PEM format:

————— BEGIN CERTIFICATE----- 2 HBKwWH6 IwHQYDVROOBBYEFKCLi+2sspWEfgrR
bhiWmlVyo9jngMIHMBgNVHSMEgcQwgcGAFCco8kaDG6wjTEVN] skYUBOLFmxxoYGW
PIGTMIGOMSAWHgYJKoZIhveNAQKBFhFhbWFuZGt10GNpc2NvLmNvbTELMAKGALUE
BhMCSU4xEjAQBgNVBAgTCUthcm5hdGFrYTESMBAGALIUEBXMJIQmMFUZ2Fsb3J1MQ4w
DAYDVQQKEwVDaXNjbzETMBEGALUECxMKbmV0c3RvemFnZTESMBAGAIUEAXMJIQXBh
cmS5hIENBghAFYNKJIrLQZ1E9JEiWMrR1 6MGsGA1UdHWRkMGIWLgAsoCqGKGhOdHAG
Ly9zc2UtMDgvQ2VydEVucm9sbCIBcGFybmE1MIBDQOS5jcmwwMKAUOCYGKmZpbGU6
Ly9cXHNzZSOwOFxDZXJORWSyb2xsXEFwYXJuY SUyMENBLmNybDCBigY IKwYBBQUH
AQEEfjB8MDsGCCsGAQUFBzAChi90dHRwO18vc3N1LTA4LONIcnRFbnJvbGwve3N1
LTA4X0FwYXJuYSUyMENBLmNydDA9BggrBgEFBQcwAOYxZmlsZTovL1lxcc3N1LTA4
XEN1cnRFbnJvbGxcc3N1LTA4X0FwYXJuYSUYMENBLMNydDANBgkghkiGOwOBAQUF
AANBADbGBGsbe7GNLh9xeOTWBNbm24U69ZSuDDcOcUZUUTgrpnTgVpPyejtsyflw
E36cIZud4WsExREqxbTk8ycx7V50=

————— END CERTIFICATE-----

admin-ca &\ 9 £ Bif
DCAKIT DT A
TUT AT A REAE
Iy T v Ri—
ANTHLE, Im
VIR EREINE
7T

TN AR ETE
LTATT AT A
AIEE O e RET
16 T7,

ATy
73

1 -

switch (config)# exit
switch#

BEE— FEAT L
\i—g—(}
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PKI DR TE

FSR RS Y rOBESRY T—rbishcdc oz

ARV RFERFTIVaY =)

Z T |show crypto ca certificates =)

74 CAGEEZFER L
i - 7
switch# show crypto ca certificates

X T | copy running-config startup-config (=)

75 HiFar T 4%
{51 - L—ya vk, A
switch# copy running-config startup-config B [T > =

T4 FXal—gy
iar—LFET,

FSRARRSAD FDEEN) T— FRLEFSINA TS Z & DHERR

F T A RARA 2 FOEREN, Cisco NX-OS T34 ZAD Y 7 — hELHMERF SN TWD Z & 2R T
xFET,

h 7 A RRA > FOEREIL, BH D Cisco NX-O8 T34 ADBRETHY, AX—F T v av

T4 X2 =g VNIEERIZa = LB/ T, VAT ADY 7 — Mg SN ET, b
FANKRA LV INREEAA— T v 7 a7 Xal—vaAlat—LTBIFIE. P72k

KA MCBET 2FEHE, $— X7, BXOCRL AHEWICBREF SN ET, #lZ, FT7 A b
RA VIR AZ =T v a7 4 Fal—yagiqlabt’—SnTWine | GFRE, $—
7. BXOBHECRLIFMRFF SN EHA, V7 — MEIZ, ¥IET 2D M T A NRA > MEREDHLEIC
RHEMBTY, RELZERAE, ¥—X7, BLOCRLAZMEIZFEFTH7-0I1C, 47, FEiTz
VAKX ALV a BRSNS a7 4 Fal—vagilat— LTI, F£72.
FAEAEELIEF— X7 ZHIBR LIZRITFE T2 7 Fa b—2a UERAFE LT, HIBRDSIKFERIIC
KX b L2 LTLIZE,

FZ A RRA » MZBEEMT SNZFEHELS CRLIZ, TDO R T A FRA VMR TIZAZ— b

Tyl arZs4Falb—ralGFESRTHIUE, A A —FLERKRT (DFED AF— |

Ty arz74X¥al—vailab—LaTh) RSN HITRD £T,

NRAT— R TRELETAT T AT AAEHEONR Y 77 v 7EER LT, ZNEHNEBOY—
WCARFET A2 L 2R L ET,

GE)

A7 4 X alb—va a7 58 EAEBLIOF— ST b IRFESNE
‘j‘o
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B KSR TOTAFoT 4 T4 EROTY RAK— +

PKIDEE |

PKCS12 KX TDT7AToT 4 T4 1ERDITY XR— K

TATF T 4T 4iHEEL, FTAMRA L FORSAF— XT7RLCAFHE (£7-I1TXT{LCA D
PAITTF = — 2 BK) L —BIZPKCSHI2 7 7 A MY 7 7 v PR T 7 AR — h$ A2 N

TEET,
DB,

TNAADY AT ENT T2 adnbDETORERL, A== A P T 20— )L DA
GEAESLCRSA ¥ — X7 A VR— T A ENTEET,

G¥)
R

T/ AR — O URL #fEET 5 & EIEHTE 5 DIX, bootflash:filename &\ 5 721 T

[ L& BHIIC

CA Zi8REL £,

TAF T AT A EEA VA b= LET,

FIE
ARV FFEREET7TIVa Y =)=y
AT w71 |configure terminal Jau—nN)ar7 4 FXal— gy EF— RRa2H
BLUET,
il -
switch# configure terminal
switch (config) #
27w T2 |cryptocaexportuamepkesl2 |74 F LT T 4 FRAEE . TR RFEA b
bootflash:filenamepassword CA OXRIST A ¥ — ~T7 L CAIFHELZT 7 2
AR—FLET, RAT—RIZIE, KCF LT
i - , BXAL T, oK 128 CFEOEMF A E L
switch (config)# crypto ca
export admin-ca pkcsl2 EEjro
bootflash:adminid.pl2 nbv123
ATFwv73 |exit REE—REKTLET,
i -
switch (config)# exit
switch#
ATv7T4 |copy PKCS#HI2 FERD 7 7 A V% U E— k $—\ |22

[ ] Cisco Nexus 3000 ') —X NX-0S ¥Xal)T 4 22T Fal—ar A4 K, JI)—R6x

booflash:filenamescheme:/lserver/
[urlllfilename

i -

switch# copy
bootflash:adminid.pl?2
tftp:adminid.pl?2

vE—L x4,

scheme 5% & LT, tftp:, ftp:. sep:. F 7213 sftp:
ZRRETEET, server518UE, UVE— K H—N
DT RVAEITARTHY . wrl 51503 € —
FH—=NZHDBY—R T 7 A N~DIRATT,

server, url, 3 X O filename D 5¥0I%, K3
IINCFEREBILTATILET,



| pxiozE
PKCS 2R TOT7 A T 71 T8RO vt—+ [

ARV RFERFTIVaY Sl

PKCS12 KX TDT7AToT 4T 1EHRDA R—k

FRAADIV AT LT T adbDETTOBRR, A— =N A P ET 2 — )LOKHOBIZTI,
SEAESCRSA ¥ — X7 2 A VAR — T HZ ENTEET,

DY

G¥) A VA= FDURLZFRET 5 & ZIMEHTE 5 DIL, bootflash:filename & v 5 JEA 20T T,

[T L& BHIIC

CARFEIZE TR TR RARA v MZBEMT 5TV AD RSA F— X7 R0 &, BIUWKT
A RRA Y MZEEMT N TS CANBRNWZ 2R LT, FTIAMRA Y MRETHD K
I LET,

FIE

ARV RFERRTI Y =Lz

R T 71 |copyscheme:/lserver/[url/lfilenamebootflash:filename | PKCSHI2 X XD 7 7 A V% U F—
Y= —LE T,
i -

switch# copy tftp:adminid.pl2 schenuz%liﬁ&iLfC\ tﬂp:‘ ﬁp:\
bootflash:adminid.pl2 scp:. F7-1x sftp: %?Eﬂi_"’f‘% iﬁ—o
server 51 Ex, VE— KW —r7T
RURAETITARITH O | wrl 513K
FTVE—F —NZhHDHV—2A
77 A N~DRATTE,

server, url, 3 X1 filename D455|

B, KT/ F 2 KBILTAS
Li\j_o

R 72 |configure terminal Ja—nRN) ar7 4 Xal—3i g
v E—RNEBRIBLET,
I -

switch# configure terminal
switch (config) #

R w 73 |crypto ca importnamepkscl2 bootflash:filename TAT T 4T 4FHEL, FT A
rRA 2~ CA DRET D F— ~
il : 7L CAGEEL A UAR—FLE

switch (config)# crypto ca import admin-ca 7f
pkcsl2 bootflash:adminid.pl2 nbv123 °
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B crozx

PKIDEE |

ARV RFERRETO Y

B8

AT 74 |exit REE—FEfTLET,
i -
switch(config)# exit
switch#

X v 7§ |show crypto ca certificates (E=E=)

CAGEREFEZF R LET,

IR
switch# show crypto ca certificates

X 776 |copy running-config startup-config (F==)

1 -

switch# copy running-config startup-config

EfFar 74 Fal—Tark, A
H— K T T a7 4Xal—3
Navr—LET,

CRL DEE7E

KZARKRA L "I BHE T —RL7ZCRLZTFENCTRETHI ENTEET, Cisco NX-0S
TR =T TlX, CRLEZT XA ADT— 7T v =2 (certstore) IZF ¥ v =2 LET, BT
B EDORRFEDER, CiscoNX-0S Y 7 N7 =T RFEITLIZCANLDCRLEZT = v 7 F5Di%, CRL

BTFNRALANZKE T — RLTWT, ZOCRLEHHT S

FCc7,

[T L& BHIIC

SERAEREMEEN A R — T N RS> TNWDZ L 2R L E T,

FIE

Al B ffeRR

RELTWDLEGHET

ARV NFERERETOVa Y

El:)

ATy
71

copyscheme:[//server/[urll]filenamebootflash:filename

11 -

switch# copy tftp:adminca.crl
bootflash:adminca.crl

UE—h — 05 CRL X ¥
va—RLET,

scheme 518 LT, tftp:, ftp:.
sep:. E72lT sftp: ZfRETE &
o server 518U, VE— K P —
NOT RURAETTARITTH Y |
wl BIBTV E— N —NIZhH D
=R T 7 AN~DI/IXNATT,

server, url, ¥ &£ filename D%
FIEE, RN CFEXBILT
ADLET,
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CA DERTEM 5 DFEEAE D AR

ARV RFERRETIVa Yy

S

ATy configure terminal Ja—N)ar7 4 Xal—i g
72 VE-RERBLET,
il -
switch# configure terminal
switch (config) #
ATy crypto ca crl requestnamebootflash:filename T ANLNTHEEINTWACRL A
73 RIET D7, BUEDCRL & X
il - ET,
switch (config)# crypto ca crl request admin-ca
bootflash:adminca.crl
ATY exit REET—REETLET,
74
il -
switch (config)# exit
switch#
ATy show crypto ca crlname (==
75 CA O CRL ff#AF R L £,
il -
switch# show crypto ca crl admin-ca
ATy copy running-config startup-config (=)
76 Frar 7 4 Xalb—va ik,

1 -

switch# copy running-config startup-config

A=K T a7 4Fal—
vavicavr—LET,

=L =

CA DEXEM D

s BAE D HIFR

F T A K KRA L MIRE

SNTWBT A F 7 4 7 4 FEWITR CA

FAEAEZHIERTE £7, &M

T AT T 4T 4REAELZHIBRL, £DO% T CAGENFELHIRLET, 7477 47 47t

ELHIBR L% T, RSAF—XTE M A MRA v FOBEEMT AR Tx T,

AERAE D HIlBR

1. BIBRYIIIC A o T2 3EAESCH Y I SN2 E, R L2 (bAWIE L Ebh )
X X7 BIEIIEEHEIN TV CA 2T 5 7-DIC BB T,

FIE

ATV RFEREIFTIIY E]:p]

ATy T

configure terminal

B ET,
&1

switch# configure terminal
switch (config) #

Ja—)ary7 4 Fal—varE— REH
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B CiscoNX-0S 7/31 2/ 5D RSA F— X7 DEIR

PKIDEE |

ARV RFEREETIVa Y

B

ATvT2

crypto ca trustpointname

i
switch (config)# crypto ca

trustpoint admin-ca
switch (config-trustpoint) #

FNZARRA L FCAZFREL, TR BFRA
vharvr 4 Xal—aryE— REHGELE
‘a—o

ATvT3

delete ca-certificate

1 -
switch (config-trustpoint) #
delete ca-certificate

CARIHIE L L IFFEET = —  ZHIBR L £ 3,

ATv74

delete certificate [force]

1 -
switch (config-trustpoint) #
delete certificate

TATUT 4T 4 EHEZHIBRLE T,

HIBRLE D E L TWABT AT U T 47 4 GEHE
DAEAET = — U NOREOEAETH 556
R, THA ANOHE—DT AT 2T 4T 1 Gk
ETHIEEIL. forced T g VARG AN
ERdH 9, ZOEMHL, FEHEF=—A
DI DI EME— DT A T2 T 4 T 1 FEY]
EEHESTHIBRLTLEY, 77V r—va v
(SSH 72 &) T HREAENR2 2o TCL
FHO L EHSEDITRITONTVET,

ATvT5

exit

i
switch (config-trustpoint) # exit
switch (config) #

NFARKRA LV P74 F2lb— g F—
R&E#&TLET,

ATvT6

show crypto ca certificates [name]

fA
switch (config)# show crypto ca
certificates admin-ca

(&)
CA OFEAEFREF R LET,

ATvIT1

copy running-config startup-config

il -
switch (config)# copy
running-config startup-config

(&)
FiITar 74 Fal—TarEk, AX—T v
Far7 4 Xal—igla’—LET,

Cisco NX-0S 7 /31 XM 5D RSA F+— X7 DIk

RSA F— X7 ML OB THE L., BEIIMEHINTARAWE RN & X213, #DRSA
X% — T % Cisco NX-0S T /3 AL HIRT A5 N TEET,
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| pxiozE

A

ooz I

GE) FNA ADE RSA F— X7 ZHIR LT-%.

CAT7 FI=A L —=Z|Z, TOCAIZHDHID

TNAZOGEAELRY T L OKIHL ET, TOMPAEFELRINCERLIZE SITIER LT
Fr LoV NAY—=Rae ANTLHLERDY £7,

FIE

AU RFEREETIVa Y

E:g)

ATy T

configure terminal

i
switch# configure terminal
switch (config) #

Ja—nR) a7 4 F¥al— g
T FEBIBLET,

ATvT2

crypto key zeroize rsalabel

i -
switch (config)# crypto key zeroize
rsa MyKey

RSA F— X7 ZHIBEL £,

ATvT3

exit

11
switch(config)# exit
switch#

REET—Faf&TLET,

ATvT4

show crypto key mypubkey rsa

51 -

switch# show crypto key mypubkey rsa

(&)
RSA F— X7 DR TEEF R LET,

ATvT5

copy running-config startup-config

i
switch# copy running-config
startup-config

=R

EfFar 7 4 Fal—Tark, &
A=K T o7 a7 4 F¥Falb—av
Zavr—L%7,

PKI D&% E DFEEE

PKI BEWH A FORT 5101, ROVTRAOIEELTVET

av Uk

=)

show crypto key mypubkey rsa

CiscoNX-0OS T /31 A CTIERRL &
7= RSA A F—DIFHR &= 3+
RLUET,
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av vk =[]

show crypto ca certificates CA LT AT T 47 4EHH
IZOWVWTOIFREFRRLET,

show crypto ca crl CA @ CRLIZOW T DO AZ R
/j—i‘ ]\/\i—g—o

show crypto ca trustpoints CA FTABFKRA L MMIZDWNT
DifMERRLET,

=JL =
PKI D% E 5
Z Z T, Microsoft Windows Certificate V-— 3% {# fil L C Cisco NX-OS 7 /31 A CiEBZE & CRL
HRET HIEEDOHNZHOWTIHHA L E T,

S

GE) T IVEEHEOIERIZIZ, 0L IR A TOYV—_"THFEHATE £9, Microsoft Windows
Certificate & — NIZ[RONHZ L IEH Y FHA,

Cisco NX-0S 7 /N4 A COIIHEDNHRT

Cisco NX-0O8 T /34 A THFHEZ R ET HI121E. ROTFIEIZHKE- TLTEE W,

FIE

ATy Tl FNRALAADFQDN R EL £,
switch# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
switch(config)# hostname Device-1
Device-1 (config) #

ATFYvT2 FNRALAADDNS RAAL L EBRELET,

Device-1(config)# ip domain-name cisco.com

ATvT3 N7 ARKRA Y FEERLET,
Device-1(config) # crypto ca trustpoint myCA
Device-1 (config-trustpoint) # exit
Device-1(config) # show crypto ca trustpoints
trustpoint: myCA; key:
revokation methods: «crl

Cisco Nexus 3000 ') —X NX-0S ¥ al)T 4 a>TsF¥al—a> 4K, J1I)—X6x
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ATFYT84  ZOFT AL AHDRSA ¥— AT EERLET,
Device-1(config)# crypto key generate rsa label myKey exportable modulus 1024
Device-1(config) # show crypto key mypubkey rsa
key label: myKey
key size: 1024
exportable: yes

ATYTE  RSAF— X7 & FT7RARMRA L SEEEMNT ET,

Device-1(config) # crypto ca trustpoint myCA
Device-1 (config-trustpoint)# rsakeypair myKey

Device-1(config-trustpoint) # exit

(
(
(
Device-1(config)# show crypto ca trustpoints
trustpoint: myCA; key: myKey

revokation methods: «crl

ATvF6  Microsoft Certificate Service D Web A > % —7 = A A6 CA X 7 u—RLET,
AT9TT1T  FITARNKA L MIEET D CAZRAELE T,

Device-1(config)# crypto ca authenticate myCA
input (cut & paste) CA certificate (chain) in PEM format;
end the input with a line containing only END OF INPUT

MIIC4jCCAoygAwWIBAGIQBWDSiay0GZRPSRI1jK0Ze jANBgkghkiGOwOBAQUFADCRB
kDEgMB4GCSQGSIb3DQEJARYRYW1hbmRrZUBjaXNjby5jb20xCzAJBgNVBAYTAk1O
MRIWEAYDVQQIEwlLYXJuYXRha2ExEjAQBgNVBAcTCUJhbmdhbG9yZTEOMAWGA1UE
ChMFQ212zY28xEzARBgNVBASTCm51dHNOb3JhZ2UxEjAQBgNVBAMTCUFwYXJuYSBD
QTAeFwOWNTA1MDMyMjQ2MzdaFwOwNzA1MDMyMjU1IMTdaMIGQMSAwWHgYJKoZIhvceN
AQkBFhFhbWFuZGt1QGNpc2NvLmNvbTELMAkGA1UEBhMCSU4XEjAQBgNVBAGTCUth
cm5hdGFrYTESMBAGA1UEBxMJQmFuZ2Fsb3J1MQ4wDAYDVQQOKEwWVDaXNjbzETMBEG
AlUECxXMKbmV0c3RvcmFnZTESMBAGA1UEAXMJQXBhcm5hIENBMFwwDQYJKoZIhveN
AQEBBQADSWAwWSAJBAMW/ 7b3+DXJPANBsIHHz1uNccNM87ypyzwuoSNZXOMpeRXXI
OzyBAgiXT2ASFuUOwQ1iDM8r0O/417j£8RxvYKvysCAWEAAaOBvzCBvDALBgNVHQSE
BAMCAcYwDwYDVROTAQH/BAUwWAWEB/zAdBgNVHQ4EFgQUJyjyRoMbrCNMRU20yRhQ
GgsWbHEwawYDVRO£BGQwY jAuoCygKoYoaHROcDovL3NzZSO0wOC9DZXJORWSyb2xs
LOFwYXJuYSUyMENBLmMNybDAwoC6gLIYgZmlsZTovL1lxcc3N1LTA4XENlcnRFbnJv
bGxcQXBhcm5hITIWQOEUY3JsMBAGCSsGAQQOBgj cVAQQDAgGEAMAOGCSGGSIb3DQER
BQUAAOEAHV6UQ+8nE399Tww+KaGr0gONIJagNgLhOAFcTOrEyuyt/WYGPzksF9Ea
NBG7EOoN66zex0EOEfG1Vs6émXpl//w==

END OF INPUT
Fingerprint(s): MD5 Fingerprint=65:84:9A:27:D5:71:03:33:9C:12:23:92:38:6F:78:12
Do you accept this certificate? [yes/nol:y

Device-1(config)# show crypto ca certificates

Trustpoint: myCA

CA certificate O0:

subject= /emailAddress=admin@yourcompany.com/C=IN/ST=Karnataka/
L=Bangalore/O=Yourcompany/OU=netstorage/CN=Aparna CA

issuer= /emailAddress=admin@yourcompany.com/C=IN/ST=Karnataka/
L=Bangalore/O=Yourcompany/OU=netstorage/CN=Aparna CA
serial=0560D289ACB419944F4912258CAD197A

notBefore=May 3 22:46:37 2005 GMT

notAfter=May 3 22:55:17 2007 GMT

MD5 Fingerprint=65:84:9A:27:D5:71:03:33:9C:12:23:92:38:6F:78:12

Cisco Nexus 3000 ') —X NX-0S ¥ l)T 4 22T Fal—ar ALK, JI)—X6x [ |



Cisco NX-0S T/ 1 A TOIIAEZEDHRTE

ATv78

ATFvT9
ATy 710

purposes: sslserver sslclient ike

kT A FRA » MOBRERT D72 OIEN T DAEHEFEERZER L £,

Device-1(config)# crypto ca enroll myCA
Create the certificate request

Create a challenge password. You will need to verbally provide this
password to the CA Administrator in order to revoke your certificate.
For security reasons your password will not be saved in the configuration.

Please make a note of it.
Password: nbvl23
The subject name in the certificate will be: Device-1l.cisco.com
Include the switch serial number in the subject name? [yes/no]:
Include an IP address in the subject name [yes/no]l: yes
ip address: 10.10.1.1
The certificate request will be displayed...

MIIBgzCCARQCAQAWHDEaMBgGALUEAXMRVMVNYXMtMS5jaXNjby53b20wgZ8wDQYJ
KoZIhvcNAQEBBQADgYOAMIGJAOGBALB8Y1UAJ2NC7jUJ1DVasSMgNIgJ2kt8r141KY
0JC6ManNy4qgxk8VeMXZ2SiLJ4JgTzKWAxbLDkTTysnjuCXGvib+wjOhEhv/y51T9y
P2NJJ8orngShrvFZgC7ysN/PyMwKcgzhbVpj+rargZvHtGJI91XTgdWoVkSCzXv8S
VagyHOVEVAgMBAAGYTzAVBgkghkiGI9wOBCQcxCBMGbmJI2MTIzMDYGCSgGSIb3DQEJ
DjEpMCcwJQYDVRORAQH/BBswGY IRVMVNYXMtMS5§axXNjby5ib2 2 HBKWWH 6 IwDQY J
KoZIhvcNAQEEBQADGYEAKT60KER6Q08nj0sDXZVHSEJZh6K6JtDz3Gkd99G1lFWgt
PftrNcWUE/pw6HayfQl2T3ecgNwel2d15133YBF2bktExiI6U188nTOjglXMjjas8
8a23bNDpNsM8rklwA6hWkrVLENUZEFIxgbjfngPNTZacJCUS6ZgKCMetbKytUx0=

Microsoft Certificate Service ® Web A v Z—7 = A AMBT AT VT 4T A

TATUT 4T AREAFEEZA VR —FLET,
Device-1(config) # crypto ca import myCA certificate
input (cut & paste) certificate in PEM format:
 IWHQYDVROOBBYEFKCLi+2sSpWEfgrR
bhWm1lVyo9jngMIHMBgNVHSMEgcQwgcGAFCco8kaDG6wjTEVNjskYUBoLFmxxoYGW
PIGTMIGQMSAWHgYJKoZIhvcNAQkBFhFhbWFuZGtl1QGNpc2NvLMNVvbTELMAKGA1UE
BhMCSU4xEjAQBgNVBAgGTCUthcm5hdGFrYTESMBAGA1UEBXMJIQOmMFuZ2Fsb3J1MQ4w
DAYDVQQKEwVDaXNjbzETMBEGA1UECxXMKbmV0c3RvemFnZTESMBAGA1UEAXMJQXBh
cm5hIENBgGhAFYNKJrLQZ1E9JEiWMrR1 6MGsGA1UdHWRKMGIWLGAsoCqGKGhOdHA6
Ly9zc2UtMDgvQ2VydEVucm9sbC9BcGFybmE1MjBDQS5 jcmwwMKAuoCyGKmZpbGU6
Ly9cXHNzZSOwOFxXDZXJORW5yb2xsXEFwYXJuYSUyMENBLmNybDCBigYIKwYBBQUH
AQEEfjB8MDsGCCsGAQUFBzAChi90dHRwOi8vc3N1LTA4LONl1cnRFbnJvbGwve3N1
LTA4X0FwYXJuYSUyMENBLmMNydDA9BggrBgEFBQcwAOYXZmlsZTovL1xcc3N1LTA4
XEN1lcnRFbnJvbGxcc3N1LTA4X0FwYXJuYSUYyMENBLMNydDANBgkghkiGO9wOBAQUF
AANBADbGBGsbe7GNLh9xeOTWBNbm24U69Z2SuDDcOcUZUUTgrpnTqVpPyejtsyflw

[ ] Cisco Nexus 3000 ') —X NX-0S ¥Xal)T 4 22T Fal—ar A4 K, JI)—R6x
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E36cIZud4WsExREqxbTk8ycx7V50=

Device-1(config) # exit
Device-1#

ATFvITN HERAEBORELZHRLET,
ATYT12 FFHEOREEZALZ— T v 7 a7 4 Xalb— g VITRELET,

CAGEFRED Ao >O—F

Microsoft Certificate Service ® Web 1 > % —7 = A A5 CAREAEEZ X v o o— N9 5 FNENE,
WD EFY T,

FIE

AT w71 Microsoft Certificate Services ® Web -f > % — 7 = A A5 [Retrieve the CA certificate or certificate
revocation task] %27 U v 7 L, [Next] %7 U v 7 L%,

Cisco Nexus 3000 ') —X NX-0S ¥ l)T 4 22T Fal—ar ALK, JI)—X6x [ |
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Microsoft Certificate Servi - Aparna CA

Welcome

You use this web site to request a certificate for your web browser, e-mail client, or other secure program. Cnce you

will be able to securely identify yourself to other people over the web, sign your e-mail messages, encrypt your e-ma
depending upon the type of certificate you request.

Select atask:
& Retrieve the CA certificate or cenificate revocation list
" Request a certificate
' Check on a pending certificate

[ ] Cisco Nexus 3000 ') —X NX-0S ¥Xal)T 4 22T Fal—ar A4 K, JI)—R6x
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AT9TFT2 FRENLVAINL, FUrn—RT5CAEHEY 7 A V&% L E£3, [Base 64 encoded] %
7 v L. [Download CA certificate] #27 U v 7 LE 7,

Microsoft Certificate Services - Aparna CA

Retrieve The CA Certificate Or Certificate Revocation List

Install this CA cerification path to allow your computer to trust certificates issued from this certification authority.

It is not necessary to manually install the CA certification path if you request and install a certificate from this certi
CA certification path will be installed for you automatically.

Choose file to download:
CA Certificate; Iul e Eur R

' DER encoded or & Base 64 encoded

Download CA certificate
Download CA certification path
Download latest certificate revocation list

ATw 73  [File Download] #A 7 v /Ry 7 A2 5 [Open] 227 U v 7 LET,

CiscoNexus 3000 ') —XNX-0S X a1l)F4 AV I74FXxal—>a>rHAK, JI)—R6x [ |
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Microsoft Cerificat

Retrieve The CA Certificate Or Certificate Revocation List

Install this CA certification path to allow your computer to trust certificates issued from this certification authority.

It is not necessary to manually install the CA x| this certifice

CA certification path will be installed for you

Some filez can harm vour computer, [F the file information below
3 lnoks suspicious, or pou do not fully trust the source, do not open or
Choose file to download: e H

CA Certificate; (ol Ca e

File name:  certhess. cer

File type;  Security Certificate

Frarm: 10.76.45.108
© DER encoded or @ Bas
Dowinload CA certificate
Download CA cetification p: Wianld you like ta open the file or zave it bo your computer’?
Dowinload latest cerificate re |

& Thiz type of file could harm pour computer if it contains
malicious code.

Open Sawve Cancel HMore Info

[V Always ash betore opering tis bige of file

ATv T4 [Cetificate] XA T 127Ky 7 A2 5 [CopytoFile] 27 Vv L, [OK]Z27 U7 LET,

[ ] Cisco Nexus 3000 ') —X NX-0S ¥Xal)T 4 22T Fal—ar A4 K, JI)—R6x
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Microsoft Cerdificate Se

It is not necessary to manually install th
CA certification path will be installed fc

Choose file to download:
CA Certificate; (Sl aaiNe R

C DER encoded or ¢

Download CA cerfifica
Download CA certifica
Dowinload latest certific

Retrieve The CA Certificate Or Certificate Revocation List

Certificate

21x|

Install this CA certification path to allow. conoa Detais |Certiﬁcati0n Path |

Shiows: Ic:.ﬂ.ll:> j

Field | alue -

E\-‘ersinn V3

ESeriaI number 0560 D289 ACE4 1994 4F49 1,

ESignature algorithm shalR3a

Elssuer Aparna CA, netstorage, Cisca, .. s

E\p‘alid from 04 Mei 2005 4;16:37

E‘v‘alid [ds] 04 Mei 2007 4:25:17

ESubject Aparna ChA, netstarage, Cisca, ..

[E]rublic key RS54 (512 Bits) hd|
Edit Properhies, . . | Copy ko File. .. |

QK |

ian authority.

from this certi

ATwF5  [Certificate Export Wizard] % 1 7 1 7 7R v 7 A7) b5 [Base-64 encoded X.509 (CER)] % 3&4R L, [Next]

27Uy 7 LET,

Cisco Nexus 3000 >') —XNX-0S X1 T4 A TasFxal—ar A4 K, J)—Rbx [ ]
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Microsoft Certificate !

Retrieve The CA Certificate Or Certificate Revocation List

Certificate

Install this CA cedification path to allov soneral | Details |c8rtiﬁcamn path |

Itis not necessary to manually install th - shew: | <all
ZA certification path will be installed fc

=

2%

ion authority.

from this certifice

Field Certificate Export Vizard

Choose file to download: B version et Pl
ifi B - ] - ESerial numbe HES LS
CA Cerificate; [ nar e ey Blagnat I Certificabes can be exported in a variety of file formats,
ignature alc
Elssuer
E'u'alid Fram
E'u'alid b Select the format wou want ko use:

CDER encoded or ¢ Blsubject
Download CA certificar |EIPublic key

" DER encoded binary %.509 {,CER)

Download CA certifica
Download latest certific

(%' Base-64 encoded ¥.509 {.CER)
' Cryptographic Message Syntax Standard - PKCS #7 Cettificates (. F7E)

I Include Al certificates in the certification path i possitle
{7 Persomal Information Exchange - FKES #£12 (FF2)
= Iniclude all certificates i the certification path i passitle
= Enabile strong pratection (reqires 15 5,0, NI 4, 05P4 or atoye)

[ Delete the private keyif the export s successful

< Back Mext =

Il Cisco Nexus 3000 DY—=XNX-0StXayT,aAvT4FalL—>arHAF, JI)—R6bx



| pxiozE
747vrs 7B E0ER ||

ATw 76  [Certificate Export Wizard] # A 7 10 7’78 v 7 A|Z% % [Filename:] 7 F A b R v 7 AR ET L7 7
AN EASL, Next] 227 Vv 27 LET,

AT w9 F1  [Certificate Export Wizard] # A 7 & 77K v 7 A C, [Finish| %7 U v 7 L¥7,
ATw 78  Microsoft Windows @ type 2~ > K% AJJ LT, Base-64 (PEM) JEX TRIFEIIN TV D CA FEH

EERRLET,
Al o [m] 54
r
|
4 0 QBYD 5 5 owBBAQ D
DEgMB4 D) 5 BgHUBAY 0
MR EAYDUGQ ¥ MU ] d GouZTEOHMA 1
a5 : MU HHBh A Q HUBAM 1 &BD
¥ 0 H [} Q2 0 A1 MDMyM GOMS 0
Q Q nkGo 4 ")
0 1MQ4uDAYDUQQ ]
A Q%B D) 0
Q QAD [ ) 0SNZX
0 % ! OwQ1iD 0 0 C () Q8
DY ¥ iy 4 ¥ oM SHMRU20yRKG
Y DURE y 0 0¥ o AcDo FBuOCY DY JH
3 :NB DAwe ; Y
Q e Q0 QoD AGCE DQ
BOUAABER Q Ag @ 5 5
£ AoNG BEO
D
|
&
bl | 4

TATUT 4T 4BAEDEX

PKCS#12 ZFAAEZE 4 5k (CSR) % 1{#H L T Microsoft Certificate $— N7 A F > 4 T  ZFHH
EAIHRTHITIE, ROFNEIZHES T TZE W,
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ATw 71 Microsoft Certificate Services ® Web f > % —7 = A A5, [Request a certificate] 7 U v 7 L,
[Next] 7 U » 7 LE7,

Microsoft Certificate Services -- Aparna CA

Welcome

You use this web site to request a certificate for your web browser, e-mail client, or other secure program. Cnce you

will be able to securely identify yourself to other people over the web, sign your e-mail messages, encrypt your e-ma
depending upon the type of certificate you request.

Select atask:
" Retriegve the CA certificate or certificate rewvocation list
* Request a certificate
© Check on a pending certificate

ATw 72 [Advancedrequest]) %7 U v 7 L, [Next] 227 VU v 7 L%,

[ ] Cisco Nexus 3000 ') —X NX-0S ¥Xal)T 4 22T Fal—ar A4 K, JI)—R6x
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Microsoft Certificate Services -- Aparna CA

Choose Request Type

Flease select the type of request you would like to make:

© User cerificate request;

E-Mlail Protection Certificate

& Advanced request

X w73 [Submit a certificate request using a base64 encoded PKCS#10 file or a renewal request using a base64
encoded PKCS#7 file] 7 V v 7 L, [Next| 227 U v 7 LET,

Cisco Nexus 3000 >') —XNX-0S X1 T4 A TasFxal—ar A4 K, J)—Rbx [ ]
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Microsoft Cerificate Se

5 -- Aparna CA

Advanced Certificate Requests

You can request a certificate for yourself, another user, or a computer using one of the following methods. Note that t
certification authority (CA) will determine the certificates that you can olbtain.

© Submit a certificate reguest to this CA using a form.
& Submit a cerificate request using a basetd encoded FKCS #10 file ar a renewal request using a baset4d enco

¢ Request a certificate for a smart card on behalf of another user using the Smart Card Enrollment Station.
You must have an enroliment agent certificate to submit a request for another user.

ATw 74 [Saved Request] 7 F A k 7R v 7 A2, base64 O PKCS#10 iEIEE R % ~2— 2 h L, [Next] &7

Uo7 LET, EAEZERN CiscoNX-OS TNRA ZADa Y — b ab—ESnEd,

[ ] Cisco Nexus 3000 ') —X NX-0S ¥Xal)T 4 22T Fal—ar A4 K, JI)—R6x
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Microsoft Certific:

Submit A Saved Request

Faste a basebd encoded PKCS #10 certificate request or PKCS #7 renewal request generated by an external :
server) into the reguest field to submit the request to the certification authority (CA).

Saved Reqguest:

Vo vHOVEvAgME ARGy Tz AVEgkahk iGOwlBC Qo CEMG ;I
DIEpMCewdOYDVRORAQH/ BEswGY IRV YEMC S5 ]

Basebd Encoded |Eo2 IhveNAQEEBOADgYEAKTE0KEREQ0Snj0sDEEVHE
Certificate Request |PEtrNeWUE/ pweHayfQl2T3ecgNwel2A15133YEF 2!
(PKCS #10 or #7): |522 3bNDpNsMSr k1w hTkr VLENUZEF Jxgh £ ngPH
————— EWND CERTIFICATE REQUEZT--—--—-

4 |

Browse for a file to inser.

Additional Attributes:

=
Attributes: v
{ ¥

CA7 RS =AML —ZNOIEAENRRITENDE T, 1 ~2 HREFLE T,

CiscoNexus 3000 ') —XNX-0S X a1l)F4 AV I74FXxal—>a>rHAK, JI)—R6x [ |
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Microsoft Certificate Services -- Aparna CA

Certificate Pending

Your certificate request has been received. However, you must wait for an administrator to issue the certificate wou r

Flease return to this web site in a day or twio to retrieve your cerificate.

Note: ou must return with this web browser within 10 days to retrieve your certificate

ATYT6 CAT RFI=AML—HFREWEEREZKRTDOEMRELET,

Il Cisco Nexus 3000 DY—=XNX-0StXayT,aAvT4FalL—>arHAF, JI)—R6bx
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| {E3 Certification Authority

“ Action  View “ o= | | | £

Tree I Reguest ID | Binary Request | Request Disposition Message

| Request Submission Date | Requester Name

Taken Under Submission

I3 Certification Authority (Local) TR BEGIM ME...
E@ Aparna A

i[ 7] Revoked Certificates
|7 Issued Certificates
-5 Pending Requests

l |

Refresh !

Help

I |Ccuntains operations that can be performed on the object.

| [

Microsoft Certificate Services @ Web A > & —7 = A Z/)>6 . [Check on a pending certificate] & 7 U v

7 L. [Next] 27 Vw7 LET,

Cisco Nexus 3000 >') —XNX-0S X1 T4 A TasFxal—ar A4 K, J)—Rbx [ ]
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Microsoft Certificate Servi - Aparna CA

Welcome

You use this web site to request a certificate for your web browser, e-mail client, or other secure program. Cnce you

will be able to securely identify yourself to other people over the web, sign your e-mail messages, encrypt your e-ma
depending upon the type of certificate you request.

Select atask:
" Retrieve the CA certificate or cenificate revocation list
" Request a certificate
& Check on a pending certificate

[ ] Cisco Nexus 3000 ') —X NX-0S ¥Xal)T 4 22T Fal—ar A4 K, JI)—R6x
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ATY T8 Fxu /T HEHEERZEINLC, [Next) 227 VU v 27 LET,

Microsoft Certificate Services - Aparna CA

Check On A Pending Certificate Request

Flease select the cerificate request you want to check:

T T

Saved-Feguest Certificate (12 Nopember 2005 20:30:22)

ATw 79  [Base64encoded] %7 Y v~ LT, [Download CA certificate] 227 U v 27 L £,

Cisco Nexus 3000 >') —XNX-0S X1 T4 A TasFxal—ar A4 K, J)—Rbx [ ]



PKIDRE |

B 77 71710880 ER

Microsoft Certificate Servi - Aparna CA

Certificate Issued

The certificate you requested was issued to you.

C DER encoded or & Base 64 encoded

Cownload CA certificate
==zd Nownload CA certification path

AT w710 [File Download] # 4 72 27Ky AT, [Open] &7 Vw7 LET,

Il Cisco Nexus 3000 DY—=XNX-0StXayT,aAvT4FalL—>arHAF, JI)—R6bx
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Microsoft Cedificat

Certificate Issued

The certificate you requested was issued to you.

C DER encoded or & Base 6 i 2]

Download CA certificate Q9 Some files can harm pour computer. 1f the: file information below
== Download CA cerification path o looks suspicious, or you do not fully tust the source, do not open or
zave thiz file.

File name; certnew. cer
File type:  Security Certificate
Fram: 10.76.45.108

& Thiz type of file could harm vour computer if it contains
malicious code,

whould you like to open the file or zave it to pour computer?

Open | Save Cancel Mare Info

¥ &lwavs ask before apering this bpe afifile

RTw TN [Cettificate] N v 7 A, [Details] ¥ 7% 2 U v 27 L, [CopytoFile..]% 2 V >~ L%, [Certificate
Export Wizard] % 4 7 v 7' 7R v 7 AT, [Base-64 encoded X.509 (CER)] # 7 U v 7 L. [Next] &7

Cisco Nexus 3000 >') —XNX-0S X1 T4 A TasFxal—ar A4 K, J)—Rbx [ ]
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Vw7 LET,

> proet Fu £ ide Cisco Systems, Inc.
; Certificate il |
: General  Details | Certification Path I év = E ¥ E
=p, Shiow: Ic:.ﬂ.ll:> j
Field | Walue | -
E\-‘ersinn V3
=] 5erial number 0A33 SEAT 0000 0000 0074
ESignature algorithm shalR3a
Elssuer Aparna CA, netstorage, Cisca,..
[E]valid From 12 Mopember 2005 8:32:40
[Fvalid o 12 Mopember 2006 5142140
ESubject Vegas-1.cisca,com
[F]rubic key RS54 (1024 Bits) =l
Certificate Export Wizard
Export File Format
Certificates can be exported in a wariety of file formats,
Select the Format vou wank ko use:
" DER encoded binary %.509 {.CER)
Edit Broperkies. .. Copy ko File...

(¥ Base-64 encoded %.509 (.CER)

" Cryprographic Message Syntax Standard - PKCS #7 Certificates (.
Ok
[ Incliude &l certificates inthe cerbification pathif passible

€ Personal Information Exchange - PRES #12 (PR

[T Iniclude all certificates i the certification path it passible
[T | Enatile strong pratection (requires 16 5,0, T 4.0 5P4 or abitye

[T | Delete the private keyifthe expart s sutcessiul

< Back Tesck =

AT F12  [Certificate Export Wizard] # A 7 17 7' R v 7 2128 % [Filename:] 7 ¥ A s R v 7 ARAFT D7 7
AN AT L, [Next] 227 U v 7 LET,

Il Cisco Nexus 3000 DY—=XNX-0StXayT,aAvT4FalL—>arHAF, JI)—R6bx



| pxiozE

747171 Ez0ER |

='u'ersion
ESeriaI nunber 0433 8EAL 0000 0000 0074
ESignature algorithm shalR3a
=Issuer Aparna CA, nekstorage, Cisco,
='u'alid from 12 Nopember 2005 5:32:40
E'u'alid to 12 MNopember 2006 3:42:40
=Subject Wegas-1.cisco,com

RSA (1024 Bits)

D:ikestcertsimyID. cer I _' 0

ATw 13 [Finish) 227V v/ LE7,

Cisco Nexus 3000 & ') —XNX-0S £F21 T4 avT4Fal—av A4k, J)—R6x i



B 77 71710880 ER

General Details |CertiFicatinn Path I

PKIDEE |

- o8-8

Show: | <l |
Field |_\"a|ue [«
E\-‘ersion W3
[=]serial number 0A33 SEAL 0000 0000 0074
ESignature algarithim shalR54
Elssuer Aparna CA, nekstorage, Cisco... e
[Fvalid From 12 Mopember 2005 8:32:40
[Fvalid ta 12 Nopember 2006 8:42:40
ESubject Yegas-1.cisco.com
[ElPublic key RSA (1024 Bits) =]
Completing the Certificate Expc
Wizard
¥ou have successfully completed the Certificate Expol
wizard,
Edit Broperties. Copy toF You have specified the Following settings:
File Mame Dnhke
Export Keys Mo
J— Include all certificates in the certification path Mo
File: Forrmak Base
ol | ]
< Back, Finish it
i CiscoNexus3000 ') —XNX-0S tFa T4 I2T4Fal—av Sk, JJ—R6x



| pxiozE
gnzomysl

AT v 14  Microsoft Windows @ type 2~ > R&EAS LT, TAT VT 47 47kl % Base-64 T2 a— K
ShiBAATRRLET,

= d, =101 %]
s
| |
T 7
ADCCAGgogh B D00 QAAAAAN DAME 2wABAQUFADCEKDEgMBA
DQEJARY R R B g NJBgNUBAYTAK1OM EAYD
FIF ¥ d H T EOMA Wil 32
=
! v NG AQBgNUBAMT CU . SEDQ 5
NDE (s NDEaM y UEBN FUZ 177
[1AGC: DGERAGQUR NADCBiQKBqQC./GHNUACA G
¥ ¥ A 0 i (4
¥ 0 [
5 DAGABG Y DURARAQ
QY DURBAO
0 () of D 0 0
G OMS A 0 ¥ ¥ o
.| '-" ) ) ¥ 1’
I ¥l TEY] 5 R n B
A TU MY 0 ."I 0 ‘.il
1 ¥ BDQ 0 Gl
AuOF ] AR o D BB
¥ [ ¥ 2od 0 5
[ NMudDAZ?EB B0 0 0
| ARAG
=
DhGE OTUEN DD O
9 I
[}
[}
[==]
=
5
-
=

REBAZEDERYIEL

Microsoft CA BHE 70 77 A& H L CGEAELZ IV ETFIEL, kO LBV TT,

Cisco Nexus 3000 ') —X NX-0S ¥ l)T 4 22T Fal—ar ALK, JI)—X6x [ |



SEEAEDERYIEL

FIE
AT Y1 [Certification Authority] > U —7>5 . [Issued Certificates] 7 4 /v & %27 U v 27 LET, U R Mnb,
WREIREEEZE 2 U v 7 LET,
AT w72  [All Tasks] > [Revoke Certificate] DJIEIZERN L £ 97,
{i# Certification Authority [Z
|J Action Wi “ = -ill [7] & | =2
Tree | Request ID | Requester Mame | Binary Certificate | Serial Murber | Certificate Effecti
B3 certification. Authonity (Lacal Elsg SSE-DE\IUSR_S5... ——BEGIM CERTL.. 786263d00000000000S9 9/20/2005 4:27 Al
= {2 Aparna CA s SSE-OBIIUSR_55... - BEGIN CERTL.. 7862643d00000000005a 9/20/2005 4:27 Al
(] Revoked Certficates Ea SSE-O8YIUSR_SS... ——] BEGIM CERTL.. 786264d900000000005h 0/20/2005 4:27 A
{:j Issued Certificates 92 SSE-OB\IUSR_S5... - BEGIM CERTI.., 7c32751800000000005c QZ0f2005 10014 F
C] Pending Requests Elos SSE-OB\IUSR_S5... - BEGIM CERTL.., 7c32782700000000005d QJZ0{2005 10:14 F
& D Failed Requests 94 SSE-08\IUSR_S5.., - BEGIM CERTI.., 7c32753700000000005e Z0/2005 10014 F
Elos SSE-OB\IUSR_S5... - BEGIM CERTIL... 7c32784700000000005F 9YZ0{2005 10:14 F
93 SSE-081IUSR_S55.., - BEGIM CERTI.., 7cad48c22000000000062 Q2112005 12:15 £
[ SSE-OB\IUSR_S5... - BEGIM CERTL... 021a%d1a000000000063 QYZ2{Z2005 1:45 Al
100 SSE-081IUSR_S5... - BEGIM CERTI... 1cl013cF000000000064 QZTI2005 2:44 Al
101 SSE-08\IUSR_S5... - BEGIM CERTI... 1c10d191000000000065 Q2712005 2:45 Al
102 SSE-OB\IUSR_55... - BEGIM CERTL... Zb4eb367000000000066 9Y30{2005 1:46 Al
103 SSE-081IUSR_S5.., - BEGIM CERTI.., 458bob43000000000067 10JS§2005 4:03 A
104 SSE-OB\IUSR_S5... - BEGIM CERTIL..., <ebSh327000000000065 10/6/2005 10:46 F
105 SSE-08\IUSR_S5.., - BEGIM CERTI..,  <4FA00S4 1 00000000006 10)7§2005 1:52 A
106 SSE-OB\IUSR_S5... - BEGIM CERTL... 4fdf956400000000006a 10§7/2005 4:11 Al
107 SSE-081IUSR_S55.., - BEGIM CERTI... SF3efc36000000000060 10/10§2005 3149 £
108 SSE-OB\IUSR_S5... - BEGIM CERTL... SFf413d2000000000006cC 10/10/2005 3:52 £
109 SSE-08\IUSR_S5... - BEGIM CERTI... 17bZ2deS00000000006d 10/158§2005 12:20
110 SSE-OB\IUSR_55... - BEGIM CERTL... 17b3067600000000006e 10/18/2005 12:21
111 SSE-081IUSR_S5.., - BEGIM CERTI., 11ea3S0600000000006F 10/19§2005 11:55
112 SSE-OB\IUSR_S5... - BEGIM CERTL... 170beasb000000000070 10/20/2005 1153
113 SSE-08\IUSR_S5.., - BEGIM CERTI.., <aafffZe000000000071 1043142005 12:32
114 SSE-OB\IUSR_S5... - BEGIM CERTI.,, 78ccéefc000000000072 11/8/2005 11:26 F
115 BEGIM CERTI... 11842005 11:51 F
116
iContains operations that can be performed on the object, Rewoks Certificats i | |
ATv T3 [Reasoncode] KRy 77X U RNNPOEVELOHEBEZRERL, [Yes] 227V v 7 LET,

[ ] Cisco Nexus 3000 ') —X NX-0S ¥Xal)T 4 22T Fal—ar A4 K, JI)—R6x



PKI DR TE

ATv74

SEEAEDERYEL

|J fction  Wiew |J o= | | | £

Tree | Request ID | Requester Mame | Binary Certificate | Serial Mumber | Certificate Ef
&3 Certification Adthority (Local) Eles SSE-DE\IUSR_S5... ---n BEGIN CERTI.. 786263d0000000000059 9/20/2005 4:
=B Aparna ca Elw SSE-DBYIUSR_SS... - BEGIN CERTL.. 7862643d00000000005a 9/20/2005 4
©...[22 Revoked Cartificates Ela SSE-0B\IUSR_55... == BESIN CERTL.. 785264d900000000005b 9/20/2005 4:
a Issued Certificates 92 S3E-08\IUSR_55,., - BEGIM CERTIL,.. 7c3275150000000000%C Q2002005 10
(13 Pending Requests =la3 SSE-OSIUSR_S5.., - BEGIN CERTL.. 7c327azronion0o0dsd 9)20/2005 17
t[7] Failed Requests o4 SSE-08\IUSR_55... - BESIN CERTL.. 7c3Z7EI7O0000000005e 9/20/2005 10
95 SSE-03VIUSR_S5... - BEGIN CERTI... 7c32784700000000005F 9202005 10
98 s s T EEEERE0000062 9212005 12
ifi i - 7] x

Bl Certificate Revocation e | i 9f22/2005 1
100 Are you sure you want to revoke the selected certificate(z]? 000064 Y27 (2005 2:
101 0000065 /272005 2:
102 Y'ou may specify a reason for this revocation. 0000066 9/30/2005 1:
103 Fonon b 0000067 10/5/2005 4:
Elin4 T——— = DO000BE 10062005 10
Elios 0O000&9 10/7}2005 1
108 Yoz Mo 1000063 1072005 4:
107 0000060 10/10/2005 3
108 = i DO000GE 10/10/2005 3
109 S3E-08\IUSR_55,., - BEGIM CERTI... 17bZ2deS00000000008d 10/18/2005 1
110 SSE-03\IUSR_S5... - BEGIN CERTI... 17b30676000000000068 10/18/2005 1
111 S3E-08\IUSR_55,., - BEGIM CERTI... 11ea380s00000000008F 10/19/2005 1
112 SSE-03\IUSR_S5... - BEGIN CERTI... 170beasb000000000070 10/20/2005 1
113 S3E-08\IUSR_55,., - BEGIM CERTI... 4aafff2e000000000071 10/31/2005 1
114 SSE-03IUSR_S5... - BEGIM CERTIL... 7Sccoetc000000000072 11/a/2005 11
115 S3E-08\IUSR_55,., - BEGIM CERTIL... 78e34161000000000073 11/8/2005 11
116 SSE-03IUSR_S5... - BEGIN CERTI... 0a338=a1000000000074 11/12/2005 &

< |
[ . | [

[Revoked Certificates] 7 4 /L% %7 V v 7 LC,

AEIAE DRV H L 2 F£n LOMER L £

Cisco Nexus 3000 & ') —XNX-0S £¥a!)T4 a2V T4Fal—Larv M4k, J)—R6x i



CRL DRk & 2B

PKIDRE |

{5 Certification Authority

|| Action  Wiew || e o ||

BRERE

Tree I

@ Certification Authority (Local)
E@a Aparna Ca
=

[ Pending Requasts
‘[ Failed Requests

Request 1D | Requester Mame | Binary Certificate | Serial Number | Certificate Effective Dz
15 S3E-08\IUSR_55,., - BEGIM CERTI... S5dasS3cd00000000000F BI30/2005 327 AM
16 SSE-ORVIUSR_55... - BEGIN CERTI... Sdbl40d3000000000010 BJ30/2005 3:30 AM
17 SSE-03IUSR_S5... - BEGIN CERTI... Se2d7clb000000000011 61302005 5:46 AM
18 S3E-08\IUSR_55,., - BEGIM CERTI... 1edb4fSf000000000012 FI812005 321 AM
19 SSE-03IUSR_S5... - BEGIM CERTI... 261c3924000000000013 71142005 5:00 AM
ZD SSE-08\USR_55,., - BEGIM CERTI... Z262bS2Z0Z000000000014 FI1412005 516 AM

SSE-08\IUSR_S5... - BEGIN CERTI... 2634c7F2000000000015 71142005 5:27 AM
S3E-08\IUSR_55,., - BEGIM CERTI... 2635b000000000000016 FI1412005 528 AM
SSE-03IUSR_S5... - BEGIM CERTI... 25485040000000000017 71142005 5:45 AM
S3E-08\IUSR_55... - BEGIM CERTIL... 2a276357000000000013 Fl1412005 11,51 PM
SSE-03IUSR_S5... - BEGIN CERTI... 3f8SchbF7000000000019 71192005 3:29 AM
S3E-08\IUSR_55,., - BEGIM CERTI... &ed4bSFSFO0000000001a FIZ812005 358 AM
SSE-03IUSR_S5... - BEGIN CERTI... 725h39d5000000000010 712812005 10:54 PM
SSE-08\USR_55,., - BEGIN CERTIL... 735a387500000000001c FI29/2005 333 AM
SSE-08\IUSR_S5... - BEGIN CERTI... 148511c700000000001d 81302005 11:30 PM
S3E-08\IUSR_55,., - BEGIN CERTIL... 14a7170100000000001e /412005 12:07 AM
SSE-03IUSR_S5... - BEGIN CERTI... 14fc4ShS00000000001F B14J2005 1:40 AM
S3E-08\IUSR_55... - BEGIM CERTI... 436ceS0b0000000000Z0 11712005 3558 AM
SSE-03IUSR_S5... - BEGIM CERTIL... 4cata3aal00oo0o0onzi 81172005 11:37 PM
S3E-08\IUSR_55,., - BEGIM CERTI... 13355cSe00000000002F 91/2005 11:36 PM
SSE-03IUSR_S5... - BEGIN CERTI... 3f0845dd00000000003F Q22005 1:11 AM
SSE-08\USR_55,., - BEGIM CERTI... 3f519b7e000000000042 2005 248 AM
SSE-08\IUSR_S5... - BEGIN CERTI... 6313c463000000000052 Q/16/2005 1:09 AM
S3E-08\IUSR_55,., - BEGIN CERTL... 7c3861e3000000000060 Z0/2005 10:20 PM
SSE-03IUSR_S5... - BEGIM CERTI... 7Fohes35S1000000000061 Qf20/2005 11:20 PM
118 S3E-08\USR_55... - BEGIM CERTIL... 0a33%eal000000000074 11/12§2005 §:32 AM
4| |

CRL DRk & 22

[ ] Cisco Nexus 3000 ') —X NX-0S ¥Xal)T 4 22T Fal—ar A4 K, JI)—R6x

Microsoft CA EFLH 710 7' F A% LT CRL Z{ERB L OB+ 2 FIEIZ., kD LB T,



PKI DR TE

ATy T

ATy T2

FIE

[Certification Authority] O E[ifI 4>, [Action] > [All Tasks] > [Publish] DJEIZER L F 7,

CRL D YERR & 23

{&3 Certification Authority
u action  View |J & = |

m| e BB 2

All Tasks Publish Request ID | Requester Mame | Binary Certificate | Serial Mumber | Certificate Effecti
[ Refresh by (Local) 15 SSE-OBYIUSR_S5...  ==n BEGIN CERTL... 5das53:d00000000000F B/30/2005 3:27 A
E: Export List... 16 S5E-08\ ISR _55... - BEGIM CERTI... Sdbl<40d3000000000010 63002005 3:30 A
. 17 SSE-03VIUSR_S5... - BEGIM CERTIL... Sezd7cib000000000011 6302005 S:46 A
GiopERics 13 SSE-0BMUSR_SS... - BEGIN CERTL.. 16dbafafo000noo000: 2 7/3]2005 3:21 AR
Help uests 19 SSE-03YIJSR_55... - BEGIM CERTL... 261c3924000000000013 7114[2005 5:00 A
------ ks ZD S3E-08\IUSR_55... ---—-BEGIM CERTI... 262ZbS202000000000014 Fl14020058 5116 A
21 SSE-03V\IJSR_S5... - BEGIM CERTIL... 2634c7F2000000000015 TI14[2008 5:27 A
22 S3E-08\ ISR _55... - BEGIM CERTI... 2635b000000000000016 Fl1402008 5125 A
23 SSE-08YIUSR_55... - BEGIM CERTL... 26485040000000000017 TI14[2005 5:45 A

24 S5E-08\ ISR _55... - BEGIM CERTL... 2azZ7&357000000000015 714020058 11:51
25 SSE-03VIUSR_S5... - BEGIM CERTIL... 3f&Schbf7000000000019 FH9f2005 3:29 A
26 S9E-08\ ISR _55.., - BEGIM CERTI... &etbSFSFO0000000001a FI2E12005 3158 A

2? SSE-03YIJSR_55... - BEGIM CERTIL... 725h&9d&000000000010 7lzalzo0s 10:54
23 S3E-08\ ISR _55.., - BEGIM CERTL... 735a337500000000001c 129020058 3:33 A

29 SSE-03V\IJSR_S5... - BEGIM CERTIL... 148511c700000000001d G/3/2005 11:30 P
30 S3E-08\ ISR _55... - BEGIM CERTL... 14a7170100000000001 /412005 12:07 A
31 SSE-08YIUSR_55... - BEGIM CERTIL... 14Fc45hS00000000001F Gl4/2005 1:40 AR
32 S5E-08\ ISR _55... - BEGIM CERTI... <&6ceS0b0000000000Z0 /1702005 3:58 A

33 SSE-03VIUSR_S5... - BEGIM CERTL... 4rada3aal00000000021 a7 /2005 11:37

4? S9E-08\ ISR _55.., - BEGIM CERTI... 1aaS5cSe00000000002f 912005 11:36 P
63 SSE-03YIJSR_55... - BEGIM CERTIL... 3F0S45dd00000000003F 9MfZ005 1:11 AR
66 S3E-08\ ISR _55.., - BEGIM CERTI... 3f619b7e000000000042 Q92005 Z:45 Al
82 SSE-03V\IJSR_S5... - BEGIM CERTIL... 6313c463000000000052 9162005 1:09 A

96 S3E-08\ ISR _55... - BEGIM CERTL... 7c3861e3000000000060 /2002005 10:20

9? SSE-08YIUSR_55... - BEGIM CERTL... 7Fcoes351000000000061 af20f2005 11:20

116 S5E-08\ ISR _55... - BEGIM CERTL... 0a335eal000o0o0o0oy4 11/1202005 83:32

4] |

IContains operations that can be performed on the object. 3 | |_

[Certificate Revocation List] # A 7 1= 7R 7 AT, [Yes] &7 V v 7 L THHD CRL =AML E

TO

Cisco Nexus 3000 & ') —XNX-0S £¥a!)T4 a2V T4Fal—Larv M4k, J)—R6x i



PKIDRE |

CRLOFHvO—F

{i# Certification Authority

i
i

[ ek SSE-OFVIUSR_S5... - BEGIN CERTL..
Certificate Revocation List -:'!:

|J action  View |J<:=- = | ®&)|m | BENERNE
Tree I Request ID | Requester Name | Binary Certificate | Serial Mumber | Certificate Effective D:
fE9 Certiication Authority (Local) 15 SSE-OBYIUSR_S5...  ==n BEGIN CERTL... 5das53:d00000000000F B30/2005 3:27 AM
=89 Aparna Ca 16 SSE-0BYIUSR_S5.., - BEGIN CERTL.. Sdb140d3000000000010 £30/2005 3:30 AM
=3 Revaked Certificates 17 SSE-OBMIUSR_55.., - BEGIN CERTL... Se2d7cib000000000011 6/30/2005 5:46 AM
3 Issued Certificates 15 S9E-08\ ISR _55.., - BEGIM CERTI... 1edb<4Faf000000000012 FI8I2005 321 AM
3 Pending Requests 19 SSE-03YIJSR_55... - BEGIM CERTL... 261c3924000000000013 71142005 5:00 AM
S Failed Requests ZD S3E-08\ ISR _55.., - BEGIM CERTI... 262ZbS20200000000001+ Fl1402008 5116 AM
21 SSE-08\IUSR_S5... - BEGIM CERTIL... 2634c7F2000000000015 FI1412005 5:27 AM
22 SSE-03V\IUSR_S5... - BEGIM CERTIL... 2635h000000000000016 71142005 5:28 AM
2643504000000000001 7 71412008 5145 AM

| |z005 11:51 PM
2005 3:29 AM

& The last published CRL is still valid and can be used by clients. Are you sure vou want to publish a new CRL? 2005 3:58 AM

2005 10:54 PM

2005 3:33 AM
Yes Mo 005 11:30 PM

005 12:07 AM
E= SSE-OBVIUSR_S5.., - BEGIM CERTL... 14fc45b500000000001F B4/2005 1:40 AM
5 fod SSE-ORIUSR_S5..,  ---- BEGIM CERTL.. 486cef0b000000000020 G/17/2005 3:56 AM
P52 SSE-OEIUSR_S5.., - BEGIM CERTL... 4ca4a3aal00000000021 8172005 11:37 PM
5 B SSE-0EIUSR_S5.., - BEGIN CERTL.. 1aaS5c8e00000000002F 971/2005 11:36 PM
5 [ SSE-08VIUSR_S5.., - BEGIM CERTL.. 3f0845dd0000000000: 9/9/2005 1:11 AM
Gee SSE-0RIUSR_S5..,  ---- BEGIM CERTL.. 3F6159h7e000000000042 992005 2:46 AM
F5: b SSE-0BIUSR_S5.., - BEGIM CERTL.. 6313c463000000000052 9}16/2005 1:09 AM
G SSE-0EIUSR_S5.., - BEGIM CERTL.. 7c35613000000000060 9}20/2005 10:20 PM
P52 b SSE-OBVIUSR_S5.., - BEGIM CERTL... 7c6ee351000000000061 9/20{2005 11:20 PM
116 SSE-ORIUSR_S5..,  ---- BEGIM CERTL.. 0a33Geal000000000074 11{12{2005 5:32 AM
1] |

0 |

CRLOAoro—Fk

Microsoft £ CA @ Web ¥4 b7235 CRL # & 7o — R4 5FE L, kOEEBY T,

FIE

ATv T
revocation list] 7 U w7 L., [Next] 227 U v 7 LET,

[ ] Cisco Nexus 3000 ') —X NX-0S ¥Xal)T 4 22T Fal—ar A4 K, JI)—R6x

Microsoft Certificate Services @ Web 1 >4 — 7 = A A7)0, [Retrieve the CA certificate or certificate



| pxiozE
cLosyro—rF I}

Welcome

You use this web site to request a certificate for your web browser, e-mail client, or other secure program. Once you acquire a certificate, you

willl be able to securely identify yourself to other people over the web, Sign your e-mail messages, encrypt your e-mail messages, and more
depending upon the type of certificate you request

Select a task:
@ Retrieve the CA certificate or certificate revocation list
" Request a certificate
© Check on a pending certificate

Mext >

144784

K}

CiscoNexus 3000 ') —XNX-0S X a1l)F4 AV I74FXxal—>a>rHAK, JI)—R6x [ |



ATvT2

ATvT3

ATvT4

CRLOFHvO—F

[Download latest certificate revocation list] &2 U v 27 LE 79,

Microsoft Ce

Retrieve The CA Certificate Or Certificate Revocation List

Choose file to download:
CA Certificate. [Siaam

Download CA ceriificate
Download CA certification path

© DER encoded or @ Base 64 encoded

Download latest certificate revocation list

Install this CA cerification path to allow your computer to trust certificates issued from this certification authority

Itis not necessary to manually install the CA certification path if you request and install a certificate from this certification authority, because the
CA certification path will be installed for you automatically.

[File Download] # A 72 7R~ 7 AT, [Savel &7 U v 7 LET,

Retrieve The CA Certificate Or Certificate Revocation List

Choose file to download:
CA Centificate: [SiiEaum

© DER encoded or @ Ba
Dovnload CA cerificate

Dovnload CA certification ¢
Download latest cerificate t

x

Some fles can harm your emputer. If the file inforration below
looks suspicios. a1 you do ot fully trust the source, do not open or
save this il

File name: carteil ol
File type:  Cartificate Rievecation List
Fom  10.76.45108

‘wéauld you lie to open the file or save it to your computer?

Open Save Cancel More Info

IV Always ask belors opaning this type of fis

Install this CA certification path to allow your computer to trust certificates issued from this certification authority

Itis not necessary to manually install the CA |
CA certification path will be installed for you @

this certification authority, because the

=

144786

PKI @

BRE

[Save As] XA T 0 VAR 7 AT, BRIFTH77 ANV EATILT, [Save] 7 U v 7 LET,

[ ] Cisco Nexus 3000 ') —X NX-0S ¥Xal)T 4 22T Fal—ar A4 K, JI)—R6x



| pxiozE
ceosor—+

Retrieve The CA Certificate Or Certificate Revocation List

Install this CA cettification path to allow your computer to trust certificates issued from this certification authority

It is not necessary to manually install the CA cp

~ =i % jom this certification authority, because the
CA certification path will be installed for you -1Eix

2]

Choose file to download: Savain: [l testoatts s & BB
CA Certificate: 1 .

© DER encoded or & Base
Download CA certificate

Dovnload CA cerification pa
Download latest cerificate rer

File pame: [apamaCa.ci | Save
Saveastpe  [Cenficate Revacation List =l Cancel |

144787

AT w5  Microsoft Window

=101 x]|

-
D v
p 09 .
B BaBCAQ G 0 AQ BOH i DAe B 2w '_BL
i B g Q) QY DUQQ BACH B .Fu
R AYDUQG DjAMH BAoTH : QY DUgQ
R 9 i nYDUQQD : QAEXDTA e {FoXDTH
0 2 T ARAORAR DTH 0 Z
ARAAARAF DUwOT ahi AAAARAR % "
D AAAARAR " o INAARAAR
" ] B=CCr A D 1 L 0 A
0 D A4MDA L TE N A - 0
RYAAANG DT ) owkQ AAAAAAACR D
AN= 1 . Q0D AARAAGGCYDTA D 0
0w DD o B A0 Re R ARANRALN i . DO ODABHD "
DURD REhzgAAAANADH DU OD Al pf P43
ARAGAALN r = " DURGUBAMKAG Annann
) D ahi ENARRRARAPFWR . .
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ATYTF1 CRLZ7A/N% CiscoNX-OS T/NNA ADT— 7T v allat—LET,
Device-1# copy tftp:apranaCA.crl bootflash:aparnaCA.crl

ATFvT2 CRLEZRELET,

Device-1# configure terminal
Device-1(config) # crypto ca crl request myCA bootflash:aparnaCA.crl
Device-1 (config) #

ATvF3 CRLOANEZFRLET,

Device-1(config)# show crypto ca crl myCA
Trustpoint: myCA
CRL:
Certificate Revocation List (CRL):
Version 2 (0x1)
Signature Algorithm: shalWithRSAEncryption
Issuer: /emailAddress=admin@yourcompany.com/C=IN/ST=Karnatak
Yourcompany/OU=netstorage/CN=Aparna CA
Last Update: Nov 12 04:36:04 2005 GMT
Next Update: Nov 19 16:56:04 2005 GMT
CRL extensions:
X509v3 Authority Key Identifier:
keyid:27:28:F2:46:83:1B:AC:23:4C:45:4D:8E:C9:18:50:1
1.3.6.1.4.1.311.21.1:

Revoked Certificates:
Serial Number: 611B09A1000000000002
Revocation Date: Aug 16 21:52:19 2005 GMT
Serial Number: 4CDE464E000000000003
Revocation Date: Aug 16 21:52:29 2005 GMT
Serial Number: 4CFC2B42000000000004
Revocation Date: Aug 16 21:52:41 2005 GMT
Serial Number: 6C699EC2000000000005
Revocation Date: Aug 16 21:52:52 2005 GMT
Serial Number: 6CCFE7DDC000000000006
Revocation Date: Jun 8 00:12:04 2005 GMT
Serial Number: 70CC4FFF000000000007
Revocation Date: Aug 16 21:53:15 2005 GMT
Serial Number: 4D9B1116000000000008
Revocation Date: Aug 16 21:53:15 2005 GMT
Serial Number: 52A80230000000000009
Revocation Date: Jun 27 23:47:06 2005 GMT
CRL entry extensions:
X509v3 CRL Reason Code:
CA Compromise
Serial Number: 5349AD4600000000000A
Revocation Date: Jun 27 23:47:22 2005 GMT
CRL entry extensions:
X509v3 CRL Reason Code:
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CA Compromise
53BD173C00000000000B

Jul 4 18:04:01
CRL entry extensions:

Serial Number:

Revocation Date: 2005 GMT

X509v3

CRL Reason Code:

Certificate Hold

Serial Number:
Revocation

Serial Number:
Revocation

591E7ACE00000000000C

Date: Aug 16 21:53:15
5D3FD52E00000000000D
Date: Jun 29 22:07:25

CRL entry extensions:

X509v3

CRL Reason Code:

Key Compromise

Serial Number:
Revocation

Serial Number:
Revocation

Serial Number:
Revocation

Serial Number:
Revocation

5DAB771300000000000E

Date: Jul 14 00:33:56
S5DAE53CD00000000000F
Date: Aug 16 21:53:15
5DB140D3000000000010
Date: Aug 16 21:53:15
S5E2D7C1B000000000011
Date: Jul 6 21:12:10

CRL entry extensions:

X509v3

CRL Reason Code:

Cessation Of Operation

Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:

Revocation Date: Aug 16 21:53:15 2005 GMT

Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation

Serial Number:

Cisco Nexus 3000 & ') —XNX-0S £¥a!)T4 a2V T4Fal—Larv M4k, J)—R6x i

16DB4F8F000000000012

Date: Aug 16 21:53:15
261C3924000000000013
Date: Aug 16 21:53:15
262B5202000000000014
Date: Jul 14 00:33:10
2634C7F2000000000015
Date: Jul 14 00:32:45
2635B000000000000016
Date: Jul 14 00:31:51
26485040000000000017
Date: Jul 14 00:32:25
2A276357000000000018

3F88CBF7000000000019
Date: Aug 16 21:53:15
6E4B5F5F00000000001A
Date: Aug 16 21:53:15
725B89D800000000001B
Date: Aug 16 21:53:15
735A887800000000001C
Date: Aug 16 21:53:15
148511C700000000001D
Date: Aug 16 21:53:15
14A7170100000000001E
Date: Aug 16 21:53:15
14FC45B500000000001F
Date: Aug 17 18:30:42
486CE80B000000000020
Date: Aug 17 18:30:43
4CA4A3AA000000000021

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT
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GE)

Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Signature Algor
Ob:cb:dd:43
44:8e:a7:94
29:bb:57:37
la:9f:1a:49

Date: Aug 17 18:30:43
1AA55C8E00000000002F
Date: Sep 5 17:07:06
3F0845DD00000000003F
Date: Sep 8 20:24:32
3F619B7E000000000042
Date: Sep 8 21:40:48
6313C463000000000052
Date: Sep 19 17:37:18
7C3861E3000000000060
Date: Sep 20 17:52:56
7C6EE351000000000061
Date: Sep 20 18:52:30
0A338EA1000000000074
Date: Nov 12 04:34:42
ithm:

2005

2005

2005

2005

2005

2005

2005

<__
2005

shalWithRSAEncryption

GMT

GMT

GMT

GMT

GMT

GMT

GMT

Revoked identity certificate
GMT

:0a:08:62:1e:80:95:06:6f:4d:ab:0c:d8:8e:32:
:97:af:02:09:26:9c:14:fd:eb:90:cf:18:c9:96:
:d9:1f:d5:bd:4e:9a:4b:18:2b:00:2f:d2:6e:cl:

:b7:9¢:58:24:d7:72

WMYOEESNET AL ADT AT T 4T 4 3EAE (DU 7T ARSI

0A338EA1000000000074) 232 ICF RSN TNET,
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