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<TZEW,
c LUV VA EET L%, SNMP2—Y—L | JL—7 ACL Z&teBHEtEak &
PNRAT—RELEHIZHERLET, kv, ok E ., = —V—|CREEA T
SN ACL BX O I —TF ~DEZEREBTX £,

« CiscoNX-OS U U — 2 10.3(1)F LAF: . SNMP (MIB—400G OpticMIB, AA v F MIB, 7 —
HXAMIB, A % —7 A AMIB) 7 CiscoNexus 9808 77 v b 7 4 —2h AA v I T
TAR—FESRTWET,

« SVIHEaHEHIZ., SNMP F % v ¥ 2 lZk LT 120 B Z L ICOBRKR—V 7 EnE 7,

* Cisco NX-OS U U —A& 10.3(3)F LA TlL, SNMPv3 = —H'— X2 TU— KD X A 7 6 K551t
DR OFIRA & THR—hEShTHET,

XA T 6MEEALIZ, RORICER LIZGEICOBRREI LET,
« feature password encryption aes {tam} 31 r—7 LIZ72 > TN 5 T &,
e TTA7Y F—EHRINTND Z &,
« pwd_type6 47 3 ik, SNMPv3 = —F — DR E SN E T,
c TIA~ ) F—OMRALEETDH L, SNMPIET — X RX—RRFES N TNDHTRT

DEAT 62—V —ZEHESLLET, 72720, SNMPHEEEIZLIRTE R C X 5 ICEifE
L/ijqo

e T4 F—DOEREIX, A vFIZHLTr—HNLTT, 2—F—RN1DODAA v
FINHEA T 6 THRENTZFATT —X2EBGE L, MOT T4~ =0T
WABBID AL »FIZH#HAT 5 & A Ua——0O SNMPHEFENR B D A A~ FTI3EhE
L72WAREER H D 97,

SNMP D&% E .
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B svweosor e

A AT ORRESNTWDIEEIT., AT 6N R—FINTWRWI ) —R XY
V7 L— KT BRI, BREHIBRT 2, ¥4 7647 a Bk L TEX
Uy,

« ISSU DG4, LLETDOA A — (localizedkey, localizedV2key # N TFAET D) MH X
AT ORERALB YR —F SN TVDH LA A—TIZBITT 5 L. SNMP 1ZEFD
F—a AT 6 LICEHBL XA,

s BET7D SALT K5 54k # A 7 6 B B{b~DZEHal%, encryption re-encrypt obfuscated
avy REFEHLTHR—FNSNET,

« P LS 7 v 77 L— R reload-ascii =~ FIZX 5 ASCII _R—2Z2D Y n— K&
FTTHE, TIAY F=0nKbiL, ¥4 7 62—%—D SNMP Il &% b
ZET,

o L —H—73 encryption re-encrypt obfuscated ==~ > K& H L CTHE 5L &2 il 5

L. SNMP (Z X A 7 6 LISD SNMP 2 —H =5 DT _RTDONRAT—RKEH A7 6
E— NIZHELLET,

)

(GX)  SNMP i encryption deletetype6 2~ > R& VR — L TWEH
oo RILZ & ZRT syslog EEA v =V b FRENET,

* Cisco NX-OS U U — 2 10.4(1)F LA TlZ. SNMP % ff f§ L T Electronic Programmable Logic
Device (EPLD) 77 —ALU =7 N—=V 3 V&K R TCEET, =7 47 4 MIBEED—
HELT, 77 =0T =Yz, EPLDT /A ADX A7 (10 £7-1ZMIFPGA) .
BEVEPLD 71 AT T 4 T 4 (RA—rSe SA P FA 2 H— R, T J—
RIEREY =2 —/L (LEM) 72 &) &R R TEET, ZOHEEIX, Cisco Nexus
9300-FX/FX2/FX3/GX 77 v b7 #—2b A4 v F B LD Nexus 9508 A1 v F THHR— K &
nTWET,

« CiscoNX-0S U U — Z 10.4(1)F LAK: . SNMP (MIB-400G OpticMIB, A A 5 MIB, 7 —
HISAMIB, A A —7 A AMIB) IE. RDFA > H—KEAL v FTHE—FEh
Tb\i—a‘o

* Cisco Nexus 9804 A A ~ F
« Cisco Nexus 9332D-H2R A A v F

« Cisco Nexus X98900CD-A ¥ JL TN X9836DM-A 7 1 51— K & Cisco Nexus 9808 33 L OV
9804 A A T

SNMP O 7 A4 )L FERTE

WDOFRIZ, SNMP RT A—HDFT 7 )V MiREZ R LET,

. SNMP D&% E
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snwp oz [

INT A—45 T4k

A & ABEN H7%h (Enabled)

SNMP D%

GE) Z OMEHED Cisco NX-0S =< RKiZ, CiscolOS D a~< v REIERELRIZLEERNHHOTHEEL
TLIEEW,

GE)  CiscoNX-0S U U —= 9.3(7) LA, HMAC-SHA-256 F83E~7 7 k =)L {% SNMPv3 [Zffi fl S &

TO
> = |
SNMP 2. — D&% E
SNMP 2 —H# 2R ETE 7,
SUMMARY STEPS
1. configureterminal
2. snmp-server user name [pwd_type 6] [auth {md5 | sha| sha-256 | sha-384 | sha-512} passphrase
[auto] [priv [aes-128] passphrase] [enginel D id] [localizedkey] | [localizedV 2key]]
3. (Optional) show snmp user
4. (Optional) copy running-config startup-config
DETAILED STEPS
Command or Action Purpose
Z 5w 71 |configureterminal Jua—N)ary7 4 Xalb— gy E— NeBth
Example: LET

switch# configure terminal
switch (config) #

AT 72 | snmp-server user name [pwd_type 6] [auth {md5 | sha| ZRFER L OV T T A Ry — /8T XA —HF D dH 5 SNMP

| sha-256 | sha-384 | sha—51_2} pasgphrase [auto] [Priv. | o—amaE LEd, 27 L— RT3k 64 X

{ﬁ%ﬁi@z’f‘gy{]&] (enginel D id) [localizedkey] || oy geprrse b o % K3 & KD
SN, localizedkey ¥—U— R&EHAT 555

Example: %, NAT L= RTRICF & /NCF 2 K L 7o 58k

switch (config) # snmp-server user Admin pwd_type |F% 130 FEF CHEH TE 9,

6 auth sha abcdl234 priv abcdefgh
localizedkey - localizedkey—7 — R &4 54
Bl NAT L= XTRICF & /N2 K] L T3

SNMP D& E
|
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SNMP OE |

Command or Action

Purpose

BFa 130 LFETCHEMATEET, [FL—r TF
Ak RZT—= ROV IZ, localizedkey F— U —
REFEHL TNy adntiz N2 T — R (show
running configx~ > K6 2 B —7" 57>, snmpv3
R—2DF =T V—=A Ny a2 VL —H—
V= NVEHEHLTATZ 74 TERLIZED, Ny
ValbENTNRAT = REAT7 T4 L THERT D,
onpage 1542 ) AR TE £,

Note 0—h T4 XENTX—%FEHTI5E
X, Ny Vo fEORINZ ox ZIBMLET
(31

0X84a716329158a97ac9f22780629bc26c) o

localizedV 2key - localizedV2key ¥ — & {4 5854,
INAT =R IRLF /N LFEHRB LT, R
130 LFORIFLFINCT 5 N TEET, I
BHIC Ox 21 D 0BTV FH A, ZHIEREEL
ENET—=FTHY, 7T TIFERTE RN
72, showrun 2> RZ&fiH L T localizedv2key
EIELET,

enginelD DAL, 12 HrD 2w TRYI- 7= 10

BT,

Note * CiscoNX-0S U U —Z 10.1(1) LA,
AES-128 |Z SNMPv3 D7 7 4 /L
DT TA Ry — 71 ha)LTd,

* CiscoNX-0S U U — % 10.3(3)F LA
TlX, SNMP 2 —H#— 2T — K
2 A T 6lE b AR D72 Di
pwd_type6 ¥ —7 — RAHH— h &

NTVET,
A7 73 |(Optional) show snmp user 1 NE72I13EE D SNMP = — I B 1582 F0R
Example: LETS
switch(config)# show snmp user
R 7 4 |(Optional) copy running-config startup-config EfFar 74 FXal—ark, AX— KT v o

Example:

switch (config)# copy running-config startup-config

V74X al—varilar—LEd,

. SNMP D&% E
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NyvatkshtRzo—rEr 751 0c48T5 [l

INY DAL INTFE=NRD—FRZA T34 TERT S

sampv3 N—ADA =T V—=A Ny va Ve —F V= LZEHL T, ~NyTafkEi
TR —=RadT7 T4 o TEKTLFIRT, ROEEBY TT,

)

GE) L TWETFLNTWAIDIZY 7 ADID T, FEERATATE-OEITOHOTY,

1. AA v F )5 SNMP enginelD % Hifs L £,

switch# show snmp enginel D

VAN 2 VA

Local SNMP enginelID: [Hex] 8000000903D4C93CEA31CC
[Dec] 128:000:000:009:003:212:201:060:234:049:204

2. SNMPV3 R—Z2ADF—T 2 V—ZA Ny a2 PRk —F2FH LT, Ny =2{bE& -
AT —REAdT7 T4 THEBRLET,
Linux$ snmpv3-hashgen --auth Hello123 --engine 8000000903D4C93CEA31CC --userl --mode
priv --hash md5

P TIVHTT

User: userl

Auth: Hellol23 / 84a716329158a97ac9f22780629%c26¢c

Priv: Hellol23 / 84a716329158a97ac9f22780629bc26¢c

Engine: 8000000903D4C93CEA31CC

ESXi USM String:
ul/84a716329158a97ac9£22780629%bc26c/84a716329158a97ac9£22780629%bc26¢c/priv

3. auth BL W priv DEEMFHA LT, AA v FO/RRAU— REHKLET,

snmp-server user userl auth md5 0x84a716329158a97ac9f22780629bc26¢ priv des
0x84a716329158a97ac9122780629bc26¢ localizedkey

SNMP # v t— U HES{L D& A

EEERICHEIEE IR LA BE L 725 L 9 SNMPARETE £, 7 7 4/L h Tk, SNMP
T—xV MIRGEB L OB S b 21T 2V TH SNMPV3 A v — U 2T E3, 794
Ny —ZEMAT 58546, Cisco NX-0S 1. noAuthNoPriv % 72 1% authNoPriv O\ oot
X2 UT 4 LoULRT A —H EF T 53 _ToO SNMPv3 PDU ERiZxf L C, =T —T
JIEELET,

FIRDEE

1. configureterminal

2. snmp-server user name enforcePriv
3. snmp-server globalEnforcePriv
4

(f£#&) copy running-config startup-config

SNMP D& E
|



SNMP OE |
B svwes 1ot aMon—LoBY 5T

=3[k 2t
ARV RFEEETIVa Y =LY
A7y 71| configureterminal 7 u—UAERRE— FERB L ET,
fi
switch# configure terminal
switch (config) #
R 72 | snmp-server user name enfor cePriv ZOa—HPITX LTSNMP A v — VR 5k % i ]
f LET
switch (config)# snmp-server user Admin enforcePriv
Z 5 73| snmp-server globalEnforcePriv FTRTOZ—PIZxH L TSNMP X vt —UhE b %
15“ : iﬁﬁﬁ I_/ij—o
switch (config)# snmp-server globalEnforcePriv
ATw 74| ({£E) copy running-config startup-config Firar74Xal—vark, AX—FT 72
1 V74 Xal—vailar—LEd,
switch (config)# copy running-config startup-config

SNMPv3 1 —HI(Zx9 2EHDOO—ILDOE|Y HT
SNMP = —H ZAEK L7212 C, TO2—HFITEHEOr— L 2E DY TH N TEET,

\}

GE) O z2—FIza— L EBE DY TEHZ ENTESHDIL, network-admin 2 —/LIZ BT 52 —%72

T
FleD#HE
1. configureterminal
2. snmp-Server user name group
3. (fE&) copy running-config startup-config
FIED ¥
ARV KRFERRETI a3 Y B
AT 71 |configureterminal ra—s\ ) ary 74 Xalb—3iay T— a2l
{1 LET
switch# configure terminal
switch (config) #

SNMP D&% 3E
16| I
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sNMPas2=7 10 [}

aAvYRFERET7IOIY BRI
AT w72 |snmp-server user name group ZDSNMP 2—H LR EINTz2—Y v—L%T
I Jox—hLET,

switch (config)# snmp-server user Admin superuser

ATw 73| ({£E) copy running-config startup-config Fifrar74Xal—vark, A¥—F T v7 2
I - Y74 Fal—varilar—LET,

switch (config)# copy running-config startup-config

SNMP O a2=—7T1 DR
SNMPv1 £7-1% SNMPv2¢c O SNMP =t X =2 =5 ¢ #/ERi CTX £,

FIRDOHE

1. configureterminal
2. snmp-server community name {group group | ro | rw}

3. (f£&) copy running-config startup-config

F IR D %

OV RERETIVa Y B
AT w 71 | configureterminal rTa— )L a7 4 X2 b—3ay B— R
1 LET

switch# configure terminal
switch (config) #

Z 5w 7 2 | snmp-server community name {group group| ro| rw} |SNMP =23 = =5 1 A kU o 7 % {ER L7,
1 -

switch (config)# snmp-server community public ro

AT 73| ({E&E) copy running-config startup-config FEfrary 74 Xal—rvark, AX—F T w7 a
1 V74 Fal—valar—LET,

switch (config) # copy running-config startup-config

SNMP ERD T4 LR YUY

T A arho—/L UAL (ACL) % SNMPv2 2 2 = =7 ¢ |28V 24 CT, SNMP ZR(Z
TaNEEEHATEET, IV Y THACLIZL W AEBER Ay N SN 5%A . SNMP
IXZDEREZ NI L F9, ACLIZE Y ZRDBIELR SN DA, SNMPIXZEDOERAFEFEL T,
VATFAAvE—VEEELET,

SNMP D& E
|



B svweEsL s —nomE

FIRDEE

F IR D48

ACL IZIRD/RT A —2 TER L E 7,
« EETLIPT RL A
«SESEIP T FL A
« FEILA—

« SESEAR— |k
« 7v k=L (UDP %7213 TCP)

1. configureterminal

SNMP OE |

2. snmp-server community name [use-ipv4acl acl-name ]

3. (EE)

copy running-config startup-config

ARV KRFERERETY VY

=)

X w 71 | configureterminal Jau—)Lar7 4 Xal—ay T— REBG
fil LET
switch# configure terminal
switch (config) #

R 5 2 | snmp-server community name [use-ipv4ac! acl-name] | SNMP =% 2 = =5 1 |Z IPv4 ACL ACL %%V 4T
i - SNMPv2 ZRK%& 7 A V2 LET,
switch (config)# snmp-server community public
use-ipv4dacl myacl

ATwv 73| ({£E) copy running-config startup-config FTar 74 F¥al—vark, AF¥—hrT v S

1 -

switch (config)# copy running-config startup-config]

Y74 X2l —valat—LET,

SNMP E41L > —/\DEHRTFE

BEDHRA N L —"—|Z% LT SNMP #2445 X 9 Cisco NX-OSZEHE T £7°,

FIEOHE

configureterminal

PN

number]

. SNMP D&% E

snmp-server host ip-addresstrapsversion 1 community [udp_port number]
snmp-server host ip-address {traps|informs} version 2c community [udp_port number]
snmp-server host ip-address {traps|informs} version 3 {auth | noauth | priv} username[udp_port



| snmp oz

SNMP XA RER 1 > 4—7 14 20&EE ]

5. ({£&) copy running-config startup-config
FIE D
OV RFERETIVa Y B#
Z 5 71 | configureterminal Jua—)Lbar7 4 Falb—3ay B— REBlh
1 - L&ET
switch# configure terminal
switch (config) #
R Fw 72 |snmp-server host ip-addresstrapsversion 1 community | SNMPvl k5 v 7D FREA R L —R_EHRELET,
[udp_port number] ip-address |3 IPv4 £7-13IPv6 7 R L A &l C& %
) - T FI2 =T A1 WK 255 LFORET THRIE
switch(config)# snmp-server host 192.0.2.1 traps TE ijﬂo UDP 73— }\ﬁ%@%ﬁ&i 0~ 65535 T
version 1 public 'ﬁ‘o
A7 7 3 |snmp-server host ip-address {traps|informs} verson | SNMPv2e 7 v 7 E72134 7+ —LDHA b b
2¢ community [udp_port number] L= EFE L £, ip-address 1% IPv4 £ 7213 IPv6
51 TRUAZMATEET, 2 I2=7 413, BK
switch (config)# snmp-server host 192.0.2.1 informs 255 i?@%i&?f?ﬁﬁff% iﬁ—o ubp 7j'\9»— }\%%
version 2c public DOFIPFHIL 0 ~ 65535 T,
R T w74 |snmp-server host ip—_address {traps|informs} version [SNMPv3 F T v 7 F 7135 ROFBE A F L I—
3 {auth | noauth | priv} username [udp_port number] | == 4, ip-address | IPv4 £ 721 IPv6 7 KL
i) AEMEHTEET, 2 —FHAIX. KK255 LFDHE
switch (config)# snmp-server host 192.0.2.1 informs ;iif#aﬁz(% iﬁ_o UDP ZR)— ]\ %%0)%@&1 0~
version 3 auth NMS 65535 wC‘“a_‘o
() SNMP < % — % |X SNMPv3 A v & —
T HEFRRE L CHEBET S 72T, Cisco
NX-0S 7 731 A @ SNMP enginelD (23
SNWTCa—YF J LTy b
(authKey/PrivKey) Zi~=2 B3 8 0
ES AN
RATv 75| ({EE) copy running-config startup-config FTar74F¥al—vark, AF—br T v T
Bl Y74 F¥al—varilav—LET,
switch (config)# copy running-config startup-config

SNMP E&1ADRET A F—T 4 ADETE

BHOEETIP T RLAE LTA U H—
ETEXET, BHMBERINDIEAE, HELIPT FLXE, 20

DIP T RLRIZESHNTNET,

Tx2AADIPT RUVAZMHTH LS. SNMP &%
BHA LV HE—T A A

BN

ixX [E

SNMP D&% E .
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B swranmosEx v 8—7xq20%E

KDOEIZRIETA Vv E—T 2 AR ETEET,
o TRTOWAD, TTD SNMP HHI L 3 — "~ EEES A,

T RTORAN, BEOSNMPEAL o — " ~EESNS, Z0ary 7 4¥al—i g
. T — A RKETA L F—T 2 ADAL T 4 X2l — a0 uEBEsnET,

\}

CGE) BEFI Ty FOREBETA L Z—T oA AIPT RLAZRETHE, TRAANRT
TOEFBIZRICA X —T 2 A ABFEHTLIEDRIEEINTE A, BETLA L F—T oA A
IP7 RLARE, SNMP F 7 v 7ORNHTHEREILT RLAZERL, MIA L F—T =4 AT
RLUAZFEETLE L TEERMBBEE £,

FIEDHE
1. configureterminal
2. snmp-server host ip-address sour ce-interface if-type if-number trapsversion 2c name
3. snmp-server host ip-address sour ce-interface if-type if-number use-vrf vrf-name
4. snmp-server host ip-address sour ce-inter face if-type if-number [udp_port number]
5. snmp-server source-interface {traps|informs} if-type if-number
6. show snmp source-interface
FIED FH
OV RERETIVa Y B#Y
AT w 71 | configureterminal 77— a7 4 X2 b—3ay B— FEELG
1 - LET

switch# configure terminal
switch (config) #

Z T 72 | snmp-server host ip-address sour ce-inter face if-type fEE) ZOFRARNMIN Iy AvE—V2FEEL

if-number trapsversion 2c name 3
Bl : RS T D= 5 AT, A v — D
snmp-server host 192.0.2.1 source-interface —g—é SNMP /{»—f)g :/%El:ﬁﬁg Liﬁ—o 2¢ 6i\

ethernet 2/1 traps version 2c public

SNMPv2c MER ENB Z & &R LET,

R Fw 73 |snmp-server host ip-address source-interfaceif-type | 4%E® VRE # i L CHA F LI — R L@ET S

if-number use-vrf vrf-name L OIZSNMP 2 E LE T, ip-address (£ [Pv4 £ 7=
Bl - [X1IPv6 77 R LA TE E 9, VRF AL, K32
FORPFTHETEET,

snmp-server host 192.0.2.1 source-interface
ethernet 2/1 use-vrf default

GE) Doy Lo THRA MRETHIER
ENEFA,

SNMP D&% 3E
T I
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@anr—sy ka—voxz [

ARV RFERETI Va3 B#Y
R 7y 7 4| shmp-server host ip-address source-interfaceif-type | SNMPv2e b7 v 7 E72iEA 7 4 —LDFRA L L
if-number [udp_port number] =\ EFHELET, ip-address X IPv4 F721% IPV6
- T RLVRZEHATEES, PR—banT0DHA >
switch (config)# snmp-server host 192.0.2.1 & —7= /I) A & /]) 70%?{:7:.51’9‘_6 f:&) iz (?J %{iﬂq
source-interface ethernet 2/1 LE9, UDPHR— +FEF5OHIPHIL 0~ 65535 T,
Zpar74F¥alb—va it Ze—sILEEIT
AVHE—T A ADALT 4 Fal—varibb
BRI NET,
A7 75| Stmp-server source-interface {traps|informs; if-type | SNMPv2e b7 v 7 S 72 (3IEEZR 2 (595 & 9 %
i-nurmber FRA v H—T 2 2ERELET, $HR— &R
%l - TNWAHA B —Tx A A XA TEEET DD
switch (config) # snmp-server source-interface traps (?J %ﬁﬁiﬂﬂ Lij‘o
ethernet 2/1
R T 7 6 | show snmp source-inter face RELTRETA X —T oA ADFRERTLE
f5l EE
switch(config)# show snmp source-interface

B E 5

FIRDEE

—7v bk A—Y D5

SNMPV3 A 7 — LB Z @A A b Ly —RCHEETDITIE,. T35 &I

=JL ==

ax JE

A—YERETDLENDHY 7,

Cisco NX-OS Tl % —47 v b =YD 7 LT o ¥ /VEEHR LT,
L3 —/3 0 SNMPV3 IS A EREH A v B — V&0

N

WA =7y b

BE SV A B

T LET,

(G£) {5 L7z INFORM PDU % 38iE L TRt d 2 %A . Cisco NX-OS TREINTWLHDEF L,
ISR AFREE L TS T 22— 7 LT U v ARBEAR A b L — NI T,
1. configureterminal
2. snmp-server user name[auth {md5| sha|sha-256} passphrase[auto] [priv passphrase] [enginel D
id]
3. (f£&) copy running-config startup-config

SNMP D&% E .



B v zEmT 2 sameEsIL L — ST

SNMP OE |

FED FF 4
OV FERET7IV3 Y By

AT w 71 | configureterminal Jra—N) ary7 4 Xal—iay T— REBLG
1 - LET
switch# configure terminal
switch (config) #

ATy 7 2| smp-server user name [auth {md5 | sha | sha-256} | j@fids 2 b Lo —RO= V0 ID Z4EEL T, il
passphrase [auto] [priv passphrase] [enginel D id] A —y N a—YERELET, =P IDD
#l - BT, 247Dz m o TRE)- 72 10 EERF T,
switch (config)# snmp-server user NMS auth sha %) U Uy—=z 10.1(1) ul}ﬁ; AES-128 1%
abcdl234 priv abcdefgh enginelD — : 0 — o
00:00:00:63:00:01:00:10:20:15:10:03 SNMPV3 D7 7 4 )V b DT T A /33—

A= = 2 G
ATv 73| ({EE) copy running-config startup-config FFar74F¥al—vark, AZ—hT v a

1

switch (config)# copy running-config startup-config

Y74 Xal—varila—LEd,

VRF Z{#H9 5 SNMP B£1L > —/\D

FIRDEE

=JL =

ax &

SNMP @41 L 3 — "D VRFEFEAREMERB L O T A VX DV v T AT v a U &FRET H &, SNMP
|2 & > T CISCO-SNMP-TARGET-EXT-MIB @ cExtSnmpTargetVrfTable [Z =2 kU 2B S v E

j‘o

)

G¥)
HYET,

VRF BT REMERIT T AN EZ Y T AT a VAR ETAHENC, AA NERTET DLENRN

BAAR LY —NZEETALIICHE L VRFERFEH LY . E7130RE3% 4 L7~ VRF IZ
HASNWTEME 7 4NV F T DL 9IZ CiscoNX-08S X ETEFET,

configure terminal

1

2. [no] snmp-server host ip-address use-vrf vrf-name [udp_port number]
3. [no] snmp-server host ip-address filter-vrf vrf-name [udp_port number]
4

(f£&) copy running-config startup-config

. SNMP D&% E
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F IR D

VRF &5/ Y % snvpEs Lo —nzE ]

ARV RFEEETIVa Y

=)

ATy T

configureterminal

1 -

switch# configure terminal
switch (config) #

ra—r\Lar7 4 Xal—3ay T— NG
LET

ATy T2

[no] snmp-server host ip-address use-vrf vrf-name
[udp_port number]

1 -
switch (config) # snmp-server host 192.0.2.1 use-vrf
Blue

¥¥ED VRF A L THRA b LI —RLilET D
X 9IZ SNMP Z5%iE L £, ip-address % IPv4 £ 72
ILIPv6 7 R L RIZT& £9, VRFAITITHAK 255
DEFHHFEHTEET, UDPA— MESOHFHIL
0~ 65535 C¢, “mavwr Rick-T,
CISCO-SNMP-TARGET-EXT-MB
ExtSnmpTargetVrfTable (2> kU 28BS L E T,

Zoa=wy Ronoit, FEINTZAA RO VRE
BIEEFTREMEE WA AR L.
CISCO-SNMP-TARGET-EXT-MB ®

ExtSnmpTargetVrfTable 2> 5= U ZHIfr L £7,

GE) Zoawy RITk o THRA FREITEIGR

ShEHA,

ATvT3

[no] snmp-server host ip-address filter-vrf vrf-name
[udp_port number]

1

switch(config)# snmp-server host 192.0.2.1
filter-vrf Red

U

RRE S4U7Z VRE ([ZEESWT, BB A b Ly—
~DEHNE 7 4NV Y 7 LET, ip-addressit IPv4
FITIPV6 7 FL AL TEEd, VRFAITIE
RK255 DHETHEEM CE LT, UDPHA— &R
DOFFIL 0 ~ 65535 T,

O R= 3=Vl N Al S T QN
CISCO-SNMP-TARGET-EXT-MB @
ExtSnmpTargetVrfTable (2> kU 28BS 4L E T,

Eh7-A A FDVRF

BN

Zoawr FonolBRi%. BE
74 VHETEREHIRL,
CISCO-SNMP-TARGET-EXT-MB O

ExtSnmpTargetVrfTable 2> 5= U ZHIfr L £ 7,

GE) Doy R Lo THRA MRETHIER

ShEEA,

ATvT4

(f£3&) copy running-config startup-config
fi

switch (config) # copy running-config startup-config

FFar 74 Xal—ark, AFX—KT v a
V74X al—valat—LET,
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B somk— r2EALT S Y TERET 5100 SNMP B5E

TEHAR—FEZERALT A Y TEEET 578D SNMP 5 7E

HIANR— T E2HEHALCrF 7 v 72 EETHE) SNMP Z2RETEET, ZDLHITTHIT
i, (= SVERIFIRA N LRNAVT) BETA VA —T=AA AEEREL, N T v T E2EE
T A7 VRF R ELET,

FIEDHE
configure terminal
snmp-server sour ce-interface traps if-type if-number

1
2
3. (fE) show snmp source-interface

4. snmp-server host ip-address use-vrf vrf-name [udp_port number]
5

6

(&) show snmp host
(f£&) copy running-config startup-config

F IR D FH

ARV EFERERTIVa Y B
A7y 71| configureterminal Jua— L ar 7 4 Fab—ar ®— ek

switch# configure terminal
switch (config) #

R T w 72 |snmp-server source-interfacetrapsif-typeif-number |[SNMP 5 v 7535 ET A DDIRIETA v X —
B - Tz A7 u—rUERELETS #f%hén
. . B . TWAA B =T 2 A ABA TEHET DD
switch (config) # snmp-server source-interface traps
ethernet 1/2 M) #HLET,

Ja—s L LAYLEFIIARA b LUV TR A
VE—T oA ARFEETEET, BlETA X —
Tz A RETa—NIRET D E, FTLWEARR
AT 4 FKalb—vaEra—irar Ty
Fal—rarEFEHALTN Iy 72 ELET,
GE) FAETA L F =T 2 ZZHRA D LR

JVCEET HIZiE, snmp-server host
ip-address sour ce-inter faceif-typeif-number

a<wr REFEHLET,

M\

ATv 73| ({£E) show snmp source-interface ELIZRETA v H—T 2 ADIEREFRLE

1 -

switch (config)# show snmp source-interface

G E

R T 7 4 | snmp-server host ip-addressuse-vrf vrf-name [udp_port | #5E D VRF i H L CHRA F L — R Li@ET 2
number| X HIZSNMP 3% E L %7, ip-address (X IPv4 7=
il - [ZIPv6 7 R LAz TE £3, VRF AT
255 DFEHTFTERFEH TE £, UDP A — hE5DH

. SNMP D&% FE



| snvpossE
snwp @01 x— It i

ARV RFERETI Va3 B#Y
switch (config)# snmp-server host 171.71.48.164 PHIZX 0 ~ 65535 *’C-g— Zha<wy NizkoT
use-vrf default ° A
CISCO-SNMP-TARGET-EXT-MB @
ExtSnmpTargetVrfTable (Z=> b U MBI S NVE T,
GH) 7 7 % /L FTlX, SNMP X #E VRF %
FHLTN vy 72X ELES,
VRF 2l L2WEEIE, 20wy
RZAli ] LT 5RO VRE ZH5ET 24
Tl 0 £
ATv 75| (L&) show snmp host FRE L7Z SNMP AR A @ AR R LET,
f
switch (config)# show snmp host
ATv 76| (L&) copy running-config startup-config FTar 74 F¥al—vark, AF¥—LT v S
1 Y74 Fal—vavilar—LEd,
switch (config)# copy running-config startup-config

SNMP X0 A ~— T JLAE

BHEA =T NERET 4 =TI TEET, BHLERE LR -> 7254, CiscoNX-0S
IZ. BGP, EIGRP, B XU OSPFO@EMZRE, BHMETXTA X —T M LET,

\}

Note snmp-server enabletraps =~ > R&fifT 25 &, REBMAA N Ly — ko TE, bT v
TeA T =DM ST A F—T M TEET,

W DFIZ, Cisco NX-OSMIB Oz AT ba~r FeanRmLET,

Table 2: SNMP ;&1 D A & —J L1t

MIB BEavUF
F_XCoi@EHA (BGP, EIGRP, # L FOSPF#% |snmp-server enabletraps
<)
CISCO-AAA-SERVER-MIB snmp-server enabletraps aaa
snmp-server enabletrapsaaa server-state-change
CISCO-BGP4-MIB snmp-server enabletrapsbgp

SNMP D& E
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CISCO-CALLHOME-MIB

snmp-server enabletraps callhome
snmp-server enable traps callhome event-notify

snmp-server enabletrapscallhome smtp-send-fail

CISCO-CONFIG-MAN-MIB

snmp-server enabletrapsconfig

snmp-server enabletrapsconfig
ccmCL I RunningConfigChanged

CISCO-EIGRP-MIB

snmp-server enabletrapseigrp [tag]

CISCO-ERR-DISABLE-MIB

snmp-server enabletrapslink
cerr Disablel nterfaceEventRevl

ENTITY-MIB, CISCO-ENTITY-SENSOR-MIB

snmp-server enabletrapsentity

snmp-server enabletrapsentity
entity fan_status change

snmp-server enabletrapsentity
entity_mib_change
snmp-server enabletrapsentity
entity_module inserted

snmp-server enabletrapsentity
entity_module removed

snmp-server enabletrapsentity
entity_module_status change

snmp-server enabletrapsentity
entity_power_out_change

snmp-server enabletrapsentity
entity _power_status change

snmp-server enabletrapsentity
entity_unrecognised_module

CISCO-FEATURE-CONTROL-MIB

snmp-server enabletraps feature-control

snmp-server enabletraps feature-control
FeatureOpStatusChange

CISCO-HSRP-MIB

snmp-server enabletrapshsrp

snmp-server enabletrapshsrp state-change

. SNMP @
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CISCO-LICENSE-MGR-MIB

snmp-server enabletrapslicense

snmp-server enabletrapslicense
notify-license-expiry
snmp-server enabletrapslicense
notify-license-expiry-warning
snmp-server enabletrapslicense
notify-licensefile-missing

snmp-server enabletrapslicense
notify-no-license-for-feature

IF-MIB

snmp-server enabletrapslink

snmp-server enabletrapslink
| ETF-extended-linkDown

snmp-server enabletrapslink
|ETF-extended-linkUp

snmp-server enabletrapslink
cisco-extended-linkDown

snmp-server enabletrapslink
cisco-extended-linkUp

snmp-server enabletrapslink linkDown

snmp-server enabletrapslink Up

OSPF-MIB, OSPF-TRAP-MIB

snmp-server enable traps ospf [tag]
snmp-server enabletraps ospf Isa

snmp-server enabletrapsospf rate-limit rate

CISCO-RF-MIB

snmp-server enabletrapsrf

snmp-server enabletrapsrf
redundancy_framework

CISCO-RMON-MIB

snmp-server enabletrapsrmon

snmp-server enabletrapsrmon fallingAlarm
snmp-server enabletrapsrmon hcFallingAlarm
snmp-server enabletrapsrmon hcRisingAlarm

snmp-server enabletrapsrmon risingAlarm

SNMPv2-MIB

snmp-server enabletraps snmp

snmp-server enable traps snmp authentication

CISCO-MAC-NOTIFICATION-MIB

snmp-server enabletrap link
cmn-mac-move-notification

SNMP D&% E .



SNMP OE |
B sweaxox—Tutk

MIB BEavy R
CISCO-PORT-STORM-CONTROL-MIB storm-control action trap
CISCO-STP-EXTENSIONS-MIB snmp-server enabletraps stpx

stpxM stinconsistencyUpdate

CISCO-STP-BRIDGE-MIB snmp-server enabletrapsbridge
snmp-server enable traps bridge newroot

snmp-server enabletrapsbridgetopologychange

CISCO-STPX-MIB snmp-server enable traps stpx
snmp-server enable traps stpx inconsistency
snmp-server enabletrapsstpx loop-inconsistency

snmp-server enabletrapsstpx root-inconsistency

CISCO-SYSTEM-EXT-MIB snmp-server enable traps sysmgr

snmp-server enable traps sysmgr
csefail SwCoreNotifyExtended

UPGRADE-MIB snmp-server enabletraps upgrade

snmp-server enabletrapsupgrade
UpgradeJobStatusNotify

snmp-server enabletrapsupgrade
UpgradeOpNotifyOnCompletion

VTP-MIB snmp-server enabletrapsvtp
snmp-server enabletrapsvtp notifs
snmp-server enabletrapsvtp vlancreate

snmp-server enabletrapsvtp vlandelete

BELZBHEZADCTDINE, RLTWAE Iy 74 F¥al—varyE— RTkDa~v

Y REMEHLET,

avw ok EL:y

snmp-server enable traps J_XTO SNMP B Z A X — 7 /M LET,
i:

switch (config)# snmp-server enable traps

snmp-server enabletraps aaa AAASNMP @1 % A 2 —7 WM LET, EE
[server-state-change] T, ROBEDBEMEA F—T M LET,
1Al * server-state-change : AAA Y— SOIRREZ
switch (config) # snmp-server enable traps aag 'ﬂj@%ﬂ %ﬁ;ﬁ]ﬂl Li'@‘o

. SNMP D&% E
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snmp-server enabletrapsbgp

A1

switch (config)# snmp-server enable traps bgp

R—H—F—Fr7 A Fua ra/b (BGP)
SNMP @EZ=HF NI L ET,

snmp-server enabletrapsbridge [newroot]
[topologychange]
f5i):

switch(config)# snmp-server enable traps
bridge

STP 7'V ¥ SNMP i@%1% A 2 —7 M LFE
T, [EE T, ROFEDOBHE A F—T /T
l/\ijqo

e newroot : STPOF L L— k 71U U@
MEANZLET,

s topologychange : STP 7'V v D hARu ¥
EHIBMEZ AN L ET,

snmp-server enabletrapscallhome[event-notify]
[smtp-send-fail]
f1):

switch (config)# snmp-server enable traps
callhome

Call Home %1% A 2 —7 /W LET, &
T, ROFEDBEMEA FX—T M LET,

« event-notify : Call Home DA~ i
MEAMMCLET,

« smtp-send-fail : ffi5 A —/Viizik 7' m k=2
JU (SMTP) A v — O k(EREMZ
B LET,

snmp-server enabletrapsconfig
[ccemCL I RunningConfigChanged]

1R

switch (config)# snmp-server enable traps
config

a7 4 Falb— g OEEIZK LT SNMP
BWHZE A 2 —T M LET,

» ccmCLIRunningConfigChanged : {1
FrEEEOa T X2l —va v
T, 74X alb—a OERITK
LT SNMP A& Z H4 LET,

snmp-server enabletrapseigrp [tag]
f5il:

switch (config)# snmp-server enable traps
eigrp

CISCO-EIGRP-MIB SNMP i@ &1 % 1 % — 7 /L|Z
LET,

SNMP D&% E .
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snmp-server enabletrapsentity

[entity fan_status change] [entity_mib_change]
[entity_module inserted]
[entity_module_removed]
[entity_module_status change]

[entity _power_out_change]

[entity power_status change]
[entity_unrecognised_module]

1

switch(config)# snmp-server enable traps
entity

ENTITY-MIB SNMP i@ %1% A x—7 /VIZ LE
4, BT, ROFED@HE A F—T /T
l/ i —340

- entity fan_status change: =>7 1 7 «
77 v OREBEBAE RN L ET,

« entity_mib_change: =7 4 7 1 MIB %
@k Z AN LE T,

e entity_module inserted : =27 17 1 E
Va— UM E AN LET,

- entity_module removed : =27 17 1 &
Vo — /VHIBREEN 2 AN L E T,

* entity_module_status change: =7 «
T A EY 2L AT —F AL RN
L ET,

* entity power out change: =>'7 47 4
DT —EH @M 2 AN L ET,

- entity_ power_datus change: =27 17 ¢
DY — AT —Z AEFRME G L
i‘a—o

- entity_unrecognised_module : =7 ¢
T 4 DRIERE Y 22— ViBHEZ AN L
£

snmp-server enabletraps feature-control
[FeatureOpStatusChange]

1

switch (config)# snmp-server enable traps
feature-control

FEREHIE SNMP i@ %2 A 2 —7 M2 LET,
BT, ROKEDBNZA X —T WV LE
7,

« FeatureOpStatusChange : FEREFRIED IR FE
EAbmmEHM L ET,

snmp-server enabletrapshsrp state-change

1

switch (config)# snmp-server enable traps
hsrp

CISCO-HSRP-MIB SNMP @41 % 1 %— 7 /LT
LET, TR T, ROFEDEME A X —T
LI LET,

« state-change : HSRP DR EEZVimsn 2 A
L FET,

. SNMP D&% E
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snmp-server enabletrapslicense
[notify-license-expiry]
[notify-license-expiry-warning]
[notify-licensefile-missing]
[notify-no-license-for-feature]

A1

switch (config)# snmp-server enable traps
license

ENTITY-MIB SNMP j@ 14 A R —7 /L2 L&
T, (EE T, ROFEDBHZ A T — T UIT
Li‘d‘o
* notify-license-expiry : 7 A &> A KZhi@ %N
ERIMCLET,
* notify-license-expiry-warning : 1 2 A
KEhoBE@mERHLET,
« notify-licensefilemissng : 74222 7 7
A NVAPERZ AR L ET,

* notify-no-license-for-feature :
no-license-installed-for-feature 38 %1 %2 A ZhZ
LET,

snmp-server enabletrapslink [cieLinkDown]
[cieLinkUp ] [cmn-mac-move-natification ]
[IETF-extended-linkDown ]
[IETF-extended-linkUp ]
[cisco-extended-linkDown ]
[cisco-extended-linkUp ][linkDown ] [linkUp]

1

switch (config)# snmp-server enable traps
link

IF-MIB U 7 it A % —7 M L ¥ 9, &
BT, UToREo@EmE A r—7 M LE
—a—o

« [ETF-extended-linkDown : Cisco JLIE Y
J AT — N EMEA =TT
ESc

+ |ETF-extended-linkUp : Cisco fIEE Y > 7
AT — N T v WEHMEAR—T M LE
R

« cmn-mac-move-natification : MAC7 N L
ARBENBEME A R — T W LET,

« cisco-extended-linkDown— : Internet
Engineering Task Force (1 % —% v k
V=T VT BRT T — A,
IETF) OYERY > 7 AT — h X v @
A RX—T W LET,

» cisco-extended-linkUP : Internet Engineering
Task Force (IETF) OJLiEY 7 A7 —
N7y Tl EA R—T VT LET,

e linkDown : IETF UV > 7 25— K Z 7
BHAERIZLET,

«linkUp : IETF YV 27 A7 — K 7 v 7@
MmEAMLET,

SNMP D&% E .
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snmp-server enabletrapsospf [tag] [Isa]

A1

switch(config)# snmp-server enable traps
ospf

Open Shortest Path First (OSPF) #&1% A %hIC
LET, [LET, ROFFEDEME A F—T
MZLET,

elsa:OSPF V7 AT —K T RRZA X
A2 b (LSA) ®HEB/NCLET,

snmp-server enabletrapsrf
[redundancy-framework]

1

switch (config)# snmp-server enable traps rf

E71L—2AU—7 (RF) SNMP#EH%Z A F—
TZLET, EE T, ROKED@RME A
=TT LFET,

« redundancy-framework : RF A —/X—/31
P AL FA—/—MIB#HE G L
=7,

snmp-server enabletrapsrmon [fallingAlarm]
[hcFallingAlarm] [hcRisingAlarm] [risingAlarm]

1

switch (config)# snmp-server enable traps
rmon

Je—hE=%Y 27 (RMON) SNMP i@%I
BARXR—TNMIZLET, [LE T, ROFED
BWHE A 2 —T M LET,

« fallingAlarm : RMON FR7 7 — L@ %N %
B LET,

« hcFallingAlarm : RMON high-capacity [
T I —h@EmEAENILET,

» hcRisingAlarm : RMON high-capacity _EBE
7T — MBI AN LET,

s risingAlarm : RMON LR 7T 7 — Ai@ s %
B LET,

snmp-server enabletrapssnmp [authentication]

1

switch (config)# snmp-server enable traps
snmp

— %A 72 SNMP i@ Z A 2 —7 M LET,

EET, ROFFEOEMEA X —T NMIZLE
TO
« authentication : SNMP 2 iFE 5 % A 2T
]\/\ij—o

. SNMP @
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snmp-server enabletraps stpx[inconsistency]
[loop-inconsistency] [root-inconsistency]

41

switch (config)# snmp-server enable traps
stpx

SNMP STPX i Z AN L ¥, fEE T, &
DEFEDBHE A X —T VI LET,

« inconsistency : SNMP STPX MIB £ —%
Ty T — MNEMEAMILET,

* loop-inconsistency : SNMP STPX MIB /L—
TFR—=ET v 77— M@ME AL E
R

* root-inconsistency : SNMP STPX MIB /L —
=T v 7T — NEAEANILE
D

snmp-server enabletraps syslog
[message-gener ated]
f5i):

switch (config)# snmp-server enable traps
syslog

TEFE S 472 SNMP 7R A R T syslog A vt—
ZhI7y 7L LTHEELET, EET. RO
FrE D@z A F—7 M LET,

s message-generate: V7 R =T Bl Ay
- UAREME A LET,

snmp-server enable traps sysmgr
[cseFailSwCoreNotifyExtended]

£

switch (config)# snmp-server enable traps
sysmgr

V7 My T ERBRME A X —T M LET,
BT, ROKEDBNEZ A X —T VI LE
7,

« cseFail SwCoreNotifyExtended : V7 F U =
T AT @MEARINILET,

snmp-server enabletrapsupgrade
[UpgradeJobStatusNotify]
[UpgradeOpNotifyOnCompletion]

151

switch(config)# snmp-server enable traps
upgrade

Ty T L— Ri@EfMEA X —7 I LET,
BT, ROFFED@ME A R—T VI LE
R
« UpgradeJobStatusNotify : 7 v 77 L— K
VaTl AT =X AWHEANILET,
« UpgradeOpNotifyOnCompletion : 7 7
JL— R a—r ) RAF— X AW E
iz LET,

SNMP D&% E .
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[vlandelete]
il

switch (config)# snmp-server enable traps vtp

snmp-server enabletrapsvtp[notifs] [vlancreate] | VTP s@%n 4 A0 LE4, £5 T, ROKE

DA X—T NI LET,
e notifs : VIP @A Z AN L £,

« vlancreate : VLAN {ERR D% %2 A Zhi
\i j"o

« vlandelete : VLAN HIBR D@ % & A %hiZ
F9,

storm-control action traps

151

traps

switch (config-if)# storm-control action

N7 4 w7 A R—ALHIHORIIRIZE L 725
BDONTT 4T A b— LB E A
l/\gzjqo

AB—TTARATOD) O EHNMDT «

+—7J)L{k

fEBIDA > Z—7 = A AT linkUp 3 X O\ linkDown %1% 7 4 E—7 M T& 4, 7T 0 F
YT AE—=T A A (Up & Down ODRIZBREIZOI Y bbb A o Z—T A X)) T, ZOH|

(f£#&) copy running-config startup-config

RiExmAfic&E £,
FleD#HE
1. configureterminal
2. interfacetype dot/port
3. nosnmptrap link-status
4
Flgn A

ARV KRFERERETY V3 Y

=)

R w 71 | configureterminal

1

switch# configure terminal
switch (config) #

Ta—N)L ary 74X al—ay T— NEBG
L/iﬁ‘o

R T w 72 |interface type slot/port
fi

switch(config)# interface ethernet 2/2

A B — 7:41®$mm)y7x%%%h?/
TET 4= LET, Zha<wr Mk
T H I N TA X —T N> TWET,

X 73| nosnmp trap link-status
i

. SNMP D&% FE

switch (config-if)# no snmp trap link-status

AH =T 2 AADSNMP VI A5 —hK FT v
THET =T N LET, ZOavr NiE, T
T H IV N TA X —T > TWVET,
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4258 =74 20 SNWPifindex DT ]

ARV RFERFTIVaY =)

ATv 74| ({£E) copy running-config startup-config FITar 74 F¥al—vark, AE¥—hLT v S

51 V74X al—valar—LET,
switch (config-if)# copy running-config
startup-config

A4 22— x4 XD SNMP iflndex DFER T

SNMP ifindex %, BIHET 24 L ¥ —7 = A AEWE U > 7 T 572 DIZHED SNMP MIB (2

TeoTEHESET,
FIEDHE
1. show interface snmp-ifindex
FED 4
ARV FERET7IVa Y By
R T w 71 | show interface snmp-ifindex FTR_RTCOA LV F—T A ZZHOWT, IE-MIB 7> 5K
B - 72 SNMPifIndex i & £ L £ 97, fEE T, |F—
switch# show interface snmp-ifindex | grep -i 7= ]\& arep F-U— f\%{%ﬁﬁjﬂé & N tHjqu%E
Ethl12/1 DAV HE—T oA ABRRTETET,
Ethl2/1 441974784 (0x1a580000)

TCP[CX % SNMP D7D > 52 A4 LEERREDE®1E

TCPt > g ETCSNMPIZHT AT A LRBIEEA R2—T I TEET,

FIEDHE
1. configureterminal
2. snmp-server tcp-session [auth]
3. (fE&) copy running-config startup-config
FIIE D
ARV RFERIETI Va3 B#J
R 71 |configureterminal 7a—rOVEEE— REBA L £,
1 -
switch# configure terminal
switch (config) #

SNMP D& E
|
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ARV RFERETIVa Y

B8

ATv T2

snmp-server tcp-session [auth]

1

switch (config)# snmp-server tcp-session

TCPE v g FCSNMPIZKHT 5T & A LELEE
EARX—TNMZLET, 74NV FTET 4 —T
ST 72> TWET,

ATvT3

({E&) copy running-config startup-config

1

switch (config)# copy running-config startup-config

FTar 74 Xal—vark RAE—FT v S 3
Y74 F¥al—varilav—LET,

SNMP XA wyFDa2A2Y b GE#E) LU0y —2 3 VIEHRDIE

N
RLFETORIT ARX=R2FERY) TAAZADaLZ 7 MERET A A0 B r—
varzefRETEET,
SUMMARY STEPS
1. configureterminal
2. snmp-server contact name
3. snmp-server location name
4. (Optional) show snmp
5. (Optional) copy running-config startup-config
DETAILED STEPS
Command or Action Purpose
X w 71 | configureterminal Jua—r KT — REBB L ET,
Example:
switch# configure terminal
switch (config) #
AT 72 |snmp-server contact name SNMP =2 > % 7 +44 & LCsysContact Z 5% € L £ 7,
Example:
switch (config)# snmp-server contact Admin
R T 73| snmp-server location name SNMP 2 47— 3 > & LT sysLocation &% & L %
Example: EE
switch (config)# snmp-server location Lab-7
R T 7 4 | (Optional) show snmp 1 DFEFER DT v 7 7 A VT DG E
Example: FRLET,
switch(config)# show snmp

. SNMP D&% E



| snvpossE

IVFERbERY RT—0 TvF T DT v ELTEE ]

Command or Action

Purpose

ATvT5

(Optional) copy running-config startup-config

Example:

switch (config)# copy running-config startup-config]

Frar 74 Xal—vark RAE—F T v S
Y74 F¥al—varilar—LET,

AVTHFRAMERYMNI=D T4 T4RDIVELT

Za ko) A AZ A VRE 72 ¥ D

FANDT LT ERETEET,

Before you begin

=JL ==

ax AE

Ry NT—7 =07 47 412435 SNMP =227

MRy NT—2 T AT A DA VAR ARRELET, VREBXIOE Il [ %

X ADFERIZ OV TIL,

Nl Z#ZH LT 7Za0,

[Cisco Nexus 9000 > ) —ANX-0S =F v A h b—F ( VT &
FEHA R F£721% [Cisco Nexus 9000 >V —ANX-OS ¥/VFF* ¥ A b V—F 47

BIEH A

[no] snmp-server context context-name [instance instance-name] [vr f vrf-name] [topology

(Optional) snmp-server mib community-map community-name context context-name

SUMMARY STEPS

1. configureterminal

2.

topology-name]

3.

4. (Optional) show snmp context

5. (Optional) copy running-config startup-config
DETAILED STEPS

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Ta—N\)L ar 74X al—ay B— Neh
L9

ATy T2

[no] snmp-server context context-name [instance
instance-name] [vr f vrf-name] [topology topol ogy-name]
Example:

switch (config)# snmp-server context publicl vrf
red

SNMP 2> 7% A &7 hajb A4 AKX A,
VRF, Fhid bR v~y B 7 LET, AT
ITEK 32 DI EFEHTE E7,

no4 7> a3, SNMPa2 T F A &7 hajl
A AHK A VRE, 3 bR U0~y B
TEHIERLET,
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https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/7-x/unicast/configuration/guide/l3_cli_nxos.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/7-x/unicast/configuration/guide/l3_cli_nxos.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/7-x/multicast/configuration/guide/b_Cisco_Nexus_9000_Series_NX-OS_Multicast_Routing_Configuration_Guide_7x.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/7-x/multicast/configuration/guide/b_Cisco_Nexus_9000_Series_NX-OS_Multicast_Routing_Configuration_Guide_7x.html

SNMP OE |
B sweoF t—oni

Command or Action Purpose
Note aArTXRAL v BT EHIRT S HE
BT, A AZ A VRF, 72X FAR
0 AT L7RNTLIEES N, A U AH
VAL vif, R MR Y F—U—K
PHEATHE, aryTXRRAMEERER
MU TRO~ BT RERESNE
‘g‘o
ATv73 (Optionf{l) snmp-server mib community-map SNMPv2¢ 2 X =2 =7 4 ZSNMP 2 7T F X M~ v
community-name context context-name L7 LET, LRNCIEK 32 OBEHT A F T
Example: TET,
switch (config)# snmp-server mib community-map
public context publicl
R T 7 4 | (Optional) show snmp context 1 DFE7-13EED SNMP = 7 % 2 MZBT 5153
Example: ERRLET,
switch(config)# show snmp context
R Fw 7§ | (Optional) copy running-config startup-config Firar74F¥alb—rvark, AFZ—L 7y 72
Example: Y7 4F¥alb—varilar—LET,
switch (config)# copy running-config startup-config]
SNMP D7« t—2 )Lkt
T 8A AD SNMP % Bl TE £,
FleDHE
1. configureterminal
2. nosnmp-server protocol enable
FlED
AU RFERET7TIV3 Y B#
X w 71 | configureterminal Jua—N)L a7 4 Xal—ay T— REBHG
1 LET
switch# configure terminal
switch (config) #
R T 72| nosnmp-server protocol enable SNMP %7 4 t—7/LIZ LEd, SNMP 137 7 # /L
1 - KNCAFX—T NI > TVET,
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ARV RFERETI Va3 B#Y

switch(config)# no snmp-server protocol enable GE) SNMPv2 %fﬁ@i%&:%fo&: SNMPv1 %fﬁ%

T D2 LT TE EEA, SNMPYL &
BN D555 SNMPV3 DA% i) E
%7 SNMP Z 582 L £ T,

SNMP 5 —/\N A3 Ty aBHEIAT—DEHE

Cisco NX-OS 3% v v ¥ 2 AR— b ORIELZ CRFFI DT, BHEATEE TS 7,

FIEDHE
1. configure terminal
2. snmp-server counter cache timeout seconds
3. ({EE) show running-config snmp all |i cac
4. no snmp-server counter cache enable
FIED %
ARV KRFERRETI a3 B#J
25w 71 |configure terminal Jsa— v ary’ 4 Xab—ay E®— Neh
15“ : Li—g«o

switch# configure terminal
switch (config) #

w72 |snmp-server counter cache timeout seconds N— PO T — T F ¥ v ¥ 2 [TRFF S DR
i - Mz CERLET, IV Xy vy aldTr

. . . TAN B THENCIRoTEY, T4V OF Y v
switch(config)# snmp-server counter cache timeout »
1200 Vo HA LT Y MEZX 10 TY, EHITDH L,
TN EDFY v a XA LT T MEX S0 BIC
720 FF, HFPHIL 1 ~ 3600 TI,

(G¥) End of Row (EoR) A A wF o 7D
A, #PHIX 10 — 3600 T,

AT 73| ({E&E) show running-config snmp all |i cac ESITZSNMP Yy — R T2 v v o B
- 44 BT Y MEERTLET,

switch (config)# copy running-config snmp all | i
cac

AT 7 4|no snmp-server counter cache enable DI Fy v aDEFHEEHCLET,
i) :

SNMP D& E
|
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ARV RFEREET7TOVa Y BHY
switch(config)# no snmp-server counter cache GE) 17C7>/§’ﬁ%ﬁ’3/i/:L0>E§%Eﬁ§§%§%GCiE<D
enable

TWAHA., timeout /37 A —Z TR E
SN LT, A= FOIRENR D ¥
UH Xy o \TEREE S LD REE AR
F0ET,

AAA FHABSRAIDE R

R L7z 2 — V3% E % Cisco NX-OS IZHEFF S H A OR 2 AEFTE £,

FIEDHE
1. configureterminal
2. snmp-server aaa-user cache-timeout seconds
3. (&) copy running-config startup-config

FIED ¥
ARV KRFERRETI a3 Y B

AT 71 |configureterminal ra—r\ ) ar7 4 X¥alb—3iay T— REBlh
15“ : L/i—a—o
switch# configure terminal
switch (config) #

R 5w 72| snmp-server aaa-user cache-timeout seconds H—L F v v 2T AAA Ao —PERE & #EFr
Bl - T ORI ZE L £, EOHRPHIL 1 ~ 86400 BT
switch (config) # snmp-server aaa-user cache-timeout Tfo f;t7;T/L/bbj:3600 Tfjfo

1200

ATw 73| ({£E) copy running-config startup-config F{Tar74¥al—vark, AFX—KT v T
I - Y74 Falb—varilar—LET,
switch (config)# copy running-config startup-config]

SNMPO—A)L T2V IDDERE

CiscoNX-0S U U —Z7.03)I6(1) LARETlE, v —H T HA A PV IDEHETEET,
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\)

Note SNMP m— /L =V IDERETHE, T3THSNMP 21—, V3 2—P IR ESHT-
AAM BXOaza=7 4 AN T EHHRETHLENRH Y £9, CiscoNX-0S U U —=A
7071 LIETIZ, SNMP 2—Ht a3 a=F 4 A M) 7 OREFHRETINEND Y %

_aAO
SUMMARY STEPS
1. configureterminal
2. snmp-server enginel D local engineid-string
3. show snmp enginelD
4. [no] snmp-server enginel D local engineid-string
5. copy running-config startup-config
DETAILED STEPS
Command or Action Purpose
R T 71| configureterminal Jua— L ar7 4 Xal—v gy ®— ek
Example: LETS

switch# configure terminal
switch (config) #

AT 72 |snmp-server enginel D local engineid-string 0—H VT NA ZDSNMP =P ID 228 L%
Example: o
switch (config)# snmp-server engineID local a—h)L T ID X, == V*(;J:Eﬁ;éhf: 16 #E

AA:BB:CC:1A:2C:10

ATy bOUVARNELTCHRETDHIHLENRHY £
T T2 TIE 10 ~ 64 OHEIPFHDMEE 16 HEHCSLTF )
BRI, 220 16 EH T LiIcae r TRY)S
NET, =& ziE. 80:00:02:b8:04:61:62:63 T,

AT 73 |show snmp enginel D BESNTVWASNMP =Py DID#F R LET,
Example:

switch (config)# show snmp enginelD

AT 7 4 |[no] snmp-server enginel D local engineid-string n—hL TV ID ZESIC L, HEAER SN
Example: FTIFNL IO IDEHRTELET,

switch (config)# no snmp-server engineID local
AA:BB:CC:1A:2C:10

X 75 | Required: copy running-config startup-config EiTar 74 Xal—Tarhk, AX— KT wvS
Example: V74 Fal—vavilar—LET,

switch (config)# copy running-config startup-config

SNMP D& E
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SNMP 0% 7 DR

SNMP B EF A FRT DITIE, IROEEZITVET,

avy kR

S

show interface snmp-ifindex

TRTDOA o H—T A AT
ST (IF-MIB 7>5) SNMP
@ ifindex A% £R L E T,

show running-config snmp [all]

SNMP OFE{Ta 7 4 F
L—varERRLET,

10.1(1) XV ETDOY U —AD5
10.1(1) {23 A Z 472 SNMP
a—HiE, RESNTTTA
Ny— a3 AES-128 F
721X DES THE/RENET, Hr
Luva—H% (U U —210.1(1)
PIRE) X, 774 /LR T
AES-128 7’1 h 2L CRRIE &
NET,

9.3(8) U U —ALLF%., show run
@ SNMPv3 =—H (X, /Ny
v a2 ClE7a< SALT B CTF
RENET,

show snmp

SNMP 27 —# A %R L&
EE

show snmp community

SNMP =2 a2=7 1 AU

ThFERLET,

Note snmp-server mib
community-map =
<~ KD SNMP =
VT %A b DA H]
211 CFEAE R
%6, show
snmp community
o< RoHENE
KX TlER< &
BN TR RSN
S
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&
iy

snwpzo7s74 [

avy kR

S

show snmp context

SNMP =7 F A b v v
TaFRLET,

show snmp enginel D

SNMP enginelD % 77~ L £77,

show snmp group

SNMP 2 —/L &% LFET,

show snmp host

FE L= SNMP 78 % |~ D5 R

R RFLET,

show snmp session SNMP v araERrLE
‘d‘o

show snmp sour ce-inter face BRELIERIELS VF—T =
A ZADIFREFR R LET,

show snmp trap

A X—=TNVERIZT 48—
JLCH D SNMP mEI 2 FR L
F7,

show snmp user

SNMPv3 —H% & KR L F
TO

SNMP T > 7474«

R SNMP =7 7 4 MIBOID #ffH L C, SNMP EPLD {f#i & F R~ TZ 7,

1

A 0w DN

entPhysicalName : 1.3.6.1.2.1.47.1.1.1.1.7
entPhysicalDescr : 1.3.6.1.2.1.47.1.1.1.1.2
entPhysicalContainedIn : 1.3.6.1.2.1.47.1.1.1.1.4
entPhysicalFirmwareRev : 1.3.6.1.2.1.47.1.1.1.1.9

W, WOl ZRLET,

bgl-ads-4144:167>
.1.3.6.1.2.1.47.1.
SNMPv2-SMI: :mib-2.
bgl-ads-4144:168>
.1.3.6.1.2.1.47.1.
SNMPv2-SMI: :mib-2.
bgl-ads-4144:169>
.1.3.6.1.2.1.47.1.
SNMPv2-SMI: :mib-2.
bgl-ads-4144:170>
.1.3.6.1.2.1.47.1.
SNMPv2-SMI: :mib-2.

snmpget -v 2c -c Cisco 59485 10.197.137.54
1.1.1.2.120408 << entPhysicalDescr
47.1.1.1.1.2.120408 = STRING: "Module-1 IO
snmpget -v 2c -c Cisco 59485 10.197.137.54
1.1.1.4.120408 << entPhysicalContainedIn
47.1.1.1.1.4.120408 = INTEGER: 22

snmpget -v 2c -c Cisco 59485 10.197.137.54
1.1.1.7.120408 << entPhysicalName
47.1.1.1.1.7.120408 = STRING: "Module-1 IO
snmpget -v 2c -c Cisco 59485 10.197.137.54
1.1.1.9.120408 << entPhysicalFirmwareRev
47.1.1.1.1.9.120408 = STRING: "0Oxl1l2"

FPGA"

FPGA"
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SNMP % E 45l

RIZ, Blue VRF 2 LT, &HHBAAA K L — 3Z Cisco linkUp F 721 Down 18 % % %
129 % X 9 CiscoNX-08 Z#&E L. Admin & NMS &1 9 250D SNMP 2 —H &2 EF# T 56 %
RLET,

configure terminal

snmp-server contact Admin@company.com

snmp-server user Admin auth sha abcdl234 priv abcdefgh
snmp-server user NMS auth sha abcdl234 priv abcdefgh engineID
00:00:00:63:00:01:00:22:32:15:10:03

snmp-server host 192.0.2.1 informs version 3 auth NMS
snmp-server host 192.0.2.1 use-vrf Blue

snmp-server enable traps link cisco

WIZ, AR LUV TRESNTZHIENAR—F2HEHA LTI v 72 E(ET 59, SNMP %
WET DHHERLET,

switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

switch(config)# snmp-server host 171.71.48.164 version 2c public

switch (config) # snmp-server host 171.71.48.164 source-interface ethernet 1/2
switch (config)# show snmp host

171.71.48.164 162 v2c noauth trap public
Source interface: Ethernet 1/2

switch (config)# snmp-server host 171.71.48.164 use-vrf default
switch (config)# show snmp host

171.71.48.164 162 v2c noauth trap public
Use VRF: default
Source interface: Ethernet 1/2

WIZ, 7= WSROE LIZHN AR — h 2 LT R T v 72535 K 5 SNMP 2k &Y
LB 2R L ET,

switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
switch (config) # snmp-server source-interface traps ethernet 1/2
switch (config)# show snmp source-interface

trap Ethernetl/2
inform -

switch (config)# snmp-server host 171.71.48.164 use_vrf default
switch (config)# show snmp host

171.71.48.164 162 v2c noauth trap public

. SNMP D&% E
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Use VRF: default
Source interface: Ethernet 1/2

VRFred % SNMPv2c D/XT Y v/ Al a=7 4 AN Ty 7T 202 RLET,

switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
switch(config)# vrf context red

switch (config-vrf) # exit

switch (config)# snmp-server context publicl vrf red

switch (config)# snmp-server mib community-map public context publicl

OSPF A > A% /A Enterprise % il U SNMPv2¢ /X7 U v a3 a=7 44 AN TIZvvt
IR ERLET,

switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

switch (config) # feature ospf

switch(config)# router ospf Enterprise

switch (config-router)# exit

switch (config)# snmp-server context publicl instance Enterprise
switch (config) # snmp-server mib community-map public context publicl

TOMDEEEH
A A

B&EIE B IX=aT7ILAEA I

IP ACL & AAA ['Cisco Nexus 9000 Series NX-OS Security
Configuration Guidel

MIB [ Cisco Nexus 7000 Seriesand 9000 SeriesNX-OS
MIB Quick Reference]

RFC

RFC 24K

RFC 3414 SUTFIN Ry NT— T T k3L
(NMPV3) N— 3 v 3[ANF 22— _R— 2R

X2V T7 4 ETL (UM)

RFC 3415 ['View-based Access Control Model (VACM) for
the Smple Network Management Protocol

(S\MP)J
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SNMP (Z8:#9 % MIB

PR—FENTWVD MIBEZHEBLIOF T a—|
WOURLIZT Z7EALTLIEE N,

https://cisco.github.io/cisco-mibs/supportlists/nexus9000
Nexus9000MIBSupportList.html
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https://cisco.github.io/cisco-mibs/supportlists/nexus9000/Nexus9000MIBSupportList.html

BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



