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LET, TOXIRBEIE- T, FRTEBELZF o TEITENIHARDH Y, BHEIL, A—3—
NAY TP 2—VFEITCPU BERIZSHE TONTZRKED N T 7 4 v I MNEENET,

AN RA P ET 2 — LT, BEHANEDO N T T 4 v 7RO 3 OOMfea L R—3% 2~ (7
L—2) I LET,

F—2 TL—V

FTRCOTFT—HF v T 7 v 7 B L £ T, CiscoNX-0S T /341 2D AR REIX., (v
H—T 2 ATy Mt T52 LT, A4 v FAHIZAT HNZE D TRV
7o MEL BN REFEENE T, T4 L= T INADIEFINH Dy
kT,

wHEHTL—>

N—T 47 7 bhalOdXCORE N7 4y 7 ZMBELET, R—F—F—F U=
A 7' k=L (BGP) <° Open Shortest Path First (OSPF) '& hajL7eEoON—TF 47
2k auE, TN AMTHIEAN Sy FERELET, 20Ty MI—2D7 RL
&gl L, arha—)L FL—r by b ETNET,

EEBITL—Y

AV RIA A E =T 2 A (CL) RffiGFy NV —7FHT 1 b2 (SNMP) 72

&\ CiscoNX-08S 7/3A A& EH T HAMDa v -3 MEFETLET,
AR RA WP TV 2 — VL, v~ F—TVA N T L—rbariha—L L —0OWFRE
HEIN., Xy NT—ZOERIZZ VF A DNRED 2a— L TF, A= 8— AP EV 2 —/LOHE)
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A H—Fy Ml A vE—Y Fa b3 (ICMP) = a—FsK
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H5LET,
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SFEISERARNTF Y "ERRD I TRIHGHELET, 7T RAOBINRKEID L. Cisco NX-0S T3
A2FNry FERYVS U LET, ZHICED . 2= 83— D 2 — LR R AR
MHRNE DT FT,

arvkAO—I)L L=y K 3A4T
oy b= T =00, DX I RBLRD XA TRy vHREGELET,

ZENTY b
N— B DGENET RV AERO/rw b, 58587 KL AL, V14 ¥27 RLA (b—4% MAC
T RLARE) RVAPITRLA (W—F A2 =T ADIPT RLARE) BHY
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Bistiry k

A IR XA WV 2 — VI X DR RV M LT 58 > b, 7o & 20E, 5T R
L A 73 Forwarding Information Base (FIB; R #f~~—R) IT/FEE T, R LTI RE
oA, A== NS BV 2= VR EE AN ERGE Ry EIRLE T, i
E, IPA T arBty hShie Ty FbdH D £9,

WOBINE, TA I — RDORIEETHAREERH Y 3,

* match exception ip option
* match exception ipv6 option

* match exception ttl-failure

ROBEINE, 77TV w7 B a—AnbDORIETHAREMENRH Y £,
* match exception ipv6 icmp unreachable

 match exception ip icmp unreachable

WOFINE, TA L D—FET7 7T Y w7 B a— M DLREATIAREMERH Y £9,

» match exception mtu-failure

JEA LY bRy
A== NAP F 2= NV XA VT FEINDH T by,

IREE /Ny b
5695 IP 7 RLAD LAY 2MACT RUAMNFIBIZHFTE L TWWe WAL, A—73— A
FEV 2Ny FEFAE L, ARP EREZ DR A MIEELET,

THLDOEESER Sy ME, v ba— P L—r~OEZH HYEICHH & . Cisco
NX-08 731 R BEIR B2 T D A[REMENRH D £9°, CoPP X, T HD/NT > FERRD
TR L, INDHDNT y N A=A PWRZAET D E A ERNCHIE T 5 A =X
LEteftLE9,

CoPP D748

BHERBNARFET D 72DIZ, Cisco NX-OS T /3A AT A== RA P £V 2 — )VICRFET 37 v
LT, Ty b ZATIZESWTER R L L — MR Y —2EHATE L0 LE
T, 2L z21E, Hello A vE—URE07a hal Ry y MIUIEK S 2iED, IPA 7T 3 o»n
Ty FENTNBEDIZA—IR= RS P T 2— LIEEEND 7y MR S 258D 5 2
EMEBZONET, VIAR TR v—~v oy T E2HEHLT, X7y bOGEB IO L — Ml
ARV o—%FELET,

L— hHl#EA D= X L

Ry NOSENRKI D L, Cisco NX-OS T34 AT A—/R—= A P £V 2 — )LIZHZET BN
Ty hOL— R EHIEITEAD=XLDBHDET, A=A P ELa—N~DINTFTT 47

Jl Cisco Nexus 9000 ) —ZXNX-0StEFxal)Tqs avTasF¥al—ar A4 RFY)—R1x



avkE—L TL—2 RY LT OBRE

avra—LIL—5E |

DL — MENZIZ 2 DDA T = AL ZHEHLET, 1 20E3FFR V7, o 1o L— MR &
MR XD H DT,

N=Ry T RV —%FHTHE. NI 740 v I BRREOFHIC—ET 256, EI0EKT
DGEILODWTRRAT 7 a2 ERTEET, ZOT7 7 ailid, "7y hOXE, ~ry
fo~—7fHF, BEONRNTry b Fe vy 7R"HH £7,
R 7, WONRTA—=HERETETET,
BEFEHRL— ~ (CIR)

GFELWEEIEZ, vy b Lb—h, F2FV 7 L—bOEIGEELTHRELET,
nnu}E/\_z ~ (BC)

FREE LT RFEENIC CIR Z BT D AlREEDRN H D3, ATV a—1 U 7T EL 5 2
WhT T 47 N=A DY A X,

B, MM I 74 v I BINERK NI 740 v IR LT, REFLREZRey TR DR D
TIarvERETETET,

RY T T A= OFEMIZOWTIL, [ Cisco Nexus 9000 Series NX-OS Quality of Service
Configuration Guide] % ZH L T 7E &0,

BSAL4FIvIBELURET 4 v% CoPPACL

CoPP 77+t Aarbua—,L UAL (ACL) Id, AT I v 7 EHEAXT 4 v 7 DTN
SRS ET, CiscoNexus 9300 & 9500 3 U — R F L8, 3164Q. 31128PQ. 3232C. 3L 183264Q
AA v F T, X147 I v CoPP ACL DAfEH L F 9, CiscoNexus 9200 >V —X A A v FT
L. XA T IV I BIORZT 1+ v 7 D7D CoPP ACL ZfEH L £,

%A+ v 7 CoPP ACL | Forwarding Information Base (FIB; HaisfF #fl-X—R) ~N—Z (D A —/{—
WAV ZA LT 3Ty ML TORER L, A% 7 1 v 2 CoPPACLIZACLX—AD A —
= NAF VEA VLT Sy M L THELET, #1473 v CoPPACL 37— F&Eh
HDFEmylPBLIOY 7 ua—AN~<VFXYx AN NI T 47 THY, AZT 1> 27 CoPPACL
BHR—FINDHDE, ZOMTXTOXYASTDNFTT 4 v 7 TT,

AHT 4 w27 CoPP ACL OiplixV 7 A M) 7 CiftbnEd, 29 LE-nInhod 72 Y
VT HEEFOACL 1L, T XCAXT 47 CoPPACL IZHEINFET,

*MAC N—ADAZT 427 CoOPPACLY T AR 7
o acl-mac-cdp-udld-vtp
o acl-mac-cfsoe
° acl-mac-dotlx
° acl-mac-12-tunnel
° acl-mac-13-isis
o acl-mac-lacp

o acl-mac-1ldp
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o acl-mac-sdp-srp
o acl-mac-stp

o acl-mac-undesirable

7B AN R=ADALT {7 COPPACL DY T ALY 7
o acl-dhcp
o acl-dhcp-relay-response
o acl-dhcp6
o acl-dhcp6-relay-response

° acl-ptp

CIYNFFXFXYARNNR—ADAET 47 CoOPPACLY T AR T

o acl-igmp

AB T 4 7 CoPP ACL DFFMIICOWTIE,  [CoPP MIEFEHIE L I HFHE, (19°—) | %
ZHLTLZE,

TIAILEDRY G R S—

Cisco NX-OS 7 /34 ZDHJEHEEIRFIZ, DoS WEENH A — /"= AW T 2 — L E2RET LD
DT 7 4V k@ copp-system-p-policy-strict 35 U 2 —75 CiscoNX-OS ¥ 7 7 =712 LD A A h—
NINET, &0ty NT v 2—7 4 VT 4T, WOWTINND CoPPRY o— A7 a
PERTAHZLICLY, RELNVERETEET,

*Strict : ZORY —iZ1Lb—h, 2HT7—T7,

*Moderate : ZDRY > —lF1L—FhF, 287 —TF, EHEY T AD/—A | Y%A X strict

Jo—hhR&E<, lenient R o —L /WSR2 FEF,

*Lenient : 2RV —FX1 b—F, 28T —T7, BEEI T AD/N—A ; %A XX moderate
R —L K&, dense KU —L 0/ hEL 20 £9,

*Dense : ZDRY —iZ1b—F, 24757—TF, RNUHP—DCIR fEIZL, strict KU T —5LDY
B 720 F£7,
*Skip: 2 b= FL—r R —FEASNEEA (ZOF 7 3 ECiscoNX-0S U

U—Z 7.03)12(1) LI TIIHIBR SN E Lz, ZREVETOY YV —RIZEALTIX, *y hU—
JDayv ha—) L — BT HTD, skip AT v a COBEMITHREINERTA)

AT arvERIRLEDSTHAER, By Ty 7 2—7 4 VT 4 ZFRIT LD 258120,
strict N Y U IR BEHAESNET, strict RY —05BAA L, HEIZG T T, CoPP AR o —%28
ET LI EEHELELFT,

copp-system-p-policy 78 U > —IZ1d, AR T NSA ZAEEICR b LIAENRE SN TVET,
S 2 DoS It 2 IREEIFITHAE T DL O FEDZ FART 7R arbue—/L YA |
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(ACL) ZBINT2MENRHY £9, 774/ FCoPPRY > —iX, Y7 " U =T &7 v/ 7L —
FLTOEESNERA,

skip A7 a CEBIRL, £ ORI CoPP REZBE L TWRWGE, Cisco NX-0S 7731 Z
I3 DoS BExt L CHags 72 RRBIC 72 0 97,

CLLZr Y7 b setup 2~ REFEITLTHEEY N7 v 7 2—7 1 U7 4 ZEENT 50,
F£721% copp profile =~ > RZH LT, CoPP DF 7 /L b R L —%2FEV YT TEET,

FI+ILEHYS5AX <y T CiscoNX-08 1J1)—X 7.0(3)13(1) A

copp-system-class-critical 7 7 A DX EITRD LIV TH,

class-map type control-plane match-any copp-system-p-class-critical
match access-group name copp-system-p-acl-bgp
match access-group name copp-system-p-acl-rip
match access-group name copp-system-p-acl-vpc
match access-group name copp-system-p-acl-bgp6
match access—-group name copp-system-p-acl-ospf
match access-group name copp-system-p-acl-rip6
match access-group name copp-system-p-acl-eigrp
match access-group name copp-system-p-acl-ospf6
match access-group name copp-system-p-acl-eigrp6
match access-group name copp-system-p-acl-auto-rp
match access-group name copp-system-p-acl-mac-13-isis

copp-system-class-exception 27 7 ADFEEILIRD &Y T,

class-map type control-plane match-any copp-system-p-class-exception
match exception ip option
match exception ip icmp unreachable
match exception ipv6 option
match exception ipvé6 icmp unreachable

copp-system-class-exception-diag 7 7 A DR EIFRD LBV T,

class-map type control-plane match-any copp-system-p-class-exception-diag
match exception ttl-failure
match exception mtu-failure

copp-system-class-important 7 7 A DFFKEITRD LY T,

class—-map type control-plane match-any copp-system-p-class-important
match access-group name copp-system-p-acl-hsrp
match access-group name copp-system-p-acl-vrrp
match access-group name copp-system-p-acl-hsrp6
match access-group name copp-system-p-acl-vrrpé
match access—-group name copp-system-p-acl-mac-1lldp

copp-system-class-12-default 27 7 A DR EILIRD &Y T,

class-map type control-plane match-any copp-system-p-class-12-default
match access-group name copp-system-p-acl-mac-undesirable

copp-system-class-12-unpoliced 7 7 A DX EITIRD L Y TH,

class-map type control-plane match-any copp-system-p-class-12-unpoliced
match access-group name copp-system-p-acl-mac-stp
match access—-group name copp-system-p-acl-mac-lacp
match access—-group name copp-system-p-acl-mac-cfsoe
match access-group name copp-system-p-acl-mac-sdp-srp
match access-group name copp-system-p-acl-mac-12-tunnel
match access—-group name copp-system-p-acl-mac-cdp-udld-vtp
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copp-system-class-13me-data 27 7 A DFXEILIRD & BV TF,

class-map type control-plane match-any copp-system-p-class-13mc-data
match exception multicast rpf-failure
match exception multicast dest-miss

copp-system-class-13uc-data 7 7 A DFREITIRD L Y T,

class-map type control-plane match-any copp-system-p-class-13uc-data
match exception glean

=

copp-system-class-management 7 7 A DFEFRD &Y T,

class—-map type control-plane match-any copp-system-p-class-management

match access-group name copp-system-p-acl-ftp
match access—-group name copp-system-p-acl-ntp
match access-group name copp-system-p-acl-ssh
match access-group name copp-system-p-acl-http
match access-group name copp-system-p-acl-ntp6
match access—-group name copp-system-p-acl-sftp
match access-group name copp-system-p-acl-snmp
match access-group name copp-system-p-acl-sshé
match access-group name copp-system-p-acl-tftp
match access-group name copp-system-p-acl-https
match access-group name copp-system-p-acl-snmp6
match access-group name copp-system-p-acl-tftp6
match access-group name copp-system-p-acl-radius
match access—-group name copp-system-p-acl-tacacs
match access-group name copp-system-p-acl-telnet
match access-group name copp-system-p-acl-radius6
match access-group name copp-system-p-acl-tacacsé6
match access-group name copp-system-p-acl-telnet6

copp-system-class-monitoring 7 7 A D& EITRD LY TT,

class-map type control-plane match-any copp-system-p-class-monitoring
match access-group name copp-system-p-acl-icmp
match access—-group name copp-system-p-acl-icmp6
match access-group name copp-system-p-acl-traceroute

copp-system-class-multicast-host 7 7 A DFXEITIRD & Y TH,

class-map type control-plane match-any copp-system-p-class-multicast-host
match access-group name copp-system-p-acl-mld

copp-system-class-multicast-router 7 7 2 DFEITIRD & 30 T,

class-map type control-plane match-any copp-system-p-class-multicast-router
match access-group name copp-system-p-acl-pim
match access-group name copp-system-p-acl-msdp
match access-group name copp-system-p-acl-pim6
match access-group name copp-system-p-acl-pim-reg
match access-group name copp-system-p-acl-pimé-reg
match access-group name copp-system-p-acl-pim-mdt-join

copp-system-class-nat-flow 27 7 A DX EITIRD LY TH,

class-map type control-plane match-any copp-system-p-class-nat-flow
match exception nat-flow

copp-system-class-ndp 27 7 A DFREITIRD L0 T,

class—-map type control-plane match-any copp-system-p-class-ndp
match access-group name copp-system-p-acl-ndp

copp-system-class-normal 27 7 A DFREIFIRD & Y TT,

class-map type control-plane match-any copp-system-p-class-normal
match access—-group name copp-system-p-acl-mac-dotlx
match protocol arp
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copp-system-class-normal-dhcp 77 7 A D EIIIRD &1 T,

class-map type control-plane match-any copp-system-p-class-normal-dhcp
match access-group name copp-system-p-acl-dhcp
match access—-group name copp-system-p-acl-dhcp6

copp-system-class-normal-dhcp-relay-response 7 7 A DR EITIRD &£ BV T,

class-map type control-plane match-any copp-system-p-class-normal-dhcp-relay-response
match access—-group name copp-system-p-acl-dhcp-relay-response
match access—-group name copp-system-p-acl-dhcpé-relay-response

copp-system-class-normal-igmp 7 7 A D EIFIRD &Y T,

class-map type control-plane match-any copp-system-p-class-normal-igmp
match access-group name copp-system-p-acl-igmp

copp-system-class-redirect 27 7 A DX EILIRD & T,

class—-map type control-plane match-any copp-system-p-class-redirect
match access-group name copp-system-p-acl-ptp

copp-system-class-undesirable 7 7 2 DEEITIRD &0 TH,

class-map type control-plane match-any copp-system-p-class-undesirable
match access-group name copp-system-p-acl-undesirable
match exception multicast sg-rpf-failure

copp-system-class-fcoe 27 7 A DFXEILIRD &V TT,

class—-map type control-plane match-any copp-system-p-class-fcoe
match access-group name copp-system-p-acl-mac-fcoe

GH) copp-system-class-fcoe 27 7 A (% Cisco Nexus 9200 'V — X A A » FTIIHFR— SN THEHE
Ao

Strict 7 7 #JL k CoPP 7R') < — : Cisco NX-0S 'J ') — X 7.0(3)I3(1) FH
Cisco Nexus 9200 2 U — & XA v F DA, strict CoPP R U S —DREITIRD LBV T,

policy-map type control-plane copp-system-p-policy-strict

class copp-system-p-class-13uc-data

set cos 1

police cir 800 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-critical

set cos 7

police cir 36000 kbps bc 1280000 bytes conform transmit violate drop
class copp-system-p-class-important

set cos 6

police cir 2500 kbps bc 1280000 bytes conform transmit violate drop
class copp-system-p-class-multicast-router

set cos 6

police cir 2600 kbps bc 128000 bytes conform transmit violate drop
class copp-system-p-class-management

set cos 2

police cir 10000 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-multicast-host

set cos 1

police cir 1000 kbps bc 128000 bytes conform transmit violate drop
class copp-system-p-class-13mc-data

set cos 1

police cir 2400 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class—-normal

set cos 1
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police cir 1400 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-ndp

set cos 6

police cir 1400 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class—-normal-dhcp

set cos 1

police cir 1300 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-normal-dhcp-relay-response

set cos 1

police cir 1500 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-normal-igmp

set cos 3

police cir 3000 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-redirect

set cos 1

police cir 280 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-exception

set cos 1

police cir 150 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-exception-diag

set cos 1

police cir 150 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-monitoring

set cos 1

police cir 150 kbps bc 128000 bytes conform transmit violate drop
class copp-system-p-class-12-unpoliced

set cos 7

police cir 50 mbps bc 8192000 bytes conform transmit violate drop
class copp-system-p-class-undesirable

set cos O

police cir 200 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-nat-flow

set cos 7

police cir 800 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-12-default

set cos O

police cir 400 kbps bc 32000 bytes conform transmit violate drop
class class-default

set cos O

police cir 400 kbps bc 32000 bytes conform transmit violate drop

Cisco Nexus 9300 & 9500 2 U — I L TN, 3164Q. 31128PQ. 3232C, FBLU3264Q A1 v F D

A, strict CoPP AR Y > —DHREITKRD E B TF,

policy-map type control-plane copp-system-p-policy-strict

class copp-system-p-class-13uc-data

set cos 1

police cir 250 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-critical

set cos 7

police cir 19000 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-important

set cos 6

police cir 3000 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-multicast-router

set cos 6

police cir 3000 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-management

set cos 2

police cir 3000 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-multicast-host

set cos 1

police cir 2000 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-13mc-data

set cos 1

police cir 3000 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-normal

set cos 1

police cir 1500 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-ndp

set cos 6

police cir 1500 pps bc 32 packets conform transmit violate drop

Jl Cisco Nexus 9000 ) —ZXNX-0StEFxal)Tqs avTasF¥al—ar A4 RFY)—R1x



arvra—LITL—rRY ST DEE
aviro—LFr—oigE

class copp-system-p-class-normal-dhcp

set cos 1

police cir 300 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-normal-dhcp-relay-response

set cos 1

police cir 400 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-normal-igmp

set cos 3

police cir 6000 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-redirect

set cos 1

police cir 1500 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-exception

set cos 1

police cir 50 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-exception-diag

set cos 1

police cir 50 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-monitoring

set cos 1

police cir 300 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-12-unpoliced

set cos 7

police cir 20000 pps bc 8192 packets conform transmit violate drop
class copp-system-p-class-undesirable

set cos 0

police cir 15 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-fcoe

set cos 6

police cir 1500 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-nat-flow

set cos 7

police cir 100 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-12-default

set cos 0

police cir 50 pps bc 32 packets conform transmit violate drop
class class-default

set cos 0

police cir 50 pps bc 32 packets conform transmit violate drop

Moderate = 7 # JL k CoPP 7R 1) & — : Cisco NX-0S ') ') — X 7.0(3)I3(1) A
Cisco Nexus 9200 'V — X A A v F D4, moderate CoPP AR U o — DR EIIRD B8 Y TH,

policy-map type control-plane copp-system-p-policy-moderate

class copp-system-p-class-1l3uc-data

set cos 1

police cir 800 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-critical

set cos 7

police cir 36000 kbps bc 1920000 bytes conform transmit violate drop
class copp-system-p-class-important

set cos 6

police cir 2500 kbps bc 1920000 bytes conform transmit violate drop
class copp-system-p-class-multicast-router

set cos 6

police cir 2600 kbps bc 192000 bytes conform transmit violate drop
class copp-system-p-class-management

set cos 2

police cir 10000 kbps bc 48000 bytes conform transmit violate drop
class copp-system-p-class-multicast-host

set cos 1

police cir 1000 kbps bc 192000 bytes conform transmit violate drop
class copp-system-p-class-13mc-data

set cos 1

police cir 2400 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class—-normal

set cos 1

police cir 1400 kbps bc 48000 bytes conform transmit violate drop
class copp-system-p-class-ndp
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set cos 6

police cir 1400 kbps bc 48000 bytes conform transmit violate drop
class copp-system-p-class-normal-dhcp

set cos 1

police cir 1300 kbps bc 48000 bytes conform transmit violate drop
class copp-system-p-class-normal-dhcp-relay-response

set cos 1

police cir 1500 kbps bc 96000 bytes conform transmit violate drop
class copp-system-p-class-normal-igmp

set cos 3

police cir 3000 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-redirect

set cos 1

police cir 280 kbps bc 48000 bytes conform transmit violate drop
class copp-system-p-class-exception

set cos 1

police cir 150 kbps bc 48000 bytes conform transmit violate drop
class copp-system-p-class-exception-diag

set cos 1

police cir 150 kbps bc 48000 bytes conform transmit violate drop
class copp-system-p-class-monitoring

set cos 1

police cir 150 kbps bc 192000 bytes conform transmit violate drop
class copp-system-p-class-12-unpoliced

set cos 7

police cir 50 mbps bc 8192000 bytes conform transmit violate drop
class copp-system-p-class-undesirable

set cos 0

police cir 200 kbps bc 48000 bytes conform transmit violate drop
class copp-system-p-class-nat-flow

set cos 7

police cir 800 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-12-default

set cos 0

police cir 400 kbps bc 48000 bytes conform transmit violate drop
class class—-default

set cos 0

police cir 400 kbps bc 48000 bytes conform transmit violate drop

Cisco Nexus 9300 & 9500 > U — X35 L T8, 3164Q. 31128PQ, 3232C, 3L 183264Q A A v F D}

4. moderate CoPP /R Y > — DR EITRD EBY T,

policy-map type control-plane copp-system-p-policy-moderate

class copp-system-p-class-13uc-data

set cos 1

police cir 250 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-critical

set cos 7

police cir 19000 pps bc 192 packets conform transmit violate drop
class copp-system-p-class-important

set cos 6

police cir 3000 pps bc 192 packets conform transmit violate drop
class copp-system-p-class-multicast-router

set cos 6

police cir 3000 pps bc 192 packets conform transmit violate drop
class copp-system-p-class-management

set cos 2

police cir 3000 pps bc 48 packets conform transmit violate drop
class copp-system-p-class-multicast-host

set cos 1

police cir 2000 pps bc 192 packets conform transmit violate drop
class copp-system-p-class-13mc-data

set cos 1

police cir 3000 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-normal

set cos 1

police cir 1500 pps bc 48 packets conform transmit violate drop
class copp-system-p-class—-ndp

set cos 6

police cir 1500 pps bc 48 packets conform transmit violate drop
class copp-system-p-class-normal-dhcp

set cos 1
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police cir 300 pps bc 48 packets conform transmit violate drop
class copp-system-p-class-normal-dhcp-relay-response

set cos 1

police cir 400 pps bc 96 packets conform transmit violate drop
class copp-system-p-class-normal-igmp

set cos 3

police cir 6000 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-redirect

set cos 1

police cir 1500 pps bc 48 packets conform transmit violate drop
class copp-system-p-class-exception

set cos 1

police cir 50 pps bc 48 packets conform transmit violate drop
class copp-system-p-class-exception-diag

set cos 1

police cir 50 pps bc 48 packets conform transmit violate drop
class copp-system-p-class-monitoring

set cos 1

police cir 300 pps bc 192 packets conform transmit violate drop
class copp-system-p-class-12-unpoliced

set cos 7

police cir 20000 pps bc 8192 packets conform transmit violate drop
class copp-system-p-class-undesirable

set cos 0

police cir 15 pps bc 48 packets conform transmit violate drop
class copp-system-p-class—-fcoe

set cos 6

police cir 1500 pps bc 192 packets conform transmit violate drop
class copp-system-p-class-nat-flow

set cos 7

police cir 100 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-12-default

set cos 0

police cir 50 pps bc 48 packets conform transmit violate drop
class class-default

set cos 0

police cir 50 pps bc 48 packets conform transmit violate drop

Lenient 7 7+ JL k CoPP 7R ') < — : Cisco NX-0S 'J ') — X 7.0(3)I13(1) F
Cisco Nexus 9200 ' — X A A v F D4, lenient CoPP /R Y o — DR EITIR D LB Y T,

policy-map type control-plane copp-system-p-policy-lenient

class copp-system-p-class-13uc-data

set cos 1

police cir 800 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-critical

set cos 7

police cir 36000 kbps bc 2560000 bytes conform transmit violate drop
class copp-system-p-class-important

set cos 6

police cir 2500 kbps bc 2560000 bytes conform transmit violate drop
class copp-system-p-class-multicast-router

set cos 6

police cir 2600 kbps bc 256000 bytes conform transmit violate drop
class copp-system-p-class-management

set cos 2

police cir 10000 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-multicast-host

set cos 1

police cir 1000 kbps bc 256000 bytes conform transmit violate drop
class copp-system-p-class-13mc-data

set cos 1

police cir 2400 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-normal

set cos 1

police cir 1400 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-ndp

set cos 6

police cir 1400 kbps bc 64000 bytes conform transmit violate drop
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class copp-system-p-class-normal-dhcp

set cos 1

police cir 1300 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-normal-dhcp-relay-response

set cos 1

police cir 1500 kbps bc 128000 bytes conform transmit violate drop

class copp-system-p-class-normal-igmp

set cos 3

police cir 3000 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-redirect

set cos 1

police cir 280 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-exception

set cos 1

police cir 150 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-exception-diag

set cos 1

police cir 150 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-monitoring

set cos 1

police cir 150 kbps bc 256000 bytes conform transmit violate drop
class copp-system-p-class-12-unpoliced

set cos 7

police cir 50 mbps bc 8192000 bytes conform transmit violate drop
class copp-system-p-class-undesirable

set cos 0

police cir 200 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-nat-flow

set cos 7

police cir 800 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-12-default

set cos 0

police cir 400 kbps bc 64000 bytes conform transmit violate drop
class class-default

set cos 0

police cir 400 kbps bc 64000 bytes conform transmit violate drop

Cisco Nexus 9300 & 9500 2 U — I LT, 3164Q. 31128PQ., 3232C, B L U3264Q A1 v F DY

4. lenient CoPP 7R U o —DFEIILRD LB Y T,

policy-map type control-plane copp-system-p-policy-lenient

class copp-system-p-class-13uc-data

set cos 1

police cir 250 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-critical

set cos 7

police cir 19000 pps bc 256 packets conform transmit violate drop
class copp-system-p-class-important

set cos 6

police cir 3000 pps bc 256 packets conform transmit violate drop
class copp-system-p-class-multicast-router

set cos 6

police cir 3000 pps bc 256 packets conform transmit violate drop
class copp-system-p-class-management

set cos 2

police cir 3000 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-multicast-host

set cos 1

police cir 2000 pps bc 256 packets conform transmit violate drop
class copp-system-p-class-13mc-data

set cos 1

police cir 3000 pps bc 32 packets conform transmit violate drop
class copp-system-p-class—-normal

set cos 1

police cir 1500 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-ndp

set cos 6

police cir 1500 pps bc 64 packets conform transmit violate drop
class copp-system-p-class—-normal-dhcp

set cos 1

police cir 300 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-normal-dhcp-relay-response
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set cos 1

police cir 400 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-normal-igmp

set cos 3

police cir 6000 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-redirect

set cos 1

police cir 1500 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-exception

set cos 1

police cir 50 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-exception-diag

set cos 1

police cir 50 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-monitoring

set cos 1

police cir 300 pps bc 256 packets conform transmit violate drop
class copp-system-p-class-12-unpoliced

set cos 7

police cir 20000 pps bc 8192 packets conform transmit violate drop
class copp-system-p-class-undesirable

set cos 0

police cir 15 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-fcoe

set cos 6

police cir 1500 pps bc 256 packets conform transmit violate drop
class copp-system-p-class-nat-flow

set cos 7

police cir 100 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-12-default

set cos 0

police cir 50 pps bc 64 packets conform transmit violate drop
class class—-default

set cos 0

police cir 50 pps bc 64 packets conform transmit violate drop

Dense T 7 #JL k CoPP 7R!) < — : Cisco NX-0S 'J 1) —X 7.0(3)I3(1) A
Cisco Nexus 9200 >V — X A A v F DG, dense CoPP /R U v —DREIFKRD LBV TI,

policy-map type control-plane copp-system-p-policy-dense

class copp-system-p-class-13uc-data

set cos 1

police cir 800 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-critical

set cos 7

police cir 4500 kbps bc 1280000 bytes conform transmit violate drop
class copp-system-p-class-important

set cos 6

police cir 2500 kbps bc 1280000 bytes conform transmit violate drop
class copp-system-p-class-multicast-router

set cos 6

police cir 370 kbps bc 128000 bytes conform transmit violate drop
class copp-system-p-class-management

set cos 2

police cir 2500 kbps bc 128000 bytes conform transmit violate drop
class copp-system-p-class-multicast-host

set cos 2

police cir 300 kbps bc 128000 bytes conform transmit violate drop
class copp-system-p-class-13mc-data

set cos 1

police cir 600 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-normal

set cos 1

police cir 1400 kbps bc 128000 bytes conform transmit violate drop
class copp-system-p-class-ndp

set cos 1

police cir 350 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-normal-dhcp

set cos 1
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police cir 750 kbps bc 128000 bytes conform transmit violate drop
class copp-system-p-class-normal-dhcp-relay-response

set cos 1

police cir 750 kbps bc 128000 bytes conform transmit violate drop
class copp-system-p-class-normal-igmp

set cos 3

police cir 1400 kbps bc 128000 bytes conform transmit violate drop
class copp-system-p-class-redirect

set cos 1

police cir 200 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-exception

set cos 1

police cir 200 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-exception-diag

set cos 1

police cir 200 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-monitoring

set cos 1

police cir 150 kbps bc 128000 bytes conform transmit violate drop
class copp-system-p-class-12-unpoliced

set cos 7

police cir 50 mbps bc 8192000 bytes conform transmit violate drop
class copp-system-p-class-undesirable

set cos 0

police cir 100 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-12-default

set cos 0

police cir 200 kbps bc 32000 bytes conform transmit violate drop
class class-default

set cos 0

police cir 200 kbps bc 32000 bytes conform transmit violate drop

Cisco Nexus 9300 & 9500 2 U — I LY, 3164Q. 31128PQ. 3232C, FBLU3264Q A1 v F D

4. dense CoPP RV v —DREIXKRD LB TH,

policy-map type control-plane copp-system-p-policy-dense

class copp-system-p-class-13uc-data

set cos 1

police cir 250 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-critical

set cos 7

police cir 2500 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-important

set cos 6

police cir 1200 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-multicast-router

set cos 6

police cir 1200 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-management

set cos 2

police cir 1200 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-multicast-host

set cos 2

police cir 1000 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-13mc-data

set cos 1

police cir 1200 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-normal

set cos 1

police cir 750 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-ndp

set cos 1

police cir 750 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-normal-dhcp

set cos 1

police cir 150 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-normal-dhcp-relay-response

set cos 1

police cir 200 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-normal-igmp

set cos 3

police cir 2500 pps bc 128 packets conform transmit violate drop
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class copp-system-p-class-redirect

set cos 1

police cir 1500 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-exception

set cos 1

police cir 50 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-exception-diag

set cos 1

police cir 50 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-monitoring

set cos 1

police cir 50 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-12-unpoliced

set cos 7

police cir 20000 pps bc 8192 packets conform transmit violate drop
class copp-system-p-class-undesirable

set cos 0

police cir 15 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-fcoe

set cos 6

police cir 750 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-12-default

set cos 0

police cir 25 pps bc 32 packets conform transmit violate drop
class class-default

set cos 0

police cir 25 pps bc 32 packets conform transmit violate drop
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* CiscoNX-OS 7/, ADN— R =T X, 7+ T—T 47 T2V HALT CoPP # 5T L
F9, CoPP IR Y v —%YR—hLTWERHA, LIB-T, b— NERIRTHGA
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Jl Cisco Nexus 9000 ) —ZXNX-0StEFxal)Tqs avTasF¥al—ar A4 RFY)—R1x

avro—L FL—rvRYLrrnEE |

CoPP DFEEIR L HIEE

X, BRI T 7 4 v I TRA— RSP ED 2 — VBRI AR ZNT D2 & DRVWEIZL
TLEENY,

CHBOTu—=RRILY TRy B EnDEE, x0T n—OREHERIFEHN T
NEWVS

* CoPP HfEZ VAR — h 45 CiscoNX-0S U U —ZAn6, Bl a LBy 7 2%4
Tp CoPPHEREZA V7R — R 9% CiscoNX-0S U U —R{ZT v 77 L— RT3 5851%,. CoPP D#Hr
LW TAEERFRICT 27208y b T v 7 2—F 4 U T (% setup 2~ > R TIITT
% 7> copp profile =~ > REFITT HLENH Y 77,

* CoPPHREZ ¥R — R 95 CiscoNX-0S U U — A0 A U< CoPP#rEA 7R — M3~ 2% LAl
® CiscoNX-0OS U UV —RZHF 7> 7 L— RT 55H1%, FATlZ show incompatibility nxos
bootflash:filename =~ > REZEH L CHBMEZHER L TR MLERH Y T3, ABERH S
BElE, Y7 N =T BT L= RTLHNCHE T T L— R A A= L DI
AT _XTTF o —7 M LET,

*COPP AT A =T MIZTHZ LI TEERA, ZNEEDZLEIETDE, Ny b
R 50 37y PO L— IR S ET (CiscoNX-0S U U —2 7.03)12(1) £ VAl
FIIETT— A v E—UBRFRINET (Cisco NX-0S U U —2R 7.003)12(1) LAF%)

* Cisco Nexus 9200 >V — X 2 A » FTHHR— hZ4 5 CoPP AU H— L— ~id, 10kbps DfF
BOHTT, 10kbps DFEETHRWVWL— IR ESIND &, L— MIOLNET, Lz
X, 55Kbps DL — F&sXE L TH, AA v F L 50kbps Z i L EF (show policy-map type
control-plane =~ > R CTHERINDH DXL —HEHED L — hTT, FEMIZ OV TIX, CoPP
DEEDORER, (B1 =) ZZRLTIEIWN)

* Cisco Nexus 9200 > U — & A A » FClX, ip icmp redirect, ipv6 icmp redirect, ip icmp
unreachable, ipv6 icmp unreachable, 35 & UM mtu-failure |L[7] U TCAM = F U ZfEH L. 24
ONTRTCHEIND 7 T A~y T TERY —PITRAMIDOFISFEL £3, CoPP strict
7r 7 7 AT I BT class-exception 7 7 A ¥ FIHFHINET, F/2DH CoPP DR Y
—TlL, BAIOFISNREI2 D 7 T A <7 (7o & 213 class-exception-diag) (ZAF1ET D45
B BRYOFSNIFAL Y TR vy SIS ET,

* copp-system-class-fcoe 77 7 A% Cisco Nexus 9200 > U — X AA v FTEH AR — ST\ E
NEUR

* AHT 47 CoPPACLITIE, RDOHFA RT7A4 » LHIBFENSEHINLET,
° Cisco Nexus 9200 >V — X A A v F TlL, AX¥ T (v 7 CoPPACL DL ZHEHALE7,
° 245 427 CoPP ACL 1%, $72% CoPP 7 7 Al ~ v B 7/ T& £7,

Tk Aartu—/L kY (ACE) #EHEL7VHIFRL TAXT 4 v 2 CoPPACL
B2 X TEERA,

°CoPPACLIZAZT 4 v 7 ACLOY T AN VI RHEHEE, ZOXATDNTT 4w
JIZK L Cwy B 7 3NET, 7£& 21, ACLIZ acl-mac-stp 7 A U U 735 &
NTWAEE. STP FT7 74 v ZIXZDACL DY 5 A < v FICHEINET,



| avro—nLIL—rRyLvsnHE
cPPForLrEE

° AKX T 4 v CoOPPACLIZZ A F 2 v 2 CoPPACL L ¥ B S, Z OEESEEIT CoPP
AU —HTOME, REDNERF, 3 L0 show policy-map type control-plane =~ > K
TORRBITITEBRLEEA,

° AZT 42 CoPPACL L CoPP R Y v —IZEHO THBLMENH Y £7T, ZnE{THR
W& CoPP R Y — i s nEJ,

MY

Gx) Cisco I0S @ CLIIZIBIVTWAEE. T DOMEED Cisco NX-0S =~ > RiXHEsR D Cisco I0S =
< RERLRDZEDHDT-DEEDLETT,

CoPP DT 7 A+ )L FEETE

WDFEIZ, CoPP /RT A —F DT 7 )L "NREZRLET,

F1: CoPPINTA—BDT T+ IL FEETE

NS A =5 T4k
FTITFNE R — strict
TR — ORY— xR

Gx) BT 327 5 A <wv X THHR— KX
NBHRY —DF KK 128 TT,

A—)L T 7 U A 1.00

CoPP D% E

Z ZTlE. CoPP DX EHFIEIZOWTHBALET,

O — N O E I_l_I

a2 FA—ILTL—2Y USRIV TDERTE
aryhr—L FL—r R —Darbhu—)L FL—r V5 A 2y FERETAHALENHY F
R
N7 T4y 7 BT DI, BFO ACL IZESW Ty hE2BELET, ACLF—U—F
® permit 35 X W deny 1, MAEFRHCITEH SN ET,
IPX— 34 (IPv4) BEORIP X—=T 326 (IPv6) Oy MR LTHRY —%%ETE
£
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B - ro-nJL—ri327vT0EE

av kA= TL—rRYUVTDEE

([FC&H BRI
77A<yT7WNTACEE y b AU Z 2T 25613, PACLARELTHDL I L adL
£7.
FIRDOHME
1. configure terminal
2. class-map type control-plane [match-all | match-any] class-map-name
3. ({E£E) match access-group nameaccess-list-name
4. (f£%&) match exception {ip | ipv6} icmp redirect
5. (fE&) match exception {ip | ipv6} icmp unreachable
6. ({£&) match exception {ip | ipv6} option
7. match protocol arp
8. exit
9. (f£#&) show class-map type control-plane [class-map-name]
10. ({£%) copy running-config startup-config
FIEDFEHE
ARV FFERERET7TIVa Y EL:y
ATFvT1 configure terminal Ja—)ary 7 4 FXFalb—raryE— REREEBLE
TO
i -
switch# configure terminal
switch (config) #
2Ty T2 class-map type control-plane [match-all | aryir—N = I IFATyTEREL, 7T
match-any] class-map-name 2wy F Ay I 4 F¥al—ar B— REPEBLE
T, T 7 AN ND Y T A—E|L match-any T, £ Al
- , R 64 XFT, RXFEPLFEXKM S NET,
switch(config)# class-map type
control-plane ClassMapA GE) class-default, match-all, & 7213 match-any %
switch (config-cmap) # _ ,
7 TRy THIMEHATEEE A,
ATv 3 match access-group nameaccess-list-name CE=3)
IPACL O~ v F o 7 &2fELET,
fAi . . e b
switch (config-cmap)# match access-group GE) ACL ¥—U— ]\ 2 permlt i‘) N0 deny u:‘
name MyAccessList CoPP R EHFIZITEMR I N FE T,
ATFvT4 match exception {ip | ipv6} icmp redirect (L5E)

{1 -

switch (config-cmap)# match exception ip
icmp redirect

IPv4 £721X IPV6 ICMP U ¥ A L 7 RSk R4 D
v F U ERELET,

[ ] Cisco Nexus 9000 &) —X NX-0S X2 l)T 4 22T F¥al—2a> A4 K Y )—R1x



| avro—nLIL—rRyLvsnHE
arhka—iLITL—2RYL—I v TOERE II

ARV RFERERT OV a Y =]
&AL match exception {ip | ipv6} icmp unreachable | ({T-i)
IPv4 £ 7213 IPv6 ICMP RIEARFEGISN N7 > h D~ v F
Bl YT REELET,

switch (config-cmap) # match exception ip
icmp unreachable

ATvT6 match exception {ip | ipv6} option EE)
IPv4 7213 IPV6 ICMP A7 > a U sk v v~
i Fr T ERELET,
switch (config-cmap)# match exception ip
option
ATy T1 match protocol arp IP7 RLAfRP-7 1 =)L (ARP) BLOWT FL=x
gk 7w k=)L (RARP) /X7y FO~ v F o T &t
fA ELET,
switch (config-cmap)# match protocol arp
25w T8 exit VI A~y S a7 4 Xal—arE— REKTL
ESr N
{51

switch (config-cmap) # exit
switch (config) #

ATvT9 show class-map type control-plane ()
[class-map-name) A== I IFTAR YT OREERRL
e 8
i -

switch (config)# show class-map type
control-plane

ATv710 copy running-config startup-config EE)
Firar74Fal—vark A¥—K T vTar
K T4 F¥al—varilar—LET,

switch (config)# copy running-config
startup-config

O [¢] ~ O E |
arkA—)L L= RO —IT Yy ITNETE
CoPP DRI v — v T HERETIHIVLENHGDET, R v— <~y IEIRY T RTA—H
BEDET, VITADRY Y —E2RELEDNST-8E. WOTF 74V EBRRESNET,

* 50 X > kb (PPS) T, /S—R& ME 3237w & (Cisco Nexus 9300 & 9500 'V — X%
FL O8N 3164Q. 31128PQ. 3232C, I KTV 3264Q A A v F)

w1502y kb (kbps) T, /3—A KE32,000 341 K (CiscoNexus9200 2V — X A A v
¥)
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B arvkA—L IL—rRY— IV TOHRE

[T L& BHIIC

av kA= TL—rRYUVTDEE

aryha—F—=r IRy TIRRELTHDLZ L2 LET,

FIRDOHE
1. configure terminal
2. policy-map type control-planepolicy-map-name
3. class {class-map-name [insert-beforeclass-map-name?2] | class-default}
4 KkonwFhroawy READLET,
* police [cir] {cir-rate [rate-type]}
* police [cir] {cir-rate [rate-type]} [bec] burst-size [burst-size-type]
* police [cir] {cir-rate [rate-type]]} conform transmit [violatedrop]
5. ({E&) logging drop threshold [drop-count [levelsyslog-level]]
6. ({LE) setcoscos-value
1. exit
8. exit
9. ({EE) show policy-map type control-plane [expand] [nameclass-map-name]
10. (%) copy running-config startup-config
FIEDFH
AU RFEREETIVa Y B8
ZFwv 1 configure terminal Ju—)ary7 4 Xalb—ygry T— REBBLET,
i -
switch# configure terminal
switch (config) #
ATvT2 policy-map type arvbar— L TL—r R = vy TEREL, K —
control-planepolicy-map-name vy AT 4 Fal—ar B— REEBLET, KU
U= vy FAITEK 64 LF T, RICFE L/NCRIER A E N
i - £
switch (config)# policy-map type
control-plane ClassMapA
switch (config-pmap) #
2Ty T3 class {class-map-name ayvie— FL—r V5AyIEERITTI TA T T+

[insert-beforeclass-map-name?2] |
class-default}

11 -

switch (config-pmap) # class ClassMapA
switch (config-pmap-c) #

LNEEIREL, aryhr— L FL—r V53R a7 41X
L—yay B—RFEBBELET,
class-default 7 7 A = v 7%, IR —~<v T DI T A
~v 7 UANOKRRBITALELET,
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arvkA—L TL—rRY— IV TOHRE [ ]

AU RFEEETIVa Y

Be

ATvT4 ROVWFRILOa= P2 AN LEY, BERHLY—b (CIR) ZfELET, A7 1 — M
* police [cir] {cir-rate [rate-type]} ROLEBYTT,
« police [cir] {cir-rate [rate-type]} [be] * 0 ~ 268435456 pps (Cisco Nexus 9300 & 9500 U — X
burst-size [burs[-size-type] BIO 3 164Q., 31128PQ. 3232C, B X @3264Q AA
* police [cir] {cir-rate [rate-type]]} 7)
conform transmit [violatedrop] * 0 ~ 80000000000 bps/gbps/kbps/mbps (Cisco Nexus 9200
V=X AL v F)
i - _ . . GE) CiscoNX-0S VU U — 2 7.0(3)I4(1) LAFE Tl%, CIR ®
e h T apme) § potice cir 52000 L— MERIZ0 N HasE D £, TRLFIOY U —
ATIE, CIR DL — M 1 2 DiaE D £,
Bl - COEEOLTDHENTy bERr Yy T LET,
switch (config-pmap-c)# police cir 3400 |FRE/N— A b (BC) OFPHIIKD LB Y TT,
kbps bc 200 kbytes
* 1~ 1073741 7~/ > b (Cisco Nexus 9300 & 9500 >V —
AB IO, 3164Q. 31128PQ. 3232C, B LT 3264Q %
1A v F)
* 1 ~ 512000000 bytes/kbytes/mbytes (Cisco Nexus 9200 2
V=X ZA v F)
conform transmit 7 7 > 3 L, X7y FEIEELET,
GH) [@ U CIR IZ BC & —E (conform) 77 ¥ a v Zff
ETEET,
ATFwTH logging drop threshold [drop-count =)
[levelsysiog-level]] Ry 7 &Ry hOLEWEZFEEL, Fry 75
BE LT LEWEZE 2 725G, Syslog 4 L £7,
¢l LR e drop-count B2 DI IE 1 ~ 8000000000 /31 T,
iﬁieghéfﬁnlég prap=e)f Logging drop syslog-level 313 OFIHIZ 1 ~7THY ., T 74/ b LU
4 ‘(:\—g—o
ATv 6 setcoscos-value UEE)
802.1Q CoS fEAZfFE L £¥, AT 0~7 T, 7
i : 7 v MEIX 0 T
switch (config-pmap-c)# set cos 1
ATvIT1 exit RV ==y 7 T7R2Aar74FXal—valET— Rk
T L/iba‘o
i -

switch (config-pmap-c) # exit
switch (config-pmap) #
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B - ro—JiL—r9—ExRUs—n

%!5
Il

arvka—)IL TL—=rRYDUITDERE

AU RFEEETIVa Y

Be

ATvT78 exit RV —~<=v 7 ar7 4 ¥al—vary v —FEKTLE
‘é‘o
i -
switch (config-pmap) # exit
switch (confiqg) #
ATvT9 show policy-map type control-plane UEE)
[expand] [nameclass-map-name] aryha—L T =R =y T OREERRLET,
i :
switch (config)# show policy-map type
control-plane
ZFw 710 |copy running-config startup-config (F)

1 -

switch(config)# copy running-config
startup-config

FiTar74Falb—rark, AF—bTvT arry
Xal—vavizav—LFE7,

Oy k=)L TL—2H—ERRYO—DHRTE

CoPP#—E A RY L —IZKH LTI DOFEFRITIERORT L — v FE2RETXET,

MY

GE)

CoPPRY > —ZLEHLCPPDOIAZ LR —ZFBALLIE LSS, "—FU=TH

TIEHET Iy 7 ELTRESIL, RDA Yy E—VREREINET,
This operation can cause disruption of control traffic. Proceed (y/n)? [no] vy
2013 Nov 13 23:16:46 switch %$ACLQOS-SLOT24-5-ACLQOS NON ATOMIC: Non atomic ACL/QoS policy

update done for CoPP

2013 Nov 13 23:16:46 switch $ACLQOS-SLOT23-5-ACLQOS NON ATOMIC: Non atomic ACL/QoS policy

update done for CoPP

2013 Nov 13 23:16:46 switch $ACLQOS-SLOT21-5-ACLQOS NON ATOMIC: Non atomic ACL/QoS policy

update done for CoPP

2013 Nov 13 23:16:46 switch %$ACLQOS-SLOT25-5-ACLQOS NON ATOMIC: Non atomic ACL/QoS policy

update done for CoPP

2013 Nov 13 23:16:46 switch $ACLQOS-SLOT26-5-ACLQOS NON ATOMIC: Non atomic ACL/QoS policy

update done for CoPP

2013 Nov 13 23:16:46 switch $ACLQOS-SLOT22-5-ACLQOS NON ATOMIC: Non atomic ACL/QoS policy

update done for CoPP

2013 Nov 13 23:16:46 switch %ACLQOS-SLOT4-5-ACLQOS NON ATOMIC: Non atomic ACL/QoS policy

update done for CoPP

[T L& BHIIC

ay b= L= R =< TRRELTCHDL I EEMRLET,

Jl Cisco Nexus 9000 ) —ZXNX-0StEFxal)Tqs avTasF¥al—ar A4 RFY)—R1x
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avka—L - y—ezx Ky v—o%E I

FIROWE
1. configure terminal
2. control-plane
3. [no] service-policy input policy-map-name
4. exit
5. ({E&)  show running-config copp [all]
6. ({EE&) copy running-config startup-config
FIEDFEHE
ARV KRFERETI VA Y EL:y
ATy configure terminal Joa—s ) ar7 4 ¥al—iay T— RelaLE
—é—O
i -
switch# configure terminal
switch (config) #
ATvT2 control-plane aryrep— L Fl—rar7 4 X¥al—yalrET— K%
Bt L E7

1 :
switch (config)# control-plane
switch (config-cp) #

ATvT3 [no] service-policy input policy-map-name | A\ +~5 7 ¢ 7 ORY —~< v FEIEELET, R —
< v ITREEH LHEEE. COFIEEBRYIKLET,
& -

switch (config-cp) # service-policy input CoPP %%4 ‘IZ*-j/l/K‘ﬁ“E) ZEigTE iﬁho DA
PolicyMapA v REnEXTANTDHE, Ny MIIED S0/ »
DL — IR R AV E T (CiscoNX-OS U U — R
703)2(1) LV ED « FHETT— A vb—URERIN
F£9 (CiscoNX-0S U U—2 7.03)I2(1) LAKE)

ATFvT4 exit ayhfEr— LTl —rar74Xal—arEF— K%
BTLET,
B :

switch (config-cp)# exit
switch (config) #

ATvT5 show running-config copp [all] CE=3)
CoPP REZFR L ET,
11 :
switch (config)# show running-config
copp
ATvT6 copy running-config startup-config 3
FITary 74 Xal—valEBAX— Ny arry
i - Fal—railavr—LFET,

switch (config)# copy running-config
startup-config

Cisco Nexus 9000 & ') —XNX-0S ¥ ) T4 a2 T4Fal—2avHA4FUI—X1x i



avrao—LFL—rvRyLLI0BEE |
B S h—FCLDCPPORT—L 775 2DBE

SAUN—KZTEDCPPDRY—IL T 7 3DETE

FGALVII—FRZTEDCOPP DR —)v 77 7 B ERETEET,
A=)V 77 7 ZADOHREIL. BFEDTA 2 — RIZ#EA 372 CoPP DR Y o —D R Y H— L —
rORr—Y IR ENET, ZITANEIL0.10 ~2.00 TY, FHTEDOT A h— izt LT
HAED CoPP AR Y o —2EFETIC, KUY — L—  E2EMEFITEETEEST, 2EITTCIC
BohE b0, CoPPARY v—%2FEHTA2XLETIHY T A,

FIEDHE
1. configure terminal
2. control-plane
3. scale-factorvaluemodulemultiple-module-range
4. ({EE&) show policy-map interface control-plane
5. ({E&) copy running-config startup-config
FlED
AR NFEERTIVa Y B8
ATy I1 configure terminal Jua— a7 4 Xal—2 g F— REBRBLET,
i -
switch# configure terminal
switch (config) #
ATvT2 control-plane arvira—LFl—rar7 Xal—varET—F%

BAtE L9,
11 -

switch (config)# control-plane
switch (config-cp) #

2Fwv T3 scale-factorvaluemodulemultiple-module-range| 5 ( > J1— R 2L IR ) H— L— NE2RELET, FFaf
ENTART—N 77 7 ZAEIF0.10 ~2.00 TF, A7 —/L
K 77 I ZERRESN TV DEE, R VU ZEICIEE
Sriten(confiamep) b scalesfactor 110 | Loy 5 R 77 2 S ESTASHL,
EDEY 2a—/MITRTFIVTSNET,

T 7 FN MDA =) 77 7 ZE 1.00 IZEFIZIE, no

scale-factorvaluemodulemultiple-module-range 2~ >~ K % fifi
H3 %7, scale-factor 1 modulemultiple-module-range =~
Y REEHLUCHIRIIIZT 74V NDR T —)V 77 7 %
fili% 1.00 (23 E L E 7,

[ ] Cisco Nexus 9000 &) —X NX-0S X2 l)T 4 22T F¥al—2a> A4 K Y )—R1x
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Fortocrp Ky s—oxEEraEEn [l

ARV RFERERETI VY =]
ATFvT4 show policy-map interface control-plane CE=3)
CoPP R U =M Sh DL EICEM SN D A 7r—1
i - Ty A EE R LET,

switch (config-cp)# show policy-map
interface control-plane

Z2Fv 5 copy running-config startup-config EE)
Ffrar74¥alb—vark AF—K Ty arry
i - Fal—rarizavr—LET,

switch (config)# copy running-config
startup-config

T4 bD CoPP R Y S —DEFEE - I3 E

DT 7 F I/ FCoPPARY —IZEH LY, RILT7H/VFCoPPARY —%2FHEALZYT5

ZENRTEET,
FIRDOHE
1. [no] copp profile [strict | moderate | lenient | dense]
2. ({EE) show copp status
3. (fF&) show running-config copp
FlED

ARV RFEEET7TI 3 Y B8

ZFw 71 |[no] copp profile [strict | moderate | |CoPP ~2 | 75 75 ¢ % AU o —Z ¥ L £,

lenient | dense] . . .
CoPP 2T 4 E—TNIZTHZ LI TEERA, ZDa~v %

. no B TATIT 5 & /54 MR 50 /37 5 ho L— L
switch (config)# copp profile Bﬁﬁﬁﬁﬁéj’biﬁ‘ (CiSCO NX-08 J Y —= 7.0(3)12(1) =0 ﬁﬁ) ) *
moderate =7 — Ayt —URERINET (CiscoNX-0S U U —2R

7.003)12(1) LLKE)

2Ty T2 show copp status (EE)

Btk DREIMERS L OZDRT —H 272 L CoPP DAT —4 A
i AFRLET, ZOavr RaFT35L, CoOPPRA L TFT 7

switch (config) # show copp status

F4ARY—PRar ha—L FL—CT X v FERNTNS
I EERMERTAIEDLTEET,
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B cPPRZFT5HFARAY—DaE—

av kA= TL—rRYSUTDERTE

AT RFEREERTOVa Y

E:g)

ATvT3

show running-config copp

i
switch(config)# show
running-config copp

(EE)
FITa 7 4 X2l —a ND CoPP REZR R LET,

COPPARR T30 T4 RAKRYI—DaE—

CoPP R K 7T 77 4 A RY I —IHARYEHTT, ZOREELEETIHAIT, Tz

V= ORENRH Y £,

FIROHE
1. copp copy profile {strict | moderate | lenient | dense} {prefix | suffix} string
(fE#&) show copp status
3. (f£#&) show running-config copp
FlED
ARV RFEREETO3 Y El:g)
2Tv 1 copp copy profile {strict | moderate | CoOPP XA KN 75905 4 AR —Dabt™ —%E{ElR LET,
lenient | dense} {prefix | suffix} string e . .
CoPPIX, HEELLET VL7 4 v 7 AFERIEY T 4 v 7 ADFT A
Bl TDITARYyTBIOKR) v— v~y TOARIEEEL LE
switch# copp copy profile strict 7ro
prefix abc
ZF7wv7F2 |show copp status (55
BEDOREIMEL L OZEDAT =X A72 L CoPPD AT —X4
i - AERRLET, ZOavr REFETTLHE, av—3hk
switend show copp status KYo—Bay ba—n L= cT 4 v FERTORNED
EEERTHZELTEET,
ATFvT3 show running-config copp UEE)

1 -

switch# show running-config copp

AE—SNERY —REE G, EITa T4 Fal—Ta
VHN®D CoPP HEZFRLET,

Jl Cisco Nexus 9000 ) —ZXNX-0StEFxal)Tqs avTasF¥al—ar A4 RFY)—R1x
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CoPP O

=
=374

E DHERR

corpoEnRRE I

CoPP DREFMAFRT DITIE, ROWTNPOIEELITNET,

av Uk

E:g)

show policy-map type control-plane [expand]
[namepolicy-map-name)

o ha—L FL—r R
Vv EEET S TR
~v 7. BLXUCIR & BC Ofi
BERIALET,

show policy-map interface control-plane

RY —DfEE BT 57 T A
~ v/, BIXORY —TLF
iZ7 A~y TTED RKa

ThRFRINET, £7o., CoPP

AU —nEH SN TGS

X, AT — 77 7 BAELE

RENET, AT—)v T 77

ZENT 7 0k (1.00) D

BREFETRINEREA,

GE) Alr—)v T 7 A
I%. CIR & BCDfE %
KT 2 — L THER
AICET L9208,
T 4 AT VAR
ENBHDIE, RES
7= CIR & BC Offi
DHTT, T a—
JVICEBRICHA S
HEIL, Ar—L
75 I RICEREMEE
7 fETd,

show class-map type control-plane [class-map-name)

DT TRy TN, R
SNTWAHACL &, a2
fa—L FL—r 7T A<y
TOREERRNLET,
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avyU R
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show copp diff profile {strict | moderate | lenient | dense} [prior-ver]
profile {strict | moderate | lenient | dense}show copp diff profile

225D CoPP XA N X775 4
ARY —DEWEFRLE
—a—o

prior-ver 47> 3 U EARE L7
WIS, Zoawy N, BIE
BHENTWD2OoDF 7 41
KD CoPP DA NTZ 7T 4
A2 RY — (BIEEH SN T
WD R 72 AR Y >— b BT H
SNTWLHFRREDRY > —7p
E) OERLERRLUET,

prior-ver "7 a Y EETE LT
BA. Zoawr RiE, BiEHE
HEnTnad7 7410 bD
CoPP XA NTFZ V5 4 AR
T—ELRNCHEH L7eT 7 + v
FDCOPPRANTFZ 7T 4 A
R —DENEFRRLET
(BUEME A S QWD 7R
U — L LR L7z Y
=)

show copp profile {strict | moderate | lenient | dense}

JIABLIORY—EL &b
\Z. COPPRA KN T35 4R
RY —OfE £ R LET,

show running-config aclmgr [all]

a7 4 ¥2b—varm
I—PEEICLDT 7 EA 2
v hrue—L JUZ K (ACL) %
FoRLET, al A7 v a %
T 2L, FTarT7 4%
L—ya DT 7k (CoPP
BRE) & a—PERIZLHACL
DWW INFRZINET,

show running-config copp [all]

FiTar 74Xl —ra N
D CoPP REXF R LET,
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avyU R B#

show startup-config aclmgr [all] 2B — KNy a7 4 Fa
L—yarOa—YREICLD
TIRAarbte—n XL
(ACL) ##/RL %7, all &
FrarEFEHTLE, AZ—
Ny Far7 4 ¥al—3
Y OF 7 4V b (CoPP i%JE)
La—PERKICL D ACL O

FNFRINET,
S o = —
CoPP ERERT— 3 ADKRT
FIEDHEE
1. switch# show copp status
FIE D
ARV RFEEETI 3y =[]
ATvT1 switch# show copp status CoPP HEREDRREAT —H A F£rm LE T,
RIZ, COPP HEAT — X A% R T HHERLET,
switch# show copp status
— -~ »
CoPPDODE=ARY >
FIEDHE
1. switch# show policy-map interface control-plane
FlEDFH
ARV RFERRTI Y =)=y
Z2Fwv T switch# show policy-map interface | ] X 117 CoPPR Y > —D—FTHAHTXTH 7 T A2 LT, /3
control-plane I b LSV OREERE R LET,
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B crrsEtEROI YT

aARVEFEREETIVa Y B &Y

et #IL. OutPackets (=¥ hr—/L 7 L — ATk LCHFA ST
/3 ) & DropPackets (L— MMIRIZE > TRy 7S Ty
M) WL THRELET,

WIZ, CoPP =X T 20 LET,

switch# show policy-map interface control-plane
Control Plane

Service-policy input: copp-system-p-policy-strict

class—-map copp-system-p-class-critical (match-any)
set cos 7
police cir 19000 pps , bc 128 packets
module 4 :
transmitted 373977 packets;
dropped 0 packets;

CoPP ffE&TIFERD Y ) 7

FIEDHEE
1. ({£%&) switch# show policy-map interface control-plane
2. switch# clear copp statistics
F D 8
AU REREEFT7TIVa Y B8
& A switch# show policy-map interface eSS
control-plane BUEHA STV D CoPP Y v —B L0 AT
L DOFFHEHR AR T LE T,
2Ty T2 switch# clear copp statistics CoPP #iattE®AZ 7 V7 LET,

WIZ, A v H—T A ABREET, CoPP#aHEHRA2 27 )V 7+ 45052~ LET,

switch# show policy-map interface control-plane
switch# clear copp statistics
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avkE—L TL—2 RY LT OBRE

TE 1

Z ZTiX. CoPP DFREFIEZ R LET,

CoPP DX E A

KIZ, TP ACL & MAC ACL 2fEH 9% CoPP 2 ET HHlz R~ LET,

configure terminal
ip access-list copp-system-p-acl-igmp
permit igmp any 10.0.0.0/24

ip access-list copp-system-p-acl-msdp
permit tcp any any eq 639

mac access-list copp-system-p-acl-arp
permit any any 0x0806

ip access-list copp-system-p-acl-tacas
permit udp any any eq 49

ip access-list copp-system-p-acl-ntp
permit udp any 10.0.1.1/23 eq 123

ip access-list copp-system-p-acl-icmp
permit icmp any any

class-map type control-plane match-any copp-system-p-class-critical
match access-group name copp-system-p-acl-igmp
match access—-group name copp-system-p-acl-msdp

class-map type control-plane match-any copp-system-p-class-normal
match access-group name copp-system-p-acl-icmp

match exception ip icmp redirect

match exception ip icmp unreachable

match exception ip option

policy-map type control-plane copp-system-p-policy

class copp-system-p-class-critical
police cir 19000 pps bc 128 packets conform transmit violate drop

class copp-system-p-class-important
police cir 500 pps bc 128 packets conform transmit violate drop

class copp-system-p-class-normal
police cir 300 pps bc 32 packets conform transmit violate drop

class class—-default
police cir 50 pps bc 32 packets conform transmit violate drop

control-plane
service-policy input copp-system-p-policy

CoPP 7 T A% AER L., ACL %#BHHAT T 21213, RO EHICLET,

class-map type control-plane copp-arp-class
match access-group name copp-arp-acl

CoPP RNV v —I27 T AZBIMNTHIT1E, ROXIIZLET,
policy-map type control-plane copp-system-policy

class copp-arp-class

police pps 500

CoPP D% 7E 5l
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YT YT AT 4T 4I2&BTIHILECPPRY O—DERE
F-IEHEER

Tty N Ty a—F 4V TF A BHEHLTCO PP DF 74 N RY L —5FiEAT 02 RITEL
i‘ﬂ—o

switch# setup
--—- Basic System Configuration Dialog ----
This setup utility will guide you through the basic configuration of

the system. Setup configures only enough connectivity for management
of the system.

*Note: setup is mainly used for configuring the system initially,
when no configuration is present. So setup always assumes system
defaults and not the current system configuration values.

Press Enter at anytime to skip a dialog. Use ctrl-c at anytime
to skip the remaining dialogs.
Would you like to enter the basic configuration dialog (yes/no): yes
Do you want to enforce secure password standard (yes/no) [y]: <CR>
Create another login account (yes/no) [n]: n
Configure read-only SNMP community string (yes/no) [n]: n
Configure read-write SNMP community string (yes/no) [n]: n
Enter the switch name : <CR>
Enable license grace period? (yes/no) [n]: n
Continue with Out-of-band (mgmt0) management configuration? (yes/no) [y]l: n
Configure the default gateway? (yes/no) [yl: n
Configure advanced IP options? (yes/no) [n]: <CR>
Enable the telnet service? (yes/no) [n]: y
Enable the ssh service? (yes/no) [y]: <CR>
Type of ssh key you would like to generate (dsa/rsa) : <CR>
Configure the ntp server? (yes/no) [n]: n
Configure default interface layer (L3/L2) [L3]: <CR>
Configure default switchport interface state (shut/noshut) [shut]: <CR>
Configure best practices CoPP profile (strict/moderate/lenient/dense/skip) [strict]:

strict

The following configuration will be applied:
password strength-check
no license grace-period
no telnet server enable
no system default switchport
system default switchport shutdown
policy-map type control-plane copp-system-p-policy
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coppicias pemiEsk I}

Would you like to edit the configuration? (yes/no) [n]: <CR>

Use this configuration and save it? (yes/no) [yl: vy

switch#

CoPP [ZEHY 4 :EMM1EHR

Z ZTiX., CoPP OFEIEEIZET 2 BMFEHRICOWTHHA L £,

EEEE

I=—aF7ILA3A LI

FA R

[ Cisco NX-OS Licensing Guide ]

2

T4
R

24 kL

RFC 2698

['A Two Rate Three Color Marker.]
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