FSOIWNSa—T 4 TDY—ILEFER

AV U RIA A VE =T 2 A ADNT TNV a—T 47 avr K (13=)
CRET AN B3R—=Y)

cCLIT Ny 7 (4°—)

Ping}3 JX O Traceroute (5 ~<—17)

¢« 7T EABLNCPUDE=XY 7 (7T—)

e FUR— REEn X ZOMH (10 <—3)

« ZWrOfEH (10 ~—2)

o FLAIA F AL TV D Event Manager DfEH (11 ~=X—3)

e Ethanalyzer D] (11 ~—)

SNMP 8 L TYRMON O 7AR— K (22 X—2)

« PCAP SNMP /X—H—Dffi ] (22 ~X—)

* RADIUS Z#FIff] (24 ~—2)

« syslog DfEf (25 ~—27)

« SPAN Offiff] (26 ~—2)

« TN— E—aVBEREOEH (27 X—)

ewatch 2~ FOEH (27 *—)

c NI TN a—T 4 T DYV FiEROBNSE (28 X—)

~ N ~ ~ — g ~ —
ARSI AA =D A ADES TN a—T 4«
N » N N
g av vk
av RIA A F—T 4 A (CL) #fFHTHE, v—rary— a2 FHLT, £
721X Telnet 7213 EF =27 =/l (SSH) By aZHEHLTCYE—FTCHTERBIO®E=4
TZ £, CiscoNX-OSCLI (Z}%. CiscolOS Y 7 U =TI~y RESEHH VY | RIK

V7 show 2~ K, v v Fa—HF FR— b BIOR—AR—2DT 7 & AHl#H i
bHoTWET,
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SIS a—TF a0 TDY—ILEFER
B zettrzon—avor

EHERRITIE, BEREORRE, AT —H A, N7 3 —< R BT HEHRERMT S show 2+
RAHBEENTWEY, F2, ROa<w REFHTHE, EHICHFELWVEREERTHZ L
MNTEET,

sshowsystem=1 7, =7 —, BIUINEZEL VAT ALbDarR—xr MIET 5
fEmz it L E4, showsystemerror-id 2~ > FZH L, a~vr Nk, =5—a—
ROFEMARE TEET,

switch# copy running-config startup-config

[ H S H 4t 4] 1008

2013 May 16 09:59:29 zoom %$ VDC-1 %$ $BOOTVAR-2-AUTOCOPY FAILED: Autocopy of file
/bootflash/n9000-dk9.6.1.2.I1.1.bin to standby

switch# show system error-id 0x401e0008
Error Facility: sysmgr
Error Description: request was aborted, standby disk may be full

BEEFzyvh—aTU R

CiscoNX-OSiZlX, Y7 h =T HRREELE N— R = 7T IREEEBIET 2EAET v I—a~
FRHEBESINTWET, AT = v 1 —DFERIX, PASSED F£ 721X FAILED & L TRtk S
F7,

2013 Nov 1 16:31:39 switch vshd: CC_LINK STATE:
Consistency Check: PASSED

Cisco NX-OS I, ROBEEMF = v h—% PR —FLFET,

» show consistency-checker 12 module module-number : %8 L7= MAC 7 KL AR Y 7 b T =

TEN—RU=THT—HBLTWLZLaMRB LET, o, N—FU=TIAHET D0
VT R =TI FELRWBNT Y & A= R = TIfFELRRV= > R Y &R
SNET,

+ show consistency-checker 13-interface module module-number [brief | detail] : €Y = —/LND
FTRTDA L F =T =24 ADLAYIFREL, N—FU=7DL3VLAN, CML 7 7 7,
IPv4 4 x—7 /L, VPNID ODFRELZMRLET, ZOa~vr NI, WA F—T7=A X
BLOKR—FFrXNO—HMTHIA X —T = A AIX L THRELET, BT 15—
Tz A AIHEESNVER A

« show consistency-checker link-state module module-number [brief | detail] : <& = —/LNDF
RCDAVE—T 2 A ADY 7 v =T V7 REE NN~y =T VU7 REELEHRAL
EJCaN

» show consistency-checker member ship port-channels[interface port-channel channel-number]
[brief | detail | 7 X THOEY 2—/LDON— KT =T DR—k F¥ x)L AL R— Tk
Fxyv 7L, Y7 MU =TIRETHRIEL 7,

+ show consistency-checker member ship vian vian-id {native-vlan | private-vlan interface {ether net
slot/port | port-channel number | native-vlan}} [brief |detail] : ¥ 7 F 7 =7 ® VLAN A > /73—

B B rSoLva—FavInoY—LETER
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wgzo7L |

O TWN— R 2Tl T AINTHWALDLRERILTHLZ EZHBILET, F
7. STPBLKIRRED A L F —T = A4 AL EH L £,

« show consistency-checker racl {module module-number | port-channelsinterface port-channel
channel-number | svi interfacevlian vian-id} : /~»— Ko =7 & Y7 k7 = 7 [ IPv4 RACL
TarZ I 7 O—EBMEEREEL, <label,entry-location> X7 [I/NN— R =T & Y7 h U
TOET—ELTWET,

s ZDaw Y R, BV NI LN EIND E, FDEY 2 — DT XTOYHE
A B —T A AD IPvd ACL DELSM AR L E7,

CFFEDR— b Fy N TIOavwy R T &, §XTO A N— KF— h 23R
RESIVET,

cFTARTOR=F Fr N TIOaYy FENUHT &, Zoa~ 2 ik ACL 73 H
ENTWDHAR—F Fr VT IR LET,

CE)  HfE., Zoa<r RiE, IPvd BLX OV IPv6 ACL ZHiEEE$, 37
A B —T 2 A ATRIEETIZ, BfiT&ET 7 arBN—HT5
NEIDERIELEE A,

« show consistency-checker stp-statevlanvian-id : ¥ 7 U = 7 DA/ X=2 7 > U —DIRfE
W =Ry =7 TTurI I 7 SNIREBERILNE S pafilLES, Zoawy
RiE, 8fEh (7o) O F =T A ATORETINET,

HmEIT7AI

WERL 7 7 A MIZIE, Cisco NX-OS 7731 X EOMREZ MRS 5 72 DI 415 Cisco NX-0S
Ay FRMRAFESILE T, CiscoNX-OS (Zid, FEITHE A X — 7 v 7RO 2 A H Y
F9, TAA AL, BEFHCAXY - T v T a7 4 ¥ a2 L—3 3 (startup-config) % {5 i
LT, Y7 hU=THEEHELET, FfT72 7 4 F =2 —3 3 (running-config) (213,
AL = Ty Far74Xal—ar Ty A IK LT CBUEDEENRIFSNE T,
BREEERTHANS, BET 7 ANDN I T v TEERLTLIIESN, 207 4 Fal—
Yay ZrAMIVE— RNy I T T TEET, AT 4 Fal—var Ty A
IVOFERIZ W TIE,  [Cisco Nexus 9000 Series NX-OS Fundamentals Configuration Guide] % 2
MLTLESW, o, RET 7 ANDF = v 7 RA 2 hab —z2Ekd i, MENEEL
THEAEIle— ANy 752 TEET, =Ny ZHRRIZOWTIE,  [CiscoNexus9000
Series NX-OS System Management Configuration Guidel]l & L T 72 &0,

CiscoNX-OSHREIX, A¥— T v T arv 7 4¥al—r a7y A MW a v 7 2T
HZENHYET, FNIC, WERICKVIER SN TZr v 7 BHIBRENTIZE S TNWDLZ R H
V £7, system startup-configunlock =~ > K&fEHL, LT, Zhbory s ZHIBRL T
7ZEW,
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FSTLYa—FavIDY—LERER |
- IR

CLIl 7/\v 45

CiscoNX-OS 1. Ry "IV —2U 2T 0T 4TI RT TNV a—T 4 7T HIEDDIRERT
Ny JHtet Y F2YR—F L TWET, CLIZEH LT, F¥iEOT Ny VE— R A2
L. UZAEA LTHEEENHE T 0 haLGmoT7T 75 4 ©F5 4 n 72 F R T ET, %
ny x NUIIEFALARZ L TREY  REIAICY A FENET, CLLE—/L A H =K A
AL CTT Ny JHE~OT 7 B A% HIR L, v — VB TT 7B A& 5ETE £, debug
avw U RIZU T AE A LMERERRTHOICK L, show 2~ RiE, BEE#RE Y 724
LEHE —EFRRTHIDICERALET,

FE debug =~ REFHEHAL. TEXAHDF., YAaDT 7 =h) P R— MEYEEORRNH - T-
GAIcBonET, —#ddebug 2~ NiERy N —27 N7 35—~ A BEE 52 5 7]
REPERN 8 225 T,

)

CE) TR T Aokv—F, Bilhul 77 A VCERETEET, v 7 A ME, T I H
Ty — VIR ETH L L LEET, WHERES TY,

AT a v EMEHT L L AEEOKRETHERRIRER A T Y a VEARRTEE T, FEEOT Ny
THIIMZ T, AMEnfza~vr R licn s = P MERESNE T, T3y 7
L. B—A N TN REMOBEET NA AR THELLET VT A ET A DEA LAT L THE
TAT Y NFERSIVET,

TNy THREEEH LT, A XV b, WAy E—Y, BLOYr haLmTd—%28C&x %
T, 2L, EBERECT ANy 2—T 4 VT 4 ZHEHTLEAIIERENSLETT, —HD
FTraiEt, v —IKEBEDA vy E—CEH LY, 2y MU RT7 p—< U R|Z
ERpWEE G 2 D[RR H 5 CPUENA XU FNEER L2V 3252 LT, T3 A0
T IR AEGT A AREERH Y FT,

N

GE)  debug =~ R&EAST HHINC, 2% H O Telnet /1L SSHE v 3 Vv &HI 2L 235 L %
To TR T By varBRBEEOHN Y 4+ v RUDIHTF LR 551, 2&BOE Yy v a vk
L Cundebugal ZA1L, Ty Aye—VOMNEEIELET,

TINVT T4ILE
debug-filter ZfEH LT, RERT Ny JHERERINCTEET, a~v o F2EHTLILERNS

V%9, Zodebugfilter a~2 a4 5L, B % debug =~ > FIZ L - THERES
L7y ZERERIRTE £,
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Ping & & U Traceroute .

KIZ, EIGRPhello /X7 v DTNy Z1EREA—V Ry b A F—T =4 X YLIZHIRT S
B2 = LET,

switch# debug-filter ip eigrp interface ethernet 2/1
switch# debug eigrp packets hello

Ping# & U Traceroute
A\

GE)  ping 35 L O traceroute #RE A fEH L C. kit KON A ORI T HMEEZ T 71y a—
T4 LET, INOOMELHENLT, Xy NV =7 N7 —<  ZAOMELFE £ 21
R L7 T2 &0,

ZDIETHA LTV ping 3 X W traceroute =2~ > Kix, TCP/IP % v MU —F% 2 7 ORBED
KT TNy a—F 4 o T o b bEDY—ALD25>TT, ping2—7F 1 UF 1%, TCP/IP
AVHE—Fy NT—7 BT 55051k LT, —#HoTa— ry NeAkLET, =a—
N7y NI SEERICEGET S L, HA—T 4 SN TEE LIRS ET,

traceroute T —7 4 U7 4 LEHEO HFIETEELE TN, Sy INNA Ry P X=X THELET
DRFEDNAZRET HZ L HTEET,

ping D& A

ping=2~ FEfEHL, a~vr FEHT2E&, IPVAL—T 4 7 Xy MU — 27 M THRIE
OISO L OEBE L R TE £ 7,

pingé =~ FAMM L., a~r FaHTL5L, IPV6/b—T 4 7 Ry MU —7fHTH
TE DL~ DR L OBIE A R TE £,

pingt—7 4 V7 4 AT 2L, F—FELFZ U RTFTAASL RV a— A v E—U%EE
TEET, IPvA E72ITIPVv6 7 RLRAEZFRETHZ &I2X D, skic—#HD 7 L— ANEEFT
TFET, INLDOTL—NF, =Ty ET AL RIZEFEL, XA LAX TR AIMENT,
EETICV—T Ny 7 & ET,

)

GE)  Ping=—7 4 U7 4 ZHEMA LT, Nexus AA v FITHER S NIZIP 7 RLATHRy hU—7 X
T =~ AT AN L EEHREINEY A, ALYy TFDIPT RLA5ETOICMP (Ping)
K774 v 271%, CoPP (2 hua—L FL—r R 7)) OfRERD, Fry7aEnbd
ATREMEAN D VD E£7,

switch# ping 172.28.230.1 vrf management
PING 172.28.230.1 (172.28.230.1): 56 data bytes
64 bytes from 172.28.230.1: icmp seg=0 ttl=254 time=1.095 ms

FSTNoa—TFTa0FDY—ILEBERR .
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L—XRIL—

64 bytes from 172.28.230.1: icmp_seqg=1 ttl=
64 bytes from 172.28.230.1: icmp_seq=2 ttl=
64 bytes from 172.28.230.1: icmp_seq=3 ttl=
64 bytes from 172.28.230.1: icmp_seqg=4 ttl=

---172.28.230.1 ping statistics ---
5 packets transmitted, 5 packets received,
round-trip min/avg/max = 1.083/1.121/1.237

kDEA

traceroute 1%, IDOEAEDT-DITEH L E T,

FSTNSa—TFaviov—LEeRER |

254
254
254
254

.083
.101
.093
.237

time=1
time=1
time=1
time=1

ms
ms

ms

0.00% packet loss
ms

cT—H NI T4 v RREH LTy — FEBLET,
« A T (B y THA) ORIEZFELET,

traceroute L —7 4 U T ¢TI, &~y T EIHH I N D 3 A5 &, BHHTE R v 7L
HADNARLTRT HIET, traceroute Z AT 5 &, BETDOT A AL EERITKDLIT
WTF XA ZAD DRI > TR— M2 T A P T £,

traceroute {dest-ipv4-addr | hostname} [vrf vrf-name] =2~ > RiXIPv4d % v b7 — 27 HIZ, tracerouteb

{dest-ipv6-addr | hostname} [vrf vrf-name] ==~ >~

KiZIPv6 v U —Z7 AICERA LE 3, B1E5k

ICERETERWVESIE. NABRHBIC L o TRAREERA M ETERESNE T,

switch# traceroute 172.28.254.254 vrf management

traceroute to 172.28.254.254

(172.28.254.254),

30 hops max, 40 byte packets

1 172.28.230.1 (172.28.230.1) 0.941 ms 0.676 ms 0.585 ms

2 172.24.114.213 (172.24.114.213) 0.733 ms 0.7 ms 0.69 ms

3 172.20.147.46 (172.20.147.46) 0.671 ms 0.619 ms 0.615 ms
4 172.28.254.254 (172.28.254.254) 0.613 ms 0.628 ms 0.61 ms

FEATH D traceroute Z#& 79 HIZiE, Ctrl-C 2L £9,
WD a~r REMEH LT, traceroute DIEE LA v X —T7 = AERETEET,

avy kR

S0

traceroute {dest-ipv4-addr | hostname} [source
{dest-ipv4-addr | hostname | interface} ] [vrf
vrf-name]

1 -

switch# traceroute 112.112.112.1 source vlan
10

FBELFZIPT RLA, RA RN, F7-131
H—T A ANDH D, traceroute /N7 > b D%
BILIPva 7 RLAZRELET,

traceroute6 {dest-ipv6-addr | hostname} [source
{dest-ipv6-addr | hostname | interface} ] [vrf
vrf-name]

1

switch# traceroute6 2010:11:22:0:1000::1

source ethernet 2/2

FBELEIPT RLA, A M4, E2id4 v
H—"T A ANED, traceroute6 /X7 > kD%
EILIPV6 7 L A ZFRE L E T,
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Jotwzssvecrune=4y>5 [

avw vk =E):g]

[no] ip traceroute source-interfaceinterface [vrf | 3 Sz A v & —7 = A ADBEETIP T
vrf-name KL R % KfD traceroute F 7213 traceroute6 /¥
i - 7y NEERLET,

switch (config)# ip traceroute

source-interface loopback 1

show ip traceroute sour ce-inter face [vrf vrf-name] | traceroute M7= DIZRE SN BEETLA v ¥ —
fi T oA AR RLUET,

switch# show ip traceroute source-interface
vrf all

VRF Name Interface

default loopbackl

ip icmp-errors sour ce-inter face interface S XN VBT A AL IE P4

fil 1 : F2IXIPV6 7 R L AZFKiD ICMP =5 — 3
Ty NEARLET,

switch(config)# ip icmp-errors

source-interface loopback 1 F 72, Virtual Routing and Forwarding (VRF)
512 - A AB L ANDALT 4 7 Jb—FTD

' BFD ##%ETHZ L b TEET,
switch(config)# vrf context vrf-blue

switch(config-vrf)# ip icmp-errors

source-interface loopback 2

TAERXBLUCPUDE=Z Y Y
showprocesses =~ > FZEH L., T4, FTHO7m e ABI0ETmEADRAT—F R
AHEGRCEET, a~vr FIEOCERBE ENET,
+PID=7"u1t¥ A 1D
* State = 7' 12 & A DIRfE
cPC=HEOT 7T L hv s (16 #FEX)
e Start cnt= 7" BB AN ZIVE TICBAE (F7IEFEE) ShzBlEk

cTTY = 7 RAZHI#H L T\ DimAKEE., (-] (A 72) X FFED TTY ETHETE
nNTnWaWnWrF—e 2R LET,

* Process = 7 12 & A DL Hi

Tt AOREITKRO LB T,
« D =Hllr7e LTIk (GEH 1/O)

FSTNoa—TFTa0FDY—ILEBERR .



. show processes cpu < > FOEMRA

«R=E17TAE (7% =2—1)

e S={kIErH

«T=hL—RAFEITEIL
Z=HEREL TWWARW( Y rE] )y FrtR

*NR=FEfT&Sh T

FSTNDa—T4 0 TDY—ILERER

cER=FEITENTNARIER, BEITEITIRL TN

\}

G¥) —f%ic. ERREEIE., et 2O FHEBEENR ST 57012,
VAT ANEERALHMLTCEOTOAEAET 4 E—T T L

T2 LaRLTWVET,

switch# show processes ?

cpu Show processes CPU Info

log Show information about process logs
memory Show processes Memory Info

switch# show processes
PID State PC Start cnt TTY Type

b7f9e468

O ~J oy U b w N

N =
NS I I

103
104
117
184
185
187
188
189

el eoNeoNeoNoNeoNeoNeoNeoNeoNeoNoNolNoNoNoNeoNeoNe
PR PR R RRRRRRRRRRRRRRR
O OO O0OO0OO0OO0OO0OO0OOOLOLOLOLOOOOLOOOLOLOOO

show processes cpu 37 > FD{FEFH

show processescpu 2~ > REMH L, v &M LT, CPURIHEREERLET,

¥ FHEAZER P ZENET,

Process
init
migration/0
ksoftirgd/0
desched/0
migration/1
ksoftirgd/1
desched/1
events/0
events/1
khelper
kthread
kacpid
kblockd/0
kblockd/1
khubd
pdflush
pdflush
aio/0

aio/1l
SerrLogKthread

* Runtime(ms) = 7" 7 & Z3ME M L7z CPU KffHl (X U B HAL)

e Invoked = 7’1 AN Z N FE TR S =K

B B rSoLva—FavInoY—LETER
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show system resources 17 > FD{EFH .

euSecs = 7B ADOENH L Z & O CPU KR (3 VU B EAL)
e 1Sec =T D 1 BRENZEIT D CPU HHE (X—& 2 MET)

switch# show processes cpu

PID Runtime (ms) Invoked uSecs 1Sec Process

1 2264 108252 20 0 init
2 950 211341 4 0 migration/0
3 1154 32833341 0 0 ksoftirgd/0
4 609 419568 1 0 desched/0
5 758 214253 3 0 migration/1
6 2462 155309355 0 0 ksoftirgd/1l
7 2496 392083 6 0 desched/1
8 443 282990 1 0 events/0
9 578 260184 2 0 events/1

10 56 2681 21 0 khelper

15 0 30 25 0 kthread

24 0 2 5 0 kacpid

103 81 89 914 0 kblockd/O0

104 56 265 213 0 kblockd/1

117 0 5 17 0 khubd

184 0 3 3 0 pdflush

185 1796 104798 17 0 pdflush

187 0 2 3 0 aio/0

188 0 2 3 0 aio/l

189 0 1 3 0 SerrLogKthread

show system resources < > K D{EF

show systemresources =~ > RAEMH L, J4UE, A7 ABE O CPU B8 LU A E Y OfdEt
HRAERRCTEET, ZOavy ROHNITIE, ROERPERINET,

s FATH T AL L TERINT- AT, Loadaverage (21, #E 14/, S0/,
BLOIS MO AT DAMPRRINET,

e Processes IZ1%., VAT ANO T a2, BLOa~yr REITHEICERICETI LTV
TuvAEREREINET,

« CPU states (Z1%, EAiD 1 BEIZEITFT S CPUD2—H £— N & h—F/L £— R TOFEH
REBIOT A RN R— o R TERINET,

e Memoryusage (21X, AEIAEY ., EHFAEY | EEAEY Ny T77IfEHIATNSD
AEY, BLOF vy v V2 lTHEHEINTWAHAEY RFa A NETERENET, £
72, buffers 35 Z U cache DEIZIX, AT AEY OFEHERL B ENET,

switch# show system resources

Load average: 1 minute: 0.00 5 minutes: 0.02 15 minutes: 0.05

Processes : 355 total, 1 running

CPU states : 0.0% user, 0.2% kernel, 99.8% idle
CPUO states : 0.0% user, 1.0% kernel, 99.0% idle
CPUl states 0.0% user, 0.0% kernel, 100.0% idle
CPU2 states : 0.0% user, 0.0% kernel, 100.0% idle
CPU3 states : 0.0% user, 0.0% kernel, 100.0% idle

Memory usage: 16402560K total, 2664308K used, 13738252K free
Current memory status: OK
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B s rEEoxsomm

FoR—FEEOXTDER

Cisco NX-0S Tl EETF —& Z kA L — Ik DHREN RIS E S, Z 0itsk
L. FTHICEEG L7720, - L2 T2 E9, ZOOBFLIEREIX. FEER L UBREEE#RE €
Va— )VOREREAEVICHRE LET, ZOBEHRIT, BEETY 2 —LOSHIIHEILET,

OBFL HREIC K > TIRFSN DT — X1, RO LB TT,
o MIHE IR A DRFH]
cEVa— DYy — Ay NS
« BV o —/LOYIMIRE
« 77 —L7U =7, BIOS, FPGA, BL UV ASIC D/A— g
TV a— DV TNNEE
e VTV aDAK T FL—R
« CPU hog 1% ##

« AEY U—7 1

VT N 2T =T — Ayk—V

e N— R =TS a 7

o BRI IE

* OBFL [&H 4 O @1

« ASIC IV iAZr 35 LT 7 — it O JE I
«ASIC LY RHZ BT

OBFL O EDFEMIZ OV TIL, [Cisco Nexus9000 SeriesNX-0OS s 2 5 L& B E] 2B L
TLTIEEWY,

DD

Cisco Generic Online Diagnostics (GOLD) TiZ, O A2 7FJ v N 73— A Eend2
Wi Eom 7 L — AU — 7 ZERLTVWET, GOLDDOFEEIZLY , "— KRy =7 arRK—
v hOREEEEHER L, VAT A T—FBLOar ha—L T L—rOEEOEUINEE R
FAECEET, 7T A MUIT AT LOEBRFICENNCRDbDE, VAT LAOFETHITHMNIZR
HH008B0FET, T— V=L, AU TA IR DENHEDOF = v 7 BFEITLT,
VAT AOERBEICN— R 27 a U R—F3 hOEEZRE L, EEOHDEY 2 — 2K
BFOFxy NT—Z I ZEAINRNEIICLET,
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#HAHAZEN TULS Event Manager O {F .

VAT AOBERFE T IXFEITRHC O AR BEANZ SN E T, —#HOBZM T = v 7 Z3EL T,
T TA VAT LORELHERTEET, TWrEfED BT 2 b &Pz bR W2 2
NeXBTHMERHY 9, FEORNWT A MINY I 7T 00 RTEITSN, VAT A
T—HFEFarba— v T IEBELERAR, FEOH LT A MNITAT Ny
F 7 —IZEBLET, R A T AHABRICHRRT A R B A Y 2 — LT ANTER S
D E4, ZOHETHI LTV 5 showdiagnostic content module =< > R IIE, FHi&E£ED
TARNRHE A LD NT A N2 EDT A MNEERR R ESNET,

T A LBKT = 71X, FREORANCEITT D0, Ny 7 7T 0y RCHEIIIZFITT S
SOICHRETEET,

VA E=LZ Y CTZWT A MIFEE LD T, AT AOBEWEFIZ ANy 7 7T T RTHEAT
ENFET, A TABMANA FT=F Y L TOEENL, TAT Xy U= BRETHA—F
U= T EELZFHRICKRE L, BEZENTLZETT,

GOLD (%, T _XTDOT R M OBWikE R & FEM R aHERAIE L ET, ZHicid, ik DET
WP, M) LR DT 2 M AR, Bef) & % DT A MRIGIRER], BRFEITEE. AR
FI, R R, BRI =T—a— RREGENET, N7 A MERIT, HEHEN Y
AT LOREEA B L, AT AEEFEOJRK 2 BiES 2 DI H £ 7, showdiagnosticresult
avy REMHEHL, a~vr Fe#H LT, 2FReR-LET,

GOLD DR EDFEMIZ DOV TIE,  [Cisco Nexus 9000 Series NX-OSSystem Management Configuration
Guide] Z#ZHL T 7230,

#HAHAF N TLVS Event Manager D {5 A

Embedded Event Manager (EEM) &, FEE/RVAT A ARV MEE=HX L, HESNTZRY

V—E N LTENLDARY FNERIETELRY —R=ZADT L —LTU—7 TF, KR —
I, RESINTZA RV FOREIZFESHNTCT N, AROET T 7 v a v 2EHRTDH, v— K
HRERFERNC T B VT L ENTEAZ VT P TT, ZORZ YT ML, B AZ L syslog £721%

SNMP k7 v 7 O4pk, CLI 2~2 ROERH L, 7 =— VA —"—0iifl/2 E 52 E&teT 7

varEAERTEET,

EEM OB EDZEMIZOWTIL,  [CiscoNexus9000 o J — X NX-0S 2T LE R EHN A R
FHERLTLEEN,

Ethanalyzer O {5 /B

Ethanalyzer /&, Wireshark (IHFF Ethereal) O % — I F )L NRX—V a3 ThoHrA—7 v YV —R
7 k7 =7 TShark @ Cisco NX-OS 712 k=)L 7F T A ¥V — L E T, Ethanalyzer % fii ]
LT, TXTONexus 77 v b7+ —LDA N RELOEHA VX —T A A Oz b
=L = NI T4y 7 EX Y T T BRI T562L T, Ry NU—2 DT T
Va—T 4T ERTOENTEET,

Ethanalyzer i ET 2121%, kDOa~x» R LET,

FSILva—TFaviov—LEAER [}
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avy kR

S

ethanalyzer local interface inband

AR R B —T 2 A% LT A—3—
NAVFICL o TEZFEENTAAT Y FExy
TFx L, FYTF¥EN Ty OER
7u hantERERRLET,

ethanalyzer local interface inband-in

AR RA B —T oA 2 LT A—3—
NAFRZEFE LTy N 7T v L,
Xy T T INAATy hOBEHT e han
HHhazFRrLET,

ethanalyzer local interface inband-out

A== XA PN N AV H—T =
AREN L TCEEEINT Ty haXy 7T ¥
L. ¥x7Fy¥Ihicry ho7ue han
HHROY~) —2FRKRLET,

ethanalyzer local interface mgmt

T, X —T 2 AN L CEZE SN
Nry NeXx7Fr L, ¥ TTFrIne
Ny b7 a b aVFROY~ U —n3RKR
SnET,

ethanalyzer local interface front-panel

LA¥3 Ob—7 v F) Bl SRR — &
LTCA—R= RSP L > TEZEEINTN
T RRFXY ST I, XY TTFrY I
Ry bOTa s 2UERO Y ) —IEFRA
BRINET,

GE) Zoawr R E LAF2 (R
Ay FAR— ) R R K=k
A LT A— S S PR EZE
THTy NOFXF Yy T F et
R—hrLEHA,

ethanalyzer local interface port-channel

A—=R=NA PR AF¥3 b—T v R) K—
FNF¥ RNA B —T = A ZHN L TEZE
Lienry baexy 7Ty L, ¥ 7F v L
7oy ho7a haVERor~ Y —E2%K
RLET,

GF) Zoawy Rifk, A==
NLAY¥2 (AAf v FR—F)
R=FTF ¥V E—T AR
N LCEZET L7y b
X*r I TFxEYR—FLTHERE
oo

N B rSoLva—FavInoY—LETER
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avy kR

S

ethanalyzer local interface vlian

A== NA PR LA ¥ 3 AL v FRAEA
H—TxA A (SVI) &I L CTEZAE LI
rybhadFy7Fr L, Iu baEROY
~V—ERRLET,

ethanalyzer local interface netstack

Netstack ¥ 7 b =7 a2 R—3%> b&J LT
A= R—=NA P L > TEZE SN
FeXy7Frx L, 7 barffiRov<U—
EERRALET,

{l | [1] | } ethanalyzer local

S L — DB EHIRL £, 7 L—A%iZiE, 0—

Ethanalyzer ¥ v > a VN TCX ¥ 7T v 957

500,000 DEHKfEZFEETEET, 0 ZfET
% & Ethanalyzer & v I 2 > HEIRYIZ4E 1k
T AHHEMNTHAK 500,000 7 L — LR F ¥ FF ¥ &
nET,

{I | | | [} ethanalyzer IocaJ

€ 7 L — LADOEX|

Xv TFxTAHT7L—LOESEFHBELET,
I, 192—65,536 DIEEAEIZ
HIENTEET,

{1111} ethanalyzer local
refrotpmdradradimeadaimgripotderaaeLreie

Berkeley Packet Filter (BPF) 3 L T
XX TFXT DR hDIATHT 4 Y
Vo7 LET,

{| [ | [} ethana]yzer Iocal

BT BRTDRNY T Ty SNy FDXH

Wireshark F 7213 TSharkZFr 7 4 V2 Z{HH L

AT T4 NHF T LET,

{11111} ethanalyzer local
interfecrantpendinbendinbendtinnbend atmgmipotdremavanwiite

XY T TFY LT — 257 7 A NMIRFLE
To ARNRA R L—F 7y a 0003, A
FOT— KN T7F5va, ul 759 a,
USB A R L—U T3 A F 3R b
L= £,

ethanalyzer local read

XY T TFxYEINTT—F 77 ANERWTS
W77 ANE, BHBRA ML= AT v g
Wik, AAA v FOT—rT7TFvva, s 7
Fwia, USBA ML —UF RS, 2 F20%
HREA N L—URH0 £9,
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avy kR

S

{1111} ethanalyzer local
nafasrapendnoardrbardinnberdatmgripotdamdianaictp

Ethanalyzer & > ¥ 2 > % HEIICIE LT D5
FEfEE LET, &y a Ot
() | write¥—7U—FKZEHL X7
Fx 7y N7 7 A MCEXIAD EXITR Y
TFxT 577 AN BEXOwrite¥—7U —
REfHL XYy 7Ty Ty N7 7 AV
WCEZXIADE XL T 7 ANV A RERETE
EJc AN

{I [1]]] } ethanalyzer local

B > g UV ARTELET, 2047 > g 0%, write

Ethanalyzer DF ¥ 7F ¥ U 7 RNy 77 7

X —U— RNLHAEDETHATLE, Vo
ﬁﬂ/77m@10uiw774w:ﬂﬁm
EXAENET, HILLWT 7 A LZEZIA
@ﬁu (Z Ethanalyzer 23389~ 2 Ifi] (RDHELNL) |
Vo7 Ny T77O—#E LTRFFT D7 7 A
OB, BIOV T Ry 77 NOEAD7 7

ANDT 7 A NP A REfgETEET,

{11111} ethanalyzer local
inafasgraypendinbendincendininbendiaumgmipartdenmeMancitl

¥ 7F ¥ LTy oM R hay
ffmaFon L £,

{11111} ethanalyzer local
inerfeceratpendinbendnbendinnend aimgipatdamadaran

Xy ST v SNy M 16ERIER TE
RLET,

{II11]} ethanalyzer local
interfecsrantpendinbendnbendininbend aumgmipartdrenneManu

LAY3IA U HF—T A ANT 7 4V LS
DVRFIZHDGEIL, VI Y340 F—T =
A ARRA L IR—TH5D VRF ZfFgELET,

HA RS54 2 ERIFIEIR

L AYIAUH =T oA ANT 7 4V FLISD VRE DA L X—=ThH Y |
(7= & 21Z. ethanalyzer local interfacefront-pane ethernet1/1

varTHRESNTWDIGS

F 721 ethanalyzer local interface port-channell =~ > K% fif )

Ethanalyzer & =

Lvrf F—U— R&{#HH

LT, V1 ¥3A2H—7=xAAN Ethanalyzer & v ¥ 2 VND A L "—TH 5 VRF %5
ETAMENHY £, -8 21F. A— 85— XA PN VRF lred] O LAY 3 BifE SR
AN— b Ethernetl/1 41 L CRAG £ 72ITAME LIz v hE X ¥ 7 F v 35214, ethanalyzer
local interface front-panel ethernetl/1 vrfred =~ > K& H L 97,

o 77 AN~OEZIARIEIC, Ethanalyzer & > 2 2 >3 500,000 /37 > b & X v 7 F ¥ LT-

B, F2E7 7 A VOY A X3 11 MB IZ
EE

N B rSoLva—FavInoY—LETER
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1

switch (config)# ethanalyzer local interface inband

<CR>

> Redirect it to a file

>> Redirect it to a file in append mode

autostop Capture autostop condition

capture-filter Filter on ethanalyzer capture capture-ring-buffer Capture ring buffer

option

decode-internal Include internal system header decoding detail Display detailed protocol
information

display-filter Display filter on frames captured

limit-captured-frames Maximum number of frames to be captured (default is 10)
limit-frame-size Capture only a subset of a frame

mirror Filter mirrored packets

raw Hex/Ascii dump the packet with possibly one line summary

write Filename to save capture to

| Pipe command output to filter

switch (config)# ethanalyzer local interface inband Capturing on 'ps-inb'

2021-07-26 09:36:36.395756813 00:22:bd:cf:09:01 — 00:22:bd:cf:09:00 0x3737 64 PRI:
DEI: O ID: 4033

2021-07-26 09:36:36.395874466 00:22:bd:cf:09:01 — 00:22:bd:cf:09:00 0x3737 205 PRI:
DEI: 0 ID: 4033

3 2021-07-26 09:36:36.395923840 00:22:bd:cf:b9:01 — 00:22:bd:cf:b9:00 0x3737 806 PRI:
DEI: 0 ID: 4033

1

7

2

7

4

7

4 2021-07-26 09:36:36.395984384 00:22:bd:cf:b9:01 — 00:22:bd:cf:b9:00 0x3737 1307 PRI:
7 DEI: O ID: 4033

5 2021-07-26 09:37:36.406020552 00:22:bd:cf:b9:01 — 00:22:bd:cf:09:00 0x3737 64 PRI:
7 DEI: O ID: 4033

6 2021-07-26 09:37:36.406155603 00:22:bd:cf:09:01 — 00:22:bd:cf:09:00 0x3737 205 PRI:
7 DEI: 0 ID: 4033

7
7
8

2021-07-26 09:37:36.406220547 00:22:bd:cf:09:01 — 00:22:bd:cf:09:00 0x3737 806 PRI:
DEI: 0 ID: 4033

8 2021-07-26 09:37:36.406297734 00:22:bd:cf:09:01 — 00:22:bd:cf:09:00 0x3737 1307
PRI: 7 DEI: O ID: 4033

9 2021-07-26 09:38:36.408983263 00:22:bd:cf:09:01 — 00:22:bd:cf:b9:00 0x3737 64 PRI:
7 DEI: O ID: 4033

10 10 2021-07-26 09:38:36.409101470 00:22:bd:cf:b9:01 — 00:22:bd:cf:b9:00 0x3737 205
PRI: 7 DEI: O ID: 4033

FEMZR T e FatERAERT AR, (detail A S a VAMH LETSLEIOSET, v
TFXYDOBRFPTCul+CEZHFEHLTHIEL, Ay TF T a T haRETIENTEET,

switch (config)# ethanalyzer local interface inband detail

Capturing on 'ps-inb'

Frame 1: 64 bytes on wire (512 bits), 64 bytes captured (512 bits) on interface ps-inb,
id 0

Interface id: 0 (ps-inb) Interface name: ps-inb

Encapsulation type: Ethernet (1)

Arrival Time: Jul 26, 2021 11:54:37.155791496 UTC

[Time shift for this packet: 0.000000000 seconds]

Epoch Time: 1627300477.155791496 seconds

[Time delta from previous captured frame: 0.000000000 seconds] [Time delta from previous
displayed frame: 0.000000000 seconds] [Time since reference or first frame: 0.000000000
seconds] Frame Number: 1

Frame Length: 64 bytes (512 bits)

Capture Length: 64 bytes (512 bits) [Frame is marked: False]

[Frame is ignored: False]

[Protocols in frame: eth:ethertype:vlan:ethertype:data] Ethernet II, Src:
00:22:bd:cf:b9:01, Dst: 00:22:bd:cf:b9:00

FSTNoa—TFTa0FDY—ILEBERR .
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Destination: 00:22:bd:cf:b9:00 Address: 00:22:bd:cf:b9:00
.00 oo oo oo.. ... = LG bit: Globally unique address (factory default)
e .0 Loo. ... ... .... = IG bit: Individual address (unicast) Source:
00:22:bd:cf:b9:01
Address: 00:22:bd:cf:b9:01
.00 oo oo oo.. ... = LG bit: Globally unique address (factory default)
ceee oo 0 oo oos oo ... = IG bit: Individual address (unicast) Type: 802.1Q Virtual
LAN (0x8100)
802.1Q Virtual LAN, PRI: 7, DEI: 0, ID: 4033
1 = Priority: Network Control (7) 4 ...0 .... .... .... =DEI: Ineligible
. 1111 1100 0001 = ID: 4033
Type: Unknown (0x3737) Data (46 bytes)

0000 a9 04 00 00 7d a2 fe 60 47 4f 4c 44 00 Ob Ob Ob ....}.. GOLD....
0010 Ob Ob Ob Ob Ob Ob 0Ob 0b 0b 0b 0b 0b 0b 0b Ob Ob ................

0020 Ob 0b Ob 0b Ob 0b 0Ob Ob 0Ob Ob 0b Ob 0b Ob ..............
Data: a90400007da2fe60474£f4c44000b0b0b0b0b0b0b0b0b0b0b... [Length: 46]

XX T T HICERT D, HDOVIET 4 AZIURTET D3 v R ERIRT 5121%
lcapture-filterd 7'V a VEMHALET, T 7T ¥ 7 4V HiE, 74 VFAUEPIIEERD
XY T T EMFELET, Ty FOTERERSIIIITONLTWRNWD T, 74 VE 74—/ R
EHLPUHIRDLENTEY, RBESINTHVET,

XY IF¥y 77 ANVDOE 2—%EHETHITIL. mWhyﬁRﬂﬁ7V5/%ﬁ%Li¢ 74
AT A T4 NETIE, BRICHEI SNy NefERT 570, xy hU—2 FL—2X

T 7 A NEITT DERCIEFEITEME N ORER T 4 V2 ) 7 & FATTE £ 9, Ethanalyzer
. FXYTTF Y LT =2 2o 7 7 A MCEERD LS ITHEREALTHWRWGES, v 7
Fyx LT —X %7 7 A CEXIALET, ZO—KT7 7 AT, capture-filter A
AUl ET AT RTONRT y MR 7 7 A VZEZIAENE TN, display-filter A
T a il BTy NOBBRERENDT-D, 2P OB RWEIIERT 4 VX DME
AEhs iz iEnician £4,

Z O T, 1limit-captured-frames 7% 5 [ZFXE S TUWE T, capture-filter 77 L 3 U %
9% &, Ethanalyzer TlZ. 7 4 /L4 host 10.10.10.2 (2 —E 95 5 5D/ v hEFERL
i‘ﬁ |—c1:|.splay—f:|.lterﬂ‘7 varEFEHTL L. Ethanalyzer'C X, 55200y haeky
7F ¥ L., 7 4/% lip.addr==10.10.10.2] (2 —FT 5 v rOLEFERLET,

switch (config)# ethanalyzer local interface inband capture-filter "host 10.10.10.2"
limit-captured-frames 5

Capturing on inband

2013-02-10 12:51:52.150404 10.10.10.1 -> 10.10.10.2 UDP Source port: 3200 Destination
port:

3200

2013-02-10 12:51:52.150480 10.10.10.2 -> 10.10.10.1 UDP Source port: 3200 Destination
port:

3200

2013-02-10 12:51:52.496447 10.10.10.2 -> 10.10.10.1 UDP Source port: 3200 Destination
port:

3200

2013-02-10 12:51:52.497201 10.10.10.1 -> 10.10.10.2 UDP Source port: 3200 Destination
port:

3200

2013-02-10 12:51:53.149831 10.10.10.1 -> 10.10.10.2 UDP Source port: 3200 Destination
port:

3200

5 packets captured

switch (config)# ethanalyzer local interface inband display-filter "ip.addr==10.10.10.2"
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limit-captured-frame 5

Capturing on inband

2013-02-10 12:53:54.217462 10.10.10.1 -> 10.10.10.2 UDP Source port: 3200 Destination
port:

3200

2013-02-10 12:53:54.217819 10.10.10.2 -> 10.10.10.1 UDP Source port: 3200 Destination
port:

3200

2 packets captured

write 7 a VEMEHA LT, B THOHT 572 DIT Cisco Nexus 9000 U — X XA v F LD A
ML — T34 ZAD 1> (boothflash, logflash72 &) IZHDHT7 7 A NWIZK ¥ T v T — X & E
ZIALZ ENTEET, ¥¥ 7 TF v 77 A 0DHA XX, 1I0MB IZHIRS N ET,

lwrite| A 73 =3 v % f#iH L7z Ethanalyzer ® =~ > Kfill%, ethanalyzer local interfaceinband
writebootflash:capture file name CT9°, K| capture-filter i L7z write 772 a » Of] &
first-capture DI 7 7 A NZERLET,

switch (config)# ethanalyzer local interface inband capture-filter "host 10.10.10.2"
limit-captured-frame 5 write ?

bootflash: Filename logflash: Filename slotO: Filename

usbl: Filename

usb2: Filename volatile: Filename

switch (config)# ethanalyzer local interface inband capture-filter "host 10.10.10.2"
limit-captured-frame 5 write bootflash:first-capture

XX T T T AN T A NMURTFEEINDEE, T 74NV ETIHE, F¥ T F v SNz 37y b
XX =70 v RUICFERENFEY A, (display 47 v 3 V&35 &, CiscoNX-0S
T, ¥ 7T ¥ T 277 A NMBRTFELRRL, "y haERRLET,

capture-ring-buffer 4 /' a VEAMHTH L FHE LR, FBELE 7 v AV F700X
HELIEZ 7 ANDIA ZDBRITEED 7 7 A VDPMERR SN ETRIZ, ZnbDFT a0
Bz~ LET,

switch (config)# ethanalyzer local interface inband capture-ring-buffer ?

duration Stop writing to the file or switch to the next file after value seconds have
elapsed

files Stop writing to capture files after value number of files were written or begin
again with the first file after value number of files were

written (form a ring buffer)

filesize Stop writing to a capture file or switch to the next file after it reaches a
size of value kilobytes

read A7V a VEMBMHT DL TS AARICRIFESNT T 7 A NV EGRD Z ENTEE
h@‘o

switch (config)# ethanalyzer local read bootflash:first-capture

2013-02-10 12:51:52.150404 10.10.10.1 -> 10.10.10.2 UDP Source port: 3200 Destination
port:

3200

2013-02-10 12:51:52.150480 10.10.10.2 -> 10.10.10.1 UDP Source port: 3200 Destination
port:

3200

2013-02-10 12:51:52.496447 10.10.10.2 -> 10.10.10.1 UDP Source port: 3200 Destination
port:

3200

2013-02-10 12:51:52.497201 10.10.10.1 -> 10.10.10.2 UDP Source port: 3200 Destination
port:

3200

2013-02-10 12:51:53.149831 10.10.10.1 -> 10.10.10.2 UDP Source port: 3200 Destination
port:
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3200

switch (config)# ethanalyzer local read bootflash:first-capture detail Frame 1 (110 bytes
on wire, 78 bytes captured)

[Frame is marked: False]
[Protocols in frame: eth:ip:udp:data]
Ethernet II Src: 00:24:98:6f:ba:c4 (00:24:98:6f:ba:c4), Dst: 00:26:51:ce:0f:44
(00:26:51:ce:0f:44)
Destination: 00:26:51:ce:0f:44 (00:26:51:ce:0f:44) Address: 00:26:51:ce:0f:44
(00:26:51:ce:0f:44)
0 ... .o vi.. ... = 1IG bit: Individual address (unicast)
ceee 00 oo oo oo L., = LG bit: Globally unique address (factory default) Source:
00:24:98:ce:6f:ba:cd4 (00:24:98:6f:ba:c4)
Address: 00:24:98:6f:ba:c4 (00:24:98:6f:ba:c4)
0 ... oo vi.. ... = 1IG bit: Individual address (unicast)
ceee .00 Lo oole oo. o... = LG bit: Globally unique address (factory default) Type:
IP (0x0800)
Internet Protocol, Src: 10.10.10.1 (10.10.10.1), Dst: 10.10.10.2 (10.10.10.2)
Version: 4
Header length: 20 bytes
Differentiated Services Field: OxcO (DSC) 0x30: Class Selector 6; ECN: 0x00)

P NFELFXPCIZT 7 ANERREL, 77 AV, cap 7 7 A NVETZIX, peap 7 7 A V%5t
5 Z &N T&E S Wireshark oD 7 7V r—2 3 v TEDO 7 7 A NERETARD Z &6 T
=FET,

switch (config)# copy bootflash:first-capture tftp:

Enter vrf (If no input, current vrf 'default' is considered): management
Enter hostname for the tftp server: 192.168.21.22

Trying to connect to tftp server......

Connection to Server Established. TFTP put operation was successful

Copy complete.

decode-internal 4 73 3 M iE, Nexus 9000 D34 v MREHFIEICETL2NEBEREZ WS L E
T, ZOEHRIT. CPUZBIRT 237y hOT7o—%8ffL, NT TNV a—T 4 TF 5D
WL H £,

switch (config)# ethanalyzer local interface inband decode-internal capture-filter "host

10.10.10.2" limit-captured-frame 5 detail
Capturing on inband NXOS Protocol

NXOS VLAN: O ->VLAN in decimal=0=L3 interface

NXOS SOURCE INDEX: 1024 ->PIXN LTL source index in decimal=400=SUP
inband

NXOS DEST INDEX: 2569 -> PIXN LTL destination index in

decimal=0xa09=el/25 Frame 1: (70 bytes on wire, 70 bytes captured)

Arrival Time: Feb 10, 2013 22:40:02.216492000

[Time shift for this packet: 0.000000000 seconds]

Epoch Time: 1627300477.155791496 seconds

[Time delta from previous captured frame: 0.000000000 seconds] [Time delta from previous
displayed frame: 0.000000000 seconds] [Time since reference or first frame: 0.000000000
seconds] Frame Number: 1

Frame Length: 70 bytes Capture Length: 70 bytes [Frame is marked: False]

[Protocols in frame: eth:ip:udp:data]

Ethernet II, Src: 00:26:51:ce:0£f:43 (00:26:51:ce:0£f:43), Dst: 00:24:98:6f:ba:c3
(00:24:98:6f:ba:c3)

Destination: 00:24:98:6f:ba:c3 (00:24:98:6f:ba:c3) Address: 00:24:98:6f:ba:c3
(00:24:98:6f:ba:c3)

L0 o oo ... ... = IG bit: Individual address (unicast)
ceee .00 Lo Loes soo. o... = LG bit: Globally unique address (factory default) Source:
00:26:51:ce:0f:43 (00:26:51:ce:0£f:43)
——————————————————————————————— SN T Pmm — o o oo
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NX-OS £ > 7 v 7 A% 16 #EEIZEHL L TH 5, Local Target Logic (LTL) A > 7 v 7 A %W
HETNIGREA X — T = A AT~ v 7T 5 729DIT show system internal pixm info Itl {index}
avr FefHLET,

1DDIPHRRAMEDETRYRY SNBSS T4 v IDFYTF¥

host 1.1.1.1

IP7 RLADEHEDETPYRY SND S T749vIDF v TFv
net 172.16.7.0/24

net 172.16.7.0 mask 255.255.255.0

IP7 RLADEEAMNSD FS T4 v I DX v TFv

src net 172.16.7.0/24

srcnet 172.16.7.0 mask 255.255.255.0

IP7 RLADEEAAND S T4 9o DXFvTFv

dst net 172.16.7.0/24

dst net 172.16.7.0 mask 255.255.255.0

UDLD. VTP, CDPD 374w DX v TF¥

UDLD /X B 510V > 7 Kitl. VTP {Z VLAN Trunking Protocol, CDP % Cisco Discovery Protocol
T,

ether host 01 10010cecllcclIce

MAC7 FLREDEITHOYRY END S T4 v IDF¥TF ¥

ether host 000101 102J03 04105

)

GE) and = &&
or=||
Not=!

MAC address format : XX:XX:XX:XX:XX:XX

—fEyiar rO—)L JL—> JAa ka3

» UDLD: Destination Media Access Controller (DMAC) = 01-00-0C-CC-CC-CC and EthType =
0x0111

* LACP: DMAC = 01:80:C2:00:00:02 and EthType = 0x8809. LACP stands for Link Aggregation
Control Protocol
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* STP: DMAC = 01:80:C2:00:00:00 and EthType = 0x4242 - or - DMAC = 01:00:0C:CC:CC:CD and
EthType = 0x010B

» CDP: DMAC = 01-00-0C-CC-CC-CC and EthType = 0x2000

* LLDP: DMAC = 01:80:C2:00:00:0E or 01:80:C2:00:00:03 or 01:80:C2:00:00:00 and EthType =
0x88CC

* DOT1X: DMAC = 01:80:C2:00:00:03 and EthType = 0x888E. DOT1X stands for IEEE 802.1x
* [Pv6: EthType = 0x86DD

«UDP & TCP OR— hEFDY A |

Ethanalyzer (X, CiscoNX-OS 73/N— R =7 Tk $ 57 —% N7 7 4 v 71 3F v 7T ¥ L E

A,

Ethanalyzer (%, tcpdump & [FEICF ¥ 7 F v 7 4 VA ELEZMEH L ET, B KO Wireshark# 7~
TANIHEL R L ET,

WOBITIE, FX¥ T TFryInicT—% @7y MIRESNT) ZEHA 2 —T A A |
ICERLET,

switch (config) # ethanalyzer local interface mgmt limit-captured-frames 4
Capturing on ethl

2013-05-18 13:21:21.841182 172.28.230.2 -> 224.0.0.2 BGP Hello (state Standy)
2013-05-18 13:21:21.842190 10.86.249.17 -> 172.28.231.193 TCP 4261 > telnet [AC] Seg=0
Ack=0 Win=64475 Len=0

2013-05-18 13:21:21.843039 172.28.231.193 -> 10.86.249.17 TELNET Telnet Data ..
2013-05-18 13:21:21.850463 00:13:5f:1c:ee:80 -> ab:00:00:02:00:00 0x6002 DEC DN

Remote Console
4 packets captured

WOFITIE, 1 DD HSRP X7 v MIOWTH Y 7 F ¥ LT —HDiFMEe R LET,

switch (config) # ethanalyzer local interface mgmt capture-filter "udp port 1985"
limit-captured-frames 1

Capturing on ethl

Frame 1 (62 bytes on wire, 62 bytes captured)

Arrival Time: May 18, 2013 13:29:19.961280000

[Time delta from previous captured frame: 1203341359.961280000 seconds]
[Time delta from previous displayed frame: 1203341359.961280000 seconds]
[Time since reference or first frame: 1203341359.961280000 seconds]
Frame Number: 1

Frame Length: 62 bytes

Capture Length: 62 bytes

[Frame is marked: False]

[Protocols in frame: eth:ip:udp:hsrp]

Ethernet II, Src: 00:00:0c:07:ac:01 (00:00:0c:07:ac:01), Dst: 01:00:5e:00:00:02
(01:00:5e:00:00:02)
Destination: 01:00:5e:00:00:02 (01:00:5e:00:00:02)
Address: 01:00:5e:00:00:02 (01:00:5e:00:00:02)

1 oo ... .... .... = IG bit: Group address (multicast/broadcast)
veee .00 oo Lo oo ... = LG bit: Globally unique address (factory default)
Source: 00:00:0c:07:ac:01 (00:00:0c:07:ac:01)
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Address: 00:00:0c:07:ac:01 (00:00:0c:07:ac:01)

.0 L. oo ... ... = IG bit: Individual address (unicast)
0 oo oole ... ... = LG bit: Globally unique address (factory default)

Type: IP (0x0800)

Internet Protocol, Src: 172.28.230.3 (172.28.230.3), Dst: 224.0.0.2 (224.0.0.2)
Version: 4

Header length: 20 bytes

Differentiated Services Field: OxcO (DSCP 0x30: Class Selector 6; ECN: 0x00)

1100 00.. = Differentiated Services Codepoint: Class Selector 6 (0x30)
.0. = ECN-Capable Transport (ECT): O
.0 = ECN-CE: O

Total Length: 48
Identification: 0x0000 (0)
Flags: 0x00

0... = Reserved bit: Not set
.0.. = Don't fragment: Not set
.0. = More fragments: Not set

Fragment offset: 0

Time to live: 1

Protocol: UDP (0x11)

Header checksum: 0x46db [correct]
[Good: True]

[Bad : False]

Source: 172.28.230.3 (172.28.230.3)

Destination: 224.0.0.2 (224.0.0.2)

User Datagram Protocol, Src Port: 1985 (1985), Dst Port: 1985 (1985)
Source port: 1985 (1985)

Destination port: 1985 (1985)

Length: 28

Checksum: 0x8ab9 [correct]

[Good Checksum: True]

[Bad Checksum: False]

Cisco Hot Standby Router Protocol

Version: O

Op Code: Hello (0)

State: Active (16)

Hellotime: Default (3)

Holdtime: Default (10)

Priority: 105

Group: 1

Reserved: OAuthentication Data: Default (cisco)
Virtual IP Address: 172.28.230.1 (172.28.230.1)

1 packets captured

WOBITIE, BRTANEZEERA LT, 7277 4 772 HSRPIREED HSRP /X7 v b DB % FKoR
L/\i‘é—(]

switch (config) # ethanalyzer local interface mgmt display-filter "hsrp.state==Active"
limit-captured-frames 2
Capturing on ethl

2013-05-18 14:35:41.443118 172.28.230.3 -> 224.0.0.2 HSRP Hello (state Active)

2013-05-18 14:35:44.326892 172.28.230.3 -> 224.0.0.2 HSRP Hello (state Active)
2 packets captured
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B svwve s s vRMON o R— -

Cisco NX-OS VU U — % 10.1(2) Ethanalyzer Autocollection CLI X, JXT® Cisco Nexus 9000 >
V=TT v h74+—LTHR—FINET,
SEEH

* Wireshark : CaptureFilters

» Wireshark : DisplayFilters

« [Cisco Nexus 9000 2 U — X NX-0OS Layer 2 A A v F 2 7R EHNA F]

« [Cisco Nexus 9000 ¢ U — 2 NX-OS VXLAN % E 7 A K]

« [Cisco Nexus 9000 NX-OS A ' Z —7 = A AREHTA Kl

« [Cisco Nexus 9000 >V —ANX-OS L =F ¥ A h L—F 4 L ITREHTA R

SNMP 5 & U RBMON O H7R— bk

Cisco NX-0OS 1%, BHHFER—R (MIB) L@ (M7 v LIER) 2 E&Te/R#7 SNMPyI,
V2. BEXOVI DOV R— 28Rt L F9,

SNMP =¥ ClX, CiscoNX-OS ZEH LET=H 1V 7T 5% MIB 2V R— 59— F/8—
TAMT T = a v EEATEET,

SNMPV3 (X & HIZ A7t X = U T e 2RIt L ET, &7 /31 A TSNMPH—E R & H%)
FIITENCT DL OICTEIRTEE T, Eo. KT /34 ATSNMP vl 38 LU v2 EROALEE T
EERETXET,

CiscoNX-OS 1%, VE—hF EF=H#U 7 (RMON) 77 —2BLUOA X b PR—FLFE
T, RMONT T —L L A _2 ME, v NT—ZEIEOLZLICH ST, LEVWEORERHE
HDOEEDA = AL F T,

[7T7—24 Z—7 (AlarmGroup) | TiE, 77— LEHRETEET, 7T —4F, T/31 &
WD 1 DETITEEONRT A—FICHETEET, 2L 2L, 754 2D CPU EHEDFE
DDLUz L CRMON 77— A &R ETE £, EventGroup 2+ 2% &, 77— a5
WCHAWTEITTHT 73 arThihARY FMERETEET, VY R—hSNDHA R bDX
A7ZE, aX 7 SNMP R 7 o7 BRI T U RNy INEENRET,

SNMP I L. ' RMON D% E DFEMIZ W TIE,  [Cisco Nexus 9000 2 U — & NX-OS & AT A
BHEENA R 22 LT7EEN,

PCAP SNMP /\—H— D EF

PCAP SNMP /X—H—{%, .pcap TETHx v 7' F v &7z SNMP X7 v R & 479 %Y — /LT
T, AA v F ETEMEL, A4 v FIZHEE SNDH T TD SNMP get, getnext, getbulk, set,
trap, 35 & N response ER O EWM L AN — b E2AER L FT,
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http://wiki.wireshark.org/CaptureFilters
http://wiki.wireshark.org/DisplayFilters
https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/101x/configuration/layer-2-switching/cisco-nexus-9000-series-nx-os-layer-2-switching-configuration-guide-101x.html
https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/101x/configuration/vxlan/cisco-nexus-9000-series-nx-os-vxlan-configuration-guide-release-101x.html
https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/101x/configuration/layer-2-switching/cisco-nexus-9000-series-nx-os-layer-2-switching-configuration-guide-101x.html
https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/101x/configuration/layer-2-switching/cisco-nexus-9000-series-nx-os-layer-2-switching-configuration-guide-101x.html
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PCAP SNMP N—H—% T 5I121F, ROWIT N rOa~vy REFHLET,

« debug packet-analysissnmp [mgmt0 | inband] dur ation seconds[output-file] [keep-pcap]—Tshark
ZHEHLTIHREOBEM DO NN ry NaeXxx 7F v L, —k peap 7 7 A MTRIF L E T
RIZ, =@ peap 7 7 A WIS WNWTRT y b ESHTLET,

FERIIH N7 7 A MRTFEINE T, HAOT7 7 A ABBEESN TWRWEAF, 23/ —
MCHISIVET, keep-pcap 47> a v EMHAT A5G %RE ., —Wf.peap 7 7 A WVITT
7V hTHIBRENET, Ty XX T Ty, TIANVNOEEA U H—T 2 A
(mgmt0) . FZITHHENA > F—T7 A4 ATHEITTEET,

{51

switch# debug packet-analysis snmp duration 100

switch# debug packet-analysis snmp duration 100 bootflash:snmp stats.log

switch# debug packet-analysis snmp duration 100 bootflash:snmp_stats.log keep-pcap
switch# debug packet-analysis snmp inband duration 100

switch# debug packet-analysis snmp inband duration 100 bootflash:snmp stats.log

switch# debug packet-analysis snmp inband duration 100 bootflash:snmp stats.log
keep-pcap

debug packet-analysis snmp input-pcap-file [output-file] : BEAF? pcap 7 7 A MZH D ¥ v 7
Fx LTy baeahrLET,

1 -

switch# debug packet-analysis snmp bootflash:snmp.pcap

switch# debug packet-analysis snmp bootflash:snmp.pcap bootflash:snmp stats.log

Iz, debug packet-analysis snmp [mgmtO | inband] duration =~ > K OHEFHEHR L AR — k DfF
R LET,

switch# debug packet-analysis snmp duration 10

Capturing on ethO

36

wireshark-cisco-mtc-dissector: ethertype=0xde(09, devicetype=0x0
wireshark-broadcom-rcpu-dissector: ethertype=0xde08, devicetype=0x0

Started analyzing. It may take several minutes, please wait!

Statistics Report

SNMP Packet Capture Duration: 0 seconds
Total Hosts: 1

Total Requests: 18

Total Responses: 18

Total GET: 0

Total GETNEXT: O

Total WALK: 1 (NEXT: 18)
Total GETBULK: 0

Total BULKWALK: 0 (BULK: 0)
Total SET: O

Total TRAP: 0

FSTNoa—TFTa0FDY—ILEBERR .
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Total INFORM: O

Hosts GET GETNEXT WALK (NEXT) GETBULK BULKWALK (BULK) SET TRAP INFORM RESPONSE
10.22.27.244 0 0 1(18) 0 0(0) 0 0 0 18
Sessions

MIB Objects GET GETNEXT WALK (NEXT) GETBULK(Non_rep/Max_rep) BULKWALK (BULK,
Non_ rep/Max_rep)

ifName 0 0 1(18) 0 0
SET Hosts
0 10.22.27.244

RADIUS % %I FH

RADIUS a2 ko)LL, ~v R RO RADIUS — L 7 T4 T T4 AW, Btk
FRFI LT UV N ERBTAOIEHEINS T bal Ty, Znbo ML, ko3
DODYP—E R 7T A (CoS) IZEE# L TWET,

B3
® [

. R
CTHTLT 4T

FRREIL, FEEDT NA AT 78 AT 52—V ORGEEZER L TWE 9, RADIUS ZfEH L
T, CiscoNX-OST A AT 7B AT HZ—WF T H 7 hEFHTEET, 734 A~Dn
TA v ERPD EL CiscoNX-0S 12K - T, 198D RADIUS % — "DIFHRIZEE SN T — W
RERNTOIET,

FANE, WEESh e —HF o7 7 e AFAHEAER L TCnET, 2—FIcHn Y Tloe—1
X, 2—WZT 7B REZFATHEFT AL ZADY 2 FE L BT, RADIUSH— TR ETXx %
T, —FPRFRIESND &, T3 ALRADIUS — &2 L C, =2—H D7 7t A#H%
RELET,

THOT 4T, TARAAOEH Yy a v T IEE SN JEREERL T E
T, ZOHREMFHLTC, FIT TNy a—T 4 VBEO2—F T 2T 4 D LR—
AR TEET, THU VT 470, v—nvE3) £— FCHEETEXET (RADIUS
AL .

WRIZ, ThorT o7 ns 2o M) 2R T H6%2R R 0ET,

switch# show accounting log

Sun May 12 04:02:27 2007:start:/dev/pts/0 1039924947:admin

Sun May 12 04:02:28 2007:stop:/dev/pts/0_1039924947:admin:vsh exited normally
Sun May 12 04:02:33 2007:start:/dev/pts/0 1039924953:admin
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syslog O F .

Sun May 12 04:02:34 2007:stop:/dev/pts/0_1039924953:admin:vsh exited normally
Sun May 12 05:02:08 2007:start:snmp 1039928528 172.22.95.167:public
Sun May 12 05:02:08 2007:update:snmp_ 1039928528 172.22.95.167:public:Switchname

A\

GE) ThHourTav T ualiE, fryviaroREEE BGEET) PidesFRisLET,

syslog D {5 A

a4y LAJL

VAT A A= uaX oS 7 =T EFHLT, Avk—VEn S Ty A VRET
B FRIFMMOTANA ATEEE L ET, ZOWETIZ, ROZENTEET,

cE=H VU ITBION I TN a—T 4 7DD r JIEROGE
XX T T YT DR TIERD Y A T DR
« ¥ ¥ FTF ¥ T D u TIEROLEIE DR
syslog ZfH L TV AT A A vt —VZRMIEIC 7 — D VIZERIFELTZD | RO syslog —3

WCZDEREEEFE LD TEET, syslog A v b—TZ2ar Y —LICRELTT AT 5
ZEHLTEET, INHDA vE—UDOFEMIE, BRLUERTCICE o TELRY 5,

syslog A »E—%, EKEIZEL U T, debug 75 critical ETH 7 2OH 7T IV ICHFEINE
T THAAL ANOREDY —ERZONT, LR— hSNDERELZFIRTEET, &z

X, OSPF#—ERADT Ny J A X FOHZEHRE L, BGPH—EADT X TOEKRE L1
DANY MRS DI LN TEET,

a7 AvyE—I, VAT AFEESRIITEEINTWET, 2L, EARED Critical LT
(LU0, 1, 2) OREKI0HDOE 7 A vt — | EANVRAMICIRESHE S, Zow 73,
show loggingnvram CWOTHRRTEET, a~vr NEFEHLET,

Cisco NX-OS TiE, RO RF L7 LAULRYHR— SN THET,
* 0-emergency (B2
« l-alert (%)
* 2-critical (FEK)
* 3-error (=7 —)
* 4-warning (%)
* 5-notification (i %)
* 6-informational ({f#)

+ 7-debugging (7 /3 )
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B erezriassHanonE so4x—T ik

TI7ANBETIE, T ALY EFENEERVAT A AyE—URa S 77 A V5
EN, FNOLDOA Y E—UNU AT LAy Y —VICEESNET, 2—WE, 77U T 4
A TEBIREREICESNT, REFETIHIVATLAA v —VZ2IRETEET, VT ALZA A
DTNy TR LI OVEREZRLT A0, AvE—IZ3d A L A TRAMEET,

Telnet £1=1X SSHADOX DA +—T L1t

VAT A OFXUT Avke—UiL, TN NERIIREFAOCX T T )T o BIO
BEREOMHICE SN Ta Ly Y —VZEEINET,

caAY—NDOuX T ET 48 —T/MIT DI, nologgingconsole 2~ K& =7 ¢
Xal—varyE—RFNCHEHALET,

e Telnet £721X SSH 1 X 72 /2T HI21%, terminal monitor =~ R&FETL £
‘3‘0

cavY— )ty iar~OuX T ET 4 =T NERIIA X—TNCT B E ZOIREE
1. FRUBOTRTCoaryy— Ly g ACEASRET, 22—ty g 2K
TLTHHOE Yy a NIHORe 7 A U LEEEA. RIS ET, =720,
Telnett v a v F77I1ZSSHE v a v~ X o Vi 32— NERITT 4 B—7 1T
ToHE, FOREIIZOEYy varEFICERSNET, 2=ty arE KT LE
bEiL, TOREITHERSNETA,

ZOIETHM LTV nologgingconsole =2~ > Kix, 22y —uaXr 7757 4t —7IC
L. 774N FTARX—=T Ml >TVET,

switch (config)# no logging console

Z OIETHB L TWA terminal monitor =< > Ni%, Telnet £721% SSH D 2 X 7 2 H 5T
L. 574V ETIET 4 B—=7 0T > TWET,

switch# terminal monitor

syslog DF%E DFERIZ DWW Ti,  [Cisco Nexus 9000 Series NX-OS System Management Configuration
Guide] #ZML T 7231,

SPAN O {5

AA v F RR—=bT7FFA4H% (SPAN) 2—F 4 U T 1 Zffio T, FMR N T TN a—T 4
VI DETERIIEDT SV — g RANNS R T T4 v I DY I ERSG L, e
TITATIRE=H DTN EIT) ZENTEET,

TNA AREZEEL THHRTERWVEEN X Yy NI =2 ZH25E1%, @%, 7a hal
LAV EFRDMENH Y £7, débug 2~ REFEHTIUE, = K /—REF 310 A/
DODHEENT 7 4 v 7 PR ENTEET, LEL, FFEOT YV N/ — FEREICEIT%M
T TDHITRXRTONT T4 v 7 ICESELYCHUERSIGEAIE. 70 harv 774 Faf
ALTZa banr pb—R&EXFy7F ¥ LET,
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In—e—aviginen [

7u havTFIAVEERT DI, DTRROT AL ASDTA AT F T A P2 /FAT
LRERHYET, ZOLE TALAEOAMT) (1/0) FHBFENET,

A =YXy hFxy hT—7 T, SPANZ—T 4 U7 4 ZH L CZOMEE R TX £7,
SPAN ZfifldT5&, T RXRTHOFNTF 74 v 7 Dat —2FE LT, T34 ZANDORDOR— ~Z
Mk CEEJ, 207 avRIEOERT A AL FWEET, N~ R = T7NTEmIIDD
TAREZ: CPUAMZEE T,

SPAN Zfifld 5 &, T34 AN TMIZL L7 SPAN By v a UBERR SN ET, 74V X %3
HALT,. ZELEN T 74 v 2 FHRTRE LN T 74 v VDR ER Y Ty TEET,

SPAN D% E DFEMIZ DWW T, [Cisco Nexus 9000 SeriesNX-OS System Management Configuration
Guide] #ZH L T 72X,

JIL— E—a UHeEDFER

—HDOTTy N T —ATliE, Iy N7+ —LDOLED ARSI HAZ LR TXET, I
BRI, m— A NVEHEN N T TNy 2 —TF 4V TRZHD =012 — R = 7 &2 5k B
TE5L9C, "—FY =T &~—7FT5DI8F2 HETT,

N=RUx2T7 T 4T 4DLED ZHBSEDHI21E, kOa< REFHLET,

av v R =]

blink chassis V¥ —VLEDZ A S ET,

blink fan number 77 LED D 1 D% S SEET,

blink module slot BINLZEY2—/LOLED & fk S H £,
blink power supply number EFBIRLED © 1 D% SRS EFE 7,

watch <> FO{FEA

watch =~ RZHH9 25 &, CiscoNX-OSCLI 2~ > FHEHAFEAIZTUNIX =2~ R A% &
HL, BT A2 E2FTLET (runbash v~ Ravwr Ra@mLO) .

Woa<y REFERLET,

watch [differences] [interval seconds] commandwatch
- differences: =~ NI OBEWEZIRFHR T L E T,

sinterval seconds : 2~ N Z T A MEAEE L E3, #PHIX0~2147483647 F0 C
ﬁqo

scommand : BRI Ha~r RERELET,

Iz, watch =~ > RKZfEH L T show interface ethl/15 counters =~ > KD H 11 % B 70 ¥ 5T
L., fERERHE TR T 502 R LET,
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switch# watch differences interval 1 show interface ethl/15 counters

Every 1.0s: vsh -c "show interface ethl/15 counters" Mon Aug 31 15:52:53 2015
Port InOctets InUcastPkts
Ethl/15 583736 0
Port InMcastPkts InBcastPkts
Ethl/15 2433 0
Port OutOctets OutUcastPkts
Ethl/15 5247672 0
Port OutMcastPkts OutBcastPkts
Ethl/15 75307 0

RSN a—T42000DY—ILEAEBDEMSHE

MEERR 2=aTF7ILAA L
VAT NEHLY —/1 | [Cisco Nexus 9000 Series NX-OS System Management Configuration Guide]
MIB ['Cisco Nexus 7000 Series and 9000 Series NX-OSMIB Quick Referencell
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. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
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TIKETAIPMDRF AV M ESELESZL,



