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match transport {destination-port | source-port}
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switch(config-flow-record) # collect counter packets

TNy R R— A E T E A
Mo ENELET, (LET, 64
By N B HEHRT A EEEE
TXFET,

collect ip version

151

switch (config-flow-record) # collect ip version

Ta—@DIPN— g UERINEL £1,

collect timestamp sys-uptime {first | last}
IR

switch (config-flow-record)# collect timestamp
sys-uptime last

T —OREFE RITRK v M
THVAT LB A INE L E T,

collect transport tcp flags
5il:

switch (config-flow-record)# collect transport tcp
flags

Ta—DO 4y MIHIRT 5 TCP k7
VAR— BT T T ENELET,
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20— I RAKR—2DER

Tu— T AR—HDOERETIH., 70— T 57 AR—F RTA—FEEHRL, VE—

I NetFlow Collector ~DZE|;ZE rIHEMEEREZFEE L E T,

FIE

so— o 2t—a0km |

ARV RFERRTI Y

S

&M

configureterminal

51

switch# configure terminal
switch (config) #

Ja—) a7 4 Xal—g v
£ F%Fﬁﬁébjﬁj‘o

ATv T2

flow exporter name

1 -

switch(config)# flow exporter
flow-exporter-one
switch (config-flow-exporter) #

T — T AR—ZEERRK L, THr—
TJARN—HX a7 4FXal—av
E—RNEZBBLES, 7R— =27 X
R— 24 % e K 63 LF DI FTAT)
TEET,

ATvT3

destination {ipv4-address| ipv6-address}
[use-vrf name]

1

switch (config-flow-exporter) #
destination 192.0.2.1

DT a— T J AR—F D55 IPv4
FIEIPV6 T RLAZRELET, 1T
B . NetFlow Collector |ZF5ET 5 7~
WICHHT 5 VRE 2% ETE £,

VRF 4 (213K 32 XFO585 % A
NTCEET,

ATvT4

sour ce interface-type name/port

1 :

switch(config-flow-exporter)# source
ethernet 2/1

FRE S 72565 T NetFlow Collector (2
BlETLHDIEHNTEIA v H—T =
AAERBELET,

ATvTh

(EE)
1 :

switch (config-flow-exporter) #
description exportversion9

description string

ZOT7a—x 7 AR—H|ZONCEHH
LET, MBICITRK63 L FOFET
EANTEET,

ATvT6

(&)
&1

switch (config-flow-exporter)# dscp 0O

dscp value

DSCP (DiffServ =— KA > k) %
BELET, #HIZ0~63 T,

ATy T17

(=5)
51

switch (config-flow-exporter) #
transport udp 200

transport udp port

NetFlow Collector (22| EEd 5 7= OI2fE
M3 5UDPHA— h&EFEELET, bl
1L 0 ~ 65535 CT9,

GE) UDPA— MEIRELRWES
X, 9995 F 7 4L k& LT
IR FET,

NetFlow DEE [}
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ARV FFEREETIVa Yy

S

ATvT8

version 9

11 -
switch (config-flow-exporter)# version

9
switch (config-flow-exporter-version-9) #

NetFlow =7 AR — h N—T g V&5
ELFET, 70— AR—F DI—
YaroaryZ4¥Xal—vagrv7
T— REBMETHITIE, N—=Y a9
IR L ET,

ATvT9

(f£7%) option {exporter-stats|
interface-table} timeout seconds

1 -

switch (config-flow-exporter-version-9) #
option exporter-stats timeout 1200

70— 7 AR—F OREEHE W kE
AA~v—FhxELET, EOHMILI

~ 86400 BT,

ATy 710

(=&)
&1

switch (config-flow-exporter-version-9) #
template data timeout 1200

template data timeout seconds

TN T FRELA~—%
RELET, EHOPIL 1 ~ 86400 75
Tﬁ—o

ATvIN

(f£&) copy running-config
startup-config
1 -

switch (config-flow-exporter-version-9) #
copy running-config startup-config

EiTar 74 Xal—T g%, R
H— b T o a7 4 F¥al—a
&:j [:"\,_.L/ij‘o

JO0— E=2DER

Tun— =X EERLT, Jo—Lba—KRKBLOVn— o7 AR—F LEEAMITAZ ENT
XFT, 1 ODFE=FIIBLTWATRTOT7r—|L, #ixe7 41—V K ETRETLEDIC
BEd S 7o—La— R LET, T—HITEESN-T7n— 27 AR—F |27 AR—

FERET,

FIE

ARV RFERERTIVa Y

=)

ATy T

configureterminal

1

switch# configure terminal
switch (config) #

Ja—R) a7 4 F¥al— g
T— FERIBLET,

ATy T2

flow monitor name

1 -

switch (config)# flow monitor
flow-monitor-one
switch (config-flow-monitor) #

Ta— E=HFEEHRKL, TR— E=H
arv 74 Xal—varyE— RElh
LET, 7r—E=FHERK63 LT
DFEPHFTAIITEET,

. NetFlow D& E



| NetFlow D%

A8 —T 14 A~DT7O0— E= 2 DHEA .

AU RFERETOVa Y

B8

ATvT3

(f£#) description string
fl

switch (config-flow-monitor) #
description IPv4Monitor

IOT7R—F= IOV LET,
AT IRK 63 XFDOHEFTH AN/ T
xFE7,

ATvT4

(f£&) exporter name

1

switch (config-flow-monitor) # export v9

Jo— T AR—HFLZDOT70— F=
K wEfTET, =7 AFR—F2 412
K 63 LTFOFHTH A TXET,

ATvTh

record name [netflow-original | netflow
protocol-port | netflow {ipv4 | ipv6}
{original-input | original-output}]

1 -

switch (config-flow-monitor)# record
IPv4Flow

Jn— La—RERELEZ7e— &=
2 LEREANTE T, L a— FAIIZIEER
63 LT DOFETFTE AN TEET,

GH) record netflow ipv4
original-input, record netflow
ipv4 original-output, record
netflow layer 2-switched input
X, CiscoNX-OSVU U —=x
93() TIEYAR—FENTNE

A,

ATvT6

(f£&) copy running-config
star tup-config
{5l

switch (config-flow-monitor)# copy
running-config startup-config

FEifra 74Xl —rarr, AX—
Ny a7 s X¥al—vgila
[:O— L/iﬁ_o

A3 —T A AANDT7A— FE=Z2NEHA

T —F=HIANTIA U F—T oA AZHATEET, HNetFlow VAR — I TWhEHRE

A/o

FIE

ARV RFERFTIVaY

=)

ATy 1

configureterminal

1

switch# configure terminal
switch (config) #

Juaua—)L a7 4 Xal— g
£ — F%Fﬁlﬁﬁébij—o

NetFlow DEE [}
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NetFlow DEE |

ARV RFEREET7TOVa Y ]3]

A7y 72 |interfacevlan vian-id VLANA v ¥ —7 = A A&EREL, A~
- H—T oA AT Fal—3g

— K N

switch(config)# interface vlan 10 T F %f%ﬁﬁul/EE7fo
switch (config-if)#

25 73 |ip flow monitor {ipv4|ipv6| Ao R DA B =T = AL,
layer-2-switched} input IPv4, IPv&, E7-1ELA Y2 AL v F
il - 7u— =4 EEMTET,
switch(config-if)# ip flow monitor ipv4
input

AT 74| (&) copy running-config FiTar74Xal—vark, AX—
startup-config Ny ary74Fal—vgila
15“ . [:o“—‘biﬁ—o
switch(config-if)# copy running-config
startup-config

- > O =JL ==
VLAN ETDJ) v & NetFlow D& E
VLAND LA Y2 AL v F K7y hTULAY 3T —X&EWETH72DIIZ, VLAN(IZ7 12—

EoHEBATEET,

FIE
AT REEETIV 3 Y Br

AT w 71 | configureterminal Jua—N)Lary7 4 XFal—g v
% - ET— RZHBELET,
switch# configure terminal
switch (config) #

R T w 72 | vlan configuration vian-id VLAN 2> 7 4 X2 lb—3 gy F—F
Bl - ZBAM L £, VLANID OFiHIL 1 ~
switch (config)# vlan configuration 30 3967 H 7213 4048 ~ 4093 YF?rO
switch (config-vlan-config) # GE) VLAN 27 4 ¥al— g

V= RTIE, R & IR
fRIZ VLAN ZRETE £,
I, VIPZ 9472 FD
PR — MIMKETT,

25w 73| {ip|ipv6} flow monitor name ASry "7 a— F=%% VLAN
5l - BRI ET, T — =S %R
switch (config-vlan-config)# ip flow K63 jz%LO)y%é&qLT?)&jjjférjij«o
monitor testmonitor
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L 4 % 2 NetFlow +—DHTE .

AU RFERETOVa Y

B8

ATvT4

(f£%&) copy running-config
startup-config
1 -

switch (config-vlan-config)# copy
running-config startup-config

FEFar 74 Xal—ark, AX—
NPy a7 4 Xalb—g0la
I:Ob‘l_/giwg‘ﬂo

L 1 7 2 NetFlow ¥—

DEKTE

71277V NetFlow L a3 — RN TLA V2 F—2EHZTEET, ZoLa—FEFEHLT,
LAY 2A B —T oA ADT B —%F % TF ¥ TXFET,

FIE

ARV RFERRETO Y

E:)

&M

configureterminal

1

switch# configure terminal
switch (config) #

Jaua—)Lary7 4 ¥al—g v
E—RFZBBLET,

ATvT2

flow record name

1 :

switch(config-flow-record) #

switch (config)# flow record L2 record|

Zuo—la—Rary7 4 FXal—3
VE—REBBLEST, Tr—La—
ROBEDOZEMIONWTIE, 7a— L
a— FOfERR (10 X—2) ZHML
TLTEEVY,

ATvT3

match datalink {mac source-address|
mac destination-address | ethertype |
vlan}

51

switch (config-flow-record) # match
datalink ethertype

LAY 2EMEEd—L LTHRELE
‘a‘o

ATvT4

exit
1 -

switch (config-flow-record) # exit
switch (config) #

Jo—la—Rary74¥al—i 3
o E— F‘%%&:\T Li?‘ﬁo

ATvT5

interface {ethernet dot/port | port-channel
number }

1 -

switch(config)# interface Ethernet
6/3
switch (config-if#)

A H—T 2 AREE— REBGAL
FI, A HF—T A ARAFA TSI W
A — YRy P AR— M EIIR—
M TF¥RVERETXET,

NetFlow DEE [}
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ARV FFEREETIVa Yy

S

ATvT6

switchport

1 -

switch(config-if)# switchport

A H =Tz A RE LAY 2OWHA
VHA—T 2 A RAIERBLEST, AA >
FAR— N OREIZET DI DN T
L. [CiscoNexus 9000 > U — A NX-0S
LAY 2AL v F U TRENA R %
ZHL TN,

ATy T1

mac packet-classify

1 -

switch(config-if)# mac packet-classify]

2y B MAC 23 3E %58 L £ 9,

Zoa~wr ROFERIZET 55z

WX, ICisco Nexus 9000 2V — X

NX-OStFX =2 UT 4&RENTA R 25

LT 7EEw)

GE) 7u—ZRMHT57DIzZD
av REfEHTOIVEND
nET,

ATvT8

layer 2-switched flow monitor flow-name
input

1 :

switch(config-if)# layer2-switched
flow monitor L2 monitor input

TH—E=H % AL v F K RDAS)
Ry MCBHEM T ET, Te—E=
54 % K 63 TFE DY FTAS T
ES

ATvT9

(%) show flow record netflow
layer 2-switched input

51

switch (config-if)# show flow record
netflow layer2-switched input

LA ¥ 2 NetFlow D5 7 /L b L oa—
FolEHEFz R LET,

ATy 710

(f£&) copy running-config
startup-config
11 -

switch (config-if)# copy running-configi
startup-config

EiTar 74 Xal—Ta %, R
H— b T ol ars7 4 FXal—a
lIZar— L%,

NetFlow 2 1 L7 FDERTE

fFET, VAT LHNDOTRTOT7 e —|J@HIND 7 v —3L72 NetFlow % A 57 U b &% E

TEET,
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NetFlow 5% % D FEER .

FIE
ARV FFEREET7TIVa Y =LY

AT w 71 | configureterminal rua—N)ary7 4 Xalb— gy
Bl T— FEMBLET,
switch# configure terminal
switch (config) #

R 72 |flow timeout seconds 7Ty va A4 LT U MEEFEALT
Bl RELET, WEILs ~ 0BT, 7

e

switch (config)# flow timeout 30 ;7j_lb/bﬂgli “)$/(:7f°

ATw 73| (fE&E) copy running-config Firar74Xal—vark, AY—
startup-config Ny a7 4Xal—g0la
fi E—LET
switch (config)# copy running-config
startup-config

NetFlow % & D g R

NetFlow i E & FK AT DIZE, ROX AT DI HEOWTNEFITLET,

avy kR B#

show flow cache [ipv4 | ipv6 | ce] NetFlowIP 7 = — 2T D@ a R~ LET,

show flow exporter [name] NetFlow O 7 0 — T AR— & [EH L EEHE
WEFRRLET, 70— T AR—FL 5K
K63 LFDOFHFTAITEET,

show flow interface [interface-type slot/port] NetFlow A % —7 = A AT A EF R 2 TR
Li—a—o

show flow record [name] NetFlow D7 10— L a— RfEf 2T R LET,
7r— L a— REIZIERK 63 LFORET %
ANTEET,

show flow record netflow layer 2-switched input | L 4 ¥ 2 NetFlow 2> 7 4 £ = L—3 3 Dl
WreFRILET,

show running-config netflow HET A R1Z&H 5 NetFlow iR Ex F s LE
j—c

NetFlow DEE [}
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NetFlow DE=_42 1 >4

NetFlow DO#taHE # A2 #1795 (2%, show flow exporter =~ > RZ&Z#if L £9, NetFlow =7
AR —H OFEFHERZEET D121, clear flow exporter 2~ > R&EFH L £,

NetFlow M & =45

IPv4 @ show flow cache =~ > RO JITIE, KD X HITFERINET,

show flow cache
IPV4 Entries

S1P DIP BD ID S-Port
FLAGS TOS if id output if id
10.10.30.4 30.33.1.2 1480 30000
0x0 0x90105c8 0x1a005000
30.33.1.2 10.10.39.4 4145 30000
0x0 0x1a005000 0x1a006600
10.10.29.4 30.33.1.2 1479 30000
0x0 0x90105c7 0x1a005000
10.10.7.4 30.33.1.2 1457 30000
0x0 0x90105b1 0x1a005000
30.33.1.2 10.10.42.4 4145 30000
0x0 0x1a005000 0x1a006600
10.10.49.4 30.33.1.2 1499 30000
0x0 0x90105db 0x1a005000

D-Port Protocol
flowStart flowEnd

17
14153835
17
14099491
17
14153817
17
14153822
17
14119151
17
14153827

NetFlow D3> 7 4 X2 L—3 3

ZOFITIX, TPv4 IZ2%F L C NetFlow =7 AR—HX 2R/ TT D ITEEZRLET,

feature netflow
flow exporter ee

destination 171.70.242.48 use-vrf management

source mgmtO
version 9
template data timeout 20
flow record rr
match ipv4 source address
match ipv4 destination address
collect counter bytes
collect counter packets
flow monitor foo
record rr
exporter ee
interface Ethernet2/45
ip flow monitor foo input
ip address 10.20.1.1/24
no shutdown

. NetFlow D& E
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683751850

683753300
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683753300

Packet

471553

30164
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65536

471554

NetFlow
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0x0

0x0

0x0

0x0
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