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F9, WOHIFITIE, 12 7 7 ADOMHEI: QoS ET /MKW, N T 740 7T A
CEVRABEENED S T A~y TRENFTEINTWVET,

)

G¥) DNS-ASHEHETO I, £7 T A2 >0O—FEtafEE cE £9,

class-map match-all VOICE

match protocol attribute traffic-class voip-telephony

match protocol attribute business-relevance business-relevant
class—-map match-all BROADCAST-VIDEO

match protocol attribute traffic-class broadcast-video

match protocol attribute business-relevance business-relevant
class—-map match-all REAL-TIME-INTERACTIVE

match protocol attribute traffic-class real-time-interactive
match protocol attribute business-relevance business-relevant
class-map match-all MULTIMEDIA-CONFERENCING

match protocol attribute traffic-class multimedia-conferencing
match protocol attribute business-relevance business-relevant
class-map match-all MULTIMEDIA-STREAMING

match protocol attribute traffic-class multimedia-streaming
match protocol attribute business-relevance business-relevant
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class—-map match-all SIGNALING
match protocol attribute traffic-class signaling

DNS-AS % &/ L 7= Ave A 00 0z ]

match protocol attribute business-relevance business-relevant

class—-map match-all NETWORK-CONTROL

match protocol attribute traffic-class network-control
match protocol attribute business-relevance business-relevant

class—-map match-all NETWORK-MANAGEMENT

match protocol attribute traffic-class ops-admin-mgmt
match protocol attribute business-relevance business-relevant

class—-map match-all TRANSACTIONAL-DATA

match protocol attribute traffic-class transactional-data
match protocol attribute business-relevance business-relevant

class—-map match-all BULK-DATA
match protocol attribute traffic-class bulk-data

match protocol attribute business-relevance business-relevant

class—-map match-all SCAVENGER

match protocol attribute business-relevance business-irrelevant

BELZ WS ETILDRYS—Iy TOEE

WOHDFITIE, RV o— <oy TOEFRE., 127 7 ADOFHTE QoS T /LTI T
DRI T4 VI ARE~—F T TDHINT T4 v BENFEREINTWVET,

policy-map MARKING
class VOICE

set dscp ef

class BROADCAST-VIDEO
set dscp csb5

class REAL-TIME-INTERACTIVE

set dscp cs4

class MULTIMEDIA-CONFERENCING

set dscp af4l

class MULTIMEDIA-STREAMING

set dscp af3l

class SIGNALING

set dscp cs3

class NETWORK-CONTROL
set dscp cs6

class NETWORK-MANAGEMENT
set dscp cs2

class TRANSACTIONAL-DATA
set dscp af2l

class BULK-DATA

set dscp afll

class SCAVENGER

set dscp csl

class class—-default

set dscp default

TTVI9S5REQS S T49 DI VEDS

WDOFKIZ, A HF—R AR —h <o TD app-class 74 —/V N& NT 7 4 v JSFED 12
T AR QoS FT MI~v vy B T T 5 HEERLET,
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TIVr—2av )3 ROERWN
T¥A b

TINVr—2av 930
BOWTHX b

Mg d0s FS T4 U5
2L ESRABEM

VOIP-TELEPHONY

VO

NI4T TTA=
voip-telephony

B A BEE M = YES

BROADCAST-VIDEO

BV

N7y TR =
broadcast-video

BV R A BEEM: = YES

REALTIME-INTERACTIVE

RTI

NoT 4T VT A=
real-time-interactive

Bk A BE M = YES

MULTIMEDIA-CONFERENCING

MMC

NT7T 4T TTA=
multimedia-conferencing

BV R A BEE: = YES

MULTIMEDIA-STREAMING

MMS

NTT 4T TTA=
multimedia-streaming

B Yk A BEE: = YES

NETWORK-CONTROL

NC

cNoT 4T ITAR=
network-control

BV R A BHE: = YES

SIGNALING

CS

N7 7 4 v 7T A =Signaling
B YR A BEE = Yes

OPS-ADMIN-MGMT

OAM

FNT7T 4T TTA=
ops-admin-mgmt

B A BEE M = YES

TRANSACTIONAL-DATA

TD

cNoT7 40 7T AR=
Transactional-Data

BV R A BHEM: = YES

BULK-DATA

BD

N7 7 4 w2 77 A =bulk-data
B R A BE M = YES
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DNs-as /A L7- ave A vF oz [

TIVr—=2a v ZRAORW | 7TV —23 v 0ZRA0 |®ET50s b5 T71499 95

THFRAE BEOTEX b A EED R REEN
BEST-EFFORT BE N7 T 4w 7T A =<n0
change>

B YR A BHEL: = default

SCAVENGER SCV N7 T 4w 7T A =<no

change>

B A BN =NO

Y RI=OFIEES T4V DRE

WIZ, Ry U= HIH ST 7 4 v 7 20T 50 2R LET, #MRFTOLENRDD
iﬂﬁ?é AR 5‘**‘ 2L CISCO-CLS=app-name:example|app-class:NC|business:YES ’(“jqo

1.

7 IR =y TefE L, BEE -BSEET,

AA > F4# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

AA »F (config)# class-map NETWORK-CONTROL

AA v F (config-cmap) # match protocol attribute traffic-class network-control

AA v F (config-cmap) # match protocol attribute business-relevance business-relevant
AA »F (config-cmap)# end

RV —~<vw7HERL, Z0UIY TA <~y 72N T, BEIBMZIEELF
‘é‘o

AA v F4# configure terminal

AA w7 configuration commands, one per line. End with CNTL/Z.
AA v F (config)# policy-map MARKING

AA v F (config-pmap)# class NETWORK-CONTROL

AA v F (config-pmap-c) # set dscp ef

AA »F (config-pmap-c) # end

A B =T 2 AR — v T Ef ML ET,

AA wF# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

AA v F (config)# interface tengigabitethernet 1/0/1
AA v F (config-if)# service-policy input MARKING
AA v F (config-if)# end

DNS-AS #{#F L 1= AVC FE FNF D&% E

ENFAFEHT 5L, 2y hU—2 ETHFEITFTENTWET F YU r—3 9 AZONT O M
b, ENFA 7Y ary o b—hE2ERLTCT U 4r—2 301D, i, BXOBEMED
Bz T/ AR—FTXFE7T, DNS-ASZ T4 7> k ETld, IROFNFREEZIT I LERH Y
7,
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s ¥ —7 ¢ —/L N application-name, ¥ —7 ¢ —/L R ipv4sourceaddress® ipv4 degtination
addresszIlU4ET D7D 7 —L a— REHRELE T,

e TR — T AR—EL2ODF T ar T L — b ERELET, A Va TS
L— NI, 77V —a v OERERELET,

*7v a7 7 L— | application-table : DNS-AS 7 7 A 7> M X » TR SN=T
TV r—2arDheT I AR—MLET, DEV N T4 T T =T NNET Y
r—varID EARIDOBNTY ZR—FSNET, T 27 7V r—a O,
FEYEN) 727 7"V /r—3 3 D Network Based Application Recognition (NBAR) 725 D% D
T, RSN~ TXTFINE, WAZ LT TV r—va RS ET,

a7 — | application-attributes (X, 77Uy —Ta ALy B TTS
LR o TRMEHRERG LET, BENRT ) r—a a2 LSRG, 47
va v 7 U7 b— MIERER 72 Network Based Application Recognition (NBAR) & D E
BOMEFAESNET, DAZLT TV r—y a v A0MEAESNEZSGE, 2—V—EH£0OT7T 7
Vor—yar EBEORET 4 — NV RORDMEE I mELET,

Ta— EF=H—EHREL, FNEALF—T oA RAZEATAZIET, Xy hT—2 b
FT7 4w OEREGIMZLET,

DNS-ASZHEFI L7ZFNFA > 257> ay : 7a—F—7 L TERENZTXTO 71—,
DNS-AS 7 T A 7> MIFEHIP 7 FLUALIITEETIP 7 KL A (R TERWEES) &2
HL, 78—07 7V r—2a UAERFELET NM T 4 7T —7 Mz b U BFTE
TL558) .

ENF X, XI5 d 57 F U r—saviivy v 7EnTns 47>y ary 57—k 5—4
FREINZEE (740 FTIE600%) TEHIRIZAa L 7 27 AR—F LET,

AToarTFoIL—+F

application-table ¥ & OF application-attributes 47> 2 7 7L — F YR — STV E
T ATvarT T =MLY SRR LI X AR = MO ERBIRESNLET,

option application-table

IOTUTL—RNI, TV =y arh, TV =y a 27 BXOHHENEa L
A\ AR— b LET,

DNS-AS Zffi [l L7z AVC AN > TWBT /34 A TiX, DNS-AS 7 74 7 MMk -~
fRRENTZT TV r—ya v ORBT I AR—NENET, L, K LT,
application-table 7 > 7' L— NI, ZOBEDRF TR > TWNDLE I NTHhrb BT,
unclassified & unknown ®7 U r—v a3 v A7 AR — M LET,
TN = a AL T TN = a U BXONEET ) r— g VOBA, 2
DOIERIINA VT 4 7 T—TNVIRFEIN TV D TXT IR (app-name) 7> H Al &
ET,

e TSV —ar #7  DNS-AS#iEZFEH L2 AVC Tix, 77UV —va v 1ID E[H
LTt, =P IDeEEL Y ZID THRENTWET,
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t7vavsyIi—+ M

LUV ID EIESHEL UV ID BV X IDOILTXR A NEERLET, K
DED IR — F I TWET,

«L3:IANA L1 ¥ 3 7z fh 2/L% % (IANA_L3_STANDARD, ID: 1)

*L4:IANA LA VY4 DT )V U R— &5 (IANA L4 STANDARD, ID :
3)

L7 Aap s a—s L 7Y r—3 91D (CISCO L7 GLOBAL, ID : 13)
«CU: HAX L 7u k)b (NBAR_ CUSTOM, ID : 6)
e L I HID: TV r— g rERITSEEY —BISHEN LET,
BHReT F V) r—a L OA. 77U r—3 gy 2 7ERITROEETLHLEH ST
BHIECHEH I ET,
1. TXT % (app-id:)

2. FEUERY/R T U A —3 3 D NBAR 3% (TXT I IME &2 R 72 WIS

NALNT TV r—va O/, 77—y gy 2 7ERICRPER SN ET,
o TXT % (app-id:) SO S E 9,

« VU ID DA, DNS-AS 7 A4 7> bBHBMIZCU (AKX L 7 hajl)
ZfEH L %4 (NBAR CUSTOM, ID:6) ,

et L7 ZIDDEA. DNS-AS 7 FGA TV "I AR L EL 7 ZIDZEIV Y TET,
BRRODHAZ LT TV Ir—a BN R—bFENET, TOHDI0DH AKX L
TV = ar%DNS-AS 7 IA T MO TEEY, L7 ¥ IDfE 243 LI
L. BIETID AED B ToHRET, BV Y THIDBRL 2olcha, = MU IEA
AT 4T T NAREENEE A

c T ZOERIT, EWET Y r—2 2 VO NBAR EERN O SNET, BAX LT
TV = a DA DNS-AS 7 74 72 MIa—¥—E&HRO 7 1 2L <app-name>
EHEALET,

option application-attributes

ZOTTL— NI, VI ERBEHICT Y —va v E (7Y a O application-table
M) v BT ECLET, BMIX. e harEni@3z Ty Y r—va TRk
FICEID Y CTHN, FT 74 v 7 IHEFLERA, ZOT 7 L— h Tk, ROBERY
A— b ENTWET,

FERET ) r— a3 Y OGA

e TV —ary #7 . _EFO option application-table ¥ 7 > a DT U r—a v X
TOBERESHLTLLESY, ZZTHRILZ ENYTITEDY £,
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DNS-AS %/ L= AVC DEEE |

BT AY  —BEEHEL LT, &7 0 b0 h T VDD LS IESNTT 7Y
r—yarvEIN—LET, BULET TV r—rva Bl o0h T IVICE LT
TN—ENEd, =& z2iE, BEFA—/V BT T VIZIE, Internet Mail Access Protocol
(IMAP) . Simple Mail Transfer Protocol (SMTP) . Lotus Notes 72 £ DJ X TDE | A —
NT TV Irr—varngEnEd,

A THT Y FHEAREL LT, ET e b aroh T AVAO2EH DO LU SNT
TV r—varkE I N—7{kLET, =& ZIE, clearcase, dbase, rda, mysql, F Dfth
DT —=ZRX=AT TV =2 a ANIT—ERX=RA F V=TT N—TEINET,

TN —=vary =T FAULRYy NV X T T T = a v EEED T —
M L ET, 7= & 21X, Example-Messenger, Example-VoIP-messenger, 33 & O
Example-VoIP-over-SIP % example-messenger-group @ FIZE L DT/ NV—FLLET,

BT =T (p2p) :p2p TV /uT—EMHTINE I NESNT T r havk s
=L ET,

s hrv s e hanrBhoTa ha LD NT T 4 v T E R URATHNE ) MTESN
T havzsfELEd, NBARDMEZE LWy e haiid, KREOVETo bz
IV TN —TFIHEINET, 2, vA4¥2 boxU 7 e han (L2TP) &
‘/C:“j‘o

WSl T r—a VOB L FERE AL D AT — Z RSN T Y r— g v
PN —7 L ET, NBARBMEAFEE LW a hajuid, REID Y TOREE{LS L —
TSN ET,

NI T U I DITA FEBTDN T T4 I TRIESNCT I r—v gt
hanznLEd, 2R VI 7407 VT ATDOTRXTOT SV r—ra M
FFonET, N7 40y 7 77 AFERIT. ROFEILH OIS N TWDIRICHIT S
i‘j‘o

1. TXT % (app-class)

2. JEUER72 T Y A —3 3 D NBAR £ (TXT IBEWMEZE7- 72054
s VX ADMEM  EURRICEHENH DB E—T SN TWANEIMITESNTT Y
r—varviEIN—bLET, méziE. EVRABEENYESOTRTOT S r—

arPFEFoNET, EVRABEEERIE, ROFEILH LR S TWHIEICHH
SNET,

1. TXT/5% (business:)

2. IEWERY/T U A —3 3 D NBAR EFH (TXT IHEMEE B - 720 E)

NAZ LT TN r—3a DG

application-attributes 4= 7" > 2 > 7 7 L — N ORD BYEDO BMEZRIET H Z L BRFES LT
l/ A \i ‘a_O

e TSV — 3 #7  EFLO option application-table ¥ 7 > 3 > DT Y r— 3 o X
TOERESHLTLITEZIY, ZZTHRICZENYTUIED £7°,

Z{EF L1- AVC OERE
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DNs-As %/ L= ave A FNEEE0s ]

s NT T4y 7T A ZOFERIZTXT W (app-class) 7SI S E T,
e VX ADRBEM: - Z OEHRIT TXT IS (business) 7 HHiH EivE 4,

DNS-AS #{&F3 L 7= AVC A FNF % & O {5
&Iz, DNS-AS Zf#if L7= AVC /i FNF %€ 552 /~rL ¥,
N—=hF1: 78— Vba—REEKRLET, IR TEICERETISNENDY T,

TV = a VRAERRT DD, key 74—/ K& LTOEEIT E 5D
IP7 RL A,

e 77— La—KN®Dnonkey 7 4 —/L RELTOT 7Y r— a3 U 4OMH,

Bz, 7a—HNONA NEREFAT Y M E nonkey 7 A —/V FELTEELT, =
VI RNCERET DT IV r—2a O EFR " THIELTEET (A7 ay),

AA > F4# configure terminal

AA v F (config)# flow record example-recordl

AA v F (config-flow-record) # match ipv4 source address

AA v F (config-flow-record) # match ipv4 destination address
AA v F (config-flow-record) # collect application name

AA »F (config-flow-record)# collect counter packets

AA v F (config-flow-record) # exit

AA v F 4 show flow record example-recordl
flow record example-recordl

match ipvé4 source address

match ipv4 destination address

collect application name

collect counter packets

NR—h2: 77— 7 AR—FEERLET,

F7-. application-table 7> = > 7> 7 L — I & application-attributes 47" 3 >
T bbb AR—FRNIHRELET, A7 ar 77— M LRN
LAV IREBROHHT TV r—a UERERGTE EHA, Dt b,
application-table 47> 2 V ZFRET H Z L AR L E3, BIEEHROGA IR,
application-attribute 47> 3 VK E LE T,

Flh, TV — b B AR— N ABHEEHEMNTERTHIZ L TEET GF
RHEPHIT 1 ~ 86400 Fb, T 7 /L MEIX 600 7)

AA v F (config)# flow exporter example-exporterl

AA »F (config-flow-exporter)# option application-table

AA v F (config-flow-exporter)# option application-attributes
AA »F (config-flow-exporter)# template data timeout 500

AA »F (config-flow-exporter) # exit

AA v F4 show flow exporter example-exporterl
Flow Exporter example-exporterl:
Description: User defined
Export protocol: NetFlow Version 9
Transport Configuration:
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Destination IP address: 192.0.1.254

Source IP address: 192.51.100.2
Transport Protocol: UDP
Destination Port: 9995

Source Port: 54964

DSCP: 0x0

TTL: 255

Output Features: Not Used

Options Configuration:
application-table (timeout 500 seconds)
application-attributes (timeout 500 seconds)

AA v F4# show flow exporter example-exporterl statistics
Flow Exporter example-exporterl:
Packet send statistics (last cleared 00:00:48 ago):
Successfully sent: 2 (924 bytes)

Client send statistics:
Client: Option options application-name

Records added: 4
- sent: 4
Bytes added: 332
- sent: 332

Client: Option options application-attributes

Records added: 2
- sent: 2
Bytes added: 388
- sent: 388

N—F3: 78— F=X—EERLET,

Tu—F=H—% A H—T A AZHEHA L, 2y NI—7 N T 7 4 v 7 OEREE
TLET,

Fo, BACA U E =T 2 A2 QoS RV —biifl TEx £9, koW TIX, BFL
QoS RED—H & L THERMR ENZ QoS AU v —%H L TWET (%v U —7 il
N7 4y 7D (153—=2) )

AA v F4# configure terminal

AA v F (config)# flow monitor example-monitorl

AA v F (config-flow-monitor)# record example-recordl

AA »F (config-flow-monitor)# exporter exporter-exportl
AA v T (config-flow-monitor)# exit

AA > F (config)# interface tengigabitethernet 1/0/1

AA v F (config-if)# switchport acceess vlan 100

AA v F (config-if)# switchport mode access

AA v F (config-if)# ip flow monitor example-monitorl input
AA v F (config-if)# service-policy input MARKING

AA v F (config-if) # end

AA > F4# show flow monitor

flow monitor example-monitorl

record example-recordl

exporter example-exporterl

|

AA v F4# show interface tengigabitethernetl/0/1
interface tengigabitethernetl/0/1

switchport access vlan 100
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switchport mode access

ip flow monitor example-monitorl input

AA v F4# show flow monitor example-monitorl cache

Cache type:
Cache size:
Current entries:
High Watermark:

Flows added:
Flows aged:
- Active timeout
- Inactive timeout
- Event aged
- Watermark aged
- Emergency aged

IPV4 SOURCE ADDRESS:

IPV4 DESTINATION ADDRESS:
counter packets long:
application name:

IPV4 SOURCE ADDRESS:

IPV4 DESTINATION ADDRESS:
counter packets long:
application name:

IPV4 SOURCE ADDRESS:

IPV4 DESTINATION ADDRESS:
counter packets long:
application name:

Switch#

( 1800 secs)
( 30 secs)

192.0.1.254
192.51.100.2
7479
appexamplel

192.51.100.11
203.0.113.125
445
appexample?2

192.51.51.51
203.0.113.100

14325

appexample3

N— b 4 FOMOBEE show =<2 K

AA v F4# show avc dns-as client binding-table detail

DNS-AS generated protocols:

Max number of protocols
Customization interval

Age
TTL
Time To Expire
the entry host

Protocol-Name appexamplel

VRF <default>

Host : www.appexamplel.com
Age[min] : 2

TTL[min] : 60

Time To Expire[min] : 58

TXT Record
Traffic Class
Business Relevance

[min]

:50
:N/A

IpP : 192.0.1.254

Protocol-Name appexample?2

VRF <default>

Host WWw.appexample2.com
Age[min] : 2

TTL[min] : 60

Time To Expire[min] : 58

Normal
16640
3

3

O OO WwWwo wo

DNS-AS % L 1= AVC Fi FNF

The amount of time that the entry is active
Time to live which was learned from DNS-AS server
Entry expiration time in case device does not see DNS traffic for

app-name:appexamplel |app-class:VO|business:YES
voip-telephony
business relevant

gron |
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TXT Record
Traffic Class

Business Relevance

IP

<output truncated>

192.51.100.11

AA v F4 show flow exporter option application engines
prot (IANA L3 STANDARD, ID: 1)

port (IANA L4 STANDARD, ID: 3)

NBAR (NBAR CUSTOM, ID: 6)

cisco (CISCO_L7_ GLOBAL, ID: 13)

Engine:
Engine:
Engine:
Engine:

AA v F4 show flow exporter option application table
prot (IANA L3 STANDARD, ID: 1)

Engine:
applID

Engine:
applID

Engine:
applID

6:28202

Engine:
applID

Name

Description

port (IANA L4 STANDARD, ID: 3)

Name

Description

NBAR (NBAR CUSTOM, ID: 6)

Name

Description

appexamplel User defined protocol appexamplel

cisco (CISCO_L7 GLOBAL, ID: 13)

Name

Description

13:0 wunclassified Unclassified traffic

13:1
13:518

unknown

Unknown application
appexample? appexample?2,

DNS-AS Z{#F L 7= AVC DE 1R

RELT-, & FE&FE7 DNS-AS #fi [ L7- AVC

Da<wy REFEHLET,

R 1:DNS-AS =ERAL-AVCDEHRI<T UK

DNS-AS %/ L= AVC DEEE |

: app-name:appexample?2|app-class:VO|business:YES
: voip-telephony
: business relevant

social web application and service

BE &R T DI, R EXEC £— R TR

avy kR

B8

H H D

show avc dns-as client status

DNS-AS 7 7 A 7> b OHAE

DAT—H A% FKrLET,
Zhavwry REFERTSH L.
DNS-AS #ffi [l L7z AVC 237
72 o TWBEMNE 5 %5
HBILENTEET,

51 : show avc dns-as client status

show avc dns-as client
trusted-domains

RA T 4 T T —T I HE
FFESNTOWHEERIAL D
UAMEFRRLET,

5 : show avc dns-as client
trusted-domains
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&



| DNSs-AS %R L 1= AVC D

B

X E

DNs-as x A L7- ave o ]

show avc dns-as client
binding-table detail

QTR B sl 2]]

ShOW avc dns-as client fEHEH R A A v LfigiE A | 5] : show ave dns-as client
binding-table KU @dY % kA DNS-AS % |binding-table

BLO HHALIEAVC DA X T —H %

FoRrLET, 7T — 3
VRN AL IR ET,
N7 4NB2 ) JTEE

7,

Chobpawyr Ry, B s
A ClH UM AR~ LE
7,

show avc dns-as client statistics

Ny N m XU TER (EE
L7ZDNSZ7 =) 0 ZE L
TIREDOH) E#FRALET,

51 : show ave dns-as client
statistics

show avc dns-as client
name-server brief

A BT — B HROEFE D
DNS #—_—C 3 5 A
FRLET,

f51] = show avc dns-as client
name-server brief

show ip name-ser ver HERF STV BT R— | : show ip name-server
AP —N_—DIPT KL A%FH
~LET,

show platform tcam utilization | TCAM @ A FHPIZ B3 25 # | B : show platform tcam
R LET, utilization

Bl

show avc dns-as client status

AA > F4# show avc dns-as client status

DNS-AS client is enabled

7 1:DNS-AS #{#if L7= AVC Do~ RIZRES

151 : show ave dns-as client trusted-domains

AA > F4# show avc dns-as client trusted-domains

Id | Trusted domain

1]
2|
31
41
S
6l

example.com
www.example.com
example.net
www.example.net
example.org
www.example.org

#1:DNS-AS Zffifl L7 AVC OEfla~ > NIZERES

51| : show avc dns-as client binding-table
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AA v F4 show avc dns-as client binding-table
Switch# show avc dns-as client binding-table detailed
DNS-AS generated protocols:
Max number of protocols :50
Customization interval [min] :N/A

Age : The amount of time that the entry is active

TTL : Time to live which was learned from DNS-AS server

Time To Expire : Entry expiration time in case device does not see DNS traffic for the
entry host

Protocol-Name : example
VRF : <default>
Host : www.example.com
Age[min] : 2
TTL[min] : 60
Time To Expire[min] : 58
TXT Record : app-name:example|app-class:VO|business:YES
Traffic Class : voip-telephony
Business Relevance : business relevant
IP : 192.0.2.121
: 192.0.2.254
198.51.100.1
198.51.100.254
192.51.100.12
: 203.0.113.125
<output truncated>

7% 1:DNS-AS Zfififl L7- AVC OEfla~ > NIZERES

51 : show avc dns-as client statistics

Y

GE)  ZofITIZ, 25O DNS —_"—RNHREINET,

AA > F4# show avc dns-as client statistics
Server details: vrf-id = 0 vrf-name = <default> ip = 192.0.2.1
AAAA Query Error packets 0

AAAA Query TX packets 0

AAAA Response RX packets 0

TXT Query Error packets 0

TXT Query TX packets 8

TXT Response RX packets 0

A Query Error packets 0

A Query TX packets 6

A Response RX packets 0

Server details: vrf-id = 0 vrf-name = <default> ip = 192.0.2.2
AAAA Query Error packets 0

AAAA Query TX packets 0

AAAA Response RX packets 0

TXT Query Error packets 0

TXT Query TX packets 2

TXT Response RX packets 2

A Query Error packets 0

A Query TX packets 4

A Response RX packets 2

Total Drop packets 0

avc_dns_as_pkts logged = 2
avc_dns_as_g pkts_processed = 2
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5] : show avc dns-as client name-server brief
AA v T+ show avc dns-as client name-server brief
Server-IP | Vrf-name

1 | <default>
.2 | <default>

7% 1:DNS-AS Zfififl L7- AVC OEfla~ > NIZERES

1 : show ip name-server
AA > F4 show ip name-server
192.0.2.1

192.0.2.2
2001:DB8::1

#%1:DNS-AS Zfilifi L7- AVC OEfla~ > NIZRES

1 : show platform tcam utilization

\)

DNs-as x A L7- ave o ]

GE) B9 5 TCAM = b Ui 1pv4 qos aces: T,

AA v F4# show platform tcam utilization
CAM Utilization for ASIC# 0 Max Used
Masks/Values Masks/values

Unicast mac addresses: 16604/16604 24/24

IPv4 IGMP groups + multicast routes: 1072/1072 3/3

IPv4 unicast directly-connected routes: 4096/4096 4/4
IPv4 unicast indirectly-connected routes: 1280/1280 40/40
IPv6 Multicast groups: 1072/1072 18/18

IPv6 unicast directly-connected routes: 4096/4096 1/1
IPv6 unicast indirectly-connected routes: 1280/1280 32/32
IPv4 policy based routing aces: 512/512 14/14

IPv4 gos aces: 512/512 51/51

IPv4 security aces: 1024/1024 78/78

IPv6 policy based routing aces: 256/256 8/8

IPv6 gos aces: 256/256 44/44

IPv6 security aces: 512/512 18/18

Note: Allocation of TCAM entries per feature uses

a complex algorithm. The above information is meant
to provide an abstract view of the current TCAM utilization

%% 1:DNS-AS Zfififi L7~ AVC OEfla~ > NIZERES
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DNS-AS Z{EFAHL-AVCD ST a—TF a4

el 8

FEABNDRELARRE

AT 4T T—
T R U MR
A%

INA Y RT—=T NN, IROBEEOWT N, EITm I I > T2
IR TWDAREMENRH Y F 9,
¢ DNS —N—T A X T —HZNHEEF SN TV —ROX AT %
TTLTLEEW: AT —H AR —L0D4ERK (7—)

EHRNAA VAT MY BHERF S TORY — KD HF A
JHRFETLTLESWN : FERNAL DY X FOMERF (11 ~4—
V)

DNS A X—t' 7%
723Ny h ey
TR 5,

DNS AX—E > 7B LUy b o X2 VP EEEICFETT DI,
RV —~=o T (N7 T4 VTRAERETDHHEES TR~y
NEENTND) A H—T = AT HHLERHY £9, K
DFZBIR L TL 7ZEV : DNS-AS #fH L7= AVC A QoS DR
(12 =—v)

DNS #—/3— 3R IE
72l 35,

TELVYDNS-AS A ZF—HX N DNS VAT LRI N TWAZ & %
TR L ET,

« Linux @ dig Z&D X 9 IEHA L £,

dig TXT +short www.example.org [dns-server-ip]
"CISCO-CLS=app-name:example | app—-class:TD|business:YES |app-1d:CU/28202"

« Windows nslookup Z XD X 9 IZfEH L £7,

C:\Windows\system32>NSLookup.exe —-g=TXT www.example.org
[dns-server-ip]

www.example.org text =
"CISCO-CLS=app-name:example | app—-class:TD|business:YES |app-1d:CU/28202"

A L7z QoS AR Y
=R — F B HIBR
EhTna,

DNS-AS 7 I9A T "7 7 r—va 38 L. TA) La—F
BB T 4 T T—TNVIRIEEIND &, VAT AF TCAM
PHERHLTCEFOT SV r—arDIP T RLAERRFELET, FHE
b H=OT TV = a VBEHOIPT RLAERROZ LN TE,
BT TN Ir—2 g VNTCAM D AR— A% I 5I2fEHLET, TCAM
DHET 5D L. QoS RV v —diE AL L £,

Z OREZ ERET 5 121%, EHRIZ TCAM O HEEZER L £,
TCAM O W HPEIZBIT 215 & &3 5 121E. show platform tcam
utilisation =~ > R & FpHE EXEC E— RCASHLET,
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DNS-AS 7 A7 > b |[IRDBFAIZ, DNS-AS 7 T AT b3, QoS~ v B U7 HMH L, 7
2N, TF L7 QoS 74V N OEEEEA A L E T,

vy B TR - - RN . e .
. . T4 T 7 TAREER AEEMIZHEE L BB MEN, A
Sl b OREETE cNTFT7 4 7 VR ABHEMEICEEE B

i BT—=B AN —AZER LSO L —HLRWES, HEIDG
2L ES CTEELTL &0,

AT YT T=T N NURT I T 4 T TR 2T
%6, Zhid=r M) OFERFHAEE®RLET, = MU Ok
HEEE] A #7795 121X, show ave dns-as client binding-table =~
YREHEHLES,

DNS-AS #{HH L 7- AVC D#EEERE B LK U5

ROFNZ, ZOFETHI LIEEICET L) ) —AFHRERLET, ZORIE, Y7 hu=T
JU—=Z FLA TEEREOYVR—FNEASNIZLEDY T =T V=R Ta2RL
TWEY, TORREIZ, FFHCH B20VIRY . ThUBEO—HDY 7 by =7 J =2 THY
R—hENET,

)1y—= EEANE
Cisco I0S U U — A 15.2(5)El Z O EASNE LT,

ZOY Y=L, T OFRE
I Cisco Catalyst 3560-CX
V=X ZA v F TOHYR—
k X4, Cisco Catalyst 2960-CX
=X ALy FTIEY R —
FENEEA

Cisco IOS U U —Z 15.2(5)E2 DNS-AS ZffiH L 7= AVC [f]1F
|Z Flexible Netflow (FnF) 73
A&, FNFEZEH LT
Ur—aAEgET s A
R—hTEBXHITRDEL
77
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