ZELFAHTA R Y Tk

BAME TCL A2 ) 7 MEREEZBHT 2 & TUXNVBELEART DAEHELER L, Z0
TURNEBLEFEALTY—a~v RE5E (TCL) A2 V7 NMIBAT DI ENARRIZARD
F9, ZoO#REIX. BBFEORA 7 ) MBI CEERECTHLIMEL 9, TV X NVBL ORGEL
BINTHD, T A Z—TVE~DEFHTELHT7 7 EATAZ VT MRFITENET, R
VT NITPHENEBENRWVESE, ZDOAZ Y7 MIMEHETERNWAZ U 7 NHAOREE—
RTIEITEND D, £ FITENEHA,

« BAWT Tl A7 V7 MIBET ARSI (12—2)

« BLLEE TCL A2 U7 FOHIKIFE (1 =)

« BAHEH Tl A7 )7 MZHONWT 23—=)

« BRFER T A VT FNOREHE 3—)

«BRE Tl A7 VT FOREH (17 =)

« ZTOMDOBEEE (21 X—)
BLWSL Tcl A2 V7 N OEEEH (22 —)
s HFE4E (23 ~X—))
c HEEFH (24 N—Y)

ERFEAHTI RV ) T BT HRHREN

Z OFSEENEIET D121, Cisco Public Key Infrastructure (PKI) fXED h 7 A hiRA >k a~<
Y REHENT LOMERH Y £,

EZMETCLRY )T FOHIFEIE

ZOREENEMET AIZIE, WEFITL TCWVAXERH Y 97,
e Cisco IOS B 5 A A —3

* OpenSSL Version 0.9.7a LA

* Expect
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BaFEHTIZ0 )T+ |

ELEHTA R T RZDLT

Cisco PKI

BTl A7 VT MEREIZTI A2 ) X MoEF 2T 2 BALET, = OEEL 1
ToHE, TUXNELEERT HAEAELZER L., 20T XNV ELEZFEHLTTd A2 V7
MZBATDHIENAREICZRD 9, ZOGHAEIL, Td A7 V7 NE2ETTHRIICENS &
BMAELET, A7 U7 MICiscoBITOT VA INFEAENREGENTWENE I DEHERLFE

T, I, FEEFERTOHNVELTAZ VT MIBELTDHZ b TEET, MBAICHNTH
FHLIZTCL A2 U7 MIEBA LTEWGEEC, — K =7 BRI LI A2 U 7 N &
L7ZWEELHVFET, A7 VT MIELWT DX ABAREEIN T DEHEITIAMTHD &
RS, TdA v Z2—FVRICTIN T 7EATETEINET, 227U NMIF X LELN
WA, FOAZ VT MIE—7 Tl E— REWIRESINIZE— RTHEITESND D, £
TESTLFETEINERA,

BAETA 227 V7 M afE L, T 21213, ROMESLHEFT 2 0ERH Y £7,

CiscoPKI Z i+ 5 . IPEX=2U T+ (IPSec) . EF¥F =27 =/ (SSH) . X =7 V
o hbA¥ (SSL) BEDEX=2V T4 Fa halzPiR— T L AEE A EHFETE E
T, PKIIFLAF O T 47 0 THERIILTWET,

kX2 TRy P/ THETLIEROET
AEPAE 2R 1TI L OWERF T 23855/ (CA) Z/&IK1 5

TUHINVGERE GEHEOAZHIM,. 7 0 IDE®R, tX =7 R@BEICEHT LS
X— . CARITOL V=F v 72 ¥ THR)

BEEDR AL L CA DR BT 28807 RA)  ((EE)

=N

« AEERSN Y 2 & (CRL) ZBEd 5 A =X 2L (Lightweight Directory Access Protocol
(LDAP) | HTTP 72 &)

PKI 2 f425&, EXFaT7RT—4% Xy bU—2 THEALBEHR E ID BFHRAZEE, &P, &
T BImDODAT—F TN TEXaT R AN ALEREHTEET, BX o 7 2@EICEGRT
HIV—F 4 T TR AFTRTC, AT RERTPKIICEEEINET, 207 nt R
TlX. /V—T 4 7 531 ZJ3 Rivest, Shamir, and Adelman (RSA) F— X7 (FAEF—2% 1
O, AF—2812) ZERL, FEHINTWAIL—T 47 T4 A (CAEEIET NI A
RAYREBVWNET) THFR—DOID R LET,

BN—T 47 TNAZANPKLIZEERSNDE, PKIOTRTOET (mr RAFEAMEHW
WET) 1L, CARFIT LT VX VGEHELFEENET, EXaThdlEtyva v i x
A=y arTHAMNERDL XX, ETIET UXAGEREES R L ET, BT IXGEHEN
DIFMAEIMOET O ID ZfEd L, GEHENORARF—%2i-> T, lofkahickty i a
VEMENLLET,
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RSA F+—A~7

sEAZE R LU

rsa x—~7 [

RSA F— X713, AR — MBS —TCHR SN E T, PKIZRETIHA. iFHESGIH
KIABRF—Z2EDIVERNH Y £7, sEHENMIGINT%, ET70NARF—Z2HH LT,
TNA AZEEENDIT =X ERE AL TE L 910, A —0NEHEICHEAAETNE T,
BX—IT A AR SN, ETICEs THEENTET—XDEFE, BT Exavo—
TarThHhEED, NI I arOTF U NEBLITERINNET,

RSAF—_T721E, F—DEV 2T AMENGENTVET, V2T AEIZIEG U T, RSAF—
DY A ZXPREVET, EV2TAEANPKEIWVITE, RSAF—OZEMNEHEY £T, 727
L, B2 AMERKEL DL, F—DERICHPDIFHNEL 2D, F—0H A4 XNRKE
< 725 LHFBALALERES X OVME BALALELIZ > DR N < 720 97,

FSR MRS B

PRRER (CA, FTAPRFRA L REBLWVNET) (F, GEHEEREZEEHL, 2y NT—7
TNA RNZREEZFRIT L E T, EEESROFECIENERIT R EOY— BRI LY . B
FNRA A —TTHIICEH LET, F-2N00P—E R Lo TREEIT. HRAICEBELT
TAT T AT 4 MR L, T VXNVIEHELZER TE £9, PKIOEIEZ AT HRIIC, CA
WA ORBF— T A4 L, HOEB4L CAFFAELZER LET, 20%. CAlX. FEHE
FORICEA L, PKIICK L CE T B EEZ BB TEE3,

CAlZ., = FX—=FT 4t D CAXR X —PRMT D CAZFEHT B, NEFDCA, ©F Y Cisco
FERAEY —NN—ZfEH L FT,

EBREFHTNRY T FDHRTEAE
*— R7DER

FIEDHE

F—R_TNL, B — L AEF—THREINET, MBS —IIABRINT, /EREDOHRNBT 7
TARRRICTDHZ EABER L TWET, AT —IIMET—OERSh, A&EnsZ %
BEE LTWET,

X —_T AT HIT1E. opensd genrsa =~ K&l L7=%%. openss rsa =t~ K% fifi [f]
LET,

1. opensd genrsa-out private-key-file bit-length

2. Is-l

3. opensd rsa-in private-key-file -pubout -out public-key-file
4. |Is-l

ERFHTIRY ) Tk .-
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B = <7oxm

F IR D

ATy T

ATy T2

ATvT3

ATvT4

openssl genrsa-out private-key-file bit-length
IOz RiL, bitlength By FEOMEX—%4K L, £ DX —% private-key-file 7 7 A MZE X AL
£75

Host$ openssl genrsa -out privkey.pem 2048

51

Generating RSA private key, 2048 bit long modulus

e is 65537 (0x10001)
Is-I

Zoaxy RiE, BUEDOT 4 L7 FUNDOET 7 A WK T 256722 1EHR GER, FrAHE. A X, ik
EHEARZET) 2FRLET,

1 -

Host% 1s -1

total 8
“rw-r—-r-- 1 janedoe engl?2 1679 Jun 12 14:55 privkey.pem

privkey.pem 7 7 A /L{Z1%, openss genrsa 2~ REMEH L CAER LIEMEST—NEENTWET,
openss rsa-in private-key-file -pubout -out public-key-file

Zpa~r R, private-key-file 7 7 A VINOFEE SN X — 12 SWTARF —Z2/ER L. E DA
X —% public-key-file 7 7 A WMIZEZIAHLE T,

1 :

Host% openssl rsa -in privkey.pem -pubout -out pubkey.pem
writing RSA key
Is-I

Zoawr NI BUEDT 4 L7 N URNDET 7 A /ST 27w GER, Fra&. Y1 X, &k
EHARZET) 2R LET,

51

Host% 1s -1

total 16
“Iw-r—-r—- 1 janedoe engl2 1679 Jun 12 14:55 privkey.pem
—rw-r—-r-- 1 janedoe engl?2 451 Jun 12 14:57 pubkey.pem
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pubkey.pem 7 7 A /LIZIE, openssirsa =2~ RZMEH L CTAEMRSNTEART—PNEENET,

REBAZE D &R
REAEEZAERT D ICIE, ROX 27 2RTLET, X509 GEHEZ AT 5I121E, openss req
avr REefHLES,

FIEDHE

1. opensd req -new -x509 -key private-key-file -out certificate-file -days expiration-days
2. Is-l

F IR D

AT w71 openss req -new -x509 -key private-key-file -out certificate-file -days expiration-days

Zoa~w R, privatekey-file 7 7 A MTRAFE S NVTCRE F—I2 7V 7 7 B ATE 5 X.509 GEE 2 7ERk
L. certificate-file 7 7 A WAZFEMEZ A7 L £ 7, AEEIT expiration-days H NIZHIBR2M G005 K 9 2%
ESINET,

Ay FEFATTHIE, 7Tur 7 PRFRENLRETROM4A (DN) iz A LET,
« [E4
<N ATEIX Sy (BRIERFIR) 4

« Ak

- HARIRE A

e SEE

e A—)L T KL A

~

E7a 7 NOAFRINTHEENTZT F A ML, Enter ZHTRNMEEZ AN Lo 2SR END T
7oA MEERLET,

WIT, privkey.pem 7 7 A VN X —I2%64 5 70 7 7 & A Z2H X 509 GEHE & AR 5 ikl &
RLUET, sEEL certpem 7 7 A MZEZ AT, AERKA O 1095 A ZIZHIREINIC D £7,

51

Host% openssl req -new -x509 -key privkey.pem -out cert.pem -days 1095

You are about to be asked to enter information that will be incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value, If you enter '.', the field will be left blank.

Country Name (2 letter code) [GB]:US
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State or Province Name (full name) [Berkshire]:California
Locality Name (eg, city) [Newbury]:San Jose

Organization Name (eg, company) [My Company Ltd]:Cisco Systems, Inc.

Organizational Unit Name (eg, section) []:DEPT_ACCT
Common Name (eg, your name or your server's hostname) []:Jane
Email Address []:janedoe@company.com

ATv T2 Is-

Zoavr NI BUEDT 4 V7 FINDOE T 7 A M DB E R (MR, FTAE. A X, &k
EHARZET) &R LET,

B -

Host% 1s -1

total 24

—“rw-r—-r-- 1 janedoe engl2 1659 Jun 12 15:01 cert.pem
-IwW-r—-r—- 1 janedoe engl2 1679 Jun 12 14:55 privkey.pem
-IwW-r—-r—- 1 janedoe engl2 451 Jun 12 14:57 pubkey.pem

cert.pem 7 7 A /VIZIX, opensslreq =~ RZfEH L TR S U7z X509 GEEA B N TWET,

Tl R V) T FDES

Tl 227 U7 MIBATDHITIE, ROFZ A7 ZFATLET, TCLZ 7 A /b, 3L O0penSSL R
X A2 FOHNIT, pkesT (PKCS#7) 74—~ N CTELTLIMNENH Y 7,

Tel 7 7 A MZEB4 T 5121, openss smime =~ > R & -sign ¥—U— R&H L ET,

FlaD#EE
1. openssl smime-sign -in tcl-file -out signed-tcl-file -signer certificate-file -inkey private-key-file
-outform DER -binary
2. Is-l
FIED

AT w71 openss smime-sign -in tcl-file -out signed-tcl-file -signer certificate-file -inkey private-key-file -outform DER
-binary

ZOawr R, cetificatefile (TR AF SV TWDREE & | private-key-file ITIR1FE S 4L TV D FLEE F— A i
FALTTe 77 A V4 ta-file lCB4 L, B4 EHD Tel 7 7 A /L% signed-tcl-file 77 7 A /L{Z DER PKCS#7
A THEEZIALET,

1 -
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Host% openssl smime -sign -in hello -out hello.pk7 -signer cert.pem -inkey privkey.pem -outform DER
-binary

ATvT2 Is-l

Zoavy N BUEDT 4 V7 P RDET 7 A M DM G ®m (MR, FrAE. A X, &tk
EHRARZEGT) 2FKRLET,

1 :

Host% 1s -1

total 40

—IrwW-r—-r—- 1 janedoe engl?2 1659 Jun 12 15:01 cert.pem
—IrwW-r—-r—- 1 janedoe engl2 115 Jun 13 10:16 hello
—IrwW-r—-r—- 1 janedoe engl2 1876 Jun 13 10:16 hello.pk?
“rw-r—-r-- 1 janedoe engl2 1679 Jun 12 14:55 privkey.pem
—Irw-r—-r—- 1 janedoe engl2 451 Jun 12 14:57 pubkey.pem

hello.pk7 7 7 A /WiZiZ, hello &\ ZRTORES D TCL 7 7 A /)5 opensd smime =< > K & cert.pem
77 A NNOD X509 FERAE M L TR S L, B4R Tl 7 7 A ARG ENTOHET,

E B DR

BANT —H L —HLTNDZ & EMERT HIZIE, opensd smime 2~ K & -verify ¥ —7 —
REFEHLCROZ AT #FTLET, Tl ODILONEZEANT] T 7 A WIS 208D H D
FI, ZhE. T ANVCTEONBENEGEN T RNTZHTY,

FIRDOEE

1. opensd smime-verify -in signed-tcl-file -CAfile certificate-file -inform DER -content tcl-file
2. Is-l

F IR D FH

AT 71 openss smime-verify -in signed-tcl-file -CAfile certificate-file -inform DER -content tcl-file

Zoa~v R, certificatefile NOEFRSER (CA) FEFE A H L T DER PKCS#7 JEZU T signed-tcl-file
WRGESNTVWDBAME T 7 7 A VAR LTI, 7% v F INTERNEE td-file 7 7 A MIZEHE AR

i —a_o
RIZ, N7 7 A VD hello.pk7 ] L TEA MR T 502~ LE T,
% -

Host% openssl smime -verify -in hello.pk7 -CAfile cert.pem -inform DER -content hello

puts hello
puts "argc = $argc"
puts "argv = Sargv"

puts "argv0 = $Sargv0"
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B . /=F7vorrtrur—s~0zH

ATy T2

vy=

FIEOHE

F IR D

ATy T

puts "tcl interactive = $tcl interactive"
Verification successful

(E)  SSL a3~ F_—UTid, -infilename SIE S L E 2 ITBL SNDAN A v = B EIX
RENDHMIME A vE—2 L LTRSS TWET, FHMIZ-DOVTIE, hitp://www.openssl.org/
EHBLTLLESN,
Is-I

Zoavwy NI BUEDT 4 V7 FYRDOET 7 A M DM G ®m (MR, FrAE. A X, &tk
EHRARZEGT) 2FRLET,

1 :

Host% 1s -1

total 40

—rw-r—-r—- 1 janedoe engl2 1659 Jun 13 10:18 cert.pem
“Irw-r—-r-- 1 janedoe engl2 115 Jun 13 10:17 hello
—rw-r—-r—- 1 janedoe engl2 1876 Jun 13 10:16 hello.pk?
“rw-r—-r-- 1 janedoe engl2 1679 Jun 12 14:55 privkey.pem
—rw-r—-r—- 1 janedoe engl2 451 Jun 12 14:57 pubkey.pem

hello 7 7 A /LZ1%, opensd smime =1~ > K% -verify ¥ — 7 — R THEITL T, BLFTE Tel 7 7 A /L hello.pk7
MWHT T ENTRNRINEENTNET, HERICKRE LI2%6 . B4 H OFEED certpem 7 7 A /LD
X509 GEAFICEZSIAENET,

FrDIENAFT ) T—E~DEH

NAFTUMNBIEAL TV T =R T =F v 2B 52T, ROF A7 ZFEITLET,

1. xxd-ps signed-tcl-file > nonbinary-signature-file

2. #Cisco Tcl Signature V1.0 # B DITICEK R T H A7 U7 R &R L, =2 X > F3CF (#)
EANITT7 7 ANVOEATORAITHA L, AT 7 A NVDARNCT ¥ A CFH] | sig) &
BN TR ENTZARTIO T 7 A MICEITEEXIARET,

3. AT LT =F v T ANEEGTT 7 A LD4HT (nonbinary-signature-file) % A J15|
BHELTIHELT, A2 V7 b &FITLET,

4. Is-l

cat signed-tcl-file commented-nonbinary-signature-file > signed-tcl-script

6. cat signed-tcl-script

o

xxd -ps signed-tcl-file > nonbinary-signature-file

B 2253 Tr9yTH
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ATy T2

ATvT3

RTv74

vo=F v 0k 1+ F—s~0%H [

ZOa~wy RiX, sgnedtc-file D> 7 =F ¥ AT UMNGIEANAL TV OT —HITEHRL T
nonbinary-signature-file 7 7 A LI 16 ## > 7 & L TIRIEL £7,

il -
Host% xxd -ps hello.pk7 > hello.hex

#Cisco Tcl Signature V1.0 Z W DOITICR /R T H AT VT REER L, 2 A T #) ZAN 77 AV
DEATOEBEITHEA L, A7 7 A VDOLFNTT &2 374 [ sigl 21BN TRKRSN-LETIO7 7
ANVIEATEEZIARET,

RIZ, cat=za~ 2 RZEEH LT, my append E WO AFIDAZ VT N7 7 A NVONEEZZRT DH %2R LE
—g‘o

1 :

Host% cat my_ append

#!/usr/bin/env expect
set my first {#Cisco Tcl Signature V1.0}
set newline {}
set my file [lindex Sargv 0]
set my new file ${my file} sig
set my new handle [open $my new file w]
set my handle [open $my file r]
puts $my new handle $newline
puts $my new handle $my first
foreach line [split [read $my handle] "\n"] {
set new line {#}
append new line $line
puts $my new handle $new line

}

close $my new handle
close $my handle

ATV T =F % ZrANVEEZLT7 7 A /LD4H] (nonbinary-signature-file) % AJj5[%E L CHE L
T, AV VTP NEFATLET,

ZOFEITIEL, my append A7 U R AN E LTIRESNTLIEAAL T Y 7 =Fx 77 A /Vhello.hex &
ERALTEITEINTWET, 17 7 A MIZIE, hellohex sig & W9 LBIDTIT HIVET,

1 -

Host% my append hello.hex
Is-I

ZoaAT NI BUEDT 4 L7 P URNDE T 7 A /ST 2567 GER, Fra&. 1 X, &
EHEHRFZET) 2RRLET,

51

Host% 1s -1

total 80
“rw-r—-r-- 1 janedoe engl?2 1659 Jun 13 10:18 cert.pem
“rw-r—-r-- 1 janedoe engl?2 115 Jun 13 10:17 hello

ERFHTIRY ) Tk .“
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ATvT6

—rw-r—-r-- 1 janedoe engl2 3815 Jun 13 10:20 hello.hex
—“rw-r—-r-- 1 janedoe engl2 3907 Jun 13 10:22 hello.hex sig
—“rw-r—-r-- 1 janedoe engl2 1876 Jun 13 10:16 hello.pk?7
—ITWXI——T—-— 1 janedoe engl?2 444 Jun 13 10:22 my append
—Iw-r—-r—- 1 janedoe engl2 1679 Jun 12 14:55 privkey.pem
—Iw-r—-r—- 1 janedoe engl2 451 Jun 12 14:57 pubkey.pem

BaFEHTIZ0 )T+ |

hello.hex 7 7 A /WIZid, BLERH Tcl 7 7 A /L hellopk? DA F VU T =F v OB I NTZIEAALF Y
T—% (16 O X 7L LT BNEEINTHET, my append 7 7 A MZiE, AN T 7 A4 VOKAT
DFFZ AL PLFEFAT DA VT FREENTOET, 2O hellohex_sig 7 7 1 /Wi, A F
V7 =Fx 774/ Tmy append A7 V7 N &FfT L HEK SN 7 7 AL TT,

cat signed-tcl-file commented-nonbinary-signature-file > signed-tcl-script

Zoawy RIEEASALTY T =F % 77 A/ (commented-nonbinary-signature-file) MOWN% %, DER
PKCS#7 JE U CIRAFE SN2 B A D Tel 7 7 A )b (signed-tal-file 7 7 A /L) [ZIBIML £4°, #iE Sz

7175 signed-tel-script 7 7 A MIZFHEAENE T,
£

Host% cat hello hello.hex sig > hello.tcl

cat signed-tcl-script

Zoaxy R, BAEHTL 7 7 ANEEASAL TV T =F v 77 ANV ORES N ENE 28, LT

signed-tcl-script 7 7 A VONF &= TR LET,
i -

Host% cat hello.tcl

puts hello

puts "argc = $argc"

puts "argv = $argv"

puts "argv0 = Sargv0"

puts "tcl interactive = $tcl interactive"

#Cisco Tcl Signature V1.0

#3082075006092a864886£704010702a08207413082073d020101310b3009
#06052b0e03021a0500300b06092a864886£70d4010701a08204a13082049d
#30820385a003020102020100300d06092a864886£7040101040500308195
#310b3009060355040613025553311330110603550408130a43616c69666fF
#726€69613111300£0603550407130853616e204a6£7365311c301a060355
#040a1313436973636£2053797374656d732c20496e632e310e300c060355
#040b13054e53535447310d300b060355040313044a6£686e3121301£0609
#2a864886£70d01090116126a6¢c6175746d616e40636973636£2e636£6d30
#1e170d3037303631323232303134335a170d313030363131323230313433
#5a308195310b3009060355040613025553311330110603550408130a4361
#6c69666£726e69613111300£0603550407130853616e204a6£7365311c30
#1a060355040a1313436973636£2053797374656d732c20496e632e310e30
#0c060355040013054e53535447310d300b060355040313044a6£686e3121
#301£06092a864886£70d01090116126a6c6175746d616e40636973636f2e
#636£6d30820122300d06092a864886£70401010105000382010£00308201
#0a0282010100a751eb5ec1£3009738¢c88a55987c07b759¢c36£3386342283
#67ea20a89d9483ae85e0c63eeded8abl3eb7a08006689£09136£172183665
#c9710990a54e77ab47706069bbefaaab8c50184396350e4cc870c4c3£477
#88c55c52e2cf411£05b59f0eaec0678f£f5cc238fdce2263a9fc6b6c244b8
#ffaeadB865c19c3d3172674a13b24c8£2c01dd8b1bd491c13e84e29171b85
#£28155d81ac8c69bb25ca23c2921d85fbf745¢c106e7af£93¢c72316¢cbc654
#4a34eaB88174a8ba7777fa60662974elfbac85a0f0aecac925dbabe5e850b8
#7caffce2fe8bb04b61b62£532b5893c081522d538005d£81670b931b0ad0
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#ele76ae648£598a9442d5d0976e67c8d55889299147d0203010001a381£5
#3081£2301d0603551d0e04160414bc34132be952f£f8b9%elafl3b93140a255
#e54a667c3081c20603551d230481ba3081b78014bc34132be952f£f8b%ela
#£3b93140a255e54a667cal819bad48198308195310b300906035504061302
#5553311330110603550408130a43616c69666£726e69613111300£060355
#0407130853616e204a6£7365311c301a060355040a1313436973636£2053
#797374656d732c20496e632e310e300c060355040013054e53535447310d
#300b060355040313044a6f686e3121301£f06092a864886£7040109011612
#6a26c6175746d616e40636973636f2e636£6d820100300c0603551d130405
#30030101££300d06092a864886£704010104050003820101000c83c1b074
#6720929c9514af6d5df96£0a95639f047c40a607c83d8362507c58fa7£84
#aa699%ec5e5bef61b2308297a0662c653ff446acfbb6£5chb2dd162d939338
#a5e4d78a5c45021e5d4dbabb8784efbf50cab0£5125d164487b31£5c£933
#2a9f68£82cdl11lcbabl739d7£372ec460a7946882874b0a0f22dd53achbd62
#a944al5e52e54a24341b3b8a820f23a5bc7ea7b2278bb56838b8a4051926
#af9cl167274££8449003a4e012bcf4f4b3e280£85209249a390d14d£47435
#35efabce720ea3d56803a84a2163db4478ae19d7d987e£6971c8312e280a
#aac0217d4fe620c6582a48faaBeabe3726a99012e1d55£8d61b066381£77
#4158d144a43fb536¢c77d6a318202773082027302010130819b308195310b
#3009060355040613025553311330110603550408130a43616c69666£726e
#69613111300£f0603550407130853616e204a6£7365311c301a060355040a
#1313436973636£2053797374656d732c20496e632e310e300c060355040b
#13054e53535447310d300b060355040313044a6£686e3121301£06092a86
#4886£70d401090116126a6¢c6175746d616e40636973636£2e636£6d020100
#300906052b0e03021a0500a081b1301806092a864886£70d4010903310b06
#092a864886£70d4010701301c06092a864886£704010905310£170d303730
#3631333137313634385a3023060922864886£70401090431160414372cb3
#72dc607990577£d0426104a42ee4158d2b305206092a864886£70401090fF
#31453043300a06082a864886£70d0307300e06082a864886£70d403020202
#0080300d06082a864886£7040302020140300706052b0e030207300d40608
#2a864886£70d40302020128300d060922a864886£704010101050004820100
#72db6898742f449026d3acl18f43ale7178834fb05ad13951bf042el27eea
#944b72b96£f3b8ecf7eb52£3d0e383bf63651750223efe69eaec04287c9dae
#b1£31209444108b31d34e46654c6c3ccl0b5baba887825¢c224ec6£376d49
#00££7ab2d9£88402dab%a2c2abbaal3ecceeaf5a594bdc7d3a822c55e7daa
#aa0c2b067e06967f22a20e406fe21d9013ecc6bd9cd6d402c2749f8beabl
#9f8f87acfbc9el0d6ce91502e34629%adcabee855419afafe6a8233333el4
#ad4c107901d1f2bcadd7ffaadddbc54192a25da662£8b8509782¢c76977b8
#94879453fbb00486ccc55£88db50£fccl149bae066916b350089cde51a6483
#2ec14019611720£fc5bbe2400£24225fc

REBAZEZERAL-T /A ADERE

FEHEZEH L T A, ZRE2RET DITIE, ROF A7 2FATLET,

FIRDEE

1R BHHIIZ

amgsrgALET 208 [

T TIT, CiscoIOS I ZfbA A —UNHBEENTWALENH Y £1, HESNTWARWES

I, GEAEEZRETE A,

enable

configure terminal
crypto pki trustpoint name
enrollment terminal

pPwDN=
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F IR D

ATy T

ATy T2

ATvT3

ATy T4

ATy TH

5. exit

6. crypto pki authenticate name

7 Tu 7 T, N=ARM S bEI N CAREHIEFEAE A L LT,
8. scripting tcl secure-mode

9. scripting tcl trustpoint name name

10. scripting tel trustpoint untrusted {execute | safe-execute | ter minate}
1. exit

12. tclsafe

enable
BHE EXEC B— FAEBECLET, SAT—RKE2AHLET (EREINEHD) .
B

Device> enable

configure terminal
Ja—)ary7 4 FXal—aryE— REBBLET,
i

Device# configure terminal

crypto pki trustpoint name

FONA ANGEIER (CA) mytrust ZE L C, CA T A MRS b a7 4 Fal—var £— %
BT 52 L E2ESLET,

fi
Device (config)# crypto pki trustpoint mytrust

enrollment terminal

By b TV =R MZEAFHCTOIFHERGEEZEELET, Z0a~<wr RREIRD L, T3
AT oy ) — WRRICEEHET R Z R R LET, 2L D, ZOF— I F/VITRITHEADIEHZED A
JITEL LT FT,

1 -

Device (ca-trustpoint)# enrollment terminal

exit

CAFIAIRA LV ary7 4 Fal—varyEF—Ra2&TL, Ju—b a7 4¥al— g
ET—RIZREY £7,

1
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ATvT6

ATvT8

Device (ca-trustpoint)# exit

crypto pki authenticate name

amgsrgALET 208 [

CAFEEZIR LT, BAELET, GEHFE 7 v V=7V b aTF = v 7 T2 K5 RODONTZGE, GE

BHEZ =TV b eFov 7 LET,

GE)  CA T, GFHAERHCEL INAT-D, ZOha~vy REETTHE X%, CAEHEHEIZRWES

YT, CADRHF—%2FHTRALT DLERDH Y £77,
i :
Device (config)# crypto pki authenticate mytrust
a7 T, N=ARIE S Sz CAREHEEZ A LE T,
Bl -

Enter the base 64 encoded CA certificate.
End with a blank line or the word "quit" on a line by itself
MIIEuDCCA6CgAWIBAgIBADANBgkahkiGOwOBAQQFADCBNIELMAKGAIUEBhMCVVMx
EzARBgNVBAgTCkNhbG1lmb3JuaWEXETAPBgNVBACTCFNhbiBKb3N1IMRwwGgYDVQQK
ExNDaXNjbyBTeXN0ZW1zLCBIbmMuMQ4wDAYDVQQLEwWVOU1INURZEWMBQGA1UEAXMN
Sm90biBMYXVObWEFubjEhMB8GCSOGSIb3DOEJARY SamxhdXRtYW5AY212zY28uY29t
MB4XDTAZ2MTExNzE3NTgwMVOXDTASMTEXNIE3NTgwMVowgZ4xCzAJBgNVBAYTALVT
MRMwEQYDVQQIEwpDYWxpZm9ybmlhMREWDWYDVQQHEWhTYW4gSm9zZTECMBOGALUE
ChMTQ212zY28gU31zdGVtcywgSW5]jLIEOMAWGALIUECKXMFTINTVECXFjAUBgNVBAMT
DUpvaG4gTGF1dGlhbm4xITAfBgkghkiGI9wOBCQEWEmMPsYXVObWEFUQGNpc2NvLmNv
PTCCASIWDQYJKoZIhvcNAQEBBOQADggEPADCCAQoCggEBALxtgTMCirMb+CdyWLuH
OWAMBCEJDwQggL7MWBhoi3TSMd/ww2XBB9b1iBtd1lH6jHsjCiOwARS500rakwfPy£7
mvRJI2PqJALs+Vn93VBKIG6rZzUl4+wdOx686BVAdIZvEJQPPRO1YTzfazWV70aLMV
bd7/B7vF1SG1YKIy1ltX9p9nZyZz0x470AXetwOaGinvl1G7VNuUTXaASBLUJCRZsI1z
SBrXXedBzZ6+BuoWmlFK45EYS1ag5Rt SRGXXMBQzx91iyhrJ3zDDmkExa45yKJIET
mAgDVMcpetedtif47UDZJIK30g4MbMyx/c8WGhmJI54gRLIBZEPMDXMQOkNP1018MAL
08sCAWEARaOB/jCB+zAdBgNVHQ4EFgQU9/ToDvbMR3JfJ4xEa4X470NFg5kwgcsG
AlUdIwSBwzCBWIAU9/ToDvbMR3JfJ4xEa4X470NFg5SmhgaSkgaEwgz4xCzAJBgNV
BAYTA1VTMRMWEQYDVQQIEwWpDYWxpZm9ybmlhMREWDWYDVQQHEWhTYW4gSm9OzZTEC
MBOGA1UEChMTQ212zY28gU31zdGVtcywgSW5]LjEOMAWGAIUECXMFTINTVECXFjAU
BgNVBAMTDUpvaG4gTGF1dGlhbm4xITAfBgkghkiGOwOBCQEWEMPsYXVObWEFuQGNp
c2NvLmNvbYIBADAMBgNVHRMEBTADAQH/MAOGCSQGSIb3DQEBBAUAA4IBAQBtES/4
MQeN9pT+XPCPg20bQU8y2AadI+I34YK+fDHsSFOh68hZhpszTN2VpNEvVkFXpADhgr
7DKNGtwTClad481v70iNFViQVL+inNrZwiWMxoTnUNCK7Hc5kHkXt6cjOmvsefVUzx
X170mauhESRVIMYWrIxSsrEILerZYsuvSHbFdand+/rErmP2HVyfdntLnKdSzmXJ
51wE/Et2QtYNGor0OBlLesowfslR3LhHi4wn+5is7mALgNw/NuTiUrlzH180eB4m
wcpBIJsLadu6zUJQ1l7IgdswSa3fHd5qg0/k8P9z0YAYrf3+MFQrdibvsYvH10087
02Js1gW4qgz34pgNh
Certificate has the following attributes:

Fingerprint MD5: 1E327DBB 330936EB 2FBSEACB 4FD1133E

Fingerprint SHAl: EE7FF9F4 05148842 BO9DS50FAC D76FDCO9C E0703246

% Do you accept this certificate? [yes/no]l: yes
Trustpoint CA certificate accepted.

o

% Certificate successfully imported
scripting tcl secure-mode

A BEFGIT AT TRV O T =F ¥ B a2 AN LET,

Device (config)# scripting tcl secure-mode

ERFHTIRY ) Tk .-E-
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scripting tcl trustpoint name name

RIEFHDOYAFD T A MRA > b EREEZBREMNT, T 227 U7 H2HEGE L £,

Device (config)# scripting tcl trustpoint name mytrust

scripting tel trustpoint untrusted {execute | safe-execute | terminate}

(EE) v 7 =F ¥R LD, B TERWVWE— R THHINI 0BT execute, safe-execute
Eoidterminate D3 SOF—U— ROWTNNEHH LA U ZT7 7T 47T Tl A2 V7 NEFEITTE
£,

cexecute : VIV =F ¥ ORERIZE L TH, Tl AZ U7X 52FETLET, executeF— U — REHRTE
THE, V=T X ORI UEITINET AL

GE) VI =FyOWERNFATSINRNO, 8H ., ZOF—U— FOMEHITHERS LI A,

execut ¥ — U — RiX, WHE7T A NIt SN TER Y, ZHUC L FiktENm ELET, 72& 203, GE
HEOHIRATIN TN TH, MORENARTHY . BEFORE TIEX LIZWEEIEL, execute ¥— 1V —
REfH LT, RO AEAECHLT L Z N TEET,
- safeexecute : A7 UV et —7 £— RCTEITTEET, tclsafe 2~ REMFHL, 1 %77
TAT Tl v=/v =7 F— RelllnToE, EHMRERE—7 = RNTd 2~ FE2HERTEE
T, ZORESNTZE—7 T— RTMMEHTE500% LV ESBET 5121, telsafe Exec =~
REFMEHALCAT v a 2R LET,

eterminate : TR TCORAZ U P NOETEEIEL, T 74NV FOBEICRLEST, 7408 RY

UlEIE L ET, REBEO N T A MRA Y RADBHIBREND L BHEHTERWT 7 Vg U HHIBRE
NET, BHTERNT 7 aid, TCLAICKETH 15O TR MRA & MADBHESA T
WG A BB S L ER AL

WIZ, 7 =F v RN R LT 8E1C., safeexecute ¥ — 7V — RAEHA L CTel 227 Y P hat—7F—
RTCEITT BB ERLET,

Device (config)# scripting tcl trustpoint untrusted safe-execute
exit
Jyua— L ary 7 4 ¥alb—alr ET— REKT L, FH EXEC E— NIZRY £7°,

Device (config) # exit

tclsafe

UEE) A 2T 7T 47 Tl v VOEETERWWE—7 TE—REZAENZLET, 22XV, Cisco
A9 RIA L A E—T oA ADBEFETEX RNV —T7 E— NTFEICLY Tl a~y REFITTE
HE Iy £9,
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Device# tclsafe

1

FSR MRS DR

TNRA ARICRESNLTND N T A RRA > M EFRRT HIZIEL, show crypto pki trustpoints =
~ U REHEHALET,

FIEDHE

1. enable
2. show crypto pki trustpoints

FIRD

27w 71 enable
ZOawr RTIE. ¥ EXEC B— R&2 A R2—7 M LET,
1 -

Device> enable

AT 72 show crypto pki trustpoints
Zoavr RiE, T RACHEESNTND NTARRA V MERRLET,
1 -

Device# show
crypto pki trustpoints

Trustpoint mytrust:

Subject Name:
ea=janedoelcisco.com
cn=Jane
ou=DEPT ACCT
o=Cisco
1=San Jose
st=California
c=US

Serial Number: 00
Certificate configured.
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I
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ERFEHTA R ) T FOHER

FIEDHE

F IR D

ATy T

ATy T2

ATvT3

BLEHTAAZ VT RBELLSETLTND I & 2RI 5I1E, debugcryptopki transactions
avy REtdsha~r REFEHALET,

1. enable

2. debug crypto pki transactions

3. tclsh flash:signed-tcl-file
enable

o=y RTIE., BMEEXEC E— &2 A R —T7 I LET,
B -

Device> enable

debug crypto pki transactions

TDa<wryRiE, CAETARAABORVEMOD FL—2Z2 (Ayv®— FAT) OF N0 T XAvb—V%
FrLET,

1 -

Device# debug crypto pki transactions

Crypto PKI Trans debugging is on

tclsh flash:signed-tcl-file
ZOa<wy NI, Tl =)L TTd 227V 7 23T LET,
GE) T AL, BLANFED TN 77 A NVTHHLHUENRH Y 5,

1 -

Device# tclsh flash:hello.tcl

hello
argc
argv
argv0 = flash:hello.tcl

tcl interactive = 0

device#

*Apr 21 04:46:18.563: CRYPTO_PKI: locked trustpoint mytrust, refcount is 1
*Apr 21 04:46:18.563: The PKCS #7 message has 0 verified signers.

*Apr 21 04:46:18.563: CRYPTO_PKI: Success on PKCS7 verify!

*Apr 21 04:46:18.563: CRYPTO_PKI: unlocked trustpoint mytrust, refcount is 0

0
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o« B5 5 OBEEIZ DWW TIE,  [Security Configuration Guide] @ ['Part 5: Implementing and Managing
aPKl] OHEZZL TS,

ELFAHTA XD T FDEZEH
T— RT7DERLDH

WIZ, F— T (WEF—LBMHx—) ZERTLHEOHZRLET,
MWEX—DER : 5l

Host% openssl genrsa -out privkey.pem 2048
Generating RSA private key, 2048 bit long modulus

......... +++

............................................................................... +++

e is 65537 (0x10001)

Host% 1ls -1

total 8

—rwW-r—-r—- 1 janedoe engl?2 1679 Jun 12 14:55 privkey.pem

Host%

MEX—HDDARF—DERK

Host% openssl rsa -in privkey.pem -pubout -out pubkey.pem

writing RSA key

Host% 1ls -1

total 16

-rw-r—--r-- 1 janedoe engl?2 1679 Jun 12 14:55 privkey.pem

-rw-r—--r-- 1 janedoe engl2 451 Jun 12 14:57 pubkey.pem
SEBRE D £ D

W, REAEZ AR T D0 27R L £7,

Host% openssl reqg -new -x509 -key privkey.pem -out cert.pem -days 1095

You are about to be asked to enter information that will be incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value, If you enter '.', the field will be left

blank.

Country Name (2 letter code) [GB]:US

State or Province Name (full name) [Berkshire]:California

Locality Name (eg, city) [Newbury]:San Jose

Organization Name (eg, company) [My Company Ltd]:Cisco Systems, Inc.
Organizational Unit Name (eg, section) []:DEPT ACCT

Common Name (eg, your name or your server's hostname) []:Jane

BEZFHTAN R T+
I
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engl?2
engl?2

1659
1679

Email Address []:janedoe@company.com
Host% 1ls -1

total 24

—“rw-r—-r-- 1 janedoe

—“rw-r—-r-- 1 janedoe

—rw-r—-r-- 1 janedoe

Tl X9 1) T FDEZDH

WIZ, Tl 227 V7 MZEBLTAHZRLUET,

Host% openssl smime -sign -in hello -out hello.

-outform DER -binary
Host% 1ls -1

total 40

-rw-r—--r-- 1 janedoe
-rw-r—--r-- 1 janedoe
-rw-r—--r-- 1 janedoe
-rw-r—--r-- 1 janedoe
-rw-r—--r-- 1 janedoe

ERADHEZEDH

WIZ, B MR T D0 2R LET,

engl?2

engl?2
engl?2
engl?2
engl?2
engl?2

451

1659
115
1876
1679
451

Jun
Jun
Jun

Jun
Jun
Jun
Jun
Jun

12 15:01 cert.pem
12 14:55 privkey.pem
12 14:57 pubkey.pem

12
13
13
12
12

BaFEHTIZ0 )T+ |

pk7 -signer cert.pem -inkey privkey.pem

15:
10:

10
14
14

01
16

:16
:55
:57

cert.pem
hello
hello.pk7
privkey.pem
pubkey.pem

Host% openssl smime -verify -in hello.pk7 -CAfile cert.pem -inform DER -content hello

puts hello

puts "argc = $argc"
puts "argv = $Sargv"
puts "argv0 = Sargv0"
puts "tcl interactive =
Verification successful

$tcl_interactive"

FENAF T2 ZERLI-EZOEELDA

WIZ, TCL v 7 =F % I ENA TV T —HIZEBRT D IHEOHZRLET,

#Cisco Tcl Signature V1

.0

Then append the signature file to the end of the file.

Host% xxd -ps hello.pk7 > hello.hex

Host% cat my append
#!/usr/bin/env expect

set my first {#Cisco Tcl Signature V1.0}

set newline {}
set my file [lindex Sar

set my new file ${my file} sig

gv 0]

set my new handle [open $my new file w]

set my handle [open $my file r]

puts $my new handle $newline

puts $my new handle $my first
foreach line [split [read $my handle]

set new line {#}

append new _line $line

puts $my new handle $new line

B 2253 Tr9yTH
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close Smy new handle
close Smy handle

Host% my_append hello.hex
Host% 1s -1

total 80

—“rw-r—-r-- 1 janedoe engl2 1659 Jun 12 15:01 cert.pem
—rw-r—-r-- 1 janedoe engl2 115 Jun 13 10:16 hello
—“rw-r—-r-- 1 janedoe engl2 3815 Jun 13 10:20 hello.hex
—“rw-r—-r-- 1 janedoe engl2 3907 Jun 13 10:22 hello.hex sig
—rw-r—-r-- 1 janedoe engl2 1876 Jun 13 10:16 hello.pk?7
—IWXI——T—-— 1 janedoe engl?2 444 Jun 13 10:22 my append
-Iw-r—-r—- 1 janedoe engl2 1679 Jun 12 14:55 privkey.pem
—Iw-r—-r—- 1 janedoe engl2 451 Jun 12 14:57 pubkey.pem

Host% cat hello hello.hex sig > hello.tcl
Host% cat hello.tcl

puts hello

puts "argc = $argc"

puts "argv = $Sargv"

puts "argv0 = Sargv0"

puts "tcl interactive = $tcl_interactive"

#Cisco Tcl Signature V1.0

#3082075006092a864886£704010702a08207413082073d020101310b3009
#06052b0e03021a0500300006092a864886£70d4010701a08204a213082049d
#30820385a003020102020100300d060922a864886£7040101040500308195
#310b3009060355040613025553311330110603550408130a43616c69666fF
#726€69613111300£0603550407130853616e204a6£7365311c301a060355
#040a21313436973636£2053797374656d732c20496e632e310e300c060355
#040b13054e53535447310d300b060355040313044a6£686e3121301£0609
#2a864886£70d401090116126a6¢c6175746d616e40636973636£2e636£6d30
#1e170d3037303631323232303134335a2170d313030363131323230313433
#5a308195310b3009060355040613025553311330110603550408130a4361
#6c69666£72669613111300£0603550407130853616e204a6£7365311c30
#1a060355040a1313436973636£2053797374656d732c20496e632e310e30
#0c060355040013054e53535447310d300b060355040313044a6£686e3121
#301£06092a864886£70d01090116126a6c6175746d616e40636973636f2e
#636£6d30820122300d06092a864886£70401010105000382010£00308201
#0a0282010100a751eb5ec1£3009738c88a55987c07b759¢c36£3386342283
#67€a20a89d9483ae85e0c63eeded8ab3eb7a08006689f09136£172183665
#c971099%0a54e77ab47706069bbefaaab8c50184396350e4cc870c4c3£477
#88c55c52e2cf411£f05b59f0eaec0678f£5cc238fdce2263a9fc6b6c244b8
#ffaeadB865c19c3d3172674a13b24c8£2c01dd8b1bd491c13e84e29171b85
#£28155d81ac8c69bb25ca23c2921d85fbf745¢c106e7af£93¢c72316¢cbc654
#4a34eaB88174a8ba7777fa60662974elfbac85a0f0acac925dbabe5e8500b8
#7caffce2fe8bb04b61b62£532b5893c081522d538005d£81670b931b0ad0
#ele76ae648£598a9442d5d0976e67c8d55889299147d0203010001a381£5
#3081£2301d0603551d0e04160414bc34132be952f£f8b9%elafl3b93140a255
#e54a667c3081c20603551d230481ba3081b78014bc34132be952f£f8b%ela
#£3b93140a255e54a667cal819bad48198308195310b300906035504061302
#5553311330110603550408130a43616c69666£726e69613111300£060355
#0407130853616e204a6£7365311c301a060355040a1313436973636£2053
#797374656d732c20496e632e310e300c060355040013054e53535447310d
#300b060355040313044a6f686e3121301£f060922a864886£7040109011612
#626c6175746d616e40636973636f2e636£6d820100300c0603551d130405
#30030101££300d06092a864886£704010104050003820101000c83c1b074
#6720929c9514af6d5df96£0a95639f047c40a607c83d8362507c58fa7£84
#aa699%ec5e5bef61b2308297a0662c653ff446acfbb6£5cb2dd162d939338
#a5e4d78a5c45021e5d4dbabb8784efbf50cab0£5125d1644870b31£5c£933
#a9f68£82cdl11cbabl739d7£372ec460a7946882874b0a0f22dd53achd62
#a944al5e52e54a24341b3b8a820£f23a5bc7ea7b2278bb568380b8a4051926
#af9cl167274££8449003a4e012bcf4f4b3e280£85209249a390d14d£47435
#35efabce720ea3d56803a84a2163db4478ae19d7d987e£6971c8312e280a
#aac0217d4fe620c6582a48faaB8eabe3726a99012e1d55£8d61b066381£77
#4158d144a43fb536c77d6a318202773082027302010130819b308195310b
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#3009060355040613025553311330110603550408130a43616c69666£726e
#69613111300£f0603550407130853616e204a6£7365311¢c301a060355040a
#1313436973636£2053797374656d732c20496e632e310e300c060355040b
#13054e53535447310d300b060355040313044a6£686e3121301£06092a86
#4886£70d01090116126a6¢c6175746d616e40636973636£2e636£6d020100
#300906052b0e03021a0500a081b1301806092a864886£70d4010903310b06
#092a864886£70d4010701301c06092a864886£704010905310£170d303730
#3631333137313634385a3023060922864886£70d401090431160414372cb3
#72dc607990577£d0426104a42ee4158d2b305206092a864886£70401090fF
#31453043300a06082a864886£70d0307300e06082a864886£70d403020202
#0080300d06082a864886£7040302020140300706052b0e030207300d40608
#2a864886£70d40302020128300d060922a864886£704010101050004820100
#72db6898742f449026d3acl18f43ale7178834fb05ad13951bf042el27eea
#944b72b96f3b8ecf7eb52£3d0e383bf63651750223efe69eaec04287c9dae
#b1£31209444108b31d34e46654c6c3ccl0b5baba887825¢c224ec6£376d49
#00££7ab2d9£88402dab%a2c2abbaal3ecceeaf5a594bdc7d3a822¢c55e7daa
#aa0c2b067e06967f22a20e406fe21d9013ecc6bd9cd6d402c2749f8beabl
#9f8f87acfbc9el0d6ce91502e34629%adcabee855419afafe6a8233333el4
#ad4c107901d1f2bcadd7ffaadddbc54192a25da662£8b8509782¢c76977b8
#94879453fbb00486ccc55£88db50£fccl149bae066916b350089cde51a6483
#2ec14019611720£fc5bbe2400£24225fc
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crypto pki trustpoint mytrust

enrollment terminal

!

!

crypto pki authentication mytrust

crypto pki certificate chain mytrust

certificate ca 00
308204B8 308203A0 A0030201 02020100 300D0609 2A864886 F70D0101 04050030
819E310B 30090603 55040613 02555331 13301106 03550408 130A4361 6C69666F
726E6961 3111300F 06035504 07130853 616E204A 6F736531 1C301A06 0355040A
13134369 73636F20 53797374 656D732C 20496E63 2E310E30 0C060355 040B1305
4E535354 47311630 14060355 0403130D 4A6F686E 204C6175 746D616E 6E312130
1F06092A 864886F7 0D010901 16126A6C 6175746D 616E4063 6973636F 2E636F6D
301E170D 30363131 31373137 35383031 5A170D30 39313131 36313735 3830315A
30819E31 0B300906 03550406 13025553 31133011 06035504 08130A43 616C6966
6F726E69 61311130 OF060355 04071308 53616E20 4A6F7365 311C301A 06035504
0A131343 6973636F 20537973 74656D73 2C20496E 632E310E 300C0603 55040B13
054E5353 54473116 30140603 55040313 O0D4A6F68 6E204C61 75746D61 6EGE3121
301F0609 2A864886 F70D0109 0116126A 6C617574 6D616E40 63697363 6F2E636F
6D308201 22300D06 092A8648 86F70D01 01010500 0382010F 00308201 0A028201
0100BC6D A933028A B31BF827 7258BB87 AL600CF0 21090F04 2080BECC 5818688B
74D231DF FOC365C1l 07D6E206 D7651FA8 C7B230A2 3B0011E4 EA2B6A4C 1F3F27FB
9AF449D8 FA8900BB 3E567F77 5412881B AAD9525E 3EC1D3B1 EBCE8155 D74866F1
0940F6D1 3A2613CD F6B3595E F468B315 6DDEFF07 BBC5D521 B560AF72 D6DSFDA7Y
D9D9C99D 31E3B380 5DEB7039 AlA29EF9 46ED536E 4D768048 12D48C24 59B08973
481AD75D E741CDY9E BEO6EAl6 9B514AE3 91184A56 AOE51B7D 4465D730 1AB3C7DD
62CA1ACY9 DF30C39A 41316B8E 72289113 98080354 C7297AD7 89B627F8 ED40D924
ADF48383 1B332C7F 73C58686 6279E2A4 4BF41644 3E60F131 090D3F5D 25F0C025
43CB0203 010001A3 81FE3081 FB301D06 03551DOE 04160414 F7F4E80E F6CC4772
5F278C44 6B85F8EE 8345AB99 3081CBO06 03551D23 0481C330 81C08014 F7F4E80E
F6CC4772 5F278C44 6B8SF8EE 8345AB99 Al181A4A4 81A13081 9E310B30 09060355
04061302 55533113 30110603 55040813 0A43616C 69666F72 6E696131 11300F06
03550407 13085361 6E204A6F 7365311C 301A0603 55040A13 13436973 636F2053
79737465 6D732C20 496E632E 310E300C 06035504 OB13054E 53535447 31163014
06035504 03130D4A 6F686E20 4C617574 6D616E6E 3121301F 06092A86 4886F70D
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01090116 126A6C61 75746D61 6E406369 73636F2E 636F6D82 0100300C 0603551D
13040530 030101FF 300D0609 2A864886 F70D0101 04050003 82010100 6D12CFF8
31078DF6 94FESCF0 8F83639B 414F32D8 069D23E2 37E182BE 7C31EC14 E87AF216
61A6CCD3 37656934 4BE4157A 400E182B EC390D1A DC130A56 B8F35BFB D2234556
24152FE8 A736B670 58CC684E 750D0O8AE C7739907 917B7A72 3D26BEC7 9F554CF1
S5ESEF499 ABA11124 55966616 AC9C52B2 B1082DEA D962CBAF E476C575 A9DDFBFA
C4AE63F6 1D5CIO9F76 7B4BI9CA7 52CE65CY9 E65C04FC 4B7642D6 OD1A8AF4 38194B7A
CA307ECY9 51DCB847 8B8C27FB 98ACEE60 OB8ODC3F 36E4E252 BD731F5F OE781E26
C1CA4120 9B0OB689B BA654250 97B22A76 CC126B77 C7779AAA D3F93C3F DCF46006
2B7F7F8C 150AF889 BBEC62F1 E53B4F3B A3626CD6 05B8AB3D F8A6A361

quit
archive
log config
scripting tcl trustpoint name mytrust
scripting tcl secure-mode
|
|

end
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SHA1 : Secure Hash Algorithm 1,
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OpenSSL/Open SSL Proiect

SA 2 ADEIRE

AREFIZIZ. OpenSSL Toolkit (http://www.openssl.org/) CTffi 35 72 %12 OpenSSL Project |
iof%%éht/7bvi7#aiﬂ1wiﬁo

AHBFIZTIZ, Eric Young X (eay@cryptsoft.com) (2 X o TIERR S 72E 5L Y 7 b = T3 E
ihfwiﬁo

ARELELIZIX, Tim Hudson X (h@cryptsoft.com) (Z X > THER SN2 Y 7 b U = TR EENT
WET,

The OpenSSL toolkit stays under a dual license, i.e. both the conditions of the OpenSSL License and the
original SSLeay license apply to the toolkit. See below for the actual license texts. Actually both licenses
are BSD-style Open Source licenses. In case of any license issues related to OpenSSL please contact
openssl-core@openssl.org.

OpenSSL License:
Copyright © 1998-2007 The OpenSSL Project. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided
that the following conditions are met:

1. Redistributions of source code must retain the copyright notice, this list of conditions and the following
disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions, and
the following disclaimer in the documentation and/or other materials provided with the distribution.

3 $V7FW17®%?iﬁiﬁ%’%&ﬁéﬁNT@figﬂ’i MT®%ﬁﬁﬁﬁé
NHBLENRHY 3,  TAREEIZIL, OpenSSL Toolkit Tfifi 95 72 12 OpenSSL Project
WZXoTHBEESNIZY 7 | '7 - 7 NEENTHET (http.//www.openssl.org/) 1o

4. The names “OpenSSL Toolkit” and “OpenSSL Project” must not be used to endorse or promote
products derived from this software without prior written permission. For written permission, please
contact openssl-core@openssl.org.

5. Products derived from this software may not be called “OpenSSL” nor may “OpenSSL” appear in
their names without prior written permission of the OpenSSL Project.

6. Redistributions of any form whatsoever must retain the following acknowledgment:

(A8 51215, OpenSSL Toolkit (http://www.openssl.org/) T3 57212 OpenSSL 7’12 ¥ =
7 hZ iofﬁaﬁ%ﬁéﬂﬁ/7 N =T REERLTWVET] .
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THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT “AS IS AND ANY EXPRESSED
OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES
OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN
NO EVENT SHALL THE OpenSSL PROJECT OR ITS CONTRIBUTORS BE LIABLE FOR ANY
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;
LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND
ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF
THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

AL 21X, Eric Young X (eay@cryptsoft.com) (25 » TIERR S NZIF ALY 7 h o = 7 3G
FNTWET, AEFIZIL, Tim Hudson Kk (th@cryptsoft.com) (2 X > TIERR Sz 7 b
U T RNEENTWVET,

Original SSLeay License:

Copyright © 1995-1998 Eric Young (eay@cryptsoft.com). All rights reserved.

This package is an SSL implementation written by Eric Young (eay@cryptsoft.com).
The implementation was written so as to conform with Netscapes SSL.

This library is free for commercial and non-commercial use as long as the following conditions are adhered
to. The following conditions apply to all code found in this distribution, be it the RC4, RSA, lhash, DES,
etc., code; not just the SSL code. The SSL documentation included with this distribution is covered by
the same copyright terms except that the holder is Tim Hudson (tjh@cryptsoft.com).

Copyright remains Eric Young’s, and as such any Copyright notices in the code are not to be removed. If
this package is used in a product, Eric Young should be given attribution as the author of the parts of the
library used. This can be in the form of a textual message at program startup or in documentation (online
or textual) provided with the package.

Redistribution and use in source and binary forms, with or without modification, are permitted provided
that the following conditions are met:

1. Redistributions of source code must retain the copyright notice, this list of conditions and the following
disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and
the following disclaimer in the documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the following
acknowledgement:
“This product includes cryptographic software written by Eric Young (eay@cryptsoft.com)”.

The word ‘cryptographic’ can be left out if the routines from the library being used are not
cryptography-related.

1. Ifyouinclude any Windows specific code (or a derivative thereof) from the apps directory (application
code) you must include an acknowledgement: “This product includes software written by Tim Hudson
(tjh@cryptsoft.com)”.

THIS SOFTWARE IS PROVIDED BY ERIC YOUNG “AS IS” AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
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MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO
EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE,
DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE,
EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

The license and distribution terms for any publicly available version or derivative of this code cannot be
changed, i.e. this code cannot simply be copied and put under another distribution license [including the
GNU Public License.]
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