SSH :Z:F 0 X.509v3 SFERZ=

SSH ZBFH D X.509v3 FFHEMEAEIZ. ABF— 703U XA (PKD) ZFEHLTH—EBIW
Z— P OIEEITV, WIAER (CA) BBHA LEIT LT UHVGERELZ I LT — X7 Off
BEHEDODTAT T 4T 42X 27 /b (SSH) Fu halil Lo CHIEtT 5 2 & 2 7He
7,

DY a—/TIE, TUXNGERERAOY—ARBI O —VIERAET 0 7 7 AV ERTET D
ji{£ _“Db‘fnﬁﬁﬂ [_/32—19“0

« SSH #EFED X.509v3 iEAEORIHRSEM: (1 2—)

* SSH #EFED X.509v3 GEBEOHIFFE 2 ~X—)

* SSH FBAEH D X.509v3 GEFIEIZEE T 5 1FHm (2 ~X—)

* SSH #FEH D X.509v3 GEHEORRE HE 3 X—)

o TUXNFEHEEMGH L2 — "B L O —VPREREORER (7 2—)
* SSH #EFEA D X.509v3 GEEORER (11 =—)

* SSH #BFEH D X.509v3 FEREIZBE T 5 2 Do B EEE (12 X—2)

* SSH #BFEH O X.509v3 FEHEOKERERF#H (12 X—)

SSH ZZEF 0 X.509v3 EEEE%O)WE%#F

SSH FBFEH @ X.509v3 FEHIEHERE TIL, ip ssh server algorithm authentication =~ > KO
V|2 ipsshserver authenticateuser =~ > RV E &2 Hi1E 7, defaultip ssh server authenticate
user A< REJREL, T 7 4 Fab— 3 hb ipsshserver authenticateuser =< > K
ZHIBRLE 9, 10S X =27 > =/ (SSH) #— 3% ip ssh server algorithm authentication =
~ U REEHLTEEILET,

ip ssh server authenticateuser =2~ RZFETT 5L, RDA v E—VUNRERENET,
A

EE SSHavry REZFANELE, 2L, ZOCLUFEL R EILSNET, HLWCLI
ip ssh server algorithm authentication|Zf#) L T < 72 &V,  [default ip ssh server authenticate
user] ZaxEL, CLLZAZIZLET,

SSH 2R X.509v3 FEFAE .
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B sszio xswsEREosnEE

SSH :2EF0) X.509v3 sEBAE D #IF9E1E

 SSH ZBFEA ™ X.509v3 FEAAERERE D ZEEEIL, CiscoIOS ¥ =7 v =/ (SSH) H— 3l
DA TE E9,

* Cisco I0S SSH ¥— N1%, ¥ — B L P2 —HFFFEIZ OV T, x509v3-ssh-rsa 7 /L2 U X A
NR—ZADFEHEDO L Z R — N LET,

SSH ZZEFFA M X.509v3 SEBAEICRE 9 18R

SSH mL.\nIEFHOD X.509v3 nl_l:Eﬂ%G)*EEg

¥ 27 = (SSH) e banik, Xy hU— 7?N4z«@£éﬁv%~b77tx
P e tett LE T, 77947 b EV—ROMOBEIIRE LI NET,

WX —HE S LA L CREFEEZIT D SSH e ha R 25H 0 F3, FTF U AR—FEYS
0 hax, TUXNELT AT XA (AF—T AT XAEMEINET) AL T,

=TI FTAT U MR LUTRIAELET, —FH, 2—VFFET v ha v, TVFLVELE
FEHLC, 7947 ha— XU CREREL £3 (OB F—385E) .

HAFDARNEIL, ABRBAF— L T OBLXEDTAT T AT 4 L OBEEORSITEKIFE L £
ﬁ1XﬂWA—yaysoumﬁ>&E@?y&wﬁ%ii TATUT 4T A EHOTZDIC
RS ET, X509v3 1%, B TE 50— MNERER & 2 O RIFERERIC X 5 B4 OEH %
ﬁﬁ LT, ABAX—ZEDT AN TAT T 4T 41T 1\ LET, ZoFEEITK

A= T NI XLEMEH LN = ORGEN A[REIC e D & L BT, RRER
(CA) NBL LT LT VA IVGFHAERZ N L T — T OFAEDT AT T 4T 4 %
SSH THIFET D Z &N A[BEIC 72 0 £,

X503 ZFAL=Y—N\E XUV 1—FE5T

Y= RREDS A, £X =27 Y=k (SSH) F— DB OTZ I T A R DRENE % SSH

7747 MTEELET, 20— NGERFEL, —NEERE T2 7 7 AL
(ssh-server-cert-profile-server 77 4 ¥ =2 L — 3V EF— R) THREINIZ T A RRA 2K
R B ET,

2 —PRRAEDY A, SSH 7 74 7 b BHER DI 2 — Y OFEF E % 10S SSH Hh— 3%
fgLEJ, SSHY— N, Y— NGEHET 7 7 7 A4 )L (ssh-server-cert-profile-user = > 7 ¥ =
L—yarE—FK) T; Eéht/\ﬁrﬁﬂ% A T7I7ANT727Fx% (PK) FTAMRA U bz
BHLT, ZE LI — Vi EZ MR L E 7,

F 7 4V N TIE, FEBENR— ZOFREEN, TI0SSSH — kK TH— "B L O —HF it LT
Bz p > TWET,
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| SSHERSEM X.509v3 SEBAE
ocspsEz7—7uv5 |

OCSP [G&ERT—T )5

FrTA GEAEAT —X A 7a b3 (OCSP) Tld, kbl SiziEED (%h) RiE%
TV = a N D 2 ENRRETY, o7 haud, FHEORAT X A EF =y
IFDT TV r—arbEDRAT —F AT 53— L DRTROVIRY T 50N D D
T —HERELET, OCSP 7 747> MIOCSP L AR ZZAT —H AFRERIT L, I
BhZFETHETIEHEDOZ T ANEZRE LET, OCSPISEIZIL, Dl &b, ZRoOWLE
AT —H A% 79 responseStatus 7 4 —/ K3 EENFE T,

AT — T NIV XLOHE, F—0FAUX, 1 2L ED X S509v3 iEHEO Y —Fr 2 b %
D#IZHES 0 HLL ED OCSP IGED > —7 V AMBEYD £,

SSH ZRFFHSHEIN 1T 0 X.509v3 FEMIEIL, OCSP JGE AT —F U v 7% L £+, OCSP IHA
AT =TV TEERTHZ LI, T3 A1E, OCSP H—NIZT 7 AL ThHERE
AEAAE L EBITRAT =TV 7 LT, ET70H0CSP L AR ZIZT 7 BAZELDOTIEARL
TR A XD 2 LT, B OIFHEOLDIHFREZTIG L ET,

SSH EZEFFH M X.509v3 SEBREZE DR TFE A

H—/\FRARADT U R ILIAEDERE

FleD#HEE
1. enable
2. configure terminal
3. ip ssh server algorithm hostkey {x509v3-ssh-rsa [ssh-rsa] | ssh-rsa [x509v3-ssh-rsa]}
4, ip ssh server certificate profile
5. server
6. trustpoint sign PKI-trustpoint-name
7 ocsp-response include
8. end
9. linevty line_number [ending_line_number ]
10. transport input ssh
FIED ¥
ARV KRFERETIVaY B#
ATy 71 |enable FHE EXEC £— N2 AMIC LET,
£ e MAU—REANLET ERENTZHE)
Switch> enable
RFwF2 |configureterminal Ja—s)v ar7 4 Xalb—ay®— et
i - L¥ET,

SSH 2R X.509v3 FEFAE .
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ARV FFEREETIVa Yy
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Switch# configure terminal

AT w73 |ipsshserver algorithm hostkey {x509v3-ssh-rsa FAARNF—TAITY XLDEFEEELET, &
[ssh-rsa] | ssh-rsa [x509v3-ssh-rsa]} ¥a27 e (SSH) 754 T by o—
4 - FENDDIE, REFRHT VAU ZLDHTT,
switen ik . Leorithm hostx GE) IOSSSH Y— 2%, 1 DL EDRREFE &
:;ggvéfzzhii;a ip ssh server algorithm hostkey R e 77/V2f1)5flAﬁ§Q§§§7f7fo
« X500v3-ssh-rsa : FIFAHE— 2 DO
* ssh-rsa @ P& —~— A OFERE
27w 74 |ipsshserver certificate profile e SEEBIE T B T 7 A LES K O — PR
- TrANEREL, SSHItAFE w7 7 AL 2
TA4F¥alb—vary Ew—FEBBLET,
Switch (config)# ip ssh server certificate profile
RATwvT5 |server P— GEHET T T 7 A L EFHE L, SSH —
R FEHEY R 7 A NDa—F a7 4 Falb— 3
v E— REBBLET,
Switch (ssh-server-cert-profile)# server .%}_A/§ jfE1:77’/f/bli\ f*“*/iﬁgaE&§ﬂ:if‘A
NEEEA SSH 7 74 7 > MOEET A2
A ShE T
RTw 76 |trustpoint sign PKI-trustpoint-name BHF—A 2 T7FANT7F v (PKD) FT7 A KRR
i - AV e — NEAET e T AT Xy F LE
RS
Switch (ssh- —cert- file- ) # s - = N ~
trastpoint sign trustl *SSH ¥ —/SI3, ZOPKI hTA RAA L hiC
BEEAT T AV GERE A — SRR A L %
7
ATFwF1 |ocsp-responseinclude (f£&) Online Certificate Status Protocol (OCSP)
Bl - DISEETNTOCSP AT — 7"V > 7 e —/NGEH &
E—HEICIEE L ET,
Switch (ssh-server-cert-profile-server) # . — N LAy =
ocsp-response include Gy TN bf&i\\ QCSP BT — NG
B —REICIXEE SR ER A,
ATv78 |end SSH #— \GEET 0 7 7 A LDV —/N 37
i - Fal—arE®T—RFalT L, FH EXEC T—

Switch (ssh-server-cert-profile-server)# end

FIZRY £,
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a—vmamoro s LiEnzngE |

ARV EEEET7Ia Y B

ZF w79 |linevtyline number [ending line_number] SAvary74Xa 1/~~‘/a vE— REBRB LT,
Bl - ARG AR FIR R E & 5% E L £ 77, line_number 35 &
Switch (config) # line vty line number U{endnl%*lmefnur/?ber (S Erﬁﬁ@&T%d{Eﬁz L&
[ending line number] —’91«0 :J:E‘/?EVC% ZD%BH: 0~15 TTO

RFw 710 |transportinput ssh AA > FCH SSH Telnet #foe & [T 2 L 5 127%

1 :

Switch (config-line) #transport input ssh

ELET, 2L, b—F % SSH #5512 BRE
ENFET,

J— -IjS;lL\nIEmo)?~¢9)LNIEEﬂi0)EQE

FIEDHE
1. enable
2. configureterminal
3. ip ssh server algorithm authentication {publickey | keyboard | password}
4. ip ssh server algorithm publickey {x509v3-ssh-rsa [ssh-rsa] | ssh-rsa [x509v3-ssh-rsal}
5. ip ssh server certificate profile
6. user
7 trustpoint verify PKI-trustpoint-name
8. ocsp-response required
9. end
10. linevty line number [ending line number ]
11.  transport input ssh
F gD ¥
ARV RFERETI3 Y B
RTwvF1 |enable it EXBEC E— RZ AL ET,
i ¢ NMAT—REANLET (FERENTHE)
Switch> enable
X 5w F2 |configureterminal Jua—)bary7 4 ¥al—i gy ET— K&k
11 - LET
Switch# configure terminal
R w73 |ipsshserver algorithm authentication {publickey | | = —¥FET7T L TY XLADIEF EHRLET, &

keyboard | password} Fa27 Y= (SSH) 7747 hexAro—
R MEND O, BEFHT VA XLDHTT,

SSH 2R X.509v3 FEFAE .
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ARV FFEREETIVa Yy
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Switch (config)# ip ssh server algorithm
authentication publickey

G¥) « IOSSSH %— N2i, 1 2L LR E
/ﬁﬁ;’_‘qj_nm :JLE?/I/: ) XAZI) Zg

T

o 2 —WRGECEERE S XA HT 5
(2%, publickey & —7 — R &% ET
LHUMBENDHY FT,
XF w74 |ipsshserver algorithm publickey {x509v3-ssh-rsa | /ABl%— 71 I Y XADIEF 4> TEEZ L £9, SSH
[ssh-rsa] | ssh-rsa [x509v3-ssh-rsa]} IS AT Y MZ Lo Ta—WRILCHF S DD
1 1. REFHOTNLTY XLDHTT,
Switen ik N Leorith liek GE) IOSSSHZ Z A4 7 > MZiL, 1 LA EDR
Zgogvéfzzhjfl)sa ip ssh server algorithm publickey] Hﬂiﬂ{ﬁ%’/_&%ﬁ%*‘ 7/1/:"\U XA%NLIZ\ET
R
*» X509v3-ssh-rsa : FEH EH~— X DOFE
e ssh-rsa : AN F—_—2XDOFE
RATFw 75 |ipsshserver certificate profile P REERE S 7 s A B LN — I AE S o
- T ANEFREL, SSHIFAET 0 7 7 AL 22
TA4F¥ 2l —var B—RERBLET,
Switch (config)# ip ssh server certificate profile
ATy 6 |user —HYHHET 0 7 7 A L EFE L, SSH H—
- FEHET R 7 A NDa2—F a7 s Falb— 3
v E— RERBLET,
Switch (ssh-server-cert-profile)# user
RTw 71 |trustpoint verify PKI-trustpoint-name A Llc 2 —YRE E ORI 412 2B % —
B - A 7FANTIF % (KD hTAPMEA Y b
BIELET,
S:izi}fli(/siil—;izver—cert—profile—user) # trustpoint] GE) FALawy F%%ﬁéﬁ@gﬂ%ﬁijﬁé - L .
BEDO T ARKRA L FEFELET,
BRKI0OD N T A MKRA L MERETEE
R
RTw 78 |ocsp-responserequired (ER) =5 Llm = —YREHEIZ L % Online

1 -

Switch (ssh-server-cert-profile-user) #
ocsp-response required

Certificate Status Protocol (OCSP) D& D7H %
ERLUET,

GE) T 7/ PFTHE, =—VHEIAEIX OCSP
IRER LTI ANSNET,
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FoaLiangeEALEYy— sLva—vRiEoRz [

AV RERET IV Y B
ATFv79 |end SSH — NGEHES R 7 7 A LDa2—% a7 4
1 Fal—varyE—RKe/K&T L, ¥ EXEC £—

RIZEY F£97,

Switch (ssh-server-cert-profile-user)# end

X w 710 |linevty line_number [ending_line_number ] SArvar7 4 Xal—arE— NEREEBLT,
R ARSI AR RIBRER E A E LE 9, line_number 35 X
Switch (config)# line vty line_number Uendlri.%—llne—nlizlber SLES EIBROT &R L&
[ending line number] I, FEETE D#HIZ0~ 15 TT,
A7y 711 |transport input ssh AA » F T SSH Telnet H5e 2 [0l S 2 & 9 127
i - ELES, ZHUCE Y /b—F 3 SSH #felC IRAE
SNET,

Switch (config-line) #transport input ssh

e “\9 )I/HIEEEE7&1§H% L/T" _/\j:b J:U:L -Ijznru\niEa)ﬁE

Ell:,\
FIEDHEE
1. enable
2. showipssh
3. debugip ssh detail
4. show log
5. debugip packet
6. show log
=3[k 2t

2T v 1 enable
¥ M EXEC T=— F&EADIZ L £,
./QXU%]\\%AJ‘jLi—g« (gﬁéz’bfi%/ﬁ\) o

1 :

Device> enable

AT w72 showipssh

ﬁ@ Eéhfb\ uuuﬁﬁt%ﬁﬂ—bij— PE%EN qunfEUDfﬁiiﬁﬁ%EﬁE i x509v3-ssh-rsa 7 /v
T ZLAREREFLDHRA N F— TN XL THLIZ MR LET,

SSH 2R X.509v3 FEFAE .
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ATvT3

ATy T4

1 :

Device# show ip ssh

SSH Enabled - version 1.99

Authentication methods:publickey, keyboard-interactive, password
Authentication Publickey Algorithms:x509v3-ssh-rsa,ssh-rsa
Hostkey Algorithms:x509v3-ssh-rsa,ssh-rsa

Authentication timeout: 120 secs; Authentication retries: 3
Minimum expected Diffie Hellman key size : 1024 bits

debug ip ssh detail
SSH DT Ny 7 A vt —Ta A AT LET,
i

Device# debug ip ssh detail

ssh detail messages debugging is on

show log
TRy T Ay—=vnrl &R LET,
51

Device# show log

Syslog logging: enabled (0 messages dropped, 9 messages rate-limited, 0 flushes, 0 overruns, xml
disabled, filtering disabled)

No Active Message Discriminator.

No Inactive Message Discriminator.

Console logging: disabled

Monitor logging: level debugging, 0 messages logged, xml disabled,
filtering disabled

Buffer logging: level debugging, 233 messages logged, xml disabled,
filtering disabled

Exception Logging: size (4096 bytes)

Count and timestamp logging messages: disabled

File logging: disabled

Persistent logging: disabled

No active filter modules.

Trap logging: level informational, 174 message lines logged
Logging Source-Interface: VRF Name:

Log Buffer (4096 bytes):

5 IST: SSH2 CLIENT 0: SSH2 MSG _KEXINIT sent

*Sep 6 14:44:08.496 IST: SSHO: protocol version id is - SSH-1.99-Cisco-1.25

*Sep 6 14:44:08.496 IST: SSH2 0: kexinit sent: kex algo =
diffie-hellman-group-exchange-shal,diffie-hellman-groupl4-shal

*Sep 6 14:44:08.496 IST: SSH2 0: Server certificate trustpoint not found. Skipping hostkey algo =
x509v3-ssh-rsa

*Sep 6 14:44:08.496 IST: SSH2 0: kexinit sent: hostkey algo = ssh-rsa

*Sep 6 14:44:08.496 IST: SSH2 0: kexinit sent: encryption algo = aesl28-ctr,aesl92-ctr,aes256-ctr

i sSHE2EE0 X509v3 SEFAE
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*Sep 6 14:44:08.496 IST: SSH2 0: kexinit sent: mac algo =

hmac-sha2-256, hmac-sha2-512, hmac-shal, hmac-shal-96

*Sep 6 14:44:08.496 IST: SSH2 0: SSH2 MSG KEXINIT sent

*Sep 6 14:44:08.496 IST: SSH2 0: SSH2 MSG KEXINIT received

*Sep 6 14:44:08.496 IST: SSH2 0: kex: client->server enc:aesl28-ctr mac:hmac-sha2-256
*Sep 6 14:44:08.496 IST: SSH2 0: kex: server->client enc:aesl28-ctr mac:hmac-sha2-256
*Sep 6 14:44:08.496 IST: SSH2 0: Using hostkey algo = ssh-rsa

*Sep 6 14:44:08.496 IST: SSH2 0: Using kex algo = diffie-hellman-group-exchange-shal

*Sep 6 14:44:08.497 IST: SSH2 CLIENT O: SSH2_MSG_KEXINIT received

*Sep 6 14:44:08.497 IST: SSH2 CLIENT O: kex: server->client enc:aesl28-ctr mac:hmac-sha2-256
*Sep 6 14:44:08.497 IST: SSH2 CLIENT O: kex: client->server enc:aesl28-ctr mac:hmac-sha2-256
*Sep 6 14:44:08.497 IST: SSH2 CLIENT O: Using hostkey algo = ssh-rsa

*Sep 6 14:44:08.497 IST: SSH2 CLIENT O: Using kex algo = diffie-hellman-group-exchange-shal
*Sep 6 14:44:08.497 IST: SSH2 CLIENT O: SSH2 _MSG_KEX DH GEX REQUEST sent

*Sep 6 14:44:08.497 IST: SSH2 CLIENT O: Range sent- 2048 < 2048 < 4096

*Sep 6 14:44:08.497 IST: SSH2 0: SSH2 _MSG_KEX_DH GEX REQUEST received

*Sep 6 14:44:08.497 IST: SSH2 0: Range sent by client is - 2048 < 2048 < 4096

*Sep 6 14:44:08.497 IST: SSH2 0: Modulus size established : 2048 bits

*Sep 6 14:44:08.510 IST: SSH2 0: expecting SSH2 MSG KEX DH GEX INIT

*Sep 6 14:44:08.510 IST: SSH2 CLIENT 0: SSH2 MSG KEX DH GEX_GROUP received

*Sep 6 14:44:08.510 IST: SSH2 CLIENT O: Server has chosen 2048 -bit dh keys

*Sep 6 14:44:08.523 IST: SSH2 CLIENT 0: expecting SSH2 MSG_KEX DH GEX REPLY

*Sep 6 14:44:08.524 IST: SSH2 0: SSH2 MSG KEXDH INIT received

*Sep 6 14:44:08.555 IST: SSH2: kex derive keys complete

*Sep 6 14:44:08.555 IST: SSH2 0: SSH2 MSG NEWKEYS sent

*Sep 6 14:44:08.555 IST: SSH2 0: waiting for SSH2 MSG NEWKEYS

*Sep 6 14:44:08.555 IST: SSH2 CLIENT 0: SSH2 MSG KEX DH GEX REPLY received

*Sep 6 14:44:08.555 IST: SSH2 CLIENT O: Skipping ServerHostKey Validation

*Sep 6 14:44:08.571 IST: SSH2 CLIENT O: signature length 271

*Sep 6 14:44:08.571 IST: SSH2: kex derive keys complete

*Sep 6 14:44:08.571 IST: SSH2 CLIENT O: SSH2_MSG_NEWKEYS sent

*Sep 6 14:44:08.571 IST: SSH2 CLIENT O: waiting for SSH2_MSG_NEWKEYS

*Sep 6 14:44:08.571 IST: SSH2 CLIENT O: SSH2_MSG_NEWKEYS received

*Sep 6 14:44:08.571 IST: SSH2 0: SSH2 MSG NEWKEYS received

*Sep 6 14:44:08.571 IST: SSH2 0: Authentications that can continue =

publickey, keyboard-interactive, password

*Sep 6 14:44:08.572 IST: SSH2 0: Using method = none

*Sep 6 14:44:08.572 IST: SSH2 0: Authentications that can continue =

publickey, keyboard-interactive, password

*Sep 6 14:44:08.572 IST: SSH2 0: Using method = keyboard-interactive

*Sep 6 14:44:11.983 IST: SSH2 0: authentication successful for cisco

*Sep 6 14:44:11.984 IST: %SEC_LOGIN-5-LOGIN_SUCCESS: Login Success [user: cisco] [Source:
192.168.121.40] [localport: 22] at 14:44:11 IST Thu Sep 6 2018

*Sep 6 14:44:11.984 IST: SSH2 0: channel open request

*Sep 6 14:44:11.985 IST: SSH2 0: pty-req request

*Sep 6 14:44:11.985 IST: SSH2 0: setting TTY - requested: height 24, width 80; set: height 24,
width 80

*Sep 6 14:44:11.985 IST: SSH2 0: shell request

*Sep 6 14:44:11.985 IST: SSH2 0: shell message received

*Sep 6 14:44:11.985 IST: SSH2 0: starting shell for vty

*Sep 6 14:44:22.066 IST: %$SYS-6-LOGOUT: User cisco has exited tty session 1(192.168.121.40)
*Sep 6 14:44:22.166 IST: SSHO: Session terminated normally

*Sep 6 14:44:22.167 IST: SSH CLIENTO: Session terminated normally

debug ip packet

IP " b

1 -

Device# debug ip packet

show log

FHMOT Ny T oA AT LET,
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Device# show log

yslog logging: enabled (0 messages dropped, 9 messages rate-limited, 0 flushes, 0 overruns, xml
disabled, filtering disabled)

No Active Message Discriminator.

No Inactive Message Discriminator.

Console logging: disabled

Monitor logging: level debugging, 0 messages logged, xml disabled,
filtering disabled

Buffer logging: level debugging, 1363 messages logged, xml disabled,
filtering disabled

Exception Logging: size (4096 bytes)

Count and timestamp logging messages: disabled

File logging: disabled

Persistent logging: disabled

No active filter modules.

Trap logging: level informational, 176 message lines logged
Logging Source-Interface: VRF Name:

Log Buffer (4096 bytes):

bleid=0, s=192.168.121.40 (local), d=192.168.121.40 (FortyGigabitEthernetl/0/1), routed via RIB

*Sep 6 14:45:45.177 IST: IP: s=192.168.121.40 (local), d=192.168.121.40 (FortyGigabitEthernetl/0/1),
len 40, sending

*Sep 6 14:45:45.177 IST: IP: s=192.168.121.40 (local), d=192.168.121.40 (FortyGigabitEthernetl/0/1),
len 40, output feature, NAT Inside(8), rtype 1, forus FALSE, sendself FALSE, mtu 0, fwdchk FALSE

*Sep 6 14:45:45.177 IST: IP: tableid=0, s=192.168.121.40 (FortyGigabitEthernetl/0/1), d=192.168.121.40
(FortyGigabitEthernetl1/0/1), routed via RIB

*Sep 6 14:45:45.177 IST: IP: tableid=0, s=192.168.121.40 (FortyGigabitEthernetl/0/1), d=192.168.121.40
(FortyGigabitEthernetl1/0/1), routed via RIB

*Sep 6 14:45:45.177 IST: IP: s=192.168.121.40 (local), d=192.168.121.40, len 40, local feature,

feature skipped, NAT(2), rtype 0, forus FALSE, sendself FALSE, mtu 0, fwdchk FALSE

*Sep 6 14:45:45.178 IST: IP: tableid=0, s=192.168.121.40 (local), d=192.168.121.40
(FortyGigabitEthernetl1/0/1), routed via RIB

*Sep 6 14:45:45.178 IST: IP: s=192.168.121.40 (local), d=192.168.121.40 (FortyGigabitEthernetl/0/1),
len 40, sending

*Sep 6 14:45:45.178 IST: IP: s=192.168.121.40 (local), d=192.168.121.40 (FortyGigabitEthernetl/0/1),
len 40, output feature, NAT Inside(8), rtype 1, forus FALSE, sendself FALSE, mtu 0, fwdchk FALSE

*Sep 6 14:45:45.178 IST: IP: tableid=0, s=192.168.121.40 (FortyGigabitEthernetl/0/1), d=192.168.121.40
(FortyGigabitEthernetl1/0/1), routed via RIB

*Sep 6 14:45:45.178 IST: IP: s=192.168.121.40 (local), d=192.168.121.40, len 40, local feature,

feature skipped, NAT(2), rtype 0, forus FALSE, sendself FALSE, mtu 0, fwdchk FALSE

*Sep 6 14:45:45.178 IST: IP: tableid=0, s=192.168.121.40 (local), d=192.168.121.40
(FortyGigabitEthernetl1/0/1), routed via RIB

*Sep 6 14:45:45.178 IST: IP: s=192.168.121.40 (local), d=192.168.121.40 (FortyGigabitEthernetl/0/1),
len 40, sending

*Sep 6 14:45:45.178 IST: IP: s=192.168.121.40 (local), d=192.168.121.40 (FortyGigabitEthernetl/0/1),
len 40, output feature, NAT Inside(8), rtype 1, forus FALSE, sendself FALSE, mtu 0, fwdchk FALSE

*Sep 6 14:45:45.178 IST: IP: tableid=0, s=192.168.121.40 (FortyGigabitEthernetl/0/1), d=192.168.121.40
(FortyGigabitEthernetl1/0/1), routed via RIB

*Sep 6 14:45:45.178 IST: IP: tableid=0, s=192.168.121.40 (FortyGigabitEthernetl/0/1), d=192.168.121.40
(FortyGigabitEthernetl1/0/1), routed via RIB

*Sep 6 14:45:45.178 IST: IP: tableid=0, s=192.168.121.40 (FortyGigabitEthernetl/0/1), d=192.168.121.40
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(FortyGigabitEthernetl1/0/1), routed via RIB
*Sep 6 14:45:45.178 IST: IP: s=192.168.121.40 (local), d=192.168.121.40, len 40, local feature,
feature skipped, NAT(2), rtype 0, forus FALSE, sendself FALSE, mtu 0, fwdchk FALSE
*Sep 6 14:45:45.178 IST: IP: tableid=0, s=192.168.121.40 (local), d=192.168.121.40
(FortyGigabitEthernetl1/0/1), routed via RIB
*Sep 6 14:45:45.178 IST: IP: s=192.168.121.40 (local), d=192.168.121.40 (FortyGigabitEthernetl/0/1),
len 40, sending
*Sep 6 14:45:45.178 IST: IP: s=192.168.121.40 (local), d=192.168.121.40 (FortyGigabitEthernetl/0/1),
len 40, output feature, NAT Inside(8), rtype 1, forus FALSE, sendself FALSE, mtu 0, fwdchk FALSE
*Sep 6 14:45:45.179 IST: IP: tableid=0, s=192.168.121.40 (FortyGigabitEthernetl/0/1), d=192.168.121.40
(FortyGigabitEthernetl1/0/1), routed via RIB
*Sep 6 14:45:45.179 IST: IP: s=192.168.121.40 (local), d=192.168.121.40, len 40, local feature,
feature skipped, NAT(2), rtype 0, forus FALSE, sendself FALSE, mtu 0, fwdchk FALSE
*Sep 6 14:45:45.179 IST: IP: tableid=0, s=192.168.121.40 (local), d=192.168.121.40
(FortyGigabitEthernetl1/0/1), routed via RIB
*Sep 6 14:45:45.179 IST: IP: s=192.168.121.40 (local), d=192.168.121.40 (FortyGigabitEthernetl/0/1),
len 40, sending
*Sep 6 14:45:45.179 IST: IP: s=192.168.121.40 (local), d=192.168.121.40 (FortyGigabitEthernetl/0/1),
len 40, output feature, NAT Inside(8), rtype 1, forus FALSE, sendself FALSE, mtu 0, fwdchk FALSE
*Sep 6 14:45:45.179 IST: IP: tableid=0, s=192.168.121.40 (FortyGigabitEthernetl/0/1), d=192.168.121.40
(FortyGigabitEthernetl1/0/1), routed via RIB
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Switch> enable

Switch# configure terminal

Switch(config)# ip ssh server algorithm hostkey x509v3-ssh-rsa
Switch(config)# ip ssh server certificate profile

Switch (ssh-server-cert-profile)# server

Switch (ssh-server-cert-profile-server)# trustpoint sign trustl
Switch (ssh-server-cert-profile-server)# exit
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Switch> enable

Switch# configure terminal

Switch(config)# ip ssh server algorithm authentication publickey
Switch(config)# ip ssh server algorithm publickey x509v3-ssh-rsa
Switch(config)# ip ssh server certificate profile

Switch (ssh-server-cert-profile)# user

Switch (ssh-server-cert-profile-user)# trustpoint verify trust2
Switch (ssh-server-cert-profile-user)# end
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