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N 1% 443) T HTTPS BER #4553 13T, HTTP 1.1 Web —_~F DR Z S Z LTI,
HTTP 1.1 — [T FDER AP L T, ¥ 27 HTTP —~5& (FOH$) LEJ, &
& =7 HTTP Y — N[ X HTTP 1.1 — Db v 2, TOERITGZ F T,
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NHEOY—E AL, BINT D573, ZZxtT 2R REFHR2 X2V 7 40 F—B L OGEHED
THAEMAELET, HFEDCAV— NI TR RRA P EMINET,
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. Web 77 ) X, FOEHABEORGEICLERARS—2HA L TWET,
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F 2 T HTTP Y —N (F720137 T A4 T2 b)) IZx$ D —RFE 7213k 7 B B4 R EN
HEWICAER S ET,
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GE) FARBIORFTF A RRA L MI, Hx DF AL ZATRETLHLERDY £, thoF
NRAZAMDLat—d35E, TNHITAAL v F ETENZRY 97,

B LOREREZ B8R LSS, BT LOREDOLE L, ¥ — s § % £ T HTTPS
Y= SN EE A, CLIZAT 20, ERIIWERNLHEEIC L~ T, —17%
HESTEET, Y—"—2HEHTI L. A v FITH LOGEAEOMH T 2546 L £
‘é‘o

H B4 ENER SNTHEA. O I show running-config 74 EXEC =2~ > K CTH
NT&EET, HEEBLEWELZFRRT L3~ KOHF (show running-config =~ > K) % {3
ELT—HRLET,

AA v F# show running-config
Building configuration...

<output truncated>

crypto pki trustpoint TP-self-signed-3080755072

enrollment selfsigned

subject-name cn=I0S-Self-Signed-Certificate-3080755072

revocation-check none

rsakeypair TP-self-signed-3080755072

|

!

crypto ca certificate chain TP-self-signed-3080755072

certificate self-signed 01
3082029F 30820208 A0030201 02020101 300D0609 2A864886 F70D0101 04050030
59312F30 2D060355 04031326 494F532D 53656C66 2D536967 6E65642D 43657274
69666963 6174652D 33303830 37353530 37323126 30240609 2A864886 F70D0109
02161743 45322D33 3535302D 31332E73 756D6D30 342D3335 3530301E 170D3933
30333031 30303030 35395A17 0D323030 31303130 30303030 305A3059 312F302D

<output truncated>

HOBAGEAEIL, X =27 HTTP % — &2 22 LT, no crypto pki trustpoint
TP-self-signed-30890755072 7' i — /)L a7 f Fa L —va v avy RE ANT 52 & THI
PrexET, TO%, BEXF 2T HTTP YV —"EZHEGNIT L L. HOBARAERH 2124
REAET,

\)

GE)  TPsdf-signed DEAICKRINTNDHEIZ, T ADV I TAFESIZL - TR F
j—o

A7 arpa~ R (iphttpsecureclient-auth) 32 & HTTPS — 37 A4 7
KB DO XS0V FEEZER L ET, 7747 v bORGEE, —"HEOFEFEL Y R
X2 T s it LET,
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CipherSuite [ZF 5L T LT Y LB L OE A V= A b 7T ) R AZHEE LT, SSLEERITE
MLUET, HTTPS 4 — NIZHi 2 &, 7 T4 72 b D Web 77 U HIE, #R— FdRD
CipherSuite ® U 2 F &L L E T, TD% 7 FA T bV —NF, i THR— ST
HIEFALT N TY AL TRELDZY A MNOLEBRL TRrI—MLET, & 2T,
Netscape Communicator 4.76 1L, KEDEx =2V 7 ¢ (RSA ABHFx—W75 MD2, MDS5,
RC2-CBC. RC4, DES-CBC. # X U'DES-EDE3-CBC) # ¥ H— kL TWWET,

7RSI, 1288y RERALE T R— 3527747 5 77U (Microsoft Internet
Explorer /N—37 =1 > 5.5 LAK# & 7213 Netscape Communicator 73— = > 4,76 LA 72 &) 3L EET
9, SSL_RSA WITH _DES CBC_SHA CipherSuite (X, 128 ¥ v M L2 L2, fih
® CipherSuite KV HEF% 2 V7 4 BMEL 720 £77,

CipherSuite |%, LV EX=2U 7 o @<, HEECRNTRDITE, DT 0TI DNLERRERH 23
e E£7, I, AA v F THAR— F 45 CipherSuite 35 L UVL— & OALBRAfif (G X)
\Z & % CipherSuite D7 > 7 (GHWIE) ZE L £,

1. SSL RSA WITH DES CBC SHA : A vt — YOk B(LIZ DES-CBC, XL A vE—
S APz A NI SHA 2 L7 RSA OF —753ft (RSA AR —KE51b)

2. SSL RSA WITH NULL SHA : A v &—Y DK S{LIZ NULL, BLOA vtv— ZA
Y= A MZ SHA ZfH L7-%—2#2 (SSL 3.0 /) .

3. SSL RSA WITH NULL MD5 : X v t&—Y O 5{LIZ NULL, BEI A vE&— XA
T x A NI MDS ZfH L7 ¥ —23H2 (SSL 3.0 #H) .

4.  SSL RSA WITH RC4 128 MD5 : RC4128 B> hiF AL, BLOA vE—V A VxR
NZ MDS Zf# ] L7- RSA @ % —4#a

5. SSL RSA WITH RC4 128 SHA : RC4128 vy " AL, BLOA v =V F A4 VxR
N2 SHA Zf# ] L7= RSA O F —%54k

6.  SSL RSA WITH 3DES EDE CBC SHA : * v & — Y DOl 5{kiZ 3DES & DES-EDE3-CBC,
BIOAYyE—Y AV A MISHA ] L7z RSA O F—45H# (RSA AR —HKF 75
k)

7.  SSL_RSA WITH AES 128 CBC SHA : AES 128 t' v Mk, BI A vb—T & A
Y= A MZ SHA Zf#Jfl L72 RSA O F —743#1 (SSL 3.0 Hf) .

8.  SSL_RSA WITH AES 256 CBC SHA : AES 256 £’ v MifEfb, BIURRA vb—T & A
Y= A MZ SHA Zf# ] L7- RSA O F —47#1 (SSL 3.0 BH)

9.  SSL _RSA WITH AES 128 CBC SHA : AES 128 v v MMiF =k, BLUORA v —T &4
Y= A MZ SHA % L72 RSA O F—753#: (SSL 3.0 EH) .

10. SSL_RSA WITH_AES 256 CBC SHA : AES 256 ' MMk, BLOA v —V & A
P x A NI SHA ZfEH L7~ RSA OF —23#1 (SSL 3.0 FHH) .

. Secure Socket Layer HTTP D%



| Secure Socket Layer HTTP D&% %

sstoFo+ursE [

A\

(GE)  Chrome DI H/N— 3 NFI4ODOTEDOEE AL — "2 FR—FLEHA, FO-H, Web

GUI L 7 AN R—=F NVl TF~DT 7B ANESEENET,

BRI BIOF A VA N T3 XL EZNETNAEE L THAEDHET) RSA 1%, SSL
Hlo B W TR — AR L OFRGEOm FITEH s E T, Ziud, CAD R T A RKRA B
MEBEEZIITWVENE I MIIhb Y T8 A,

SSLOT 7+ JL FERTE

FRAED HTTP H— N3 A X — T /VCRIES L TWVET,
SSL{FA R =T MTHESNTVET,
CADBFIARRA L MIRESNTWVER A,
HEBL MW EITERSL TOEREA,

SSL DERERDEEFEIR

SSLEAA vF VTG AZTHHTHE, SSLEY S a v RNy FAE av L X TERTLET,
T TABE RAUNRDAA v FIIERED HTTP TEMES B MLENRH Y 97,

CADFTAPRA Y FERETDHHINZ, VAT A7 I RREINTNDZ L EHERLT
KTEEW, 7y ZBRBREINTWRWE, RERZRBABFMZEVIFAENEG S NLET,

A FRABE Yy ITHNDT 7T 4T AL vF T, SSLEYa BT LET,

TXaAT7HTIPH—N\EEUVI 51472 FOEREFAE

CAD SR MRS FDERTE

FIRDOHE

X7 HITP #6215, CAD M T A MRAV PEERICHRET A EE2HRELET, CA
DRITARKRA Y MI, BEBAERAZEIVENEXR2 VT 40 B3H 0 F7,

CADFMTARNKA YV MERETDHITIE, Fi#E EXEC T— R TROFEEZFITLET,

configureterminal

hostname hostname

ip domain-name domain-name

crypto key generatersa

crypto catrustpoint name

enrollment url url

enrollment http-proxy host-name port-number

NOOAWN
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8. crl query url

9. primary name

10. exit

11.  crypto ca authentication name
12. cryptocaenroll name
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13. end
FIEDEEHE
AU rFEREETIVaY B#Y
ATy I configure terminal Jua—nR) a7 4 X¥alb— gy E— RelG
i - LET
AA v F4# configure terminal
RTw 72 |hostname hostname AL v FDRAMERELET CHIAA M%
Bl - RE L TWRWEEOHNAE) , FAMITEx =
Y7o e LA ECSE T
AA »F (config) # hostname your_ hostname
Z5w 73 |ip domain-name domain-name 2Ly FDIP AL A &fRELET (LIETIP F
i - A R EBELTORVEEDLHNA) o IP R
AL BT xR 2 VT 4 F— LA EICMNETT,
AA wF (config)# ip domain-name your_ domain
RTw 74 |cryptokey generatersa (fEE) RSAF¥— X7 &AM LET, RSAF—D
Bl - NT AL o F OB EE AT HANCBET
T RSA F—ODOTXHERNTAERSNES, &
AA v F (config)# crypto key generate rsa HThUE, Zoa~<r FEfH LT —2 AR
TxET,
RTw 5 |cryptocatrustpoint name CAD KFANRA Y MZa—RIVORES ZE
- LC,.CANTFAMKRA Y hary 7 4 ¥al—va
v E—RZRBLET,
AA v F (config) # crypto ca trustpoint
your_trustpoint
A7y 76 |enrollmenturl url AA y FIT K DFEAFEERDE(ESED URL & 7E

1 :

AA v F (ca-trustpoint)# enrollment url
http://your_server:80

Lij‘o
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cAn k352 ks roiE ]

ARV FFEREETIVa Yy

E:)

2w 77 |enrollment http-proxy host-name port-number (%) HTTP e %L H— "—%&H L TCAD
Bl - OAEHEZAFT LR IICAL v FoixiE LET,
« host-name 121X, CA #5352 7-DIZEHT
AA »F (ca-trustpoint) # enrollment http-proxy ATORY b RERELET,
your host 49
- « port-number (Z1%, CAIZT 7 & A 5720 ff
My 2R—rEZEEELET,
RATFw 78 |crlqueryurl T OREHENIR D IEH SN TRV E iR T 57
B - WIZ, GEREIRZNY A b (CRL) ZZRTDH LIS
, 2L v FERELET,
AA wF (ca-trustpoint) # crl query
ldap://your_host:49
RTw 79 |primary name (EE) NI ARKRA L FBCAZERIZH LT T
i - A=Y (F74/Vb) FTABRA b & LTHA
ENHEHCHEELET,
AA wF (ca-trustpoint) # primary your trustpoint ename lCiE. BELE FT A MKA Y FEEE
Lij‘o
ATy 10 |exit CARNTAIKRA Vv hary7 4 Fal—varEt—
- REH/RTL, Za— L ar 74 X¥al— 3y
E—FIZREY £,
AA wF (ca-trustpoint) # exit
Z 5w 711 |cryptocaauthentication name CA DABF—ZHfS LT CAZRIEL ET, X
B - Ty 7S TR LIZARTERCbDOEERLET,
AA v F (config)# crypto ca authentication
your_trustpoint
AT 712 |cryptocaenroll name FBELTZCA T A RNRA » "D BREEZ TS L
Bl - £, 2OV RiE 45 RSA F—DTITH L
TI1ODFEAANY DFEHEZERLET,
AA v F (config) # crypto ca enroll your_trustpoint]
AFvF13 |end FitE EXEC £— RIZR Y £,
i

AA v F (config)# end
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B cro7wry—romE

& 27 HTTP —/\DEKE

T X 27 HTTP — %2R ET HI121E. F#H EXEC £ — RTROFIEEFEITLET,

1R BRI

RENCREEORGEEZ T 256, BIOFIEZEH L TAA v FDOCA T A MRS v M &
RELTHD, HTTP —"—ZHHT 2 ERNHV £, CAO N T A MKRA V FERE
LTCWRWES, BF 27 HTTP U — RIS HNC LR R T, B OB AGEEN AR S
NET, —_"ZRELE, EEBLIONEX 27 HTTP y— "W HIC@EHT 547 a v
(A EHTLT 78R VAN RRERE, £I3FA LT 0 F R —) ZRETE
3

Web 77 A L TR =7 HTTP £kt & 789 5121%. https://URL Z AJ/j L £3 (URL
IZIP 7 RV A, 7203 — = AL v FDERA ) , T 74/ b5 R— SO KR— &7
ELTWDHEE, URL DBAIZAR— MESHIRET HRENH Y £, RITHZRLET,

)

GE)  AES256 SHA2 134 7K— b S EH A,

https://209.165.129:1026

Ey e

https://host.domain.com:1026

T2 AY AN (IPVAACL D#H) ZIRET 572 DHEHKD ip http access-class access-list-number
avy RFBEIETETT, sl&kE Zoa~vy R LT, HTTP —~D7 7 & A& FF
ATHT78A VA NERETEET, 2200FH Linva~r R, IPvd B L OVIPv6 ACL %245
ETDODOYR—FEeFGHNTLHDIZEAShE L, Zabid, IPvAACL Z4EET D
723 @ ip http access-classipv4 access-list-name | access-list-number & . IPv6 ACL %?‘ﬁﬁﬁ‘é
728 @ ip http access-classipv6 access-list-name T9~, Zh A v —TYDOZELZF DI, H
LW CLI D 2 B8 LET,

T7RA VA EBEET ORI, ROBEEHENLD Y £,

AHELRWT 7B R YA MEIRET D L, REFETSNETH, ROBEA v E—V%
ZRLET
ACL being attached does not exist, please configure it

« HTTP — 27 78 AU X N EFRET H 7291 ip http access-class 2~ > R HT 5
L MOEEA v E—UNERREINET,

This CLI will be deprecated soon, Please use new CLI ip http
access-class ipv4/ipv6 <access-list-name>| <access-list-number>
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FIRDEE

%27 HP4—roEE [

« ip http access-classipv4 access-list-name | access-list-number & 7213 ip http access-classipv6
access-list-name i fl L7=35512, 727 AU A F 239 TIZ ip http access-class Zf#i ] L
TRESNTWIEEGAE, ROEEX vy —UNFRINET,

Removing ip http access-class <access-list-number>

ip http access-classaccess-lig-number & ip http access-classipv4 access-list-name | access-list-number
TR CHREZ AL TWET, a~vr REFTT52810, ZORIOa~ FOary7 ¥ =
L—ya i bEEXINET, 200 a~vy ROEEFOROMASDLEICE - T, Ef7a v
T4 X2 b=y g U ~ORERHHINET,

©ENSOOHRWN A

=y
°

12.
13.

Ein==d

« ip http access-class access-list-number 739 TIZFRE STV B EAIT, ip http access-class
ipv4 access-list-number =~ > K& L CREZITI 2 & L72%E . ip http access-class
e

access-list-number DF%E IXHIFR S 41, ip http access-classipv4 access-list-number D E% E 535
fTar74¥alb—vaAuBmEnEd,

« ip http access-class access-list-number 739" TIZFRE STV 5 A1, ip http access-class
ipv4 access-list-name =~ > RZafli ] L Tk E& 1748 9 & L7256, ip http access-class
Lt

access-list-number D% EILHIER S 41, ip http access-classipv4 access-list-name 0% i 73 34T
a7 4F¥alb—a U CBNENET,

« ip http access-classipv4 access-list-number 733 TIZERE S 4L TV A GAIZ, ip http access-class
access-list-name ] L CEXE X175 9 & L7254, ip http access-classipv4

access-list-number D F%EILHIFR S 4. ip http access-class access-list-name D% & 23 FEAT =1 >
74X alb—vailiBmEnEd,

« ip http access-classipv4 access-list-name 23§ CIZER E STV A AT, ip http access-class
access-list-number 2 L CTREZITEH 5 & L7284, ip http access-classipv4
=L Ean==s

access-list-name DX E ILHIFR S 41, ip http access-class access-list-number DFRE S HEAT =
T4 X2 —T g ABEMENET,

show ip http server status

configureterminal

ip http secure-server

ip http secure-port port-number

ip http secure-cipher suite {[3des-ede-cbc-sha] [rc4-128-md5] [rc4-128-sha] [des-cbc-shal}
ip http secure-client-auth

ip http secure-trustpoint name

ip http path path-name

ip http access-class access-list-number

ip http access-class { ipv4 {access-list-number | access-list-name} | ipv6 {access-list-name}
}

ip http max-connections value

ip http timeout-policy idle seconds life seconds requests value

end

Secure Socket Layer HTTP D% E .



B cs27vmry—omE

Secure Socket Layer HTTP (D%

F gD FEH
ARV EFEREETIVa Yy B#)
A7 F1 |showip http server status (L&) HTTPH— DR F—H X% FRLT, &
Bl - F 2 7 HTTP Y — "ORHES Y 7 b U = 7 TH A —
FENTWDE ) aflrLEd, AT, RO
AA > F 4 show ip http server status TAVDELLPERER L TIIZIN,
HTTP secure server capability: Present
Eel=t
HTTP secure server capability: Not present
RFw 72 |configureterminal Ja—\)aryZ 4 F¥al—arE®— KNeEth
1 - LET
AA v F4# configure terminal
AT F3 |iphttp secure-server HTTPS ¥ — 17 4 £ —T VDA, A F—T )L
1 - \ZLE9, HTTPS ¥— X, T 74 /L FTA x—
TVICHRESNTOET,
AA »F (config)# ip http secure-server
AT w74 |iphttp secure-port port-number (&) HTTPS — N T 2R — M &5 %
i - ELET, 774/ hOFR— M FFIT 443 TT,
443 F 7213 1025 ~ 65535 OFEPFHATHETE £,
AA v F (config)# ip http secure-port 443
AT 75 |ip http secure-ciphersuite {[3des-ede-cbc-sha] ({E#) HTTPS #&fit D5 kiZfdi 9~ % CipherSuite
[rc4-128-md5] [rcd-128-sha] [des-che-shal} (RALT A=) R8) &HELET, HED
i - CipherSuite Z 8 ET 2 H A2 T UL, — L
7 IA4T 2 8H WA — h 3% CipherSuite
AA v F (config)# ip http secure-ciphersuite THRIAVE— T HEICHELET, BT
rc4-128-md5 7 4V KR TT,
A7 w76 |iphttp secure-client-auth (EE) HTTP % — N i%iE LT, B ok,

1 -

AA v F (config)# ip http secure-client-auth

FRRED =02, 7 T4 7 > M B D X.509v3 FiEH &
ZERLET, T7HNVNTIE, 794 T b
#aAbg@ﬁﬁi%Ekﬁéﬁﬁ 2o TCWET

P=NR T TA T R EERELRWE DT o
Twifo
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tx27 P —roiE ]

ARV FFEREETIVa Yy

E:)

AT w71 |iphttp secure-trustpoint name X509v3 % 2 VT 4 GEAEFEORSR L O 747
15“ : NG ]\@EJ‘-E%%%%%@NAL‘;: {ﬂf)ﬂjﬁé CAD }‘ 71 ]\
WA v NEAELET
AA “/?(confi_g)# ip http secure-trustpoint (X) Coawy ROMAL. BiOFINEICHE-
your_trustpoint TCAD T2 f‘/‘l‘\o/]' y }‘%TT :?Xmﬁ
LTWD EWI R ZIEE 2 TR L T
WET,
AT 78 |iphttp path path-name (f£7%) HTML 7 7 A /L D~—Z L 72 % HTTP /%
- AEFELET, NAX, B—H VAT LD
2 HTTP =3 7 7 A VDY aaE LET (il
AA wF (config)# ip http path /your_server:80 W, VAT LDT Ty va A ERELET)
25579 |ip http access-class access ist-number (L5) HTTPH— ST 2 & A DT
i 57 78A VA MERELET,
AA v F (config)# ip http access-class 2
A7y 710 |ip http access-class { ipv4 {access-list-number | ({EE) HTTP Y — "D 7T 7 & ZAOFF A fii 4
access-list-name} | ipv6 {accesslist-name} } 77 A YR RNEBEELET,
£l
AA »F (config)# ip http access-class ipv4 4
25w 711 |ip http max-connections value (FEEE) HTTPH— S~ D[R R BEGE r i L
B - Y EIF10 L EICTHZ 2L £, 2
I, UL RE LB 0 ITHRET D 7o ERET
AA v F (config)# ip http max-connections 4 ‘TO
R Fw 712 |iphttptimeout-policy idlesecondslifesecondsrequests| ({£3) 5T TIZEBIF S, HTTP — "~D

value

51

AA v F (config)# ip http timeout-policy idle 120
life 240 requests 1

et KIF 2 468 L £

cidle : F—X OZENI2W0D, JEETF —F BNiE
ETERWIEEORKIME, f5E T 2HHIT
1~600 T3, F7+/L MEIZI0F (34))
"C:\—é—o

« life : #ee & fleS LT D IRRIRFfH, FRET&
LHHEIPAIL 1 ~ 8640010 (24 W¢fH]) T, T 7 A4
v MEIE 180 BT,
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ARV FFEREETIVa Yy

S

s requests : K 7o e CALEE X4 B BR O
K, BRAEIZ86400 T, 74/ M1 T
ﬁ—o

ATvT13

end
1 -

AA > F (config) # end

ke EXEC =— RIZREY £,

X7 HTITIP O SA47 2 D

Y X 2T HITP 7 94T v M ERET HIZ

FIRDEE

F IR D

B TE

1R BHHIIZ

FEADHTTP 7 A7 v FBIREF T HITP 7 54 7+ MIFIZA F—T L TT,
DOEFRIFFITITEF =27 HTTP 7 74 7> FOFFHZENLE T, ROFIETIL.
LTCWAZ ERFHRIZLTWET, CADMT A MKRA
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configure terminal
ip http client secure-trustpoint name

pPwWDN-=

end

ip http client secure-cipher suite {[3des-ede-cbc-sha] [rc4-128-md5] [rc4-128-sha] [des-cbc-sha]}

AU RFEERETIVa Y

=)

Z 7 71 |configure terminal Jua—s ) ar7 4 ¥ab—vay E®— Rl
AA v T # configure terminal
Z T 2 |ip http client secure-trustpoint name (EE) VE—PFDOHTIP Y —1027 T4 7 bR

1

AA T (config)# ip http client secure-trustpoint]
your_trustpoint
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R 7w 7 3|ip http client secure-ciphersuite {[3des-ede-cbc-sha] | ({£:3) HTTPS ##5 DK S{LIZfE 9% CipherSuite
[rc4-128-md5] [rc4-128-sha] [des-cbe-shal} (BB T L TY ZL) ZEEELET, HED

#l - CipherSuite Zf5E T 2 BN R ITIX, —E& 7
FAT > M, WSFRYAR— h9 % CipherSuite Tx

AA > F (config)# ip http client secure-ciphersuite = TH5EOCRELET, ZNBT 7L

rc4-128-md5 NS
ATw 74 |end et EXEC B— RIZREY £,
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AA »F (config)# end
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show ip http client securestatus| = 2+ =. 7 HTTP 7 74 7 > b DR EEZ TR L £T,

show ip http server securestatus| -+ % = 7 HTTP $— DR ELFR LET,

show running-config Y% 27 HTTP ##ioxt L AR S8 B4 FHEL
R~RLET,
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