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KEENFET, SSLEFEALZLED HTTP X, Web 7 T U ¥ bH AL v F 2R ET 5 X 9 2 fEhEIC,
X T et L E T, VA aNEET L X2 T HTTP VY — "B X OHTTP 7 74 7~
FClE, 7Y =3 g UEOREERIC SSL N— 3 > 3.0 5 L£9, HTTP over SSL I3,

HTTPS AN SN E T (BF 2 7 REOYA . URL 28 http//OR0 Y IZ htps:// THE D £7)

G¥) SSL 1% 1999 412 Transport Layer Security (TLS) ([ZFELE L7, ZOX I BRREED=a T
FAMCELFEHINTWET,

X2 7 HTTP — (AA v F) OFERKENL, FBEDOKR—F (F 74/ bOHTTPS &R — kT
443) THTTPS ZsRAZF5 5515 T, HTTP 1.1 Web Y — _"~ZDOERZ S+ Z & T4, HTTP 1.1
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H— N[ T HTTP 1.1 — "RV IZ, JEOERIZIEX E T,

TX 2T HITTP 7 74T b (Web 7 F o) OEREENL, CiscolOS 77V r—3 g VEERIZ
ISE LT, 207 7Y r—va PR L7 HTTPS User Agent — B A 25T L, In&% (£
TV =g il) B2 E T,

A

() CiscoIOS XE Denali 16.3.1 A& Tl%, HTTP $—/3~0 IPv6 ACL DRI 5 R — M3 A
72> TWEF, CiscolOS XE Denali 16.3.1 & Y fijiZ, IPv4 ACL DV HR— FDLNEF 2T
72 HTTP — ROREICHZ T L, EX 272 HITP 4 — S HORE CLL A H LT, F
ATa%E &7z IPv6 38 L OV IPv4 ACL %2 HTTP H— NIC#i T& £37,

CAD SR ERA LT

WAER (CA) 1&, EREZRBAILTBMT 2Ry N —7 T ATGEHFELZRITLET., Zb
DI —ERT, BT 273 AT L2HRETN X2 T 4 F—BLUORERAEOERH %2
Rt LET, FED CAY— NI P T A MRA b EREHINET,

PN EITEND L. HTTPS — N%, F T A RABRA b ERDEEED CA D HET- X.509v3 D
FEAEZRITTHZ T, BXaT7R8Ewa2 s 947 ML ET, 79407 b GEH.
Web 7' 7 UW) 13, FOIEHEOEFECLER NS —2REAa L TWET,

X2 7 HTTPEERCIZ, CAD R T A MAKRA Y FERETHI L amHELEL £9, HTTPS ¥—
NEFITLTWDT NRA AZCAD KT ARRA Y ERBEESNTWRNE, F—NZEHFEZR
AEL TR RSA OF — DT /AR LET, B TRAEL (BCE4) it ELED) ot
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caorszxtHsvr

A—PITEHRORIN (ML 2ITHER) 23 EORENRHY £3, ZOBPEIINE R Y PV —
7 MR Y (FAMARLE) ITRILHET,

CADFNIFAMRAY FEHELTN WS, EX o2 THITPESG AN L-HEE. FOEX=
T HTTP H—N (F72137 T4 72 8) ICRT 25— E 72130k 7 B B4 EN 58
WZAERRENE T,

* AL Y TFUITHRA ML AL UADPRE SN TRWGE, ERESN 5 A B4 EIFIT R
R bDTY, A vy FalERTLE. ZOo—RNkH CEAERFEITI LD, $izicd
CEAGERAE (R BPEY Y TONRET,

CAA VFITHRA M E RAAL VEANRRESNTWEEE, A& 5 B CB4 AT K
Mt OTT, ZOMRAELR. A/ v FEHEHLTH, B%=7 HITP — &I L
THHEDOEETT, 20, BELX=7 HITP EEE A L L X cxF
R

G¥)

RRERB LT 2 FRA  ME lx DT AL ATRETDHERDH Y T, o7/ 31
MHa—425&, ZNLIFAA vF ETEMIRY 7,

HFLUWIEHEZ B L7235 E, FTLWREDEE L, — N FHidEhd+ 5 £ THTTPS —
WCEA SN ER A, CLIZMHAT 20, £33N RHEINC L > T, —"Z2HEH T
9, V= N"EHEBTDLHE, AL v FITH LWGEHEZEOMEH BB L F 9,

HOB4REHENER S NTZ5GE. £ OEH 1 show running-config £#4% EXEC 22~ > R CH T
xFET, HEBAEAEEZFRRT D3~ RO (showrunning-config =~ > F) ZfilE LT—
R LET,

Switch# show running-config
Building configuration...

<output truncated>

crypto pki trustpoint TP-self-signed-3080755072

enrollment selfsigned

subject-name cn=I0S-Self-Signed-Certificate-3080755072

revocation-check none

rsakeypair TP-self-signed-3080755072

|

i

crypto ca certificate chain TP-self-signed-3080755072

certificate self-signed 01
3082029F 30820208 A0030201 02020101 300D0609 2A864886 F70D0101 04050030
59312F30 2D060355 04031326 494F532D 53656C66 2D536967 6E65642D 43657274
69666963 6174652D 33303830 37353530 37323126 30240609 2A864886 F70D0109
02161743 45322D33 3535302D 31332E73 756D6D30 342D3335 3530301E 170D3933
30333031 30303030 35395A17 0D323030 31303130 30303030 305A3059 312F302D

<output truncated>

HOZ4EHAEIL, % 27 HTTP — 32 MELH2 LT, no crypto pki trustpoint
TP-self-signed-30890755072 7' 71—/ )L 27 4 X a b— g a~vy REANT5H 2 L CTHIRRT
TET, TO%, X 2T HTTP B —"EHEANIT L5 L. BEBAENENHZIZAER S
£7,
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CipherSuite

TP self-signed DHE SRR SNV TWAEIL, T ZADV Y TAEFIZL > THRRY E9,

47> arda< K (ip http secure-client-auth) %Eﬁ%’ﬁ‘é &L HTTPS =87 A4 7 b
DB DXS0VIFEHELZZRLET, 7747 2 bOFRIET, V—BHOFFELY bEWVEF =
U7 1 &Rt LET,

FORER DFEMIZ DUV TIL, [ Cisco I10S Security Configuration Guide, Release 12.4] @ TConfiguring
Certification Authority Interoperability] DA S L T &0,

CipherSuite [ZFF SAL T L TV XABLIOE A V= A b 7T XLEFEE LT, SSL Hf5e it
LET, HTTPS Y — 2T 5 &, 7747 O Web7 7 7L, R — b xt5:d CipherSuite
DIVARNERMLEST, ZOHTTA T MV —NF, WHFTHR— SN TWAKE LT L
TY ALTHRIERHDZE Y A SDLEIRL CRrI— M LET, 72& 21E, Netscape Communicator
476 1%, KEDEF =2V T 1 (RSA ABIF—M’ MD2, MD5, RC2-CBC. RC4, DES-CBC, ¥
L OVDES-EDE3-CBC) % H7A— kL TWET,

ol RSzt 128 By MR LE YR —F 57747~ 7F 7% (Microsoft Internet
Explorer 73— =1 1 5.5 LLF% & 72 13 Netscape Communicator /3N— 37 21 > 4.76 LUfE 72 &) DSLEE T,
SSL_RSA WITH DES CBC_SHA CipherSuite (X, 128 £ MFB(LZ ML L e\, fliod
CipherSuite & 0 & F = U7 4 MEL 220 £,

CipherSuite [Z, £V EF =2V 7 s 3@ <, BHECRNTRD1TE ., DT T OUERRF 23 022
2720 F£9, RIZ, AA v F THR— &5 CipherSuite 38 L OL— & OMLERA R GEE) ([2X
% CipherSuite D7 > 7 (RWIH) ZERLET,

1 SSL RSA WITH DES CBC SHA : A vE&—YDOK5{LIZ DES-CBC, BLUOA vt — # A
P A MT SHA 24 L7 RSA O % —75#t (RSA ABH % —H5 51b)

2 SSL RSA WITH NULL SHA : A v & —Y DR E{LICNULL, BLI A v —I F A= R b
(2 SHA Z i L7z —7%c# (SSL 3.0 5 .

3 SSL RSA WITH NULL MD5 : A vt —Y DO B(LIZNULL, BLUOA vE—V X (VA b
2 MD5 Zffif L7z % —%c#t (SSL3.0 ) .

4 SSL RSA WITH RC4 128 MDS5 : RC4 128 ' i Efb, BLUA v &=V F A PR T
MD5 % L 7= RSA O —%5#

5 SSL RSA WITH RC4 128 SHA : RC4 128 ' v FiFE{b, BIORA v —Y XA V= A MZ
SHA Zf#i [l L 72 RSA O F —725H#a

6 SSL RSA WITH 3DES EDE CBC SHA : * vt — Y ®Ol54kiC 3DES & DES-EDE3-CBC, ¥
FORAvE—Y FA VxR M SHA Zfli ] L72 RSA O F—%5#2 (RSA AR ¥ —K5751k)

7 SSL RSA WITH_AES 128 CBC SHA : AES 128 E' v M5k, BLURRA v =X AT x A
NZ SHA Z i L7- RSA O F —%5#2 (SSL 3.0 #H) .
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8 SSL RSA WITH AES 256 CBC SHA : AES 256 £ v hEE{bL, BIUOA vE—TU XA VxR
Nz SHA Zf#if L7= RSA O % —x%5#a (SSL 3.0 #A)

9 SSL RSA WITH AES 128 CBC SHA : AES 128 E' v FMiFafb, BLUOA v b =T (V= X
M2 SHA i L7~ RSA O X —75#t (SSL 3.0 /) .

10 SSI. RSA WITH_AES 256 CBC _SHA : AES256 £ v Fi 5t BL A v —VF A V= X
Mz SHA % L7~ RSA O X —75#L (SSL3.0 /) .

GE) Chrome DHF/N— 9 T4 ODTEDKEZF AL — 2P R—FLEH A, TDD, WebGUI
EHT AN R—=F I FT~OT 7 ANELEINE T,

A EBIRTA VAN TN XL EZNEIEE L TG DET72) RSA X, SSL Hi
WIZBWTH—DARB L UOSEREO® FIZERA SN E T, ZiUd. CAD M T A FRA 2V FRERES
NTWNENE I Db £8 A,

SSLOT 7+ JL FERTE

HEAED HTTP H— N FA XA — T TR E STV ET,
SSL iIA R—T /WITREINTWET,
CADKNITARNKA L MIRESINTWVERA,
BOBAREAEITERINTOETA,

SSL DR ERFDITEER

SSLEZAA v F 7T AZTHEHATHE, SSLEYy Y a v BN TAX a~v A THRTLET, 77
AR A UNRDAA  FITIEUED HTTP TEHESEALERH Y 1,

CADFTARRA Y FERETIHNC, VAT A 709 IRREENTWSEZ EE2fERLTL
3, 7y RREINTWRNWE, RERBAMCEVIEFAENRESINET,

AL F AZ Y THADAS v 7 v A2 —"T, SSLE v a Bl T IhET,
Secure Socket Layer HTTP D% E 5%

17 HTTP H—/\DEEE

© ¥ 27 HTTP H— & #ET 51013, Kk EXEC £ — R THROFIEZ 1T L £,
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27 HTTP H—/\DHRFE

MY

[T L& BHIIC

FEINCRE EOFRREZ AT 256, BIOFIREZFEHALTAL v FDCA T A MKRA > M Ei%
ELThD, HTTP"J‘“*/\’«E@%JJ 3‘62%@5% DET, CADRNTARKA L FEREL T
WA, BF 2 7 HTTP Y — RIS HENC LR R ¢, BoB4AiERENER SN ET, —
NERELEH%, EEB IO x 27 HITP P — AW G ICHEHT 247> ar (%%, @HT5
TIEA VRN, RRKERHE FREFYALT TN R —) ERETEET,

Web 77 U &R L CE ¥ 27 HTTP #fi & il 3 2 121X, https://URL % AJJ L £7 (URL I

IP7 RLVA, FlEFH—NAL v TFDOHRAN) , T 74V AR— SO R—FE2RELTWH
586, URL DEAIZAR— FEFHIRETLAILERNH Y 7, RIIHEZRLET,

GE)

AES256 SHA2 IV AR—FEhEH A,

https://209.165.129:1026

Eet e
https://host.domain.com:1026

727 A UAK (IPvA ACL D#) ZIRET 5720 DREHK D ip http access-class access-list-number
a~y RIFBEIETETT, 5IEfHEZ0a~vy RE#EHA LT, HITP —"~0D 7 7 & A & §FFA]
THT I EA VARERETEET, 22008 Lia~r Rk, IPvd B L UNIPv6 ACL Z45E T
HI=ODOYR— BN THIOICHEAISNE L, Zubik, IPVAACLAZIEET 572D Dip
http access-class ipv4 access-list-name | access-list-number & . IPv6 ACL % $5E 3 572 @ ip http
access-class ipv6 access-list-name T3, BERA v —VOZEEHTZOHOZ, H LW CLI ZFEHT
L2 LaBRIOLET,

TIEA VR NERET DT, WOBEFERH Y £7,
CELRWT 7 ERA VR MERET DL, RERXETINETH, KOEERA vy b—VE%
FELET,
ACL being attached does not exist, please configure it
*HTTP — 27 78 A U A MEFRET 5720 ip http access-class =~ > R&ZfEH4 5 & |
WDHELE X 2 — U BRRRINET,

This CLI will be deprecated soon, Please use new CLI ip http
access-class ipv4/ipv6 <access-list-name>| <access-list-number>

ip http access-class ipv4 access-list-name | access-list-number F 7213 ip http access-class ipv6
access-list-name & LT=5512, 727 A U A R334 TIZ ip http access-class % i ffj L C
RESNTWEEEIE, ROBEEA v —VRFRINET,

Removing ip http access-class <access-list-number>

ip http access-class access-list-number and ip http access-class ipv4 access-list-name | access-list-number
share the same functionality. 2~ o R FATH 25T L2, ZOHIOa~v ROars7 4 Falb— g

YiFEESENET, 2203w FOR ﬁéf'ﬂmkmﬂ&/\bﬁ EoT, Ef1ar74¥al—
Va vy ~OEERHI I NET,

.CMmmSUU—ZﬁﬂmEwmwamw¢x4v?)ﬁ@jﬁvF7T—A3>74¥lb—93

VHAF



I Secure Socket Layer HTTP D%

FIEDHE

FIEDFH

© o NS RN =

o e
LW N = O

txa7umpy—nozE I}

* ip http access-class access-list-number 73§ TIZEEE STV DA 12, ip http access-class ipv4
access-list-number 2~ > Rl L CTREZITE 9 & L7285, ip http access-class
access-list-number OFEIZHIFR S 4L, ip http access-class ipv4 access-list-number D% JE DN FAT
a7 4 F¥alb—vasBMEhET,

* ip http access-class access-list-number 753 TIZFRE S VTV D 5G1T, ip http access-class ipv4
access-list-name 2~ > REfH L T ELZITEH 9 & L7254 . ip http access-class
=L s

access-list-number DFREIXHIER S 41, ip http access-class ipv4 access-list-name DR E N FEAT 2
V74X alb—va TBEnET,

S

* ip http access-class ipv4 access-list-number 739 TIZFRE STV D541, ip http access-class
access-list-name Z I L CREX1TEH 9 & L7254 ip http access-class ipv4 access-list-number
=L

DOFREIIHIBR & 4L, ip http access-class access-list-name DFXENFITA L 7 4 F a2 b—T 3 v
ZaEmEnET,

* ip http access-class ipv4 access-list-name 733 TIZEXE STV A AT, ip http access-class
access-list-number %/l U CEREZ1TH 9 & L7254 ip http access-class ipv4 access-list-name
DR EITHIFR S0, ip http access-class access-list-number DFXENFEITA L T 4 X2 b— 3
STEMSET,

show ip http server status

configure terminal

ip http secure-server

ip http secure-port port-number

ip http secure-ciphersuite {[3des-ede-cbc-sha] [rc4-128-mdS] [rc4-128-sha] [des-cbc-sha]}
ip http secure-client-auth

ip http secure-trustpoint name

ip http path path-name

ip http access-class access-list-number

. ip http access-class { ipv4 {access-list-number | access-list-name} | ipv6 {access-list-name} }
. ip http max-connections value

. ip http timeout-policyidle secondslife secondsrequests value

. end

ARV FFERETIVa Yy =)

ATy T

Switch# show ip http server status

show ip http server status (£B) HITP YV — DA T—X A% FKR LT, X =27 HTTP

= NOERENY 7 U =7 THR—FSNTWNLENE D nE
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ARV RFERRTI Ay

=)

L Ed, AT ROTA L DELLNEMHERL TZS
Uy,

HTTP secure server capability: Present

Ey e

HTTP secure server capability: Not present

RATFwS2 configure terminal Jua—N)aryZ7 4 FXal—arT— REHEBLET,
i -
Switch# configure terminal
ATFw T3 ip http secure-server HTTPS ¥ — 0 F 4 BE—T7LOBE, 4 Fx—7 NI LET,
HTTPS H— N, T 74/ b TA X —TICHES N TN E
B 4,
Switch (config)# ip http
secure-server
ATvT4 ip http secure-port port-number (fEE) HTTPS +—NIMEHT 2R — M & EL £,
T 7 v DR — NEITIT 443 T, 443 £ 72131025 ~ 65535
£ DOHIF THETE £7,
Switch (config)# ip http secure-port
443
ATvT5 ip http secure-ciphersuite (f£E) HTTPS #ke OF 524 % CipherSuite (K5 71k
{[3des-ede-cbe-sha] [red-128-md5] T RL) EEELET, FED CipherSuite % 5 ET %
[red-128-sha] [des-cbe-sha]} BN AUE, =L s T T RS, WA E— b
% CipherSuite TR I — M D X HICHKEL T, ZHlE
Bl : 774N FTT,
Switch (config)# ip http
secure-ciphersuite rc4-128-md5
ATvT6 ip http secure-client-auth (f£&) HTTP Y — " ZF%E L T, BB O, BiED 7=

1 -

Switch (config)# ip http
secure-client-auth

2. 7 I9AT Y LD XS0VIFEREZERLES, T 74
NVRTIE, 74T 2 bRV — "5 OFEHELR BRI H5%0E
W7o TWETR, =37 T4 7 bEFEFELRWVWE DI
2o TWET,
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txa7umpy—nozE I}

ARV RFERRTI VA Y

=)

2Fv 1 ip http secure-trustpoint name X.509v3 ¥ 2 U 7 4 AEAEORRB L0 T4 7 >k OFEH
ERHGORIECH AT S CAD T A MRA v FERELE
{5 : KR
Switch (config) # ip http GE) Zoa<wy ROFERIE, siOFNEICHE->TCA D b
secure-trustpoint your_ trustpoint 5 2k ﬁ_\o/], A %TT@C%&“E LT3 & 5 Eﬁi&%%ﬁ
BEZ TR L TWET,
25w T8 ip http path path-name (f£E) HTML 7 7 A L D_X—A L 72 H HTTP N A & E L £
T, NAE, v—HNV VAT ACHDHTTP B —R 77 A )L
11 : OEFTEfRELET @F., PATLDT7 T v 2 AFY %
Switch (config) # ip http path RELET) °
/your_server:80
ATFwT9 ip http access-class access-list-number (EE) HITP Y — S~ T 7B ZAOIRIAEHAT R T 7 &2
UZXMEfRELET,
1) :
Switch (config)# ip http access-class
2
ATy 710 ip http access-class { ipv4 (E5E) HTTP H— "~ 7 7 ¥ ZOFF AT 27 7+ %
{access-list-number | access-list-name} | | ) = | 455 L £,
ipv6 {access-list-name} }
1 :
Switch (config)# ip http access-class
ipvéd 4
ATFvIT1N ip http max-connections value ({EE) HTTP Y — R~ [RIH R REGHAIEE L FE T, [HiZ
10 EICT 5 E2HELEST, Zhid, UUBREEERDIC
i - FERET D 7O I ERETT,
Switch (config)# ip http
max-connections 4
ATy 7T12 ip http timeout-policyidle secondslife (EE) FBEORN TIZBIT S, HTTP Y — "~k KR

secondsrequests value

51 -

Switch (config)# ip http
timeout-policy idle 120 life 240
requests 1

MzfEELEd,

‘idle : T— X DZAEN2VD, IWET — A NBNEFETE 20
LA ORI, FEETE 52X 1 ~ 600 T, 7
7V MEIZ180F (34y) T,

* life : BEFE 2 ST L QWO DI KB, FEE T AHEIT 1
~ 86400 %) (24BffH) TT, T 7 4/V MEIF 180T,

* requests : KFCH) 7R CULEE XD R ORRER, ek
fEI% 86400 T¥, 7 74 /L hME 1 TY,
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ARV RFERRTI Ay

=)

ATy 713

end

1 -

Switch (config) # end

ke EXEC E— RIZREY £,

TXaF7HTTIP V547 2 FDEEE

Y X2 T HITP 7 A4 72 M &EFRET HITIL. ¥iME EXEC E— FTROFINEEZFEITL T,

[T L& BHIIC

WD HTTP 7 947 > FBIXUOEX 27 HTTP 7 94 7 > MIFIIA X —7 /LT3, #@HED
FREEICIX X 27 HTTP 7 74 7> b OFEAENLE T, KROFNETIL, BIOFIETCA D b

FTARKRA L FEAL Y FITRIE

LTCWAHZEEFHRICLTWET, CADO T A RKRA » FDFR

EENTELT, UE— FOHTTIPS Y — 07 T4 7 > b OFBFEEER LI-54. % 27 HITP
7534 T v b~OEERIIRR L FET,

FIEDHEE
1. configureterminal
2. ip http client secure-trustpoint name
3. ip http client secure-ciphersuite {[3des-ede-cbc-sha] [rc4-128-md5] [rc4-128-sha] [des-cbc-sha]}
4. end
F g 48
ARV RFERETIVa Y EL:Y
2Ty T1 configureterminal sa—r b ar7 4 Xal—vary ET—RNElBLET,
i -
Switch# configure terminal
XTFw T2 ip http client secure-trustpoint name (FEE) VE—FOHTTP V— N7 T A4 T 2 FREF 2 BER

&

Switch (config)# ip http client
secure-trustpoint your trustpoint

LGB T D, CADRNT A NKRA VU FERELET,
Zoavy FOERIE, fioOFIEZEHLTCAD T A MR
A PETTICHRELTND E W) RIHEZEEE 2 TR L T
WET, 77472 FRIEBPVLBER WG, $RIE7 T4~
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can sz tRsvroge W

aAvY RFERET7TIIY B#

VD KT ARKRA Y R TTY
a<y FIIEE T,

IRESNTWDLHAIE, 20

ATv73 ip http client secure-ciphersuite ({E&) HTTPS Bkt DOE 5LICE M3 % CipherSuite (FF 5k
{[3des-ede-cbc-sha] [rc4-128-md5] TATY XN EEELET, ¥ED CipherSuite Zf5E 7 %
[red-128-sha] [des-cbe-sha]; BRI IUE, "7 T4 T2 RS, @AY R~ b

7% CipherSuite TR I =— b5 LK ELET, Zh

B E A E AN
Switch (config)# ip http client
secure-ciphersuite rc4-128-md5

ATvTA4 end FeME EXEC E— RIZIR D £,
i

Switch(config)# end

CAD RS R +RA Y FDERTE

FIEDHEE

t % 27 HTTP #5512

X, CADRNTFARKA LV FEERICERETHZEA2MELET, CAD L

FARRA L ME, HEBAHEHEL VG EXF2 T4 08H 0 £7,
CA® b2 MHRA v MERET HICH, ¥l EXEC E— FCROFIAEHEITLET,

© NS RE WDN =

O e e §
W N = O

configureterminal

hostname hostname

ip domain-name domain-name

crypto key generate rsa

crypto ca trustpoint name

enrollment url ur/

enrollment http-proxy /ost-name port-number
crlquery ur/

primary name

. exit
. crypto ca authentication name
. crypto ca enroll name

. end
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B corszxrfroronE

FIE
ARV KRFERETI VY EL:y
2Ty 1 configureterminal Jsa—s b ar7 4 Xal—varyET—RERBLET,
i -
Switch# configure terminal
ATvT2 hostname /ostname A vy FDORAMERELET (CLHIHR A MM EZRE L
TWRWESDHBMIE) o RAMITEXF2 )T 4 F—1L
Bl AERAFICLE T,
Switch(config)# hostname
your_ hostname
ATv7T3 ip domain-name domain-name AA v FDIP RAA %R ELET (LIATIP A A 4
ERELTOWRWEEDHMHE)  IP FAL CAITEF=
i - V7 4 F— LREEICMLETT,
Switch (config)# ip domain-name
your_domain
ATvT4 crypto key generate rsa (fEE) RSAF— T ZAELET, RSAF—DXT I,
AZA » FORERAELAFT HANILETT, RSA F—D~
il TIZHBRICAERSNET, BETHIUL, Z0a<v R
Switch (config)# crypto key generate %1iﬁﬁ LT?*%%EWT%E?O
rsa
ATv TS crypto ca trustpoint name CADMTARMKRA Y MR —ANVOBRELEIHEL T, CA
KNZANKRA Y N avr7 4 Xalb—r gy E—RE0BL
i EJ AN
Switch(config)# crypto ca trustpoint
your_trustpoint
ATvT6 enrollment url ur/ AA v FIZ X DFEHEEROEEEO URL 2 E L7,
i
Switch (ca-trustpoint)# enrollment
url http://your_server:80
ATFwT] enrollment http-proxy /ost-name (&) HTTP a2 %o — 2 H L CCA N SHIEHES
port-number AFTHEIICAL v FERELET,
i - * host-name \Z1%, CA Z UG 272 DICHEHT 57 1%
VY —RERELET
Switch (ca-trustpoint)# enrollment

.CMmmSUU—ZﬁﬂmE@mwamw¢x4v?)ﬁ3759F7T—A3>74¥1b—93
VHAF
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can sz tRsvroge W

ARV REREETOVa Y

E[:)

http-proxy your host 49

* port-number \Z1%, CAIZT 7B AFH-DITHEHT S
N— b ESEZRTLET,

ATvT8 criquery url E7 OFEHEPIRY B SN TV RN ZHER T D 72012,
AERAERA Y A b (CRL) ZERT D XD ICAAS v FERE
i - LE7,
Switch (ca-trustpoint)# crl query
ldap://your_host:49
ATv79 primary name (EE) R ARMKRA L MR CAERIZHLTT T4+
(F7#4/VbK) hTARKRALFELTHEREIND LIS
{EIJ : ?Eibjﬁj«o
Switch(ca—trt_lstpoint)# primary * name 213, %&‘Hﬂf L7 oA MERAY B %j:ué,ﬁ:: Ljﬁjﬂo
your_trustpoint
ATv710 exit CANTFARKAV har 7 4 Fal—va = ReiT
L. Za—ary74Xal—aryT—RIRYF
B : 4,
Switch (ca-trustpoint)# exit
ATvIN crypto ca authentication name CADAF—%#EfS L CCAZRIELET, AT v 75T
ERALEARIERCbOEFEHLET,
i -
Switch(config)# crypto ca
authentication your trustpoint
ATvT12 crypto ca enroll name FBELIZCA NI A MKRA LV I OAEAELRSGLET, 2
DA< RiE, % RSAF—DOXTIZXH LTI O2OELAD
i - DFEAFLZR L £,
Switch (config)# crypto ca enroll
your_trustpoint
ATy 7T13 end FFHE EXEC £— RIZEY £,
1 -

Switch (config)# end
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TFXATHTIPH—NEEVI AT FDRTF—RRADE=ZSZ YT

X AT HIIPS—N\ELUVOITFAT7URODRT—3 R
DE=RY2YH

SSLEF 27 —RBIONI IA TV FDOAT—Z AT =43 5HI21E, IROFDOFHE EXEC =
<~V REHEALET,

R1:SSLEX 27 H—NBLEVISATUNDAT—RRERTT ST K

av> R E:5)

show ip http client secure status X2 THTTP 7 A7V NOREETR R LE
‘a‘o

show ip http server secure status ¥ 27 HITP Y —"OREEZF R LET,

show running-config T o7 HTTP 8ok L CAER SNz B ESE
HFEAEEZR T LET,

Secure Socket Layer HTTP 0 £% 7 51

{5 - Secure Socket Layer HTTP D% E

WOBNL, £X 27 HTTP b — "N A X —7 /LT, BF =27 HTTP V— SHDO R — R 23 1025 1258
TSN, FIEZVE—FCA T A MRA b P—3 [CA-trust-local] ZfEH4+ 28565027 4
Fal—rarytyiaryTi,

Device# show ip http server status

HTTP server status: Disabled

HTTP server port: 80

HTTP server authentication method: enable

HTTP server access class: 0

HTTP server base path:

Maximum number of concurrent server connections allowed: 5
Server idle time-out: 600 seconds

Server life time-out: 600 seconds

Maximum number of requests allowed on a connection: 1

HTTP secure server capability: Present

HTTP secure server status: Disabled

HTTP secure server port: 443

HTTP secure server ciphersuite: 3des-ede-cbc-sha des-cbc-sha rc4-128-md5 rcé4-12a
HTTP secure server client authentication: Disabled

HTTP secure server trustpoint:

Device# configure terminal

Device (config)# ip http secure-server

Device (config) # ip http client secure-trustpoint CA-trust-local
Device (config) # ip http secure-port 1024

[l Ciscol0S ') |)—X152(5)E (Catalyst2960-L 2 o v F) METSY b Ir—Lav T4 XaL—T3



I Secure Socket Layer HTTP D%

Invalid secure port value.
Device (config)# ip http secure-port 1025

Device (config)# ip http secure-ciphersuite rc4-128-sha rc4-128-md5
Device (config) # end

Secure Socket Layer HTTP (2R8I 9 5 Z DD S EEH

Device# show ip http serversecure status

HTTP
HTTP
HTTP
HTTP
HTTP

ROF) T,
7IAT R

secure
secure
secure
secure
secure

server
server
server
server
server

status: Enabled

port: 1025
ciphersuite:

rc4-128-md5 rc4-128-sha

client authentication: Disabled

trustpoint:

CA-trust-local

CA N T A FaRA >k [CA-trust-local)] 2MEE I TH Y, HITPS 7 74 7> M
FRFFERICKH L TCZID R T A RKRA VM EEHTA2LOICRESNLTOET,

Device# config terminal
Device (config) # crypto ca trustpoint CA-trust-local
Device (ca-trustpoint)# enrollment url http://example.com
Device (ca-trustpoint) # crl query ldap://example.com

Device (ca-trustpoint) # exit

(
(
Device (ca-trustpoint) # primary
(
(

Device (config)# ip http client secure-trustpoint CA-trust-local
Device (config) # end
Device# copy running-config startup-config

Secure Socket Layer HTTP IR 9 5 2 DD SEE R

EEEE

I=—aT7ILAZA LI

CiscoIOS =< > K

[Cisco IOS Master Command List, All Releases.]

Ciscot¥=UT 4 a~vw K

* [Cisco I0S Security Command Reference:
Commands A to CJ

* [Cisco I0S Security Command Reference:
Commands D to L

* [Cisco 10S Security Command Reference:
Commands M to RJ

* [Cisco I0S Security Command Reference:
Commands S to ZJ

IPv6 =2~ K

['Cisco I0S IPv6 Command Referencell

Ciscol0S ') 1) —X 152(5)E (Catalyst2960-L X1 v F) & TS v b IA—L VT4 X¥alL—P 3y

71F


https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/mcl/allreleasemcl/all-book.html
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/security/a1/sec-a1-cr-book.html
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/security/a1/sec-a1-cr-book.html
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/security/d1/sec-d1-cr-book.html
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/security/d1/sec-d1-cr-book.html
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/security/m1/sec-m1-cr-book.html
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/security/m1/sec-m1-cr-book.html
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/security/s1/sec-s1-cr-book.html
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/security/s1/sec-s1-cr-book.html
http://www.cisco.com/c/en/us/td/docs/ios/ipv6/command/reference/ipv6_book.html
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. Secure Socket Layer HTTP [Z B89 5 4 aE 15 4R

SRADTY ZHI YR—F

Bdl] 9

A aADYR—F Web A K TlE., > A=2@ | http://www.cisco.com/support
AT 7 /) nY—IClT 2 R T T a—
T4 TR EINTWEETH LI, v==
TNARY—=NEIZLO LT LEERAT T
VY —=2%&#MEL TWET,
BHEWORGOEF 2 U T 1 FHRSOHEINEHRZE
AFT5H7=0IZ, CiscoNotification Service (Field
Notice 7> 7 7 = &) | Cisco Technical Services

Newsletter, Really Simple Syndication (RSS)
74— R EOKFE—ERITMATE ET,

VAaADYR— bk Web YA FDOY—)UZT s
T 294 BEL. Cisco.com D—H ID B LU/
A ]7"— ]‘\‘7‘1)‘)‘%‘%‘?#0

Secure Socket Layer HTTP [ZB8 9 & #4EE 1R

J1y—2 P REIRER
Cisco I10S Release 15.0(2)EXCisco 10S Release T ORSRENEAINE LT,
15.2(5)E

S

2
ju|

RSA : RSA IF, E<MHEHENTWDE A v Z—%y FOEBLB LOFIES AT LA THY | 51k
EHE BTN — ERE S —2MH L E9, RSA 713U X AT 1978 4512 Ron Rivest (7271
K« U~_ZK) . AdiShamir (75 ¢ + >+ X7 ) . Leonard Adleman (LA F /LK« =—F )L~
V)X EBREINE L, RSA LWV IO EMIEIL, BOIOBERETHD 3 ADT A h3—LDHHE
LTFICHK L ET, RSA 7 /b3 U XA Microsoft X° Netscape D7 7 VR EOIEXE R T
Uor—varEHISNTWET, RSABESLT AT A3 RSA Security 239TA L TWET,

SHA : ¥ =7 /"y = 73 Y XL, SHA L. Secure Hash Standard (SHS. FIPS 180) IZE®
SN TWA, NISTICKWBIRESNZT VT XA TE, @ Digests 703U XA D ik
ELTEHSNET,

signatures,digital : SSL 1 3 2RICFBWT Isigning (BF4) ) FEX—IC L5 5{LEE
WLET, 7VFNELTIE, BAHT NI XLAOANSFHEE LT—HR Ny v = BEREH S
NET, RSA B4 TlE, 36 A MEED 2 2D/ Ny 2 (121X SHA, &9 1 2/F MD5) 128
HENET,
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[=E3 B

SSL3.0 : Secure Socket Layer /3\—3"=5 3.0, SSL %, f ¥ —% v b EOBEICBITFET T AN
kT 58X 2T e ha T, ZoYu haviEHTLZ LY, 74T
VEBEXOY AT =g S, B A S, EREA BV oREEZIET S LD
WS N HFIETClE CE £9, SSLIE, A ¥ —F v hOHTTP LA ¥ & TCP LA YOI
GHETDHTR T T A LAY EMEHLET, SSLi%, KD Web P — GBI NS 7 —F v
b 77 I STV ET, SSL 3.0 DfEARIE, RO URL IZHB#E S AL TWE T, hitp:/

home.netscape.com/eng/ssl3/,
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http://wp.netscape.com/eng/ssl3/
http://wp.netscape.com/eng/ssl3/
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