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& 27 HTTP #5046, HTTP — "\BEZET 57 — XI5t Eh A v ¥ —F v b
WCIEE &N E T, SSLEF S L&D HTTP X, Web 7 7 U MNH AL v F 2RET D L ) 7ok
RIS, X a7 R a Rt LET, v RAapnEET H 827 HTTP H— B L VHTTP 7
SATYNTIE, 7V A —3 a3 U BOREEA{LIZSSLAN—2 5 3.0 % LE9, HTTPover
SSL X, HTTPS LM S E 4 (LF = 72O A, URL 28 http://O 4> ¥ 12 hitps:/ Thé
FVET) .

GE)

SSL 1% 1999 4E|Z Transport Layer Security (TLS) IZHELE LN, ZO LI RFFEDOa T
FARTELEHENATOET,

X 27 HTTP —N (AL v F) OEREENX, 5EOFR—F (F 7 4/L b HTTPS AR—
NI 443) T HTTPS 3R A 455317 T, HTTP 1.1 Web — _"~ZDEREZES Z L TT,
HTTP 1.1 Y — T FOFER AW LT, Ex 27 HTTP b —_~5E (OH$) LEJT, &
& =7 HTTP Y — XX HTTP 1.1 — Db v 2, wOERITNZ T,

YX2T HITP 7 F 47 b (Web 7 7 UH) OFERFEEL, CiscolOST 7V r—3 g 3
RIEELT, 2077V r— 3 2N ER L7- HTTPS User Agent —E 2 24T L, &
Y (FOT TV =g 020) KT Z LT,

CADFSR MRS

PR (CA) 1F, BREZRALTBMT 2%y hU—7 T RZEEAZEEZRITLET, 2
NHEOV—ER1L, ZMT DT 3 AIxTHFHREFH X2 VT 0 F—BLOGEHED
AR L ET, BED CAYV— NI P T A RRA U M EMFEERET,

BEm N FEITEN D L. HTITPS —oNF, R T A MRA U b ERBEED CA 251572 X.509v3
DIFAELZFITTH LT, BXaTRERE 7 IA T MR LEd, 7947 b (Gl
. Web 77 W) X, FOEAZEORGEICLERARS—2FA L TWET,

T =7 HTTP Bl id. CAD M T A MRA V FEFRETHZ & AR HELE L £9, HTTPS
P—REFATLTNDTNA AZCAD T A RKRA > ERFEESN TN RWE . F—FH
AR L CHER RSA DX —DOX_T 24K LET, BH CTRIELE (ACB4) iEHER
WYX VT 4 TIERVOT, 8T 57 747 MIZOEAENH GEHETHD =
EEREHL, IR ORIN (ML E72136R) 2 S8 250 ERH Y 3, 2 OBINEIT
WiEiry hU—2 hARay (FA MNHRE) [T&EILET,

CADFNIARRA L FEBRELTWARNWE, EX a7 HITPEGZ2EHENC LSS, 0k
F o 7 HTTP Y —N (E720137 T4 7 2 ) IZx3 5 —RE 7213k 7 B B4 GEHEN
HERIC AR S ET,
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« A Y FITHRA M & RAL UADBHRESNLTRWGE, Al SN B CEBAEREIT—
72 b DTY, A v FE2HERT L L, oKL E LB EAFITRDIL, #ilc
(CHOBAGENE (D) BED L ToRET,

¢« A UFIWTAHRA ML E RAL VADRESHTVWAEE, Al a5 8 B4 FAEITK

7t DT, ZOFEREIX. A v TFEHEEELTYH, B% 27 HTTP ¥ — 3% %)
LT EDDEETT, 2070, BEEYX 2 7 HTTPHESEZ AN Lz & X |2H T
%i—g—o

GE)

BWARB LR T 2 KA > M, lx DF AL ATRETHLERH Y EF, hOF /51 =
PHIAE—TEH L, FNLIEAL v F ETEHITARD £,

FTLUWVEEHEAZ B LZ5E6. TLOVERTEOELT L, v—"0NFE#T 5 £ THTTPS #h—A
WCHEA SN EYA, CLIZHERAT 30, 030 emERNCEL > T, P— "2 HEH T
FI, P—REHEE#BHTHE. AL v TIEBH LWVIEREOMEAZ S L E I,

HOBAGEAENER S NTHA. £ O #1X show running-config #5# EXEC =2~ R CTH
HT&xFEd, HOBLAEWNELFRT Ha~2 RO (show running-config 2~ > K) %4
ELT—HRLET,

Switch# show running-config
Building configuration...

<output truncated>

crypto pki trustpoint TP-self-signed-3080755072
enrollment selfsigned
subject-name cn=I0S-Self-Signed-Certificate-3080755072
revocation-check none
rsakeypair TP-self-signed-3080755072
|
!
crypto ca certificate chain TP-self-signed-3080755072
certificate self-signed 01
3082029F 30820208 A0030201 02020101 300D0609 2A864886 F70D0101 04050030
59312F30 2D060355 04031326 494F532D 53656C66 2D536967 6E65642D 43657274
69666963 6174652D 33303830 37353530 37323126 30240609 2A864886 F70D0109
02161743 45322D33 3535302D 31332E73 756D6D30 342D3335 3530301E 170D3933
30333031 30303030 35395A17 0D323030 31303130 30303030 305A3059 312F302D

<output truncated>

HOZ4EAEIL, % 27 HTTP — 3 ZELH2 LT, no crypto pki trustpoint
TP-self-signed-30890755072 7/ 10— )L 27 4 Xa Lb—3 gy a<wy K& AT 52 & THI
PrCEET, TDH%, BEX2THTTP Y — "2 BEGNIT L L, HOBLERENH 214
RRSIET,

G

TP self-signed D% AIZRK RSN TWDHEIL, T ADV Y TAFEFIT L > TERRY £,
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7 arda< R (iphttp secure-client-auth) Z{EH 325 &, HTTPS — 037 T4 7
B DOXS0VIFEHEZZERLET, 77472 FORGEL, —XAHOFEIEL D HEW
X2 U7 s Rt LET,

FREER O O\, [Cisco I0S Security Configuration Guide, Release 12.4] @ [Configuring
Certification Authority Interoperability] DOFEAZHM L T 720,

CipherSuite [ZF 5L T /LT Y XAB LA V= A b 7T ) X AZ$EE LT, SSLEERHIE
MUET, HTTPS ¥ —NZHfe 5 &, 7747 bD Web 77 U HIE, ¥R — FHO
CipherSuite ® U 2 N &L LT, TOH% I T4 T eV —NF, WHFTHR—F3IhTn
HIEFAET N TY ALTRERDZY A MNLEBRL T —MLET, &2,
Netscape Communicator 4.76 1%, K[EDEFx =2V 7 ¢ (RSA ABHF—I 75 MD2, MDS5,
RC2-CBC, RC4, DES-CBC, ¥ X U'DES-EDE3-CBC) #H¥ AR —hFLTWNET,

BRI, 1288y RNEB{LE I R— 32527747 877 UH% (Microsoft Internet
Explorer /N—3 =1 > 5.5 LAK# & 72 1% Netscape Communicator 73— 2 > 4,76 LAFE72 &) 3L BET
7, SSL_RSA WITH_DES CBC_SHA CipherSuite (X, 128 ¥~ M LZ M Lisv 72, fih
® CipherSuite KXV ¥ =2 U7 4 MEL 720 £97,

CipherSuite /%, £V tFx=2U T 4 R3E<, BHICRNTRDITE, DTN TT OMLEIR 23 2%
FZe 0 ET, Wi, AA v F THAR— b &5 CipherSuite 35 L UVL— & OALBREAfif (G X)
\Z X % CipherSuite 7 > 7 (HEWIE) ZEFRLET,

1.  SSL RSA WITH DES CBC_SHA : # v ¥ — O 5{kiZ DES-CBC, 3L A vtE—
A A x A NI SHA ZfH L7~ RSA OF —z3#1 (RSA A F —mEE1b)

2.  SSL RSA WITH NULL SHA : X vt —Y DR S LIZ NULL, BLOA vE—Y 4 A
Y= A MIZ SHA ZfEH L7-%—2#2 (SSL 3.0 /) .

3.  SSL RSA WITH NULL MD5 : A vt —Y DR E{LIZNULL, BLOA vt— # A
Y A MIMDS ZfEH L7-%—2# (SSL3.0 8 /) .

4. SSL RSA WITH RC4 128 MD5 : RC4128 B v FiFE{L, BIOA v -V A (PR
NMZ MD5 Zffi f L7z RSA @ ¥ —72 4L

5. SSL RSA WITH RC4 128 SHA : RC4128 ' hiF b, BLUORA v b=V ATV R
NZ SHA Zffif L 72 RSA & % —75 4t

6.  SSL RSA WITH 3DES EDE CBC SHA : # vt — Y ®l5{kiZ 3DES & DES-EDE3-CBC,
BIOA =Y # A Y= A MISHA 24 L7z RSA O F—57H#2 (RSA AR % —i 5
1)

7.  SSL_RSA WITH AES 128 CBC SHA : AES 128 £ hFHE{bL, BLUOA vE—T & A
Y= A MZ SHA Zf# ] L72 RSA O F —743#1 (SSL 3.0 )

8.  SSL RSA WITH AES 256 CBC SHA : AES 256 £ v hMifE{b, BLUOA vk —T & A
Yz A MZ SHA 2l L7z RSA O —7%3#a (SSL 3.0 #A)
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9. SSL RSA WITH AES 128 CBC SHA : AES 128 B v M Bk, BIUOA vE—TH A
Y= A MZ SHA Zf# ] L7z RSA O F —74#1 (SSL 3.0 Bf) .

10. SSL RSA WITH AES 256 CBC SHA : AES256 £ iRk, BXUA v —T & o
T A NZ SHA 2 L7 RSA @ ¥ —7z# (SSL 3.0 /) .

A\

GE¥)  Chrome DEFN—2 3 L F4ODTEOREEAAL — a2 R—FLERHA, FD7=5H,. WebGUI
LHF AN R—FIEF~DT 7 ABNELEINET,

(B ERBIOE ATV A N TN AL EZFZNENEE L THASHDET) RSA IE, SSL
BEHIZBWTEF—0ARB L ORGEOmM FICERA SN E T, Ziui. CADORTFARKRA b
NBEEZIITWVENE I MIIb Y T8 A,

SSLDT I+ L MERTE
BEHED HTTP — N3 A X — 7 MICRE SN TN ET,
SSLIEA R =7 MIHEE SN TNET,
CADBFIARRA LY MIRESNTWVER A,
HOBAEAEITAR SN TOERTA,

SSL DR ERFDITEFE

SSLEZAA vF 7T AZTHHTHE, SSLEY S a v BRI TAZ av A THKRTLET,
7T AE AUIRDAA y FIIEAED HTTP TEMES A LB RN H D £3,

CADFTARRA LV FERETIHHNC, VAT A 70 v I RREESNTNDZ L EFERL
KTEEEW, 7y RRESNLTWARWVWE ., RIEARMICE VFEAENHET SN E T,

AA v F AZ Y IHNDAL v = AF—T, SSLE v a RNl T £,
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X217 HTTP H—/\DHBE
BF 27 HTTP — "% RET HI121E, F5H EXEC E— FTROFIEA FITLE T,

4a& SRS

FERNCEEEORREA AT 256, BIOFIREZHEAH L TAAL v FDCA T A RKRA L M &
RELTHDL, HITP M —RZ2HNTHIMLERNHD 9, CADODMTAMKRA LV FEREL
TWARWEA, X2 7 HITP Y — N\ EHOICAEDNIC LR T, BBAEHENER S
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B cx=7wmPy—nomE

F, P—R"EHRELH, EEBLOE X2 7 HITP Y — W F @A T 547 g (O3
A, WHT DT 7 8A VAN, BREFER, EEXALT T RNR)—) ZRETEET,
Web 77 UH 2 LTl ¥ o7 HTTP #fic 2 i3 2 121E, https://URL & AJ) L £3 (URL

TP T FLAL @3 =N AL v FORA ) o T 74/ b R— MSOR— b 2&E
LTW25A, URL OBAISR— MESZHIRET 2LERH Y 5, KICHZRLET,

GE)  AES256 SHA2 (¥¥A— & EtA,

https://209.165.129:1026

E s

https://host.domain.com:1026

T7E8AY AL (IPVAACL DA) ZFRET 2728 DOUERD ip http access-class access-list-number
gy RIFEIETETT, Bl&fEooavy REFHA LT, HTTP —A~D 7T 7 & R %
AT HT7 78R VA NERETEET, 200FH Linva~r R, IPvd B L OVIPv6 ACL 245
ETDHIDOYR— MEFINCT HDIZEAIhE Lz, Ziubid, IPv4 ACL Z48ET 5
72 @ ip http access-class ipv4 access-list-name | access-list-number &, IPv6 ACL % {5ET %
728 @ ip http access-class ipv6 access-list-name TY, EhA v =TV OZAFZBT2DIT, #r
LW CLI DfEHZBEID LET,

TI7REA VA NERET DT, ROBEFRERH Y £7,
AHELRWT 7B AV A RERET D L, REFFITINETH, ROEEA vy E—V%
ZRLET,
ACL being attached does not exist, please configure it

HTTP — 27 7 &8 A U A FEIRET H7-9IZ ip http access-class =~ > R &4 %
L RDER R v —VNERENET,

This CLI will be deprecated soon, Please use new CLI ip http
access-class ipv4/ipv6 <access-list-name>| <access-list-number>

ip http access-class ipv4 access-list-name | access-list-number ¥ 721 ip http access-class ipvé
access-list-name % i3 2354 . ip http access-class ZfiHH L C7 7 & A U A 23§ Tl
RESNTNDE, ROEEA vy =Y RERSNET,

Removing ip http access-class <access-list-number>

ip http access-class access-list-number & ip http access-class ipv4 access-list-name | access-list-number
FRICHREZ LG LET, a~v U FEFETTHILIC, ZORIOa~vy ROary 7 4 Falb—
VaridbEESENET, 20037 FOREMORDOMHAEDEIZL T, FET=a 74
Fal—var~OBRHRENET,

« ip http access-class access-list-number 733 TIZEXE AV TWV D55 ip http access-class ipvd
access-list-number 21~ > RaH L TREL X 9 & 3% & ip http access-class
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TH 27 HTTP 4 —/\DERE .

access-list-number DFXENHIER X4, ip http access-class ipv4 access-list-number D% E D3 F
fTarv 74 Falb—va Bmansd,

ip http access-class access-list-number 739 CIZF%E ATV D554, ip http access-class ipv4
access-list-name 2~ > Rz H L TEE L L 5 &35 & iphttp access-class access-list-number
DOFENHIBR E U, ip http access-class ipv4 access-list-name DFXENFEITA L 7 4 F 2 L —
vaviaBmasnEd,

B

ip http access-class ipv4 access-list-number 739 TIZFRE STV 5354, ip http access-class
access-list-name L TR E L L 9 &9 % & ip http access-class ipv4 access-list-number
DFREN 7 4 F 2 b—arDHHIFRS L, ip http access-class access-list-name D% E
WIFEATAL 7 4 Falb—aviBianEd,

ip http access-class ipv4 access-list-name 739 TIZEEE STV 554, ip http access-class
access-list-number ZfHEH L TEE L X 9 &5 &, ip http access-class ipv4 access-list-name
DFEEN LT 4 X2 b— 3 UIHHIFRE AL, ip http access-class access-list-number DF%
ENFATa 7 4 Falb—va izBMEhEd,

FIEDHE
1. show ip http server status
2. configure terminal
3. ip http secure-server
4. ip http secure-port port-number
5. ip http secure-ciphersuite {[3des-ede-cbc-sha] [rc4-128-md5] [rc4-128-sha] [des-cbc-sha]}
6. ip http secure-client-auth
7 ip http secure-trustpoint name
8. ip http path path-name
9. ip http access-class access-list-number
10. ip http access-class { ipv4 {access-list-number | access-list-name} | ipv6 {access-list-name}
}
11.  ip http max-connections value
12. ip http timeout-policyidle secondslife secondsrequests value
13. end
Flgn
AR RFEREETOIVaY B#Y
ZF w71 |show ip http server status (-5) HTTPH—"DAF—# A& FF LT, &
Bl - F 27 HTTP Y — "DFEREN Y 7 b U =7 THR—
FENTWDNE Sl LEd, AT, RO
Switch# show ip http server status FALDELL 75‘%_’5@5@\ LT <3 Y

HTTP secure server capability: Present

E s
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ARV FFEREETIVa Yy

S

HTTP secure server capability: Not present

R w72 |configure terminal Ja—\) a7 4 F¥alb—ay E— KaBith
1 - LET.
Switch# configure terminal
AT 73 |ip http secure-server HTTPS — N F 4 v —TNLDBEE. £ X —T )b
Bl - \ZLEJ, HTTPS — N1, 77 4/L hTA F—
TIICEESNTOET,
Switch (config)# ip http secure-server
w74 |ip http secure-port pori-number (f£&) HTTPS V—N|fEHTHR— &5 25
Bl - ELES, 7740 FOR— FEFIT 443 TT,
443 F£721% 1025 ~ 65535 OFPATIRETE £,
Switch (config)# ip http secure-port 443
A7w 75 |ip http secure-ciphersuite {[3des-ede-cbc-sha] (&) HTTPS #&#5t DI 5kl 9% CipherSuite
[rc4-128-md5] [rc4-128-sha] [des-cbc-sha]} (I EAL T2 L) 2EELET, BED
i - CipherSuite Zf8E T HE AR T UL, — L
7547 v b, RV AR— h3 5 CipherSuite
Switch (config)# ip http secure-ciphersuite T z— " TAHECRELET, ZET
rc4-128-md5 A AN .(_gﬁo
AT 76 |ip http secure-client-auth (EE) HTTP Y — %5 E L, #EBE DM,
Bl - FBAEDTZDIT, 7 T A T 2 b D X.509v3 GE
ZERLET, T4 T 24T MR
Switch(config)# ip http secure-client-auth ‘UL_/\75 O OFEAELZ ZERT HREIC R > TVES
S, =N TA T U FERRAEL W DT o
s T+
Z w77 |ip http secure-trustpoint name X509v3 X2 U T 4FEAEORER LN T4 T
15 - v b OFEHEEFOFGEIEHATHCAD T X B
RA U NERELET,
Switch(config)# ip http secure-trustpoint GE) :;0):1<?>/}:0)Eﬁfﬁ(i\ Eﬁ0>ﬂ5mﬁ 7ﬁﬁ<)
your_ trustpoint _ B =yt
TCADRITARKA Y N d TITHRE
LTWd EWIRifeE R E 2 THPIL T
WET,
A7 78 |ip http path path-name (fE3) HTML 7 7 A L D_X— R & 70 % HTTP /3

51
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%27 uP 547> roiE [

ARV FFEREETIVa Yy

E:)

Switch(config)# ip http path /your server:80

A HTTP — R 77 A LOBEFEEELET GE
. VAT ADT Ty a ARV ERELET) o

R 79 |ip http access-class access-list-number (£E) HTTPH—_~DT 7 B ADIFR[\fFEHT
Bl - 27 7EA VA NERELET,
Switch(config)# ip http access-class 2

X 710 |ip http access-class { ipv4 {access-list-number | (EE) HITP Y — _~D7T 7 & ZADH R
access-list-name} | ipv6 {access-list-name} } L7 7R U A NEEELET,

i
Switch(config)# ip http access-class ipv4 4

X w711 |ip http max-connections value (FE) HTITP Y — R~ R R A S E L

i - F, X0 BT L2 MR LES, Zh
I, UILRE LBV ITHEET D7D ERET
Switch (config)# ip http max-connections 4 7ro

AT w212 |ip http timeout-policyidle secondslife secondsrequests | ({T.73) FEEOWRNTIZEBIT S, HTTP — S~D

value el KR 24678 L £,
Bl cidle : =X DGR, AT — 4 8%
Switch (config)# ip http ti t-policy idle 120 G2 RN a ORI, 172 TS S
wWltcC conIrii 1 ilmeout-policC 1 e —
life 240 requeste 1 potrey 1~600FCY, 774/ MEIE 1808 (34))
<,
e life : BEfe & B2 L TV D BRI, HBECT&
HHEIPHIT 1~ 86400F) (24#fH]) TI, 77+
Jb M 180 BT,
« requests : JKHEHY 2R EEGE TALEL S 2D SR O i
KE, FARAEIZ86400 T, 7 7 4/L MELT
—a—(}
ATy 713 |end it EXEC £— RIZRY £,
1 -

Switch (config)# end

TXaF7HITP V5472 FDERE

Y X2 T HITP 7 94 7 > b ERTET HIZ

L. ¥4 EXEC E— R CROFIEZFEITL £,
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FIRDOHE

FIED

1R BHHEIIZ

HHEDHTTP 7 74 7> hBLWEF 27 HITP 7 74 7 > MEIHEIZA X —
X7 HITP 7 74 7 s DFFHENSLILTY,
LTCWAZEHERAHBIZILTWVWET, CAD T A MRA
RESINTELT, VE— MO HTTPS 4 — BT F 4 7> FNOBIEEER L8545,

DFBFEIZI
DRTARNKRA LV M2 ARA v FITHRE
v FD3E

Secure Socket Layer HTTP (D% |

FERAE
. BIOFNET CA

TIITT,
ROFNETIX

Y X o7 HITP 7 74 7 h~OFEFITER L £7,

configureterminal
ip http client secure-trustpoint name

PwN-=

end

ip http client secure-ciphersuite {[3des-ede-cbhc-sha] [rc4-128-md5] [rc4-128-sha] [des-cbc-sha]}

ARV RFERFTIVaY

=)

Z 3w 71 | configureterminal Jau—N)L a7 4 Xal—ay T— &G
1 - LET.
Switch# configure terminal
X T 2 |ip http client secure-trustpoint name (fEE) VE— FOHTTP V—1307 T 47 hiR
Bl - flb % BOR LTE B ST 5. CAD F T A RavA
VRERELET, Zoavy RoMfHiX, mioF
Switch(config)# ip http client secure-trustpoint EZFEHLTCADMTARNKRA L METTIZEE
your_trustpoint LT EWIHaEEEE 2 CHIILTWES, 7
TAT v NRENLERWGE, £ 74 ~<
DETARKRA L FBTTITRES N TV DEE
X, Zoa~wr RIZEETT,
A Fw 7 3 |ip http client secure-ciphersuite {[3des-ede-chc-sha] (f£&) HTTPS 825 DIF 5L 35 CipherSuite
[rc4-128-md5] [rc4-128-sha] [des-cbc-sha]} (BT A2 Y L) ZIEELET, BED
- CipherSuite ZfEE 3 2B AN RT I, —E 7
FAT > MBS, WS NY AR — b9 % CipherSuite T3
Switch(config)# ip http client secure-ciphersuite]l 3> T— T A L HICHELET, ZHiTT 7 +/b
rc4-128-md5 <
T,
ATy 4|end F#E EXEC E— RIZE D £,
1 -

Switch (config) # end
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CAD SR MRS FDEKRTE

X7 HITP #6i2iE. CAD T A MRA UV PEERICHRE T EE2HRELET, CA
DRIFTARKRA Y MI, BEBAEAELVENEXF 22U T 4o 83H 0 F7,

CADKMTARNKRA LV MNERET DHITIE, Fi#E EXEC E— RTROFIEEZFEITLET,

cAn k352 rs s hoiE ]

FIED#E
1. configureterminal
2. hostname hostname
3. ip domain-name domain-name
4. crypto key generate rsa
5. crypto ca trustpoint name
6. enrollment url ur!
7 enrollment http-proxy host-name port-number
8. crlquery url
9. primary name
10. exit
11.  crypto ca authentication name
12. crypto ca enroll name
13. end
FlEDEH
ARV RFERRETO Y S
AT w71 |configureterminal Ja—sYL ar7 4 ¥al—var E— Reilth
i LETS
Switch# configure terminal
27w 72 |hostname hostmame AL v FORA MEHELET CHIFA MMz
i - RE L TWRWEEORNAE) . RA MiTtFxa
VT LREREICLE T,
Switch (config) # hostname your_ hostname
A7 73 |ip domain-name domain-name AL v FDOIP RAA A affE LES (UATIP B
i - A P REBIELTORVEEDLHLA) o PR
AABTEF2 YT 4 F— ERENEICLETT,
Switch(config)# ip domain-name your_domain
ATy 74 |cryptokey generate rsa (fEE) RSAF— X7 Z/EKLET, RSAF—D

1 -

AT, AA v T OFEAEEL AFTT HEICHET
9, RSA F—O X7 |IHBICEKRSNET, &
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ARV FFEREETIVa Yy

S

Switch (config)# crypto key generate rsa

EThIUL, Zoa~r FEHL TR —2 /AR
TEET,

RFw 5 |crypto ca trustpoint name CAD P T A FRA » MTa—AIVORES ZFRE
1 LT, CARIRAMEA Y har 7 4 ¥al—vs
v E— RERBLET,
Switch (config) # crypto ca trustpoint
your_trustpoint
A7 76 |enrollment urlur ALy FIT L DREAEZR DEE D URL 25 7E
15'] : L\iﬁ—o
Switch (ca-trustpoint)# enrollment url
http://your server:80
AT w77 |enrollment http-proxy host-name port-number ({EE) HTTP 7 u Xy —R_"2REH L TCAND
Bl AR EEAFT S LA v FERELET,
. . * host-name |21, CA ZHET H72DITfEHT
Switch (ca-trustpoint)# enrollment http-proxy A ra X e 75?*’57]? Li_a_o
your host 49
* port-number (21X, CAIZT 7B AT B2
AT oR—rESEZRELET,
ATwv S8 |crlquery url 7 OFEHENRY H TRV a2 iR T 57
il - WIZ, FEAFERZNY 2 b (CRL) 2ZKT 5L 91
- Enn==s
Switch (ca-trustpoint)# crl query AA /a“%ﬂﬂi [/SETO
ldap://your_host:49
ATy 79 |primary name (EE) hTAREA Y PACAERICKLTTF
Bl - A=Y (F74/VbF) PTARRA Y bE LTHEM
SNDHEOITHELET,
Switch (ca-trustpoint) # primary your trustpoint o name \ 213 g&fﬁ L7 RS2 R /T\o/]) >k %?‘Eﬁﬁiﬂ
LT
AT v 710 |exit CARNTARKRA Y Far7 4 F¥al—vgT—
R REH/RTL, Ze—Lary 7 4 ¥al— a3y
EF—FIZREY £,
Switch (ca-trustpoint) # exit
Z 5w 711 |crypto ca authentication name CA DRABRAF—ZHIF L CCAZRFEL £ T, A

) -

Switch (config)# crypto ca authentication
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tELTHTPH— N BEUI 54T bORTF—220E=2 U5 |}

AR RFEREEFT7TIVa Y S

your_trustpoint

AT w712 |crypto ca enroll name FRELIZCA N T A MARA v M BREFEZ RS L
R £9, TOIT Y NE, 4 RSA T =D TITH L
T1ODFAANY OFEAFELZERLE T,

Switch (config) # crypto ca enroll your_trustpoint]

ATw 713 |end HikE EXEC =— RIZREY £,
1 -

Switch (config) # end

X A7 HTIPYH—N\BXLXUVOISAT7 U RDAT—R2 X
DE=ARYG

SSLEF 27 $—R_"BLOXI IAT vV FDODAT—H AL T2 T 5H|21E, IROFOHHEEXEC
o< FEFEHALET,

R1:SSLEX 27 H—NELVIFATUMDAT—E2REZRRTHIATU K

avw vk B8

show ip http client secure status | =2+ =7 HTTP 7 54 7> FOFRTELF L E1,

show ip http server secure status | = % = 7 HTTP — XOREZFE R L ET,

show running-config T ¥ 27 HTTP ikt L CARSN- B B4 GFHEL
~LET,

Secure Socket Layer HTTP 0 £% 7 5l
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wORFNL, B =27 HITP V— "N A 2 —T /LT, ¥F =27 HITP — DR — 23 1025
IZRRE S 4L, RRAEIZ Y £ — F CA T A hARA > b =3 [CA-trust-local) #fEH$ 53560
a7 4 FXal—arykyiaryTT,

Device# show ip http server status
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filt

. #l : Secure Socket Layer HTTP O

HTTP server status: Disabled

HTTP server port: 80

HTTP server authentication method: enable

HTTP server access class: 0

HTTP server base path:

Maximum number of concurrent server connections allowed: 5
Server idle time-out: 600 seconds

Server life time-out: 600 seconds

Maximum number of requests allowed on a connection: 1

HTTP secure server capability: Present

HTTP secure server status: Disabled

HTTP secure server port: 443

HTTP secure server ciphersuite: 3des-ede-cbc-sha des-cbc-sha rc4-128-md5 rcé4-12a
HTTP secure server client authentication: Disabled

HTTP secure server trustpoint:

Device# configure terminal

Device (config)# ip http secure-server

Device (config) # ip http client secure-trustpoint CA-trust-local
Device (config)# ip http secure-port 1024

Invalid secure port value.

Device (config) # ip http secure-port 1025

Device (config) # ip http secure-ciphersuite rc4-128-sha rc4-128-md5
Device (config) # end

Device# show ip http serversecure status

HTTP secure server status: Enabled

HTTP secure server port: 1025

HTTP secure server ciphersuite: rc4-128-md5 rc4-128-sha
HTTP secure server client authentication: Disabled

HTTP secure server trustpoint: CA-trust-local

WP TIL, CA FF A AR A 2 b [CA-trust-local] MEESNTEY, HTTPS 7 94 7~ k
X7 947 2 PRAEERIZKH L TCZD N TR MRSV MefEAT DL ICRESNTWVET,

Device# config terminal

Device (config) # crypto ca trustpoint CA-trust-local

Device (ca-trustpoint) # enrollment url http://example.com

Device (ca-trustpoint) # ecrl query ldap://example.com

Device (ca-trustpoint) # primary

Device (ca-trustpoint) # exit

Device (config)# ip http client secure-trustpoint CA-trust-local
Device (config)# end

Device# copy running-config startup-config
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Secure Socket Layer HTTP IR 9 5 2 DD SEE R

BEER Y=aTF7ILEA L
CiscoI0OS =~ K [Cisco IOS Master Command List, All Releases.]
Ciscotx=a2VU7 4 avF + [Cisco 10S Security Command Reference:
Commands A to CJ
+ [Cisco 10S Security Command Reference:
Commands D to L]
+ [Cisco I0S Security Command Reference:
Commands M to R
+ [Cisco I0S Security Command Reference:
Commands S to ZJ
IPv6 2~ ['Cisco I0S IPv6 Command Reference

DRAMTY Z AL YR—F

e Link

RAaADYPR—FWebH A Tk, R fo7 7/ 1 P— | http://www.cisco.com/support
T2 M7 TNy a—T 4 U ZICBEN T T 5 X 91T,
oA T ARV =L EIILDETLEE R T ) Y =R %
R L TnET,

BHEWORGEOEX 2 U 7 4 FHSOEINE#RE AFT D701,
Cisco Notification Service (Field Notice 757 7 = A) | Cisco

Technical Services Newsletter, Really Simple Syndication (RSS)
74— R EDOKFY — R TIMATE LT,

VAIDYR—F Web VA F DYV — )T 7 AT DHERIT,
Cisco.com D —H ID B LA T — RNMECTT,

Secure Socket Layer HTTP [ZE8 3~ 2 H4RE (& %R

)1y—= HEREIEER
CiscoI0S U U — A 15.0(2)EXCiscoIOS U U — | Z ODMERENEA SN E LT,
2 15.2(5)E
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RSA : RSA (T, K< SN TNDA =Ry FOESLBLURRIES AT L THY |
L EEFITABF— L — 2 A L E 3, RSA 7 /b= U X A1 1978 4F|Z Ron Rivest (=
F R« URZXK) | AdiShamir (77 4 + ¥ 7)) . Leonard Adleman (LA /L R« =—
TNA=) IZEDBRSNE LT, RSA LW O HIEVIL, mAOBEEETHL 3 ADT A
F— LAOESLTAIZHFR L E T, RSA 7 /L= U X AL Microsoft X° Netscape D7 7 772 XD &
FIERT TV =y a TS TOWET, RSAKRES{LT A7 AL RSA Security 2537 A L
TWET,

SHA : EX% =27 "y o 73U XA, SHA L, Secure Hash Standard (SHS. FIPS 180) (Z/E
HHATWAD, NISTICK VRSN T /LT Y XATT, #H Digest5 703 U X AIZb
HHEE L TCHEREINET,

signatures,digital : SSL % {i 3" 2 RIICEB VT lsigning (F4) | ITHEX—IC L K51k
EEWLET, TUXNBLTIE, BLAT AT RLAOANFEE LT—HE Ny = BN
R &I ET, RSAEL TIL, 36 N1 MEED 2 2D/ Ny = (1 21LSHA, &9 121
MD3) (ZEB4 SNE T,

SSL3.0 : Secure Socket Layer /3—3 3 >3.0, SSLi%, f > % —%v s LOBEICB T LT T4
Ny—%#thkd 2%V 7 4 7 barcd, Zore barzEfds28icky, 77
ATV MBI =TTV r—a 0%, B, S A, R34 vy e—T0BEE I3
HEOCEF SN ik CcEE cEE£d, SSLik, A ¥ —F v h®HTTP LA ¥ & TCP L
AYOMGFETLZ Tl T 5 LA YEMEHALET, SSLIL, KBy Web H— ~HLEL IS5 X
WA =y b 777 FITEEH S TWET, SSL3.0 DfEARIE, RO URL IZH# T
%9, http://home.netscape.com/eng/ssl3/,
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