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FIEDHE
1. enable
2. configureterminal
3. interface interface-id
4. storm-control {broadcast | multicast | unicast} level {level [level-low] | bps bps [bps-low] | pps
pps [pps-low]}
5. storm-control action {shutdown | trap}
6. end
7. show storm-control [interface-id] [broadcast | multicast | unicast]
8. copy running-config startup-config
F IR D48
ARV KRFERERETI V3 Y =[]
AT 71 |enable ¥t EXEC £ — & A X —7/WICLE T,
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Switch> enable
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configureterminal
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Switch# configure terminal
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ATvT3

interface interface-id
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Switch (config)# interface gigabitethernetl/0/1
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storm-control {broadcast | multicast | unicast} level
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5121, shutdown ¥ —U — RZER L E7,
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Switch (config-if)# end
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| unicast] T A ATRIE LA b — DI L~ % Fea
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X v 7 8 | copy running-config startup-config (fEE) ar74F¥alb—ars 77 A )VICRER
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Switch# copy running-config startup-config
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PREAR— NME, WPiA % —7 = A A (GigabitEthernet 7~— k 1 72 &) & 7213 EtherChannel 7
Jb—7" (port-channel 5 72 &) [ZRETE 7, R—h F¥ XNV THRER— F oA X —T T
LIzt ZOR—k FyFr ZA—THOTRTOR—= TS F—T MR £,

RER— FDEREAE
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R — MIFRTER SN TV ER A, ZTHEIRETLILENH DL Z AV TT,

FIEDHE
1. enable
2. configureterminal
3. interface interface-id
4. switchport protected
5. end
6.
7. show running-config
8.

FIEDEEH

show interfaces interface-idswitchport

copy running-config startup-config

ARV KRFERERETY VY

=)

AT w71 |enable
{5

Switch> enable

it EXEC E— F& A 2 —7 /2 LET,
e N2 —REANLET (FERENEHE) .

R v = 2 | configureterminal

1

Switch# configure terminal

ra—r\ L ar 74X a l—3iay T— NaEth
Lij‘o

X Ty 7 3 |interface interface-id
I

RETHA L F—T oA AEEEL, A X —T =
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Switch (config) # interface gigabitethernetl/0/1

ATvT4

switchport protected

1 -

Switch (config-if)# switchport protected

A B =T 2 AERER— L L TRTELET,

ATvTh

end

1

Switch (config) # end

¥:#E EXEC £ — FIZEY £,

R T = 6 | show interfaces interface-idswitchport AN EHR L F1,
fl
Switch# show interfaces gigabitethernetl/0/1
switchport

R 7 7 | show running-config AN EHEER L ET,

1

Switch# show running-config

ATvT8

copy running-config startup-config

1 -

Switch# copy running-config startup-config

EE) 274 FXalb—Tar 77 A VCHEESR
RFELET,

REER— FDER

®R1RER— LOREERTT HaTF

avyU kR

Sl

show interfaces [interface-id] switchport
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AB—DIARTDISVYTAVT S T74voOTAYXELYH

FIRDEE
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1R BHHEIIZ

A B —T A AIWEA  F —T = A A F 72T EtherChannel 7 /L —7 DWW b AIHE T,
K= FXYRNVDOTALFHYy X MNERFA=FY AL N T T v 2Tny 7458 K-
FFy¥ XN TN—=TDFTRCOR—FTTay 7 ShET,

enable

configureterminal
interface interface-id
switchport block multicast
switchport block unicast

ok wON=2

end
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LU= IARTDISvF12F b5 74vs07nvxs ||

7. show interfaces interface-idswitchport
8. show running-config
9. copy running-config startup-config

F gD
ARV RFERETY a3 Y B #
AT 71 |enable Rt EXEC & — R& A X —7 LIC LET,
i : e NMAT—REANLET (ERINWTEHE) .
Switch> enable
AT 7 2 | configureterminal Jua—)L a7 4 FXalb—gr FB— RE2BG
15“ : ]\/i‘a—o
Switch# configure terminal
X F v 7 3 | interface interface-id RETAHA A —T oA AFBEL, /X —T =
- AR T4 Falb—varT— REtELET,
Switch (config) # interface gigabitethernetl/0/1
R 7 4 | switchport block multicast He R D DR O~ LFF 4 2 FOEES T 1 v
15“ : 7 Ljﬁj‘o
(B S~y IPv6 ERE G~V LT F ¥ A
Switch (config-if)# switchport block multicast AV }‘fjff7?iﬁ‘< %@*ﬁfﬁl//f'V'z
CNTXXY AN NT T4 TRy
SNET,
R 7 5 | switchport block unicast R IS OFRMODZ=%% 2 NDEEEEF T 0 v T
1 - LET.
Switch (config-if)# switchport block unicast
AT v 76 |end ¥iME EXEC £— RIZED £,
1 -
Switch (config)# end
X v 7 7 | show interfaces interface-idswitchport AN EHER LU FE4,

1 -
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ARV KRFERIETI Va3 BHY
Switch# show interfaces gigabitethernetl/0/1
switchport
R 7 8 | show running-config AN EHR L F1,

1

Switch# show running-config

A T 79 | copy running-config startup-config
I

Switch# copy running-config startup-config

(EE) av74FXalb—vary 77 A VICHEE
RIFLETS

R—bkJOYFTDER

R2:K—F TOUFLIOREERTT IV

avU kR

S]]

show interfaces [interface-id] switchport
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—FEED RS T4 v HIEORE |
B o+ exa07ommzss

R— bk 2F2)T 1 ORHREH
\}

GE) JwKREEA AT 2 A LTI TITHEINTWDEEF 2T 7 L ADOE LY /NS UVEIZER
TFLEH2ETDHE, a~vr FRESSINET,

R—btEFaT 1 OHNEE

AL v FICRETEDHEXF 27 MAC T FLADREKIIL, VAT ATHATIN TS MAC
T RUVADRRBICE>TREY £, ZofElE, HHAATEERMACT FLA (20 A
YOUERERA VA —T =2 ATRESNTZZEDMOEF 27 MACT KL A THEHA S5 MAC
T RLRAEEL) OKERLET,

rR—ktEXxa) T2 OHE

R—bktFa)T4a

R—h X2 )T 2T, K= ~DT7 78 RAZFHFA[THAT— 3 D MAC
T RUVAZHIRBLOGRAILC, £ v F—T 2 A~DANZHIRTEET, EFaT7 H—F
WCEXF 2T MACT RLAZEID Y TH L R—MIEEINTZT RLA T NA—TLHNOEE
T RLAZEON Sy N2k LERA, X 27 MACT RL2EAE 1 DICHIBL, B—
DEFXF2T7 MACT RLRAZEIDYCTHE, ZOR— MNIERINZY—7 AT — a3 |2,
AN— b OISR AP RGES IV E T,

THF2T AR —FELTHR—FEREL, X227 MACT FLANRKREICELEZGA, A—
MZT 78 AZHLDAT—2 a3 D MAC T FLAREBI ENZEX=2T7 MACT KL AD
WINEL B LRVDOT, EX2 VT @B RELET, £, 58X 2T R—KET
TX 2T MACT FLARREEZIZFEINTWA AT —va rn, Jlotxa7 R— Kz
TI7REALELIELEEZICH, BEROT7 TP THNET,
EENEYD

R—hrEXx2UT DA FX—T LB LORE

R—b X2V T 4 OFREF (30 2—)

X2 7MACT7 RLADARA T

2L v FiF, WOEF2T7 MACT RLA XA T HYR—FLET,
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| #— hEE0 RS T4y s HEORE
27k txa7macr Lz [

e AXT 4w EF 2T MAC 7 R L X : switchport port-security mac-address mac-address
A B =Tz AT 4 Fal—raryavr L TTEHHTRESN, 7 KL
AT =T IRFSNEDEL, AL v FOFTFar7 4 Falb—a  ABMESNET,

A AFI v BEF2T MACT RL A BIICRESNTT RL A T—T VIO BRTFE
S, AA v TFOFEBEFICHIFRSNE T,

AT 4 yHF—EF2T MACT FLA - BIIZFETL2L, FEITRETHZEHLT
XFET, TRLAT—7NVIRESN., ETar 74 F¥a b—aBnEnEd, =
DT RLANRAL T4 FXa2lb—a 77 AVIBRFEINTWND & AL v T OFEREIRE
WA V=T 2 A AXT N BT RET AL ERIH Y T A,

AT4YFELFa2aT7MACT FLR

AT 4 FX— T == T oA X—TNWITDHE, ¥A4FTIVvIMACT RLARERT 4 v F—
THXR2T MACT RLARICEH L CFEITar 74 X2 b — g LIZBMT2L91CA4 &2 —
TaAAEZRETEET, /L F—T oA RIAT 4 vF FT—= U THRA R—T IR BHEIIC
FHEHLIELOEED, TRTOEAFTI VI EXa2TMACT RLAEZAT fvF—FFa
T MAC 7 RLARIZEHLET, T RXRTCORAT 4 vF— X227 MAC 7 RLAFFETa
T4 F¥al—alBmEnEdt,

AT AL vF—FFa2T MACT RLRZ, avr74Falb—vary 774 (A vTFHBH
EESNAT-RNFEHEINIAZ— R T v Far7 4 Xal—ay) (2, BEIRICIIR MRS
NEFA, AT 4 9vF—FFa2T7MACT RLRAZ a7 4 FXalb—3 g 77 A VIHRTE
THE A v TFOFRBFHIA VX —T oA ALINOEHWEETILERS Y FHA,
AT 4 yF ¥FX2T T RVAEZRELZVWESG, 7 FLAITRDIVET,

AT A X T2 TN T 42 —TNDEFE, AT 4 vF X227 MACT RLARIIZ AT
Ry X aT T RUVRICERIIL., EfTary 74X —TarmolishEd,

— s
X)) T4ER
IRDONTIDOIRMNFEAET S L, X T 0 EXIZRY £9,

AR DOEF 2T MACT RLART RLAT—7VZBIMENTWAIREET, 7 LR
F—TNICKBEED MAC 7 RLRAEHSORT—Va v B, v Z—T A4 AT 7EAL
X9 & Li=%A.

DX 2T A HE—T 2 A ATEEREFITRESINTZT FLAN, [F— VLAN NDR]
DEXaT f X —T x4 ATHEAINT-EE,

DT LTS 68 ORI IEDN T, IROIFFHDENE— FONTIMNICA F—T = A
AZFEETEET,
s protect (fRi#) : EF¥ =7 MAC 7 RLADENPR— N THAIINTWAERKBEIZET
Be. BKEE TRES ETHYRBOEF 27 MAC T RLAZHIBRT 52, 77 R L
APEHELIRODED | RAIOFETLT RLAZFRO/ry MIkry7EnEd, &
X2 VT A ERPEZ > TH, a—FlIZiT@EmsnEzti,
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—FEED RS T4 v HIEORE |
B tr2v7i2r

N

G¥)

NZ 7 AR— BT protect JEXE— RERET H Z L IFHELE L £
Hh, REE— N TIE, A= FPREREITEL T e < TH VLAN
DR#EE— RORKBICET D E, TF—=2 I BT =T
0 ET,

s restrict (fIfR) : ¥ =7 MAC 7 KL ADENR— F THAIINTWHRKBEIZET
He KMEE TR ETHIRBEDOEF 2T MAC 7 KL AZHIBRT D0, #FA]7 KL
ABEELIRNNED | RAOKEFEILT RLAZROry Mikaey7asnEd, =
DOFE—FRTIE, EF 2V 7 (BB ELZZ EPNBEMENET, SNMP b7 v 7 HR%EE

SNET, Syslog A vE—UNaX U7 Ih, BRI CZPEMLET,

eshutdown (v v ¥ DY) R —bF X2V T 4EXIEY, /£ F—T A AN
error-disabled |Z72 V) | 7272 By vy v NE T SnET, ZOH L, A— F® LED 23H
ITLET, %27 &A— b error-disabled A7 — b O34 1L, errdisable recovery cause
psecure-violation 72— /N)b 27 4 X2 b —1 a3y avy REANNLTIDOAT— &
figbrd 2 H>, shutdown 33 X U'noshutdown { ¥ —7 =2 A A a7 4 Fal— g 3
~ Y REANLTCFEHTHOA, R—7 M TEET, JiHUL, 774V FDOE—RTT,

: VLAN By T X =2 U T 4 BXE— FEHRET
WHEALET, 20T — N CENBRET DL, A— F2AETIER<, VLAN R
2720 F£9,

o shutdown vlan (VLAN > v R & 7))
Al

errdisable

WOFEIZ, F— b X2 T 42 A F—T o2 ATRE LIS DENRE—
DNWTRLET,

R KO

K3 tEX1)TABRE— FORE

.7|<—

ERE—F |F574Y |SNMP k Syslog Ay |ZS5— Ay [ERADY |R—bD
JYNERE (S TDE | E—CDF |E—CDR |2 DOEM ry hE
1 g g N My

2

protect X X X X X X

restrict X Yes Yes X Yes X

Tx oy R |X X X X Yes Yes

%

shutdown X X Yes X Yes X

vlan 3

BT F 2T MACT FLAZEIRT 5% CRAODEETT RLAEHES 7y b

NRoy7FEnEd,
P XL U4 ENABEREITT L AR TETRE L BA.

=V ERLET,

FERID RS T 1 v Y HIHDERE

AL YFRET— Ay



| R—FrBED ST v HEDOEE
K=t exaurs =y |

3 MRAFEE LT VLAN OB v v & LET,

r—brEXa)T40IT—C05

R EOTRCOEF2T 7T RLVARCZ—V T XA LEFRETDHICIE, K—h X2l
T =V T ERERLET, R—=hI L2004 A4 FTOT—V 0 IR R—FENTWE
T

sabsolute : FRE SN —V 7 XA LORRBKRIZ, A— b EOEXF=T 7 KL ANHIBR
SNET,

 inactivity : HHESHIZm—V L 7 XA LOR, £X 2T T RVADNKT 77 4 7 Thoie
BACRY, K=k EoEx a7 7 RLABHIFREET,

HErEY D
R—brEF2UT 4 2=V T DA R—=T /LB LORE 273—)

TFTIAILEDER—F X)) T 4ETE

RAETIANEDR—b X2 )T 4RE

T RE T4 MERE
T NI = S ) e A—hETT =T
AT AL F—T FLA F—=7 T4 —=T7N

A= H7ZYVDEXF2T MACT RLADE |1,

K

BRE—F shutdown, ¥ =27 MAC T R L AN RE %
EEBE, R—=F"RNv vy hE T LET,

K—r X5y ==L ) FAE—TNT =0T A ALT0

ABT 4w 2= TEIT =T

4 A 71X absolute

R—b X2 T4 DHREFDIEFE

R R R VT A ERETEDOE, AT A v I T/ ERA K= ERF T 7
R—RMIROENET, EFaT K= a¥ AT Iy 7 T7HRAR-MITLHILIFTE
FHA,

X a7 R—F2AAL vF KRAKR—F TFF4% (SPAN) D% — MIT 52 E1ET
FEHAL
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—FEED RS T4 v HIEORE |
B —reraivrionERorEsE

: )

GE) THFEVLANIEITZ7EAR—FTOHYR—FENTEY, &HE
AETH-ATHL T R—FTIEYAR—FSNTWEE A,

« FHEVLAN DR ESNIZA VA —T 2 A A LTR—=b X2 VT 424 F—T VT 5
eI, R—brDORKRExF 27 7 FUATFEEZ 2IZ%E L £ 7, A— k% CiscolP Phone
BT D 85E 1%, IP Phone IZ MAC 7 R L ZAH 1 DB T9, Cisco IP Phone D7 K1 A
I3 VLAN ECEEINETA, 77 EAVLAN ECIIFEEEINETA, 1 HEOPCE
Cisco IP Phone 2845t 3 286, MAC 7 RL ADBEIEIXLESH Y ¥ A, %ﬁiﬁ@ PC %
Cisco IP Phone |Z#565 9 D34, 4 PC L IPPhone IZ 1 DT OFEHATE L L o1, o7k
DEXaT T RUVRAEZRETLLERD £,

c hIZU I R=F"BR—=bEF2 VT THREISN, 7—F N T 7 4 v 7 DT 7 & AVLAN
BEOEFRRINTZ 742707 7EAVLANIZEID ¥ THATWAYA1E, switchport voice
£ X O'switchport priorityextend { > % —7 = A 27 4 Fal— g a<wr RxA
HDLTHERHRIETHY FHA,

Bt EE SR L MAC 7 RLAZBEALCT7 7 A VLANDIP 7 KL A, %7/ VLAN O
IP7 FLADNEIZERTSE, 7Z7EBAVLANETRIP T RLAIZE Y Y THNET,

A B =T 2 A ADHRREF 2T T FVAEZAN LIZL SI2, HrLWVERTHE TOE

O REVWE, ENETHESNTOERH LVMEIC L > T EEXEINET, HLWE
HIEIOEL VNS AV F =T 2 A ATHRESNTNDEF 27 7 FLAEDRH L
LV REWEE, 2~ NERSET,

CAAVFIIAT 4 v F EF2TMACT RLADR— X2V F 4 =20 T hPR—
FLTWER A,

WDOFEIZ, DOR— F_—2RE L EHM OB HR—F X2 U T 41220 TEEHET,

RKER— b Fa)TaEMOR— FR—XEEELDEHE

R— b 24 TE TR~ F DOHEE R— bk 2¥1UTF (1 EDEBM
DTP 4 X— |2 mL

hF 22 K=k Yes

FAF Iy T 7R KRS L

JL—TF v K R— b L

SPAN (55— k Yes

SPAN % e R — h No

EtherChannel Yes

boxyr 7 F—b Yes

B R rEED RS T4 v HIEDHEE




| R—FrBED ST v HEDOEE
f—ktxau7s0mEsE |

R— bk 5 A TEIEHR— +DOHEE R— kX1 T4 EOEMHRMY
iR — b Yes
IEEE 802.1x X — k Yes
7 VLAN 7R— R Yes
IPY—A H—F Yes

FAF v T RUAfRIRT 0 h=L (ARP) | Yes
ALART a v

Flex Link Yes

4 DTP = Dynamic Trunking Protocol

> switchport mode dynamic{ > % —7 = A 2 a7 4 Xal— g a<wy FTHRESH
72— b,

switchport access vlan dynamic f > % —7 = A XA a7 (¥ 2L —I 53 avy N TR
7E Z41 5 Vlan Query Protocol (VQP) H~— bk,

N— MIBRRATREREF 2727 FL22RELET (77 B AVLAN THREZR B F =
TIRT RUADRREIZ 2 #2750 .

R"—bktExa) T4 DERELE

R—bEF2UTA1DAR—TVIEELVEE

458 HHEIIZ

TDOERIZ. R—RNIT IV EATEXART— a2 DO MAC 7 R L AZHIIREB X OGS L
T, A Z—T 2 ZA~DANEHFKILET,

FIEDHE
1. enable
2. configureterminal
3. port-security mac-address forbidden mac address
4. interface interface-id
5. switchport mode {access | trunk}
6. switchport voice vlan vian-id
7 switchport port-security
8. switchport port-security [maximum value [vlan {vian-list | {access | voice}}]]
9. switchport port-security violation {protect | restrict | shutdown | shutdown vlan}
10. switchport port-security [mac-address mac-address [vlan {vian-id | {access | voice}}]
11.  switchport port-security mac-address sticky

R—r8ED 574 vofEnEE [



B ot eFauF 0o rx—TLBEUR

12.

13.

14. end

15. show port-security
16. show running-config

17.  copy running-config startup-config

R— FEED ST« v Y HIEORE

switchport port-security mac-address sticky [mac-address | vlan {vlan-id | {access | voice}}]
switchport port-security mac-address forbidden mac address

FE D
AV RFERETI3 Y B

ATw 71 |enable FiME EXEC E— R& A R—7 ML ET,
Bl e MAT—=REANLET FERINTHA)
Switch> enable

ATFv T2 configureterminal rTa—) a7 4 X2 lb—3ay EB— N2
Bl - LET,
Switch# configure terminal

X w3 |port-security mac-address forbidden mac address FTRTOA E—T A ADR— X2 T 4
Bl - THILT 5 MAC T RLAZFRELET,
Switch (config)# port-security mac-address
forbidden 2.2.2

X Fw 74 |interface interface-id BETHEA A —T oA AEHEEL, A ¥ —T =
i - A AV T4 Xalb—TarT—RERBLET,
Switch (config) # interface gigabitethernetl/0/1

RXF w75 |switchport mode {access | trunk} A B —T oA A AL vFFR—F F— K% access
Bl - FrolXtunk ICRELET, 7740 EF—F

(dynamic auto) DA ' F—7 = A A, X 2T

Switch (config-if)# switchport mode access A—R & LT%E'@% i’@f/\/o

X576 |switchport voice vian vian-id H— h ETER VLAN % A F—7 Lz LET,

51

Switch (config-if)# switchport voice vlan 22

vlan-id : 5 N7 7 4 v 72T % VLAN =5
ﬁ;’b‘ij‘o

B R rEED RS T4 v HIEDHEE



| #—be0 57y HE0RE

A=t tEFa)TFs DA R—TILEIVEE .

ARV FFEREETIVa Yy

E:)

ATy T17

switchport port-security

1 -

Switch (config-if)# switchport port-security

A E=T A ALTR= b EF2 VT 421 F—
T LET,

GE) HEORUETTIE. AA v TF AZ v ID
AUN—R—=FTCHR—F X2V T 4N
B> CTWb &, DHCP 3 LU ARP
Nry hidRuay 7 ENET, Znafii
PRI DITNE, A F—7 =A A Tshut &
no shut 3% € L £7,

ATvT8

switchport port-security [maximum va/ue [vlan
{vian-list | {access | voice}}]]

1 -

Switch (config-if)# switchport port-security
maximum 20

EE) A v H—T x4 ADHKKEXF 2T MACT
RL2ZEARELET, AA v FEHITAAL v F
AR TICRETEDLEF2TMACT RLADH
KEE, AT LATHFAISNTHDHMACT KA
DERFRICE>TREY 9, ZOffIE, HHATHE
72MAC 7 RL A (ZDMD LA ¥ 2 HEERA
H—T A AIHESINTZZDMOEF 27 MAC
7 RLATHAENDEIMACT KL AEET) O
BaFLET,

({£E) vlan : VLAN 4720 O KfEZREL £
KR

vlan ¥ — VU — K& A%, IROWTIOA T =
YEANLET,

evian-list: N7 7 R"R— kK ET, " T TK
Yo 7-#iPH D VLAN, F7213 0 >~ TRU-»
- —3#0 VLAN [2351F 5. VLAN {7 Ok
HZRETEET, VLANZEE L2WEGEE,
VLAN Z & O RMEAMER S E 7

eaccess : 7 /B AR— K ET, 7271 AVLAN
L LTVLAN 5 E L ET,

evoice : 77 A R—F T, ¥FHEVLAN & L
T VLAN Z{5E L £7,

GE)  voice ¥—VU— KNiE, &7/ VLAN AR — b
WCERESNTNT, EHIZFDOR— IR
7 7 2 A VLAN TR WA DR T
T A H—T = A ATEF VLAN %
ESNTWDHEE, EXF 27 MACT R
VADERKE A 2ICERELET,

R—r8ED 574 vofEnEE [
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e NEED R T 4 v HEORE |

ARV FFEREETIVa Yy

S

ATvT9

switchport port-security violation {protect | restrict |
shutdown | shutdown vlan}

1 -

Switch (config-if)# switchport port-security
violation restrict

B R rEED RS T4 v HIEDHEE

FEE) ENT—FE2RELET, ¥V T 18
RKWNFELTGEIL, WOWTIDOT 7 v ak
FITLET,

s protect : "—h EX 2T MAC 7 KL RAD%
DR— N THAIENTWERKBEIZET D
L. KKMEE TRIAETHSREDOEFx 2T
MAC 7 F L A ZHIBRT %7 #FA7 FL A%
LI RWVIRY | RHIDEFEILT RUALEF
Oy MERey7EnEd, EX=2U7 4
ERXPEI > TH, 2—FIZT@EmESnEt
Ao

GE) Koo R— b BlICR#EE— 23R
ET D LIHEETE S A, Rl
T FTIE, e FREAREICEL
T < Th VLAN NME#EE— FD
EREICET 2. 5—=L IR 4
=T R ET,

o restrict : TX¥ =27 MACT L AEMNAR— T
T EN TV DI AREICEE L= 5a . R
EEILT RLAOARyy NI Ry 7FanE
T, BEX 2T MACT L 2% EREY 70
2T DD, FRTEDT R ADRKE A1
RIRWVRY | ZoREE KX £9, SNMP k
T TREE SNET, Syslog A vE—URE
X7 SN, BRI ET,

o shutdown : EX N EETDHE, AV F—T =
A A7 error-disabled (272 ¥ . "— k@ LED /®
HITLET, SNMP k7 v 7N EESET,
Syslog A v E—UaF¥ o 7S, EX Y
AL ET,

« shutdown vlan : VLAN B/ Ct %= U 7 1%
KE— REHRETIHEOIHEHLET, 20
E— RCERDFEET D L A— FEETIER
<. VLAN 7? errdisable (272 V) £,



| R—FrBED ST v HEDOEE

A=t tEFa)TFs DA R—TILEIVEE .

ARV FFEREETIVa Yy

E:)

GE) EBF¥ =7 F— b2 error-disabled A

7 — h DAL, errdisable recovery
cause psecure-violation 7 =7 — 3/l 2
Y74 Falb—varavr REA
HLT, ZOAT— M bEE S
LT EMTEET, FEITHUAS 11—
TIZT HIZIE, shutdown 35 KXY

no shutdown ¥ > % —7 = A 3
T4 FXal—varavr KeEAR
$ 570>, clear errdisable interface vlan

W EXEC a~> READLET,

ATy 710

switchport port-security [mac-address mac-address
[vlan {vian-id | {access | voice}}]

1 :

Switch(config-if)# switchport port-security
mac-address 00:A0:C7:12:C9:25 vlan 3 voice

UEE) A B —T x4 ADEF2TMACT N
AEANNLET, Zoavy REFEHATHE. K
HOEX2TMACT RLAZ AN TXET, BE
L7-EFxF 27 MACT RU AR L v D70

A BYDOMACT FLAETEMICEE ST,

GE) Zoavwry ROANKRIZAT 4 vF—
S T EAR—TNCT D e, B
LB SNt X 2T T RLARR
T4 yF—EXaT MACT RLAIZE
SN TEITay T4 Falb—varic
BNShET,

(EE)
B

vlan ¥ — U — F& AJ1t&, ROWTNHDOLT T =
YEANLET,

evian-id : N7 BR— T, VLANID BXO®

MAC7 KL AZEET&£4, VLANID %5
ELZWGAE, X147 47 VLAN BMEH I
*9,

eaccess : 7 VB AR— K ET, 727 1AVLAN
& LCVLAN Z#fE L7,

vlan : VLAN %720 O KREZHRE L E

evoice : 7 /A KR—F ET, FF VLAN & L
TVLAN 8 ELE T,
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B o rerivriorr—TnesLvnE

R— FEED RS 74 v o fEORE |

ARV FFEREETIVa Yy

S

G¥)  voice X¥—U— KX, %7 VLAN I AR— K
WICBRESNLTWT, SHIZEDR— MR
7 7% A VLAN TRWGADHAHT

T, A B —T = A AIZHEF VLAN H33%
ESNTWDHE, EX =27 MACT R

VADR KA 2 ITRELET,

X Fw 711 |switchport port-security mac-address sticky EE) A2 —T 2 A ALTAT 4 vF T7—=
i - YT HEARX—TNMILET,
Switch (config-if)# switchport port-security
mac-address sticky

R w712 |switchport port-security mac-address sticky EB) AT 4 vF¥F—EFa2T7 MACT FL 2%

[mac-address | vlan {vlan-id | {access | voice}}]

1 -

Switch(config-if)# switchport port-security
mac-address sticky 00:A0:C7:12:C9:25 vlan voice

B R rEED RS T4 v HIEDHEE

AS L, MEREEL T2~ RE#RYIRLET,
RELTZEF 2T MACT RLZADENRRELD
DI NEA. D OMACT R L A XEIICEE &
NTAT 4 vFxF—¥x=2T MAC 7 R L R|ZZEH
SN, Effar 74 Fal—y g lBmEnE
7T

G2 Zoa<wrFOANENIAT 4 vF—
F—= T X =TI L7 e, =
T— A vbE—UNRERINTRAT 4 v
F— X227 MACT FLAZ A TX
FH A,

(f£&) vlan : VLAN Y4720 O KEEZHRTE L E
j‘o

vlan ¥ — U — F& AJ1t&, ROWTNHDOLT T =
YEANNLET,

evian-id : N7 R— T, VLANID BLO®

MAC7 KL AZ$EET& £4, VLANID %5
ELZWGA, X147 47 VLAN BMEH I
9,

eaccess : 7 VB AR— K ET, 7271 AVLAN
& LTCVLAN Z#fE L £,

evoice : 7 /A KR—F ET, FF VLAN & L
TVLAN 2 8ELE T,



| R—FrBED ST v HEDOEE

R— bk tFa1U74 I—Srvoqx—IniessviE ]

ARV FFEREETIVa Yy

E:)

G¥) voice ¥ — U — KX, &7 VLAN AR — k
ICRESNTNT, EIHIZEFDOR— RN
7 27 A VLAN TRWIEEDAHRALNT

R

ATvT13

switchport port-security mac-address forbidden mac
address

1 :

Switch(config-if)# switchport port-security
mac-address forbidden 2.2.2

BEDA LV E—T 2 A ADR—F BF 2T 4T
145 MAC 7 FL2&2#E LET,

ATv 714

end

1 :

Switch (config) # end

4 EXEC £— FIZED £,

Z 5 715 |show port-security AN EFGRLET,
11
Switch# show port-security

A7 716 |show running-config AN ZERERLET,

51

Switch# show running-config

ATy I

copy running-config startup-config

1 -

Switch# copy running-config startup-config

EE) arv74Xal—Yary 774 MCRE
AR LET,

R—b X274 T—D07DAXR—TIVEEELVETE

COMEEAFEHT AL, MEOTEXF 2T MAC T RLRAZFEITHIRLARLS TH, X7

R— F EDOT A 2 EHIBRB LB,

¥4, EXa2T7 7T RL2AOZ=—2 0 7,

i'@’*o

RBINOR— K EOEF 2T T FLAEAHIRTE
A= MR CAR—=TNEITT 4 E—TNICTE
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FlaD#EE
1. enable
2. configureterminal
3. interface interface-id
4. switchport port-security aging {static | time time | type {absolute | inactivity}}
5. end
6. show port-security [interface interface-id] [address]
7. show running-config
8. copy running-config startup-config
F gD 48
ARV RFERERTOVa Y ]3]
AT 71 |enable it EXEC E— R& A 2 —7 VT LET,
i NAU—=REANLET ERENELHE) .

Switch> enable

ATvT2

configureterminal

1 -

Switch# configure terminal

Juau—)ary7 4 Xal—ay T— NELG
L/iﬁ—o

ATvT3

interface interface-id
fil

Switch (config)# interface gigabitethernetl/0/1

RET DA B =T =4 AEFHEL, AV F—T =
A AT 4 Fal—rarT—FEBBLET,

ATvT4

switchport port-security aging {static | time time | type
{absolute | inactivity} }

1

Switch (config-if)# switchport port-security aging]
time 120

B R rEED RS T4 v HIEDHEE

X 2T K= RNDRET 4 v ) Z=T T A F—

TNVERERFT =T LET, Fhhiz—T

T ZALREA T HERELET,

GE) AA v FIX, AT 4 vF— X227 TF
LADKR—F X2 T4 2=V T %
PHR—=FLTWVEREA,

TDOR— NI, AT 4 v TICRESNT=EX=2T
T RVADZ—T 0 T =T WZT BEATL.
static *x AJJ L £79,

timelZlX, ZOR— D= T XA LEBHREL
F9, AR R, 0~ 1440 53T,

type [Z1X, ROF—TU—RFOWFT 01 DZEIERL
ij‘o
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R— bk tFa1U74 I—Srvoqx—IniessviE ]

AU RFERETIVa Y

B8

«absolute : (£&) =— 07 ¥ A T hHoxto—

VT ELTRELEY, ZOR—FDEF=
T T RUVAEIT T, FEE LR (G HLAD)
RS 5 EWIREINICZ2 D BEX a7 T R
A YA RDOLHIBRSIVET,

s inactivity : ((LR) =— Y7 XA T%IET 0

TAT =V 7 ELTRHRELET, BESN
7Ztime M2 T EELT FLAMLLD
T—H NTT 4w 7 NRWEARIZRY, 0
R—=FrDOEX2T7 7 RLUARHRTINIZARY F
7T

ATy 75 |end FikE EXEC £ — RICR Y £,
f
Switch (config) # end
R 7 6 | show port-security [interface interface-id] [address] AN EHR L E1,
fl
Switch# show port-security interface
gigabitethernetl/0/1
A7 77 |show running-config AN ZfEBLET,
f
Switch# show running-config
Z v 78 | copy running-config startup-config EE) av 74Xl —vary 774 VICERESY

1 -

Switch# copy running-config startup-config

RIFLETS

EELEY D
Kk EFal)F g oDy

(19 ~—2)
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B =+ erav7comEs

R—bk X)) T 1 DEREH

WL, R—FETHR—b X2V T 024 F—T ML, ¥XaT 7 RLADOKRKEZ 501
RETHHZ TR LET, EXET—REIT 74NV ETT, AXT 497 BXF2T7 MACT KL A
IREET, AT 4 vF— T—=2 T FA F—TNTT,

Switch (config) # interface gigabitethernetl/0/1

Switch (config-if)# switchport mode access

Switch (config-if)# switchport port-security

Switch (config-if)# switchport port-security maximum 50
Switch(config-if)# switchport port-security mac-address sticky

WIZ, R—FDVLAN3 FICAZT 4 v 7 EFXF a7 MACT RLRAZRET AW A2 RLET,

Switch (config) # interface gigabitethernetl/0/2

Switch (config-if)# switchport mode trunk

Switch(config-if)# switchport port-security

Switch (config-if)# switchport port-security mac-address 0000.0200.0004 vlan 3

wIZ, R—=FDAT 4 vF—R—bFEFa2 T 424 RF—TNCTEHERLET, T—X
VLAN B XU 7 VLAN D MAC 7 RLAZFEITHREL, X =7 7 FLADOKREE 20 12
HELET (F—% VLAN (2 10, %75 VLANIZ 10 #E(9 4 TE9)

Switch (config) # interface tengigabitethernetl/0/1

Switch (config-if)# switchport access vlan 21

Switch (config-if)# switchport mode access

Switch (config-if)# switchport voice vlan 22

Switch(config-if)# switchport port-security

Switch (config-if)# switchport port-security maximum 20

Switch (config-if)# switchport port-security violation restrict

Switch(config-if)# switchport port-security mac-address sticky

Switch (config-if)# switchport port-security mac-address sticky 0000.0000.0002

Switch(config-if)# switchport port-security mac-address 0000.0000.0003
( ) # switchport port-security mac-address sticky 0000.0000.0001 vlan voice
( ) # switchport port-security mac-address 0000.0000.0004 vlan voice
( ) # switchport port-security maximum 10 vlan access
( ) # switchport port-security maximum 10 vlan voice

Switch(config-if
Switch (config-if
Switch (config-if
Switch(config-if

BErEY Y
R—hEF2U7 4 (16 3—2)
R—b X2V T 1 OAF—T LB LORRE
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JAFaJL R =L TATFHITY

Y

AA o FWT RU AR~ v k= (ARP) F7=iEdlE N> hT7 7y R&ns &, CPUD
EWERARIZEY CPU DA ——a— NRREAETHREEENH Y 3, 508X, &
DEITEAELET,

o 7o FanfE Ty NBZESNT, XANN—DOENR ey 7 Snd iz, v—T 1
YT Ta NavnN T Ty I TEHEERHY T,

e A=Y Y —Fr han (STP) 7V vy 7u bhajsy—F 2= (BPDU) »®
EZEINRNWE®, STP BHNK L ET,

s CLINEL R IE L7 72 £97,

Juhal A h=bTuTrvarEffTLE Nry o7 u— L= DO ERLEVE
ZIEEL T, fl#Ary bpREsns v— bl cE £y, vAR—bha3nd 7 e han
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vy A E—Fy N =TT a ha) (IGMP) . BLOIGMP A X—E > 7 CTF,

Rry hOL—IRERENTZLEWVEERBZ D &, AL v FIIRESNTR—MIERELE
TRTORINTZ 747 %30 ey LET, Xy b b— MRAFEFHIIS, HERY
Blx7o ba A =L FaT s g UREEBRTSLET,

KRN RRENVELRGAE, ABFR— N &2 FH) T errdisable |2 L, & DIRMER— F DT
TOHERBIN I T4 v/ 270y TEET, £, FEITHRER— b2 A X—T M LTED
AR — SO HENEHA 12— 7 LD BREREZHRETHZ b TEET,

GE)

I L7237y MiE 2 OB FOBER— MIBWT Fry 7EET,

RBR— DT — F ¢ —7/{kix. EtherChannel A > % —7 = A A & Flexlink 1 > % —
T x A ATV R—FEINFEFTA,

FIOAILEOTORIILRA—L TATFHIS 3 VNDERTE
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JOROIL R N—=—ALTOFHS 3 DHFTERE

JAOFIAN R =L TATIL3ODA —TILE

FIRDOHE

FIRD

enable
configureterminal

errdisable detect cause psp
errdisable recovery interval time
end

NooakwnN-=

psp {arp | dhcp | igmp} pps value

show psp config {arp | dhcp | igmp}

ARV KRFERERETY Va3 Y

E:)

AT 71 |enable Fi#E EXEC E— F& A X2 —7 /M LET,
{5 e NMAT—RKEANLET (ERInHE) .
Switch> enable
R 7 2 | configureterminal Ta—\)ar7 4 Xal— gy B— N2
1 - LET
Switch# configure terminal
A7 73 |psp {arp | dhcp | igmp} pps value ARP, IGMP, F72/ZDHCP (ZxfLCTFu k=L &
i - h—A7uarrarewRZELET,
. . value (21X, 1B O/~ MDD L& \VWMEE
Switehlconfis) f pep dhep pps 33 ELET, FIT 4y BRIOMEBLS L, Th
hajy A h—An7arsvaryPNEHInEd,
HPITEY 5 ~50 N7 » BT,
AT 7 4 | errdisable detect cause psp EE) Yo bharv A =L aTr a0

1

Switch(config) # errdisable detect cause psp

errdisable fH % 4 2 — 7 VI LET, T OREREN A
F—T NI B & AR — b A errdisable (272 V) F
T, ZOBENT 4 E—T b L, TOR— b
X, A— b % errdisable (IR L= v b &
Fey 7 LET,
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B soranxr—sTossvaor=sysy

R— FEED RS 74 v o fEORE |

ARV RFERETIVa Y

B8

X T 75 | errdisable recovery interval time (f£E) errdisable DRAER— SO HEY Y 3 U B
Bl - BN TR IE L FE T, (AER— k723 errdisable D
A, TOREMEBRE D &AL v FITHBAICY B
Switch VLT, FHETE %I 30 ~ 86400 T,
A7 w76 |end HrME EXEC E— RNIZEREY 97,
1 -

Switch (config) # end

ATy T17

show psp config {arp | dhcp | igmp}
fl

Switch# show psp config dhcp

AN B LET,

JAMIILN AR ML TATFOOIOODE=ZSRYG

avy kR B8
show psp config {arp | dhcp | igmp} AN BEEHRLET,
> I
ZTDDSEER
MIB
MIB MB®D'Y >4y
RKYJ—ATHR—=FTDHT|BIRLZTT v 74 —2A, CiscolOSV V—RA, BIOT 4 —
~T o MIB F¥ By MIETAMIBZBEL T Y ra— RTBHIZiE, K

@ URL |23 % Cisco MIB Locator Z{# L £,
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