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mac-address forbidden 2.2.2

TRTCOA v F—T A ADKR— k&
X274 CEILT 5 MACT LA
wHELET,

ATvT4

interface interface-id

1 -

T34 A (config) # interface
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switchport port-security [mac-address
mac-address [vlan {vlan-id | {access |
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(EB) A F—T A ADEFaT
MACT RLVRAEZ AN LES, Zoaw
YREFEHTLE, KRKEOEX 2T
MACT7 RV AZANTEET, EL
7=E¥ 27 MAC 7 KL AW A K
DDIRNES. FRD DO MAC T R LA
FEIRICFE S ET

G¥) Zoavwry ROANKIZA
TAvF— T—=2 T A
R—=TNMITH L BIICE
BEN®X2T 7 RLUAR
AT 4 v ¥ —TF 2T MAC
7 R AL SN TRT=
U7 4 Fab— a3 ITEN
ShET,

({f£&) vlan : VLAN %4729 O K{E
EERELET,
vlan ¥ — U — K& A1k, IROWTH
MWOFT a2 AN LET,

e vian-id : N7 7 I"— F T, VLAN

IDBLUIMACT RLAZFRET
& ¥9, VLANID Z#87E L7235
A&, AT 4 7 VLAN ME Sh
7,

s access : 77 A R— KT, VLAN
77 AVLAN & LTHRELE
7,

e voice : 77 & A R— T, VLAN

TR VLAN & LCTHELET,
GE)  voice ¥—U— NI, &5
VLAN 237K — MMZFRE ST
WT, ELIZEDHR—MRT
7 2 A VLAN T2 5GH O
HNTT, A Z—T AR
IZH 7 VLAN SRR E S AU T
LY. BEX 27 MAC 7 R
VADRRIEZ 2ITHRE L E
RS

B R rEED RS T4 v HIEDHEE



| R—FrBED ST v HEDOEE
HK— bt tFau 701 2—IntsLvEe ]

ARV RFERRTIa Y E:)

ZFw 711 |switchport port-security mac-address (EE) A F—7 A A LT
sticky FUYX T T A =TT L
il =7

T /3A A (config-if) # switchport
port-security mac-address sticky

X w712 |switchport port-security mac-address EE) AT 4 vx— EBXx=7 MAC

sticky [mac-address | vlan {vian-id | 7 RLAEZAN L, SEAREE T =

{access | voice}}] vV REHBVIELET, BRELLE

- F 27 MAC 7 R L ADEMF AR L
DDl nEE. Y O MACT FLZ

T /3A A (config-if)# switchport HEIMICFEE INTRAT 4 v F— &

port-security mac-address sticky 8 - 7R ==z

00:A0:C7:12:C9:25 vlan voice ilT MAC\‘T Rzl Tﬁéﬂ‘ >
fTar74Xalb—ra U BMEn
iﬁ‘o

GE) Zoa~vy ROABFHTA
TAYX— T == T A
F—=T N LN E, =T —
AvE—UNRFRINTA
T4 vF—FF2T MACT
RLAZANTEERA,

({£&) vlan : VLAN %472V O & Kl
ERTELET,
vlan ¥ — U — F& AJit%, IROWVTH
NOFTarE AN LET,

e vian-id : 877 I"— F T, VLAN

IDBLURMACT RLAZFRET
Z %9, VLANID Z#F57&E L7225
A, AT 4 7 VLANMEH Sh
e

e access : 7 7 A R— KT, VLAN
77 AVLAN & LTHRELE
77,

e voice : 77 & A R— KT, VLAN
T VLAN & LCHELET,
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B ot rex2u70—vrr0x—TntssUER

R— FEED RS 74 v o fEORE |

ARV FFEREETIVa Yy

S

GX)  voice ¥—VU— NI, %75

VLAN 3R — MIERE ST
WTC, EBIZFDR— BT
7 % AVLAN T2 W GA DI

T,

ATy 713

switchport port-security mac-address
forbidden mac address

&1

T /3A A (config-if) # switchport
port-security mac-address forbidden
2.2.2

EDA LB —T 2 ADFR— 1 &
¥2 U7 ¢ THIET 2 MACT KL
FHETLET,

ATv 714

end

1 -

T /XA A (config) # end

HikE EXEC E— RIZREY £,

ATy 715

show port-security

51

F A A# show port-security

AN Z B LET,

ATv 716

show running-config

1

7 /3A A4 show running-config

AN B LET,

ATv 11

copy running-config startup-config

1 -

FINA A # copy running-config
startup-config

EE) =27 4Fal—ar 77
AIVICREERIFELE T,

R"—bk %2

)T 4 T—O00DAFR—ITIESLUVETE

COMEEAFHT AL, BMEOEXF 2T MACT RLAZFETHIRLARLS T, X a7
RN— b EOFT A ZZHIBRBLIOEML, BB OR—FEOEX2T 7 FLAEEFIRTE
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| #—be0 57y HE0RE

R— bk tFa1U74 I—Srvoqx—IniessviE ]

¥, BEX 2T T R RO =0 7%, AR— FETTTCA X —TNVFEZIET 4 B—T LI TE

£,

FIE

ARV RFERFTIVaY

=)

ATy T

enable

1

5 /A A> enable

¥itE EXEC E— FE A LET,
e NATU—REZASNLET EREN

=%8) .

ATvT2

configure terminal

1

/A A# configure terminal

Ja—nR_) a7 4 F¥al— gy
E— FEBBLET,

ATvT3

interface interface-id

1 -

T /3A A (config) # interface
gigabitethernet 1/0/1

BETHA L E—T oA AEEEL, A
VHE—T 2 Af A AT 4 Fal—3
v E—FRERMBLET,

ATvT4

switchport port-security aging {static |
time time | type {absolute | inactivity} }

1 -

/34 X (config-if) # switchport
port-security aging time 120

YXaT R hNORIT (v ) =
VT A R—TNERITT =TT
LET, FREF—U 07 21 L4
AT HRELET,

GE) AAvFiE. AT 4 vF—t&
F¥a2T7 T RLADOAR—K &
X274 2=V T EY
A—hFLTWERHA,

ZDR— NI, AXT 4 v ITREST
X a7 T RL A — T A
F =TT BHEAEL, static Z AL
\ij—()

time \ZlX, ZOR—+ O=Z—2 7 X
A LERELET, fBETE 28T,
0~ 1440 73 T4,

type (Z1%, IROF—T— ROWT I
1 DZERNLET,

s absolute : ((£5) =— 7 ¥ A
Taf T — T L TRELE
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B ot rex2u70—vrr0x—TntssUER

R— FEED ST« v Y HIEORE

ARV RFERETIVa Y

B8

T, ZTOR—brDEF2T T N
ANET T, FBE LT-REE (08
L) MRGET 5 IR |
tX 27 T RLRA UZR MBI
EnET,

s inactivity : ((LE) =—Y 7 4
ATEIIT VT 47 2= Tk
LCEELET, fHEINT time
WFPIZE X 2 T EETLTT RLUAD
DT —H NTT 4T NIRN
BIZRY, ZOR—bDEF2T
7 R U ARHIRRGIIZR D £,

ATy Th

end

1 -

F XA A (config) # end

HekE EXEC £— RIZR Y £,

R T v = 6 | show port-security [ interface interface-id] | A\ J) il LU £ 4,
[address]
{5
7 /3A A# show port-security interface
gigabitethernet 1/0/1
25 77| show running-config A %R LET,

1

7 /3A A# show running-config

ATvT8

copy running-config startup-config

1 -

7 /34 A# copy running-config
startup-config

EE) =274 Fal—ary 77
ANVICREZRT LET,
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| R—FrBED ST v HEDOEE
f—ttxau74omEn [

R— bk X)) T 1 DEREH

WIZ, R—FETHR—bF X2V T 024 F—T ML, EXaT 7 RLADOKRKEZ 5012
RETHHZ R LET, EXET—REIT 74V ETT, AXT 497 X227 MACT KL A
HREET, AT 4 vF— T—=2 T FA F—TNVTT,

T /3A A (config) # interface gigabitethernet 1/0/1

F A A (config-if)# switchport mode access

T /3A A (config-if) # switchport port-security

T /3A A (config-if)# switchport port-security maximum 50

T /3A A (config-if)# switchport port-security mac-address sticky

WIZ, W—FDVLAN3 RICAZT 4 w7 EFXF 27 MACT RLAZRETHHE R LET,

7 /5A A (config) # interface gigabitethernet 1/0/2

T /34 A (config-if)# switchport mode trunk

T /34 A (config-if)# switchport port-security

7 /31 A (config-if)# switchport port-security mac-address 0000.0200.0004 vlan 3

KIS, R=bDAT 4 v X —=HF—=br X2 VT4 2/ =TT PR LES, T—X
VLAN B X U7 VLAN D MAC 7 RLAZFEICTHRTEL, BX =7 7 RLADOKRE%E 20 12
HELET (F—% VLAN (2 10, %7 VLAN (210 &0 4 TET)

T /3A A (config) # interface tengigabitethernet 1/0/1

FINA A (config-if)# switchport access vlan 21

T /3A A (config-if) # switchport mode access

T /3A A (config-if) # switchport voice vlan 22

T /34 A (config-if)# switchport port-security

T /34 A (config-if)# switchport port-security maximum 20

7 /3A A (config-if)# switchport port-security violation restrict

7 /3A A (config-if)# switchport port-security mac-address sticky

7 /31 A (config-if)# switchport port-security mac-address sticky 0000.0000.0002
T /3A A (config-if)# switchport port-security mac-address 0000.0000.0003

FINA A (config-if) # switchport port-security mac-address sticky 0000.0000.0001 vlan voice

T /3A A (config-if) # switchport port-security mac-address 0000.0000.0004 vlan voice
T /3A A (config-if) # switchport port-security maximum 10 vlan access
T /3A A (config-if)# switchport port-security maximum 10 vlan voice
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ZOFY 2 —VIEH I TV OO A MRBE L, SHERTR— S Tns Y J—2
DY A FEERT D5 E1E, ZOEY 2 —/LVORKIZH HEEFEROEZLZML TIEIN,
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| R—FrBED ST v HEDOEE

Foran X k—bFaorsoavicEd stEs ]

JORaOJJI R =LA TAFHS 3 IZEAT AER

JAFaJL R =L TATFHITY

Y

AA v FMWT RU AR~ b=z (ARP) F7=iEdl# Ny hT7 7y R&nsd &, CPUD
EWEARIZE Y CPU DA —_—a— NRREAETHRREENH Y 3, 2o 0fMEX, &
DEITEAELET,

o 7o ATy NBZESNT, XANN—DOENR ey 7 SndieH, v—T 1
YT Ta NavnN T Ty I TEHEENRHY T,

e A=Y Y- han (STP) 7V vy 7u bhajsy—F 2=v  (BPDU) ¥
EZEINRNWE®, STP BHNK L ET,

s CLINEL R IE L7 72 £,

Juhal A h=bTuTrsvarEffTLE Ny o7 u— L= DO ERLEVE
ZEEL T, fl#ATry hpkEsns v— a2l cE Ed, vAR—bhand 7 e han
IZ. ARP, ARP A X—¥ 7 Dynamic Host Configuration Protocol (DHCP) v4, DHCP A X —
vy A E—Fy N I—TEH T a ha) (IGMP) . BELOIGMP A X—E 7 TF,

Rry hOL—IRERENTZLEWVEERBZ D L. AL v FIIRESNTEZR—MIERELE
TRTORINTZ 747 %30 ey LET, Xy b b— MRFEFHIIS, HERY
BAlx7o ba A =L FaT s g UREEBRTSHET,

KRN RENVELRGAE, ABFR— N &2 FH) T errdisable 12 L, & DIRMER— F DT
TOFERBIN I T4 v /270y TEET, /o, FEITHRER— b2 A X—T M LTED
AR — SO HENEHA 12— 7 LD BB AR ETHZ b TEET,

GE)

I L7237y MiE 2 U FOEER— MZBWT Fry 7S ET,

RBR— DT — F ¢+ —7/{kix. EtherChannel A > % —7 = A A & Flexlink 1 > % —
T x A ATV R—FEINFEFTA,

FTIOAILEOTORIILRA—LTATHIS 3 VNDERTE

o ha)N A=A TaT I al I T I AN N T =TT, IR A F—T NI
RHE, AER— OB AN URT IV NTT 4 =T W0 £9,
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JOROIL R MN—=—ALTOTFHS 3 DHFTERE

JAFIAN R =L TATIO3ODA—TILE

FiEg
IV N3 i = A7 = B
AT 71 |enable Mg EXEC E— R& AT LET,
1 - e NAU—RZANLEST ERSh
%E) .
734 2> enable
R 7 2 | configure terminal Ja— )L a7 4 FX¥al—a
15“ : :E— F‘%Eﬁﬁébi‘a—o
T /3NA A# configure terminal
AT 73 |psp {arp | dhcp | igmp} pps value ARP, IGMP, #72(X DHCP |Z%f L T~/
i - SRS VI N N = b A IV i e
}:’_._E‘ Lij‘o
T /3A A (config) # psp dhcp pps 35 value \Z1%. 1 %9\&;)7‘: D DIy b;ﬁ@
LEVWVEZEELET, P77 407N
COmE#ELZLE, T han A b—
AruTrrvarnEfanEd, &
PHIZfRD 5 ~ 50 X7 » F T,
X 7 4 | errdisable detect cause psp EE) e hba) A h—b FTasry
i - = O errdisable fi & A K — 7 LI
LET, ZOWEENRA R—T WD
/34 A (config) # errdisable detect =N AR AR — b 23 errdisable (272 1) %
cause psp T, ZOMEENT 4 B—T NI B L.
FOR— FiE, ~— k% errdisable |2
FTICHBE LNy M Ray 7 LE
7
X v 7 5§ | errdisable recovery interval time (f£E) errdisable DAER— O HH)
Bl Y /8 Y R 2 DR CROE L £, M
TR — k28 errdisable DA, Z DR
S84 R PRE D E AL v FITEEBRICY BN
L7, fEE T 2% 30 ~ 86400
o,
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B -

T34 A (config) # end

AT w 77 |show psp config {arp | dhcp | igmp} AN =R L ET,
1 -

7 /34 A# show psp config dhcp

JAMIIN AR ML TATFIOIODE=ZSRYG

av U R B#
show psp config {arp | dhcp | igmp} ATNEEHERLET,

ZTDDSEER
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~T o MIB Fy¥ by MIETAMBEZELTHF Y a— KT 5121%, &

@ URL 124 % Cisco MIB Locator 2/ L £,

http://www.cisco.com/go/mibs
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