DNS-AS Z &/ L 7= AVC DEXE

- BEEfE M ooMmEE (1 =)

« DNS-AS Z{#i [l L7= AVC (BT A RS (1 2—2)

« DNS-AS Zffi [ L72 AVC Ol FHIL L OHTA T4 2 —)
« DNS-AS Z il L72 AVC IZD2W\W T (22—Y)

« DNS-AS Z{#i [l L7= AVC D% E L (8 =—)

« DNS-AS Z{# ] L 72 AVC DA (23 2—)
*DNS-ASZFEHLICAVC D N T TNy a—FT 47 (27 3—2)
« DNS-AS Z i /i L 72 AVC ORe/EE R L OME#R (28 ~—)

HAE IR R D HERR

THHAOY 7 R =T VY —ATHE, ZOFEVa— L THAIND TR CTOBENYFR— hX
NTWD LIIBRY EH A, BOTOMBRERE S LOEEIZO WU, HT57 7 v 74— 4
BEIRXY 7 =7 U VY —AD BugSearchTool 5L WY UV —R /— hE2ZH LTI EE0,
ZOEY 2= /VTRHB SN TV OEREOFEMZ R L, FHEEN T AR— S Tns U U —=
DU A NEWHRTIHAET. ZOFT 2 —LOKRKZKIZH DEEBTROFESHM LTI,
TTy "7 A= LD R BRIV A2 VT b 2T A A=V OVR— MNIET L ERE
59 %11, Cisco Feature Navigator Z-f# ] L £3°, Cisco Feature Navigator (213,
http://www.cisco.com/go/cfn 7257 7 B A L £9, Cisco.com DT BT MILEH Y XA,

DNS-AS Z{#F/ L 1= AVC ICE8 9 SRS H

« DNS-AS Z{fi 9% 7-%IZ. Cisco ONE for Access Z A LT 5,
eI F LAY AL vF (MLS) @ Quality of Service (QoS) NENI72>TW5,

* DNS-AS Z il L7z AVC #8202 T DRI, MR DNS — SNIZ T —F ZHEFF L T
D, BIEFRETH D,

*DNS-ASZ 7A TV ERKRA NGB EINDE 74TV — KNV 7T v T EREAX—E
TT&E D,

DNS-AS # {5 L - AVC DERE
|


www.cisco.com/go/cfn
http://www.cisco.com/c/en/us/products/software/one-access/index.html

DNS-AS %/ L= AVC DEEE |
B ons-as @R L AVC ORIBBES S UHA K512

*DNS Ty hDOuFX 7 e AR =YV ZfEFEIZFATT 5720, service-policy input =~
VREEHLTA =T 2 AR == v T2 TV D,

DNS-AS #{#FFH L1-AVC DHINEBEL L UVUHA FS14 >

c T FU—KR Ny I T v T OIRNFHR—FEINTWET,

2BDDNS b= HYR—=FrINFET (T2 VA —"—DFE) . 1 BN T T4~
DNS =30 £ 9 1 AENREHI XY DNS — LR snEd,

cIPVOITH AR — F SN TVEEA, AAAZER, BILUIPV6DNS Hh— NI H AR — F ST
EFHEA

*DNS-AS ZfEf L7~ AVC X, WA L X —T 24 A LD ASIHF R TOHYHR—FENT
W7,

» Virtual Routing and Forwarding (VRF) (%4 — F I THEHA,

« TCAM (Ternary Content Addressable Memory) (25895720, A VT 47 T—T )b

WD DNS-AS 2 L7 AVC 77V &r—3 a2 i3 KT 300l £ TIlod 25 2 L 2R
T, 77V r—varzZBNT25ZLI2X>TTCAMIZED X 9 IZRET Lo
T, ZDZED IDNS-ASZHHLIZAVC DO h T TNV a—T 407 OHEHEZBRLT
<TIEEW,

DNS-AS ZfEFH L 7= AVC [ZD LT

BEHTEXD Y —ALLTDORAAL Y x—h A5 5 (DNS-AS) H§REZ 48] L 7= Application
Visibility Control (AVC) (DNS-AS #ff L7= AVC) 1%, ffENOE#Exy NUV—2 7
7 4w 7 OB &P EERIET S b SN TR AR L E T, it JIBo KA Az
*UCHERBLD & % DNSH— NI S ok y NT—7 A 2T =2 235 Z & Tirbi,
TV r—va rE#INL, Y—EXME (QoS) Lo THSETA NI 7 4 v 7 EBSGFHELT
W72 AR Y > —%i#H L, Flexible Netflow (FNF) [k~ T, 77V r—a U fEREEMRL
THERa L7 X AR— R LET,

ZOBEREITLIT 25 L £,
TV = a Ot T 7Y =y a oM AR ESEET,

DNS-AS A B = A ATEREZAX—E 7 LET, ZIlix, CPUEKNRIOT —7 R
Ty b AART gy (DPD) IIMEHY EHA, T T 4 v 7 O4FEIE. DPI TidZ
<, DNSERIZED LD THDHIED, ZOWEEITRYy hU—2 T 7 4 v 7 REE{ES
NTWaYF AL TWVET,

c AZT—HERHE) TV r— g BT AERAEH L ET,

. DNS-AS Z{&EF L 1= AVC DERE



| DNs-AS %fEF L 1= AVC DEE
DNs-as x A L7- ave oz ]

Xy NU— 7 BRI T a ST A TE L0, BENEREO LS ICEELE T, T
T4 DO ACOFREIZED LT, %y NU—INOXKERT 7 r— 9 3 _TI
T oEHRE AT TEET,

—IEH VO RARRAAL L T Y= a BRI LR —ar ke —F5 % #H
L/\iﬂ—o

ZOREREIT., B R FTRERBEFED 7 ) I[GEA = AL EIEA LT, MR —
L UTHRE T 2 L O IO — /L DNS B — a2 A%z L, 77U r— a9 U588
BHAT L X2 —FF A X Ry NT—ZHNDDNS-AS 7 547 > MRS EE T,

BT 7B AR LOME 2 =T R=2D7 Fun—FIIRO L FER R L £,

COKREIX. Ry U= T FRIZHY., 777 FOFTAEE TRV EW RIS
YPR—FLET, ZOHESL. ZNHDT /A ZTKH L TEHEBIBZITA R TS, 1~
F—Fy FEBL TRy NU—27 T A&HETEET,

DNS-AS Z#{£f L 7= AVC D&

Tuv AL, Fy bT—7 FT T 4 v 7 OFFR L GIENC BT SRR O BTG L £,

Xy N—7HNOIEIERAAL (Bifgk, PCY) TITITLHY 7 bu=7 77V r—
var, TOXIRTNRAANT I ATLHRAL Y (WebV A b)) BEIOT 7Y r—v 9

V. RBWICHIENO N D RAL RoT 7V r—va Oy AN ZMET 5 2 &
NHIRD ET,

Z OFHlE, A ER) LTWD FAL 7 7Y r—2a D) X REERL, &0
RAALRT TV =2 a VIET N TRERTE RV ERET DD HE T,

Sy T —27 ETDNS-ASZ AL, BERAA DOV A NEMFHTHZ LT, Xy hU—
THNDFy hT—F 27 TR ARLDNS-AS X, Fvy NU—27 v T 74 v I N@T57 7Y
TF—va R, BERINTWD RAL U EFHILET, FT7 740 v 7 B™MEHV A MIEENT
WABIRYD . AA w FILIDNS h— N A X T —FLIP OIFRAE TR L EI, = OFERIL DNS
7Y DORATEEINET, ZESNDH LTI, £FDY V=X L a— ROLFHE AT ReReH
(TTL) DI DET, WEPRR—INVICHRy vy asnET, WEIIN T 7 4 v 71231
NE#L. DNS-ASZ 74 7 MR WYNZ N T 7 ¢ w7 50, o, XA TELL012ke %
T

DNS-AS ZfEFi L 7= AVC DX EM =

B ERFE-EIEE
A X5 —H4 (RFC6759) DNS-AS #BEZ il L72 AVC TlX, A¥T—& L ThT

T4y INKEER, TS A— g VSR, BXOEY
FABEME WA G ENET,
AEZF—ZITXT L a— FEXTHER SN ES, ko, ATE
OERDRA T —ZH R LFET

CISCO-CLS=app-name: exanple |app-class:TD|business: YES | app-id:CU/28202

DNS-AS Z &R L 1= AVC DERE .



DNS-AS %/ L= AVC DEEE |
B onsaszEmLzAavcozEmS

B ERFEEIES

T IT—RK NI 7 v/ FRARMLRIEINAIPT FLAOER, £721% TA] U
a— FOER,
DNS-ASKEBEZHH L7~ ACVITIZ, XY NT—27 NT 7 1>
TJTNTINGDT T =RV I T v I B AX—E L JTE
HVERH Y £,

ARA B =R T vy =T THVr—2a w2 FETT5HE. PC

RENAVF Web F 1 R AREIZT 7 BALET,
THU =Ry 77y TERIIBFA RO OBENET,

74T NEFZIEIDNS-AS | Ry N = BIRIZIFET DRy NU—F% U T T4 X, 7K
74Tk AN NI T4 0PI XFCZDEIR I T4 T M@ UET
/l/‘—‘?/]’ Vﬁéhij‘o

GE) ZOETE, 7T7ERA AL vFLLTOREAX
T % Cisco Catalyst A1~ F [0 DNS-AS % {#
FAILTZAVCOBREIZOWTHALET, 2D F¥a
AV IEEEBLT, 774708 BLWY
DNS-AS 7 74 7~ ] &) HEEIL,. DNS-AS
ZHE L7= AVC AR > TWDH AL v F DT
LEBELET,

DNS-AS 7 T A 7 o MIMEBDNS — "B A 25T —H %%
FEL., ZOEROT —H_X—2% L a— R CTHEERFL £
Ty 7I7AT LV FDOT —FRX—=R 2L a— KRHEFF S N5
Mix, La—FDOTILICX» TIRESNET,

NA VT 4T TF—T DNS-AS 7 54 7> MIFFE L, N A DNS H— &
(IXTLa— K& TA] La—F) OF—F_X—2 ¢ LTH
BT 5T —7 I,

ZDNS-ASZ FA T > MIIEHDNAA, VT 4 T T—T )b
NHY FT,

FBHEHRAA LV ANMIBEHRNAS L OREL Y ANTT, 2
DR T 4 T =TV ERFE LN TL EE,

[A] La— R RAAL U E TP T RURTEHR (IPv4 T RLADRHR) HETe
La— R, ZHWEDNS 4 —NEED 1 >THY (91
ILTXT La—FR) | WIRAFFNIERINLTWET,

RAMNSLDTZ7 T —RK Vo 77 v 78ERIE, TA] La—
ROERTT,

. DNS-AS Z{&EF L 1= AVC DERE



| DNs-AS %fEF L 1= AVC DEE
DNS-AS o+ 7a—%fEA L Ave [

B ERFEIIESR

TXTDNS-AS U YV —R La— | A¥TF—X&E&Erla— K, Ziui, DNSH—NE&ED 1o

REFIZTTXT L a— K ThY (Lo 120F TA] La—1FR) | HIRNSFRNZERE S
NTWET,
TXT L 22— K% 255 XFFE TITHIR SN TVOET,
DNS-AS ] L 7= AVC O34, TXT BIMEIXHE I CISCO-CLS
T9, CISCOCLS= CHEE DT XTD TXT L =2— Rid,
DNS-AS #ffi HH L7= AVC A vt —T & LR CTE£9,
DA ytE—UDERITKRD EEY T,
CISCO-CLS =<option>:<val>{|<option>:<val>}*

TFe AT RERFRS (TTL) NRAVF 4T F—TARND [A] La—RETXTL=a2— R
DR,
TTL fEi%X DNS — R ECHREESNFET,
TTLIZ, TXT L 2— K& TA] La—FomFIcEHEINE
TN, DNS 7 FA4 7 MIDNS H— b [A] La—
RISEIZDOIHHENE T,

HEIE DNS H— 3 FTRTCDOIITAT U b AXT—=HRIO TA] La— FEXR
T S5 DNS —3,
EDDNS KAA T, HEE DNS Y — 308 | DOBIFLE L
e
OV — AR TFY I — g ARF—EDLa— R&ETXT
La— FOBATHR L, MEREATHRINLTWD R A
A BT A7 2 VIO, IWEEIRLET,
KT, FTEDERD A ZF— 2% - LET
CISCO-CLS=app-name:exanmple |app-class:TD|business: YES | app-id:CU/28202

DNS-AS 7O+ X JO—#{EHL 7 AVC

DNS-AS Zf#/H L7- AVC O#EIfEIZIZ, DNS AX—t° 27 a2 & DNS-AS 7 547~
T ANREGEENET, TOMFIHESLITHERONTWETRN, My L7k A TY,

DNS R X—E>4 At X

FIE

ATy T1 RAMN TA] La— FERAZBBLET,

DNS-AS # {5 L - AVC DERE
|



DNS-AS %/ L= AVC DEEE |
B onsasss5470F 7ok

MO 22—V 13 A7 4 2 EALNORERICWET, 22Tk, BEfHT 572 DNS-AS 7 7
ATV MEIAAL T TT (ZOEEENOLDXY NI =T 8T T7 4 v 7IXT DAL v FHEL
TN—T 4 7 ENET) ., =—HD Web 1 kD www.example.com ZfR5E L, ZAUZ LD
(Al L a— ROERDBEGSNET,

ATw T2 B DNS — 3, [A] La— & TRELET,

DNS-ASV 547>k JAEX

FIE

AT F1 DNS-AS 7 T A 7 MIMHEE DNS — N T DNS 7 = U (TXT ERK) ZXEL £,
DNS-AS 7 747 hME, UEHFRAA L VA IDOZ bUICHINT D) BR 2 A
X—E 7L, RARNDTZ AT =Ry 77T v 7 ERERKLET, DNS-ASZ 747 > M
A X =B T OFERITFE SN T TXT ER & M DNS — T E L ET,
GE) DNS-ASZIAT Y MIFARD TA] La—FREROaE—2ZELETRN, KA
rDOTEDOEREZ N2 D HFIETHETR LERE A,

ATw 2 MR DNS — X TXT L a— RIGE TN L1,

ATY T3 TXTIREDORIEZIZ TA] La— RERP X 9,

ATy T4 HEBDNS — 08, [A] La—RIinETIeELET,

ATY 5 DNS-AS 7 74T v MISEEMIT L, AT 47 T—TVRFLET,
DNS-AS 7 A7 MITXT va—FK& TA] La—RE_SL T 407 T—TNVIRFEL
F9, INEIE. TA] La— RO TTL THREINHM, AT 4 v 7 T—T VIR F S
NEFFEERVFET, VATAZEST, AU T4 0 T T—TNHNOEREH KA AL 4D
HEET N BNEHBICHE S, BiEEShvET,

DNS-AS 7 FA4 7 v b, ONSHY—10D) ZELEAXT—HEMHHALT, QSAKY »—
AT HDMENGDLINE D NERELET,

DNS-AS 7 FGA T v NMIBRI LT 7Y r—3 3 VBT AEHA FNFICESE L, Z0EH%
T AR—FTEDEHIITLET,

. DNS-AS Z{&EF L 1= AVC DERE



| DNs-AS %fEF L 1= AVC DEE

.DNs-As 7ot 2 7o—%EALE=AC [

: DNS-AS 7O+ X JO0—%{E/M L7 AVC

354737

1 AR B 2 DNS-AS 7 ZA4 7> k |3 MERL DNS H—

IN—F1:DNSRAX—FEV4S F7AtEX

--------- > ARA DB DNS —/3~ | <. DNS H— 373855k &
D TA] La— R ~D TA] La— RS

IN—FIL:DNS-ASUSA4 72k FOtR

° DNS-AS 7 7 A4 7 bH |- -
R"FT5 A La—RHE
kopapr—

,,,,,,,,, N DNS-AS 7 A4 7 > "Dy || < DNS H—/371 5

& DNS H#—/3~® TXT DNS-AS 7 A 7 > k
La—F& [A] La—F ~DTXT La— R
2R (Al L o— R

ARByXTEHE KLU DNS-AS # AL - AVC

DNS-AS #ffi [l L7 AVC IZA X v 7k a VR — b LET, A¥ v 7 EBEMEEIIATTD
WX, 72T 4T AR w7 wAZ— (DNS-AS V7 TA T b)) ODRA T 40T T—7
NT—HR= A AL 7 A 3— (DNS-ASZ7 747 b)) ERBIESEES, DNS-AS %
FHLIEAVC A>TV AL, = —VFREZEBNTHLEETH Y A, SA T 4
VI T=TNDxE b VITROGEIZERH S ET,

s AL 7 AUNRNEITSL OV ZFEHD
cH LW NIRRT 4T T—TN T —HR=R|EMEND,
1 DU EDZ MY RTFT—FR=2ZANLEEIND,

DNS-AS Z{FH L1=-AVC BEDT 74 FEBFE

DNS-AS [T 70 » TV ET,

DNS-AS zfEf L= Ave DEE I}



DNS-AS %/ L= AVC DEEE |
B ons-as R Lz Ave omEs®

DNS-AS #{#fH L 7= AVC DxRTFE A%

AR TFT—H A —LDER

TV r—vay AT —=HE, v — A )VOMHER DNS — N TRE SN, RESIET, B
FRAAL TR, BEDEX (AFTFT—H ALY —21) T, 77— a U 5kEERE R
ELET, JHUL, 77U r—va v AT —2ERESN L ZITh— B AL v F I 5z
THERTT, AA v TFRT 7V r—ra BT TXT 72U #8595 &, DNS H—
D TXT A CTHEX X T — 2 2% E LET,

ALTFT =5 A RNY = LEBERTDHITIE, WOZ AT ZFTLET,

FIE
ARV RERET I VA 28

RFYTUAVCY V=2 La—F Y=k b—s 2| ZiUd, 77U r—va v RAL Vi
BBILET TXT Lo Rt CA 47— 4 A |
i U — LAY DO BT,
CEDASaprareaps/apdas D s Sapda/ae| IRD A X T —H5 7 4 —)L REFRETE

i‘a—o
(EE) FAA %

WZE) 77V lr—a 4 fln
WETYT, BFEOT 7V r—ya v
BEFIIHARZL T Y r—3 9
vAHEFEHTEET,

BEFDT SV —va
(app-name:) : fZHET 7Y
r—=arOY A RPLIERL

E AN

s TE) WARZ LTIV r—
v a4 (app-name:) : H A
LTIV r—varbi N
NTDGEIF, AT —H A
FU—2HNIZH F T 747
7 7 AL B VR AR R A
MEFF 2 MR H Y £,

(ft&) L7 # ID (app-id:)
ST UID (RYIDOSE v 1)
L7 HXID RD24E > ) 2
DAk S VET,

. DNS-AS Z{&EF L 1= AVC DERE


https://www.dns-as.org/support/avc-rdata

| DNSs-AS %R L 1= AVC D

B

X E

2857—45 2 by—snoEi [

AU RFERETOVa Y

B8

sV VID EF ST Y
»ID: kLI XIDOaTF
ANEERLET, KOV
Y ID OAPMEHATEET,

L3:IANALA¥3DF 1 b=
i

L4 :IANA LA Y4DT =)V )
7 R— &R

L7 : > AaprZa—\)L 7
Vs — 31D

CU: WAZLTa hagio
TV IDEANAZLET Y
T—vaAIEHLET,

s L7 X ID: FIEDET
CUIDOT SN r—va v
ID, 1~ 65535 D%¥fEa NS L
7

GF) BEfEOT 7V Ar—
VargHllm T
ID:EEBLZZID %
AT D561%.
Network Based
Application
Recognition (NBAR)
DOIEEIZHEE ST D
MRV FF, i
B IHTHETORH,
FNF = 7 A 7R— 4 }3
LwomDrEr—E L
FiETHE LET,

s ((LE) A— NiPH (server-port:)

« (EB) b7 74w 7T R
(app-class:)
o ((EE) vvx M
(business:) : yes & 72 /d no &R
Lo 7o, BV R AR ED
B X app-class & 72 % app-name (2 3%

DNS-AS Z &R L 1= AVC DERE .



B =sy—seLcoons y—nomE

DNS-AS %/ L= AVC DEEE |

ARV RFERETIVa Y

B8

D&, TOBIFMEN ONEFF TERIE S
nEJ,

ZIZThRI T4 VTREEVRRA
REEMEZ 4 — /L K23 QoS T 7 4 w7
DHEIZ~ y BT END FIEZOWT
X, 77U 275 AL QS hTF 74w
IO~y BT ZZRLTIIEIN,

ATvT2

ABT—H AN —LEHERT DAL
varonwdihpig sz Uy s LET,

* Generate predefined
* Generate custom

1

Generate predefined

Generate predefined : BEZ10 7 7'V & —
Va CHEANCER SN AT — X
AR —L%&, RAKNTTITT4AD
T 74 MEEBEH L CAERLET,

Generatecustom : JHEH DT 7V rr—1 3

VDHAR N ART—H AN —L%E
HAZLMEEFEHA L TAEKRLET,

ATvT3

B RAA L LT~—2 L7=DNS F
A A %4 S DNS — D% d 5
TXT VY V—A La—RICAZT—E %
v —LET,

ABFT—H 2R —NL% Web A ks
bavr—L, EHLTWAHEE DNS
= NIZHE D T E T,

MR —/\E LTODDNS —/\DERTE

TRTODNS 7 U % | BOMHBDNS +—NIZEETHLOIE, Ry NU—ZNOFTTO
DNS-AS 7 747 » NaRiET DB &Y £3°, Cisco Catalyst 21 v F TIROZ AT & FAT

LE7,

FIE

ARV KRFERRETY V3 Y

=)

ATy T

configure terminal

1

7 /3A A# configure terminal

Ju—n)aryZ7 4 xXal—gy
F—FzfmL 7,

ATy T2

ip name-serverserver-address

1 -

T /3A{ A (config) # ip name-server
server-address 192.0.2.1 192.0.2.2

. DNS-AS Z{&EF L 1= AVC DERE

FE.DNS H— XD IP T RLAZEEL
F9, A— FESILFIC 53 TT,

T 2=V F— R THRR2 B D
DNS —NEZHETEET,



| DNs-AS %fEF L 1= AVC DEE

Dns-as A L1 ave oamit i

AU RFERETOVa Y

B8

GE) Zhavwry REFRTH L.
K 6 BDF— L P—
(IPv4 B L OV IPV6) %R ET
XFET, VT U ANDOKY]
D2OLLEDIPT FL 2%
IPv4 7 FLAIZLET, 21
I%. DNS-AS #rEZ i H L7
AVC N INGDOHEFEHT D
72T, ROBITIE, &)
D2ODT KL AN IPv4
(192.02.1 BL W
192.02.2) . 3FEHDOT FL-X
(2001:DB8::1) IXIPv6 7 KL
ACY, DNS-AS Z{iH L7=
AVC 135D 2 & L £
7T

T 3A A (config)# ip
name-server 192.0.2.1
192.0.2.2 2001:DB8::1

DNS-AS Z{£ /A L 1= AVC O EM1E

DNS-AS |37 7 4 /L K THEHIZ 22> TWvE 9, Cisco Catalyst A1~ F THREZ BN T DI
i, ROX A7 ZRITLET,

FIE

AU RFEREERTIVa Y

E:)

ATy T

configure terminal

1 -

T /3A A# configure terminal

Ja— ) a7 4 Falb—g
£ — ]\‘%Fﬂlﬂﬁébiﬁo

ATvT2

[no] avc dns-as client enable

1 -

F/3A{ A (config) # ave dns-as client
enable

A A »F T DNS-AS Z{#i ffl L7= AVC

(DNS-AS 7 74T > ) ZEMILE
7

W, VAT HZEONS T 4T
T=TNUPMERSNET, TS
T AT T =TIV Tk, fi#AT L7= DNS
Y — BN TTL AHIRGINIC 22 5 %
THRAFSNET,

DNS-AS Z &R L 1= AVC DERE .



B =1 oz rons

DNS-AS Z{F L 7= AVC DERTE

ARV RFERETIVa Y

B8

G¥) DNSAXFr vy haF U /R

X—VB U T EREIZFETTD
Wik, (Fo 74w 227 52R
ERETLHEE Y T A~ v
EEHATND) R v—<
7% service-policy input =~
VREMFHLTA H—T
A RNT D LR B Y F
3, FEAIIZOWTIE, DNS-AS
ZfEH L7= AVC H QoS D&%
E (13 =) =2z TL
7ZEW,

EEERAADD) R O

B N A A 1%, DNS-AS ZfE/H L72 AVC BA#Z72 > TWH DNS-AS 7 7 A4 7 FZ EIC
RIFESNET, DNS-AS 7 T4 7> b CHRED AN AN In o TR TIX, U A MIZET
To A YT TEETARERALS U EANTILERDHD ET, AL vTFiE, 2OV R MMIHE
FFSNTWodRry NT—2 NI T7 47 DHEAX—E T LET, BEHRNAAL L VAR
T MY EERT DITE, ROZ AT ZFATLET,

FIE

AT RFERIEIT7II Y

B8

&M

configure terminal

1 -

7 /3A{ A# configure terminal

Ja—)L a7 4 Falb—g v
T— RZHBELET,

ATy T2

[no] avc dns-as client trusted-domains

1 -

F/3A{ A (config) # ave dns-as client
trusted-domains

B RAAL Y 2T 4 Xal— gy
T— REBBLET,

ATvT3

[no] domain domain-name

1

T /31 A (config-trusted-domains) # domain
wWww.example.com

OR

T /3A A (config-trusted-domains) # domain
*example.com

. DNS-AS Z{&EF L 1= AVC DERE

BERFAAL L YA MIBEMTS RAA
VE/EEANILET, 2Tk,
DNS-AS 7 A 7> FOEHERAA
YA NDO—EBERINET, £V OT
RTO KA TS, 7740 b
DERIEEEIZHENFE T,

WK 50 RAAL U ZATJTEET,



| DNSs-AS %R L 1= AVC D

B

X E

DNS-AS % &/ L 7= Ave A 00 0z ]

AU RFERETOVa Y

B8

RAA A OBAEIZIEL, EREBLAZ M
TEET, LexE MikoTXToO R
AA L EBRET DD
Switch (config-trusted-domains) # domain
*.example.*, 7%]\7'7 Lf:%/ﬁ\\ DNS-AS
747 MMiE www.example.com,
ftp.example.org, 35 LT, HEME
lexample ] (ZBIET 5 E DO~ T
DRAAERELET, 7L, 2O
Eopz PUIRAHOEETHEMLT
SV, "M T4 7 T—=TND
YA X% RIBIZHER S5 ATaEMED & 1
£

DNS-AS #{#H L 7= AVC FH QoS D%TFE

\}

BHTEDL NI T4 v 7B AZT—H A MY —A|

TERSINTWDEDITHHEEL., T2

X, 79 A~ T EERL (b7 7497 2 TATEICLD) . b T 74907 T AO—8KHk
YL B R AREMEO —FHREEL TR L, R —~ v 72k L, 77 R~y 7EBIL,
TrvarvEREL, A=~y T oA U E—T oA AT H2HERH D 3, FEMIC
DWTIE, ZOHA RO TQoSDORE] OFEO 5HoME] [ 1) oEHAEZRL TS

Wy,

HEZ QS ETILDY SR T Y TOHRE

Tl a=m T HMERNSD NT T 4 v T AORERET HITIE, 127 TR
DY QoS EF A AMEA L ET, ZOEFIL, Hi— SN FEES— 2 OHELTEIE
ML L. QoS #Et L E A ERIC O 28— e —BMWERET 5 DIZKILH
F9, WOEABITIEZ, 12 7 7 ADHIR QoS ET /MZHEW, N TF T4 v 7T A
CEURAMEEMED Y TR vy TRENERINTWHET,

GE)

DNS-AS #RETO I, K7 FG A2 H>O—HBEHEIEE TXE1,

class—-map match-all VOICE

match protocol attribute traffic-class voip-telephony
match protocol attribute business-relevance business-relevant

class—-map match-all BROADCAST-VIDEO

match protocol attribute traffic-class broadcast-video

match protocol attribute business-relevance business-relevant
class—-map match-all REAL-TIME-INTERACTIVE

match protocol attribute traffic-class real-time-interactive
match protocol attribute business-relevance business-relevant
class—-map match-all MULTIMEDIA-CONFERENCING

match protocol attribute traffic-class multimedia-conferencing

DNS-AS Z &R L 1= AVC DERE .
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match protocol attribute business-relevance business-relevant
class—-map match-all MULTIMEDIA-STREAMING

match protocol attribute traffic-class multimedia-streaming
match protocol attribute business-relevance business-relevant
class—-map match-all SIGNALING

match protocol attribute traffic-class signaling

match protocol attribute business-relevance business-relevant
class—-map match-all NETWORK-CONTROL

match protocol attribute traffic-class network-control

match protocol attribute business-relevance business-relevant
class—-map match-all NETWORK-MANAGEMENT

match protocol attribute traffic-class ops-admin-mgmt

match protocol attribute business-relevance business-relevant
class—-map match-all TRANSACTIONAL-DATA

match protocol attribute traffic-class transactional-data
match protocol attribute business-relevance business-relevant
class—-map match-all BULK-DATA

match protocol attribute traffic-class bulk-data

match protocol attribute business-relevance business-relevant
class—-map match-all SCAVENGER

match protocol attribute business-relevance business-irrelevant

BELZ WS ETILDRYS—Iyv TOEE

WOHDFITIE, RV o— <y TOEFRE., 127 7 ADOFHTL QoS TT /LTI T
DRI T4 VI ARE~—F T TDHINT T4 v BENERINTWVET,

policy-map MARKING

class VOICE

set dscp ef

class BROADCAST-VIDEO

set dscp csb5

class REAL-TIME-INTERACTIVE
set dscp cs4

class MULTIMEDIA-CONFERENCING
set dscp af4l

class MULTIMEDIA-STREAMING
set dscp af3l

class SIGNALING

set dscp cs3

class NETWORK-CONTROL

set dscp cs6

class NETWORK-MANAGEMENT
set dscp cs2

class TRANSACTIONAL-DATA
set dscp af2l

class BULK-DATA

set dscp afll

class SCAVENGER

set dscp csl

class class—-default

set dscp default

TFTVI9S5REQS S T49 DI VEDS

WDOFKIZ, A HF—R AR —h <o TD app-class 74 —/V N& NT 7 4 v JSFED 12
T ADHEIR QoS ET MI~v vy B T T 5 HEERLET,
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DNS-AS % &/ L 7= Ave A 00 0z ]

TINVr—23av i3 ZAOERWN

FIVr—2a 93 AD |®eT50s S T4v0 97

THFRX BLOTEX B A& EEDRAEENE
VOIP-TELEPHONY VO NG T 4wy T A=
voip-telephony
Bk A BEME = YES
BROADCAST-VIDEO BV KNST7 4wy 75 A=
broadcast-video
B A BEME = YES
REALTIME-INTERACTIVE RTI KNS 74w TR =

real-time-interactive

Bk A BE M = YES

MULTIMEDIA-CONFERENCING

MMC

NT7T 4T ITA=
multimedia-conferencing

BV R A BEEM: = YES

MULTIMEDIA-STREAMING

MMS

N7 4T IT A=
multimedia-streaming

B Yk A BEE: = YES

NETWORK-CONTROL

NC

cNoT 4T ITAR=
network-control

BV A BHE: = YES

SIGNALING

CS

N7 7 4 v 7T A =Signaling
B YR A BEE = Yes

OPS-ADMIN-MGMT

OAM

NT7T 4T TTA=
ops-admin-mgmt

B A BEE M = YES

TRANSACTIONAL-DATA

TD

cNoT7 4T 7T A=
Transactional-Data

BV R A BHEM: = YES

BULK-DATA

BD

N7 7 4 w2 77 A =bulk-data
B R A BEME = YES
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B onsAs #m LT AVC B FNF ORSE

DNS-AS %/ L= AVC DEEE |

TIUr—23 v 3RADED
FER b

TINVr—2av 930
BOTHX b

T H0s FT T4 D
A& EET R ABEEN

BEST-EFFORT BE N7 T 4w 7T A =<no
change>
B YR A B = default
SCAVENGER SCvV N7 4y 7T A =<no

change>

B A BN =NO

Y RI=OFIEES T4V DRE
WIZ, Xy bU—=ZHIH ST 7 4 v 7 20T 50 2R LET, #MRFTOLENRDD

iﬁﬁ;jﬁi)} 575f“‘57hiCISCO—CLS=app—name:example\app—class:NC\business:YES7?7r0

1. 77 2=y 7 2ERL, B2 —BEEET,

7 /54 A4 configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

T /31 A (config) # class-map

NETWORK-CONTROL

7 /34 A (config-cmap) # match protocol attribute traffic-class network-control

TN A (config-cmap) # match protocol attribute business-relevance business-relevant

T /3A A (config-cmap) # end

T

7 /31 A4 configure terminal

RV — <7 HERL, Z0UIY TA <~y 72N T, BEIBMNZIEELFE

7 /34 A configuration commands, one per line. End with CNTL/Z.
T /31 A (config) # policy-map MARKING
7 /34 A (config-pmap) # class NETWORK-CONTROL
7 /34 A (config-pmap-c) # set dscp ef

T /3A A (config-pmap-c) # end

A B =T 2 AR — v T Ef ML ET,

TSN, A configure terminal

Enter configuration comman

T /31 A (config) # interface

ds, one per line.
tengigabitethernet 1/0/1

T /31 A (config-if)# service-policy input MARKING

T34 A (config-if)# end

DNS-AS ZfEf L 1= AVC A FNF @

=JL ==

ax &

End with CNTL/Z.

ENFAFEHT 5L, 2y hU—2 ETHFEITENTWET F YU r—3 9 AZONWT O M
b, ENFA 7Y ary o L—h2ERALTCT U r—2 301D, i, BXOBEMED
Bz T/ AR—FTXFET, DNS-ASZ T4 7> h ETld, IROFNFREEZIT I LERH Y

\i—g«O
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s ¥ —7 4 —/L K application-name, *— 7 ¢ —/L K@ ipv4 source address & ipv4 destination
addressZ[UET 572D 7 n—L a— REZRELET,

TR =TI AR—ZL2O0DF T ary T T L— b ERELET, AT var T
L— NI, 77V —va v OFEREESE L ET,

* 7Y a7 7 L— | application-table : DNS-AS 7 7 A 7 MZ X » TR ENT=T
TV r—=varDhier I AR=FLET, 2FED AT 4T T=TNNBT T
F—=varyID EAFDOBNTI AR—FSNET, METD57 7V 75— a Ok,
FEAER) 727 7" /r—3 =2 > @D Network Based Application Recognition (NBAR) D 6 D
T, MESNTZANTLFINL, DAL LT TV r—va RS ET,
A7 a7 7 L— | application-attributes | X, 7V r— g LAY vy BT TS
ZEICk o TR REIG LET, BENRT 7Y r—va A x LSRG,
Va7 U7 b— MIERER) 72 Network Based Application Recognition (NBAR) JBMEDE
ENERAINET, WRAZ AT TV r—va v ARMERSRZSGE, 22—V EROT 7Y
r—var LREORNET 4 — NV FOBZMEEHEFIRELET,

e T — F=HEREL, TNEA U H—T A AWHATHZ LT, Xxy NU—F +T
T4 w7 OEREAINZLET,

DNS-ASZHHLZFNFA v 2T/ gy 70— F7—7 L TERENTEZTXTO 71—,
DNS-AS 7 7 A7 > MIFEHIP T RVAEIFEEFILIP 7 FL A (EHTEX2WGE) &2ff
MU, 7o =077V r—ya b BEkLET (AT 4 7T =702z b Y BFE
T55E) .

FNF X, Xind 57 F ) r—yaviivwy vy 7anTns4t7ryary 57—k 5F—4X
R E SRR (T 7 44 R TIE600R) TEMIMICANRa L 7 Xl AR— KN LET,

AFarvTFroIL—Fh
application-table 35 JX (Y application-attributes =72 3 > 7 7 L— F RV HR— F IR TWE
T, AT ar T L= MIRY BV X AR = MO ERPIRESNLE T,

option application-table
ZOTTVv—NI, TV = a L, TV = a2, BIXOHBAENNS= LY
Aoy AR—bFLFET,
DNS-AS # il L7z AVC WA/ > TN DT /34 ATIEL, DNS-AS 7 747 > MZk»-T
RIS NT=T T r—va v OBRPET AR—FEINET, 72770, KRR ERES LT,
application-table 7 > 7' L — ME, ZOBERERE N> TWDHNE I DIThhrb b T,
unclassified & unknown 7 7' U r— g & T AR —FLET,
TN = a R AAZLT TN = a VB OERET T r—v g LV OgA, Z
DIERIFIANA T 4 7 T—TIWIRFESN TV D TXT i (app-name:) 2> S S
ﬂij—o

o 7T r—ar XU DNS-ASHEREAfER L72 AVC Tid, 77U r— 3 ID &H
LTd, =P IDEvLIZHZID THEERENLTWET,

DNS-AS %/ L 1= AVC DRE
|
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B Ao 5070—+

LUV ID EIESHEL UV ID BV X IDOILTXR A NEERLET, K
DED IR — F I TWET,

«L3 :IANA LA ¥ 3 7 fh 2/L¥%% (IANA_L3_STANDARD, ID: 1)

*L4:IANA LA V4 DT )V U R— &5 (IANA L4 STANDARD, ID :
3)

L7 Aap S a—s L 77 Y r—3 9 1D (CISCO L7 GLOBAL, ID : 13)
«CU: W AKX A 71 k)b (NBAR CUSTOM, ID : 6)
e LI XD TV =y a rEEINEE —BICHE L E T,
WEHeT T r— a L OYE, T 7V r—a v ZTERITROEETHLEH ST
BHIEICHE I ET,
1. TXTt% (app-id:)

2. FEXERZT Y r—3i 3 D NBAR £ (TXT JSEMEAZE - 72 W0 E)

HNARINT TV r—a ORI, 77—y ay Z7ERICRBEH S ET,
o TXT %% (app-id:) OO &M SV ET,

eV ID DA, DNS-AS 7 FA T2 FAHBIHIZCU (BWAX L T hajl)
L %4 (NBAR CUSTOM, ID:6) ,

et LV ZIDDEA. DNS-AS 7 FGA TV "R AR L ELZ ZIDZEIV Y TET,
BRK120DH AL LT TV r—va B R—bEnNET, TOHFD 110D AKX L
TV =9 %DNS-AS 7 AT > M TEET, L7 ¥ IDfE 243 LI
I, BIECIDAE S ToNET, FIVYTHIDRRL ool Ee, = U A
AT 4T T NAREESNE R A

c I ZOBHWIL, EHET 7Y r—1 3 VO NBAR EEN DB SNET, WAX LT
TV —va vy OYf, DNS-AS 7 74 7 v MEIa—¥EFZDO 7 1 |k 3/ <app-name> %
AL ET,

option application-attributes

OTUT— NI, av I ERRMECT IV r—va % (F 7T 3 @ application-table
WMD) v v BT TEBREIICLET, B, e harEildz T S r—va T EICE
ICEID Y Toh, T 74 v 7 ITIMKFELERA, ZOT 7 L— hTiE, ROBERY

R—hIHTWET,

TR 7 ) fr—a Y OYE

e TSV —ar #7 . EFLO option application-table ¥ 7 > a > DT Y r— 3 v X
TOBERESRLTLLESY, ZITHRILZ ENYTITED 7,
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B

X E
#7varsoi—t |}

BT AY  —BEEHEL LT, &7 0 b o h T VDR D LS IESNTT 7Y
r—yarvEIN—LET, BULET TV r—rva Bl o0h 7T IVICE LT
TN—FENEd, =& X, BEFA—/V BT T VIZIE, Internet Mail Access Protocol
(IMAP) . Simple Mail Transfer Protocol (SMTP) . Lotus Notes 72 £ DF X TDE | A —
NT TV Irr—varngEnEd,

AT HT Y FHEAREL LT, ET e b aroh T AV AO2EH DO LU SNT
TV r—varvkE I N—7{kLET, =& xIE, clearcase, dbase, rda, mysql, F Dfth
DT —=ZRX=AT TV =2 a ANIT—ERX=A T V—=TIC T N—TEINET,

TN g—=vary =T FAULRYy NU— X T T T = a v EEED T —
M LET, 7= & 21X, Example-Messenger, Example-VoIP-messenger, 35 & O
Example-VoIP-over-SIP % example-messenger-group @ FIZE L DT/ V—FLLET,

s BETY—YT (p2p) :p2p TV /uT—EMHTINE I NESNT T havk s
=L ET,

s hrov s e harMhoTa havd NT T 4 v T E R URATHNE ) MITESN
T havzsfELEd, NBARDMEZFE LW e haiid, KREOVETo hrx
IV TN—FWHEEINET, 2220, VA4 ¥2 by 7a bz (L2TP) 7 E
‘/C:“j‘o

WS T r—a VO AL L FERE AL D AT —Z RSN T Y r— g v
ZINA—7 L ET, NBARBMEAZFEE LW a hajbid, REID Y TOREELS L —
TSN ET,

NI T U I DITA FEBTDNT T4 I TRIESNCT I r—v g7
ranznELEd, 22X, VI 7407 VT ATDOTRXTOT SV r—ra M
FFonET, N7 740y 7 77 AERIT. ROFEILHOREIM SN TWDIRICHIH S
i‘j‘o

1. TXT /% (app-class:)

2. FEWERZT Y r—3 3 D NBAR £ (TXT ISENME A2 F - 7204

s EURADEHEM:  EVRRICEERH D Ev— T SN TNANEIMNIE SN TT Y
r—arvEIA—LET, ExiE. EVRABEEMENYESOTRTOT S r—

TarPEFLNET, EVRABEEEERIZ, IROFEILH LR S TWDIEICHH
SNET,

1. TXT/)5% (business:)

2. 1EUERZeT Y r—3 3 D NBAR £ (TXT A BMEZ B 7272058

AL T T r—a OE

application-attributes 47> 3 > 7 7 L— h DIRDBIEDO B IMEEARET D Z & NMEESNT
WET,

s TV — gy X . LFLO option application-table £ 7 > a O T Y r— a0 F
TOFEREZRBLTLLEZY, ZZCTHRICZIENRETUIEY T,

DNS-AS zfEf L= Ave DEE I}
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s hTF T4 v 7T A ZOERIT TXT IGZE (app-class:) 7> bHiH &7,
e BV AN ¢ Z 0BT TXT i (business:) 2 ShiH S E+,

DNS-AS Z{# 3 L 7= AVC A FNF % 5F 0 5
&Iz, DNS-AS Zf#ifl L7= AVC /i FNF 2% &€ 262 ~RL ¥,
N—=h1: 78— ba—REERLET, BIUIRTEOICHETLHILERHD 97,

TV —a VA ERRT DD, key 74—/ RE L TOEEITE 5D
IP7 RL A,

e 77— La— KAN®nonkey 7 4 —/L RELTOT 7Y r—v a3 V4O,

B2, 7ur—HNONA NEREFAT Y MiEnonkey 7 A —/V FELTEHELT, =
LI RICERETLHZT AV r—ya rOFEFRsT526TEET (7 3y)

T /3A A4 configure terminal

T /3A A (config) # flow record example-recordl

7 /3A A (config-flow-record)# match ipv4 source address

7 /3A A (config-flow-record)# match ipv4 destination address
T /3A A (config-flow-record) # collect application name

T /3A A (config-flow-record) # collect counter packets

T3 A (config-flow-record) # exit

7 /54 A4 show flow record example-recordl
flow record example-recordl

match ipvé4 source address

match ipv4 destination address

collect application name

collect counter packets

NR—h2: 70— AR—FBEHRLET,

¥ 7-. application-table =" =3 > 7 > 7 L — | & application-attributes 47" 5 >
TV bbb AR=INIIHRELET, A7 ar T 7 b— e LRN
L AVITBAEFBROB LT TV r—va UERERGCEERA, DR LD,
application-table 47> a2 U AR ET H Z L AL L E3, BHEBEROEGAIL.
application-attribute 47" 3 » L% E L £,

Flo, TUT L= b ET I AR— N OBEAMHM AR TS L TEETS GF
REFHIT 1 ~ 86400 Fb, 7 7 4+ /L MEIX 600 7)

T /3A A (config) # flow exporter example-exporterl

T /3A A (config-flow-exporter)# option application-table

T /3A A (config-flow-exporter)# option application-attributes
T /31 A (config-flow-exporter)# template data timeout 500

T /NA A (config-flow-exporter) # exit

7 /5A A4 show flow exporter example-exporterl
Flow Exporter example-exporterl:
Description: User defined
Export protocol: NetFlow Version 9
Transport Configuration:
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Destination IP address: 192.0.1.254

Source IP address: 192.51.100.2
Transport Protocol: UDP
Destination Port: 9995

Source Port: 54964

DSCP: 0x0

TTL: 255

Output Features: Not Used

Options Configuration:
application-table (timeout 500 seconds)
application-attributes (timeout 500 seconds)

7 /5A A4 show flow exporter example-exporterl statistics
Flow Exporter example-exporterl:
Packet send statistics (last cleared 00:00:48 ago):
Successfully sent: 2 (924 bytes)

Client send statistics:
Client: Option options application-name

Records added: 4
- sent: 4
Bytes added: 332
- sent: 332

Client: Option options application-attributes

Records added: 2
- sent: 2
Bytes added: 388
- sent: 388

NR—F3: 77— F=XEERLET,

Tun—E=F e =T A AWML, Xy NT—2 FT T 4 v 7 ORI A FAT
L/i—a—o

F/o, RCA X —T 24 AZQoS RY v—biHTE 4, koW Tik, [FL
QoS RED—H & L THERR ENTZ QoS AU v —%H L TWEd (%v hU— 7l
N7 4y D55 (16 ~—) )

T /31 A# configure terminal

7 /3A A (config) # flow monitor example-monitorl

7 /3A A (config-flow-monitor) # record example-recordl
F/3A A (config-flow-monitor)# exporter exporter-exportl
T34 A (config-flow-monitor) # exit

/31 A (config) # interface tengigabitethernet 1/0/1

T /54 A (config-if) # switchport acceess vlan 100

T /34 A (config-if) # switchport mode access

T /34 A (config-if) # ip flow monitor example-monitorl input
T /3A A (config-if) # service-policy input MARKING

T3 A (config-if)# end

T /3A A4 show flow monitor

flow monitor example-monitorl

record example-recordl

exporter example-exporterl

|

7 /3A A4 show interface tengigabitethernetl/0/1
interface tengigabitethernetl/0/1

switchport access vlan 100

DNS-AS %/ L 1= AVC DRE
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switchport mode access
ip flow monitor example-monitorl input

T3 24 show flow monitor example-monitorl cache

Cache type: Normal
Cache size: 16640
Current entries: 3
High Watermark: 3

Flows added: 6
Flows aged: 3

- Active timeout ( 1800 secs) 0
- Inactive timeout ( 30 secs) 3
- Event aged 0
- Watermark aged 0
- Emergency aged 0

IPV4 SOURCE ADDRESS: 192.0.1.254

IPV4 DESTINATION ADDRESS: 192.51.100.2

counter packets long: 7479

application name: appexamplel

IPV4 SOURCE ADDRESS: 192.51.100.11

IPV4 DESTINATION ADDRESS: 203.0.113.125

counter packets long: 445

application name: appexample?2

IPV4 SOURCE ADDRESS: 192.51.51.51

IPV4 DESTINATION ADDRESS: 203.0.113.100

counter packets long: 14325

application name: appexample3

Switch#

R— k4 FOMOEE show 2~ K

/3 A4 show avc dns-as client binding-table detail
DNS-AS generated protocols:

Max number of protocols :50

Customization interval [min] :N/A

Age : The amount of time that the entry is active
TTL : Time to live which was learned from DNS-AS server
Time To Expire : Entry expiration time in case device does not see DNS traffic for

the entry host

Protocol-Name : appexamplel

VRF : <default>

Host : www.appexamplel.com
Age[min] : 2

TTL[min] : 60

Time To Expire[min] : 58

TXT Record : app-name:appexamplel |app-class:VO|business:YES
Traffic Class : voip-telephony
Business Relevance : business relevant
IP : 192.0.1.254
Protocol-Name : appexample?2

VRF : <default>

Host : www.appexample2.com
Age[min] : 2

TTL[min] : 60

Time To Expire[min] : 58
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TXT Record : app-name:appexample?|app-class:VO|business:YES
Traffic Class : voip-telephony

Business Relevance : business relevant

Ip : 192.51.100.11

<output truncated>

7 /5A A4 show flow exporter option application engines
Engine: prot (IANA L3 STANDARD, ID: 1)

Engine: port (IANA L4 STANDARD, ID: 3)

Engine: NBAR (NBAR CUSTOM, ID: 6)

Engine: cisco (CISCO_ L7 GLOBAL, ID: 13)

7 /34 24 show flow exporter option application table
Engine: prot (IANA L3 STANDARD, ID: 1)
applID Name Description

Engine: port (IANA L4 STANDARD, ID: 3)
applD Name Description

Engine: NBAR (NBAR CUSTOM, ID: 6)
applID Name Description

6:28202 appexamplel User defined protocol appexamplel

Engine: cisco (CISCO L7 GLOBAL, ID: 13)

applID Name Description

13:0 wunclassified Unclassified traffic

13:1 unknown Unknown application

13:518 appexample? appexample2, social web application and service

DNS-AS Z{#/H L 1= AVC DE R

RELT-, 8FEXFE7 DNS-AS #fifH L7- AVC R EAFRT DL, ¥ EXEC E— R T
Da<vr REFEHLET,

R 1:DNS-AS ZERAL-AVCDEHRI<T UK

avrk B &) H H D

show avc dns-as client status | DNS-AS 7 71 7 > hOBIfE | : show ave dns-as client status
DAT—H AR RLET,
oavy REFATSL L
DNS-AS Zffi [ L7= AVC 23 F
72> TWBEMNE D D& A

BIENTEET,
show avc dns-as client AT T T —T VZHE | B : show ave dns-as client
trusted-domains BN TWAERE R A A o |trusted-domains

UAbMeFRLET,
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avy kR

S

H A Dl

show avc dns-as client
binding-table

BLOD

show avc dns-as client
binding-table detail

1EHE R A A v LRI
U @Y A O DNS-AS %
HEHALIZAVC DA LT —H %
FrLET, 7TV r— 9
VARRAAL TR ET, H
N7 4nNB2 ) 7 TEE
7T

Chobmpawyr Ry, B s
A ClH UM AR~ LE
7,

5] = show avc dns-as client
binding-table

show avc dns-as client statistics

Ny N m XU TER (EE
L7ZDNSZ =l D51
TIREDOH) E#FRALET,

51 : show ave dns-as client
statistics

show avc dns-as client
name-server brief

A BT — B HROEFE D
DNS H— NIZBE T A 1E#E R
RLET,

f51] = show avc dns-as client
name-server brief

show ip name-server HEFF SN TV DT NTOFR— |4 : show ip name-server
LY —ROIPT KL R EFIR
LETS

show platform tcam utilization | TCAM o 7] FHPEIZBE4 2 5% | 5] : show platform tcam
PFRALET, utilization

Bl

show avc dns-as client status

5 /3A A# show avc dns-as client status

DNS-AS client is enabled

7 1:DNS-AS #{#f L7= AVC Do~ RIZRES

151 : show ave dns-as client trusted-domains

5 /NA 24 show avc dns-as client trusted-domains

Id | Trusted domain

1| example.com

2] www.example.com
3] example.net
4] www.example.net
5| example.org
6| www.example.org

#1:DNS-AS Zffifl L7 AVC Ol o~ NIZERES

51| : show avc dns-as client binding-table
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7 /5A A4 show avc dns-as client binding-table
Switch# show avc dns-as client binding-table detailed
DNS-AS generated protocols:
Max number of protocols :50
Customization interval [min] :N/A

Age : The amount of time that the entry is active
TTL : Time to live which was learned from DNS-AS server

DNs-as x A L7- ave o ]

Time To Expire : Entry expiration time in case device does not see DNS traffic for the

entry host

Protocol-Name : example
VRF : <default>
Host : www.example.com
Age[min] : 2
TTL[min] : 60
Time To Expire[min] : 58
TXT Record : app-name:example|app-class:VO|business:YES
Traffic Class : voip-telephony
Business Relevance : business relevant
IP : 192.0.2.121
: 192.0.2.254
198.51.100.1
198.51.100.254
192.51.100.12
: 203.0.113.125
<output truncated>

7% 1:DNS-AS Zfififl L7- AVC OEfla~ > NIZERES

151 : show avc dns-as client statistics

G¥)

ZOFITIX, 290 DNS b — A" HEINET,

53 24 show avc dns-as client statistics

Server details: vrf-id = 0 vrf-name = <default> ip = 192.0.2.1

AAAA Query Error packets 0
AAAA Query TX packets 0
AAAA Response RX packets 0
TXT Query Error packets 0
TXT Query TX packets 8

TXT Response RX packets 0
A Query Error packets 0

A Query TX packets 6

A Response RX packets 0

Server details: vrf-id = 0 vrf-name = <default> ip = 192.0.2.2

AAAA Query Error packets 0
AAAA Query TX packets 0
AAAA Response RX packets 0
TXT Query Error packets 0
TXT Query TX packets 2

TXT Response RX packets 2
A Query Error packets 0

A Query TX packets 4

A Response RX packets 2
Total Drop packets 0

avc_dns_as_pkts logged = 2
avc_dns_as_g pkts_processed = 2

DNS-AS zfEf L= Ave DEE I}
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% 1:DNS-AS Z{#HH L7 AVC OEfla~ 2 FIZED

5] : show avc dns-as client name-server brief
5 /3A A# show avc dns-as client name-server brief
Server-IP | Vrf-name

1 | <default>
.2 | <default>

7% 1:DNS-AS Zfififl L7- AVC OEfla~ > NIZERES

1 : show ip name-server
7 /5A A4 show ip name-server
192.0.2.1

192.0.2.2
2001:DB8::1

%% 1:DNS-AS Zfilfifl L7 AVC OEfla~ > NIZRES

4 : show platform tcam utilization

DNS-AS %/ L= AVC DEEE |

GE)

Eg]@'é—é TCAM = F U3 1pv4 gos aces: <7,

7 /5A A4 show platform tcam utilization
CAM Utilization for ASIC# 0 Max Used
Masks/Values Masks/values

Unicast mac addresses: 16604/16604 24/24

IPv4 IGMP groups + multicast routes: 1072/1072 3/3

IPv4 unicast directly-connected routes: 4096/4096 4/4
IPv4 unicast indirectly-connected routes: 1280/1280 40/40
IPv6 Multicast groups: 1072/1072 18/18

IPv6 unicast directly-connected routes: 4096/4096 1/1
IPv6 unicast indirectly-connected routes: 1280/1280 32/32
IPv4 policy based routing aces: 512/512 14/14

IPv4 gos aces: 512/512 51/51

IPv4 security aces: 1024/1024 78/78

IPv6 policy based routing aces: 256/256 8/8

IPv6 gos aces: 256/256 44/44

IPv6 security aces: 512/512 18/18

Note: Allocation of TCAM entries per feature uses

a complex algorithm. The above information is meant
to provide an abstract view of the current TCAM utilization

%% 1:DNS-AS Zfififi L7~ AVC OEfla~ > NIZERES
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DNS-AS #@RA L= AVCD F5TLsa—5425 [

DNS-AS Z{EFHL-AVCD ST a—Fa

el 8

FEABNDRELARRE

NAT AT T—
A hel= 0 NR Vs
W,

INA Y RT—=T AR, IROBEBEOWT N, EITW I > TZEIC
o TWDAREMENRH Y F 9,
¢ DNS = NTRA X T =X NHEFF SN TV — RO X AT 58
TLTLEE W 25— 2N —LDAERK (8—=)

EHRNAAL YA NTZY MUDBHERF SN TORD — RO HZ A
JERFETLTLESW : FERNAL D) X FOMERF (12 8—
V)

DNS A X—t' 7%
723y k¥
TR 5,

DNS AX—E U 7B LUy b o X2 VP EEEICFETT DI,
RV —~=o T (N7 T4 VTRAERETDHHES TR vy
NEENTND) A H—T A AT DHHERHY £9, K
OB EZH L TL 7ZE0 : DNS-AS il L7= AVC ] QoS D% E  (
13 2—3)

DNS #— 33 RIE72
{[RCSTE R

TELVYDNS-AS A ZF—HX N DNS VAT LIZHFR I N TWAZ & %
TR L ET,

« Linux @ dig 2D X 9 IZHEHA L £,

dig TXT +short www.example.org [dns-server-ip]
"CISCO-CLS=app-name:example | app-class:TD|business:YES |app-1d:CU/28202"

« Windows nslookup XD X 9 IZfEH L £7,

C:\Windows\system32>NSLookup.exe —-g=TXT www.example.org
[dns-server-ip]

www.example.org text =
"CISCO-CLS=app-name:example | app-class:TD|business:YES |app-1d:CU/28202"

W L7z QoS AR Y
=R — F B HIER
éﬂ‘(b\éo

DNS-AS 7 I9A T W77 r—va 38 L. TA) La—F
BB T 4 T T—TNVIRIEEIND &, VAT AF TCAM
PHERHLTCEFOT SV r—arDIP T RLAZRFELET, FE
b H=OT TV = a VBEHOIPT RLAERROZ LN TE,
KTV Ir—2a VNTCAM D AR— 2% I 5I2fEHLET, TCAM
DHET 5D L. QoS RV v —LiEH AL L £,

Z ORI A BT 512X, ERIZ TCAM OfFEHEZEG L £,
TCAM O W HPEIZBIT 215 H A &K T 5 1Z1E. show platform tcam
utilisation =~ > K% f§# EXEC E— K CAJL £ 7,
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B ons-as E@m L1 Ve oREERES £ UIER

& BEAONDRELARREK

DNS-ASZ T A4 7> F|IROBFAEIZ, DNS-AS 7 7 AT 2 Fd, QoS ~ v BV 7 H#BR L, 5
N, E#H LT QoS 7 4V N OEEEEEZEA L ET,

~ v B TR ER L,
F 7 b b OEEEEE
WA LET,

c "I T4y 7T REEVFABENEICHRE LT BUB M, A
BT—=B AP —AIER LSO L —HLRWES, HEITG
CTEELTIZIN,

ANA T AT T=T N NIRRT T 4 T TR IR o T
%G, = M) oRERRZEWRLE T, = U Ok
IR % 257795 1Z1X, show ave dns-as client binding-table =~
Y REEHLES,

DNS-AS #{#H L7- AVC DHEEERE & &L UIEHR

WDFIZ, ZOFETHH LIEREICETZ V) —2FRE2 R LET, ZORF, Y7 bho=T
VY —A LAV THEBEOTR—FREAINZLEEDOY 7 2T V) —RETE2RL
TWET, ZOKRRIL, FFICW D 20 R, ZnBEO—#EOY 7 vy =7 VU —ATHY

R—hENET,

)1y—= EZEHNE

Cisco IOS U U —Z 15.2(5)E1 ZOMRENEANINE LT,
Cisco IOS U U — A 15.2(5)E2 DNS-AS Z A L7z AVC [m1F

|Z Flexible Netflow (FnF) 73
ANZ#, FNFZERHLTT 7
Vor—a s AFwEeT s A
R—hTEDLEOITRVEL
7o
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