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DNS-AS #{#H L 7= AVC FH QoS D&ETFE

BHTEDL NI T4 v I B AT —F AN —AITERBINTVD LI ITHEEL., T DI

. 779 A~ T EERL (hT7 74927 7T RAZTEI21D) |

YL B R AR —BUREZ TR L,

o740 7T AO—EH
RV —<v 7 BEKL, 7T A~y 7 %2BIL,

TrovarvEREL, R)o—<yv oA F—T oA ZAITHHERND D =9, ZEHIC

DONTIE, ZOHA RO [QoSDFKE] OFD [ T8O

Wy,

fHEA QS ETILDY TR XY TOHRE

[ DHEZRLTLIZE

TR an T AMNERNGA N T T v I T AORERETHICZIE, 127 T A
DFHER QoS ET N EMALET, ZOETTIE, M INTEHES— X OHELEFIR
ZHEHE L. QoS iREF LB ADMM BRI HIZ A — M & — B ARG 5 D&KL D
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| DNs-AS %fEF L 1= AVC DEE
DNS-AS % &/ L 7= Ave A 00 0z ]

£9. ROHEAFITIE, 127 7 ZAOMHL QoS T /W, M T T (v 7T A
LEVRABENED V7 T A =y TREPFERINTNET,

\}

GE) DNS-ASHERETOIr, %7 T A2 >0O—HEtEfgE TE £9,

class—-map match-all VOICE

match protocol attribute traffic-class voip-telephony

match protocol attribute business-relevance business-relevant
class—-map match-all BROADCAST-VIDEO

match protocol attribute traffic-class broadcast-video

match protocol attribute business-relevance business-relevant
class—-map match-all REAL-TIME-INTERACTIVE

match protocol attribute traffic-class real-time-interactive
match protocol attribute business-relevance business-relevant
class—-map match-all MULTIMEDIA-CONFERENCING

match protocol attribute traffic-class multimedia-conferencing
match protocol attribute business-relevance business-relevant
class—-map match-all MULTIMEDIA-STREAMING

match protocol attribute traffic-class multimedia-streaming
match protocol attribute business-relevance business-relevant
class—-map match-all SIGNALING

match protocol attribute traffic-class signaling

match protocol attribute business-relevance business-relevant
class—-map match-all NETWORK-CONTROL

match protocol attribute traffic-class network-control

match protocol attribute business-relevance business-relevant
class—-map match-all NETWORK-MANAGEMENT

match protocol attribute traffic-class ops-admin-mgmt

match protocol attribute business-relevance business-relevant
class—-map match-all TRANSACTIONAL-DATA

match protocol attribute traffic-class transactional-data
match protocol attribute business-relevance business-relevant
class—-map match-all BULK-DATA

match protocol attribute traffic-class bulk-data

match protocol attribute business-relevance business-relevant
class—-map match-all SCAVENGER

match protocol attribute business-relevance business-irrelevant

BELZ WS ETILDRYS—ITy TOEE

WOHNFITIE, RV v— v TOEFRE, 127 T ADfEH72 QoS EF /LTI RT
DNIFT 49D VTR —F% 0 TTHRNT T 4 v 7 @RERERINTNET,

policy-map MARKING

class VOICE

set dscp ef

class BROADCAST-VIDEO

set dscp cs5

class REAL-TIME-INTERACTIVE
set dscp cs4

class MULTIMEDIA-CONFERENCING
set dscp af4l

class MULTIMEDIA-STREAMING
set dscp af3l

class SIGNALING

DNS-AS % L = AVC DX TE
I
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set dscp cs3

class NETWORK-CONTROL
set dscp cs6

class NETWORK-MANAGEMENT
set dscp cs2

class TRANSACTIONAL-DATA
set dscp af2l

class BULK-DATA

set dscp afll

class SCAVENGER

set dscp csl

class class—-default

set dscp default

TFIIVI9S5REQS FS 749 I9DIVEDST

WDORIZ, A HF—R AR —h <o TD app-class 7 A —/V RERNTT7 455D 127

T ADHER QoS ET MI~ v BT B HEERLET,
TITVITAEQS NI T 4w D~y BT

DNS-AS Z{EF L= AVC O

B

ax ;&

FIUT—L 3 I SRR
FEZ b

FIVr—2avO5ADM
BHLTEXR B

T H0s FT T4 0D

RABEEDRABEEM

VOIP-TELEPHONY

VO

NI4T T A=
voip-telephony

BV R A BEEM: = YES

BROADCAST-VIDEO

BV

FNTT 4T I T A=
broadcast-video

BV R A BEEAM: = YES

REALTIME-INTERACTIVE

RTI

cNoT 4T ITAR=
real-time-interactive

BV R A BEEM: = YES

MULTIMEDIA-CONFERENCING

MMC

NI4T T A=
multimedia-conferencing

BV R A BEEM: = YES

MULTIMEDIA-STREAMING

MMS

NTT 4T TT A=
multimedia-streaming

Bk A BEEME = YES

NETWORK-CONTROL

NC

cNoT7 40 7T AR=
network-control

B YR A BEEM: = YES
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&
iy

DNS-AS % &/ L 7= Ave A 00 0z ]

TIVr—=2a v ZRAORW | 7TV —23 v 0ZRA0 |®ET50s b5 T71499 95

THFRAE BEOTEX b A EED R REEN
SIGNALING CS N2 7 4 w7 77 A =Signaling

B R A BEEM: = Yes

OPS-ADMIN-MGMT OAM NS Tl T A=
ops-admin-mgmt

BV R A BEE: = YES

TRANSACTIONAL-DATA TD NS T 4wy T A=
Transactional-Data

B A BEE M = YES

BULK-DATA BD 77 4 w7 77 A =bulk-data

BV R A BHEM: = YES

BEST-EFFORT BE NS7 4w 75 A =<no
change>

B YR A BE: = default

SCAVENGER SCV N7 T 4w 7T A =<no
change>

BV R A BHEAM: = NO

FY RI=OFIEES T4V DREE
WIS, Xy bU=T KB 77 4 v 7 20T 502 s LET, HRFTOILERDD

iﬁﬁ;ﬁ‘%>f 5’55*‘57kiCISCO—CLS=app—name:example\app—class:NC\business:YES'G‘fo

1. 7792~y 7%ERL, BEE —Es¥E9,

Device# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Device (config) # class-map NETWORK-CONTROL

Device (config-cmap) # match protocol attribute traffic-class network-control

Device (config-cmap) # match protocol attribute business-relevance business-relevant
Device (config-cmap) # end

2. RV v—~<o7E2ERL, ZZZ T A~y T 2L T, BRI AZEE L%
R

Device# configure terminal

Device configuration commands, one per line. End with CNTL/Z.
Device (config) # policy-map MARKING

Device (config-pmap) # class NETWORK-CONTROL

Device (config-pmap-c)# set dscp ef

Device (config-pmap-c)# end

3. AU H—TxARAIRY)— <y T EBMMLET,

DNS-AS # {5 L - AVC DERE
|
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Device# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Device (config) # interface tengigabitethernet 1/0/1

Device (config-if)# service-policy input MARKING

Device (config-if)# end

DNS-AS Z{#F L /= AVC A FNF D& E

FNEZfd 5L, Xy hU—7 ETCETENTWAET 7Y Ir— g A OO0 T O RN S
bil, ENFA 7Y ar o7 —h2EHLTT 7V 7r—v a3 o0 ID, i, BLOREMED
Bz 7 AR—FTExE7d, DNS-ASZ A4 7> h ETliE, IROFNFREZIT I LERH Y
ij‘o

e 77— L a— RZEE LT, nonkey 7 « —/L K application-name % [{4£ L, key 7 4 —
/U R @ ipv4 source address 33 X KA IUEE L £ 7 : ipv4 destination address

e U — T AR—EZL2ODF T ary T L— EeRELET, A7 var TS
L— NI, 77V —2a v OERZEELE T,

*7 a7 7 L — | application-table : DNS-AS |Z L » TR ST 7V Fr— a3
YOHHETIAR—=NLET, DEND, AT AT T=TANST S = a v
ID LAHIDHB N7 AR—FSNET, HsT 27 7Y r—a ok, RN
7 7V sr—3 a3 @ Network Based Application Recognition (NBAR) 726D H D T9, 1%
FAENTZANVTLTFINE, DAZ LT TV r—a AR SR ET,

F 7 a7 7 L— @ application-attributes (3, 77V r—3a AT vy B TT
52 ETRMEERAIG LET, BN T ) r—vaAEFER LGS A7 a
v T 7 b— MIEEUERY 72 Network Based Application Recognition (NBAR) &M EFHEMN
EHSNET, WRZLT TV r—va s Apiflshiza, 2—VFEROT 7Y r—
TarERREDRMET 4 — )V ROBMEEZEFEIBELET,

e TN — FoHEREL., FNEALHF—T oA AT AZET, Xy hT—7 T
T4 OEREAEINZLET,

DNS-ASZfH L7-FNFA > % 57> ay : 7a—F—7 A TER ST R THO 72 —T7T,
DNS-AS 7 T A 7> MIFEHIP 7 FLVAELITRETIP 7 LA ([l TERWES) Z4f
AL, 7e—07 7V r—ya b B E5RLET AT 0 7 T7—7 Mz N BFTE
TL558) .

FNF X, o d 57 7 ) r—yaviivwy o r7a8nTns4t7ryar 5o 7b—h F—4
ERESNEZEE (7740 hTIL600R) CTEMMIZ/AEa L 7 iy AR—FLET,

AToarTFoTdL—+F

application-table 33 1 (" application-attributes 47> 3 . 7 7' L — kAR HHR— F STV E
o ATV ar T T L= hMILY, L ZIZ2 s AR MY OERARESLET,

. DNS-AS Z{&EF L 1= AVC DERE
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B

X E
#7varsoi—t |}

option application-table

TOTUTL— NI, TV r—varh, TV S—var A7 BXOHAEZNA =LY
A2 AR— b LET,

DNS-AS Zffi ] L7z AVC 372> TWDT /34 ZTIE, DNS-AS 7 747 & MZ L - T
R ENTT TV r—a rOBRB I AR —FENET, E L, KEREEES LT,
application-table 7 7' L — ME, ZOBEREN G NI/ > TWDHNE I DIThrb LT,
unclassified & unknown O7 7'V r—3 g o E 7 AR— b LET,

T V=g HARABZLT T =g U BXOERET S r— g L OYA. Z
DIERIINA T 4 7 T =T MRFES TN D TXT S (app-name:) 7> 5 S
nEJ,

e TV —ar X DNS-ASHEEEAEH L7 AVC Tik, 77UV r—T a3 ID &[H
UTt, =P IDeEELZZID THEERSNLTWET,

LUV ID EIESHEL UV ID BV X IDOILTXR A NEERLET, K
DED IR — F I TWET,

«L3:IANA LA ¥ 3 7 k2L % (IANA_L3_STANDARD, ID: 1)

L4 IANA LA V4 DT )V T R— &5 (IANA L4 STANDARD, ID :
3)

L7 Aapsa—s L 7Y r—3 91D (CISCO L7 GLOBAL, ID : 13)
«CU: HAZ L 71 b=/ (NBAR_CUSTOM, ID : 6)
LI XD TV = a rEiEgEE BRI L ET,
EHRT TV r—2arOFE, 77V r—va s Z 7ERITROEE T HREH ST
DIEIC I S E T,
1. TXTt% (app-id:)
2. HEHEF7R T Y sr—3 3 D NBAR B (TXT IGENMEZ Fi- 72054
HNARINT TV r—va ORI, 77—y ay Z7ERICRBEH S ET,
o TXT &% (app-id:) 7O OB SV ET,

eV ID DA, DNS-AS 7 FA T2 FAHBIHIZCU (BAX L T hajl)
A L %4 (NBAR CUSTOM, ID:6) ,

et LV HZIDDEA. DNS-AS 7 FGA TV "I AR L ELZ ZIDZEIV Y TET,

BRK120DH AL LT TV r—va B R—bEnNET, TOHFD 110D H AKX
TV = a % DNS-AS 7 T4 T M TE LT, L7 ¥ IDfE 243 LI
I, BIECIDAE Y ToNET, FIVYTHIDRRL oo s, = U A
AT 4T T NAREENE R A

DNS-AS Z &R L 1= AVC DERE .



DNS-AS %/ L= AVC DEEE |
B Ao 5070—+

A ZOESRIT. EET Y 4 —2 3 O NBAR EELOHIHENET, IAXLT
TVl —a DA, DNS-AS 7 A 7 MIa—PEFZO 7 1 b =)L <app-name> %
ERALET,

option application-attributes

ZOTUTL— NI, av g ZREMCT 7V r—va 4%k (472 a O application-table
Mmb) vy BT TELEICLET, BIEZ, 70 harFEFl3 7 7 r—3a s TEICH
FNZEID B THIL, b7 70 v ZITKFELER AL, ZOT 7 L— M T, ROBHERY
A—hSHTWET,

BEReT ) ir—3 3 VOBA

e TSV —a #7  EFLO option application-table ¥ 7 > a > DT Y r— 3 v X
TOERESHRLTLIEZIY, ZZTHRCZENYTUIEDY £7°,

T Y L —HHEMEL LT, K70 haroh T VDR D L AJUIESNTT Y
r—varkEIN—LET, HULEZT 7V r—2a B o0h 7 AVICEEDT
TN—EnEd, 7m& ziX, EFA—/L BT I VIZIX, Internet Mail Access Protocol
(IMAP) . Simple Mail Transfer Protocol (SMTP) . Lotus Notes 72 £ DJ X TDFE | A —
NT TV = a v BEENET,

BT HT Y —BEEEL LT, £ e barohT IO 2FR D LIIESNT
TV r—varE I V—LET, 7o& 2L, clearcase, dbase. rda, mysql, & DAt
DT —=HN=A T TV =2 a ET—FN=R I N—=TI I N—TENET,

T TV r—=var IN—7 FALRY NI =X T T s —va sk EE DT —
T L &7, 7=& 21X, Example-Messenger, Example-VolP-messenger, 35 &
Example-VoIP-over-SIP % example-messenger-group @O FIZE L DT/ NV—F L LET,

BTV —ET (p2p) :p2p TV /=% TLNE I NESNT T r Fhagk s
=T LET,

e hrpv s Ta harnioTa hald N T T 4 v T E R RLTENE S MITHESH
T7u havzpELET, NBARMEZEE LW v hauix, KEVETO xR
b TN—FICHEENET, 22 LAY 2 bR Y Fa han (L2TP) 7L
‘(“‘3‘0

EEiL T = a O E I B LD AT =X R EDSNTT Y r—a v
ZINA—7I L ET, NBARBMEZFEE LW 1 koL, REID Y ToOREE{LI L —
TSN ET,

NI T U I DITA FEBTDNT T4 I TRIESNWCT S r—v a7
canznELEd, XX VI T7 407 VT ATDOTRXTOT SV r—va N
BFonET, VT 747 7T AERIL, ROFEILHHREHEH SN TWBNEICHIE =7
F9,

1. TXT /% (app-class:)

2. EUERZT Y H—3 3 D NBAR £ (TXT nENMEZ B - 72 W4
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| DNSs-AS %R L 1= AVC D

B

X E

DNs-As %/ L= ave A FNEEE0s ]

s VX ADMEM  EURRICEHENH D E—T SN TWVAENE I MITESNTT Y
r—varviE I N—bLET, mé2iE. EVRABEENYESOTRTOT S r—
varNFEFonNET, EURABEMEFRIZ. ROEEILHOREEH I N TWDIEICHE
INET,

1. TXT/)5% (business:)

2. EUERT Y A —3 3 D NBAR 3% (TXT ISENMEE B - 720 S

NAZ LT TN r—3a D

application-attributes 47> 3 > 7 7 L— h DIRDBIED B IMEEAGET D Z & NMEESNT
l/ A \i ‘g—O

e TSV —a L #7  EFLO option application-table ¥ 7 > a > DT Y r— 3 v X
TOERESHLTLITEIY, ZZTHRCZENYTUIEDY £7°,

s T T4 v I TR ZOERIT TXT I (app-class:) 2»bffitHESh £,
o« B R ADOMEME - Z OEHIT TXT JHZ (business:) 7>OHH S 9,

DNS-AS %z {# /A L 7= AVC F FNF 5% D4l

&Iz, DNS-AS Zf#ifl L7= AVC /i FNF 2% € 262 ~rRL ¥,
N—=hK1: 78— ba—REERLET, PIUIRTEOICHETLHILERHD £77,

TV —a B EMRTHIEDD, key 74—/ RELTOEBILESLLED
IP7 RL A,

e 70— La—KAN®nonkey 7 4 —/V RELTOT 7Y r— 3 4O,

SHiZ, 7u—NDOAA FEIF AT Yy MiZnonkey 7 4 —/L FE LTRRELT, =
LI ZCHEET DT TV =2 a v OREFRRTHILEHTEES (A7 vay)

Device# configure terminal

Device (config)# flow record example-recordl

Device (config-flow-record) # match ipv4 source address
Device (config-flow-record) # match ipv4 destination address
Device (config-flow-record) # collect application name
Device (config-flow-record) # collect counter packets
Device (config-flow-record) # exit

Device# show flow record example-recordl
flow record example-recordl

match ipv4 source address

match ipv4 destination address

collect application name

collect counter packets

N—h2: 77— 7 AR—FEER LET,

F 7=, application-table 47> = > 7 7 L — | L application-attributes 77" =
TUT U= bbb AR=FRICRELET, A7 ar 77— ey

DNS-AS Z &R L 1= AVC DERE .
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B ons-as £ L1z Ave B ENF R E OB

L AV REEWROBDLT TV r—va UEREREGETEEEA, Dt D,
application-table 47> a2 Y ZRET H Z E AR L E5, BIHEEHROGE IR,
application-attribute 47> 2 > HERE L £ 7,

o, FrT V= b AT AR T DA MR TER TSI L bTEET GF
REFHIT 1 ~ 86400 Fb, 7 7 #+ /L MEIX 600 7))

Device (config) # flow exporter example-exporterl

Device (config-flow-exporter)# option application-table
Device (config-flow-exporter)# option application-attributes
Device (config-flow-exporter) # template data timeout 500
Device (config-flow-exporter) # exit

Device# show flow exporter example-exporterl
Flow Exporter example-exporterl:
Description: User defined
Export protocol: NetFlow Version 9
Transport Configuration:
Destination IP address: 192.0.1.254

Source IP address: 192.51.100.2
Transport Protocol: UDP
Destination Port: 9995

Source Port: 54964

DSCP: 0x0

TTL: 255

Output Features: Not Used

Options Configuration:
application-table (timeout 500 seconds)
application-attributes (timeout 500 seconds)

Device# show flow exporter example-exporterl statistics
Flow Exporter example-exporterl:
Packet send statistics (last cleared 00:00:48 ago):
Successfully sent: 2 (924 bytes)

Client send statistics:
Client: Option options application-name

Records added: 4
- sent: 4
Bytes added: 332
- sent: 332

Client: Option options application-attributes

Records added: 2
- sent: 2
Bytes added: 388
- sent: 388

N—h3: 77— F=FZER L £,

Ta—F= A H—T oA AZHEHA L, xy NU—T 8T T 4 v T OB EELT
L7,

Flo, RCA U H—T7 x4 AZQoS AV —biH T ET, RONWTIL, [T
QoS FHED— & L THER SN QoS AV v —FWH L TWET (v b T — il
NI T4y 7D (153=2) )

Device# configure terminal

Device (config)# flow monitor example-monitorl

Device (config-flow-monitor) # record example-recordl
Device (config-flow-monitor)# exporter exporter-exportl

. DNS-AS Z{&EF L 1= AVC DERE
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Device (config-flow-monitor)# exit

Device (config) # interface tengigabitethernet 1/0/1

Device (config-if) # switchport acceess vlan 100

Device (config-if)# switchport mode access

Device (config-if)# ip flow monitor example-monitorl input
Device (config-if)# service-policy input MARKING

Device (config-if)# end

Device# show flow monitor

flow monitor example-monitorl

record example-recordl

exporter example-exporterl

|

Device# show interface tengigabitethernetl/0/1
interface tengigabitethernetl/0/1

switchport access vlan 100

switchport mode access

ip flow monitor example-monitorl input

Device# show flow monitor example-monitorl cache

Cache type: Normal
Cache size: 16640
Current entries: 3
High Watermark: 3
Flows added: 6
Flows aged: 3
- Active timeout ( 1800 secs) 0
- Inactive timeout ( 30 secs) 3
- Event aged 0
- Watermark aged 0
- Emergency aged 0
IPV4 SOURCE ADDRESS: 192.0.1.254
IPV4 DESTINATION ADDRESS: 192.51.100.2
counter packets long: 7479
application name: appexamplel
IPV4 SOURCE ADDRESS: 192.51.100.11
IPV4 DESTINATION ADDRESS: 203.0.113.125
counter packets long: 445
application name: appexample?2
IPV4 SOURCE ADDRESS: 192.51.51.51
IPV4 DESTINATION ADDRESS: 203.0.113.100
counter packets long: 14325
application name: appexample3
Switch#

N— k4 FOMOBEE show =< > K

Device# show avc dns-as client binding-table detail
DNS-AS generated protocols:

Max number of protocols :50

Customization interval [min] :N/A

Age : The amount of time that the entry is active
TTL : Time to live which was learned from DNS-AS server
Time To Expire : Entry expiration time in case device does not see DNS traffic for

the entry host

Protocol-Name : appexamplel

DNS-AS %/ L 1= AVC DRE
|
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VRF

Host

Age[min]

TTL[min]

Time To Expire[min]
TXT Record

Traffic Class
Business Relevance
Ip

Protocol-Name

VRF

Host

Age[min]

TTL[min]

Time To Expire[min]
TXT Record

Traffic Class
Business Relevance
Ip

<output truncated>

DNS-AS %/ L= AVC DEEE |

<default>

www.appexamplel.com

2

60

58

app-name:appexamplel |app-class:VO|business:YES
voip-telephony

business relevant

192.0.1.254

appexample?2

<default>

WWw.appexample2.com

2

60

58

app-name:appexample? |app-class:VO|business:YES
voip-telephony

business relevant

192.51.100.11

Device# show flow exporter option application engines

Engine:
Engine:
Engine:
Engine:

prot (IANA7L375TANDARD, ID: 1)
port (IANA7L475TANDARD, ID: 3)
NBAR (NBARﬁCUSTOM, ID: 6)

cisco (CISCO_L7 GLOBAL, ID: 13)

Device# show flow exporter option application table
Engine: prot (IANA L3 STANDARD, ID: 1)

applID Name

Description

Engine: port (IANA L4 STANDARD, ID: 3)

appID Name
Engine
appID Name

Description

NBAR (NBAR CUSTOM, ID: 6)
Description

6:28202 appexamplel User defined protocol appexamplel

Engine: cisco (CISCO L7 GLOBAL, ID: 13)

appID Name
13:0

13:1 unknown
13:518

Description

unclassified Unclassified traffic

Unknown application

appexample? appexample2, social web application and service

DNS-AS Z{&F L 1= AVC DE R

RELT-. &FXE72 DNS-AS i L7= AVC SR EAFT 5101, $ME EXEC £— F TR
Da<wr REFEHALET,
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B

X E

K 1:DNS-ASEHERL- AVCDEHRIT UK

DNs-as x A L7- ave o ]

avU kR

B8

H A DB

show avc dns-as client status

DNS-AS 7 A4 7 > s OBE
DAT—HARFRLET,
Iha<wy REFEHRTSH L.
DNS-AS Zffi [ L7= AVC 23 F
T2 TWBEMNE 5 % H
HIENTEET,

i

show avc dns-as client status

show avc dns-as client
trusted-domains

AT 4 T T =T T
BINTWAEFERAL D
YA MERRLET,

1] : show avc dns-as client
trusted-domains

show avc dns-as client
binding-table

BLOD

show avc dns-as client
binding-table detail

(G4 R A A v LRI o
KU @YU X KHDDNS-AS %
HFHLIZAVCD A X T —H %
TR LET, TV r—3
VERRAAL TR ET,
NeT4NEY o TTEE
R

Chomawy Ry, B s
X TRUE#REFZ R LE

5 : show avc dns-as client
binding-table

show avc dns-as client statistics

kR

Ny b aX o ER GEE
L7ZDNSZ =V DL ZE 1L
TIREDOH) #FRALET,

5] : show avc dns-as client
statistics

show avc dns-as client
name-server brief

A BT =B BEROFE D
DNS % — N2 A 15 & R
ALET,

51 : show ave dns-as client
name-server brief

show ip name-server MEFF SN TV D TN TOF— | 5] : show ip name-server
LY —=ROIPT R L A& LR
LET,

show platform tcam utilization | TCAM o "] HIPEIZEE3 2 15 | # : show platform tcam
BFRRLET, utilization

151 : show avc dns-as client status

Device# show avc dns-as client status

DNS-AS client is enabled

% 1:DNS-AS i L7= AVC O o~ RIZRES

Bl

show avc dns-as client trusted-domains
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Device# show avc dns-as client trusted-domains
Id | Trusted domain

1| example.com

2| www.example.com

3] example.net

4] www.example.net

5| example.org

6| www.example.org

7 1:DNS-AS #{HfH L7= AVC Do~ RIZRES

fiil : show avc dns-as client binding-table

Device# show avc dns-as client binding-table
Switch# show avc dns-as client binding-table detailed
DNS-AS generated protocols:
Max number of protocols :50
Customization interval [min] :N/A

Age : The amount of time that the entry is active
TTL : Time to live which was learned from DNS-AS server

DNS-AS %/ L= AVC DEEE |

Time To Expire : Entry expiration time in case device does not see DNS traffic for the

entry host

Protocol-Name : example
VRF : <default>
Host : www.example.com
Age[min] : 2
TTL[min] : 60
Time To Expire[min] : 58
TXT Record : app-name:example|app-class:VO|business:YES
Traffic Class : voip-telephony
Business Relevance : business relevant
IP : 192.0.2.121
: 192.0.2.254
198.51.100.1
198.51.100.254
192.51.100.12
: 203.0.113.125
<output truncated>

%% 1:DNS-AS Zfififl L7~ AVC OEfla~ > NIZERES

5 : show avc dns-as client statistics

GE)

ZORFITIH, 22D DNS b —R_"RJ/EESNE T,

Device# show avc dns-as client statistics

Server details: vrf-id = 0 vrf-name = <default> ip = 192.0.2.1

AAAA Query Error packets 0
AAAA Query TX packets 0
AAAA Response RX packets 0
TXT Query Error packets 0
TXT Query TX packets 8

TXT Response RX packets 0
A Query Error packets 0

A Query TX packets 6

A Response RX packets 0

Server details: vrf-id = 0 vrf-name = <default> ip = 192.0.2.2
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AAAA Query Error packets 0
AAAA Query TX packets 0
AAAA Response RX packets 0
TXT Query Error packets 0
TXT Query TX packets 2

TXT Response RX packets 2
A Query Error packets 0

A Query TX packets 4

A Response RX packets 2
Total Drop packets 0

avc_dns_as_pkts_ logged 2
avc_dns_as_g pkts_processed

% 1:DNS-AS Z{HH L7 AVC O fla~ 2 FIZED

2

5] : show avc dns-as client name-server brief

Device# show avc dns-as client name-server brief

Server-IP | Vrf-name
192.0.2.1 | <default>
192.0.2.2 | <default>

7 1:DNS-AS #{HfH L7= AVC Do~ RIZRES

Bl

Device# show ip name-server
192.0.2.1

192.0.2.2

2001:DB8::1

show ip name-server

%% 1:DNS-AS Zfififl L7~ AVC OEfla~ > NIZERES

i : show platform tcam utilization

DNs-as x A L7- ave o ]

G¥)

Eg@'@—é TCAM = F U3 1pv4 gos aces: <7,

Device# show platform tcam utilization
CAM Utilization for ASIC# 0 Max Used
Masks/Values Masks/values

Unicast mac addresses: 16604/16604 24/24

IPv4 IGMP groups + multicast routes: 1072/1072 3/3

IPv4 unicast directly-connected routes: 4096/4096 4/4
IPv4 unicast indirectly-connected routes: 1280/1280 40/40
IPv6 Multicast groups: 1072/1072 18/18

IPv6 unicast directly-connected routes: 4096/4096 1/1
IPv6 unicast indirectly-connected routes: 1280/1280 32/32
IPv4 policy based routing aces: 512/512 14/14

IPv4 gos aces: 512/512 51/51

IPv4 security aces: 1024/1024 78/78

IPv6 policy based routing aces: 256/256 8/8

IPv6 gos aces: 256/256 44/44

IPv6 security aces: 512/512 18/18
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Note: Allocation of TCAM entries per feature uses
a complex algorithm. The above information is meant
to provide an abstract view of the current TCAM utilization

% 1:DNS-AS Z{#HH L7 AVC OEfla~ 2 FIZED

DNS-AS (R L=AVCD +rZ>TIa—TFTa 29

8

EADNBERELMBRE

NA T4 T T—
Ty b YA
v,

NA Y RT—TNA0n, ROMBOWTID, FEMHFIZ L - TZEIC
RO TWDRREMENH Y F 7,
¢ DNS = RTRA T —ZPHEFFIN TR — RO F AT & 58
TLTLEEW : AFTF—% A MY —LDHERL (712—)

CEHERAA LY ATy FUDHEE SN TWHW RN — RO Z A
TEETLTLKEEW : BEHIFAA DD X SO (11 ~=—
)

DNS AX—¥t 7 F
I ETAT/A A N S
TIZRET 5,

DNS AX—bE U 7B LUy b v X2 VP aERICFETT 512,
RIS —~o7 (M NTFT 4T VITRABRETLHEE I TR~
BEENTNDE) A X —T = AWM TEHLERSHY 3, K
OB L T 7Z&V : DNS-AS 2 L 72 AVC A QoS DR E  (
12 —3)

DNS H— 33 RIE72
2T,

TELVVDNS-AS A ZF—Z N DNS v AT AMIHEFF SN TWAZ L &
TR LET,

e Linux @ dig #RDO X S ITFEH L E T,

dig TXT +short www.example.org [dns-server-ip]
"CISCO-CLS=app-name:example | app-class:TD|business:YES |app-i1d:CU/28202"

« Windows nslookup Z KD L S IZEH L £,

C:\Windows\system32>NSLookup.exe -g=TXT www.example.org
[dns-server-ip]

www.example.org text =
"CISCO-CLS=app-name:example | app-class:TD|business:YES |app-1d:CU/28202"
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FEAONDRE L ARREK

A L7z QoS AR Y
=R — F B HIBR
éﬂ(b\éo

DNS-AS 7 I9A T "7 7 r—va 38 L. TA) La—F
BB T 4 T T—TNVRIEEIND &, VAT AF TCAM
PHERHLTCEFOT SV r—arDIP T RLAZRELET, FHE
E BT TV =2 a UBREEDOIPT RLRAEZFRFOZ LN TE,
ET TN Ir—2a VNTCAM D AR— 2% I 5I2fEHLET, TCAM
DHET 5 L. QoS RV v —LiEH AL £,

ZOREAE BT 512X, EIRIZ TCAM OfFEHEZEG L £,
TCAM DO [ HPEIZBIT 215 H A &< T 5 1Z1%. show platform tcam
utilisation = ~ > N Z ¥t EXEC E— FTAN L £,

DNS-AS 7 74 7 > h
23, EF L7 QoS
~ v B TR L
77 4V N OERIEENE
ZHEALET,

WDEFEIZ, DNS-AS 7 7 AT MR, QoS~ v B 7 HmHEL, 7
7 v b OEREEIEAEA LE T,

b TT Uy 7T AL E VR ABEMEICHEE L —BUB A, A
ZTF—=2 AP —AZERLIE D LB LRWGE. BEITG
CTEELTIESN,

AT T T TN NIRRT I T 4 T TR 25T
LA, T, = b U OB A~ L $9, showavedns-as
client binding-table =~ > R 2 L T & U ORI 2 £
RLTLZEN,

DNS-AS #{HFH L 7- AVC DHEEEFE S L VB

ROFNZ, ZOHETHHALIHKEICET L) ) —AFHRERLET, ZOXRIE, Y7 hu=T
JU—=Z FLA VTEEREOYVR—FNEASNIZLEDY T y=T VU —AT2RL

TWET, ZOREIX.

FRIZHE 0 N2 RY . 2RO —# O Y 7 ho =7 U U —ATH

R—hENET,

)1)—= EEAE

Cisco IOS Release 15.2(5)E1 ZORENEAINE LT,
Cisco IOS Release 15.2(5)E2 DNS-AS Z{#H L7~ AVC [A1f

{Z Flexible Netflow (FnF) 73
AZH, FNFEEHLTT
Ur—va ey A
RA—hTEDEoICREL
776
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