ARTFLEHEOTUNR

carp (3X—7)
*boot (4 ~—7)

scat (53—

» clear location (6 ~<—73)

» clear location statistics (6 ~X—1)

scopy (73—

* copy startup-config tftp: (8 ~X—73)

* copy tftp: startup-config (8 ~X—73)

« debug platform condition feature multicast controlplane (9 ~<—137)
+ debug platform condition mac (11 ~X—3°)

» debug platformrep (12 ~<X—73”)

+ debug voice diagnostics mac-address (13 ~X—73)
s delete (14 ~<—7)

o dir (152—%)

» emergency-install (16 ~=—3)

e exit (18 ~X—7)

s factory-reset (18 ~<—73”)

s flash_init (19 ~X—)

*help (20 X—2)

s install (20 X—7)

* 12 traceroute (25 ~—73)

* license boot level (25 ~—3)

* license smart conversion start (27 ~<—13)

* license smart conversion stop (27 ~X—3)

* license smart deregister (28 ~X—1)

* license smart register idtoken (29 ~<—3”)

* license smart renew (30 ~<—3)

* location (31 ~—72)

* location plm calibrating (34 ~X—3)

va7igEavo R )



* mac address-table move update (35 ~X—1)
e mgmt_init (36 ~X—7)

e mkdir (37 X—7)

*more (38 X—7)

*no debug all (38 ~X—7)

e rename (39 ~X—)

* request consent-token accept-response shell-access
* request consent-token generate-challenge shell-access
(41 =)

* request consent-token terminate-auth

* request platform software console attach switch

(40 ~—2)
(40 =—7)

(42 =—3)

» request platform software package clean (43 ~<X—73)

* request platform software package copy (45 ~<—3")

* request platform software package describe file

(45 _—2)

* request platform software package expand

(51 =—2)

SRFLEEIATUFR |

* request platform software package install auto-upgrade (53 ~X—3°)

» request platform software package install commit
* request platform software package install file

* request platform software package install rollback

(54 =—3)

(55 =—2)

(58 ~—2)

* request platform software package install snapshot (59 ~<—1")

* request platform software package verify

* request platform software package uninstall

(61 ~=—2)
(62 ~=—3)

(63 <—)
(64 ~—2)

* sdm prefer (65 ~—7)
e set (65 X—)

« show avc client (68 ~<—7")

* reset

 rmdir

* show cable-diagnostics tdr (69 ~X—737)
(71 =)

e showenv (72 ~_X—)

* show debug

* show env xps (73 ~X—2)

* show flow monitor (77 ~<X—73")

* show install (79 ~<X—7)

* show license all (81 ~X—73)

» show license status (83 ~<X—73”)

» show license summary (85 ~X—7)
» show license udi (86 ~—73)

* show license usage (86 ~~—1)

* show location (87 ~X—)

* show location ap-detect (88 ~X—13)

+ show logging onboard switch uptime (89 ~<—13)

+ show mac address-table move update (92 ~X—73)
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arp .

» show platform integrity (93 ~<—1")

« show platform software fed switch punt cause (94 ~—73”)
» show platform software fed switch punt cpuq (95 ~—13)
+ show platform sudi certificate (99 ~X—13)

+ show sdm prefer (100 ~<—7)

» show tech-support license (101 ~X—2)

« show tech-support platform evpn_vxlan (103 ~<—737)

« show tech-support platform fabric (105 ~<—71)

» show tech-support platform igmp_snooping (108 ~X—3”)
» show tech-support platform mld_snooping (111 ~X—73")

» show tech-support platform layer3 (118 ~<—13)

» show tech-support port (126 ~X—1)

« show tech-support platform (128 ~<—73”)

» show version (132 ~X—2)

* system env temperature threshold yellow (135 ~X—3")

* test cable-diagnostics tdr (136 ~X—13)
s traceroute mac (137 ~X—737)

« traceroute mac ip (140 ~X—73)

s type (142 X—7)

s unset (143 ~—737)

e version (144 ~—0)

arp
Address Resolution Protocol (ARP) 7 —7 /VONKFEZFR AT HIZE, 77— ka2 —FF— RTarp
av s REERLET,
arp [ip_address |

XX DEREA ip_address  (ff:7) ARP7 — 7 /VERITHREDIP T RLADY v B 7 a2 KR LET,

ATV R FI4NN T AN NOBEBERMHEITH Y A,

IRV R E—F T—bhe—H

2% FEE JU—2 LENE

CiscoIOS XE 3.3SECiscoIOSXE3.3SE Z oo~y RAEAINE LT,

FEREDHA KS4>y ARPT—7LIIIE, IPT FLAEMACT RLADY vy BV I HPIRENET,

i KIT. ARP 7 — T L% Fmd A% 7 LET,
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. boot

hoot

SRFLEEIATUFR |

FNA A: arp 172.20.136.8
arp'ing 172.20.136.8...
172.20.136.8 is at 00:1b:78:d1:25:ae, via port O

FEITAREA A—Vh e — RBIXOT— LT, 2~ 94 A& —T x4 A (CLI) 2%
RT DL, T—ha—&F— RKThoot 2~ FEMHEHLET,

boot [-post | -n | -p | flag] filesystem:/file-url...

BXDEREA

aAavv RTFI4IL bk

aAvU kR E—F

-post (EE) PEB L URAPOSTICE »Tr— RE&NA A=V EETLET,
ZOX—TU—REMHATSH L, POST O5E TIZHET HRHNEL 20 97,

-n (&) EEL T <IZ, Cisco I0S T/3» HAMKRIE L E37,

-p (EE) A A—vor— %I <IZ, JTAG 735y HHMKRIEL ET,

filesystem: T ANVATIADIA VT A, VAT AR—R 7T v a T4 R|TIZE

flash: Z{FH L F T, USB AT U A7 (v 7121 usbflash0: ZfEH L £9°,

file-url T — AT A A=V DRR (FA LT MY) BEOARH, K4 A =S40
tIaeTRYID £7,

T 74N FOBERERSH D EHA,

T—hu—=4&

avwy FERE

FEREDHA FS14 Y

=2 LERE

CiscoIOS XE 3.3SECiscoIOSXE3.3SE —pa~ FRNEAINE LT~

BB AT HIRE L2V Thoot 2~ 2 K& AT L7286, deviceld. BOOT BREEZAL MR TE S 1L
TWIUZZFDOTDIERAHEH LT, AT L2 — L LY E LET,

file-url 802 A A=V 2/ ERE LIZHA. boot 2~ RITfEESNTZA A=V 27— R L LD
ELET,

T—bta—%boot A7 ROA T a b BRELEZEAIT., Z0a~vy RREEHICFETE
N, BEOT—ra—FE v g rF it icm méﬂiTo

INODOREPRFINTREIOT — ML Sh D Z & 1TH 0 FEA,
T7ANABIOT 4 L7 FUAE, RCFENLFE KB LET,
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cat JJj

15l
ROFITIX, new-image.bin A A — %M L Cdevicex 7 — N 5 HEERLET,

/3 A: set BOOT flash:/new-images/new-image.bin
531 A: boot

ZDOavwy REANTRE, By N o7 a s AERET AL OIICROHIVET,

cat
12U EDT7 7 A NVORNFEFRRTHIZIE, T—ra—FE— KCeata~ FEFEHLET,

cat filesystem./file-url...

X DA Silesystem: 7 7 4 L AT AETEELET,

fileurl  FRTDHT 7 ANDIRA (T4 L7 b)) EARIZRELET, 77 A VAT A
N—ATREIY £,

AT R FI4INAL  T AN FOBERLEIZH Y EE A,

AT R E—F T—bhe—X

av v RERE J1y—2 EERE

Cisco IOS XE 3.3SECiscolOSXE3.3SE -~ o<y FREAINE LT,

BRELDAA RSA> 77 ANBBEOF 1 L7 b4, KCFELNCFERRILET,
T7ANDY A NERE LEGEIZ. &7 7 A VORNERIEIZRTINET,

I KOFITIE. A A—DT 7 A NDONEE BT D FER R LET,

73 A: cat flash:image file name

version suffix: universal-122-xx.SEx

version directory: image file name

image system type id: 0x00000002

image name: image file name.bin
ios_image file size: 8919552

total image file size: 11592192

image feature: IP|LAYER 3|PLUS|MIN DRAM MEG=128
image family: family

stacking number: 1.34

board ids: 0x00000068 0x00000069 0x0000006a 0x0000006b
info end:
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. clear location

clear location

BB OB L DA (RFID) % 7 £72137 — X _X—ALKDOFT X THORFID ¥ 7 {5 %
7 ) 73 5I121%. EXEC ®E— KT clear location =~ > R&fEH L F 7,

clear location [mac-address mac-address | rfid]

X DA mac-address mac-address 5D RFID % 7O MAC 7 R L A,

rfid Fe A R—Z FOFTRTORFIDZ 7 #EELET,

ATVRFEIFIR T 7ANNOEEREITH Y A,

ATV R E—FR =¥ EXEC
F5HE EXEC
avy FERE 1)1y —= EEHNE

CiscoIOS XE3.3SECiscoIOSXE3.3SE zppa~<w R EAINE LT,

WIZ, T—BZ_R—=ZN5FT _XRTOHORFID Z S EREZ V7T 502 - LET,

T /3 A> clear location rfid

clear location statistics

EIIZ L AR (RFID) OfeHE#RE 7 U 74 A%, clearlocation statistics =~ > N %
ERHLET,

clear location statistics

X DERHA Zoawy FIFRIEELITF—U—NIH Y A,

ATV RFEI4FIR T 7ANNOEBERHEIZH Y A,

avYRKE—FK = — EXEC
5 #E EXEC
avy FRERE J1)—2 EEAR

CiscoIOS XE3.3SECiscoIOSXE3.3SE —pa<w RpREAINE L,
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copy

co W

RIZ. clearlocationrfid =~ > RO /Bl L, RFID HattE®RE 7 UV 7550~ LFE
7,

53 2> clear location statistics

TrANE AP b ARl at—3 512k, T—hr—¥FE— RTecopy 2~v . F%&
HRLET,

copy filesystem:/source-file-url filesystem:/destination-file-url

B DEREA

AR TIHIE

AR E—F

filesystem: T7ANTVATLADEA YT A, USB AEY AT 1 v 7 OHBEIL,
usbflash0: Z{EH L £7,

/source-file-url =D A (T4 LT M) BEXOT7 7 A4 V4 TY,

/destination-file-url 2 v —45D N2 (F4 L7 M) BLOT7 74 L4 T,

77 AV s OEIERIEILDH D EE A

T—hu—=4%

av Y RERE

FREDHA FS14 Y

3l

)1)—2 EEAR

Cisco IOS XE 3.3SECiscolOSXE3.3SE — o<y FREAINE LT,

Tr7ANABIOT 4 L7 FPUAE, RCFENLFE KB LET,

AT va (/) MICEETEST 4 V7 MU AITRK 12T XFETT, 74 V7 b UAIZIEH
T, A= HIRRXT, AT via, I, BElany, a3 TEERA,

FBETED 7 7 A NIRRT LT TT, 7 7 A VKIS, A—2 0 HIBRSTT,
AT wyva, BIAMK, EIavy, ag U qiMfFEHTEERA,

TrANERDOT 4 L7 SUIZa =T 285813, 20T 4 L7 b UDBFEL TWRIT TR
D EHEA

ROFITIE, V= MDD T7 7 AN Eat—T 5 hEZRLET,

T /3A A: copy usbflashO:testl.text usbflash0:test4.text
File "usbflashO:testl.text" successfully copied to "usbflashO:test4.text"

Ty ANRAE—INTINE D D EREGRT DX, dir filesystem: 7 — hr—X a~<
REATLET,

va7LgBavr |



. copy startup-config tftp:
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copy startup-config tftp:

AA F 5 TFTP — IR EL 2 B —79 5 121%, F#HE EXEC *£— KT copy startup-config
titp: =~ FEEHLET,

copy startup-config tftp: remote host {ip-address}/{name}

B DEREA

AR TIFIE

AU RFE—F

remote host {ip-address}/{name} 1) &=— NRA NDHEA N FELIZIPT R A&,

7T 7 4V N OEBHEEIZH D FH AL

ke EXEC

avy FERE

HEREDAA K1Y

il

)1)—R EERAA

CiscolOSXE VY U —216.1 ZOa~wy FRNEAISNE L,

%

AA v FINLBIEDKRELZ 2 ¥ —F 5HI21E. copy startup-config tftp: =~ > KZFEITL, K<
hr_twi#o&E#THP%—A_:t~éni#o

WIZ, BIDOAAL v F~a A4 L, copy tftp: startup-config =~ > R & FITL T, F< finRIC
EWET, T, REEFHDOAL v FIZa—snFEz T,

Wz, TETP — NI EE a v —F 2602 ~r L E T,

T /3A A: copy startup-config tftp:
Address or name of remote host []?

copy tftp: startup-config

TFTP $— 3B LWAAL v FICREZ 26— 5121%, HTLWAA v F BT, K5 EXEC
& — KT copy tftp: startup-config =~ > K& H L F9°,

copy tftp: startup-config remote host {ip-address}/{name}

B DEREA

AU R TIAIbE

ATV R E—F

remote host {ip-address}/{name} 1) &= — "R A NDHRA N FEIZIPT RLA,

77 AV OBIERIEILDH D E A

ke EXEC
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debug platform condition feature multicast controlplane .

avy RERE

EREDAARZA4

3l

Jy—2 EENE

CiscolOSXE VU U —216.1 ZOa~vy RBRBAINE LT,

WEZXZ A — L7k, TORTCEHRIFT DHITIL, write memory 2=~ REMH L, ZD%A
A v FEYa— RKT50, F£7213 copy startup-config running-config =~ > K& (T L £ T,

WIZ, TETP =" AL v F IR EE 2 —F 202 R L E T,

T /3A A: copy tftp: startup-config
Address or name of remote host []?

debug platform condition feature multicast controlplane

Internet Group Management Protocol (IGMP) B X O~ /LFF v A U 2 F—kiti (MLD) O A
X— B THEREDO R b L— A2 BT HI2IE, FiHE EXEC & — K T debug platform
condition feature multicast controlplane =~ > FZ{FH L £, Mt b L — X285 %
2k, Zoa<wr Rone ERZHHLET,

debug platform condition feature multicast controlplane {{igmp-debug | pim} group-ip {ipv4 address
| ipv6 address} | {mld-snooping | igmp-snooping} mac mac-address ip {ipv4 address | ipv6 address}
vlan vian-id } level {debug | error | info | verbose | warning}

no debug platform condition feature multicast controlplane {{igmp-debug | pim} group-ip {ipv4
address | ipv6 address} | {mld-snooping | igmp-snooping} mac mac-address ip {ipv4 address | ipv6
address} vlan vian-id } level {debug | error | info | verbose | warning}

B0

58

igmp-debug IGMP I O iE w L— 2 %
BN LET,

pim Protocol Independent Multicast
(PIM) ORI - L— =
EAMTLET,

mld-snooping MLD % X — & o 7 HllE D fckt
WL —2EFILET,

igmp-snooping IGMP A X — & o 7 il D fieht
ML —2AZHNNILET,

mac mac-address ZIEHD MAC 7 R LA,

group-ip {ipv4 address | ipv6 address} igmp-debug £ 7213 pim 7 /L—
7D 1Pv4 £7213 1Pv6 7 R Lo
Xo
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. debug platform condition feature multicast controlplane

AUk E—F

SRFLEEIATUFR |

ip {ipv4 address | ipv6 address}

mld-snooping ¥ 7213
igmp-snooping 7' /L— 7@ IPv4
F721EIPve 7 R LA,

vlan vian-id

VLANID, $5E CTZ A%

1 ~ 4094 T,

level TRy TOBREKRKEL VAR
MM LET,

debug TRy T LV BRI L E
‘a‘o

error T =T NNy T EEMILE
7,

info BWT Ny 725G L E
7,

verbose FET N T EHEICLE
j—o

warning BT Ry TR LE
R

HikE EXEC (#)

av Y RERE

=2 LENE

CiscoIOS XE Gibraltar 16.11.1 — oo~ RpEAINE L7,

WIZ, IGMP A X — B> F DR b L—AFNZT 0% R L ET,

Device# debug platform condition feature multicast controlplane igmp-snooping mac
000a.£330.344a ip 10.1.1.10 vlan 550 level warning

Command

Description

clear debug platform condition
all

7Ty b7 A= AZHEH ST DTNy FERMAE IR L E
B

debug platform condition

BE LTSSV Tdebug 2~ > KOT Ny 7%
TANEI T LET,

debug platform condition start

VAT LD E TNy T ERBG L ET,

debug platform condition stop

VAT LD E TNy T aiElk LET,
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debug platform condition mac .

Command Description

show platform condition HAET 7T 4 T hRTF Ry FRErFRRLET,

debug platform condition mac

MAC 7 —=> 7 DOt b L — A= G829 512X, F#iE EXEC ©— K C debug platform
condition mac =~ FZEHA L E9, MAC 7 —=0 7 DR F L— 228N 5121,
ZDavwry RO ne ERAHEHL £,

debug platform condition mac {mac-address {control-plane | egress | ingress} | access-list access-list
name {egress | ingress}}
no debug platform condition mac {mac-address {control-plane | egress | ingress} | access-list access-list
name {egress | ingress}}

EX DA mac mac-address BESNT-MACT RFL A |
SWCHNETZ 4 N2 ) T
L/ i ‘a‘o

access-list access-list name BESNEZT 72D X M
HoNWTHNDET7 4 VvEZ Y
7\\ L\iﬁ—o

control-plane ayhka—F L —rD)L—
FUCHEATLIA v E—DVER
A~LET,

egress FAZ w MTESWTH D
74N T LET,

ingress BEAST Y MTESWTHA
BT 4NEY T LET,

aAvY R E—F HeME EXEC (#)

avy RERE )1)—=R EEAR

CiscoIOS XE Gibraltar 16.11.1 —pa~<w> RBREAINFE LT,

KIZ, MAC 7 RLRIZEASNTT ANy TN E T A NE ) o 7T D02 R-LET,

Device# debug platform condition mac bcl6.6509.3314 ingress

va7igEavo R )



. debug platform rep

SRFLEEIATUFR |

BEa<w> R Command

Description

show platform condition

IEIIIE77 ”7"— e 7725“/\ > 7%%%2%% sz—g«o

debug platform condition

BE LT2SMIC S\ Tdebug 2~ ROT Ry 7%

TANE) T LET,

debug platform condition start

VAT LD ET Ny a2 L ET

debug platform condition stop

S AT NORIEME TN 7 EAEIE LET,

clear debug platform condition
all

TT M7 —AZEA SN TWET NNy Z5EHIBR L £

‘é—‘O

debug platform rep

Resilient Ethernet Protocol (REP) #EHED T N J & A 3 —T )W T HI1T1E. ¥#E EXEC £— K
C debug platformrep =~ > FZEH LE T, &€ LEERELZHIRT 121X, Zoa~vr Fo

no XXz L £,

debug platform rep {all | error | event | packet | verbose}
no debug platform rep {all | error | event | packet | verbose}

*ﬁi@%ﬁﬂﬂ all 'é"\‘/COD REP ?/\“/71‘%%@@72
A F =7 M LET,
error REP =T —F Ry 7 & A X—
T LET,
event REP A X> hT /Ny T kA
F—=T M LET,
packet REP N7y b TNy T kA
F—=T M LET,
verbose REP §EflT N 7% A 2 —7
MILET,
avY RE—FK ¥#HE EXEC (#)
av Yy RERE )1)—= TEAR

CiscoIOS XE Gibraltar 16.11.1 — oo~ RpEAINE L7,

WIZ, TNTOWREDT Ny VoA X—T M DR LET,
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debug voice diagnostics mac-address .

Device# debug platform rep all

debug platform rep verbose debugging is on

debug platform rep control pkt handle debugging is on
debug platform rep error debugging is on

debug platform rep event debugging is on

BEa< R Command Description
show platform condition HET VT4 T hTF NNy TR EELFRLET,
debug platform condition B LT 4 lE I S C debug 2= ROF v ZH N %

TA4NEZ) T LET,

debug platform condition start | 25 ADOLEMHfTEXT Ny FEBRB L ET,

debug platform condition stop | 257 A DL FT Ry FEEIELET,

clear debug platform condition | 75 v N 7 4 —AICHEA I TWAT ANy FEAEZ IR L F
all j«

debug voice diagnostics mac-address

BRI IAT V NOBEFEBWOT Ny T EANTT DHIT1E, FibE EXEC E— T debug voice
diagnostics mac-address =~ > NAEHLET, 73y 72\ T HITIE, ZD0avwr RO
no &M L £,

debug voice diagnostics mac-address mac-address] verbose mac-address mac-address2 verbose
nodebug voice diagnostics mac-address mac-addressi verbose mac-address mac-address2 verbose

HSX D58 voice  diagnostics BFI ATV NOBEFEOF Ay 7 i LET,

mac-address mac-address] mac-address F75H 7 547 FOMACT RL A&EELET,
mac-address?2

verbose EEBWOTLEE— F2HMIC LET,

ATV R FI4NN T ANV NOBEERMEITH Y A

SvURT_F  4HEEXEC

avy FEE )= EEARAR

CiscoIOS XE3.3SECiscoIOSXE3.3SE —pa~<w RpREAINE L,
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. delete

delete

SRFLEEIATUFR |

PUFiZ. debug voice diagnostics mac-address =~ > KO H 1T, MAC 7 R L AN
00:1f:ca:cf:b6:60 THLEF Y T4 7 v bOEFZKIOT Ny 7 %G 5 FlEE T~
LTWET,

FINA A # debug voice diagnostics mac-address 00:1f:ca:cf:b6:60

HESNET 7 ANV AT ARSI EDT 7 A VENIRT 512X, 7— Fr—FE— KT
delete =~ > RAMEH L £7,

delete filesystem./file-url...

BX DA

aAavY R FI4ILE

aAvU R E—F

Sfilesystem: 7 7 4 )L AT LD A )T A, USBAEY AT 4 v 7 OEAIL. usbflash0: % fif
MLET,

file-url... B4 2577 A NDNRA (F4 L7 M) BEXOARITY, 77 A VAT AL—R
TXEIY £7,

T 7 4V N OEBHEREIZH Y TR AL

T—hu—=4

avy FERE

FEREDAHA RS>

il

=2 LENE

CiscolIOS XE 3.3SECiscoIOSXE3.3SE — o~y FRNEAINE LT~

T ANEBIOT 4 L7 P VLI, KXFE/PXFERY L £,
BT 7 A NEHIERT DRICHERZRD D 707 FMdevicelZ L » TEREINET,

WOBETIE, 22507 7 A NLEHIEBRLET,

5 /34 A: delete usbflashO:test2.text usbflash0:test5.text

Are you sure you want to delete "usbflashO:test2.text" (y/n)?y
File "usbflashO:test2.text" deleted

Are you sure you want to delete "usbflashO:test5.text" (y/n)?y
File "usbflashO:test2.text" deleted

T 7 ANVDBHEIBR SN2 Z & 2GR T 521X, dir usbflash0: 7' — b o —F o< K& A
HLET,
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dir I

BESNZT7ANVVAT LD 7 ANVBIOT L7 NUDOU R NEFRRTHIE, 77—
0—4ZF— RNCdira~> FEFEHLET,

dir filesystem:/file-url

B DEREA

Silesystem: 7 > A VAT ADTA VT A, VATFAR— K 75w 2 734 A2 flash:
ZHEHLET, USB AEYU AT 4 v 7213 usbflash0: Z M L £,

file-url — ({FE) FRT5arT o IYPKMENTHNEAR (F4L27 b)) BEUF 4 L
7 NUDAFTITT, T4 V7 MUAIFAN—ATRYIY £,

ARV K TIAIE

77 4N FOBERLEIZH D EE A,

ATV R E—F T—hr—4
H5#E EXEC
avy FER J1y—=x EENE

Cisco IOS XE 3.3SECiscolOSXE3.3SE -~ o<y FREAINE LT,

FREDHA K514

3l

T4 L7 VAT, RXFLPFRERIESNET,

ROBITIE, 7T vy arAEVRNDT 7 A NaeFRmT DHEEZRLET,

F A A: dir flash:
Directory of flash:/

2  -rwx 561 Mar 01 2013 00:48:15 express_setup.debug

3 -rwx 2160256 Mar 01 2013 04:18:48 c2960x-dmon-mz-150-2r.EX

4  -rwx 1048 Mar 01 2013 00:01:39 multiple-fs

6 drwx 512 Mar 01 2013 23:11:42 c2960x-universalk9-mz.150-2.EX
645 drwx 512 Mar 01 2013 00:01:11 dc profile dir

647 -rwx 4316 Mar 01 2013 01:14:05 config.text

648 -rwx 5 Mar 01 2013 00:01:39 private-config.text

96453632 bytes available (25732096 bytes used)

= 1:dir®7 «—)L FDORHA

J4—)L |EHEA
g

2 TrANDA T v I AEKS

va7igEavo R )



. emergency-install

SRFLEEIATUFR |

J4—)L |EREA

-TWX T ANDT 7 A (ROWTI, £33 x0)

ed: 741V 27 NV
o1 pEAHLY FTRE
e W FHZIALHE
e x 1 FATAHE

1644045 Ty ANDY A X

<date> | B

env_vars 77 A V4

emergency-install

VAT ATEEA VA M=V EFEITTHITIE,. 7 — b e —%F— KT emergency-install =~ >
RZEFEHLET,

emergency-install url://<url>

BXDEREA

AU R TIFIE

AU kFE—F

<url> BREA VANV R RV A A= UDRBHENTND 7 7 A /LOURL E4RTTT,

T 7 4V N OEMERMEIZSH W FH AL

T—hu—%

avy FERE

FEREDHA R4V

)= EEAR
CiscoIOS XE3.3SECiscoIOSXE3.3SE —ppa~<wy R EASINE L,

A YA MRERFIC T — b7 T v v a RSN ET, BEA A P BMEE T L
. 7 — kv —%%— KT boot flash:packages.conf =~ > R % FHE) THEIT L T AT A% ELH)
Li‘é—c

1

RIZ, A A= T 7 ANVONELHEH L TREA A b= BRIEZEITT 5612 L
ij‘o

T /3A A: emergency-install tftp:<url>
The bootflash will be erased during install operation, continue (y/n)?y
Starting emergency recovery (tftp:<url> ...

. DATLEEIOTUR
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emergency-install .

Reading full image into mMEmMOry........eiveiiennenn.. done
Nova Bundle Image

Kernel Address : 0x6042d5c8
Kernel Size : 0x317ccc/3243212
Initramfs Address : 0x60745294
Initramfs Size : Oxdc6774/14444404

Compression Format: .mzip

Bootable image at @ ram:0x6042d5c8

Bootable image segment 0 address range [0x81100000, 0x81b80000] is in range \
[0x80180000, 0x900000007.
[gelddeccdeddeeeeddceiciededdeceeddeceideddeecedddecceddeccedddecdedddeccedddecedddeicicededd
File "sda9:c3850-recovery.bin" uncompressed and installed, entry point: 0x811060£f0
Loading Linux kernel with entry point 0x811060f0

Bootloader: Done loading app on core mask: Oxf

### Launching Linux Kernel (flags = 0x5)

Initiating Emergency Installation of bundle \
tftp:<url>

Downloading bundle tftp:<url>...

Validating bundle tftp:<url>...

Installing bundle tftp:<url>...

Verifying bundle tftp:<url>...

Package cat3k caa-base.SPA.03.02.00SE.pkg is Digitally Signed
Package cat3k caa-drivers.SPA.03.02.00.SE.pkg is Digitally Signed
Package cat3k caa-infra.SPA.03.02.00SE.pkg is Digitally Signed
Package cat3k caa-iosd-universalk9.SPA.150-1.EX.pkg is Digitally Signed
Package cat3k caa-platform.SPA.03.02.00.SE.pkg is Digitally Signed
Package cat3k caa-wcm.SPA.10.0.100.0.pkg is Digitally Signed
Preparing flash...

Syncing device...

Emergency Install successful... Rebooting

Restarting system.\ufffd

Booting... (use DDR clock 667 MHz)Initializing and Testing RAM \
+++QRRR##HHH. . . +HQR++ER++RR++QR++RE++RR++QQR++@@done.
Memory Test Pass!

Base ethernet MAC Address: 20:37:06:ce:25:80
Initializing Flash...

flashfs[7] 0 files, 1 directories

flashfs[7] 0 orphaned files, 0 orphaned directories

flashfs[7]: Total bytes: 6784000

flashfs[7]: Bytes used: 1024

flashfs[7]: Bytes available: 6782976

flashfs[7] flashfs fsck took 1 seconds....done Initializing Flash.

The system is not configured to boot automatically. The
following command will finish loading the operating system
software:

boot

va7igEavo R )
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. exit

exit
PIHTOE— RIZE A2, CLIEXEC E— R&KTTHIT1E, exit a2~ REFEHALET,
exit

W DIEA Zoawy RIZIEBIEELITF—T— REbH D £H A,

ATVERFIFILR T IANNOBECHEITH Y EHA,

avURE—F FrHE EXEC

Jua— ) ary7 4 ¥alb—vg

avy FER Jy—=x EEAR
CiscolOS XE 3.3SECiscoIOSXE3.3SE “ma~wy RpEAINE LT,

KIZ, 27 4 FXal—vary B— REETTA0%E2 - LET,

T34 A (config) # exit
TN A4

factory-reset

AR ARR IS 7 /3 ZTIBINEN T2 T X TOREREAR D7 —F 28R 51213, $54 EXEC
E— KT factory-reset 2~ > R&ffifH L £,

factory-reset {all|config|boot-vars}

BX DA all RET—H, VF7vvalfh,. w7 7740, 7= ER, a7 774V, BUED
T—=h A A=V EELIOSA A=V R EDTXTOT =X 2T 34 ANLHIBRL £
‘a‘o
config |2 —HF—% XHZ— | T o7 FITar 74 Xal—1alrlOTRTOHRE
T2 EHIBRLET,
boot-vars | 7' — h ¥ A U2y B LET,

ATVERFEIAAR ZOARURET T4V MEDHY EFEA,

aAavURE—FR FyMe EXEC

. DATLEEIOTUR
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avy RERE

flash_init ]
1) —= ZEAR
Cisco IOS XE 16.6.1 Zoavy RPEAINE LT,

FEREDHA KS4 > factory-reset 2~ FEfEHT 272 DICBERV AT LAREITH Y A, TXTOF TV =

VEAMILCavry FEHFEALTLIEE N,

factory-reset 2~ > RIZX VD 10S A A—Y 77— "NEH, FHET —F, BIO®TRTO=2—
PT—2PNHESNET, RE, v 77 A0, 7—MEE BLOaT 77 A VBAOT—
5 HHETT,

VAT ATV m—REN, PR ECY Yy h& N T, ROMMON £— FCEE L £,

factory reset =~ > N& S T L72#%IZ, USB F721% TFTP Zf£H L T ROMMON 7>5 10S A
)( _T\/“%fm‘_‘ F‘VC\‘% gzj‘o

GB) EFEa— RFE2RNZ) . PHEBRE~DY By b2l L7z) LT EE0,

ToOa<wy NI, RO2Ho0F YA TEHRAINET,

o« TRA ZADEELFFR] (RMA) : RMA DO72DIZT /8, A% v A |TRIETDHUNEND D
BliE. TDOT /34 2D RMA FEHEZ RS T 21, BEEEADOT —X &3 X CHIERL
T<témo

AREEZUTTT A ZADY BN TR, RBREI N TS —<T U T AEE 7 L
T UV NVPREEZITIEGEE. T AEBAWREIZVEY FL, TS AEEHRE
LTL &N,

flash_init

flash: 7 7 A V¥ AT A EFHAHULT 521X, 7 — b e —4%%F— K Tflash_init =2~ > N % ff
LET,

flash_init

BXDEREA

ZOavwy FIESIBEELITF—TV—RNIH Y A,

ATV RFI4 R flash: 77 AT AT KE @EO T AT AEETICABRICAELS N ET,

ATV K E—F

7—bhu—%

av Y RERE

)1)—2 EERAR

Cisco IOS XE 3.3SECiscoIOSXE3.3SE = o~y RAEASHE L=,

va7igEavo R )
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FEREEDHA RSy flash: 77 AV 2T L, BEOT— h e 2P BB ET,

help

BX DA

AR R FIAILE

aAvURE—F

Zoa< RiE, flash: 77 A NNV AT A ETFEICHHMLLLET, 722X RRATU—FER
NEBEAITIE, BEFIERICZOa~y REfHLET,

FIHAIREZR 2~ REFRRT HICIE, 77— bhe—XE— R Thelp 2~ FEHLET,
help

Zoawy RZEBIEELEF—Y—REH D THA,

T 7 4V FOBEREIZH Y EE A,

JT—tra—4

avy FERE

install

-2 LERE

CiscoIOS XE 3.3SECiscoIOSXE3.3SE -~ pa~ RN EAINE LT,

1
wiz, FIRFRER 7 — e —Fa~vr ROU A MeRRTLHH2RLET,

7 /34 A :help

? -- Present list of available commands

arp -- Show arp table or arp-resolve an address
boot -- Load and boot an executable image

cat -- Concatenate (type) file(s)

copy —-- Copy a file

delete -- Delete file(s)

dir -- List files in directories
emergency-install -- Initiate Disaster Recovery
unset -- Unset one or more environment variables
version -- Display boot loader version

VT Tx2T AT FUAT 7T —F (SMU) Rolr—2%A A M—)LT 520, ¥F
e EXEC E— R Tinstall =~ > RZHHLET,

install {abort | activate | file {bootflash: |flash: | harddisk: | webui:} [{auto-abort-timer timer
timer prompt-level {all | none}}] |add file {bootflash: | flash: | ftp: | harddisk: | http: | https: |
pram: |rcp: |scp: | tftp: | webui:} [{activate [{auto-abort-timer timerprompt-level {all |

. DATLEEIOTUR
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install .

none}commit}]}] |commit | auto-abort-timer stop | deactivate file {bootflash: | flash: | harddisk:
| webui:} |label id{description description | label-name name} | remove {file {bootflash: | flash:
| harddisk: | webui:} | inactive } | rollback to {base | committed |id {install-ID } | label
{label-name} }}

¥ESTDEREA abort BAEDA v A F—VEfEEZ R I LET,

activate installadd =~ > K% i@ U C SMU 2B &
NLTWDENE I D ERRIELE T,

ZDOX—U—RNiE, HfET = v 7 BFELT
L. RNulr—Y AT =X ZAZFTHL£7,
R r =T HEH T DEATRA M v
AR—= AT YT e N =L THER
Iav A FEET L), FIEHERTE
RNy =AY R —RE U T —
LET,

file TITATICTDHENRNr—VBELET,

{bootflash: | flash: | harddisk: | webui:} AVARN—N LRI —0ar—3 g
ZHELET,

auto-abort-timer fimer B HET7TAR— "2 A ~—% A A F—
NVLUET,

prompt-level {all | none} EE) AV A=V TIT 4 ET 4£IZD
WCOTr T b aea—PIIERRLET,

7= & 2 1E. activate ¥ — 7T — KT U o — K3
By r— 2R LT Y m— R & HEINY
WRIT—=LET, Xobr—V52T7 7747
WZTBRIC, BATT H00E 9 MO T2—
PR T2 7 e 7 R FRENET,

al ¥ —U— NE2HT &m0 T e
X =TT HZ M TEEJ, none F—
I N = I N A e a7 Nl D 3
KR
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add

Ve—hroualr— 36 (FTP, TFTP
BRHET) XA AT 7 A VvEaE—L, 7
T RT =LA A=Y R=T gV
ThO=T AT T AT T 7 b—F

(SMU) #FATLET,

ZOXF—U— R BELEAyTr—UnN7
Ty N7 —LTHTHR—FEINDHLIIZ
EROEHMTF = v 7 T LES, T,
NRolr—2 77 AVHNICT Y MY 2B
HZET, AT—HZ AL, HiFFTx5
XolcLFES,

{ bootflash: | flash: |ftp: lharddisk: |http: Jhttps: |
pram: |rcp: | scp: | tftp: |webui:}

BTSNy r—VERELET,

commit

Ur—R&H SMU OE BN SD X9
IZLET,

N lr—V%T 7T 4 7 Lizth, VAT A
N7y FREIZH LM, IR0 v—
RZICa Iy NEFATTEET, Ny lr—v
MNT 7T 4TIl ho TV THaly hENT
WRWGAIX, &AIOY v— RRIZT 77 4
TOREERLE T2, 2BHOY v— N
X777 4 TIREERD EE A,

auto-abort-timer stop

HE7 R— A ~—&fF Ik LET,

deactivate

AVARN—NULIER I —D%IET T 4T
i LET

if:\ /\0/7%“‘/\%;{'3777‘/(76:”9"6 <1:\

Ryl =V AF—FAREH SN, T ot

ANRFEBEZITY e — RN ET,

label id

FRNVEMTDHA VA R—ILRA L FDID
FHRTELET,

description

BELIEA VA =L RA v MCHBZ B
mLET,

label-name name

BELIEA VA R—ILRA v MCEHZ B
MLUET,
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ARV R TIHIE

aAvU R E—F

install .

remove A VARV LT =V IR L ET,

Nl —2 T 7 ANNT 7 A AT B
SHIRENET, remove ¥—7— Nk, #
T 7T 4 TIREBD N Ir— TOIMFH

‘?%i‘a‘o

nactive HT I T 4 TIRIED N — DTS ADE
HIER LT

rollback P BTN A B —T = A A (DMI) /<y

r—3 (DMP) SMU % R_X— A RX—T g |
Bglcasly hEnE A=V g v F03EE
MoaIvy bIDIca—A Ny 7 LET,

to base NR—=Z2 A A—=VIWZRHELET,
committed EOaI v MMERFETTINTEEZDA

A R—VIRREICR L E T,

id install-ID BEDA A R—ILIRA > FIDICELET,
BRNEIZ, 1~ 4294967295 T,

Ny r—VFA VA =L INERA,

HikE EXEC (#)

avy FERE

EREDAARZA Y

J1)—= EEAR
Cisco I0S XE Everest 16.6.1 Zhavwr RREAINE LA,

SMU X, VAT AIZA VA M=V L TRy TFEERCEX 2 VT 4 ffikE ) U —ASNicA A—
VIRMIN TE DRy =TT, 2Oy r—VIZiE, RNy =Y ONEETRTH N D
NOABT—HELHIZ, V) =Ry TFEEAT 720D FNEO—HED 7 7 A LG E
nTnEd,

Rolr—1X, SMU &7 77 4 7T HRNEMNT 2 HLENH Y £9°,

NRolr—2F, 7= b7 T v anblIBRTARNIHET 77 4 7T D8R H Y £9, HIER
LNy =3, &9 —EBNT2046ER”HD £,

il
WIZ, A LA =N Ry r =% TN ATEINT 562~ LET,

Device# install add file tftp://172.16.0.1//tftpboot/folderl/cat3k-
universalk9.2017-01-10_13.15.1.CSCxxxxxxx.SSA.dmp.bin

install add: START Sun Feb 26 05:57:04 UTC 2017
Downloading file tftp://172.16.0.1//tftpboot/folderl/cat3k-universalk9.2017-01-10 13.15.1.
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CSCvb12345.SSA.dmp.bin
Finished downloading file
tftp://172.16.0.1//tftpboot/folderl/cat3k-universalk9.2017-01-10 13.15.1.
CSCxxxxxxx.SSA.dmp.bin to
bootflash:cat3k-universalk9.2017-01-10_13.15.1.CSCxxxxxxx.SSA.dmp.bin

SUCCESS: install add /bootflash/cat3k-universalk9.2017-01-10 13.15.1.CSCxxxxxxx.SSA.dmp.bin

Sun Feb 26 05:57:22 UTC 2017

WIZ, A VA =R =% T 0T 4 TICT B0 ERLET,

Device# install activate file bootflash:cat3k-universalk9.2017-01-10_13.15.1.
CSCxxxxxxx.SSA.dmp.bin

install activate: START Sun Feb 26 05:58:41 UTC 2017

DMP package.

Netconf processes stopped
SUCCESS: install activate
/bootflash/cat3k-universalk9.2017-01-10_13.15.1.CSCxxxxxxx.SSA.dmp.bin
Sun Feb 26 05:58:58 UTC 2017

*Feb 26 05:58:47.655: $DMI-4-CONTROL SOCKET CLOSED: SIPO: nesd:
Confd control socket closed Lost connection to ConfD (45): EOF on

*Feb 26 05:58:47.661: $DMI-4-SUB READ FAIL: SIP0O: vtyserverutild:
Confd subscription socket read failed Lost connection to ConfD

EOF on socket to ConfD.

*Feb 26 05:58:47.667: %$DMI-4-CONTROL SOCKET CLOSED: SIPO: syncfd:

Confd control socket closed Lost connection to ConfD (45): EOF on
*Feb 26 05:59:43.269: $DMI-5-SYNC START: SIPO: syncfd:

External change to running configuration detected.

The running configuration will be synchronized to the NETCONF running data store.
*Feb 26 05:59:44.624: $DMI-5-SYNC COMPLETE: SIPO: syncfd:
The running configuration has been synchronized to the NETCONF running data store.

I, A A=V LTy —VE2aIy M o0laRLET,

Device# install commit

install commit: START Sun Feb 26 06:46:48 UTC 2017
SUCCESS: install commit Sun Feb 26 06:46:52 UTC 2017

wIZ, X=X SMU RNy r—lca—L "y 7550~ LET,

Device# install rollback to base

install rollback: START Sun Feb 26 06:50:29 UTC 2017
7 install rollback: Restarting impacted processes to take effect
7 install rollback: restarting confd

*Feb 26 06:50
Confd control
*Feb 26 06:50
Confd control
*Feb 26 06:50

:34.957:

socket

:34.962:

socket

:34.963:

%DMI-4-CONTROL SOCKET CLOSED: SIP0O: syncfd:

closed Lost connection to ConfD (45): EOF on
%DMI—4—CONTROL_SOCKET_CLOSED: SIPO: nesd:
closed Lost connection to ConfD (45): EOF on

%$DMI-4-SUB READ FAIL: SIPO: vtyserverutild:
Confd subscription socket read failed Lost connection to ConfD

EOF on socket to ConfD.Netconf processes stopped

7 install rollback: DMP activate complete

SUCCESS: install rollback Sun Feb 26 06:50:41 UTC 2017
*Feb 26 06:51:28.901: %DMI-5-SYNC START: SIPO: syncfd:
External change to running configuration detected.

The running configuration will be synchronized to the NETCONF running data store.
*Feb 26 06:51:30.339: %DMI-5-SYNC COMPLETE: SIPO: syncfd:

| BRZSEN R

SRFLEEIATUFR |

socket to ConfD.

(45) :

socket to ConfD.

socket to ConfD.

socket to ConfD.

(45) :
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12 traceroute .

The running configuration has been synchronized to the NETCONF running data store.

BEa<v R avy kR ZREA
show install A A M= Ry =BT B I
FFERRLET,

12 traceroute

LA¥Y2 hL—2)b— " —REFHZT DI, Fe—Lary 7 4 Fal—ygy T—
RCI2 traceroute =~ > RZfEHLE£9, LA ¥2 hL—RA)b— h P —REHEHTT BT,
Zoawry Rone B EMHEHLET,

12 traceroute
no 12 traceroute

WX DA Zoawy RIZIEBIEELITF—T— RiEbH v FHA,
ATV R E—R Jua—s)L a7 4 Fab—3 3 (configh)
avy FERE )1)y—=x EEAR
Cisco I0S XE 3.3SE Zoawr R¥BEMmEnE L,

FERHEDAHA KS4Y VAT2 FL—AL— MIT 740 P TIEEDN > TBY, 22—V F—%7F7 57 bz
/U (UDP) IR— K 2228 CUR= T Uy "3BEEFE T, UDPAR— F 2228 ZFALTL A ¥ 2
L —2)— N2 51213, ZJu— a7 4 X =2 L—3 3 2 F— K Tnol2traceroute
av U REMFHLET,

RIZ, 12 traceroute 2~ REHFHLCLA V2 L —ANL— b ERETDHHEZRL
7,

Device# configure terminal
Device (config)# 12 traceroute

license boot level

TNAATH LW 7 Ny =T A4 AEEHTHIZIE, Frn—bar7 4 FXal—g
v &— K Tlicensebootlevel =~ FEZHHLET, T _XTCHOY T T =T T4 B RAET AN
AZANBHIRTAIZIE, Z0a~vr RO no FBEREHEH L7,

license boot level base-license-level addon addon-license-level
no license boot level

va7igEavo R )



. license boot level
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BXDEREA

base-license-level ~ 2 A - FDOJLE )L ~L, f : ipservice
ERFRER AT A B A TRD E B Y TT,

e LAN X— X
« IP Base
[P H—E X

aAav R TFI4ILk

aAvYU R E—F

addon-license-level 345 54 £ X TEOBEEHM THREFETE2BMT AU A,
FERFRERT RAY T4 ATRD LBV T,

» Digital Networking Architecture (DNA) Essentials

* DNA Advantage (DNA Essentials % & ¢)

RIESINICA A=V TAAL wFHEHLET,

Jua—s )L ary7 4 F¥ab— 3 (config)

avy FERE

FEREDAHA RS2

3l

)1)—x

EEAR

Cisco IOS XE Fuji 16.9.1

Toavwy RREAINE L,

license boot level =~ > NiZk DO HANZfERA L £97,

cTAR L ADE YT L= RET T T L— K

CFHE T A B R EYERET A & ADA ML & B L

TS TVL—=RIA B ADI VT

Zoavwy NI, BEDODED 22— NVDIA VL AL L TFTAN T ZF ¥ TEEREENTNAST A
LU ABETIIRL . BEINTETA B AL_ALTEMTALICTA L AL L TT AR

F7I7F v ERELET,

A v FHEVu—RTEHL TAV ALV TTARNTIIF XY TCAA— T v T a7y
X2l —TalORTBIZTABVABDDINE I PIPERINET, BREICTABUAN
boLGE. FDOTARVATAAL vyTFREREBILES, T4 BV ADBRWGE, 748X
AT ITANTIF X TAA=VRIEINESTTA B ADHERSNET,

o T — N T A o AR OSE, TA BV AL T TARNT I F ¥ TEED
BBl > TTIA B AR I NET,

cRESINTZT— I TA B AT TICHIRBRYINIZ R > TWDAEGE, 4BV AL VT TR
T 7 F % THBIZIESTTA B AR SINET,

WIZ, AA > FOREIY v — RKFIZ ipbase 7 A & A =G0 T 5612~ LET,
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license smart conversion start .

7 /34 A (config) # license boot level ipbase

license smart conversion start

BXDEREA

AR R FIHILE

TNA RNZA VA R =L ENTWARERD T A & 2 A % Cisco Smart Software Manager (CSSM)
WZT_RTRATT HI2IE, F7HE EXEC *£— R C license smart conversion start =~ > K& L
\i j‘o

license smart conversion start
ZOa=wy RZIBIEELITF—U—RIb Y A,

4 ke EXEC ()

avy FERE

HEREDAA K1Y

N

)= EERNE
Cisco I0S XE Fuji 16.9.1 Zoa~vry RREAINE L,

license smart conversion start 2~ R& (792D L, T/ ZDUERD T A &L ANPEH X
. BITT—ZMNCSSMIZEEENE T, CSSMTT A o ZAGRMER S, 22—V T
VR sEERE T,

GE) FTA YV AOEBRNE T T 5 F T2 1 BRI E» 2D F97,
I I, TA T AOE A WIET 5 kR R LET,
T /NA A# license smart conversion start
fEav >R avw Uk HoL:L
license smart conversion stop FA B ADEREX v 2L LET,
show license status TA®VADA LT IFTAT VART—H A%
FRLET,
show license usage TA v AFRHEREZFZRLET,

license smart conversion stop

oy N — I EEREELEBAICTA B ADOEE X ¥ v 512, ik EXEC & —
K C license smart conversion stop =~ > &2 H L £,
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. license smart deregister

license smart conversion stop

¥ T 8H ZOa=y FIFGIEERITF—Y—NIdH v FHA,

ATV R FI4+  FIHEEXEC (#)

vy RERE J1)—=x EEANE
Cisco I0S XE Fuji 16.9.1 Zoavy RPHEAINE LT,
4l

wIZ, TA B AOEBRETIET L6 2" LET,

7 /3A A4 license smart conversion stop
Some Smart Licensing Conversion jobs stopped successfully.

EEav2 Kk av YR aEA
license smart conversion start FA L ADOEREBG L ET,
show license status TARADA T IAT UV AARAT =R A
FoRLET,
show license usage TA B AERBHREE R LET,

license smart deregister

Cisco Smart Software Manager (CSSM) ~® device D& k% ¥ BT 5121%. ¥ EXEC
& — KT license smart deregister =1~ > KZ2{HH L F 9,

license smart deregister

O Coawy RZEBIEELEF—Y—REH D THA,

ATV R FI4+  FIHEEXEC (#)

a7 RERE 1y —2 EERAR
Cisco 10S XE Fuji 16.9.1 oavwy RPREAINE LT,

FEEEDHA K54 > license smart deregister =~ > NIZRO AT L £,
« TNA R A R MY NDAF L&
« TS R FREODIZHOGFTC T 2 L &
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license smart register idtoken .

« TNA R BWOT- DI EFFR] (RMA) 7RE X2 L Ty A aZRAT 5 L&

451
WIZ, CSSM ~ device DXk & fikr4 Wl 2R LET,

T /3 A4 license smart deregister

*Jun 25 00:20:13.291 PDT: %SMART LIC-6-AGENT DEREG SUCCESS: Smart Agent for Licensing
De-registration with the Cisco Smart Software Manager or satellite was successful
*Jun 25 00:20:13.291 PDT: %SMART LIC-5-EVAL START: Entering evaluation period

*Jun 25 00:20:13.291 PDT: %SMART_ LIC-6-EXPORT_ CONTROLLED: Usage of export controlled
features is Not Allowed for udi PID:ISR4461/K9,SN:FD02213A0GL

BEa< R avw kR £ EA

license smart register idtoken CSSM (Z device X8k L E T,

show license all MERRAT G2 R~ LET,

show license status TA®V L ADIA VT FTAT VART—H A%
FrLET,

show license summary TRTCODT I T AT 274 ADOBEREF
/?\‘ L/ i ‘a‘o

show license usage T4 o AEREREERTLET,

license smart register idtoken

Cisco Smart Software Manager (CSSM) 75 h—2 U NERK S V72 device 88k T 5 121X, FF
}E EXEC & — R T license smart register idtoken =1~ > RZ2{i [ L ¥ 7,

license smart register idtoken token ID {force}

*ﬁi@gﬁﬂﬂ tOk@I’li]D CSSM 75)% }\_47 yﬁ\éﬁkéhk"ﬁ:/i/‘, .

force TN AMBEREINTWBENE I B DL S
TN, R B RIEOR R L E T,

avY RE—FR ¥#HE EXEC (#)
avy FER J1y—= FERE
Cisco 10S XE Fuji 16.9.1 Zoavwry RREAINE L,

va7igEavo R )
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. license smart renew

151
RIZ, CSSM |Z device & & &kT D4R L FT,

7 /5A A4 license smart register idtoken
$T14UytrNXBzbEslck8veUtWaG5abnZJOFdDalFwbVRa%$0Ab1RMbz0%3D%0A

Registration process is in progress. Use the 'show license status' command to check the
progress and result

Device#% Generating 2048 bit RSA keys, keys will be exportable...

[OK] (elapsed time was 0 seconds)

MEav>F av vk BTLL]

license smart deregister CSSM ~® device DXk A X v B/ LET,

show license all MERRAT B 2 =R L E T,

show license status FABLADALV TS FTAT UV ART—H A%
FrLET,

show license summary TRTCDT I T 4T 72T 4B ADER & FE
RLET,

show license usage TA B AERBHREE R LET,

license smart renew

Cisco Smart Software Manager (CSSM) T device @ ID F 72 137K % FEICTHEITT 51213, Fitk
EXEC “E— KT license smart renew =1~ > RZ{HH L F 9,

license smart renew {auth | id}

-3 qOE L] auth WEEHLET,
id IDZFH LET,

AT R FI4 L FHEEXEC (#)

avy FER J1)—= EEAR
Cisco I0S XE Fuji 16.9.1 Zoawr RREAINE L,

ERALOHA K54 Ritiflil, Av— b I AUV AVAT AL S T30 HZLIZEHSNET, T AR
(GBI FllE T2 T T4 T RER] OREBIZH DR | IR AT S E T,
MWL, RRRESIM NG E 5 L Bth S E T, MTHIRT, E7237 A v 20 THIRG
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location .

) REIZRD L VAT LI5Sk SRR O EH 25T L £, HRUTICHRE 4% &
B LWVEEREIM S PR S L E

451
wIZ. device DT A B AZWHT LU 2L FET,

53 A4 license smart renew auth

BEa<w> R

location

avok B

show license all MERRST G 2 R L £

show license status FABLADAL TS TFTAT UV ART —H A%
ZRLET,

show license usage TA B ABERHEREERTLET,

T RRA hour—va UERERET HICE, Fe—barT s Falb—a s E—
R Tlocation =~ A LET, mr—va MERZHIRTSICIE. 203~ FDno
BAELH L £,

location {admin-tag string | civic-location identifier {hostid} | civic-location identifier {hostid} |
elin-location {string |identifier id} | geo-location identifier {hostid} | prefer {cdp weight
priority-value | lldp-med weight priority-value | static config weight priority-value}

no location {admin-tag string |civic-location identifier {hostid} | civic-location identifier {hostid}
| elin-location {string |identifier id} | geo-location identifier {hostid} | prefer { cdp weight
priority-value | lldp-med weight priority-value | static config weight priority-value}

BX DA

admin-tagsiring B TEIIYA MERERE LT, TETELL0Y
A4 MEBREF I r— 3 UIEH,

civic-location Wwher—ya UERERELET,

identifier Wiinsr—yar, Banr— gy, #EREFTO4
AizZfRELET,

host KA NOE v r— g oM ZER ARG A R L E
7

SRAFLEEOTUR .



. location

SRFLEEIATUFR |

id Hiinr—yay, BEAasr— gy, #EEREATO4
fill,

(G¥) LLDP-MED A A »F TLV TOHHinr—a v

D ID X250 XA FUALTFICHIRSNET, AL v

FREFIHEHATE LNy 77 A—RTET

HTLT— Ayw—TxEMET DI, KA TR

r—a VIDICHRE SN TR CTOET v 7r—

Voa ANEFROBKROR SHR250 34 FERBZ RN

roleLxd,
elin-location BAanlr— g ER (ELIN) 2% E L1,
geo-location HERZEMM e r— a UERERE L E T,
prefer ar—a VNERO Y —ADTTAF VT 4 ERELE
R
ATV R FEI4INN T AN NOBERHILH Y EH AL
avY R E—FK ra—s\ ) arzZ 4 ¥al—iars
avy FERE )1y—= EERNE
Cisco 10S XE Zpawy RPEAINE LT,
3.3SE

FEREDHA K42

location civic-location identifier 7 02—/ 3L 27 4 X a2 Lb— g3 avy RE AN%, &
n—alrarZ 4 F¥al— a3 E— NPBIINLET, location geo-location identifier
sa—\ ) arZ 4 FXab—varav sy Re ANk, Ve sr—vararz 4 X¥al—
va v E'— KRB EIET,

#fivn r— 2 2 ID X250 NA MEBZ TR T8 A,

BRANIDIEARR FOH T —3 g OHBLZERIB RGP AR E LE T, ID 23 A R TR
WA, IDIFA V2 —T = A A TSR TE IR T 7 L— b Eidlhinr—v =
I EERLET,
host X — U — Ri%, 734 ADYT % EFK LE T, identifier & host ¥ — 7 — RA&fH L Tk
ERRERA T e r—Ya AT a VERTTY, Mifins—yvararyaXalb—vay
T— N CROEH v r—var A7y a VEEETEET,

» additional-code : Bl o r—2ay a—RERELET,

« additional-location-information : ;BN 77— a VIR EZHELET,

« branch-road-name : 77 > F O — KL 2R EL £,

* building : B DR ZHE L E7,

scity : A4 ERELET,

« country : 2 LFD IS0 3166 DFE = — RZ#HE L £,
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location .

s county : A ZRELET,

edefault : =~ > F&7 74 /L MEIZERELET,

« division : TTOMXDOLFTEHE L ET,

cexit : Fhifinr—yary ary s FXal—arE—RFEETLET,

e floor : AR ELET,

e landmark : HFE1 & 2 2 @Y OFREHE L ET,

* leading-street-dir : H[ 4 & MIZf T H-INH HAZHELET,

ename : F{FEEHEHRELET,

« neighborhood : 1 \—7 v RFHREHREL £,

eno : FRESNIH e r—Yvary T2 EHEEL, T 74N MEERELET,

» number : B4 FEMEZFHE L ET,

« post-office-box : FAEF A E L £,

« postal-code : FEF S ZREL 7,

* postal-community-name : {f# 2 I 2 =7 4 A EZRELE T,

« primary-road-name : FELEROARTZFRE L E T,

» road-section : JEHOXMAZRE L 7,

sroom : fEDIEFHRZHE L ET,

e seat : JEEDIEHREZRE L ET,

e state : NOAFTEZRE L ET,

« street-group : AT FHOD 7N —T 2R ELET,

« street-name-postmodifier : M2 FHOLRIORA N ET 4 77 A T X ELET,

« street-name-premodifier : "4 FHOLRIO T VET 4 77 A T ERELET,

» street-number-suffix : B & FHDOFEZ DV 7 4 v 7 AR ELET,

e street-suffix : Hf A FHOY 7 1 v 7 A2 E L E T,

* sub-branch-road-name : SR D & BT L7 ERA R E L T,

« trailing-street-suffix : 2 (Zfi < A FHOYV T 0 7 ZA2RE L ET,

s type-of-place : LD X A T H#FHELET,

e unit : AL EZRELET,

I R r—vay ary 7 4 Falb—vay B— FCROMBZERN e r—2 a UERE
BETEET,

« altitude : = S OFHRAFEL, A — b, £737 0 — FREALTRIE L ET,

« latitude : £, 73, BOMEEREZRE L £, ®HIE-90 ~90 ETY, EOMEIT, HiE
FodeiofrEs R LET,

s longitude : £, 73, BOREOFEHRZHE L E T, H#PAIL-180 ~ 180 £ T, IEDMHEIL,
7Y =y VRO RMOAMEZ R L ET,

« resolution : f&/% & REDGMEEARE LE T, WRELZIEE LRWEE. 10mDT 7+
IV MEDSTEEE & fRE D iFRE/ N T A — X I ShE T, MELREOYA. DREEDH
ALIEA = RV THIE SN E T, SMREDEIT M THIEETE £77,

e default : 7 7 4/ FOEMEIC K - T, PR EEZHELET,

cexit : HiFEf R r—r gy ar 7o Xal—var B REKTLET,

va7igEavo R )



. location plm calibrating

SRFLEEIATUFR |

*no : FRESNIZHIBII N T A—Z 2B L, 774V MAEZREL £,

nlr—va Yy TLV %7 4 E—7/WZF 5I21E, no lldp med-tlv-select location information -1
VH—T A AarT 4 FXalb—varavry NeERLET, 774V TR, v —v 3
¥ TLV i 3A F—T MR E SN TV ET,

WOBTIL, AA v FIZEHirn r— a VIERERETHHEEZ T LET,

7 /31 A (config) # location civic-location identifier 1
T /34 A (config-civic) # number 3550

T /34 A (config-civic) # primary-road-name “Cisco Way”
T34 A (config-civic) # city “San Jose”

T /3A A (config-civic) # state CA

T /3A A (config-civic) # building 19

T /3A A (config-civic)# room C6

T NA A (config-civic) # county “Santa Clara”

T /3A A (config-civic) # country US

T /3A A (config-civic) # end

FE AR T HI21L. show location civic-location 44 EXEC =~ REZ AN LE T,

ROFITIE, A v F ETRERer—a UERERET D HEEZRLET,

T /3A A (config) # location elin-location 14085553881 identifier 1

T ATEZRT HI21E. show location elin 474 EXEC =~ REZ AN LE T,
I, AA vFIT, EERa s — g UEREZFRET HHEZRLET,

7 /3A A (config) # location geo-location identifier host
T34 A (config-geo) # latitude 12.34

T /3A A (config-geo) # longitude 37.23

/34 A (config-geo) # altitude 5 floor

/34 A (config-geo) # resolution 12.34

FE STz HIEEZE R 72 5T OFEM A2 27k 95 121, show location geo-location identifier
avy REHLET,

location plm calibrating

R T AT ORAEIHAE (CCXS60) ERZHET HITIF, Z7r—rUbarT 4 Fa
L —3 =3 ¥ % — KT location plm calibrating =~ > FZ{EfH L £7,

location plm calibrating {multiband | uniband}

BX DA

multiband B3] 5 4072 802.11a £ 7213 802.11b/g FEAR TOMIK Y T4 7> b DA%
HESREZBE L E7

SAFLEEOTUR
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mac address-table move update .

uniband  EEEAFT 53072 802.11a/b/g BER TOFIE 7 T4 7 > b O/ AR IHE ER & 1
ELET,

ARV EFI4AL  T AN FOBEREIZH Y EE A,

aAavYRE—FK Ju—sNL ary 7 4 F¥al—g v

avy FEE )= EEAR
CiscoIOS XE3.3SECiscoIOSXE3.3SE —pa~<w R EAINE L,

FERALDHA KSqy B-OER ZA47 2 Maid,  (ERPT 2713 R T, 24GHz & 5 GHz QW5 OHHT
LEETE DL LTH) uniband 23 H E T, BEOIERR Y T A 7> ML, multiband 234
MBHET,

WIT, BEEATT B 72 802.11a/b/g MR TOFHIE 7 4 7 o b DS AR I E R & 7%
ET DR LUET,

7 /5A A4 configure terminal
7 /34 A (config) # location plm calibrating uniband
/34 Z (config) # end

mac address-table move update

MAC 7 RV AT =7 ABATHEFEREZ AT HITIE, A v TFARAZ v 7 ETIIAZ L RT
0 AL TFOTa—sN)L 37 fF 2 b— 3 F— KT mac address-table move update
av U REEALES, 7740 PRECETICE, Z0a~vr ROone BREHEHL £,

mac address-table move update {receive | transmit}
no mac address-table move update {receive | transmit}

EX DA receive  AA v FNMACT RLA T—TIBITHEHA v —V 20T 5 X O ITHEL
i—a—o

transmit S5 /<Y UL I NRE T L, RAF UL Yo RNRE)LTFEES. AL vTFN
MACT RLAT—TNBATEHA vE—T %Ry NT—7 OO A A » FIZEE
THLOICHEELET,

ARV R FIAIN R T TAN T, MAC 7 KL AT — 7 VBATERIEILT « £ —7 LT,

ATy R E—FR Jua—N)barZ4FXalb—vay

va7igEavo R )
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. mgmt_init
av REE
av Yy RER 1)) —2= EERNR

Cisco 10S XE 3 3SECiscoIOSXE33SE = vy RVEA XU E Lo,

FEHEDAA KS4> MACT RLAT—TNABATEEERERICEY, T4~ (T4 T—FT 4 7) VI REY
VL, REUNRL VI NT T4 I DT H T —F (T BB LIRS, 24 v FIEEE
RGN NN—T o AR TEET,

TIA<V VU INE T L, AZANL VI REEI LIRS, 77 8A AL v FHNMAC
T RVAT—TABITERA v —VERETDHIIICHETEET, 7TV 7 AA T
N, MACT RLVAT—TNBITEHFA v —V2ZERBIOMUHT DL HIICHRETEET,

il

WOBITIE, TI7EAAL v FRMACT RLRA T—TNVBITEH A v — T %45
TOHEDICHRET DB R LET,

7 /5A A4 configure terminal

7 /34 A (config) # mac address-table move update transmit

T /3A A (config) # end

WOFITIE, Ty 7TV AL v FNBMACT RLAT—TNBITEHA vE—T%
IR KO T 5 L9 ICRET 2 HiEE R LET,

T /31 A# configure terminal
7 /3A A (config) # mac address-table move update receive
/31 A (config) # end

XEZ MR T HIZIX, show mac address-table move update £ EXEC =~ > K& AJJ
L/ i ﬁ‘o

mgmt_init

A —YFxy NMEBEKR— N2 T 521X, 7 — be—4%F— K Tmgmt_init =~ > N & ff
L/iﬁ‘o

mgmt_init

X DR Zoawy FIZFRIEELITF—U—FNIH Y £HEA,

ATV RFEIHIN T 7ANNOEBERHEIZH Y A,

AT RE-F T—hr—4
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mkdir [}

avy RERE

EREDAARZA4

3l

mkdir

=2 EERR

CiscoIOS XE 3.3SECiscoIOSXE3.3SE ~ oo~y RAEAINE LT,

A=Y Fxy MEHKR—FOT Ny ZHZOH, mgmt_init 2~ > REMFH L E,

ROPITIZ, A —V 23y MEBER— b 2T 2 HEERLET,

T34 A: mgmt_init

BESNETZ7ANVTV AT AILIDUEDT o V7 MY BERTHIZIE, 77— e —FE—F
Tmkdir =~ > FEEHA L £,

mkdir filesystem:/directory-url...

BXDEREA

aAavU R TFI4ILk

aAvU R E—F

filesystem: T7ANVATILADTA VT A, USBAEU AT 1 v 7 OHA 1. usbflash0:
PRERHLET,

/irectory-url... {E%3 55 4 L7 MY DARITT, T4 L7 MURKHIZAN—ZATRYIY £,

T 7 4V h OEBHEREIZH Y TR AL

T—hu—=4

avy FERE

FEREDHA FS14 Y

SRS EENE

Cisco IOS XE 3.3SECiscolOSXE3.3SE = ppa<wy FREAINE LT,

T4 L7 MIATIE, RXFLPFRERIShET,

2T vva () BIHEETEDLT 4 b7 MYAITRK 127 XFTY, 74 L2 FUAIZIEH
LT, A=A HIBRCT, AT vy, I, Elany an 3 fATE EEA,

£l
WOBITIE, 74 L2 b VU Saved Configs #1ERT 5 k&R LET,

7 /34 A: mkdir usbflash0:Saved_Configs
Directory "usbflash0O:Saved Configs" created

va7igEavo R )



. more

more

SRFLEEIATUFR |

127 7 A NVONEEZERTHIZIE, 7—ro—FF—FCTmore 2~ FEFEHALE
7,

more filesystem:/file-url...

B DEREA

aAvY R FI4ILE

O R E—F

Silesystem: 7 > A VAT ADTA VT A, VATFAR— K 75w 2 734 A2 flash:

EHEALET,
fileurl... FoRm$T 2577 AND/NRA (T4 L7 ) BEOARITT, 77 A VAT AR—2
TRYIY £,

77 4 hOEEREIZH D EE A,

T—hr—4

avy FERE

FEREDHA KS4 Y

3l

no debug all

=2 LERE

Cisco I0S XE 3.3SECisco IOSXE33SE = o~y RANEASHE L7,

TrANLEBLIOT 4 V7 MUK, RXFENPLFEXALET,
Tr7ANDY A NERE LEGEIX. &7 7 A VONEBIRIZFERINET,

RIZ, 77 ANVDONEEFRTRT 02" LET,

7 /34 A: more flash:image file name

version suffix: universal-122-xx.SEx

version directory: image file name

image system type id: 0x00000002

image name: image file name.bin
ios_image file size: 8919552

total image file size: 11592192

image feature: IP|LAYER 3|PLUS|MIN_ DRAM MEG=128
image family: family

stacking number: 1.34

board_ids: 0x00000068 0x00000069 0x0000006a 0x0000006b
info_end:

AL FOT Ny TN T HI21E, FiHE EXEC £— KT nodebugall =~ > R&fiH L E
D
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AR TIHIE

rename .

no debug all

77 AV OBIERIELDH D EE A

aAavy R E—FK b EXEC
av Y FERE 1)1)—=x EERNE
CiscolOSXE U U —216.1 Zda~y RBNEAINE LT,
& KIZ, AL 9 FTF Ay 7RI BH%R LET,
7 /31 A: no debug all
All possible debugging has been turned off.
rename
T AINVDARIEERTHICE, T— a7 4 F2lb— 3 F— FCTrename 2~ 2 K%
EHLETS,
rename filesystem:/source-file-url filesystem:/destination-file-url
WX OHRH Jilesystem: TP ANY AT ADTA YT A, USB AEY AT 1 v 7 DHAE,

ARV R TIAIE

ATk E—F

usbflash0: 2 H L £9,

/source-file-url FTLDONRA (T4 L7 b)) BEXOTZ7 7 A V4T,

/destination-file-url 1L\ 2 (F4 L7 F)) BLIOT 7 A4 TT,

77 4N FOEERLEIZH Y EE A,

ZT—hu—=4&

avy FERE

FEREDAA RZM4 Y

)1)—2R EEAR

CiscoIOS XE 3.3SECiscoIOSXE33SE —pa~ RN EAINE LT,

T7ANLBIOT 4 L7 FPUAE, RFEDLFE X LET,

AT yva () MIEETE DT 427 PULAITRK 127 LFTT, T4 L7 FUAIZIEH
s, A=A HIBRXT, AT via, BIAM, BEIavy, andEHTEERA,

FBETED 7 7 A NIRRT LT TT, 7 7 A MAIIEHIEISC T, A—RA HIBRSCT,
AT yva, 5IA/, BEIany, angifEHTEERA,

SRAFLEEOTUR .
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. request consent-token accept-response shell-access

3l

WOBITIE, 7 7 A IV config.text DA% configl.text \(ZEF LET,
7 /3A A: rename usbflashO:config.text usbflash0:configl.text

T 7 ANDARINER ST E D D EERT 51X, dir filesystem: 7 — s —4 =2
~U REANLET,

request consent-token accept-response shell-access

VRNZAER SN TF ¥ Lo DIk 2 RE b —7 VIS&E %357 % I2IE. requestconsent-token
accept-response shell-access =~ > &2 H L £,

request consent-token accept-response shell-access response-string

X DA
BX &7 EA
response-string INEHRTUTFHNEREELET,

avU R E—F

HbE EXEC E— K (#)

avy FERE

FEREDHA KS4A4 Y

=2 EENE
Cisco IOS XE Gibraltar 16.11.1 ZToavwr RREAINELE,

INELFHNL, Fr Lo POAERNPG 30 UNICATNITALERHY £9, AN L7anEF ¥
LU ORHIRREINIC AR D . LT v L P OERPBLENZ R Y 1,

1

KIZ. request consent-token accept-response shell-access response-string =~ > KO 15| % 7~
l/ \‘i ‘a_o

Device# request consent-token accept-response shell-access
R Vet IR REEN0S S

% Consent token authorization success
*Jan 18 02:51:37.807: %CTOKEN-6-AUTH UPDATE: Consent Token Update (authentication success:
Shell access 0).

request consent-token generate-challenge shell-access

VAT LY )VT IR ACKHT HEE N—7 T ¥ L VR AT S IZIE, request consent-token
generate-challenge shell-access =~ > R& Ml L 7,

. DATLEEIOTUR
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AUk E—F

request consent-token terminate-auth .

request consent-token generate-challenge shell-access auth-timeout time-validity-slot

X DA

538 £ EA

auth-timeout time-validity-slot VT I B RABERTEHEZA LA T Y
(43) HHRELET,

HHE EXEC E— F (B

avy FERE

FREDHA K51

)1)—Xx ETERAR
Cisco 10S XE Gibraltar 16.11.1 Zoavwy RREAINE LT,

VAT AV VKT HER LI X A A Aay RBR#IREIICR D E By v a VIZEEINIC
BTLET,

VAT AV VT TR ADERKRKBY A LT U MITHBETT,

1

IRIZ. request consent-token generate-challenge shell-access auth-timeout time-validity-slot 2~ >
ROHIFIZ R L E£T,

Device# request consent-token generate challenge shell-access auth timeout 900

Dev1ce#
*Jan 18 02:47:06.733: $CTOKEN-6-AUTH UPDATE: Consent Token Update (challenge generation

attempt: Shell access 0).

request consent-token terminate-auth

ATV R E—F

VAT LAY = VIR BRE N — 7 = ADIKREKE T T HIZIE. request consent-token
terminate-auth ==~ > RZ{HfH L £,

request consent-token terminate-auth

HebE EXEC E— R (#)

avy RERE

EREDAARZA4

Jiy—= EERNE
Cisco IOS XE Gibraltar 16.11.1 Zoavwry RPREAINE L,

VAT AV = NT T RADYVFUATIE, Ve AEKT LT, EKRXA LTV MRRETD
FTHARBITHET LEREA,

va7igEavo R )
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. request platform software console attach switch

VAT ALY VT 7 AOHMEERN LT 5, request consent-token terminate-auth =~ N
ERTRINCITT A LIC kT, VAT AV 2 VOKREREK T T 52 LA HRLET,

request consent-token terminate-auth =~ > FZfH L CHEORGEA K T Lo HE, =—F
MY AT Ly = )VIZT 78 AT HBRICHERGEY v ARMETR ) 3,

£l
KIZ. request consent-token terminate-auth =~ > KO HH %2 /R L E7,

Device# request consent-token terminate-auth shell-access
% Consent token authorization termination success

Device#
*Mar 13 01:45:39.197: %CTOKEN-6-AUTH UPDATE: Consent Token Update (terminate

authentication: Shell access 0).
Device#

request platform software console attach switch

AUNRAA T TRy arwBhT 51213, F7# EXEC & — KT request platform software
console attach switch =~ > R&2{#HH L £,

N

(GE) ABF T AL T (Catalyst 3650/3850/9200/9300 A1 v F) TiX, ZdDa~vy NiFRZ
NA Ay =Ty varaflthT 25810 TE £9, Catalyst 9500 A1 » F T
X, 2O a~< 2 KiZ Stackwise Virtual > b7 v 7 TOHAYVR—FEINET, AU NNAA vTF
Ty varyalET22LI3TEETA, 774V TR IR TOay Yy —3 3 Ticr
IT 4T THDHID, TIT47%ar)— LTy var ZlET 58RI T 1020 &
7

request platform software console attach switch { switch-number | active | standby } { 0/0 | RO }

X DERHA switch-number 2 A » FFFEFEELET, FHETX LML ~9 T,

active TIT4TAL T EIEELET,
GE)  ZO5%¥0E. Catalyst 9500 A A v F Tl R—bF SR TWEHA,

standby AR UINA AL T HIRELET,

0/0 SPA-Inter-Processor A2 > A0 T, XAN0 THHZ LA ELET,

GE) TDOF T arvEAL XU T AL v T EBIEH LN TLEX
W, FE= T2 £9,

RO N—h Frtyt ZAny FR0THLZ LEEELET,
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AR R TFIHILE

AR E—F

request platform software package clean .

T 74N N TlE, AZ Y THNOTXCDAAL v FIEXT 7T 47 TY,

4 ke EXEC ()

avy FERE

FEREDAA RZA4 Y

1

J1)—=x EENE
Cisco IOS XE Denali Zoawy RRNEAINE LA,
16.1.1

W, RARUNA AL v TF LDy a 256 % 7 LET,

Device# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Device (config) # redundancy

Device (config-red) # main-cpu

Device (config-r-mc) # standby console enable

Device (config-r-mc) # end

Device# request platform software console attach switch standby RO
#

# Connecting to the IOS console on the route-processor in slot 0.
# Enter Control-C to exit.

#

Device-stby> enable

Device-stby#

request platform software package clean

REIRAT 4T 7 7 A VEHIRT 5121, F#E EXEC € — R T request platform software
package clean =1~ RZ&{HH L F9,

request platform software package clean [{file URL| pattern URL| switch
switch-ID {file URL| pattern URL}}]

BXDEREA

file URL EE) 774D
URL Z#HELE7T,
URL (ZiE, 77 AV
ATN, TAVT MY,
BIXORT7 7 AN EED
79,

pattern URL (TR NEEZHETS
1 DL DRz —8d
HNH = EFRELE
7

va7igEavo R )
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. request platform software package clean

ARV R TIFIE

ATV R E—F

switch switch-ID EE) e ya=y

T HAA v FefREL
£,

F 7 4V NOBVEEIMMEIZH Y FH A,

HikE EXEC (#)

av Y RERE

FREDHA FS14 Y

)1)—x EERNE
Cisco 10S XE Denali 16.1.1 Zoawy RREAINE L,
151

KIZ, AL TWRWAT AT 77 A NET N ZANLIEET 202 RLET,

Device# request platform software package clean

This operation may take several minutes...
Running command on switch 1
Cleaning up unnecessary package files
No path specified, will use booted path consolidated:packages.conf
Cleaning sw/isos
Scanning boot directory for packages ... done.
Preparing packages list to delete
cat3k_caa-guestshell.BLD V168 THROTTLE LATEST 20180925 154546 V16 8 1 191 2.SSA.pkg
File is in use, will not delete.
cat3k_caa-rpbase.BLD V168 THROTTLE LATEST 20180925 154546 V16 8 1 191 2.SSA.pkg
File is in use, will not delete.
cat3k_caa-rpcore.BLD V168 THROTTLE LATEST 20180925 154546 V16 8 1 191 2.SSA.pkg
File is in use, will not delete.
cat3k caa-srdriver.BLD V168 THROTTLE LATEST 20180925 154546 V16 8 1 191 2.SSA.pkg
File is in use, will not delete.
cat3k caa-webui.BLD V168 THROTTLE LATEST 20180925 154546 V16 8 1 191 2.SSA.pkg
File is in use, will not delete.
packages.conf
File is in use, will not delete.
done.

SUCCESS: No extra package or provisioning files found on media. Nothing to clean.

BEEa<vT YR

avw > kR R BA

request platform software package install |55 Xy r—2F 13T R0 =T TS
file L—RFLET,

request platform software package install |LIgio Y 7 v =77 v 7L — REr—/L Ny
rollback 7 LET,
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request platform software package copy .

request platform software package copy

CiscoIOS XE A A —V 7 7 A V& a ' —7F 521X, 7 EXEC &— K T request platform
software package copy =~ RZ&MH L 7,

request platform software package copy switch switch-ID file file-URL to file-URL

EX DA switch T a I AEAA v TFEREELET,
switch-ID

file file-URL HENRN I r—VF 1T 73y 4 —2 3 URL,

to Ty ANEa—3HRERBEURLEEELET,

ARV R FTI4IAL  T AN FOBERLEIZSH Y A,

avY K E—F ke EXEC (#)
avy RERE )1)—= TEHNE
Cisco IOS XE Denali 16.1.1 Zhavwry RREAINE LA,

FRLEOHAA RZ1Y
!l
W, A A= T 7 ANEIRBRSET 4 L7 VIZabt—d 262" LET,
Device# request platform software package copy switch all file

tftp://10.10.11.250/cat3k_caa-universalk9.16.08.05.SPA.bin to
ftp:cat3k _caa-universalk9.16.08.05.SPA.bin

=l VN N i BA

request platform software package install |45 %o 4 —VF 13V TR —T% T v S
file L—FRLET,

request platform software package install |V Y 7 =277 v 7L — REr—)L Ny
rollback 7 LET,

request platform software package describe file

fHl % DF ¥ 2 — /L F 721 Cisco I0S-XE A A — 7 7 A /WTBT 2 AE @A IET 2121,
¥5HE EXEC &— R £ 72132 W& — K T request platform software package describe file =~ >
ZEHLET,

va7igEavo R )
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. request platform software package describe file

request platform software package describe file URL [detail] [verbose]

BX DA URL 77 ANDURL ZHELET, URLICIZ, 77 ANV AT A, F4LZ R, B
LT A NLEEDET,

detail (EE) FEMtH D ZHE L £7,

verbose | (f£E) FEMEHMAZFRLET., 77 A MCHT LT RTOFHRNR 2 Y —ITHK
RENET,

ARV R FI4NAL  T AN FOBEREIZH Y EH A,

avY RE—FR ¥5HE EXEC (#)
avy FERE 1y —x EERE
Cisco I0S XE Denali 16.1.1 Zoawry RRNEAINE L,

FEREDOHA KSq4y ZDa~vy NiE fHx DEY 22—/ LV Cisco I0S-XE A A — 7 7 A L DOIEFREINET 5
EDICORFEATEET, Zoavr FEEALTHO 7 7 A VOEREZINE L THH 4
RENETH, RICIESHFRITHE I ENEE A,

Zoavwy FOMAE, kOBMICERTEET,
* Cisco IOS-XE A A —=VIZEZENLMA DEY 22—V T 7 A N EMHERT D,
c T ANNT — FAEENE D NEHRT D,
s Ty ANE ) u— REITEBTOLERH DL a T XA MR 5,
o 77 ANVHBEIR L TN E D D EfERT D,
e T ANy F—DY A X BV FAS, BROZOMO—R R ERZ MR T D,

il WOFITIE, ZDa<wr & ASJL T, bootflash: 7 7 A /L AT M H B & D SIP
R—ZAE 2 — /L7 7 A T HHERZUNE L TV ET,

Device# request platform software package describe file
bootflash:cat3k_caa-universalk9 universalk9.16.09.02.SPA.bin

Package: cat3k caa-universalk9 universalk9.16.09.02.SPA.bin
Size: 36954316
Timestamp: 2018-11-07 15:36:27 UTC
Canonical path: /bootflash/cat3k_caa-universalk9 universalk9.16.09.02.SPA.bin

Raw disk-file SHAlsum:
3ee37cdbe276316968866b16df7d8a5733a1502e

Computed SHAlsum:
f2db80416a1245a5b1abf2988088860b38ce7898

Contained SHAlsum:
f2db80416a1245a5b1abf2988088860b38ce7898
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request platform software package describe file .

Hashes match. Package is wvalid.

Header size: 204 bytes
Package type: 10000
Package flags: 0

Header version: 0

Internal package information:
Name: cc
BuildTime: 2018-11-07_05.24
ReleaseDate: Wed 07-Nov-18 01:00
RouteProcessor: rpl
Platform: Cat3XXX
User: mcpre
PackageName: ipbasek9
Build: cat3k caa-universalk9 universalk9.16.09.02.SPA.bin

Package is bootable on SIP when specified
by packages provisioning file.

WOFITIL, ZDa~r RafH LT, bootflash: 7 7 A /L AT LT3 5 CiscolOS-XE
AA=VICHET HEREZIEL THET,

Device# request platform software package describe file
bootflash:cat3k_caa-universalk9 universalk9.16.09.02.SPA.bin

Package: cat3k caa-universalk9 universalk9.16.09.02.SPA.bin
Size: 218783948
Timestamp: 2018-11-07 17:14:09 UTC
Canonical path: /bootflash/cat3k caa-universalk9 universalk9.16.09.02.SPA.bin

Raw disk-file SHAlsum:
d2999fc7e27e01344903a42ffacd62cl56ebadcc

Computed SHAlsum:
5f8cda8518d01d8282d80ecd34£7715783£4a813
Contained SHAlsum:
5f8cda8518d01d8282d80ecd34£7715783£4a813
Hashes match. Package is valid.

Header size: 204 bytes
Package type: 30000
Package flags: 0

Header version: O

Internal package information:
Name: rp super
BuildTime: 2018-11-07 05.24
ReleaseDate: Wed 07-Nov-18 01:00
RouteProcessor: rpl
Platform: Cat3XXX
User: mcpre
PackageName: ipbasek9
Build: cat3k caa-universalk9 universalk9.16.09.02

Package is bootable from media and tftp.
Package contents:
Package: cat3k caa-universalk9 universalk9.16.09.02.SPA.bin

Size: 52072652
Timestamp: 2018-11-07 13:33:13 UTC
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. request platform software package describe file

Raw disk-file SHAlsum:
flaad6d687256aa327a4efa84deab949fbedl2b8

Computed SHAlsum:
15502£fd1b8f9ffd4af4014ad4d8026c837929feb6
Contained SHAlsum:
15502£fd1b8f9ffd4af4014ad4d8026c837929feb6
Hashes match. Package is wvalid.

Header size: 204 bytes
Package type: 20000
Package flags: 0

Header version: 0

Internal package information:
Name: fp
BuildTime: 2018-11-07_05.24
ReleaseDate: Wed 07-Nov-18 01:00
RouteProcessor: rpl
Platform: Cat3XXX
User: mcpre
PackageName: ipbasek9
Build: cat3k caa-universalk9 universalk9.16.09.02.SPA.bin

Package is bootable on ESP when specified
by packages provisioning file.

Package: cat3k caa-universalk9 universalk9.16.09.02.SPA.bin
Size: 21844172
Timestamp: 2018-11-07 13:33:01 UTC

Raw disk-file SHAlsum:
025€6159dd91cef9d254ca9fff2602d8ce065939

Computed SHAlsum:
ealb358324bab815b9%ea623b453a98800eaelc78
Contained SHAlsum:
ealb358324bab815b9%ea623b453a98800eaelc78
Hashes match. Package is wvalid.

Header size: 204 bytes
Package type: 30004
Package flags: 0

Header version: 0

Internal package information:
Name: ipbasek9
BuildTime: 2018-11-07_05.24
ReleaseDate: Wed 07-Nov-07 01:00
RouteProcessor: rpl
Platform: Cat3XXXX
User: mcpre
PackageName: ipbasek9
Build: 16.9.20180925:160127

Package is not bootable.
Package: cat3k caa-universalk9.16.09.02.SPA.bin

Size: 21520588
Timestamp: 2007-12-04 13:33:06 UTC
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request platform software package describe file .

Raw disk-file SHAlsum:
432dfa61736d8a51baefbb2d70199d712618dcd2

Computed SHAlsum:
83c0335a3adceab74b£ff237a6c8640a110a045d4
Contained SHAlsum:
83c0335a3adceab574b£ff237a6c8640a110a045d4
Hashes match. Package is wvalid.

Header size: 204 bytes
Package type: 30001
Package flags: 0

Header version: 0

Internal package information:
Name: rp base
BuildTime: 2007-12-04_05.24
ReleaseDate: Tue 04-Dec-07 01:00
RouteProcessor: rpl
Platform: Cat3XXX
User: mcpre
PackageName: ipbasek9
Build: v_16.9.20180925:160127

Package is bootable on RP when specified
by packages provisioning file.

Package: cat3k caa-universalk9 universalk9.16.09.02.SPA.bin
Size: 24965324
Timestamp: 2018-11-07 13:33:08 UTC

Raw disk-file SHAlsum:
eb964pb33d4959¢c21b605d0989e7151cd73488a8f

Computed SHAlsum:
19b58886£97c79£885ab76c1695d1a6f4348674e
Contained SHAlsum:
19b58886£97c79£885ab76c1695d1a6f4348674e
Hashes match. Package is wvalid.

Header size: 204 bytes
Package type: 30002
Package flags: 0

Header version: 0

Internal package information:
Name: rp daemons
BuildTime: 2018-11-07_05.24
ReleaseDate: Wed 07-Nov-07 01:00
RouteProcessor: rpl
Platform: Cat3XXX
User: mcpre
PackageName: ipbasek9
Build: v_16.9.20180925:160127

Package is not bootable.
Package: cat3k caa-universalk9.16.09.02.SPA.bin
Size: 48515276

Timestamp: 2007-12-04 13:33:13 UTC

Raw disk-file SHAlsum:
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. request platform software package describe file

bcl3462d6adaf7a8l7a7346a44a0ef7270e3a81b

Computed SHAlsum:
£1235d703cc422e53bce850c032££3363b587d70
Contained SHAlsum:
£1235d703cc422e53bce850c032££3363b587d70
Hashes match. Package is wvalid.

Header size: 204 bytes
Package type: 30003
Package flags: 0

Header version: 0

Internal package information:
Name: rp_iosd
BuildTime: 2007-12-04_05.24
ReleaseDate: Tue 04-Dec-07 01:00
RouteProcessor: rpl
Platform: Cat3XXX
User: mcpre
PackageName: ipbasek9
Build: v_16.9.20180925:160127

Package is not bootable.

Package: cat3k caa-universalk9.16.09.02.SPA.bin
Size: 36954316
Timestamp: 2007-12-04 13:33:11 UTC

Raw disk-file SHAlsum:
3ee37cdbe276316968866b16df7d8a5733al502e

Computed SHAlsum:
£2db80416a1245a5b1ab£f2988088860b38ce7898
Contained SHAlsum:
£2db80416a1245a5b1ab£f2988088860b38ce7898
Hashes match. Package is wvalid.

Header size: 204 bytes
Package type: 10000
Package flags: 0

Header version: 0

Internal package information:
Name: cc
BuildTime: 2007-12-04_05.24
ReleaseDate: Tue 04-Dec-07 01:00
RouteProcessor: rpl
Platform: Cat3XXX
User: mcpre
PackageName: ipbasek9
Build: v_16.9.20180925:160127

Package is bootable on SIP when specified
by packages provisioning file.

Package: cat3k caa-universalk9.16.09.02.SPA.bin
Size: 19933388

Timestamp: 2007-12-04 13:33:06 UTC

Raw disk-file SHAlsum:
44b6d15cba31fb0e9b27464665ee8a24b92adfd?2
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request platform software package expand .

Computed SHAlsum:
b1d5faf093b183el96c7c8el023felf7aafdd36d
Contained SHAlsum:
b1ld5faf093b183el96c7c8el023felf7aafdd36d
Hashes match. Package is wvalid.

Header size: 204 bytes
Package type: 10001
Package flags: 0

Header version: 0

Internal package information:
Name: cc_spa
BuildTime: 2007-12-04_05.24
ReleaseDate: Tue 04-Dec-07 01:00
RouteProcessor: rpl
Platform: Cat3XXX
User: mcpre
PackageName: ipbasek9
Build: v_16.9.20180925:160127

Package is not bootable.

EEa<w ok av Uk Bl

request platform software package install | (5l %« DX\ — D F 21T A — =R Fr—T T 7 4
file NET T T L—RLET,

request platform software package expand

Cisco IOS-XE A A —U bl 4 DEY = — /L 2RI 5121, $# EXEC £— K T request
platform software package expand =~ > R&fEfH L £,

request platform software package expand {file source-url | switchswitch-ID file source-URL}[
to destination-URL] [auto-copy | [force] [overwrite] [retain-source-file] [verbose] [wipe]

XDt source-URL W& % BT % CiscoIOS-XE 7 7 A /L®D URL #¥EE L E T,

switch switch-ID | 2 A4 < ID Z#45E L £7°,

to destination-URL | ({1:7&) CiscolOS-XE 7 7 A LIGREB L7 7 A LV EHIEDOET I
W5 RS URL Z#H8E L £,

ZOFT T a B AT ENTWARNWEE, CiscolOS-XEA A—T7 7 A )V
NHEKRMHENTWET 4 L7 U ERILET 4 27 b UIZ CiscolOS-XE A
A=V T 7 A NVONENERENET,

auto-copy EE) 7ueya=r 75417 MRy r—Yar—LET,
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. request platform software package expand

force (EE) HIRICEIEZEITL, BEA v VIR T v 77 L —
RERAITT DL IITHEELET,
over-write EE) F—TRWAy =V RO T n e a =077 74 V& L

retain-to-source | (L&) REHKRICY —A7 7 A VERFFLET,

verbose (EE) BEHERAERLET, Yok rdlcary Y —ICHERTXSHT
NTOHNMBFRRENET,
wipe fEE) Z7ANVEREBALTAFTy T ay b5 4 L7 b UICKHT 50T

W2, BEREATFT T a vy b T4 N ONRE TN THELET,

AR R TFIAILE

T 74V P OBEETITMEIZH Y A,

9TV R E—F FHE EXEC (%)
2wy REE yy—2 RENE
Cisco 10S XE Denali 16.1.1 Zoawy RREAINE L,

EREDAARZA4

3l

ZOa<wr RTEITENDDIE. CiscolOS-XEA A—UNHDHADEY 2 — LT 7 A LT
DEYVa=r ST A NADREBIETTT, 2o la =l ST A Rl DEY 22—
NV N—F OEE)E FATICERT D12, BNMOBREBMLETT,

Zoa<wr REFEHATS L., CiscolOS-XEA A—YHNOFEY a—)LTneya=r 77y
ANPRA—IN, ZNLOIE—NEMLET 4 L7 PV IS ET, BMEORETRIC
CiscOIOS-XEA A—V T 7 ANNERINDZ LITH D FH A,

toA 7L a R ATTENTWARWES. CiscolOS-XEA A —UREBIERMESNTWAET 4 L7
FUEEICT 4 L7 FUIZ Cisco IOS-XE A A —YORNEB B SN ET,

Zoavy REFHLTHEADEY 2a— L7 7 A VERERTLOEE. 74 L2 FUICT T~
DEV2—VT7 7 A VBRI TND & BEIET A 2T 4 L7 b U BSHEBICER S
nNCrZ7r7ANANERINET,

WIZ, flxDED 2a—NABLRT oY a = P77 A ART TSN TNET «
L7 U ZBRBREICHEE LT, CiscolOS-XE A A=V b HAxDEY 2— /LB LTS
nbea = ST A NERET A AT LET,

TrANPERSNTZZ 2R TEL L0, BERTERBEZOT L7 Y OH
NERLTHD 7,

Device# dir bootflash:

Directory of bootflash:/

11 drwx 16384 Dec 4 2018 11:26:07 +00:00 lost+found
14401 drwx 4096 Dec 4 2018 11:27:41 +00:00 .installer

| BRZSEN R



| v27L88a<UF

request platform software package install auto-upgrade .

12 -rw- 218783948 Dec 4 2018 12:12:16 +00:00 cat3k caa-universalk9.16.09.02.SPA.bin

Device# request platform software package expand file
bootflash:cat3k_caa-universalk9.16.09.02.SPA.bin

Verifying parameters
Validating package type
Copying package files

Device# dir bootflash:

Directory of bootflash:/

11 drwx 16384 Dec 4 2018 11:26:07 +00:00 lost+found
14401 drwx 4096 Dec 4 2018 11:27:41 +00:00 .installer

12 -rw- 218783948 Dec 4 2018 12:12:16 +00:00
cat3k _caa-universalk9.16.09.02.SPA.bin
28802 -rw- 7145 Dec 4 2018 12:14:22 +00:00 packages.conf
928833536 bytes total (483700736 bytes free)

BEEav >R

avw vk i BA

request platform software package install |{#l % DE3 = — /L F 721X Cisco IOS-XE 7 7 £ /L %
file Ty L—RLET,

request platform software package install auto-upgrade

BX DA

AR R FIHILE

avU R E—F

HHMEDIRNTRTCDOAL v FTY 7 MU= TOEBT v 77 L— RERAT 5113, FiE
EXEC “E— R C request platform software package install auto-upgrade =~ > RZ{Ef L 7,

request platform software package install auto-upgrade
Zoavy FIZERIRELITF—V— NEH D FHA,
77 4V P OBEREIZH Y T H A

KM EXEC (#)

avy FERE

1

)1)—= EERNE
Cisco IOS XE Denali 16.1.1 Zhawr RREAINE LA,

wIiZ, V7 v 2T HEBICT v S — R A AR LET,

Device# request platform software package install auto-upgrade
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. request platform software package install commit

EEav> R

avw vk S5 BA

request platform software package install |5 o A —JF 13 IR —2% T v S
file L—RLET,

request platform software package install |DIgfio Y 7 v =77 v 7L — REa—/L Ny
rollback 7 LET,

request platform software package install commit

O— RNy A —%FXy BNV LY T N 2T T 77— F&2a3y h5120F. H
¥ EXEC “E — K C request platform software package install commit =~ > RZ{Ef L 7,

request platform software package install switch switch-IDcommit [verbose]

BX DA

switch AA v FID 2 ELE T,

switch-ID

verbose (ER) FMEHREzERRLET, Yo AHIcar Y —LIRRTE LT
TOERPETRSNET,

aAavU R FI4ILE

aAvU R E—F

T 7 4V F OEBHERAEIZH Y TR AL

¥rME EXEC (#)

J1)—= EEAR
Cisco IOS XE Denali 16.1.1 ZToOawr s RREAINE LA,

FEREDAA RS>

3l

Z D =a= 1 RN, request platform software package install switch switch-ID file auto-rollback =
~ Y REERLTEBOY TNy = F i3 a/ Ny =07 v 77— et L%
WAL E T, auto-rollback minutes 47> 2 U BMEH STV 584, request platform
software package install switch switch-ID commit =~ > RZ AL TT v 77 L —R&EaI v b
L7g\N & minutes THRE LRI L7 CY v 77 L— REeF vy LT 52 —1
Ny I A==l LoTT v T 7 Lb—FhFxy e rannExd,

H— RNy 7 A= D e, Ty T T L= NI TET., 70 ATEUFMO Y73y
TV EREEME NNy U Ng &R E EITINE T,

WIS, Ty7T 7 —Faaly M o6laRLET,

Device# request platform software package install switch all commit
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request platform software package install file .

BEa<w> R av R ]

=111}

request platform software package install |5 %y A —JF 13V IR —2%2T7 v S
file L—RLET,

request platform software package install |LIgiio Y 7 N =7 7 v 7 L — REo—L 3y
rollback 7 LET,

request platform software package install file

MAE NSy =V E B2 OV T Ry =T ET v T — R 512, FFHEEXECE— KT
request platform software package install file =~ > K& H L £ 7,

request platform software package install switch switch-ID file file-URL [auto-rollback
minutes] [interface-module-delay seconds] [provisioning-file provisioning-file-URL] [slot

slot-number] [bay bay-number] [auto-copy]| [force] [ignore-compact-check] [mdr] [new]

[on-reboot] [retain-source-file] [verbose]

X DR switch switch-ID TueYam T HA, v FERELET,
file-URL WA —TFEIIY TNy s —2 O URL,
auto-rollback minutes (EE) a— ARy 7 A —DOREERETEL, B— Ny I ¥

A <=5 ETORRH (47) ZRELET,

interface-module-delay EE) Ao F—T A AEYa—/VOERENZ A LT 7 MEIE

seconds PHRELET,

provisioning-file UEE) “meva=rr/77A4/VOURL ZHHELET, 71

provisioning-file-URL EYa=r 7y AR, HrOV TRy =V EERALTTA
A AT DGEEICORFEHINET,

slot slot-number EE) FR—bTEFTHX A X —T A A Tat P

(SIP) ZEDfHTHZENTELT NS, ADAT Y NEGEIR

ELET,

bay bay-number (&) SIP NOIFR— T X T X (SPA) _AFEFEHEL
ij‘o

auto-copy B Ny r—CxFnrela=r T oL 7 NUICHEM

WA= 5X2IHRELET,

force (EE) MHIICHERIEZSATL, BEH A v - VICBERR<ST v
T —=RERITTHEIITHEELET,

ignore-compact-check (EE) T =y 7 2B+ 5 L0 ITHRELET,
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. request platform software package install file

AR TIAIE

aAvU R E—F

mdr (ff:%&) Minimal Disruptive Restart Z {35 L 9 IZHEL £7,

new {EE) LSy r—y Faeva=vs7 774 VEERL
\i—g—o

on-reboot (fEE) RP OREIOFEEIRE TS A M=V &5 T LRV K
IITHEELET,

retain-source-file EE) A VA M—NRIZY—AT7 7 A VERFELET,

verbose (ER) FEEHEFRRLEY, et RAficar Y —mcFR
TELT_NTCOHNRERINET,

request platform software packageinstallfile =~ > K& A ) L2 & T8, A THRA/ Ny 7r—
VERLIY TRy =0T v 77 L— RGBSV EE A,

HikE EXEC (#)

avy FERE

FRLEDHA KSA Y

J1y—=x TEAR
Cisco I0S XE Denali 16.1.1 Zoawry FREAIRE LR,

Zoaxy R MESNy T —VBIMEAROY TRy =TT v T L — R LG8
MLET,

auto-rollback minutes 47> a V' IMER SN TCWAEE, Ty 77 L—RE%ETT5HI21E, v—
NNy 7 B A < — 5G] B HIC request platform software package install switch switch-ID commit
av U REANTHLERSY ET, ZOa~vy RBATTSNTORWIGE, 7351 AXLLR]
DY T =T NN—=Vaica— "y 7 LET, a— Ny 7 XA ~—{ minutes THE S
N AEGET 5 LU E 9, auto-rollback minutes 73 2 » IMEH S LTV AR WIS,
Ty 77— RBRHBIICATbRLET,

OB TIX, request platform software package install 2~ > R&fH L a7 —
CET v 77— FLTWEY, £, TTOT eI M EBEHEL T (FTIET
AN T =V NA A F—= L ENTWDOHERE) BWHIIICT v 77 L— F&FT
4% force 47 a VAEAMAL TWET,

Device# request platform software package install rp 0 file
bootflash:cat3k_caa-universalk9.16.03.05.SPA.bin force

--- Starting installation state synchronization ---
Finished installation state synchronization

--- Starting file path checking ---

Finished file path checking

--- Starting image file verification ---

Checking image file names

Verifying image file locations

Locating image files and validating name syntax
Inspecting image file types

Processing image file constraints

| BRZSEN R



| v27L88a<UF
request platform software package install file .

Extracting super package content

Verifying parameters

Validating package type

Copying package files

Checking and verifying packages contained in super package
Creating candidate provisioning file

WARNING:
WARNING: Candidate software will be installed upon reboot
WARNING:

Finished image file verification

--- Starting candidate package set construction ---
Verifying existing software set

Processing candidate provisioning file

Constructing working set for candidate package set
Constructing working set for running package set
Checking command output

Constructing merge of running and candidate packages
Finished candidate package set construction

--— Starting compatibility testing ---

Determining whether candidate package set is compatible

WARNING:

WARNING: Candidate software combination not found in compatibility database
WARNING:

Determining whether installation is wvalid

Determining whether installation is valid ... skipped

Checking IPC compatibility with running software

Checking IPC compatibility with running software ... skipped

Checking candidate package set infrastructure compatibility

Checking infrastructure compatibility with running software

Checking infrastructure compatibility with running software ... skipped
Finished compatibility testing

--- Starting commit of software changes ---

Updating provisioning rollback files

Creating pending provisioning file

Committing provisioning file

Finished commit of software changes

SUCCESS: Software provisioned. New software will load on reboot.

Device# reload

G ZOFMEEZKTITLITT) va— FEFEITTI20LERHY £,

BEaT R avU kR B

request platform software packageinstall| o — L Xy 7 ¥ f<w—%F oL L, VT MU
commit TTy ST —FREaIy FLET,

request platform software packageinstall | LIgii0 Y 7 N =77 v 7/ L— REZ o — Ny 7
rollback L¥ET,

request platform software package install | 555 % v ¥ — USRI ST XTOT7 7 A L %
snapshot BT 22>y 7Tvay b T a7 MY RERLE
S

va7igEavo R )



. request platform software package install rollback
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request platform software package install rollback

POV 7 v =T T v

JL— R&Eu—/L_y 73 521%., ¥ EXEC £— KT request

platform software package install rollback =~ > K& H L £,

request platform software

package install switch switch-ID rollback [{as-booted |

provisioning-file provisioning-file-URL}] [auto-copy] [force] [ignore-compact-check] [new]
[on-reboot] [retain-source-file] [verbose]

BXDEREA

switch switch-ID

TuvrVam ST LA, v FEIEELET,

as-booted

EE) Y7 b o =77 vy 77— MEIETET. fliEl OBk
ERICFNEEZMER L TT NS AL /BT LR OITHEELET,

provisioning-file
provisioning-file-URL

EE) Y7 b7 7 w7 T— MIETES, fBEL-7oE
Vam T s ANEERLTT A, AEEET AL OICHEEL
7,

auto-copy L) Ny r—YhFaeva=r 7 5417 NUICHBIC
A —FHEHICHEELET,
force (EE) BRI EZIAT L, BE A v — VIR T v

TV —REHFITTDHEIICHEELET,

ignore-compact-check

(EE) BT =y 7 2845 L0 ITHRELET,

new ULE) i r—yrabya=rV 794 NVEERLE
KR
on-reboot EE) REOHEIRE TS A M—LE2ET LWL 9 IR

ELET,

retain-source-file

FEE) A VAN —RAT 7 A NERELET,

verbose

(&) FFMEHREFR R LET, Tk rxdizar ) —LIFER
TEXDHTRTCOHTNINFERINET,

AU RTIAIE

ATV R E—F

T 7 x /v s OEMEE - IHME

HikE EXEC (#)

THY A,

avY RERE

yy—2

LENE

Cisco IOS XE Everest 16.1.1

Zoavry RPNEAINE L,
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request platform software package install snapshot .

FEREDHA KSq4y ZOAXU NI 0= I A== T 7T 4 TIZe>TWHRELZT—L/Ny 7 LE
T, T T 4 77ea— Ny 7 XA ~<—[L, request platform software package install file == ~
YREMHALIEY 7 FU =T OT v 77 L— REFZ auto-rollback 47> 3 B AT STV
LB INET,

#l WOBITIE, B—ASy 2 5 A ~—%H LT v 77 L— RRBFIOREIC 7 —1
Ry s SRET,

Device# request platform software package install switch all rollback

BEav> R avo kR SHER

request platform software packageinstall| o — L Xy 7V X 4 w—Z XL L, VY7 U=
commit TT7w 77 —FKezaly hLET,

request platform software package install | {5 5 % 74— F 713l A O TN A —D% 7 »
file T L= RLET,

request platform software package install snapshot

MENRNy r—UDOREA LT R TOT7 7 ANEENTEA Ty T vay b T o L7 b &AE
B3 % 121%, FHE EXEC “E— R C request platform software package install snapshot =~ > K
ERHEAHLET,

request platform software package install switch switch-ID snapshot to URL [as
snapshot-provisioning-filename] [force] [verbose] [wipe]

X DEREA switch switch-ID FuvVa=r It EAL v FEEELET,
snapshot to URL T4 L7 FUEERL, ANy T—Y DT XTDT 7 A V%

FOT 4V MUIWEBRLET, T4 V7 MU OLHNL, URL FS
D—FpL L Ta~vr FIA4 - THELET,

URL FSINT7 7 A VY AT L E L TRESNTWD A, A

Ry lr—VHNDT 7 A MET 7 AN AT A LEDT 4L ]

TR T 7 ANV AT A RICERESNET,

as ULE) AF v 7T vav hToLs NINOTrEY 3 =07
snapshot-provisioning-filename | - - ¢ L D4, i %25 F £,

ZOFTvarEHFEALRWEESR. ANy —YARo T R
Ea = A NNDEBEFEO T e g =TT 7 A VLD
FRHTET,

va7igEavo R )
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. request platform software package install snapshot

wipe EE) 77ANVERBHEL ATy Yay b T 4L 27 FUIC
AT RN, BERERA Ty T ay T4 L7 N ONE%
#Af%fbiﬁo

force (EE) MmEIICEMERZ AT, BE X v —ICBR < T v

T U= ReRiftTT D L OITHELET,

verbose (EE) fEEmEaE£E R LET, YrEYa=r /7 ak Rt
T _RTOHAIRa Yy —IcFRENET,

AR TFIAILE

T 74V FOBEETITMEIZH Y A,

9TV R E—F e EXEC (#)
2wy REE yy—2 KENE
Cisco IOS XE Everest 16.1.1 Zhavwr RREAINE LA,

EREDAARZA

3l

o=y Rk, BRET AL AT o7 MU EERL, TOF 4 L7 MUICHE Sy r—
CHNOE A DY TNy =D BRSO L1,

ZHLMIHEG Ny r =V bfl 2 DY TRy =V R RET 51O TE 53~ Nk
request platform software package expand =~ > R7217 T,

WORFITIL, snapdirl_snap & WO AFIDO AT~ 7> a3 v b7 4 L7 K VUM bootflash:
T 7 ANV AT DMER S, TOA T v T vay b T4 L7 MIICHAER Y r—
D% DY T8 =27 7 A VRIS ET,

Bl 2F/FHOETIX, AN, ATy T ay b T o7 NUNDOT 7 A VEEH
LCHEEBTSE I —22RELTWET (BLRTO T TO boot system 2+ > K
ZHIBR L, 3/74%:v—y3/V/x&% XELTD, BLELZnEYa=
YT T ANEEH LTI — T 5720 bootsystem 2~ K& ANT)) , Dk, #H
LWEEERFEL DL, BEL-70obeYa=r 077 AV EHHL TRt 572

DIZTNAA AZHEBH L TWET, Zhicky, BELEEx DY 7Sy r—07 7
ANEFRHLTOV—ZE2FETTEET,

Device# request platform software package install switch all snapshot to
bootflash:snapdirl_snap

--- Starting active image file snapshot --- Validating snapshot parameters Creating
destination directory
Copying files to destination media

Copied provisioning file as packages.conf
Moving files into final location Finished active image file snapshot
Device (config) # no boot system
Device (config) # config-register O0xl
Device (config) # boot system harddisk:snapdirl_snap/packages.conf
Device (config) # exit
*May 11 01:31:04.815: %SYS-5-CONFIG_I: Configured from console by con
Device# write memory
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request platform software package verify .

Building configuration...
[OK]

Device# reload

BEav R avw Uk Bz

request platform software package install | 558 %y 74— F - 13l x O TR A —T% T w
file T L—FLET,

request platform software package verify

In-Service Software Upgrade (ISSU) Y 7 U =7 /8w r— D B2 W4 H121%. HikE
EXEC & — KT requestplatform software package verify 2~ > REfEH L £,

request platform software package verify switch switch-ID file file-URL [bay bay-number]
[slot slot-number] [auto-copy] [force] [mdr]

X DR switch switch-ID o vV g = 74524 v FE2BELET,
Jile-URL MAENy =Y FEIV 7y r—2 0 URL,

bay bay-number ({£&) SIP NOIELFR— T HF 7 H (SPA) _AFZEH/ELET,

slot slot-number  ({17Z) ¥HR—bF TH T2 f 2 —T =44 X Tty (SIP) ZHY
HIFDZERTELT A ADAR Y NEFEREELET,

auto-copy EE) Nur—rhTueVa=r 7547 FVICHBMICa e —1
HEHITHRELET,
force (EE) WA EEZFAT L, BHERA o —DICBRR< T v 77 L —

RERATT DL 2 ICfREL £,

mdr (ff:%) Minimal Disruptive Restart Z{H 95 L 2 IZHEL £,

ATV RFEIHIN T 7ANNOEBERHEIZH Y A,

avY R E—F FHE EXEC (#)
avy FER J1)y—= EEAR
Cisco IOS XE Denali 16.1.1 Zhavwr RREAINE LA,

va7igEavo R )
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. request platform software package uninstall

51
WIZ. CiscolIOS XE A A — Y % MR T A0 2R LET,

Device# request platform software package verify switch all file
bootflash:cat3k caa-universalk9.16.03.05.SPA.bin

EEa<v> R

5t BA

oun

avU kR

request platform software packageinstall| o — L Xy 7 ¥ S w—% XL L, VT MUz

commit Ty 7L —REaly hLET,

request platform software packageinstall | Igioo YV 7 N =77 v L — REa—)L Ny

rollback L¥ET,

request platform software package install | 555 X 7 — B SN T_XTOT7 7 A L &

snapshot BT a2y 7 vay b Fa Lo MY R LE
ﬂ—o

request platform software package uninstall

VI RNT =T N —=2%T oA VA M=/ T 5I21E, FifE EXEC E— R C request platform
software package uninstall =~ > RZfEH L E7,

request platform software package uninstall switch switch-ID file file-URL [bay bay-number]
[slot slot-number] [auto-copy] [force] [mdr]

B DEREA

AR R TFIAILE

switch switch-ID ZFuvVa=L 74T H5 2,4 v FE2IFELET,

Jile-URL e/ Sy r—EII 78y —® URL,

bay bay-number ({£&) SIP NOIFR— T X 7% (SPA) ~A FE5HIBELET,

slot slot-number  (13%) BHER— N THEFEZ A2 —T A A Fat v+ (SIP) ZEY
B EMTELT A ADAR y NEBERELET,

auto-copy EE) Nor—viE7uneya=v7 5407 MUICHBIMICae—3
HEOIHEELET,

force EE) BEIPNICERIEEZFIT L, BEX v —VIICBRRL T v 77 L —
REFITTDLOICHEELET,

mdr (f£&) Minimal Disruptive Restart Z {3 25 X 51T EL £

T 7 X/ N OEBERLHEIZH Y AL
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reset .

av YR E—F ¥iHE EXEC (#)

avy FER Jiy—=x EERNRE
Cisco IOS XE Denali 16.1.1 Zhavwr RREAINE LA,
51

I, VT MO 2T Ny 5=V T oA A=V HF R LET,

Device# request platform software package uninstall

BMEa<v> R av vk EBA

request platform software packageinstall| o — /L. Ny 7 Z f~—Z Xy EBL L, V7 T
commit TTv L —FREaIy FLET,

request platform software packageinstall | Ligiio Y 7 N =7 7 v L — RAE o — )Ly 7
rollback LE9,

request platform software package install | 555 X 7 — B SN T_XTO T 7 A L &
snapshot T 22 FyFray b T4 7 MU EERLE

—é—O

reset
VAT ALATHAN—=R Yy hEETTHICE, T— e —FFE— K Treset 2~ FE&EITLE
T, "= KUty F&{TH &, device DERUIWRZRICEREZHATHFIHE FLEC, vty
P LR BIOAEY ONENEESINET,
reset

¥ T2 8H ZOa=y FIFGIEERITF—Y—FNIdH v A,

ATV R FI4NN T ANV NOBEERMEITH Y A,

aTYRE—F T—br—4

avy FEE )1)—2R EEAR

CiscoIOS XE3.3SECiscoIOSXE3.3SE — oo~y R EAINE LT,

#l WOPITIE, VAT AEY®y B H R LET,

va7igEavo R )
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. rmdir
FNA A: reset
Are you sure you want to reset the system (y/n)? y
System resetting...
rmdir
BESNTE T 7ANT AT AN 12U EOZEDT 4 L7 b 28R4 5121E, 7—ha—4
F— R CTrmdir 2~ REFEHALET,
rmdir filesystem:/directory-url...
X DA filesystem: 7 7 A L AT LDTA YT X, USBAEY 25 4 v 7 DAL, usbflasho:
AL ET,

AR FIHILE

ATk E—F

/directory-url... BB+ 2220F 4 L7 NYDNRZ (F4 L7 b)) BIOLARITT, T4 L7
NULIF A=A TR Y £,

77 4V FOBIEREIZH D EE A,

T—ra—4

avy FERE

FEREDHA K4V

Jy—2 EENE

Cisco I0S XE 3.3SECiscoIOSXE33SE = o~y RANEASHE L7m,

AT vva () MICEETEDT 4 V7 MUAITRK 45 LF T, RLFENLTFOXFINH
DET, T4 L7 NUAIITHEESCT, A=A HIBRSCT:, AT vy, 5l M/, Elanm
V. BXOma AIEHATEEY AL

T4 L7 M) EEIRT DRI, FTT 4L FINOT7 7 ANV ETXCHIBRTAXLERH D £
7,

device 15, 47 4 L7 b U BBIRT B, MRARDST LT b EMLET,
451

WOBEITIE, T4V 7 v & 1OHIBRT B HEEZRLET,

534 A: rmdir usbflashO:Test

T4 L7 FUDHIBRS N2 E D 0 AR T DL, dir filesystem: 7 — bR — X a2~
YR AN LET,
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sdm prefer .

sdm prefer
AZA v FTHMTHSDM 7T 7L — 2 RET DT, Fm—Sb a7 Falb—vay
F— RC sdm prefer =2~ > R&FEHLET,
sdm prefer
{advanced }
BX DA advanced NetFlow 72 & D& & 7eiie 2 AR— M LE T,

AR R TFIAILE

AR E—F

T 74V b OB S D EH A,

JFa—s ) ary7 4 Xalb—vag

2v Y FRE

EREDAARZA

set

Jy1)y—= EERNE

CiscoIOS XE 3.3SECiscoIOSXE3.3SE Z oo~y RAEAINE LT,

device A% v 7 TlE, TRXRTDORAZ v 7 AN, T 7T 4 772 device \AR-AFE SN F—D
SDM 7> 7L — N HTAMLERNH Y £,

HHl device N AZ v ZIZIEMEND L. TV T 4 7 device ITEFEENTZSDM 27 4 ¥ =
L— 3 0E, lx O device ICRRESNTWDT 7 L— haE EEEXLET,

1
W, BERT T — M ERET DH 2R LET,

T /34 A (config) # sdm prefer advanced
T3 A (config) # exit
T /3A A4 reload

BRI AREELIIETRTHICUL, 77— b —FE— R Tset 2~ RZ2HHAL £, 5B
THIL, 7— he—&FE£ 71T device THE L TWAO Y 7 N7 = 7 ZHIET A0 FEHT
EF7,

set variable value

va7igEavo R )
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BX DA 255 e

variable 33 . N value DY) MBI 1T, ROWT N OF—T— REFHLET,

MANUAL_BOOT : device DiEEE) 2 HE)TIT 2 MFEITIT O M E I DEIREL
‘g—o
BRI 1/Yes & 0/No T9, 0 /I No ICERESNTNWDEA, 77—k r—

LT AT L HEICEEH LET, MOMEICERESNTWEHEAIE, 77—k
O —XE— K5 FH) T device ZEENTHLERNH Y £97,

BOOT filesystem:/file-url : BEEENRFIC 0 — R L OFATSIND FATAREY 7 A /b
DEIaB XYY YA AL ET,

BOOT BRIEAMNRE SN TR WEE, VAT AE, 77y a2 Ty A0 v
AT DRGSR 21T > T, AN SN EITRMREA A — T %
n— FLTHETEZRAET, BOOT ZEPHEINTNTYH, FEEINIA A —
ChEO— RTERPSTHE, VAT AE T T vy a T A VAT LT
R LB RRER 7 v A VBB L L D & LET,

ENABLE_BREAK : ==.—# 732> Y —/L 0 Break % — % ffi4- & HEEH) 7 0t =
EHEICELH LI £,

Y7 fEi% 1. Yes. On. 0. No. BLOOff T7, 1. Yes. F7/21L On TR ES
NTWBEERE, 77 v va 77 ANV AT 2O I 2 Y —/L ETBreak
X—%Md LT, HEEH o X 2R TEET,

HELPER filesystem:/file-url : 7 — s & —X OFHHLHFICEIMIC 2 — REhbr—
RA[BEZ 7 A NVDEIar /X)) U A ME@ERILET, ~A—T 7 AU,
T— O — A OMREFRIEELTZY . Ry FENU T LET,

PS1prompt : 7— bk v —X E— ROFHIZ, a~v o FIA - TrrF e LT
T 2 0FHERERELET,

CONFIG_FILE flash: /file-url : Cisco I0S 733 AT L% IE DRI = & — D Fi
HEERT 27 7 AN ERELET,

BAUD rate : =2V —/VOAR— L— MNEMATLE Y MR (bs) ZHEELE
T, AT 4 X2l —a T A NMIHIORENFRTE S ILTWZRWRY | Cisco
I0SY 7 v =TE7—br—FnbR— L — b RELMEKL, ZOfH%EF| Xk
SFERALET, FBETE 54T 0~ 128000b/s T4, AZIEIZ, 50, 75, 110,
150, 300, 600, 1200, 1800, 2000, 2400, 3600. 4800, 7200, 9600, 14400,
19200, 28800, 38400, 56000, 57600, 115200, I L Tr 128000 T3,

b — A7, 300, 1200, 2400, 9600, 19200, 57600, XX 115200 C
KR

SWITCH_NUMBER stack-member-number : A% > 7 X 3D A L N\NFK 5w T
]\./ i TO

SWITCH_PRIORITY priority-number : AHX 7 AL NOF T4 F )T 4 fHEEE
HLET,
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ARV R TIHIE

\}

set |

BREEABDOT 7 /v MEIZ, RO EBY TT,
MANUAL BOOT: No (0)
BOOT : X/ A R Y

ENABLE BREAK : No (Off £721%0) (2> Y—/L LT Break ¥— %L CHE)EE ok
AEHMT 5 Z LI TEERA)

HELPER: 7 7 4 /b MEIZH Y FHA (A= 77 A UTHBIIC 2 — FERERL)
PS1 device :

CONFIG FILE: config.text

BAUD : 9600 b/s

SWITCH_NUMBER: 1

SWITCH_PRIORITY: 1

GE)

aAvU R E—F

ﬁﬁﬁﬁéﬂtﬁﬁ%@i BTFANDT T2 T 7 ANV ATAMIMREEENET, 77
ANDEATINE, BREEEAL LEFITHWT, TOEBOMEMBEEINET,

TDT 7 ANMIFERENTORWERIZIIEN S D 48 A, i%réﬂm\:h X)L A RY T
THOTHERH Y F7, X/VXI\U/7 (7221 <”) DHFREINTWAEEIL, EAR
EINT-EHTY,

%< OREABITFANER SN TEY . 7740 MEPREINTHET,

T—hu—=4

avy FERE

FEREDAA RS2

SRS EENE

Cisco IOS XE 3.3SECiscolOSXE3.3SE = ppa<wr NREAINE LT,

BBEARBUIR LT LN LFOXBINRH ) FFEEBVICANTLLENDH Y £,

BAEFOBELSHT. 79 via 774 VAT AOHMIHD 7T va AEVIEESH
3

W ORE TlE, REABORTEELE T L2L4ETH ) FHA,

MANUAL BOOT 88525 %0/%. bootmanual 7' —/ 3L 27 4 X2 b—gy a<wy Reff
HLTRETDHZIELTEET,

BOOT BREEZAHUE. boot system filesystem:/file-url 70— 3L 2327 4 Fa b — g a<wy
R L TRETDHDIEHTEET,

ENABLE BREAK ER55Z°4(1X. boot enable-break 7 72—/ )L 27 4 F a2l — g A<y
FEFEHLTERETDHZIELTEET,

va7igEavo R )
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HELPER B&5528451%. boot helper filesystem: / file-url 7’ 00—/ )b 237 4 X2 b—3/ g A<
VREMHLTRETHZEHTEET,

CONFIG_FILE B35 4013, boot config-file flash: file-url 7/ 10—/ 227 4 F 2 L—a v
cvy REMHLCRIET S 2 & bTxET,

SWITCH_NUMBER 55225 #1%, switch current-stack-member-number renumber
new-stack-member-number 7 2 —/N)L 2T 4 X ab—vay avy REEHLTHRET S 2
EHTEET,

SWITCH _PRIORITY EREiA%ki%. device stack-member-number priority priority-number 7" 71— /3
Nar7Z4Xal—rvaryavy FEERLTRETLSZELTEET,

T—bhua—FOFar T s AN Y (PS1) 1L, 5 (=) 2B, HARTRER IS &
120 XFF CTHRETE F7,

151
RIZ, SWITCH_PRIORITY BREEH A X ET B2~ L ET,

7 /31 A: set SWITCH_PRIORITY 2

RETCHERT AT, set 7— b —F o< FEEHLET,

show avc client

Er7 7Y r—a VOBICEET A EHRE RRT BITIE, M EXEC “E— K C show avc client
avy FefHLET,

show avc client client-mac top n application [aggregate | upstream | downstream ]

BXDEREA

AR R FI4ILE

aAvURE—F

client client-mac 75 47 "D MACT RLAZEELET,

top napplication f5E0 7 A4 7 D AL IN) HOT 7V r—va v OBERELET,

77 4N FOBERLEIZH D EE A,

e EXEC

avy FERE

J1)y—=x EENE
CiscolOSXE33SE —ppa~<vr FREAINE LT,

RIZ. show ave client =< > FOH N1l Z2 R L E9,

T /3A A4 sh ave client 0040.96ae.65ec top 10 application aggregate
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Cumulative Stats:

No AppName Packet-Count Byte-Count
1 skinny 7343 449860

2 unknown 99 13631

3 dhcp 18 8752

4 http 18 3264

5 tftp 9 534

6 dns 2 224

Last Interval (90 seconds) Stats:

No AppName Packet-Count Byte-Count
1 skinny 9 540

show cable-diagnostics tdr

BALRAAL R
cable-diagnostics tdr =~ > Fa2fH L £,

show cable-diagnostics tdr interface interface-id

show cable-diagnostics tdr .

AvgPkt-Size usage$

61 9
137 3
486 2
181 1
59 0
112 0

AvgPkt-Size usage$

(TDR) OfEHEZFRT HITIL. ¥ EXEC E— KT show

B DEREA

AR R TFI4ILE

ATk E—F

interface-id TDRINEATENTWAA L F—T = AZIBELE T,

77 AV S OBIERIEIL D D F A

5¥E EXEC

avy FERE

)1)—=R EEARAR

CiscoIOS XE3.3SECiscoIOSXE3.3SE —pa~<w RpEAINE L,

EELEDHA K54 > TDRIZ, SO A —¥ K v b 10/100/100 A— FZF THAR— RS ET, 10 FHE Y b A —
H % v b AR— b, IO Small Form-Factor Pluggable (SFP) 3 =—/L ;R— h CixHHR— b

ShEEA,

il

KIZ, devicelZxt9 % show cable-diagnostics tdr interface interface-id =2~ > KD 7/]

Bz R L ET,

7 /3A A4 show cable-diagnostics tdr interface gigabitethernetl/0/23

TDR test last run on: March 01 00:04:08
Interface Speed Local pair Pair length

Gi1/0/23 1000M Pair A 1

Pair B 1

+/- 1 meters
+/- 1 meters

Remote pair Pair status

Pair A
Pair B

Normal
Normal

va7igEavo R )



. show cable-diagnostics tdr
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Pair C 1 +/- 1 meters Pair C Normal
Pair D 1 +/- 1 meters Pair D Normal

% 2: show cable-diagnostics tdr 1< > K THASNI 3 7 4 —IL FDOEHA

74—
K

Bl

Interface

TDR BNFETENTWEAL L H—T = A A,

Speed

Local pair

n—H)AH =T 2 ATTDRVBT A MEFETTDHIA Y T4,

Pair length

device (2B 57— 7 NV ORIEDSGFT, IROWTINAOGEIZIRY . TDR X5
ERETEET,
=T NANRELLEERSN, VoI BRT vy TIRET, Ao ¥ —T7 = A AHE
25 1000 Mb/s TdH 554
« =TI L TWAHEE
e r—T NN a—hrLTWDHES

Remote
pair

O—N T REGRINTZTA Y XT %, T—TANRELL BRI 7R
7w IR THDHHEETT. TDRIZY ET—h XTIV THER L £,

Pair status

TDR NETENTWBTA V¥ XTDRT—H R

*Normal : VA ¥ X7 NELLERINTWVET,

* Not completed : 7 A MIFEITHT, T LTWEFEA,

* Not supported : 1 % —7 = A AL TDR ZHR— K LEHA,

«Open : TA Y T RWHRLTOET,

sShorted : VA ¥ X7 N a—hFLTWET,

* ImpedanceMis : - ' B —F U AN—EH L EH A,

* Short/Impedance Mismatched : A > E— 4% > AN —E Lo\ — 7 VR 3 —
FLTWET,

* InProgress : izWr7 A M3 EETTH T,

WOHITiL, TDR BRFEITIN TV D & & D show interface interface-id 2~ > KO H ]
R LET,

7 /3 A4 show interface gigabitethernetl/0/2
gigabitethernetl/0/2 is up, line protocol is up (connected: TDR in Progress)

WO TIL, TDR NFEITEI TV & XD show cable-diagnostics tdr interface

interface-id

T /5A A4 sh

| BRZSEN R

a<y ROETIERLET,

ow cable-diagnostics tdr interface gigabitethernetl/0/2
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show debug

show debug .

% TDR test was never issued on gigabitethernetl/0/2
A B =T =2 ATTDRBI R — F SNBZWEE, ROA v E—URRRINET,

% TDR test is not supported on device 1

AL v FTHHATE DT XTOD debug 2~ > REFKRT HI21E, 5 EXEC £— K T show
debug =~ > RZFEHLET,

show debug

show debug condition Condition identifier | All conditions

BXDEREA

AR FIAILE

ATk E—F

Condition identifier fifi [} &1 % S0 F OB 2R E LES, ®PHIZ. 1~1000 T,

All conditions B THE 2T _CORMM X TNy 7 FT v a v ERFLET,

77 AV S OEIERIEIL D D FE A

¥E EXEC

avy RERE

FEREDAARZA Y

3l

)1)—=R EEAR

CiscolOSXE UV U —216.1 Zoa<wry RNEAINE LT,

TNy THINECPU 7B A TEHT TA A VT 4 BED L THNATNDZD, T3y 7T
BATHEVAT APNMERTERLIRDIENRHV T, LEMR-T, debug 2~ FEMHT
HOIX, FFEOHED NT TNy a—T 4 VT, ETIET A a7 7 =T R— MEYE
EEBIZ RN T TN a—T 4 T EATOGEITREL T ZS, 51T, debug 2~ R,
Xy NU—=2 8T T4 w730l 2—FLDRNEXIHEHTHIONRKRETYT, 208D
IR A RACTT Ny FEFITT H L debug 2~ ROMFEOEMIZ L > T AT AF| A
B E T D AREMEN D7 720 7,

Iz, show debug =~ > KOSl %R L £,
7 /3A A4 show debug condition all

TR 7 NI HIZIE, nodebugall =~ REMHLET,

va7igEavo R )
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. show env
show env
AA vTF (REURTBRUVAL v T RF I AT— FTFARAF YT ALN) DT 7,
B, B X OVEREE#REZ FTRT 5HI121E. EXEC E— R Tshowenv 2~ K& L £,
showenv { all | fan | power [all | switch [switch-number]] | stack [stack-number ] |
temperature [status] }
RBX DA all Ty, RE, BEXOERBREDOAT —4 2 & KR
Lij—o
fan AL v TFOT 7 OREER R LET,
power BIREBEBDOAT —H A FKRLET,
all (ER) T X COEREBEORAT —F 2R R LE
7,
switch switch-number UEE) BED AL v FOEFEBEDO AT —2 2%
FRLET,
stack switch-number (EE) AX v I DEAAL v TF EITBESNIZA

AR R TFIAILE

AV FDTRTCOEEAT—X A %FRLET, 5
ETEHHPMIT, AZ Y ITHRNDAAL vF A R"FE
IZHEST 1 ~9 T,

temperature AL T OREAT —H AR LET,

status (ER) REAT—Z AL LEVMEZRRLET,

T 7 X/ FOEBERLEIZDH U AL

avURE—F =¥ EXEC
F#HE EXEC
avy FERE 1)1)—=R EERNE

EREDAARZA

CiscoIOS XE 3.3SECiscoIOSXE33SE Z—pa~y FRNEAINE LT,

EEDA U NAL T NHAL y TNDAA v FICET DM AR TRT HI2IE, showenvstack
[switch-number] 2~ > R&EFEHL T,

AL v FOWREAT —H AL LEVE LV EFRRT DHIZIE, show env temperature status =
~v Rz LET,

. DATLEEIOTUR
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Bl WOBITIL., ~AF— AL v FINS AL v 7 A AT
ZT—\‘L/SE?—O

/3 A> show env stack 1
TNA R 1

T3 A Fan 1 is OK
T3 A Fan 2 is OK
T3 A Fan 3 is OK
FAN-PS1 is OK

FAN-PS2 is NOT PRESENT

T /3A A 1: SYSTEM TEMPERATURE is OK
Temperature Value: 32 Degree Celsius
Temperature State: GREEN

Yellow Threshold : 41 Degree Celsius
Red Threshold : 56 Degree Celsius

FONA A>

show env xps .

(ZBT D E e £ T 5 k%

WIZ, REE, KRB, BIOLEWEZERRT 262 RLET,

7 /31 A> show env temperature status
Temperature Value: 32 Degree Celsius
Temperature State: GREEN

Yellow Threshold : 41 Degree Celsius
Red Threshold : 56 Degree Celsius

TN A>

3= 3:show env temperature status 1< > FIE DR T— +

KR A

Ve

TV — | AL o FOIRENIER Z2EMEREICH Y 97,

¥
3

7 —

= BENESHEICHY £, A v FOIOMED

2R T D UNERHY 7,

Ly R (IREXZ VT o A/VEEICH Y £9, IBEN
WZFATE R WA[REMEDRN B F 97,

ZOFIIZH DG, A v FNIER

show env xps

Cisco eXpandable Power System (XPS) 2200 D 32 = v by, #E, B, BL OV AT A
EIREHE KT DI, FiHE EXEC *£— KT showenv xps 2~ > R&fH L ET,

show env xps { budgeting | configuration | port [
| thermal | upgrade | version }

all

number 1 | power | system

va7igEavo R )



. show env xps

SRFLEEIATUFR |

BXDEREA

AR E—F

budgeting

XPS B/ NNV =y FOESy (BFRAX v 7IE&F
NDBTRTDOAAL v TNkt T HEIOE Y YT E
ENVrzy bE) EFRRLET,

configuration

power xps fi#E EXEC =2~ > K& BT L= R O%
EaFrLET, XPSBEEIT XPS I[TRFESNE
9", show env xps configuration 2~ > R& AT %
L T AN NUSNOREDRIG S NET,

port [all | number ]

FTRTCOR— FELITTRED XPS H— FDRIE &
AT —HAFTRLET, d—FEZIL. 1~9
‘(“—gﬂo

power XPS BIEBED AT —F A Fr LET,
system XPS VAT L AT —H A TR LET,
thermal XPSREAT —F A FR LET,

upgrade XPST7 v 7T L — R AT —HAEFRLET,
version XPS N— a3 VO AE R R LET,

FitE EXEC

avy FERE

FRLEDHA KSA Y

3l

J)—R ZEEARR

12255SEl = a2 RAEASHE LT,

XPS 2200 OfEH & F£RT DITIL.

show env xps 7t EXEC =2~ R&fH L £ 7,

KIZ, show env xps budgeting =~ > RO/l Z R LE T,

Switch#

XPS 0101.0100.0000 -

Data Current Power
Committed
Budget

223

1543

2 - - - SP-PS 223
3 - - - - -
4 - - - - -
5 - - - - -
6 - - - - -
7 - - - - -
8 - - - - -

| BRZSEN R

Power Port Switch # PS A PS B Role-State

715 SP-PS
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show env xps .

9 1 1100 - RPS-NB 223 070
XpPS - - 1100 - -

IZ. show env xps configuration 2~ > RO Nl Z R LET,

Switch# show env xps configuration

XPS 0101.0100.0000

power xps port 4 priority 5
power xps port 5 mode disable
power xps port 5 priority 6
power xps port 6 priority 7
power xps port 7 priority 8
power xps port 8 priority 9
power xps port 9 priority 4

KIZ. show env xps portall =< > RO NHIZRLET,

Switch#
XPS 010

Port name HE

Connected : Yes

Mode : Enabled (On)

Priority : 1

Data stack switch # : - Configured role : Auto-SP

Run mode : SP-PS : Stack Power Power-Sharing Mode
Cable faults : 0x0 XPS 0101.0100.0000 Port 2

Port name HE

Connected : Yes

Mode : Enabled (On)

Priority H

Data stack switch # : - Configured role : Auto-SP

Run mode : SP-PS : Stack Power Power-Sharing Mode
Cable faults : 0x0 XPS 0101.0100.0000 Port 3

Port name HE

Connected : No

Mode : Enabled (On)

Priority : 3

Data stack switch # : - Configured role : Auto-SP Run mode I

Cable faults
<output truncated>

KIZ. show env xps power 2~ > RO IHIZ R L ET,

XPS 0101.0100.0000

Port-Supply SW PID Serial# Status Mode Watts
XPS-A Not present

XPS-B NG3K-PWR-1100WAC  LIT13320NTV OK SP 1100
1-A - - - -

1-B - - - - sp 715
2-A - - - -

2-B - - - -

9-A 100WAC LIT141307RK OK RPS 1100
9-B esent

va7igEavo R )
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. show env xps

IZ, show env xps system =< > RO Z2R L E7,

Switch#

XPS 0101.0100.0000

XPS Cfg Cfg RPS Switch Current Data Port XPS Port Name
Mode Role Pri Conn Role-State Switch #

1 - On Auto-SP 1 Yes SP-PS -

2 - On Auto-SP 2 Yes SP-PS -

3 - On Auto-SP 3 No - -

4 none On Auto-SP 5 No - -

5 - Off Auto-SP 6 No - -

6 - On Auto-SP 7 No - -

7 - On Auto-SP 8 No - -

8 - On Auto-SP 9 No -

9 test On Auto-SP 4 Yes RPS-NB

IZ. show env xps thermal =~ > ROl &~ L £9,

Switch#

XPS 0101.0100.0000

Fan Status

1 OK

2 OK

3 NOT PRESENT PS-1 NOT PRESENT PS-2 OK Temperature is OK

WIS, T v 77 b= RBRET S TORNES O show env xps upgrade =< > KD 7]
iz~ LET,

Switch# show env xps upgrade
No XPS is connected and upgrading.

WIZ, T v 77 L— RBREITH DO%A O show env xps upgrade =2~ > RO H /)il &7~ L
i‘j‘o

Switch# show env xps upgrade
XPS Upgrade Xfer

SW Status Prog

1 Waiting 0%

Switch#

*Mar 22 03:12:46.723: %PLATFORMﬁXPS—6—UPGRADE75TART: XPS 0022.bdd7.9b14 upgrade has
started through the Service Port.
Switch# show env xps upgrade

XPS Upgrade Xfer

SW Status Prog

1 Receiving 1%

Switch# show env xps upgrade

XPS Upgrade Xfer

SW Status Prog

II DATLEEIOTUR
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show flow monitor .

1 Receiving 5%

Switch# show env xps upgrade

XPS Upgrade Xfer

SW Status Prog

1 Reloading 100%

Switch#

*Mar 22 03:16:01.733: SPLATFORM XPS-6-UPGRADE_DONE: XPS 0022.bdd7.9b14 upgrade has
completed and the XPS is reloading.

IZ. show env xps version =~ > RO IH %~ L E9,

Switch# show env xps version

XPS 0022.bdd7.9b14:

Serial Number: FDO13490KUT
Hardware Version: 8
Bootloader Version: 7
Software Version: 18

=R 4:EEaTUFR

avw> R Description

powerxps (/' m— L a7 4 Xal—i g 3 |XPSEXPSH— FOARTEZHRELET,
<~ K)

power xps ($##E EXEC =2~ K) XPS R— F LV AT AERELET,

show flow monitor

TH—F=HDAT —H A LHFIEREFRT HI21E, 54 EXEC & — K T show flow monitor
a<w 2 FNEEHLET,

B DEREA

name (EE) 7u— =X DO4HIZIHELET,

monitor-name  ({L) HFANIHE S N7 17— F=F D4,

cache fEE) 77— FE=4DFx vV 2ONFERRLET,

format fEE) T4 AT VAMNOT7 +—~y N TS arontTnnzliiTs
TEEEBELET,

csv (EE) 7a—F=XDXv v VaONEFEH L ~XEVHE (CSV) B THE
RLET,

record (£ 7o— F=2DF v v aONE L a— RERNTEELET,

table (EE) 78— F=XDX v v 2ONRERERTERLET,

statistics EE) 7o— =X OMiEmREzE T LET,

va7igEavo R )



. show flow monitor

aAvU R E—F

H5#E EXEC

SRFLEEIATUFR |

avy NERE

)1)—=R

CiscolOSXE33SE = a~y RAEASHE LT,

HEREDAA FZ1 Y

3l

cache ¥ — U — RKTlX, T 74/ FCla—FEAMEFAINET,

show flowmonitor monitor-name cache =<2 RKDOF 4 A7 LA N EENDHKLFDT  —

)V R4E, 7 a—0iRNc

NEHT 5% — 74—/ KT9, show flow monitor monitor-name

cache 2~ FDOT 4 AT VA HNTEEND/NLFOT 41—/ KA, DX ¥ v = DB
T —2 L L THEENET AIESF— 74— /L FTT,

KOFITIE, 70— F=FDATF—H A FRr LET,

T3 24 show flow monitor FLOW-MONITOR-1

Flow Monitor FLOW-MONITOR-1:

Description:
Flow Record:
Flow Exporter:

Cache:
Type:
Status:
Size:

Inactive Timeout:
Active Timeout:

RDOET,

Used for basic traffic analysis
flow-record-1

flow-exporter-1

flow-exporter-2

normal

allocated

4096 entries / 311316 bytes
15 secs

1800 secs

COWMNIERENDEERT 4 —/V REHAL ET,

3 5:show flow monitor monitor-name 2 1« —)L K D488

J4—ILFK

B

Flow Monitor

JELI- 7 a— = DH4THI,

Description FoHIIZHRTE LG, 32— TEEOT 7 /v N OFA,

Flow Record | 7o — =280 4 ToHbiiz7mn— La— K,

Flow Exporter | 7o — £=#|ZH D Y CToHNTmTr AR—4,

Cache TH—E=ADF v v lZBT O,

Type THR—EF=HDOX Y v va XA T, TOEIXFEIC normal £720 £9, Zh

BHE—HHR— b ENTNDF Y v o X4 7 TT,

| BRZSEN R
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show install .

J4—ILF EEA

Status Tu—F=HDFX Y aDAT—H A,
ROENFTRETT

callocated : ¥ ¥ v aDFD B THATHWET,

* being deleted : ¥ v v ¥ 2 BHIRINLTWET,

e not allocated : ¥ ¥ v > 2 F D P THINLTWVER A,

Size BEDX Yy v o A X,
Inactive T IT 4T ZALT T NOBEDE (BPHEALD .
Timeout

Active Timeout | 7 7 5 ¢ 7 2 A L7 7 b OBIEDIE (RVEALD)

WOFTIE, FLOW-MONITOR-1 L W ZHID T n— E=HDAT =X A fatlh
W, BLOT—22RRLET,

ROFT, ZOHNFRENDLHERT 4 — /N Faatll L £,

WK OFITIL, FLOW-MONITOR-1 & WIHARTIO 7 B— E=F DAT—F A HalG
W, BLOT— 252K TR RLET,

WOFTiE, FLOW-MONITOR-IPV6 & W IHZRTD 7 u— F=4 (¥ v 2| IPv6
TR EREH) DAT—H A FHEHE#R., BIXOT—# %L a— NEXTERLET,

WOBTIE, 70— FE=FDAT—F AL HEHMERAEFTTLET,

show install

A VA N—=NRy =T B E#RE RRT DITIE, FHE EXEC & — K C show install =~
VREMHEALET,

show install {active | committed |inactive | log | package {bootflash: |flash: | webui:} | rollback
| summary | uncommitted}

X DERHA active TIT 4 Tl r— DIt B IE A R
~LET,
committed K IR N F = DT T 4 R—= g v
ERRLET,
inactive T I T4 TR =V ERRLET,
log 07 A A RN =33y Ny T 7 IS

nTnWpdrxz o M) ERRLET,

va7igEavo R )
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. show install
package B, FRBIE R, Sy — RO T R
X NeE RNy —VICET A AT —
ZIERERRLUET,
{bootflash: | flash: | harddisk: |webui:} AVA M= RNubhr—Voul— g %
BELET,
rollback RIEENTWAHAL A R L—3 g B
Mfrenizy7ro=7 bty haFRLE
7
summary TITAT, T ITT 4T Ay NER,
BEIESN=Nyr—Y0 ) A MIET 51
WEFRRLET,
uncommitted A2 = DDT T 4 N 3
VERRLET,
avY RE—FR ¥rHE EXEC (#)
avy FER Jiy—=x EERNE
Cisco I0S XE Everest 16.6.1 Zhavwr RREAINE LA,

FEREDHA KSq4y (VA= Ny T =V DAT—=F A &FRnd DL, show a2~ R LE7,

!l
KIZ, show install package =1~ > RO HHlZR L ET,

Device# show install package bootflash:cat3k-universalk9.2017-01-10_13.15.1.
CSCxxx.SSA.dmp.bin

Name: cat3k-universalk9.2017-01-10 13.15.1.CSCxxx.SS

Version: 16.6.1.0.199.1484082952. .Everest

Platform: Catalyst3k

Package Type: dmp

Defect ID: CSCxxx

Package State: Added

Supersedes List: {}

Smu ID: 1

IZ. show install summary =~ > RO B ZR L ET,

Device# show install summary

Active Packages:

bootflash:cat3k-universalk9.2017-01-10 13.15.1.CSCxxx.SSA.dmp.bin
Inactive Packages:

No packages
Committed Packages:

bootflash:cat3k-universalk9.2017-01-10 13.15.1.CSCxxx.SSA.dmp.bin
Uncommitted Packages:

No packages

. DATLEEIOTUR



| v27L88a<UF
show license all .

Device#

FTORIZ, TAATLANICERINDIEER 74— FOY R 2R LET,

% 6: show install summary 7 4+ —)L K D&t

TJ4—ILF s7BA

Active Packages TIT 4TI A VA N—)b Ry — T D4,

Inactive Packages T IT 4 TR =D A B,

Committed Packages BENY v— BT DL 12, N"—FT 4 AZITEH
PRGEELIZZI Y P LEA VA M= RNy lr—,

Uncommitted Packages FEKBERII2A VA D=L R =V DT I T 4 =g o,

RIZ. show install log =2~ ROWHHIEZRLET,

Device# show install log

[Olinstall op boot]: START Fri Feb 24 19:20:19 Universal 2017
[Olinstall op boot]: END SUCCESS Fri Feb 24 19:20:23 Universal 2017
[3linstall add]: START Sun Feb 26 05:55:31 UTC 2017

[3linstall add( FATAL)]: File path (scp) is not yet supported for this command
[4]install add]: START Sun Feb 26 05:57:04 UTC 2017

[4]|install add]: END SUCCESS

/bootflash/cat3k-universalk9.2017-01-10 13.15.1.CSCvb12345.SSA.dmp.bin

Sun Feb 26 05:57:22 UTC 2017

[5linstall activate]: START Sun Feb 26 05:58:41 UTC 2017

BEa<w >R avU R SR BA

install SMUNRy r—2% A A —L LET,

show license all
MEIRAT G5 2 F2R4 A 1213, Hi#E EXEC & — R T show license all =~ > R&MEH L E T,

show license all

X DERHA Zoawy FIFGIEELITF—U—FNEIH Y £HA,

AT R FI4 R FHEEXEC (B)

avy FERE J1)—=x EEAR
Cisco IOS XE Fuji 16.9.1 Zoavwy RBREAINE L,

va7igEavo R )
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. show license all

EELEOHA KS4Y ZOavwy RTHE, Av— 74 BV ARFEHCR S TWDNE S H BEM T TnD T
NTCOTA R AGERAE, 2T ITA TV AAT=F AR ELFRENET,

451
&IZ. show license all =~ > RO HfHlZR L E7,

/3 A4 show license all
Smart Licensing Status

Smart Licensing is ENABLED

Registration:
Status: REGISTERED
Smart Account: BU Production Test
Virtual Account: DLC-VAl
Export-Controlled Functionality: Allowed
Initial Registration: SUCCEEDED on Jul 09 10:08:19 2018 UTC
Last Renewal Attempt: None
Next Renewal Attempt: Jan 05 10:08:19 2019 UTC
Registration Expires: Jul 09 10:02:35 2019 UTC

License Authorization:
Status: AUTHORIZED on Jul 09 11:16:10 2018 UTC
Last Communication Attempt: SUCCEEDED on Jul 09 11:16:10 2018 UTC
Next Communication Attempt: Aug 08 11:16:09 2018 UTC
Communication Deadline: Oct 07 11:10:28 2018 UTC

License Conversion:

Automatic Conversion Enabled: False

Active: PID:WS-C3850-24P,SN:FOC1842U0FC
Status: Successful on Jul 09 11:16:06 2018 UTC
Standby: PID:WS-C3850-24P,SN:FOC1842U0CZ
Status: Successful on Jul 09 11:16:06 2018 UTC
Member: PID:WS-C3850-24P,SN:FOC1842X0FD
Status: Successful on Jul 09 11:16:06 2018 UTC

Utility:
Status: DISABLED

Data Privacy:
Sending Hostname: yes
Callhome hostname privacy: DISABLED
Smart Licensing hostname privacy: DISABLED
Version privacy: DISABLED

Transport:
Type: Callhome

License Usage

C3850-DNA-E-24 (C3850-24 DNA Essentials):
Description: C3850-DNA-E
Count: 3
Version: 1.0
Status: AUTHORIZED

C3850_24 Lanbase (C3850-24 LAN Base):

Description: C3850 24 Port Lanbase
Count: 3

| BRZSEN R
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1.0
AUTHORIZED

Version:
Status:

Product Information

UDI: PID:WS-C3850-24P,SN:FOC1842UQ0FC

HA UDI List:
Active:PID:WS-C3850-24P, SN:FOC1842UQ0FC
Standby:PID:WS-C3850-24P, SN:FOC1842U0CZ
Member:PID:WS-C3850-24P, SN:FOC1842X0FD

Agent Version

Smart Agent for Licensing: 4.4.13 rel/116

show license status .

Component Versions: SA: (1 3 dev)1.0.15, SI:(dev22)1.2.1, CH:(rel5)1.0.3, PK:(dev18)1.0.3

Reservation Info

License reservation: DISABLED

EEav >R

avU kR

Bl

show license status

FABLADAL T FTAT LV ART—H A%
%ZT—\‘ Li—g—o

show license summary

TRCDT I T A4 T2 T4V AOEK & F
RLFET,

show license udi

UDI Z &R LET,

show license usage

TA B AERERERTLET,

show tech-support license

TNy TN TR LET,

show license status

TAR L ADALTTAT VARAT —HX ARk T HIZiE, $#E EXEC & — K T show license

BX DA

AU RTIAIE

status =~ F&EFEHLET,

show license status

ZOavwy FIESIEELITF—UV—NEH Y A,

HikE EXEC (#)

avy FERE

)1)—=x

EEAR

Cisco 10S XE Fuji 16.9.1

Ioavwy RPREAINE LT,

va7igEavo R )



SRFLEEIATUFR |
. show license status

51
KIZ. show license status =~ > NOHAH R L F9,

7 /3A A4 show license status
Smart Licensing is ENABLED

Utility:
Status: DISABLED

Data Privacy:
Sending Hostname: yes
Callhome hostname privacy: DISABLED
Smart Licensing hostname privacy: DISABLED
Version privacy: DISABLED

Transport:
Type: Callhome

Registration:
Status: REGISTERED
Smart Account: BU Production Test
Virtual Account: DLC-VAl
Export-Controlled Functionality: Allowed
Initial Registration: SUCCEEDED on Jul 09 10:08:19 2018 UTC
Last Renewal Attempt: None
Next Renewal Attempt: Jan 05 10:08:19 2019 UTC
Registration Expires: Jul 09 10:02:35 2019 UTC

License Authorization:
Status: AUTHORIZED on Jul 09 11:16:10 2018 UTC
Last Communication Attempt: SUCCEEDED on Jul 09 11:16:10 2018 UTC
Next Communication Attempt: Aug 08 11:16:09 2018 UTC
Communication Deadline: Oct 07 11:10:28 2018 UTC

License Conversion:

Automatic Conversion Enabled: False

Active: PID:WS-C3850-24P,SN:FOC1842U0FC
Status: Successful on Jul 09 11:16:06 2018 UTC
Standby: PID:WS-C3850-24P, SN:FOC1842U0CZ
Status: Successful on Jul 09 11:16:06 2018 UTC
Member: PID:WS-C3850-24P,SN:FOC1842X0FD
Status: Successful on Jul 09 11:16:06 2018 UTC

EEav2 K avUFR Bl
show license all MERRA G4 &2 2R L £ 7,
show license summary TRXRCDOT I T4 TRTA B ADOENZFE
~LET,
show license udi UDI Z# &R L £,
show license usage TA B AERHEREERTLET,
show tech-support license TNy TN EFRRLUET,

| BRZSEN R
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show license summary

show license summary .

TRXCDT 7T 4T 74 ADOERKZF T HI120%. K EXEC &— R T show license

summary 2~ > R&2HHLET,

show license summary

X DA Zoawy FIZFGIEELITF—U—FNIH Y A,

AT RFI4LR FHEEXEC (B)

avy FERE Jiy—=x

LEAE

Cisco IOS XE Fuji 16.9.1

ZOavwy RpREAINE LT,

&KIZ. show license summary =~ > NOH Nl Z R LET,

7 /3A A4 show license summary
Smart Licensing is ENABLED

Registration:
Status: REGISTERED

Smart Account: BU Production Test

Virtual Account: DLC-VAl

Export-Controlled Functionality: Allowed

Last Renewal Attempt: None

Next Renewal Attempt: Jan 05 10:08:20 2019 UTC

License Authorization:
Status: AUTHORIZED

Last Communication Attempt: SUCCEEDED

Next Communication Attempt: Aug 08 11:16:10 2018 UTC

License Usage:

License Entitlement tag Count Status

C3850-DNA-E-24 (C3850-24 DNA Essentials) 3 AUTHORIZED

C3850_24 Lanbase (C3850-24 LAN Base) 3 AUTHORIZED
BEa<v R av vk 5 EA

show license all

MERRA G4 &2 2R L £ 7,

show license status

TA®ADA LT IFTAT VART—H A%
FRLET,

show license udi

UDI #FERLET,

show license usage

TA B AEREREFRTTLET,

show tech-support license

TNy PN eFRLET,
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. show license udi

show license udi

BT /N1 251+ (UDI) %FRrd 5I121E, $5##E EXEC S&— KT show license udi =~ > K

B DEREA

AU R TIHIE

ML ET,

show license udi
Zoa<y FIEBIEEIEIF—TU—Rizdb v T8 A,

¥rME EXEC (#)

avy FERE

)1)—2R EEAE

CiscolOSXEFuji169.1 Zzpa~<w> RREAINE L,

151
&Iz, show license udi =~ > ROH HHZ R LET,

7 /NA A# show license udi
UDI: PID:WS-C3850-24P,SN:FOC1842U0FC

HA UDI List:
Active:PID:WS-C3850-24P, SN: FOC1842U0FC
Standby:PID:WS-C3850-24P, SN: FOC1842U0CZ
Member:PID:WS-C3850-24P, SN: FOC1842X0FD

SRFLEEIATUFR |

BEaY

~

-

K

avw Uk Bz

show license all

MRS G 2 2R L £

show license status

TA®ADIA LT IFTAT VART—H A%
FrLET,

show license summary

TRCDT I T 4T 274 ADEK K
i_\‘l_/i—a—o

show license usage

FTAB L AERAEREZRLET,

show tech-support license

TRy TN EFR LET,

show license usage

T A ARG R E £ T DI, FiHE EXEC £— KT show license usage =~ > K % {ifi f

l./\gz—a—()

show license usage

. SAFLEEOTUR




| v27L88a<UF

BXDEREA

AR R TFI4ILE

show location .

Zoavwy FIFEBIBEELITF—TU—FNIdHY A,

4 ke EXEC ()

vy RERE )1)—= EEAR
Cisco I0S XE Fuji 16.9.1 DTy RREASHE LT,
KIZ. show license usage =~ > RO 1z~ LE T,
7 /3A A4 show license usage
License Authorization:
Status: AUTHORIZED on Jul 09 11:16:10 2018 UTC
C3850-DNA-E-24 (C3850-24 DNA Essentials):
Description: C3850-DNA-E
Count: 3
Version: 1.0
Status: AUTHORIZED
C3850 24 Lanbase (C3850-24 LAN Base):
Description: C3850 24 Port Lanbase
Count: 3
Version: 1.0
Status: AUTHORIZED
BEa< ok avo kR BLL]
show license all HEMRAT A A B8 LT,
show license status SAVLADALTIFIAT UV AAT—R A
FKRLET,
show license summary TRCOT I T4 TR T7A B RAOENER
A~LET,
show license udi UDI ##& R~ LET,
show tech-support license FNRy TH N EFRLET,

show location

a/r—3 g UNEREFRTRT HI0E. B EXEC £ — R Cshowlocation =~ > F&# A L F 4,

show location {detail mac-addr | plm | statistics| summary rfid | rfid {client | config | detail
mac-addr | summary} }

B DEREA

detail mac-addr D27 547 RO RSSI T —7 /L& L HICEEMAn r—y g UIERASE
~LET,

va7igEavo R )



SRFLEEIATUFR |
. show location ap-detect

plm ar—va v NZEKHE (CCXS60) DREAXFRLET,
statistics n—3 g U R—AD Y AT AEEHEREF R LET,
summary nr— g R=ADY AT AMEEFREFRRLET,

rfid RFID %4 7 b7 v X 7z FR L ET,

client 2747~ N TdDRFID ¥ 7 O AR R LET,

config RFID % 7 b T v XV VT OREA TV a v eFRLET,

detail mac-addr 1 ->® RFID # 7' O#FHfEREZ T~ LET,

summary BEEN D4 ~_T? RFID % 7 O EIE A F R LET,

ATV R FI4NN T ANV NOBEERMEITH Y A,

AT R E—F F¥HE EXEC

vy RERE )1)—= EEANE
CiscoIOS XE3.3SECiscoIOSXE3.3SE —pa<w . RpREAINE L,

KIZ. show location plm =2~ > RO Nl Z R LFET,

T /3 A# show location plm
Location Path Loss Configuration

Calbration client : Disabled, Radio: Multiband
Normal clients : Disabled
Burst interval : 60

show location ap-detect

RESNET 7 BARA  bchtiEhizuer—y a UERE R T 5121, FFHEEXEC £ —
K C show location ap-detect =~ > R&fEfH L £,

show location ap-detect {all| client | rfid | rogue-ap | rogue-client} ap-name

XX D all 7547~ RFID, RIET 7 EARA L b, RIEZ T4 T2 FOWEHREFF
L/jz'g‘o
client 7747 v ME#MEERRLET,
rfid RFID {f#Hz&RR L ET,

rogue-ap RIET 7B A RA v bOEREFR T LET,

. DATLEEIOTUR
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show logging onboard switch uptime .

rogue-client

RIEZ ZA T bOEREFRRLET,

ap-name

BEDT 7 A RA Y N,

ATV R FI4NN T ANV NOBEERMEITH Y A,

AR E—F

5 #E EXEC

avy FERE )1)—=x

LENE

CiscoIOS XE3.3SECiscoIOSXE3.3SE —pa~<w RpREAINE L,

KIZ. show location ap-detect client =~ > FOHIB %2R L E7,

7 /3A A4 show location ap-detect client AP02
Clients

MAC Address

RFID

Rogue AP's

Tags

Rogue Clients

MAC Address

0040.96b3.bceb
586d.8££0.891a

Status

Associated
Associated
Associated
Associated

show logging onboard switch uptime

VAT LANOTRTOEY 2—/VETIAAL v TFOTXTO Uty NEHOBEREARRT HIC
IZ. show logging onboard switch uptime =~ > R&fEH L £,

show logging onboard switch { switch-number | active | standby } uptime [ [ [continuous |
detail] [start hour day month [year] [end hour day month year]]] |summary]

va7igEavo R )



SRFLEEIATUFR |
. show logging onboard switch uptime

X DA switch switch-number AL FEEELET, AA v FEBEE AT
]\_/i‘j_‘o
active TIT 4T A VAR AERRELET,
standby AR A VARV ABRELET,
continuous ER) #EgT — ¥ 2R LET,
detail (B T — X 2R R LET,
start hour day month year ER) T— ¥ 2E£ T DGR 28 E L
\iﬁ—o
end hour day month year (LR T— 2 a2Rr-THRTRANZEEL
e
summary (R BT —Fa2RT~LET,
avY R E—FK FiHE EXEC (#)
avy FER Jiy—=x EENE
Cisco IOS XE Denali 16.1.1 ZToavwr y RPREAINELE,
Cisco 10S XE Gibraltar 16.11.1 Toawy ROHIREFRIN., A¥ v TN
DAY a— REEANRFRRINDL LI
D E L,

RIZHZERLET,
&IZ. show logging onboard switch active uptime continuous =~ > KO &2~ L F 9,

Device# show logging onboard switch active uptime continuous

Time Stamp | Reset | Uptime

MM/DD/YYYY HH:MM:SS | Reason | years weeks days hours minutes
06/17/2018 19:42:56 Reload 0 0 0 0 5
06/17/2018 19:56:31 Reload 0 0 0 0 5
06/17/2018 20:10:46 Reload 0 0 0 0 5
06/17/2018 20:23:48 Reload 0 0 0 0 5
06/17/2018 20:37:20 Reload Command 0 0 0 0 5
06/18/2018 17:09:23 Reload Command 0 0 0 20 5
06/18/2018 17:18:39 redundancy force-switchover 0 0 0 0 5
06/18/2018 18:33:33 Reload 0 0 0 1 5
06/18/2018 19:03:05 Reload 0 0 0 0 5
06/18/2018 19:40:30 Reload 0 0 0 0 5
06/18/2018 20:37:47 Reload 0 0 0 0 5
06/18/2018 20:51:13 Reload 0 0 0 0 5
06/18/2018 21:04:08 Reload 0 0 0 0 5
06/18/2018 21:18:23 Reload 0 0 0 0 5
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06/18/2018
06/18/2018
06/18/2018
06/18/2018
06/18/2018
06/18/2018
06/19/2018
06/19/2018
06/19/2018
06/20/2018
06/20/2018
06/20/2018
06/20/2018
06/20/2018
06/20/2018
06/20/2018
06/20/2018

21:
21:
21:
22:
22:
22:
00:
00:
01:
02:
02:
03:
03:
03:
03:
03:
04:

31:
45:
59:
11:
24:
39:
01:
13:
05:
37:
50:
02:
14:
26:
38:
52:
05:

25
15
02
41
27
14
59
21
42
16
03
13
26
44
58
43
16

Reload
Reload
Reload
Reload
Reload

Reload Command
Reload Command

redundancy
redundancy
redundancy
redundancy
redundancy
redundancy
redundancy
redundancy
redundancy
redundancy

force-switchover
force-switchover
force-switchover
force-switchover
force-switchover
force-switchover
force-switchover
force-switchover
force-switchover
force-switchover

O O O OO OO0 0O0O0O0O0O0OOooo oo

show logging onboard switch uptime .

O O O OO OO0 0O0O0O0O0O0OOooo oo
O O OO OO0 OH OOOOOO oo o
O OO OO0 OH OOFF OOO0OOoO oo
[ BN, BN, RN, INC, BNC, BNC, BNC, N C, BN, BN, BN~ C, NG, BN, BN, I €

RIZ. show logging onboard switch active uptime detail =~ > FOH /16 %~ L E T,

Device# show logging onboard switch active uptime detail

First customer power on 06/10/2017 09:28:22
Total uptime 0 vyears 50 weeks 4
Total downtime 0 vyears 15 weeks 4
Number of resets 75

Number of slot changes 9

Current reset reason PowerOn

Current reset timestamp 09/17/2018 10:59:57
Current slot 1

Chassis type 0

Current uptime 0 years 0 weeks O

hours 38 minutes
hours 52 minutes
hours 0 minutes

Time Stamp
MM/DD/YYYY

Reset
Reason

days 13
days 11
days 0

| Uptime

06/10/2017 09:28:

<snip>

09/17/2018 09:07:
09/17/2018 10:16:
09/17/2018 10:59:

Reload

PowerOn
Reload Command
PowerOn

0 0 0 0
0 3 15 5
0 0 1 5
0 0 0 5

KIZ, show logging onboard switch standby uptime detail =~ > RO IH %2R L E T,

Device# show logging onboard switch standby uptime detail

First customer power on

Total uptime
Total downtime
Number of resets

Number of slot changes

06/10/2017 11:51:26
0 vyears 46 weeks O
0 vyears 20 weeks 1
79
13

days 11
days 10

44 minutes
45 minutes

hours
hours

va7igEavo R )



. show mac address-table move update

Current reset reason PowerOn

Current reset timestamp 09/17/2018 10:59:57
Current slot 2

Chassis type 0

Current uptime 0 years 0 weeks O

SRFLEEIATUFR |

hours 5 minutes

Time Stamp |
MM/DD/YYYY HH:MM:SS |

Reset
Reason

| Uptime

06/10/2017
<snip>

08/10/2018
08/28/2018
08/28/2018
09/11/2018
09/11/2018
09/13/2018
09/17/2018

09:
14:
14:
09:
19:
16:
10:

:58
:42
:29
:15
:06
:18
:09

Reload

LocalSoft

Reload Slot Command

System requested reload
Reload

redundancy force-switchover
Reload Command

PowerOn

O O O O O o o
O O O O O o o
O OB OOoN
O N WO ww
oy 01O U

RIZ. show logging onboard switch active uptime summary =~ > RO HHilZR L £7,

Device# show logging onboard switch active uptime summary

First customer power o
Total uptime

Total downtime

Number of resets
Number of slot changes

n 04/26/2018 21:45:39

0 vyears 20 weeks 2
0 vyears 2 weeks 2
1900

18

Current reset reason : Reload Command

Current reset timestamp 09/26/2018 20:43:15
Current slot 1

Chassis type 91

Current uptime 0 years 0 weeks 5

days 12 hours 22 minutes
days 8 hours 40 minutes
days 22 hours 5 minutes

show mac address-table

move update

device EO MAC 7 R L A7 —7 VBB EHEH A £~ 5121, EXEC £— KT show mac
address-table move update =~ > K& L £7,

show mac address-table move update

BX DA

—

AR R FIAILE

z.—4 EXEC

ke EXEC

ATV R E—F

II DATLEEIOTUR
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show platform integrity .

2wy FEE yy—2 RENE
Cisco IOS XE 3.3SECisco I0S XE 3.3SE Zoavwy RREAINE LA,
151

XIZ. show mac address-table move update =~ > ROl 2R L ET,

7 /3A A4 show mac address-table move update

Switch-ID : 010b.4630.1780

Dst mac-address : 0180.c200.0010
Vlans/Macs supported : 1023/8320
Default/Current settings: Rcv Off/On, Xmt Off/On
Max packets per min : Rcv 40, Xmt 60

Rcv packet count : 10

Rcv conforming packet count : 5

Rcv invalid packet count : O

Rcv packet count this min : O

Rcv threshold exceed count : O

Rcv last sequence# this min : O

Rcv last interface : Po2

Rcv last src-mac-address : 0003.fd6a.8701
Rcv last switch-ID : 0303.£d63.7600

Xmt packet count : O

Xmt packet count this min : 0O

Xmt threshold exceed count : 0

Xmt pak buf unavail cnt : 0

Xmt last interface : None

show platform integrity

EENEE DT = v 7 Y AL a— REFRRT 521, $5HE EXEC £ — K T show platform integrity
av s REFHALET,

show platform integrity [sign [nonce <nonce>] ]

BX DA sign =B BAxRRLET,
nonce EE) Fr2fix AN LET,

ATV R E—FR F#HE EXEC (#)

av > FERE )1)—2 EENE

CiscolOSXEDenali 1632 ~pa~<wy RRNEASINE LA,

i Wiz, BEEBMEOF = v 7 A L a— FE&rd a6l% s L £,

va7igEavo R )
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. show platform software fed switch punt cause

7 /31 A4 show platform integrity sign

PCRO: EE47F8644C2887D9BD4DE3E468DD27EB93F4A606006A0B7006E2928C50C7C9ARB
PCR8: E7B61EC32AFA43DA1FF4D77F108CA266848B32924834F5E41A9F6893A9CB7A38
Signature version: 1

Signature:
816C5A29741BBAC1961C109FFC36DA5459A44DBF211025F539AFB4868EF91834C05789
5DAFBC7474F301916B7D0OD08ABESEOSE66598426A73E921024C21504383228B6787B74
8526A305B17DAD3CF8705BACFD51A2D55A333415CABC73DAFDEEFD8777AA77F482EC4B
731A09826A41FB3EFFC46DCO02FBA666534DBEC7DCCO0C029298DB8462A70DBA26833C2A
1472D1F08D721BA941CB94A418E43803699174572A5759445B3564D8EAEES57D64AE304
EE1D2A9C53E93E05B24A92387E261199CED8D8AOCE7134596FF8D2D6E6DAT773757C70C
D3BA91C43A591268C248DF32658999276FB972153ABE823F0ACFEIF3B6FOADIAOOE257
4A4CC41C954015A59FBSFE

Platform: WS-C3650-12X48UZ

show platform software fed switch punt cause

A B =T A ATZE LAy bPL—2 T aty¥ (RP) 1230 h STV 5 EHIZE
T DI AE £ T 5I21E, $5HE EXEC £ — K T show platform software fed switch punt cpuq
cause 2~V NEMHLET,

show platform software fed switch {switch-number |active |standby} punt{cause id |clear
| summary}

B DEREA

AU RTIHIE

ATV R E—F

switch {switch-number | 2 A4 - FIZBT HIERER R L E T, ROBPRIERH D £,
active | standby}
* switch-number,

sactive : 7T 4 TR AA v FICEATHHERERRLET,

e standby : {FET D56 AZ A 2L vy FIZHAT L ERE R
~LET,

G ZOF—U—FIHR—FSNTHEEA,

cause_id FMAZFRT oL EN S HIRAOID 2 E LET,

clear TRTORROHEZ 27 V7 LES, FRZZ V745 &, Bitic
FIENECDATREMEN S D £97,

summary Ny MEHOBMEEFRLET,

L

HikE EXEC (#)
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show platform software fed switch punt cpuq .

avy RERE

FEREDHA FS14 Y

)1)—=x EEANR
CiscoIOS XE Gibraltar 16.11.1 —pa~<w> RpEAINE LT,

L

1
KIZ. show platform software fed switch active punt cause summary =~ > N O H /14
ZRLET,

Device# show platform software fed switch active punt cause summary
Statistics for all causes

Cause Cause Info Rcvd Dropped
7 ARP request or response 1 0
21 RP<->QFP keepalive 22314 0
55 For-us control 12 0
60 IP subnet or broadcast packet 21 0
96 Layer2 control protocols 133808 0

KIZ. show platform software fed switch active punt cause cause-id =~ > KD H 15| %
~LET,

Device# show platform software fed switch active punt cause 21
Detailed Statistics

Sub Cause Rcvd Dropped

show platform software fed switch punt cpuq

CPU X a—D/X s T 7 4w 72T HEHER T DI, $7HE EXEC E— KT show
platform software fed switch punt cpuq =~ > RZ{H L F7°,

show platform software fed switch {switch-number |active |standby} punt cpuq {cpuq id
|all |brief |clear |rates}

va7igEavo R )



. show platform software fed switch punt cpuq

SRFLEEIATUER |

EX DA switch {switch-number active standby}

AA v FICET DIERERRLES, KO
B H Y £,

e switch-number,

cactive : 7T 4 TR AA v FIZEET
HIEREERLET,

o standby : TFHET DHE, AFX L 3A R
Ay FICEATHEREFZRLET,
GE) ZDOF—U— REIHR—-F&
NTWERA,

punt

Ny MEBREFRLET,

cpuq

CPUZfEFX = —IZBT oEHREFR R L E
kD

cpuq_id

KEED CPU F = —|Z[EHA OFMARETE L
T,

all

TRTOCPUF = —DFHEFETRTLET,

brief

ZEBIO Ry FEINT0 Ry b
DML L TRTOF 2 —DFEK Sz
GatEF R LET,

clear

T_RTOCPU F=—DFEHEZZ U T LE
T, CPUFX2—% 27 VT35 E, $HiHTF
JEMMEC B AREMERH D F9,

rates

Ny bR FL—hEFRLET,

ARV RFIALE EL

avU R E—F 4 ke EXEC ()

av Y FER Jy—x EERE

CiscoIOS XE Gibraltar 16.11.1 —pa~<> RpREAINFE LT,

EREDHA KS4> L

il

KIZ. show platform software fed switch active punt cpuq brief =~ > N H 1] % 7~

Liﬁ‘o
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show platform software fed switch punt cpuq .

Device#show platform software fed switch active punt cpuq brief

Punt CPU Q Statistics Brief

Q | Queue | Rx | Rx | Rx | Drop | Drop | Drop
no | Name |  prev | cur | delta | prev | cur | delta
0 CPU_Q DOT1X AUTH 0 0 0 0 0 0
1 CPU_Q L2 CONTROL 0 6772 6772 0 0 0
2 CPU_Q FORUS_TRAFFIC 0 0 0 0 0 0
3 CPU_Q ICMP GEN 0 0 0 0 0 0
4 CPU_Q ROUTING CONTROL 0 12 12 0 0 0
5 CPU_Q FORUS_ ADDR RESOLUTION 0 1 1 0 0 0
6 CPU _Q ICMP REDIRECT 0 0 0 0 0 0
7 CPU_Q INTER FED TRAFFIC 0 0 0 0 0 0
8 CPU_Q L2LVX_ CONTROL PKT 0 0 0 0 0 0
9 CPU_Q EWLC_ CONTROL 0 0 0 0 0 0
10 CPU_Q EWLC DATA 0 0 0 0 0 0
11 CPU_Q L2LVX DATA PKT 0 0 0 0 0 0
12 CPU_Q BROADCAST 0 21 21 0 0 0
13 CPU_Q LEARNING CACHE OVFL 0 0 0 0 0 0
14 CPU_Q SW_FORWARDING 0 0 0 0 0 0
15 CPU_Q TOPOLOGY CONTROL 0 127300 127300 0 0 0
16 CPU_Q PROTO_ SNOOPING 0 0 0 0 0 0
17 CPU_Q BFD LOW_LATENCY 0 0 0 0 0 0
18 CPU_Q TRANSIT TRAFFIC 0 0 0 0 0 0
19 CPU_Q RPF _FAILED 0 0 0 0 0 0
20 CPU_Q MCAST END STATION SERVICE 0 0 0 0 0 0
21 CPU_Q LOGGING 0 0 0 0 0 0
22 CPU_Q PUNT WEBAUTH 0 0 0 0 0 0
23 CPU_Q HIGH RATE APP 0 0 0 0 0 0
24 CPU_Q EXCEPTION 0 0 0 0 0 0
25 CPU_Q SYSTEM CRITICAL 0 0 0 0 0 0
26 CPU_Q NFL_SAMPLED DATA 0 0 0 0 0 0
27 CPU_Q LOW_LATENCY 0 0 0 0 0 0
28 CPU_Q EGR EXCEPTION 0 0 0 0 0 0

va7igEavo R )



. show platform software fed switch punt cpuq

29 CPU_Q FSS

30 CPU_Q MCAST_DATA

31 CPU_Q_GOLD_PKT

SRFLEEIATUFR |

0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0

WDFET, ZOHNIERINDIEERT 4 —V REHALET,

% 7:show platform software fed switch active punt cpugq brief 7 «+ — )L K D 55EA

T 1—JL K |EHEA

Qno ¥ =2 —0 1D,

Queue ¥ 2 — DA,

Name

Rx ZEENT ATy N,
Fry7 | Fay 7SN "ry SO

KIZ, show platform software fed switch active punt cpuq cpuq_id =~ > KO /14 %
/j—#\‘ L\i—g—O

Device#show platform software fed switch active punt cpuq 1

Punt CPU Q Statistics

CPU Q Id

CPU Q Name

Packets received from ASIC
Send to IOSd total attempts
Send to IOSd failed count

RX
RX
RX
RX
RX
RX
RX
RX
RX
RX

suspend count

unsuspend count

unsuspend send count
unsuspend send failed count
consumed count

dropped count

non-active dropped count
conversion failure dropped
INTACK count

packets dg'd after intack

Active RxQ event

RX

Replenish

spurious interrupt

Stats for

1

CPU Q L2 CONTROL
6774

6774

0

O Oy O 0y O OO OO o o o

Number of
Number of
Number of

replenish
replenish
replenish

suspend
un-suspend

| BRZSEN R



| v27L88a<UF
show platform sudi certificate .

show platform sudi certificate

FFEDOSUDIDOF = v 7 AL a— R&EFRRT HIZ1E, F7# EXEC £ — K T show platform sudi
certificate =~ > &L £,

show platform sudi certificate [sign [nonce <nonce>]]

X DA sign UEE) BLAEFRLET,
nonce UER) T AEEASILET,

avURKRE—F ¥ M EXEC (#)

avy FERE Jy—x EENE

CiscolOSXEDenali 16.3.2 oo~y KA S E L1,

fl Kz, B5ED SUDI OF = » 7 5 L a— Refrd 3645 LET,
T /3A A4 show platform sudi certificate

MIIDQzCCAiugAwIBAgGIQX/h7KCtU3I1CoxWlaMmt/zANBgkghkiGI9wOBAQUFADAL
MRYwWEFAYDVQQKEw1DaXNjbyBTeXNOZW1zMRswGQYDVQQODExJDaXNjbyBSb290IENB
IDIwNDgwHhcNMDQWNTEOM]AxNzEyWhceNMj kwNTEOM)AyNTQyWjALIMRYwEFAYDVQQK
EwlDaXNjbyBTeXN0ZW1zMRswGQYDVQQDExJDaXNjbyBSb290IENBIDIwWNDgwggEg
MAOGCSgGSIb3DQEBAQUAA4IBDQAWGgETIAOIBAQCWMrmrp68Kd6ficba0ZmKUeIhH
xmJVhEAyv8CrLgUccda8bnuogqrpu0hWISEWdovyDOMy5jOAmaHBKeN8hF570YQXJ
FcjPFtolYYmUQ6iEgQDGYeJu5Tm8sUxJszR2tKyS7McQr/4NEb7Y9JHcIJ6r8qggB9g
VvYgDxFUL4F1pyXOWWGCZe+36ufijXWLbvLAT6ZeYpzPEAPkOEStzivMW/VgpSdH
JWn0£84bcN5wGyDWbs2mAag8EtKpP6BrXruOIIt6ke01a06g580BAKhTCytKmg9l
Eg6CTY57/e/rmxrbU6YTYK/CEdfHbBcl11HP7R2RQgYCUTOG/ rksc35LtLgXfAgGED
01lEwTzALBgNVHQ8EBAMCAYYwDwYDVROTAQH/BAUWAWER/zAdBgNVHQ4EFgQUJ/PI
FR5umgIJFgq0roIlgX9p7L60wEAYJKwYBBAGCNXUBBAMCAQAWDQYJKOZIhveNAQEF
BQADggEBAJ2dhISIQal8dwy3U8pORFB171R803UXHOSgxkhLtv5MOhmBVrBW7hmW
Ygpao2TB9k5UM8Z3/sUcuuvVdIcrl8J0agxEu5sv4AdEX+5wiWdqg+ffyOvhN4TauYuX
cB7w40ovXsNgOnbFpligRe61JT37mjpXYgyc81lWhIDtSd9i7rp77rMKSsHOT8lasz
Bvt9YAretIpjsJyp8gS5UwGHOGikI3+r/+n6yUA41Ge00caEblfJU9u6ju7AQ7L4
CYNu/2bPPu8XslgYJQk0XuPL1hS27PKSb3TkL4AEqlZKR4OCXPDJOBYVLO£fdX411d
kxpUnwVwwEpxYB5DC2Ae/qPOgRnNhCzU=

MITEPDCCAYSgAwWIBAgIKYQlufQAAAAAADDANBgkghkiGO9wOBAQUFADAIMRYWEFAYD
VOOKEw1DaXNjbyBTeXNOZW1zMRswGQYDVQQODExJDaXNjbyBSb290IENBIDIwNDgw
HhcNMTEwWNJMwMTc1N9jU3WheNM kwNTEOMAyNTQyWAnMQ4wDAYDVQQOKEWVDaXN ]
bzEVMBMGA1UEAxXMMQUNUMiBTVURJIENBMIIBIjANBgkaghkiGOwOBAQEFAAOCAQSA
MIIBCgKCAQEAOM513THIXA9tN/hS5gR/ 6UZRpdd+9aE2JbFkNiht 6gfHKA477AkS
5XAtUs50xDYVt/zEbs1Z2g3+LR6QrgKKQVu6JYvHO5UYLBgCj38s76NLk53905Wzp
9pRcmRCPuX+a6tHF/qRu0i1J44mdeDYZo3gPCpxzprWIDPc1M4 i YKHUmMMQOMamgmg+
xghHIooWS80BOcdiynEbeP5rZ7qRuewKMpllTiI3WdABN]jZjnpfjg66F+P4SaDkGb
BXdGJj130VeF+EyFWLrFjj97fL2+80auv43Qrvnf3d/GfgXj7ew+z/sX1XtEOJSXJT
URsyMEj53Rdd9tJwHky8neapszS+r+kdVQIDAQAB04IBW)CCAVYwWCWYDVROPBAQD
AgHGMBOGA1UdDgQWBBRIZ2PHxwnDVW7t8cwmTr71i4MAP4 fzAfBgNVHSMEGDAWGBON
88gVHm6aAgkWrSugiWBf2nsvgjBDBgNVHR8EPDAG6MDigNgAOhjJodHRwO18vd3d3

va7igEavo R )



. show sdm prefer

LNpc2NvLmNvbS9zZWN1cml 0eS9wal2kvY3JsL2NyY2EyMDQ4LmNybDBOBggrBgEF
BOCBAQREMEIWQAYIKwYBBQUHMAKGNGhOdHA6LY93d3cuY21zY28uY29tL3N1Y3Vy
aXR5L3BrasS9jzxJ0cy9jcmNhMIAOOCS5)ZXIwXAYDVROgBFUWUZzZBRBgorBgEEAQKV
AQWAMEMwWQQYIKwYBBQUHAGEWNWhOdHA6Ly93d3cuY21zY28uY29tL3N1Y3VyaXR5
L3BraS9wb2xpY¥21llcy9pbmRleC50dGlsMBIGAIUdEWEB/wQIMAYBAf8CAQAWDQYJ
KoZIhvcNAQEFBQADggEBAGhlgclr9tx4hzWgDERm371lyeuEmgcIfidb9+GbMSIbi
ZHc/CcC1l01Ju0a9zTXA9w47HI/t6leduGxb4WeLxcwCiUgvFtCa51 Ikl t8nNbcKY
/4dwlex+7amATUQO4QggIE67wVIPu6bgAE3Ja/nRS3xKYSnj8H5TehimBSV6TECL
15jUhOWryAK4dvo8hCjkjEkzu3ufBTJapnv89g90E+H3VKM4L+/KdkUO+52djFKn
hyl47d7cZR4DY4LIuFM2P1As8YyjzoNpK/urSRI14WAI1lplRINH7KND15618yfVP
0IFJZBGrooCRBjOSWEv8cpWChbmWdPaCQT2nwIjTfY8c=

MIIDhjCCAM6gAWIBAGIDCtWKkMAOGCSQGSIb3DOEBCWUAMCCexDIAMBGNVBAOTBUND
c2NVMRUWEwWYDVQQDEwxBQ1QyIFNVREkgQOEWHhcNMTUwODA2MDgwODI 5WhcNMj Uw
ODA2MDgwODI5W]BzMSwwKgYDVQOFEYNQSUQ6VIMtOzZM2NTAtMTIYNDhVWiBT T pG
RE8xOTMyWDAWQzEOMAWGA1UEChMFQ212zY28xGDAWBgNVBAsSTDOFDVCOyIExpdGUg
UlVESTEZMBCGAIUEAXMQOVIMtQzM2NTAtMTJYNDhVW)CCASIWDQYJKoZIThvcNAQER
BOADggEPADCCAQOCggEBANZxOGYI0eUl4HcSwiL4AHO75gTj19C2BHG3ufce9ikkN
xwGX18gg8vKxuB9tRYRaJCS5bP1WMoqg7+ZJtQA079xE4X14s0NbkgbNaUhh7RB1wD
1RUJVTE£COzVICbNfbzvtB30I75tCarFNmpdO0K6AFrIad4l1U9880GgaC)7R1JrYNaj
nC73UXXM/hCOHtNRSmhyger5Y2qjjzo6tHZYqrrx2eS1X0a2627SQriAxmaH/KLC
K97ywyRBAJ1xBRX3hGtK1og8nASB8WpXgBINVCERzUajwU3L/kg2BsCqwiY2m7HW
UlcerTxgthuyUkdNI+Jg6iGApm2+s8E9hsHPBPMCAIsCAWEAAaNVMGOwDgYDVROP
AQH/BAQDAGXgMAWGA1UJEWER/wQCMAAWTQYDVRORBEYWRKBCBgkrBgEEAQkKVAGOg
NRMzQ2hpcElEPVVZSk50RMRRRIFVNLIZIVmxJRT1gZENBeU9DOXhPRGO3T1RveELT
QVg5eWcIMAOGCSgGSIb3DQEBCWUAA4IBAQBKicTRZOVCRIVIREMQCWXUTO086v6OE]
HahDHTts3YpQoyAVfioNg2x8J6EXcEaudvoyVu+eMUuoNL4szPhmmDcULEf1iCGBcA
/R3EFUoVMIzNTOgeziytsCEf728KGwloGuosgVjNGOOahUELu4+F/My7bIJNbH+PD
KjIFmhJpJdg0F3gl7yClAeXvdl3g3W3931i35d00Lm5L1WbBfQtyBaOLAbxsHvutrX
ulvVZ5sdgSTwTkkO9vKMaQjh7a8J/AmJIi93jvzM69pe5711P1zqZfYfpiJ3cyJOxf
I4brQlsmdczloFD4asF7A+1vor5e4VDBPOppme FAJVCQ52JTp]j0M001D

show sdm prefer

FEOHRERDO VAT LY V=R HRICTHEOIHHATEL T 7 L— MNCBET L E#HE
ForT 5121, ¥HEEXEC € — R Cshowsdmprefer 2~ R&fiH L £, BEOT T L—

FEFRT DI, F—U— FEEEETICa~v s P LET,

show sdm prefer [advanced]

BXDEREA

aAavv R FI4ILk

AR E—F

advanced ({I-7%) SERT o L— MIBETAHIEREFRRLET,

T 7 4 v N OEMERMEIZH W TR AL

¥+ EXEC

avy FERE

)1)—2R EERAE

CiscoIOS XE3.3SECiscoIOSXE3.3SE — oo~ R EAINTE LT,

II DATLEEIOTUR

SRFLEEIATUFR |
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EREDAARZA

show tech-support license .

sdm prefer 72—/ \)L a7 4 Xalb—T gy avy REANRIZAAL vy FE2 ) r— KL T
WA show sdm prefer £ EXEC =~ > KTl HILSBRESNZT 7 L— KT
SHBEMEHFOT 7L — FRERINET,

BT T —FTERRENDIESFIL. SEEDY V=R B IT2BBLFORERKIZRY
T, MICERE SNIREOEROBKTIC L L5720, EREOBTFTLIZRRIBERH Y £7°,
7= & 20X, devicelZ 16 ZlX HNV—T v RA X —T A A (7 x> s VLAN) b 55
AL TI7HNVEOT T L— R T, AlRER =% v Ak MAC 7 R L AD%1 6000 A5 12
RHEZEMBHY ET,

51
&IZ. show sdm prefer 2~ > ROH DBz R L FET,

T /3A A# show sdm prefer
Showing SDM Template Info

This is the Advanced template.

Number of VLANs: 4094
Unicast MAC addresses: 32768
Overflow Unicast MAC addresses: 512
IGMP and Multicast groups: 8192
Overflow IGMP and Multicast groups: 512
Directly connected routes: 32768
Indirect routes: 7680
Security Access Control Entries: 3072
QoS Access Control Entries: 3072
Policy Based Routing ACEs: 1024
Netflow ACEs: 1024
Input Microflow policer ACEs: 256
Output Microflow policer ACEs: 256
Flow SPAN ACEs: 256
Tunnels: 256
Control Plane Entries: 512
Input Netflow flows: 8192
Output Netflow flows: 16384
SGT/DGT entries: 4096
SGT/DGT Overflow entries: 512

These numbers are typical for L2 and IPv4 features.
Some features such as IPv6, use up double the entry size;
so only half as many entries can be created.

TS Ak

show tech-support license

BXDEREA

Ty TN TR T DX, FiHE EXEC &— KT show license tech support =~ > R % {#i [f]
L/i‘g—o

show tech-support license

Zoavy FIFSIBELITF—TU—FNEHY A,

va7igEavo R )
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. show tech-support license

ATV R FI4+~  FIHEEXEC (#)

vy RERE J1)—=x EEANE
Cisco I0S XE Fuji 16.9.1 Zoavy RPREAINE LT,
4l

I, show tech-support license =~ > RO Bz~ L £,

7 /31 A4 show tech-support license
Load for five secs: 5%/0%; one minute: 7%; five minutes: 6
No time source, 12:36:46.732 EDT Tue Jul 17 2018

oo

Load for five secs: 5%/0%; one minute: 7%; five minutes: 6
No time source, 12:36:46.733 EDT Tue Jul 17 2018

oo

12:36:46.733 EDT Tue Jul 17 2018

Load for five secs: 5%/0%; one minute: 7%; five minutes: 6
No time source, 12:36:46.734 EDT Tue Jul 17 2018

Cisco IOS XE Software, Version BLD V169 THROTTLE LATEST 20180712 092155 2

Cisco IOS Software [Fuji], Catalyst L3 Switch Software (CAT3K CAA-UNIVERSALKS-M),
Experimental Version 16.9.20180712:083903

[v169 throttle-/scratch/mcpre/BLD-BLD V169 THROTTLE LATEST 20180712 092155 143]
Copyright (c) 1986-2018 by Cisco Systems, Inc.

Compiled Thu 12-Jul-18 06:52 by mcpre

oo

Cisco IOS-XE software, Copyright (c) 2005-2018 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE

software.
BEa<2 R avy kR EnBA
show license all HEFRST B A2 R LET,
show license status FTABV L ADAL T TAT VART —H AR
FRLET,
show license summary TRTCDODT I T 4TI B AOERN 2R
RLUET,

. SAFLEEOTUR
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show tech-support platform evpn_vxlan .

av vk B
show license udi UDI #&R R L ET,
show license usage TA B AEHBREE TR LET,

show tech-support platform evpn_vxlan

T =NV R— MERAT 5 A —% x> b VPN (EVPN) Virtual Extensible LAN (VXLAN)
BED 77 v N7 4 — LA R AT HITIE, F#HE EXEC E— R T show tech-support platform
evpn_vxlan 2~ > R&fiHLET,

show tech-support platform evpn_vxlan switch switch-number

BXDEREA

ATV R E—F

switch switch-number WBESNEAA v FICET HE
WaForLET, ARMHEIT L
~9T9,

HikE EXEC (#)

av Y RERE

FEREDHA RKS4 Y

3l

1)1)—=x EERNE
Cisco IOS XE Gibraltar 16.11.1 Zhavwr RREAINE LA,

ZOawy ROMTIHFFEIZRS RV T, ZOHNENERI LIS 52T, m—hL0E
SRABFRERA P L= FBVE— T 7 ANV AT LT, ZOHNEIERT 7 A4 IV
XA V7 NLET (72& %X, show tech-support platform evpn_vxlan switch 1 | redirect
flash:filename) .

RIZ. show tech-support platform evpn_vxlan =2~ > KO NHIZ R L ET,

Device# show tech-support platform evpn vxlan switch 1

"show clock"
"show version"
"show running-config"switch no: 1

Showing SDM Template Info

This is the Advanced template.

Number of VLANs: 4094
Unicast MAC addresses: 32768
Overflow Unicast MAC addresses: 512
L2 Multicast entries: 4096
Overflow L2 Multicast entries: 512

va7igEavo R )



. show tech-support platform evpn_vxlan

SRTLEEITUFR |

L3 Multicast entries: 4096
Overflow L3 Multicast entries: 512
Directly connected routes: 16384
Indirect routes: 7168
STP Instances: 4096
Security Access Control Entries: 3072
QoS Access Control Entries: 2560
Policy Based Routing ACEs: 1024
Netflow ACEs: 768
Flow SPAN ACEs: 512
Tunnels: 256
LISP Instance Mapping Entries: 256
Control Plane Entries: 512
Input Netflow flows: 8192
Output Netflow flows: 16384
SGT/DGT (or) MPLS VPN entries: 4096
SGT/DGT (or) MPLS VPN Overflow entries: 512
Wired clients: 2048
MACSec SPD Entries: 256
MPLS L3 VPN VRF: 127
MPLS Labels: 2048
MPLS L3 VPN Routes VRF Mode: 7168
MPLS L3 VPN Routes Prefix Mode: 3072
MVPN MDT Tunnels: 256
L2 VPN EOMPLS Attachment Circuit: 256
MAX VPLS Bridge Domains 64
MAX VPLS Peers Per Bridge Domain: 8
MAX VPLS/VPWS Pseudowires 256

These numbers are typical for L2 and IPv4 features.

Some features such as IPv6, use up double the entry size;
so only half as many entries can be created.

* values can be modified by sdm cli.

Total Mac number of addresses::

0

*a_ time=aging time(secs) *e time=total elapsed time (secs)
Type:
MAT DYNAMIC ADDR 0x1 MAT STATIC ADDR 0x2 MAT CPU ADDR
O0x4 MAT DISCARD_ ADDR 0x8
MAT ALL_VLANS 0x10 MAT NO FORWARD 0x20 MAT IPMULT ADDR
0x40 MAT RESYNC 0x80
MAT DO NOT AGE 0x100 MAT SECURE_ADDR 0x200 MAT NO_PORT
0x400 MAT DROP_ADDR 0x800
MAT DUP_ADDR 0x1000 MAT NULL_DESTINATION 0x2000 MAT DOT1X ADDR
0x4000 MAT ROUTER_ADDR 0x8000
MAT WIRELESS ADDR 0x10000 MAT SECURE_CFG_ADDR 0x20000 MAT OPQ DATA PRESENT
0x40000 MAT WIRED TUNNEL ADDR 0x80000
MAT DLR ADDR 0x100000 MAT MRP ADDR 0x200000 MAT MSRP_ADDR
0x400000 MAT LISP_LOCAL ADDR  0x800000
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show tech-support platform fabric .

MAT TSP _REMOTE ADDR 0x1000000 MAT VPLS ADDR 0x2000000
Device#
HA 7 40—V ROBEWIZHIATYT,

BEa< KR avy kR A

show tech-support platform

T = ANYR— MAERTHT T v b
74— LT DR RN L E
j—O

show tech-support platform fabric

A v F 777V v 7T DM E ZR T D12,
platform fabric =~ R&fliH L 7,

¥#HE EXEC “E— K C show tech-support

show tech-support platform fabric [ {display-cli | vrf vif-name {ipv4 display-cli | ipv6 display-cli
| source instance-id instance-id {ipv4 ip-address/ip-prefix | ipv6 ipv6-address/ipv6-prefix | mac
mac-address} {destinstance-id instance-id } {ipv4 ip-addresslip-prefix | ipv6 ipv6-address/ipv6-prefix

| mac mac-address} [{display-cli}]}}]

BX NN display-cli IE) —oa<y RohT
fE P RE72 show 2~ R
A b &FRLET,
vrf vif-name (fLE) f5%E L7z Virtual

Routing and Forwarding (VRF)
AVABRLADT 7TV 7B
HIFHRAERRLET,

ipv4 ip-addresslip-prefix

(&) HET 2135 1P
VRED 7 77U v 7 g # %
FRLET,

ipv6 ipv6-addresslipv6-prefix

(FEE) HETE =135 1Pve
VRED 7 7 7'V v 7 BEE R %
ForLET,

source

(&) HETVREFO 7 77
U 7 B#EERE R R LET,

instance-id instance-id

(EEB) EETOT Y RRA v
~ikAl+ (EID) (ZBH9 215
BRI LUET,

va7igEavo R )
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. show tech-support platform fabric

mac mac-address (FBE) VAV 2iiERBEOE
fEotd L U%iE%E MAC VRF @
T 7Yy 7 EEEREFRRL

9,
avY RE—FK F#HE EXEC (#)
avr FERE )1y—2 TERNE
Cisco I0S XE Gibraltar 16.11.1 Zoavwy RREASNELE,

FERELEOHA KSqy ZO0Oa~vry FOHNTFFEEICRS RV ¥, ZOHNE2RRI LT 512E, m—aLr0HE
AR FREIRA ML= TV T—bT 7 ANV AT LT, ZOWDEINET 7 A 1Y
XA L7 NLET (72& %X, show tech-support platform fabric | redirect flash:filename) .

Ioavy ROHNITE, —HOawr FEEOMARERENES, ZhbDa<wr Fid,
7Ty b T A= DR TREDHEARH Y £T,

Bl KIZ., show tech-support platform fabric vrf source instance-id ipv4 dest instance-id ipv4
a<r FoMOblZRLET,

Device# show tech-support platform fabric vrf DEFAULT VN source instance-id
4098 ipv4 10.1.1.1/32 dest instance-id 4098 ipv4 10.12.12.12/32

————— show ip lisp eid-table vrf DEFAULT VN forwarding eid remote 10.12.12.12-----

Prefix Fwd action Locator status bits encap_iid
10.12.12.12/32 encap 0x00000001 N/A
packets/bytes 1/576
path list 7F44EEC2C188, 4 locks, per-destination, flags 0x49 [shble, rif, hwcn]
ifnums:
LISP0.4098(78): 192.0.2.2
1 path

path 7F44F8B5AFF0, share 10/10, type attached nexthop, for IPv4
nexthop 192.0.2.2 LISP0.4098, IP midchain out of LISP0.4098, addr 192.0.2.2
TF44FB8EB86CES
1 output chain
chain[0]: IP midchain out of LISP0.4098, addr 192.0.2.2 7F44F8E86CES8
IP adj out of GigabitEthernetl/0/1, addr 10.0.2.1 7F44F8E87378

LISP IPv4 Mapping Cache for EID-table vrf DEFAULT VN (IID 4098), 3 entries

0.0.0.0/0, uptime: 02:46:01, expires: never, via static-send-map-request
Encapsulating to proxy ETR

10.1.1.0/24, uptime: 02:46:01, expires: never, via dynamic-EID, send-map-request
Encapsulating to proxy ETR

10.12.12.12/32, uptime: 02:45:54, expires: 21:14:06, via map-reply, complete
Locator Uptime State Pri/Wgt Encap-IID
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192.0.2.2 02:45:54 up

————— show lisp instance-id 4098 ipv4

LISP IPv4 Mapping Cache for EID-table vrf DEFAULT VN (IID 4098),

0.0.0.0/0, uptime: 02:46:01, expires:
Sources: static-send-map-request
State: send-map-request, last modified:

Exempt, Packets out: 2(676 bytes)
Configured as EID address space
Encapsulating to proxy ETR

show tech-support platform fabric .

10/10 -
map-cache detail-----

3 entries
never, via static-send-map-request

02:46:01,
(~ 02:45:38 ago)

map-source: local

101.1.0/24, uptime: 02:46:01, expires: never, via dynamic-EID, send-map-request
Sources: NONE
State: send-map-request, last modified: 02:46:01, map-source: local
Exempt, Packets out: 0(0 bytes)
Configured as EID address space
Configured as dynamic-EID address space
Encapsulating dynamic-EID traffic
Encapsulating to proxy ETR
10.12.12.12/32, uptime: 02:45:54, expires: 21:14:06, via map-reply, complete
Sources: map-reply
State: complete, last modified: 02:45:54, map-source: 10.0.1.2
Idle, Packets out: 1(576 bytes) (~ 02:45:38 ago)
Locator Uptime State Pri/Wgt Encap-IID
192.0.2.2 02:45:54 up 10/10 -
Last up-down state change: 02:45:54, state change count: 1

Last route reachability change:
Last priority / weight change:

RLOC-probing loc-status algorithm:

Last RLOC-probe sent:

————— show lisp instance-id 4098 ipv4 map-cache

LISP IPv4 Mapping Cache for EID-table vrf DEFAULT VN (IID 4098),

02:45:54, state change count: 1
never/never
02:45:54 (rtt 1ms)

10.12.12.12/32-----

3 entries

10.12.12.12/32, uptime: 02:45:54, expires: 21:14:06, via map-reply, complete
Sources: map-reply
State: complete, last modified: 02:45:54, map-source: 10.0.1.2
Idle, Packets out: 1(576 bytes) (~ 02:45:38 ago)
Locator Uptime State Pri/Wgt Encap-IID
192.0.2.2 02:45:54 up 10/10 -
Last up-down state change: 02:45:54, state change count: 1
Last route reachability change: 02:45:54, state change count: 1
Last priority / weight change: never/never
RLOC-probing loc-status algorithm:
Last RLOC-probe sent: 02:45:54 (rtt 1ms)

10.12.12.12/32, epoch 1, flags [sc,
sources: LISP, IPL
feature space:
Broker: linked, distributed at
subblocks:

lisp elig], refcnt 6, per-destination sharing

lst priority

SC owned, sourced: LISP remote EID - locator status bits 0x00000001

LISP remote EID: 1 packets 576
LISP source path list

bytes fwd action encap, cfg as EID space
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. show tech-support platform igmp_snooping

path list 7F44EEC2C188, 4 locks, per-destination, flags 0x49 [shble, rif, hwcn]
ifnums:
LISP0.4098(78): 192.0.2.2
1 path
path 7F44F8B5AFF0, share 10/10, type attached nexthop, for IPv4
nexthop 192.0.2.2 LISP0.4098, IP midchain out of LISP0.4098, addr 192.0.2.2
TF44F8E86CES
1 output chain
chain[0]: IP midchain out of LISP0.4098, addr 192.0.2.2 7F44F8E86CES8
IP adj out of GigabitEthernetl/0/1, addr 10.0.2.1 7F44F8E87378
Dependent covered prefix type LISP, cover 0.0.0.0/0
2 IPL sources [no flags]
ifnums:
LISP0.4098(78): 192.0.2.2
path list 7F44EEC2C188, 3 locks, per-destination, flags 0x49 [shble, rif, hwcn]
path 7F44F8B5AFF0, share 10/10, type attached nexthop, for IPv4
nexthop 192.0.2.2 LISP0.4098, IP midchain out of LISP0.4098, addr 192.0.2.2
TF44F8E86CES
output chain:
PushCounter (LISP:10.12.12.12/32) 7F44F3C8RB8D8
IP midchain out of LISP0.4098, addr 192.0.2.2 7F44F8E86CES
IP adj out of GigabitEthernetl/0/1, addr 10.0.2.1 7F44F8E87378
switch no: 1

Device# show tech-support platform fabric vrf Campus_VN source instance-id 8189
mac 00b7.7128.00al dest instance-id 8189 mac 00b7.7128.00a0 | i show

—————————————————— show running-config ------------—-—-—-
—————————————————— show device-tracking database --------—----------
—————————————————— show lisp site ---------------—-—-
77777777777777777777 show mac address-table address 00B7.7128.00A0-----
77777777777777777777 show ip arp vrf Campus VN-----

Device#

74— FOEWRIZEPTY,

MEa<v R avw ok i BA
show tech-support platform T =AY R— MERT L7 v b
7 — LT MG e FR L E
bj‘o

show tech-support platform igmp_snooping

7' )V—71Z4 5 Internet Group Management Protocol (IGMP) A X — bt v J{E#R A FRT HIT
. %FHE EXEC £— KT show tech-support platform igmp_snooping =~ > F&fEiH L £,

show tech-support platform igmp_snooping [ {Group_ipAddr ipv4-address | [{vlan vian-ID}]}]

| BRZSEN R




| v27L88a<UF
show tech-support platform igmp_snooping .

BX DA Group_ipAddr L) HBELEIN—TT R
VAR A AX — U 7
EERRLET,
ipvd-address EE) Zv—701Pvd 7 R
LR,
vlan vian-ID (£&) IGMP A X—E 7

VLANE#HAZF R LET, HZ
IEIX 1~ 4094 T,

9TV R E—F FHE EXEC (%)
av Y REE )1—2 RENE
Cisco IOS XE Gibraltar 16.11.1 ZThavwr RREAINE LA,

ZOavwy FOHANTHEFICRLS 2V ET, ZOHNEHRI LT IR, n—
ANDEFEZIABAERA ML —Y BV E-FT7 7 AV AT AT, ZOHA%E
TrANMIYFA L7 NLET (72L& %X, show tech-support platform igmp_snooping
| redirect flash:filename) .

Bl KIZ. show tech-support platform igmp_snooping =~ > RO N2~ L £ T,

Device# show tech-support platform igmp_ snooping GroupIPAddr 226.6.6.6 vlan

5 226.6.6.6 user Gil/0/8, Gil/0/27, Gil/0/28,

Vlan ports
23 Router
24 Router
25 Router
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. show tech-support platform igmp_snooping

IGMP Version

Vlan IP Address
23 10.1.1.1
24 10.1.2.1
25 10.1.3.1

IGMP snooping

Global PIM Snooping

IGMPv3 snooping

Report suppression

TCN solicit query

TCN flood query count
Robustness variable

Last member query count
Last member query interval

IGMP snooping
Pim Snooping
IGMPv2 immediate leave
Explicit host tracking

Multicast router learning mode

CGMP interoperability mode
Robustness variable

Last member query count
Last member query interval

Enabled
Disabled
Enabled
Enabled
Disabled
2

2

2

1000

Enabled
Disabled
Disabled
Enabled
pim-dvmrp
IGMP_ONLY
2

2

1000

Router
Router
Router

Port List

SRFLEEIATUFR |

Vlan Group

5 226.6.6.6

5 238.192.0.1
Vlan 5

IGMPSN Enabled : On

PIMSN Enabled : Off
Flood Mode : On
I-Mrouter Off
Oper State : Up
STP TCN Flood Off
Routing Enabled Off
PIM Enabled : Off
PVLAN : No

| BRZSEN R

user

Gil/o0/8,
Gi2/0/17,

Gi2/0/28
Gi2/0/28

Gil/0/27,

Gi2/0/8,

Gil/0/28,

Giz/0/27,
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show tech-support platform mld_snooping .

In Retry : 0x0
L3mcast Adj

Mrouter PortQ

Flood PortQ

Member ports
CAPWAP ports
Host Type Flags: O

Failure Flags : O

DI handle : 0x7£f11151cbad8

REP RI handle : 0x7£f11151cc018

SI handle : 0x7£11151cd198

HTM handle : 0x7£11151cd518

si hdl : 0x7£f11151cd198 rep ri hdl : 0x7f11151cc018 di hdl : Ox7f11151cbad8 htm hdl :
0x7£11151cd518

Device#

W7 40—V ROBEMKIZEB T,

EEa< U FR av YR Ll

ip igmp snooping IGMP A X —Y' > V% 7 u—/ )L EI2E
A B —T 2 ATHMITLET,

show ip igmp snooping TS ADIGMP A X — ¥ J R TE & #
RLET,

show tech-support platform T =AY R— MEHT L7 v b
7 x— LT oRE e R L E
ﬁ‘o

show tech-support platform mld_snooping

IN—=TIHET D~ FF v A bUAF—FHH (MLD) AX—E U 7Rz RRT 5213, Fr
Hé EXEC € — R C show tech-support platform mld_snooping =~ > RZ{HH L 7,

show tech-support platform mld_snooping [ {Group_ipv6Addr ipv6-address}][{vlan vian-ID})]

*%I@ER'EE Gl'Ollp_ipV6Addl‘ (’fi%) ?E‘/\dﬁﬂ l/f: 7\\/1/_707 ]\
VAT 2 AX— U U iER
TR RFLET,

va7igEavo R )
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. show tech-support platform mld_snooping

O R E—F

ipv6-address EE) Jv—7o1Pv6e 7 K
Lz,
vlan vian-ID (&) MLD AX—tE 7

VLANE#HREZF R LET, A
MBI 1 ~ 4094 T,

HHE EXEC (#)

avy FERE

FREDHA FSA4 Y

1

)1)—=x EEAR
Cisco 10S XE Gibraltar 16.11.1 Zoawry RPREAINE L,

ZOavwy FOHNIFEFICRLS RV £, ZOHNEERL AT 212F, n—TroH
SRABFRERA P L —2 FBFVET— T 7 ANV AT AT, ZOWNENRT 7 A4 iV
AL 7 NLET (7z& 21X, show tech-support platform mld_snooping | redirect
flash:filename)

KIZ., show tech-support platform mld_snooping =~ > KO %2R L £7,

Device# show tech-support platform mld_snooping GroupIPv6Addr FF02::5:1

Building configuration...

Current configuration : 11419 bytes
|

! Last configuration change at 09:17:04 UTC Thu Sep 6 2018
|
version 16.10
no service pad
service timestamps debug datetime msec
service timestamps log datetime msec
service call-home
no platform punt-keepalive disable-kernel-core
|
hostname Switch
|
!
vrf definition Mgmt-vrf
|
address-family ipv4
exit-address-family
|
address-family ipv6
exit-address-family
|
!
no aaa new-model

switch 1 provision ws-c3650-12x48uqg
|

| BRZSEN R
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show tech-support platform mld_snooping .

|
|
!
call-home
! If contact email address in call-home is configured as sch-smart-licensing@cisco.com
! the email address configured in Cisco Smart License Portal will be used as contact
email address to send SCH notifications.
contact-email-addr sch-smart-licensing@cisco.com
profile "profile-1"
active
destination transport-method http
no destination transport-method email

ip admission watch-list expiry-time O
|

|

!

login on-success log

|

|

|
!
no device-tracking logging theft
|
crypto pki trustpoint TP-self-signed-559433368
enrollment selfsigned
subject-name cn=I0S-Self-Signed-Certificate-559433368
revocation-check none
rsakeypair TP-self-signed-559433368
|

crypto pki trustpoint SLA-TrustPoint
enrollment pkcsl2
revocation-check crl
|
!
crypto pki certificate chain TP-self-signed-559433368
certificate self-signed 01
30820229 30820192 A0030201 02020101 300D0609 2A864886 F70D0101 05050030
30312E30 2C060355 04031325 494F532D 53656C66 2D536967 6E65642D 43657274
69666963 6174652D 35353934 33333336 38301E17 0D313531 32303331 32353432
325A170D 32303031 30313030 30303030 5A303031 2E302C06 03550403 1325494F
532D5365 6C662D53 69676E65 642D4365 72746966 69636174 652D3535 39343333
33363830 819F300D 06092A86 4886F70D 01010105 0003818D 00308189 02818100
AD8CI9C3B FEET7FFC8 986837D2 4C126172 446C3C53 E040F798 4BA61C97 7506FDCE
46365D0A E47E3F4F C774CA5B 73E2A8DD B72A2E98 C66DB196 94E8150F 0B669CF6
AAS5BCA4CD FC2EO02F6 FE08B17F 0164FC19 7DC84ABB C99D91D6 398233FF 814EF6DA
6DC8FC20 CA12C0D6 1CB28EDA 6ADD6DFA 7E3E8281 4A189A9A AA44FCCO BA9BDS8AS
02030100 01A35330 51300F06 03551D13 0101FF04 05300301 Ol1FF301F 0603551D
23041830 16801448 668D668E C92914BB 69E9BA64 F61228DE 132E2030 1D060355
1DOE0416 04144866 8D668ECY 2914BB69 E9BAG4F6 1228DE13 2E20300D 06092A86
4886F70D 01010505 00038181 0000F1D3 3DDI1ESF1 EB714A95 D5819933 CADOC943
59927D55 9D70CADO D64830EB D54380AD D2B5B613 F8AFT7AS5B 1F801134 246F760D
S5E5515DB D098304F 5086F6CE 88E8B576 F6B93A88 F458FDCEF 91A42D7E FA741908
5C892D78 600FB655 E6C5A4D0 6C1F1B9A 3AECA550 E3DC0881 01C4D004 7AB65BC3
88CF24DE DAA19474 51B535A5 0C
quit
crypto pki certificate chain SLA-TrustPoint
certificate ca 01
30820321 30820209 A0030201 02020101 300D0609 2A864886 F70D0101 0B050030
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. show tech-support platform mld_snooping

32310E30 0C060355 040A1305
6F204C69 63656E73 696E6720
3834375A 170D3338 30353330
43697363 6F312030 1E060355
526F6F74 20434130 82012230
82010A02 82010100 A6BCBDY96
CBB4C798 212AA147 C655D8D7
1C394D78 462EF239 C659F715
4AA4EB0D DB6FD1CY9 60B1FD18
7390A3EB 2B5436AD C847A2C5
68E69491 20F320E7 948E71D7
C7479096 B4CB2D62 EA2F505D
C55F0D76 61F9A4CD 3D992327
DFC7C6CFEF 04DD7FD1 02030100
06300F06 03551D13 0101FF04
4B3D31E5 1B3E6Al7 606AF333
03820101 00507F24 D3932A66
604EDCDE FF4FED2B 77FC460E
D98987BF E40CBDY9E 1AECAQ0C2
467A3DF4 4D565700 6ADFOFOD
7CATBTE6 ClAF74F6 152E99B7
S5FBODAO6 B92AFET7F 494E8AQE
80DDCD16 D6BACECA EEBCT7CFEF9
418616A9 4093E049 4D10AB75
D697DF7F 28
quit

|

|

|

43697363
526F6F74
31393438
04031317
0D06092A
131E05F7
9471380D
B98COA59
FFC69C96
DAB553EB
AE3BCC84
C7B062A4
A8BB03BD
01A34230
05300301
3D3B4C73
86025D9F
CD636FDB
2189BB5C
CF835015
B1FCF9BB
07B85737
8428787B
27E86F73

diagnostic bootup level minimal

diagnostic monitor syslog
|

spanning-tree mode rapid-pvst
spanning-tree extend system-id

|
|
!
redundancy
mode sso

6F312030
20434130
34375A30
43697363
864886F7
145EA72C
8711441E
5BBB5CBD
6FA68957
69A9A535
F10684C7
6811D95B
4E6D7069
40300E06
01FF301D
E8300D06
E838AESC
DD44681E
8FA85686
3CO4FF7C
E973DETFE
F3A58BE1
35202CDC
932E35B5

1E060355
1E170D31
32310E30
6F204C69
0D010101
2CD686E6
1AAFO071A
OCFEBEA3
A2617DE7
58E9F3E3
4BC8EOOF
E8250FC4
7CBADF8B
03551D0OF
0603551D
092A8648
6D4DF6B0
3A5673AB
CD98B646
21E878AC
5BDDEB86
1A48A229
60E4616A
8862FDAE

class-map match-any system-cpp-police-topology-control
description Topology control
class-map match-any system-cpp-police-sw-forward

description Sw forwarding,
description EWLC control,

description Learning cache
DATA, RPF Failed

L2 LVX data,
class—-map match-any system-cpp-default
EWLC data,

ovfl, High Rate App,

LOGGING

Inter FED
class-map match-any system-cpp-police-sys-data

class—-map match-any AutoQos-4.0-RT1-Class

match dscp ef
match dscp csé6

class-map match-any system-cpp-police-punt-webauth

description Punt Webauth

class—-map match-any AutoQos-4.0-RT2-Class

match dscp cs4
match dscp cs3
match dscp af4l

class-map match-any system-cpp-police-121lvx-control

. VATLEEOTUF

Exception,

04031317
33303533
0C060355
63656E73
05000382
17222EA1
9CAE6388
700A8BE7
104FDC5F
COBD23CF
539BA42B
5D5D5FBS8
DF5F4368
0101FF04
0E041604
86F70D01
49631C78
9093D3B1
5575B146
11BA9CD2
C71E3B49
C37ClE69
B623CDBD
0275156F

SRTLEEITUFR |

43697363
30313934
040A1305
696E6720
010F0030
F1EFF64D
8A38E520
D8F256EE
EA2956AC
58BD7188
42C68BB7
8F27D191
95135E44
04030201
1449DC85
010B0500
240DA905
6C9E3D8B
8DFC66A8
55A9232C
1765308B
39F08678
230E3AFB
719BB2F0

EGR Exception, NFL SAMPLED



| v27L88a<UF
show tech-support platform mld_snooping .

description L2 LVX control packets

class-map match-any system-cpp-police-forus
description Forus Address resolution and Forus traffic

class-map match-any system-cpp-police-multicast-end-station
description MCAST END STATION

class-map match-any system-cpp-police-multicast
description Transit Traffic and MCAST Data

class-map match-any system-cpp-police-12-control
description L2 control

class-map match-any system-cpp-police-dotlx-auth
description DOT1X Auth

class-map match-any system-cpp-police-data
description ICMP redirect, ICMP_GEN and BROADCAST

class-map match-any system-cpp-police-stackwise-virt-control
description Stackwise Virtual

class-map match-any system-cpp-police-control-low-priority
description ICMP redirect and general punt

class-map match-any system-cpp-police-wireless-priorityl
description Wireless priority 1

class-map match-any system-cpp-police-wireless-priority?2
description Wireless priority 2

class-map match-any system-cpp-police-wireless-priority3-4-5
description Wireless priority 3,4 and 5

class-map match-any non-client-nrt-class

class-map match-any system-cpp-police-routing-control
description Routing control and Low Latency

class-map match-any system-cpp-police-protocol-snooping
description Protocol snooping

class-map match-any system-cpp-police-dhcp-snooping
description DHCP snooping

class-map match-any system-cpp-police-system-critical
description System Critical and Gold Pkt

|

policy-map system-cpp-policy

class system-cpp-police-data
police rate 200 pps

class system-cpp-police-routing-control
police rate 500 pps

class system-cpp-police-control-low-priority

class system-cpp-police-wireless-priorityl

class system-cpp-police-wireless-priority2

class system-cpp-police-wireless-priority3-4-5

policy-map port child policy

class non-client-nrt-class
bandwidth remaining ratio 10

interface GigabitEthernet0/0
vrf forwarding Mgmt-vrf

no ip address

speed 1000

negotiation auto

|

interface GigabitEthernetl/0/1
switchport mode access
macsec network-link
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. show tech-support platform mld_snooping

interface

interface

interface

interface

interface

interface

interface

Vlanl

no ip address
shutdown

ip forward-protocol nd
ip http server
ip http authentication local
ip http secure-server

GigabitEthernetl/0/2
GigabitEthernetl1/0/3
TenGigabitEthernetl/1/1
TenGigabitEthernetl/1/2
TenGigabitEthernetl/1/3

TenGigabitEthernetl/1/4

ip access-list extended AutoQos-4.0-wlan-Acl-Bulk-Data

permit
permit
permit
permit
permit
permit
permit
permit
permit
permit

tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp

any
any
any
any
any
any
any
any
any
any

any
any
any
any
any
any
any
any
any
any

€q
€q
€q
€q
€q
€q
€q
€q
€q
€q

22

465

143

993

995

1914

ftp
ftp-data
smtp
pop3

ip access-list extended AutoQos-4.0-wlan-Acl-MultiEnhanced-Conf
permit udp any any range 16384 32767

permit tcp any any range 50000 59999

ip access-list extended AutoQos-4.0-wlan-Acl-Scavanger

range 2300 2400

range 2300 2400

range 6881 6999

range 28800 29100

permit
permit
permit
permit
permit
permit
permit
permit
permit

tcp
udp
tcp
tcp
tcp
udp
tcp
udp
tcp

any
any
any
any
any
any
any
any
any

any
any
any
any
any
any
any
any
any

€q
€q
€q
€q
€q

1214
1214
3689
3689
11999

ip access-list extended AutoQos-4.0-wlan-Acl-Signaling

permit tcp any any range 2000 2002

permit tcp any any range 5060 5061

permit udp any any range 5060 5061

ip access-list extended AutoQos-4.0-wlan-Acl-Transactional-Data

permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit

tcp
tcp
udp
tcp
udp
tcp
udp
tcp
udp
tcp
tcp
tcp
tcp

II VATLEEOTUFR

any
any
any
any
any
any
any
any
any
any
any
any
any

any
any
any
any
any
any
any
any
any
any
any
any
any

€q
€q
€q
€q
€q
€q
€q
€q
€q
€q
€q
€q
€q

443

1521
1521
1526
1526
1575
1575
1630
1630
1527
6200
3389
5985
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show tech-support platform mld_snooping .

permit tcp any any eg 8080
|

|

!

ipv6 access-list preauth ipvé_acl
permit udp any any eq domain
permit tcp any any eq domain
permit icmp any any nd-ns
permit icmp any any nd-na
permit icmp any any router-solicitation
permit icmp any any router-advertisement
permit icmp any any redirect
permit udp any eq 547 any eq 546
permit udp any eq 546 any eq 547
deny ipv6 any any

|

control-plane
service-policy input system-cpp-policy

|

!

line con 0
stopbits 1

line aux 0
stopbits 1

line vty 0 4
login

line vty 5 15
login

|

|

mac address-table notification mac-move

end

————— show switch | Include Ready-----

*1 Active 188b.9dfc.eb00 1 V00 Ready

————— show ipv6 mld snooping address | 1 FF02::5:1 -----

Vlan Group Type Version Port List
123 FF02::5:1 mld v2 Gi2/0/1
Device#

W7 4 —)L ROBEMKIZEB T,

EEa<w ok avrk Ll

ipv6 mld snooping MLDV2 7u N L AX—¥ v 7%
R VA LETS

show ipv6 mld snooping MLDV2 A X — b JIEREZFRLE
7,
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. show tech-support platform layer3

show tech-support platform layer3

SRFLEEIATUFR |

avy kR

Bl

show tech-support platform

T =HNYR— MR S57T v b
7 A —LICBET DR e RN L E
—/9]‘0

LAY 37Ty 74— ARG A R AT DI, F#HE EXEC “E— R T show tech-support

platform layer3 =~ > R&{EH L £,

show tech-support platform layer3 {multicast Group_ipAddr ipv4-address switch switch-number
srclP ipv4-address | unicast {dstIP ipv4-address srclP ipv4-address | vrfvrf-name destIP ipv4-address

srclP ipv4-address}}

BX DA

multicast

VIV TF X A MEREFRRLE
j‘o

Group_ipv6Addr ipv4-address

BELE~LFHy AL T L—
77 RLRIZET A E#REER
L\ij—o

switch switch-number

FBELIEAA v FIZET A IER
ERALET, BRI~
9 T,

srclP ipv4-address

FBE LIZXEL T R RIZEY
HIEREFRRLET,

unicast

2= ¢ A MNEEOFHRE TR
LE7,

dstIP ipv4-address

FBELISET FLRICET S
BWERTLET,

vrf vrf-name

=% % Z FEE®D Virtual
Routing and Forwarding (VRF)
HmERRLET,

O R E—F

et EXEC (#)

avy FERE

)1)—=R

EEAR

Cisco IOS XE Gibraltar 16.11.1

Zoavy RPBEAIRELE,

| BRZSEN R
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EREDAA

1

 —_

3

12

show tech-support platform layer3 .

Zoawy ROHNFEFICEL 2V 3, ZOoHDEHRIAET DL, e—hLDE
TIABATRERA P L=V ETFVE—F 77 A NP AT AT, ZOHNENET 7 A4 112 Y
A4 L7 FLET (& 21X, show tech-support platform layer3 multicast group 224.1.1.1 switch
1 srcIP 10.10.0.2 | redirect flash:filename) .

KIZ. show tech-support platform layer3 multicast group =~ > KO Il %2R L&
—g‘o

Device# show tech-support platform layer3 multicast group_ipAddr 224.1.1.1
switch 1 srcIp 10.10.0.2

destination IP: 224.1.1.1
source IP: 10.10.0.2
switch no: 1

IP Multicast Routing Table
Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group, C - Connected,

L - Local, P - Pruned, R - RP-bit set, F - Register flag,
T - SPT-bit set, J - Join SPT, M - MSDP created entry, E - Extranet,
X - Proxy Join Timer Running, A - Candidate for MSDP Advertisement,
U - URD, I - Received Source Specific Host Report,
Z - Multicast Tunnel, z - MDT-data group sender,
Y - Joined MDT-data group, y - Sending to MDT-data group,
G - Received BGP C-Mroute, g - Sent BGP C-Mroute,
N - Received BGP Shared-Tree Prune, n - BGP C-Mroute suppressed,
Q - Received BGP S-A Route, g - Sent BGP S-A Route,
V - RD & Vector, v - Vector, p - PIM Joins on route,
x - VxLAN group, ¢ - PFP-SA cache created entry
Outgoing interface flags: H - Hardware switched, A - Assert winner, p - PIM Join

Timers: Uptime/Expires
Interface state: Interface, Next-Hop or VCD, State/Mode

(10.10.0.2, 224.1.1.1), 00:00:22/00:02:37, flags: LFT
Incoming interface: GigabitEthernetl1/0/10, RPF nbr 0.0.0.0, Registering
Outgoing interface list:
Vl1an20, Forward/Sparse, 00:00:22/00:02:37, A

Entry Flags: C - Directly Connected, S - Signal, IA - Inherit A flag,
ET - Data Rate Exceeds Threshold, K - Keepalive
DDE - Data Driven Event, HW - Hardware Installed
ME - MoFRR ECMP entry, MNE - MoFRR Non-ECMP entry, MP - MFIB
MoFRR Primary, RP - MRIB MoFRR Primary, P - MoFRR Primary
MS - MoFRR Entry in Sync, MC - MoFRR entry in MoFRR Client.
I/0 Item Flags: IC - Internal Copy, NP - Not platform switched,
NS - Negate Signalling, SP - Signal Present,
A - Accept, F - Forward, RA - MRIB Accept, RF - MRIB Forward,
MA - MFIB Accept, A2 - Accept backup,
RA2 - MRIB Accept backup, MA2 - MFIB Accept backup
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. show tech-support platform layer3

Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kbits per second

Other counts: Total/RPF failed/Other drops
I/0 Item Counts: FS Pkt Count/PS Pkt Count
Default

(10.10.0.2,224.1.1.1) Flags: HW
SW Forwarding: 0/0/0/0, Other: 1/1/0
HW Forwarding: NA/NA/NA/NA, Other: NA/NA/NA
GigabitEthernetl1/0/10 Flags: A
Vlan20 Flags: F IC

Pkts: 0/0
TunnelO Flags: F
Pkts: 0/0

————— show platform software fed switch 1 ip multicast interface summary -----

Multicast Interface database

VRF Interface IF ID PIM Status State RI
Handle SVI

0 GigabitEthernetl1/0/10 0x000000000000005f enabled 0x0000000000000010
0x00007fpb414b1£108 false

0 Vlan20 0x0000000000000060 enabled 0x0000000000000010

0x00007fb414b31a98 true

————— show platform software fed switch 1 ip multicast groups summary -----

Multicast Groups database

Mvrf id: 0 Mroute: (*, 224.0.1.40/32) Flags: C IC
Htm: 0x00007fb414b23ce8 Si: 0x00007fb414b23a08 Di: 0x00007fb414b240e8 Rep ri:
0x00007£fb414b245£8

Mvrf id: 0 Mroute: (*, 224.0.0.0/4) Flags: C
Htm: 0x00007fb4143549e8 Si: 0x00007fb414b20a48 Di: 0x00007fb414blfe78 Rep ri:
0x00007£fb414b20428

Mvrf id: 0 Mroute: (*, 224.1.1.1/32) Flags: C IC
Htm: 0x00007fb414b2cc98 Si: 0x00007fb414b2b678 Di: 0x00007fb414b2ab98 Rep ri:
0x00007£fb414b2b0c8

Mvrf id: 0 Mroute: (10.10.0.2, 224.1.1.1/32) Flags: IC

Htm: 0x00007fb414b2£f348 Si: 0x00007fb414b321d8 Di: 0x00007fb414b2dba8 Rep ri:
0x00007fb414b30ed8

————— show platform software fed switch 1 ip multicast groups count —-----
Total Number of entries:4
————— show platform software fed switch 1 ip multicast groups 224.1.1.1/32

source 10.10.0.2 detail -----

MROUTE ENTRY vrf O (10.10.0.2, 224.1.1.1/32)
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HW Handle: 140411418055080 Flags: IC

RPF interface: GigabitEthernetl/0/10(95)):

HW Handle:140411418055080 Flags:A
Number of OIF: 3
Flags: 0x4 Pkts : O
OIF Details:

TunnelO Adj: 0x£f8000636 F
Vlan20 Adj: 0xf8000601 F IC
GigabitEthernetl1/0/10 A

Htm: 0x7fb414b2£348 Si: 0x7fb414b321d8

DI details

show tech-support platform layer3 .

0x7fb414b2dba8 Rep_ri: 0x7fb414b30ed8

Handle:0x7fb414b2dba8 Res-Type:ASIC RSC DI Res-Switch-Num:255 Asic-Num:255

Feature-ID:AL FID L3

MULTICAST IPV4 Lkp-ftr-id:LKP_FEAT INVALID ref count:1

priv_ri/priv_si Handle: (nil) Hardware Indices/Handles: index0:0x538e

mtu_index/13u_ri_index0:0x0 index1:0x538e

Cookie length: 56

mtu_index/13u_ri_index1:0x0

00 00 00 00 0O 00 0O 00 0O 00 00 00 02 00 Oa 0Oa 01 01 01 0 00 0O 00 0O 00 0O 00 00 0O

00 00 00

00 00 00 00 0O 00 0O 00 0O 00 OO 00 OO 00 OO OO OO OO OO 0O 00 0O 00 0O

Detailed Resource Information (ASIC# 0)

Destination Index (DI) [0x538e]
portMap = 0x00000000 0
cmil = 0x385

rcpPortMap = 0

al rsc_cmi

CPU Map Index (CMI) [0x385]
ctilLo0 = 0x9

ctilol = 0

ctilo2 = 0

cpu@QNum0 = 0x9e

cpuQNuml = 0

cpuQNum2 = 0

npulndex = 0

strip_seg = 0x0

copy_seg = 0x0

Detailed Resource Information (ASIC# 1)

Destination Index (DI) [0x538e]
portMap = 0x00000000 0
cmil = 0x385

rcpPortMap = 0

al rsc_cmi

CPU Map Index (CMI) [0x385]
ctiLo0 = 0x9
ctilLol = 0
ctilLo2 = 0
cpu@QNum0 = 0x9e
cpuQNuml = 0
cpuQNum2 = 0
npulndex = 0
strip_seg = 0x0
copy_seg = 0x0
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. show tech-support platform layer3

RI details

SRFLEEIATUFR |

Handle:0x7fb414b30ed8 Res-Type:ASIC RSC RI REP Res-Switch-Num:255 Asic-Num:255 Feature-ID:
AL FID L3 MULTICAST IPV4 Lkp-ftr-id:LKP FEAT INVALID ref count:1l

priv_ri/priv_si Handle: (nil) Hardware Indices/Handles: index0:0x5
mtu_index/13u_ri_index0:0x0
index1:0x5 mtu_index/13u_ri_index1:0x0

Cookie length: 56
00 00 00 00 00 00
00 00 00 00

00 00 00 00 00 00
Detailed Resource

00 00 00 00

00 00 00 00
Information

00 00 02 00 Oa 0Oa 01 01 01 e0 00O 00 OO 0O OO OO OO 0O OO

00 00 00 00 0O 00 0O 00 00O 00 00 0O OO
(ASIC# 0)

SI details

Handle:0x7fb414b321d8 Res-Type:ASIC RSC SI STATS Res-Switch-Num:255 Asic-Num:255

Feature-ID:

AL FID L3 MULTICAST IPV4 Lkp-ftr-id:LKP FEAT INVALID ref count:1l

priv_ri/priv_si Handle: (nil) Hardware Indices/Handles: index0:0x4004
mtu_index/13u_ri_index0:
0x0 sm handle 0:0x7fb414b2df98 index1:0x4004 mtu index/13u_ri indexl:0x0

Cookie length: 56
00 00 00 00 00 00
00 00

00 00 00 00 00 00
Detailed Resource

00 00 00 00

00 00 00 00
Information

00 00 02 00 Oa 0Oa 01 01 01 e0 00O 00 OO 0O OO OO OO 0O OO

00 00 00 00 0O 00 0O 00 00O 00 00O 00 00 0O OO
(ASIC# 0)

Handle:0x7fb414b2f348 Res-Type:ASIC RSC HASH TCAM Res-Switch-Num:0 Asic-Num:255 Feature-ID:
AL FID L3 MULTICAST IPV4 Lkp-ftr-id:LKP FEAT IPV4 MCAST SG ref count:1l
priv_ri/priv_si Handle: (nil) Hardware Indices/Handles: handle0:0x7fb414b2£558

Detailed Resource

Information

(ASIC# 0)

Number of HTM Entries: 1

Entry #0: (handle 0x7fb414b2£558)

KEY - src_addr:10.10.0.2 starg station index: 16387
MASK - src_addr:0.0.0.0 starg station index: 0
AD: use starg match: 0 mcast bridge frame: 0 mcast rep frame: 0 rpf valid: 1 rpf le ptr:

0

afd client flag: 0 dest mod bridge: 0 dest mod route: 1 cpp type: O dest mod index: 0

rp_index:

0 priority: 5 rpf le: 36 station index: 16388 capwap mgid present: 0 mgid O

RIZ. show tech-support platform layer3 unicast vif =~ > KO )%~ L E T,

Device# show tech-support platform layer3 unicast vrf vrl dstIP 10.0.0.20

srcIP 10.0.0.10
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show tech-support platform layer3 .

destination IP: 10.0.0.20
source IP: 10.0.0.10
vrf name

Switch/Stack Mac Address : 5006.ab89.0280 - Local Mac Address
Mac persistency wait time: Indefinite

H/W Current
Switch# Role Mac Address Priority Version State

*1 Active 5006.ab89.0280 1 vO02 Ready

10.0.0.10 => 10.0.0.20 =>IP adj out of GigabitEthernetl/0/7, addr 10.0.0.20

————— show ip cef exact-route platform 10.0.0.10 10.0.0.20 --—---

nexthop is 10.0.0.20

Protocol Interface Address

IP GigabitEthernetl1/0/7 10.0.0.20¢(8)
0 packets, 0 bytes
epoch 0

sourced in sev-epoch 0

Encap length 14
00211BFDE6495006AB8902C00800

L2 destination address byte offset 0
L2 destination address byte length 6
Link-type after encap: ip

ARP

Routing entry for 10.0.0.0/24
Known via "connected", distance 0, metric 0 (connected, via interface)
Routing Descriptor Blocks:
* directly connected, via GigabitEthernetl1/0/7
Route metric is 0, traffic share count is 1

————— show ip route 10.0.0.20 —---—-

10.0.0.20/32, epoch 3, flags [attached]
Adj source: IP adj out of GigabitEthernetl/0/7, addr 10.0.0.20 FF90E67820
Dependent covered prefix type adjfib, cover 10.0.0.0/24
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. show tech-support platform layer3

attached to GigabitEthernetl/0/7

————— show ip cef 10.0.0.20 detail -----

ip prefix: 10.0.0.20/32

Forwarding Table

10.0.0.20/32 -> OBJ_ADJACENCY (29), urpf: 30
Connected Interface: 31

Prefix Flags: Directly L2 attached

OM handle: 0x10205416d8

————— show platform software ip switch 1 RO cef prefix 10.0.0.20/32 detail -----

OBJ_ADJACENCY found: 29

Number of adjacency objects: 5

Adjacency id: 0xld (29)
Interface: GigabitEthernetl/0/7, IF index: 31, Link Type: MCP_LINK IP
Encap: 0:21:1b:£fd:e6:49:50:6:ab:89:2:c0:8:0
Encap Length: 14, Encap Type: MCP_ET_ARPA, MTU: 1500
Flags: no-13-inject
Incomplete behavior type: None
Fixup: unknown
Fixup Flags_2: unknown
Nexthop addr: 10.0.0.20
IP FRR MCP_ADJ IPFRR NONE 0
OM handle: 0x1020541348

Forwarding Table

10.0.0.20/32 -> OBJ_ADJACENCY (29), urpf: 30
Connected Interface: 31

Prefix Flags: Directly L2 attached

aom id: 393, HW handle: (nil) (created)

————— show platform software ip switch 1 FO cef prefix 10.0.0.20/32 detail -----

OBJ_ADJACENCY found: 29

Number of adjacency objects: 5
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show tech-support platform layer3 .
Adjacency id: 0xld (29)
Interface: GigabitEthernetl/0/7, IF index: 31, Link Type: MCP_LINK IP
Encap: 0:21:1b:£fd:e6:49:50:6:ab:89:2:c0:8:0
Encap Length: 14, Encap Type: MCP_ET_ARPA, MTU: 1500
Flags: no-13-inject
Incomplete behavior type: None
Fixup: unknown
Fixup Flags_2: unknown
Nexthop addr: 10.0.0.20
IP FRR MCP_ADJ IPFRR NONE 0
aom id: 391, HW handle: (nil) (created)
————— show platform software adjacency switch 1 FO index 29 -----
found aom id: 391
Object identifier: 391
Description: adj 0Oxld, Flags None
Status: Done, Epoch: 0, Client data: 0Oxc6a747a8
————— show platform software object-manager switch 1 FO object 391 -----
Object identifier: 66
Description: intf GigabitEthernetl/0/7, handle 31, hw handle 31, HW dirty: NONE AOM
dirty NONE
Status: Done
————— show platform software object-manager switch 1 FO object 391 parents -----
Object identifier: 393
Description: PREFIX 10.0.0.20/32 (Table id 0)
Status: Done
HA 7 40—V ROBEWIZHIATYT,
EEa< >R avvk Ll
show tech-support platform T =NV R— NAFERTAST v R
74— N LREMIE e FR L E
j—o
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. show tech-support port

show tech-support port

T =AY R — MR DR — FBEEO N A2 R R T D2, Kk EXEC £— KT show
tech-support port =~ > R&H L £,

show tech-support port

QO L Zoawy RZFBIEELEEF—UV—REH Y A,
ATV R E—R ¥iHE EXEC (#)
avy FERE J1)y—=x EERNE
Cisco 10S XE Gibraltar 16.11.1 Zoawy RREAINE L,

FEREDHA KS4> showtech-supportport =~ > FOHNITIFFICE L 2D £4, ZOHNEHRE AT DI
X R ANV OFEBERABFRERA N —Y FRFVE— R 77 ALV AT AT, ZOHN%
7 7 AN XA L2 B LET (=& Z2IX. show tech-support port | redirect
flash:filename) .

Zoavwy ROENTIIRDO A~y RRERENET,
* show clock
» show version
* show module
* show inventory
* show interface status
* show interface counters
* show interface counters errors
* show interfaces
 show interfaces capabilities
* show controllers
 show controllers utilization
* show idprom interface
 show controller ethernet-controller phy detail
* show switch
 show platform software fed switch active port summary
» show platform software fed switch ifm interfaces ethernet

* show platform software fed switch ifm mappings
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1

+ show platform software fed switch ifm mappings Ipn

* show platform software fed switch ifm mappings gpn

* show platform software fed switch ifm mappings port-le
* show platform software fed switch ifm if-id

* show platform software fed switch active port if id

WIZ, show tech-support port =~ > RO HHIZR L £4,

Device# show tech-support port

Port Receive Utilization Transmit Utilization
Gil/0/1 0 0
Gil/0/2 0 0
Gil/0/3 0 0
Gil/0/4 0 0
Gil/0/5 0 0
Gil/0/6 0 0
Gil/0/7 0 0
Gil/0/8 0 0
Gil/0/9 0 0
Gi1/0/10 0 0
Gil/0/11 0 0
Gil/0/12 0 0
Gi1/0/13 0 0
Gil/0/14 0 0
Gi1/0/15 0 0
Gil/0/16 0 0
Gi1/0/17 0 0
Gil1/0/18 0 0
Gi1/0/19 0 0
Gi1/0/20 0 0
Gil/0/21 0 0
Gil/0/22 0 0
Gi1/0/23 0 0
Gil1/0/24 0 0
Gi1/0/25 0 0
Gi1/0/26 0 0
Gi1/0/27 0 0
Gi1/0/28 0 0
Gi1/0/29 0 0
Gi1/0/30 0 0
Gil1/0/31 0 0
Gi1/0/32 0 0
Gi1/0/33 0 0
Gi1/0/34 0 0
G1i1/0/35 0 0
Gi1/0/36 0 0
Tel/0/37 0 0
Tel/0/38 0 0
Tel/0/39 0 0
Tel/0/40 0 0
Tel/0/41 0 0
Tel/0/42 0 0

show tech-support port .
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. show tech-support platform

Tel/0/43 0 0

Tel/0/44 0 0

Tel/0/45 0 0

Tel/0/46 0 0

Tel/0/47 0 0

Tel/0/48 0 0

Tel/1/1 0 0

Tel/1/2 0 0

Tel/1/3 0 0

Tel/1/4 0 0

Total Ports : 52

Total Ports Receive Bandwidth Percentage Utilization : 0
Total Ports Transmit Bandwidth Percentage Utilization : 0
Average Switch Percentage Utilization : O

*Sep 7 08:57:24.249: No module is present
74— ROBRIZBEY T,

show tech-support platform

T AN K= MEMT BT T v b 74— DB DRI A 27T 5121, HHEEXEC
& — K C show tech-support platform =~ N&fiH L £7,

show tech-support platform

O Ioawry RZFBIEELEF—UY—REH D THA,
avY RE—FK K#HE EXEC (#)
av Y RER J1)y—2 EERNE
Cisco I0S XE Gibraltar 16.11.1 Zhawry RREASNELE,

FERALDHA RSy Z0avYRiE, 77y M7 —AEFOT Sy ZICHASnEd, HAICix, CPUMEAE,
Ternary Content Addressable Memory (TCAM) Off#, &, AEVHEMHERE, 77 v b
74— LT D EEME R RSN E T,
show tech-support platform =~ > ROHNIIHEFICELS 2V £9, ZOHNEZHFEL QT
HITiE, B HVOEZRARFRERA ML= BV E— M7 A VT AT LT, ZOH
a7 7 AN Z A4 L7 hLET (72& 21X, show tech-support platform | redirect
flash:filename)
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show tech-support platform .

show tech-supportplatform =~ > RO NIZIE, —HEOa<w L REZOHNIBEREINET,
INHDavry RiE, 77y N 73— L LoTERRDIGERH Y 7,

&IZ. show tech-support platform =~ > RO 1l ZRLE T,

Device# show tech-support platform

Load Average
Slot Status 1-Min 5-Min 15-Min
1-RP0 Healthy 0.25 0.17 0.12

Memory (kB)
Slot Status Total Used (Pct) Free (Pct) Committed (Pct)
1-RP0O Healthy 3964428 2212476 (56%) 1751952 (44%) 3420472 (86%)

CPU Utilization

Slot CPU User System Nice Idle IRQ SIRQ IOwait
1-RPO 0 1.40 0.90 0.00 97.60 0.00 0.10 0.00
1 2.00 0.20 0.00 97.79 0.00 0.00 0.00
2 0.20 0.00 0.00 99.80 0.00 0.00 0.00
3 0.79 0.19 0.00 99.00 0.00 0.00 0.00
4 5.61 0.50 0.00 93.88 0.00 0.00 0.00
5 2.90 0.40 0.00 96.70 0.00 0.00 0.00

*: interface is up

IHQ: pkts in input hold queue IQOD: pkts dropped from input queue
OHQ: pkts in output hold queue OQD: pkts dropped from output queue
RXBS: rx rate (bits/sec) RXPS: rx rate (pkts/sec)
TXBS: tx rate (bits/sec) TXPS: tx rate (pkts/sec)

TRTL: throttle count

Interface THQ 10D OHQ 0QD RXBS RXPS
TXBS TXPS TRTL
Vlanl 0 0 0 0 0 0
0 0 0
* GigabitEthernet0/0 0 10179 0 0 2000 4
0 0 0
GigabitEthernetl/0/1 0 0 0 0 0 0
0 0 0
GigabitEthernetl/0/2 0 0 0 0 0 0
0 0 0
GigabitEthernetl1/0/3 0 0 0 0 0 0
0 0 0
GigabitEthernetl/0/4 0 0 0 0 0 0
0 0 0
GigabitEthernetl/0/5 0 0 0 0 0 0
0 0 0
GigabitEthernetl/0/6 0 0 0 0 0 0
0 0 0
GigabitEthernetl1/0/7 0 0 0 0 0 0
0 0 0
GigabitEthernet1/0/8 0 0 0 0 0 0
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. show tech-support platform

0 0
GigabitEthernetl1/0/9
0 0
GigabitEthernetl1/0/10
0 0
GigabitEthernetl1/0/11
0 0
GigabitEthernetl1/0/12
0 0
GigabitEthernetl1/0/13
0 0
GigabitEthernetl1/0/14
0 0
GigabitEthernetl1/0/15
0 0
GigabitEthernetl1/0/16
0 0
GigabitEthernetl1/0/17
0 0
GigabitEthernetl1/0/18
0 0
GigabitEthernetl1/0/19
0 0
GigabitEthernetl1/0/20
0 0
GigabitEthernetl1/0/21
0 0
GigabitEthernetl/0/22
0 0
GigabitEthernetl1/0/23
0 0
GigabitEthernetl/0/24
0 0
GigabitEthernetl1/0/25
0 0
GigabitEthernetl1/0/26
0 0
GigabitEthernetl1/0/27
0 0
GigabitEthernetl1/0/28
0 0
GigabitEthernetl1/0/29
0 0
GigabitEthernetl1/0/30
0 0
GigabitEthernetl1/0/31
0 0
GigabitEthernetl/0/32
0 0
GigabitEthernetl1/0/33
0 0
GigabitEthernetl/0/34
0 0
GigabitEthernetl1/0/35
0 0
GigabitEthernetl1/0/36
0 0
Tel/0/37
0 0
Tel/0/38
0 0
Tel/0/39
0 0
Tel/0/40
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0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
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0
Tel/0/41
0
Tel/0/42
0
Tel/0/43
0
Tel/0/44
0
Tel/0/45
0
Tel/0/46
0
Tel/0/47
0
Tel/0/48
0
Tel/1l/1
0
Tel/1l/2
0
Tel/1/3
0
Tel/1/4

ASIC 0 HASH Table 0
MAB 0: Unicast MAC
MAB 1: Unicast MAC
MAB 2: Unicast MAC
MAB 3: Unicast MAC
MAB 4: Unicast MAC
MAB 5: Unicast MAC
MAB 6: Unicast MAC
MAB 7: Unicast MAC

ASIC 0 HASH Table 1
MAB 0: Unicast MAC
MAB 1: Unicast MAC
MAB 2: Unicast MAC
MAB 3: Unicast MAC
MAB 4: Unicast MAC
MAB 5: Unicast MAC
MAB 6: Unicast MAC
MAB 7: Unicast MAC

ASIC 0 HASH Table 2
MAB O:

MAB 1

MAB 2: SGT_DGT
MAB 3: SGT_DGT
MAB 4 (null)
MAB 5 (null)
MAB 6 (null)
MAB 7 (null)

Software info:

addresses
addresses
addresses
addresses
addresses
addresses
addresses
addresses

srip
srip
srip
srip
srip
srip
srip
srip

Software info:

addresses
addresses
addresses
addresses
addresses
addresses
addresses
addresses

srip
srip
srip
srip
srip
srip
srip
srip

Software info:

srip 0 1
srip 0 1

srip
srip
srip
srip

HH7 40— FOEKRIZAR T,

O O O O O o o o

O O O O O o o o

FSE 0

1

R

—

FSE 0

R el

1

FSE 1
L3 Multicast entries srip 2 3
L3 Multicast entries srip 2 3

show tech-support platform .

0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
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EEav> R

av Uk B

show tech-support platform evpn_vxlan EVPN-VXLANBSED 7T v N7 +— A
HHEFRRLET,

show tech-support platform fabric AA v F 777V » 72T 5
ZFRLET,

show tech-support platform igmp_snooping T N—FIZBT B IGMP A X — b 7
WEFRLET,

show tech-support platform layer3 LAXY3T Ty N7+ — LERIEN AR
ALET,

show tech-support platform mld_snooping TN—IZT 5 MLD A X— V' 7E
W for LET,

show version

AR E—F

FAOD—RENTWAEY 7 2T OEREN—FR 2T BIOT A AEREFRTHI
1. =—H% EXEC &— NF 7~ 1344 EXEC & — K T show version command % U £,

show version

z.— EXEC (>)
¥ HE EXEC (#)

avy FERE

)1)—2x EEAR
Cisco I0S XE Gibraltar 16.11.1 IDavy RPNEEIN, AX v I NOT

TDAAL v FOEFDO Y o — FEHINH I
FrRINs LTy ELE,

Cisco IOS XE 3.3SE ZOavwy RBNLITICEEINE L=, Cisco
Catalyst 3650 'V — XA A v F

1 -

Device# show version

Cisco IOS XE Software, Version BLD_POLARIS DEV_LATEST 20180713 195337

Cisco IOS Software [Fuji], Catalyst L3 Switch Software (CAT3K CAA-UNIVERSALK9-M),
Experimental Version 16.11.20180713:191831
[polaris_dev-/nobackup/mcpre/BLD-BLD POLARIS DEV LATEST 20180713 195337 124]
Copyright (c) 1986-2018 by Cisco Systems, Inc.

Compiled Fri 13-Jul-18 17:11 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2018 by cisco Systems, Inc.
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show version .

All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

ROM: IOS-XE ROMMON
BOOTLDR: CAT3K_CAA Boot Loader (CAT3K CAA-HBOOT-M) Version 4.66, engineering software
(D)

--More—-— Switch uptime is 14 hours, 23 minutes
Uptime for this control processor is 14 hours, 26 minutes
System returned to ROM by Power Failure or Unknown
System image file is "flash:packages.conf"

Last reload reason: Power Failure or Unknown

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

--More--
Technology Package License Information:

Technology-package Technology-package
Current Type Next reboot
ipservicesk9 Smart License ipservicesk9

None Subscription Smart License None

cisco WS-C3650-48FQM (MIPS) processor (revision PP) with 829450K/6147K bytes of memory.
Processor board ID FDO2011VO0O0A

1 Virtual Ethernet interface

198 Gigabit Ethernet interfaces

46 Ten Gigabit Ethernet interfaces

2 Forty Gigabit Ethernet interfaces

2048K bytes of non-volatile configuration memory.

4194304K bytes of physical memory.

255037K bytes of Crash Files at crashinfo:.

150009K bytes of Crash Files at crashinfo-2:.

150009K bytes of Crash Files at crashinfo-3:.

--More-- 250456K bytes of Crash Files at crashinfo-5:.
3417161K bytes of Flash at flash:.

3544695K bytes of Flash at flash-2:.

3544695K bytes of Flash at flash-3:.

1609272K bytes of Flash at flash-5:.

OK bytes of WebUI ODM Files at webui:.
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250456K bytes of Crash Files at crashinfo-4:.
1609272K bytes of Flash at flash-4:.

Base Ethernet MAC Address
Motherboard Assembly Number
Motherboard Serial Number
Model Revision Number
Motherboard Revision Number
Model Number

System Serial Number

Switch Ports Model
* 1 52 WS-C3650-48FQM
2 58 WS-C3650-12X48UZ
3 56 WS-C3650-12X48UR
4 52 WS-C3650-48PD
5 28 WS-C3650-24PS
Switch 02
Switch uptime

Base Ethernet MAC Address
Motherboard Assembly Number
Motherboard Serial Number
Model Revision Number
Motherboard Revision Number
Model Number

System Serial Number

Last reload reason

Switch 03

Switch uptime

Base Ethernet MAC Address

Motherboard Assembly Number
—--More--

Model Revision Number

Motherboard Revision Number

Model Number

System Serial Number

Last reload reason

Switch 04

Switch uptime

Base Ethernet MAC Address
Motherboard Assembly Number
Motherboard Serial Number
Model Revision Number
Motherboard Revision Number
Model Number

System Serial Number

Last reload reason

Switch 05

Switch uptime
--More--
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Motherboard Serial

cc:46:d6:¢c5:2a:00
73-17734-02

FD0O200608QX

PP

05

WS-C3650-48FQM

FD0O200608QX

rsion SW Image Mode

1 CAT3K_CAA-UNIVERSALKY9 INSTALL
1 CAT3K_CAA-UNIVERSALKY9 INSTALL
.1 CAT3K_CAA-UNIVERSALKY9 INSTALL
1 CAT3K_CAA-UNIVERSALKY9 INSTALL
1 CAT3K_CAA-UNIVERSALKY9 INSTALL

14 hours, 26 minutes
58:97:0d:59:58:00
73-100820-03

FDO20080L3B

PP

03

WS-C3650-12X48UZ
FDO20080L3B

Power Failure or Unknown

14 hours, 26 minutes
00:£6:63:8a:45:00
73-100818-03
Number

A0

A0
WS-C3650-12X48UR
FD020261CMV

Power Failure or Unknown

FD020261CMV

13 hours, 42 minutes
70:db:98:01:42:00
73-15897-06

FD0210722MV

Q0

A0

WS-C3650-48PD
FD0210722MV

Power Failure or Unknown

14 hours, 26 minutes
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system env temperature threshold yellow .

Base Ethernet MAC Address : £8:72:ea:0d:cc:00
Motherboard Assembly Number : 73-15128-05

Motherboard Serial Number : FDO17331P6G

Model Revision Number : A0

Motherboard Revision Number : A0

Model Number : WS-C3650-24PS

System Serial Number : FDO17331P6G

Last reload reason : Power Failure or Unknown

Configuration register is 0x102

system env temperature threshold yellow

ATH—DLEWVEEZRET D, A or—L Ly FORELEVEDOELZRET HITE, 7
2—/Nb a7 X2 lb—3 3 2 RT system env temperature threshold yellow =~ >
FEMHLET, 7740 MECETICE, Z0oa~vr Fone EREMHH L ET,

system env temperature threshold yellow value
no system env temperature threshold yellow value

BX DA

AR R TFIHILE

AU R E—F

wlie f Ta—L Ly FOLEVWEDOEZIFELET (BK) . HHETE2&MIZ10~25T
j—()

T 74/ MERRD LD TT,

REBELEWMEOT 74 ME

FINAAR |[4TO—¢ELYED Ly
= Rl

Catalyst 14 °C 60 °C
3650

Ly FORELEWEZRET S Z LT TEEEA,

Ja—\)arZ 4 Fal—ay

av Y RERE

FEREDHA K4

1)1)—=x EERNE
Cisco I0S XE 3.3SECiscoIOSXE33SE = i~y RANEA SHE L7m,

JYV—=r by ROLEWEEARET 2 LIXTEEEAN, A= —DLEWEEZRET D
ZLETEET, AT —L Ly FOLIWEDOEZEEL T, A To—D LI VWEEZHRET
5IZ1X, system env temperature threshold yellow value 70—/ )L 27 4 X2 b—3 g v
av o REERLET, & 2E, by RLEWEDR 66°C DHFEIZ, = — L EWMEE 51
°CIZRRET DITIE. LEVMEDZEL 15 ITRET 72T, system env temperature threshold
yellow 15 2~ > REfALET, 72L& 21E, Ly RLEVWMED 60°C DHFEIZ, £ =r—L
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. test cable-diagnostics tdr

SRFLEEIATUFR |

TUMEZ S1°C IR ET DIZIE, LEVEDZES 9IZET 572D, system env temperature
threshold yellow 9 =~ > RZ{HH L 7,

G¥)

3l

device NERDIREZ o —TCTU AT LNDOIREEBITET D720, £5°COZENAE L D A[REMEN H
nE9,

WOFITIE, A= —¢ by ROLEVEDZEZ 1SICRET D HEEZRLET,

T /3A A (config) # system env temperature threshold yellow 15
T /NA A (config) #

test cable-diagnostics tdr

AG =T 2 A A ETHA LA AR (TDR) HREE FATT 21213, FFHEEXECE—
RC test cable-diagnostics tdr =~ > FZfH L £,

test cable-diagnostics tdr interface interface-id

BXDEREA

AU RTIHIE

AR E—F

interface-id TDR % FATT 54 VX —T =4 A,

T 7 4V N OBEMERMEIZH W FH AL

FkE EXEC

avy FER

FEREDHA K4V

)= EEAR
CiscoIOS XE3.3SECiscoIOSXE3.3SE - ppa~<wy R EAINE L,

TDR /X, $AFROA —H x> k 10/100/100 A — h 2 F THHR— b ENET, 10FH > b A —
# % v b AR— b FE721F Small Form-Factor Pluggable (SFP) €3 =—/L A"— F CiEHKR— h &
NEE A,

test cable-diagnostics tdr interface interface-id =~ > K% f# ] L C TDR % 31T L721%. show
cable-diagnostics tdr interface interface-id f## EXEC =~ RZEH L TRERZR R L E T,

WOFITIE, A FZ—T x4 A FTTDR 2 ETT 5 HEEZRLET,

7 /31 A4 test cable-diagnostics tdr interface gigabitethernetl/0/2
TDR test started on interface Gil/0/2

A TDR test can take a few seconds to run on an interface

Use 'show cable-diagnostics tdr' to read the TDR results
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traceroute mac .

AE =Tz A ADY I AT —FANT » FIREETHEEA 10 Mb/s 7213 100 Mb/s
ToHDYE . test cable-diagnostics tdr interface interface-id 2~ > R&E AT 5 &, K
DAy E—UNFRINET,

7 /5A A4 test cable-diagnostics tdr interface gigabitethernetl/0/3
TDR test on Gil/0/9 will affect link state and traffic

TDR test started on interface Gil/0/3

A TDR test can take a few seconds to run on an interface

Use 'show cable-diagnostics tdr' to read the TDR results.

traceroute mac

FBEDEEITLMAC T RLANLIREDS MAC 7 RLAE TE/ry R EIBT 5L A
2 A ZFKRT BHIZiE. $iME EXEC & — K T traceroute mac 2~ > R&fEH L £,

traceroute mac [interface interface-id| source-mac-address [interface interface-id)
destination-mac-address [vlan vian-id] [detail]

B DEREA

aAavv R TFI4IL b

AR E—F

interface interface-id  ({Li&) #EmE 21350 device LA v X —T7 = ZEFREL T,

source-mac-address A2 5% device O 16 #FF 0D MAC 7 KL A,

destination-mac-address 535 device @ 16 HEER.D MAC 7 KL A,

vlan vian-id (E£E) 1E{EJIT device 2> B SESE device £ T3 MR EIET AL A
Y202 % L —ATHVLANEZFEELET, FEETE 5 VLANID
DOEFIPHIZ 1 ~ 4094 T,

detail (EE) FFMifE Rz R T T oL 20mELET,

T 74N FOBERERD D EHA,

¥+ EXEC

avy FERE

EREDAARZA

1)) —= EERNR
CiscoIOS XE3.3SECiscoIOSXE3.3SE zpa~<wy R EASINE LT,

LAY20D kh b—A/)L— & EYNIHEEE ¥ 521X, CiscoDiscovery Protocol (CDP) 723 % v h
T — 27 OFXTD device TA FX—T /IR > TWHRENH Y £F, CDP 27 4 E—7/LZ
T5HZ LTS CL IR,

device NLAF2RANTLAFY2 hL—ZAL— hEH R — K LTWRWTF AR5 LT
WA, device lZL A Y2 FL—RI7 Y B X E LK, A LT U MILET,

INANTHABIFTRE R B KA » 77 8ki% 10 T,

va7igEavo R )



. traceroute mac

SRFLEEIATUFR |

LA ¥ 2traceroute [T 2 =F ¥ A N N T 7 4 v 7T EYR—FLET, vV TFFv A FDE
fEIFEFIIFMIAEMACT RUAZEE L TH, WEM R LGN ST, = F— A vkB—
NERINET,

HBESHEEEITBIO%ET RLUAMNE L VLAN IZH 5854 . traceroute mac =1~ > R/
XAV 22 2FfRLET,

BB VLANICH B EETB L O%EET RL A2 E LA, LA Y2 82T & n.
TT— Avb—UNKRINET,

BB T E IS5 MAC 7 R L AREE O VLAN [ZBT 54813, HETE L U%i%E MAC 7
RLZOMAGNELTWD VLAN ZFEET HALENRH D 97,

VLAN ZF5E L2 &, NRTFEBI ST, =T — A v —URERINET,

BEDIEE DR ANT N LT 1 DOR— MR INTWDa %A (7& 21X, #ko CDP x4
N—NR—=PFTHHEIND%E) . LAV 2traceroute HERRIZ VAR — F I vEH A,

D CDP ZAN—=N 1 ODOFR— F THREHENTZHE, LAY 2 3B Esnd, =5—
Ayb—UNRFREINET,

ZOMEEIX., F—2 U VLAN TidH R — S EH A,

il

WOFTIE, FETBIUIEEMACT RLAZEETAZ LT, LAY 2D/ 2%
FRT D HEERLET,

/3 A# traceroute mac 0000.0201.0601 0000.0201.0201
Source 0000.0201.0601 found on con6[WS-C3750E-24PD] (2.2.6.6)
con6 (2.2.6.6) :Gi0/0/1 => Gi0/0/3

conb (2.2.5.5 ) Gi0/0/3 => Gi0/0/1
conl (2.2.1.1 ) Gi0/0/1 => Gi0/0/2
con?2 (2.2.2.2 ) : Gi0/0/2 => Gi0/0/1

Destination 0000.0201.0201 found on con2[WS-C3550-24] (2.2.2.2)
Layer 2 trace completed

WOFEITIE, detail ¥— 7V — REFHTHZ LT, LA V2ORAEZRRT D HEEZR
LE9,

T /3A A# traceroute mac 0000.0201.0601 0000.0201.0201 detail
Source 0000.0201.0601 found on con6[WS-C3750E-24PD] (2.2.6.6)
con6 / WS-C3750E-24PD / 2.2.6.6 :

Gi0/0/2 [auto, auto] => Gi0/0/3 [auto, auto]
con5 / WS-C2950G-24-EI / 2.2.5.5 :
Fa0/3 [auto, auto] => Gi0/1 [auto, auto]
conl / WS-C3550-12G / 2.2.1.1 :
Gi0/1 [auto, auto] => Gi0/2 [auto, auto]
con2 / WS-C3550-24 / 2.2.2.2 :
Gi0/2 [auto, auto] => Fa0/1 [auto, auto]
Destination 0000.0201.0201 found on con2[WS-C3550-24] (2.2.2.2)
Layer 2 trace completed.
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traceroute mac .

WOFITIL, HEETLE LUBE5 device DA LV X —T = A AZBETH LT, LAY
2 DN AEFRT D ke R LET,

5 /XA A# traceroute mac interface fastethernet0/1 0000.0201.0601 interface fastethernet0/3
0000.0201.0201
Source 0000.0201.0601 found on con6[WS-C3750E-24PD] (2.2.6.6)
con6 (2.2.6.6) :Gi0/0/1 => Gi0/0/3

conb (2.2.5.5 ) : Gi0/0/3 => Gi0/0/1
conl (2.2.1.1 ) : Gi0/0/1 => Gi0/0/2
con?2 (2.2.2.2 ) : Gi0/0/2 => Gi0/0/1

Destination 0000.0201.0201 found on con2[WS-C3550-24] (2.2.2.2)
Layer 2 trace completed

WROFITIL, device 2325 T device ICHHFE SN TWRWEAD LA ¥ 2 D/NA%ERL
S

T /3 A# traceroute mac 0000.0201.0501 0000.0201.0201 detail
Source not directly connected, tracing source .....
Source 0000.0201.0501 found on con5[WS-C3750E-24TD] (2.2.5.5)
con5 / WS-C3750E-24TD / 2.2.5.5
Gi0/0/1 [auto, auto] => Gi0/0/3 [auto, auto]
conl / WS-C3550-12G / 2.2.1.1
Gi0/1 [auto, auto] => Gi0/2 [auto, auto]
con2 / WS-C3550-24 / 2.2.2.2 :
Gi0/2 [auto, auto] => Fa0/l1 [auto, auto]
Destination 0000.0201.0201 found on con2[WS-C3550-24] (2.2.2.2)
Layer 2 trace completed.

WOE T, device NIEETTMACT RLADSESER— FE R TE WA D LAY
2 DN AERLET,

T /3A A4 traceroute mac 0000.0011.1111 0000.0201.0201
Error:Source Mac address not found.
Layer2 trace aborted.

WOFITIL, HETLBLOBEIHET A ANRERRL VLANIZHDLEAD LA ¥ 2 DI/RA
%i—\‘ [_/gzj‘o

7 /3A A4 traceroute mac 0000.0201.0601 0000.0301.0201
Error:Source and destination macs are on different vlans.
Layer2 trace aborted.

WOFITIE, BHEMACT FLARYLFFXY AT RULADFEED LAY 2 DI/RA
ZnLET,

/3 A# traceroute mac 0000.0201.0601 0100.0201.0201
Invalid destination mac address
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. traceroute mac ip

SRFLEEIATUFR |

WOHITIE, HE7TE L% device WEED VLANIZH D HED LA V2 DR 2%
74?\‘ Li—g—o

5 /3A A# traceroute mac 0000.0201.0601 0000.0201.0201

Error:Mac found on multiple vlans.
Layer2 trace aborted.

traceroute mac ip

FBEDEEILIP T RUREIIRA MNP L, FEEDSEEIP 7 RURAETZITAR A MMzl
THNRT Y DU A Y 2NAERRT HIZIX, FiHE EXEC & — R T traceroute macip =~ >

2L £,

traceroute mac ip {source-ip-address source-hostname} {destination-ip-address destination-hostname}
[detail]

BX DA

source-ip-address 32 £ FOfE (K MbE 10 #RFL) THIE S NIZR(E T device D IP
7 RV A,

source-hostname  3X{Z5€ device D IP R A M,

destination-ip-address 32 v~ FOfE (K MTx 10 #EFKZE) THE SN 72585 device D IP 7
]\\‘ VXO

destination-hostname %54 device @ IP 8 A N4,

detail () FEMfMAZRTRT 5 L9 RELET,

AR TFI4IE

T 7 4V N OEWERMEIZSH W FH AL

AR E—F

i EXEC

avy FERE

)1)—2 EEAE
CiscoIOS XE3.3SECiscoIOSXE3.3SE —ppa~<wy R EAINE LT,

FEREDAA RZM4 Y

LAY20D b b —A)L— N AR EYNIHEEE S 5 121E, CiscoDiscovery Protocol (CDP) 723% v k
T — 7 D% device TA F—T Wl > TWDHMERHV £, CDP &7 4 &—7NMICT5HZ
BT T ZE N,

device N A ¥ 2 /RANTLA ¥ 2 b L—RZb— hZVR—F LTWRNT A ZZ KLz
Yidr, device (T A Y2 FL—R 272U ZiRE LT, #A4 L7 7 MILET,

XA TR ATRE 72 e RAR » 7803 10 T,
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| v27L88a<UF

traceroute mac ip .

BESINZEETBLOEDIP T RUARFE—DH 7 Xy NNIZH DA, traceroute mac
ip a2~y FHAOILA Y2 A EZRRLET,

IP7 RURZHE LA, device IE Address Resolution Protocol (ARP) #fEH L., IP7 KL
2 L FNCHIST A MAC 7 RL 2B LN VLANID x5 S F 1,

cFEEDIPT KL ADARP DL b U BNIFEL TWA A, device IXBFHEATIT 472 MAC
T RUVAZEHL, W SZ2EFN LUES,

«ARP O kU FEE L72WGEA . device (XARP 7 = U Z4(E L, IP 7 R RA&fiFR L
EHLRAET, IPT FLREFFE—OH TRy MIHHIRLERHY £3, IPT FLAR
IR NIRRT, NSRRI ST, =T — A v bE—URERINET,

BEOBEENNT 2N LTI DOR— MIERINTWDHEHE (7oL 21X, E5 0 CDP * A
N—=NIR— M THEEIND72E) . LA ¥ 2 traceroute BEREIZ AR — F S EH A,

D CDP XA R—N 1 ODFR— FTHREENEHE, LAY 2 23 EEshd, =5—
Aob—UNEKRENET,

ZOFEEIX., b—27 U7 VLAN Tl R—hEnE A,

1

WOHITIL, detail ¥—U— REEHA LT, BELEEEDIPT RLAEZIEETHZ
LT, LAY 2DRRERRTDLHEERLET,

7 /5A A4 traceroute mac ip 2.2.66.66 2.2.22.22 detail
Translating IP to mac .....
2.2.66.66 => 0000.0201.0601
2.2.22.22 => 0000.0201.0201

Source 0000.0201.0601 found on con6[WS-C2950G-24-EI] (2.2.6.6)
con6 / WS-C3750E-24TD / 2.2.6.6 :
Gi0/0/1 [auto, auto] => Gi0/0/3 [auto, auto]
con5 / WS-C2950G-24-EI / 2.2.5.5 :
Fa0/3 [auto, auto] => Gi0/1 [auto, auto]
conl / WS-C3550-12G / 2.2.1.1 :
Gi0/1 [auto, auto] => Gi0/2 [auto, auto]
con2 / WS-C3550-24 / 2.2.2.2 :
Gi0/2 [auto, auto] => Fa0/l1 [auto, auto]
Destination 0000.0201.0201 found on con2[WS-C3550-24] (2.2.2.2)
Layer 2 trace completed.

ROFITIE, EBEILBEIOGIEAA MZIRET LI LT, VA Y 2D RZFRTRT
LIEE R LUET,

7 /3A A4 traceroute mac ip con6 con2
Translating IP to mac .....
2.2.66.66 => 0000.0201.0601
2.2.22.22 => 0000.0201.0201

Source 0000.0201.0601 found on con6
con6 (2.2.6.6) :6i0/0/1 => Gi0/0/3
conb (2.2.5.5 ) Gi0/0/3 => Gi0/1
conl (2.2.1.1 ) : Gi0/0/1 => Gi0/2
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. type

type

con?2 (2.2.2.2 ) : Gi0/0/2 => Fa0/1
Destination 0000.0201.0201 found on con?2
Layer 2 trace completed

SRFLEEIATUFR |

WOHFITIE, ARPDBEEITLIP T RL A LXRT 25 MAC 7 R L A% BEAIT Hiv7awn

BAD, LAY 2D 2%RLET,

7 /3A A4 traceroute mac ip 2.2.66.66 2.2.77.77
Arp failed for destination 2.2.77.77.
Layer2 trace aborted.

1 OULEDT7 7 A NVOWNKEZFTRTHITIE, 7—hr—FF— FTtype 2~ Fafifl L%

T

type filesystem:/file-url...

BX DA

aAavU R TFI4ILk

AU kRE—F

Silesystem: 7 7 A VAT ADZA VT A, VAT LAR—K 7T v a

F A 221 flash:

ZEREALET, USB AEY A7 1 v 7 IZiX usbflash0: ZfFH L £9,

ffile-url... FRTHT7ANDNRA (F4 L7 FY) BEXOLRTTT, 7
TRYIY £9,

7 A WL ITAR— A

77 4V h OEBHEREIZH Y TR AL

T—hu—=4&

avwy FERE

FEREDHA FS1 Y

3l

=2 LERE

CiscoIOS XE 3.3SECiscoIOSXE3.3SE —pa~w FRNEAINE LT~

Tr7ANLBRIOT 4 L7 FUAIE, RLFENLFEXBILET,
TrANDY A NEIRETDE, 57 7 A VONENERERSNET,

RIS, 77 ANVONEZRRT OB EZRLET,

T /NA A: type flash:image file name
version suffix: universal-122-xx.SEx
version directory: image file name
image system type id: 0x00000002
image name: image file name.bin
ios_image file size: 8919552

total image file size: 11592192
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unset .

image_feature: IP|LAYER 3|PLUS|MIN_DRAM MEG=128

image family: family

stacking number: 1.34

board_ids: 0x00000068 0x00000069 0x0000006a 0x0000006b
info_end:

unset
12U EOBREEREZ )2y T 2512F, 7—hr—%F— RKCTunset 2~ REHFHLET,
unset variable...

X DEREA variable variable (1%, IR THF—TU— RFOWT e EHLET,

MANUAL_BOOT : device DfeEh A BB TIT 9 NFETIT I N E I DEREL
£,

BOOT : H#ESEEFIc, ETARE7 7 A LDV A &2y FLT, B—FKE
FOFEATLET, BOOTREAMMDHESIN TV WG SE, VAT AL, 77>
Vo Ty AN VAT ARRICHIRRI R R 21T o T, RIS S 73
ITHREA A —V % — R L TETEZRAE T, BOOT AN RESINLTNTH,
BEINTA A=V — RTERDoGE, VAT AIT7TFvva 774
VAT NTCRINCERI Lo # R RER 7 A VAR EE) L L) & LET,

ENABLE BREAK : 75 v =27 7 A LI AT AOHHULKIC, =20V —1 b
D Break ¥—ZfFH L TCHE 7 — N ot A2 HTXANEINERELE
‘?‘o

HELPER : 7 — ks v —Z O LFIc#HMIce — RS b e — RA[gE7 7 A /L
DEIaa RV U RARE#HNLEST, ~NRX—=T 7 A%, T—be—%
DOHEREZPLIE LT, Ry TE2H T LET,

PSl: 7— b0 —F T — ROEAIZ, a~r R4y Fur 7 e LCEAT
HXFHNERELET,

CONFIG_FILE : Cisco [0S 733 A7 AR E DR 2 & — D Fi A E X 1T H
TL77AN% )y FLET,

BAUD : 2> Y — L CEH SN ZHEE (Y M (bs) HfZ) VY FLE
T, AT 4 X2l — gy T ANVCRHIOBRENEESNTORWVRDY |
CiscolOS Y 7 h 7 =TI 7 — bua—4nbR— L— FREEMA L, ZDE%E
FlEfeEfEHLET,

AU R TIHIE

ATV R E—FR

T 7 4V N OBEMERMEIZH W FH AL

T—hu—%
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. version

SRFLEEIATUFR |

avy FNERE

EREDAARZA4

version

BX DA

AR FIHILbE

=2 EERR

CiscoIOS XE 3.3SECiscoIOSXE3.3SE ~ oo~y RAEAINE LT,

W OREE TlE, REARORTEZLETLLETH ) XA,

MANUAL BOOT #5iZ54%1Z. no boot manual 70— 3L 27 4 X alb— g a<w 2 R
ZEHL Ty o2 b TEET,

BOOT B&5iZA %%, nobootsystem 7/ 21— )L 27 (X al—v gy a<vy ReALTY
oy bTBHZEHLTEET,

ENABLE BREAK B85 %%(X. no boot enable-break 7' 2 —/ V)L 2> 7 4 X2l — g a~
YREMFHLTYI Yy FF5 280 TEET,

HELPER B2E525%013. noboothelper 71—/ )L 17 4 ¥ al— gy a<wy REERLT
Vey h95Z2 5 TEET,

CONFIG_FILE B5:25%01%. noboot config-file 7' 12—/ N)L 2> 7 4 Fa L —r g avw R
EHLTY Yy FF252 &b TEET,

i
RIZ, SWITCH_PRIORITY BREEZAEMA Uty N o612~ LET,

7 /3A A: unset SWITCH_PRIORITY

T—hra—=ZONR—=T g U ERRTHIZE, 7T—ba—FF— FTversion 2~ REfEH L
e

version
Zoa<wy RIZIBIEELITF—U— NIb A,

77 4N FOBERLEIZH Y EE A,

ARV R E—F T—hr—4
av Y FEE yy—2 LTERE

CiscoIOS XE 3.3SECiscoIOSXE3.3SE o~ RN EAINE LT,
5l

KIZ., deviceD 7 — ha—X DN —2 5 52 ERRTHHEZRLET,
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version .

T /3A A: version
CAT3K_CAA Boot Loader (CAT3K_CAA—HBOOT—M) Version 1.2, RELEASE SOFTWARE (P)
Compiled Sun Jul 14 20:22:00 PDT 2013 by rel
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. version
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