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match datalink {dotlq | ethertype |mac|vlan} |5 —% J 7 F/- |31 A F¥2 74—V F&D
—HBEHRELET, kOoavr N AT var
DMEH FTRE T,

sdotlq : dotlq 7 4 —/V K& —K L E7,

« ethertype : /X% > k@ ethertype & —E L
£,

e mac : EFIILETZITFEIEDOMAC T 1 —/b
FEe—FLET,

svlan : /N7y FAEE S D VLAN & —
BLET (ABFEITHEN) .

match flow direction Tua—ZiRT 57 4 — L R DO—HKEEE
l/\i j"o
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Flexible NetFlow 0 match /<5 x —% [

avy kR

S

match interface {input | output}

AR =T A AT =)L RED—BEIRE
LET, kOa~y FA7 v a UMERTHE
-/C‘\‘g—o
sinput : ANA ¥ —T A4 AL—FLE
ﬁ_o

soutput : H/j A X —T =4 AL —FL
£75

match ipv4 {destination | protocol | source | tos |
ttl | version}

IPvd 7 4 — )V FEDO—HERELET, KD
awr R ATV a VBMERFRETT,

o destination : IPv4 56427 R L A X— 2D
T4—IV RE—EHLET,

s protocol : IPv4 7’11 b =)L —FH LEd,

e source : [IPv4 IEETLT RL A _X—2D
T4—NRE—HLET,

stos : IPVA XA T 47 r—E R 7 4 —)L
FE—ELET,

o ttl : IPv4 IEReF] 7 4 — L R E—F L £
ﬁ‘o

e version : [IPv4 ~v X —D P X—T g &

—HLET,
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avy kR

S

match ipv6 {destination | hop-limit | protocol |
source | traffic-class | version }

IPv6 74—V RED—HEHRELET, KD
avy R A7y a UaMERARETT,

o destination : IPv6 46557 KL A X— 2D
T4 = RE—ELET,

e hop-limit : IPv6 x>y 7 U I v b 7 1 —)b
FE—HLET,

« protocol : IPv6 <A m— K 7'z k=)L
T4 RE—HLET,

s source : IPv6 55707 KL A _—2ZD
T 4= RE—ELET,

« traffic-class : IPv6 N7 7 4 v 7 7T R L

e version : IPv6 ~v X —D P X—T g L &

—HELET,

match transport {destination-port | igmp | icmp
| source-port}

NV AR—RNET7 4 —NV RED—HKERETE
LET, RKOa~r K A7 v a BMEHARE
<9,

« destination-port : FRESEAR— M & — L
i‘a‘o

«icmp : ICMP IPv4 B L OVNIPV6 7 4 —/L R
HEDICMP 7 4 — /L RE—FLET,

sigmp : IGMP 7 4 —/L K & —E L 7,
* source-port : ik LAR— & —H L £ T,

match flow cts {source | destination} group-tag

FNFL 22— RKDCTS 7 4 — /L KOV HR— K &
D—HEEELET, ROa~xr A7
VINMEATRE T,
ssource : NAA & ANJJT 5 CTS DiEE
gLE—HLET,

« destination : N A1 > ZMiRd 5 CTS @
oL —EH L ET,

Flexible NetFlow O collect /X5 A —#4

WK DF T, Flexible NetFlow ® collect /X7 A —Z |[ZHOW TR L E 7,
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avo kR S0

collect counter { bytes { layer2 {long } |long } || H v % 7 4 — /)L ROEE A ML 558

packets { long } } by NERIUE L £,

collect interface {input | output} ANEFIZHIA B —T oA AN T 4 —
VREIELET,

collect timestamp absolute {first | last} BRI DO N ISHER ST Mkt iR . E 7

853 OV /AN T I TRV AWk EhIRiSs
o7 4 — NV RFEINELET (TUR) |

collect transport tcp flags WDURE TCP 77 7 & INE L £,
«ack : TCP fEs8INE 7 7 7
ccewr : TCPHGEE Y « » NUM/NT 7 7
sece : TCPECN =2— 75/
«fin: TCP&T7 72
epsh: TCP vz 757
erst: TCP Uty N 757
esyn: TCP [F}i7 7 7
curg : TCP B2 75/
GE)  TAAATIE, METDHTCP 7 77
EHRETE EFE A, BETCP 7 77
DIEDOHIRETE £T, TXTO

TCP 7 5 /I ma~<y RTIUE S
NET,

JO0— I RAKR—42

Ta— T AR—ZTIE, 7a—F=F Xrx v aNOT—FEVE—F VAT A (2%
X, OB L OMRE DT DIZNetFlow 2 L 7 ¥ 2 F(T3 5% —N) I/ AKR—FLET, 7
H— T AR—FZ, ar7 4 Xalb—a T T 457 0L LTERENES, 7
0—TJ AR—=H|L, 70— F=H|IT—H% =7 AR— MERRARET 7D 7 —F=
ZIZED L THNET, HEO 7 —x2 7 AR—FE2EHR LT, 10FRI3EED 7 n—F=
ZICEHATHE, WS OPDOZI AR— NeEEETHZENTEET, 1DO7r—T 7 X
R—ZEER L, W OO 70— F=F|IZEATAI ENTEXET,
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NetFlow T—4% T RXAAKR— bk T+—< v b /83— 3210 (IPFIX)

Internet Protocol Flow Information Export (IPFIX) . 2FE D \—T = 101, FRIIZERI N
D, Fllda—VERO7r— La—REIEL, =/ AKR—+T5H=7AK—hK 7 k=
V" Cd, IPFIX IX NetFlow /X—30 3 o 9|2 HE-2S 7= IETF BEHE T4, IPFIX #3I3 NetFlow /3—
TarolLT, HHOT L=l a—RIZoWTCHEUFRAZERELES, Zhicko,
TAXYVLVATTAT 2 MDSSID DA[ERET 4 —/V REHR— K LET, IPFIX =27 AHKR—h
7r b AT, T 7 40 hOsiseAR— M X 4739, DSCP EIL 0, TTL 1% 255 T,

NetFlow T—% T XR—F T4+—< v FD/NA—2 329

NetFlow DFEAH IIE 72— L 2— R TY, NetFlow PR I, 72— L a— DN DOhn
D7 F—<v bR\ ELE L7, NetFlow =7 ZR—k 74—~ v FOHOMEIL, S—
Var9 LI ET, NetFlow Version9 =7 AR — bk 74—~ v ~OikBIHEEEIX. 7‘/7
L= FPR—=R LR FET, 77— NI, Va—F7x—~<v FORGHEYLRATRER b D
IZLFET, NetFlow br—EAPERILEENTH, AV —La—F74+—~<y NEEHEL
T OERNH Y EXA, T T L— 2T 5L, MONWODORERH D £77,

-Nm%w@:va&%%@bk@\%~Hz%%ﬁbkbfé77)&~yay%¢ﬁ?
DY — RKX—=F ¢ BVR A = M F—iL, FHHLD NetFlow fERENBIMEND =N T 7
U#~Vay%ﬁnyﬂ4w¢6%%m%@iﬁhoﬁbbm\%ﬁ@7/7v~h7j—
~ v MR THHMEOT —% Ty ANVEFEHTLZENRTEET,

o HTHUEREIT. BIEOE ABREE A5 Z & 72 < . NetFlow [ZHUHIZIBINTX 9,

e NR—=TU g 97—~y MIFFLWTa bR FOT e b a)VZH#e TE DD
NetFlow (b7 ks LT NERcxs] LET,

NetFlow N— 5 2 9 =7 AR — bk 74—~ v ML, IROFHREBEREZ 724 L £,
cHET 4=V FERRT A+ —~ > b
« IPv4 F 721X IPv6 DT RLADT Y AR — FOHR—
« X FU— 2 & Z 0 REREYITHIT AT HE

N=Ta 9D AR—hk Txr—~vvy MI, "y b~y =Lz 1 DL EoT
YT—hT7u— %y hEREFT—F¥ Je—ty bTHERINTHET, T L— 1 7
n—%y NCliE, fBROT—% 7u—ty MIEREND 7 4 —/L ROFHANERREINE T,
ZokoT—4% 7u— %y bMI, B TRILZZ AKR—F Xy hEREI®REOT 7 AR —
b Xy NCRATDHAEERHV ET, 77 b—F 7a—ky hBIXOT—% 77—
Ty ME, RORIRT IS, =D AR— "7y MURESEL Z ENTEET,
®2:18—232 99 RHK— k187 +

Packet Template Data Data Template Data
Header FlowSet FlowSet | FlowSet FlowSet FlowSet

7757

NetFlow Version 9 Tl, BEEN AT —H % NetFlow = L 7 2R cx sk olc, 507
L= b F=FEEPNICT s AR —FLET, e, 7T L—bOT—F Tr—tv bb
T 7 AR—F LET, FlexibleNetFlow D E22Fslld, =2—HF R 78— L a—RKE&ETDH L.
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JO—E=-4X

JOo—E=4 .

N g 97 T b— MIBWRMICERI N, a7 X TiEksnsdZ & T, FToRIZ,
Ny B — T L—hT7ao—%y bBILOYT—% 7u— -ty hEE 8 T, NetFlow Version
9Ly AR— K THr—~v FOFEMRH R LET,

X 3:NetFlow /A—2 32 9T 9 RR— b T +—< v b DEEHH

Header “— NatFlow Version 9 Haader: 32 bits —»
First Tamplate FlowSat Warsion 9 l Count = 4 (FlowSets)
Tamplate Racord Systam Uptimea
First Racord FlowSat UNIX Seconds
(Template 1D 258)
Packaga Sequenca
First Data Record
Source ID
Sacond Data Racord
Third Data Recard «— Tamplate FlowSat: 16 bits—» «— Data FlowSat: 32 bits —»
Sacand Template FlowSet FlowSat ID -0 FlowSet Langth =
ID =256 64 bytes
Tamplata Racord Langth = 28 bytes
192.188.1.12
Tamplate Racord Templaw D = 256
Second Record FlowSet Fieid Court = 5 el
{Tempate | 257) IPvé_SRCADDR (00008} 192.168.1.1
Caita Hacord Langth = 4 5009
Liote fcoid IPv4_DSTADDR (0x000C) e
Data Record
e Langth = 4 192.168.1.27
ta Reco IPva_NEXT_HDP [0x000E) e
Langth =4 192.168.1.1
PKTS: 32(0x0002) 748
Langth = 4 398964
BYTES: 30(0x0001) 1921681 56
Langth =4 10.5.12.65
192.168.1.1
: 2
6534 &

N—=Ta 97 AR— K ZH—~v FOFEMIZONTIEL, AV A kb ~—,3— [Cisco I0S
NetFlow Version 9 Flow-Record Format] Z#ZM L T 72&Wy, RO URL B AFTEET,
http://www.cisco.com/en/US/tech/tk648/tk362/technologies white paper09186a00800a3db9.shtml

71— =X |LFlexible NetFlow D%~ NI —2 "TF 7 ¢ v 7 ODEREEITTHa L R—FR
KC,. A X —T A AZHAINET,

TJo— = F 3, a—VPEFEOLa—K, A varorv7a— o) AR—4, BIlOT7a—
FmABBRYIDOA X —T oA AZHEHISND &S ICHBWICER S ND X v v o= THERS
nET,

Ta— T =23 Fy hI—2 T T4 v pbESH, 7a— La—Rdkey 74—V R
BELWnonkey 7 4 —/L RICESWTER T nEAFilc7n— =4 v v alTBMahE
7,

Flexible NetFlow (%, FAIC b T 7 4 v 7 DS EZER I A T O EFITTHOIERATE
T4, FORTIE, ANIAM L H—T2A A LDEBERERNT 7 4 v 7D Sz L
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Source P 10,333 Packets E Sounce P 10.33.3 Packets

Destination IP o222 Bytes E Destination IP 222 Time Stamps

Source port e Tima Stamps E Input Intefacs Ethamst O

Destination port 22078 Mext-Hop Addrees E S¥M Flag [v]

Layer3 Potocol TCP-6 |

TOS Byte o] :

Input Inte riace Et!'lernstl:l \

Traffic Analysis Cache Security Analysis Cache
Soume [P | Dest. IP | Dest. I'F |Protocal | TOS | L |PkE ] Sourca |P |Dest. IP |Dest 'F |Probcol | TOS | . | Phis
10333 0222 |El (i} 4] 11030| 10.33.3 io0zzz2 | E1 E1 o 11000

a1

ToRIZ, hAZL La— REEHLTEKOX A FTO 70— =X 2 WMHAT 5 X0 M
FFEOH &R L ET,

K5:HRAL LI—FTOERDEA TOT70— EZ 2 OEMEERB
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Application Flows

Teleworker

—

ITITEE

3ODEATDOTO—F=H T v anNbVET, To— =X OERKZIC, FOTa—
F= X THEATOI Yy v a2 XA TEERELET, 3447070 —F=H v v allo
WTIE, IROBEIZHBARH Y 7,
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JA— E=4 .

R
TN DX vy a2 XA TE Inormal] TT, ZOEF—RFTHEE, FrvaNOxzr MY

73 timeout active 5% 7€ & timeout inactive iX EICE > THIRUINICZA2 D £4, v vz =k
Uik, HIBROINIZARD EX vy v v aDBHIBREN, RESNTWAMILENOT I AR—HZIZ

KoT=/ AR—bENET,

LSS

lmmediate] # A 7DF ¥ v =id, fEkEns 3 <iIcva— RE#HBROINncLEST, 0
MR, Fovo—lb 1 X7y FLMEERETAL, FY vV aNEERRT LI RT
X, Ny FOERERFRENET,

TRENLD 7 o= ATy PR SATHL LR = MR ZAR—FEhb
FCOBIEZ FR/NRIZT D2581E, ZOFE—RBRELTHET,

ZOF—KRTIIREOT 7 AR— M F—E 034 LT, KEDO Y 7 NBEFRRREICRY, =7
AR— MDYV AT MIFE UL BT HAREMENH Y £, LT3 v MEAEIET 5 X
N TV TEBRETDHIEERBEID LET,

GE)

Frvia AALT U MNREX, ZOF—RFTIHOHELH D A,

Permanent

Z A7) [permanent] DOF ¥ > = Tk, 7r—2HREINICZR D Z LiddH Y £ A, permanent
Frvrald, RERTRIND 7 e —0Hn bl V=X ICRHIMOMEHEREZRFT D
VBN DG EIERN T, 72 xiE, 7r—La—RHNDkey 7 4 —/L R 8 B | IPToS
T A=V RIETT, 256 7 u =2 2BRHT 58 HVET, Ay MUY= F T T 4T D
IP ToS 7 « —/V N Offi R A2 BRI IE - T T 5 121E, permanent ¥ ¥ » > = A fEH L
F7, permanent¥ ¥ v =2iX, ET TV r—a . BLXOEMRRNEEEZY o7 —
T o, BICBES NI 74y 7 < P 7 RTRSLLET, Ty T T — b Ay E—UE

[timeoutupdate] FREIZHES CTRESNIZTRTOT7r— =7 AKR—2 |2, EHPIZEE SN
£7

GE)
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SINET,
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GE)  permanent ¥ ¥ > 2Tk, TNAZ AU EZTIERL T v 7T — NIy 2R EHINET,
ZDID, Ta—RBE I AR—FSNDE, BT ZIIT0—DT A 7 7 A LEEDIRRI
BHPREN, EOT 7 AR — FFERICHRIE SNZBINAT Yy MRS EE A,

JO0—HoJ5—

Ja—HrFS5—F —FDaALr T 4 X2l — g THOa L R—32 M UTERS L
FT, 7a— V7T, ONAIGRIREIND Xy O ETIRT S Z & T, Flexible
NetFlow /T L TWAHTF A 2 FOAMEROTT-OIER SN ET,

YT T=I T LT T (= R) ZEHLET, 2F0., YUV ERGT
HEXIZ, TUALITER LY TV o ENMERSE S ET,

Ta—Hr TV T TE, V= EDONRT = U ACKT DR Y I REERR RSN E

. VT I—kTu— B HCEAT DL, 70— BE SR BLEOHD S b
BN D7D, V—FTT7u— =2 2FTT 570D ——~y FAMMET LFE

T TR —F=F TR ESNLGTy MEBNBADTLHE, 7r— FE=FDF v v 2 THKM
SNDFEROBED, TS CTERTLET,

ip flow monitor 2~ > REZHH L CA v ¥ —7 =4 ZAZHHT 256, V77—t 7n—=%
=X A abEET,

HHR— k& TLVS Flexible NetFlow 7 + —JL K

WORTIE, SFSER N T T4 v I XATBIWNNT 7 4 w7 HENZDOWT, Flexible NetFlow
(FNF) TYHR—FENDT7 4 — L FOFHKEY A FEEMHEL TWET,

Y

GE) 7y MTVLAN 7 4 — /L KRB EEE. TOESIIBEINET A,
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J4—JL |[L14¥2In|LA+2 |IPvdIn IPV40ut |IPv6In IPv6 Out [I=

N Out

“7rm—J |Yes Yes Yes Yes Yes Yes

[f1]

Ethertype | Yes Yes — — — _

VLAN A | Yes — Yes — Yes — ZA T

7 R—bT
DI
R—h&
AUTUWVE
¥

VLAN H |— Yes — Yes — Yes AA v F

7 R—bT
DI
A—h&
NTWE
T
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VLAN A K— T

7 DI
R—h &
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R
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VLAN F— T

/) DY
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NTWE
R
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DI
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R
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Ja4—)L |LA4¥2In| L4142 |[IPviIn IPV4Qut |IPv6In IPv6 Qut FE

N Out

MAC %15 | — - - - - -

g7 NV

A

MAC %55t | Yes — Yes — Yes —

7 RLA

]
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BT KL
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IPv4 /N— |— — Yes Yes Yes Yes

vayv
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M3 20
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-
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N Out
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R
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k R
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FIEAZEHE L, BRCEDE T A~ A A L7 n— La— FafElLE7,

FIE

ARV FFEREETIVa Yy

El:)

&M

enable

1 -

Device> enable

¥i#E EXEC £— K& A x—7 /T LE
KR

e NAT—REANLET (R
nNE%a) .

ATvT2

configure terminal

1 -

Device# configure terminal

Ja—nR_) a7 4 F¥al— g
E— FERBLET,

ATvT3

flowrecord record-name

51

Device (config)# flow record
FLOW-RECORD-1

7u— L a— R&/ERL L., Flexible
NetFlow 7u— L a— RN a7 X2
L—y gy T— REBBLET,
« ZDawy RTIE, FFEO 7o —
La— REERETHILLTEE
7,

ATv74

description 7]
i

Device (config-flow-record) #
description Used for basic traffic
analysis

ipvd (L&) 7u— L a— RO#HA%
ERR L £ 9,

ATy TH

match { | ipv6} {destination | source}
address

1 :

7u— L a—KDkey 7 4 —/L R&i&
ELET,

Flexible NetFlow D& [}
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ARV RERETI3 Y EL:Y
. , , GE)  ZoflTIE, IPvasEET L
Device (config-flow-record) # match ipv4 .
destination address Azl a— FO)key e
FELTHRELET,
matchipvd4 =1~ > K Cffi [ a]
RERfldkey 7 4 —/L N, B
FVkey 7 4 —/L FOBRIEIZ
fii F AT RE 72t 0O mateh = >
RiZ>WTiL, [Cisco I0S
Flexible NetFlow Command
Reference] %ML T2
AN
ATvT6 | MBEUSUTAT Y7 5EEVIERL, |—
L a— KBl key 7 4 —/v K& TE
LET,
X w77 |match flow cts {source | destination} GE) ZOBITIEL. CTS DEEITLY

. Flexible NetFlow 0D

RAE

group-tag
£l -

Device (config-flow-record) # match flow
cts source group-tag

Device (config-flow-record) # match flow
cts destination group-tag

N—T BT LT N—T
2Tl aA—ROF—T 4 —
RELTHRELET,
matchipv4 =~ > R Cfli ]
BERfthdDkey 7 4 —/L K, B
L Okey 7 4 —/V ROEGEIZ
i I FTHE 72t match = < >
KiZ2>W &, [Cisco IOS
Flexible NetFlow Command
Reference] %ML TL 2
VY,
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B

axX ;&

nzxae4ZLt=7a—La—rozE ||

ARV FFEREETIVa Yy

E:)

GE) * Ingress:

« H5/Vr > N T
Ny B =R DY
A, SGT 12T~y
K L[] A AN bk
SIET, AR
BAE. 029REh
7,

* DGT fEIZ A SR —
k@ SGACL & Tl
EFELEE A,

* Egress:

* SGT £721X CTS @
W DIEFEI
NAVEZ—T AR
ETESMEE T
5 &, SGTIX0IZ72
D ET,

B ERA/ A N GR
(SGT. DGT) (Zx%f
Jii 45 SGACL 7% &
DIFET UL, DGT
[Ecd =YY b =
7T

* SGACL B 1R —
N /VLAN Gl &
NTWDH0, F2iZ
7' —/3L SGACL
DI & ERME S
TW5 %4, DGT
L0270 E9,

ATvT8

1 -

ANAE—=T 2 AL a—R D
nonkey 7 4 —/L K& LTHELET,

Flexible NetFlow D& [}



B oo zoxk—sonm

Flexible NetFlow O3 |

ARV FFEREETIVa Yy

S

()  ZofIciEd, AhA 22—
7 = A A% L 2— RO nonkey
74—V RELTHELE
¥, nonkey 7 4 —/L ROFRE
(ZAEH FTRE 72t collect = <
¥ RIZ2WTik, [CiscolOS
Flexible NetFlow Command
Referencel] #ZML T Z&

Wy,

ATvT9

VEE U T EROAT v 7 &40 K
L. La— RDiBllnonkey 7 4 —/L K
ZaxE LET,

ATy 710

end

&1

Device (config-flow-record) # end

Flexible NetFlow 72— L 23— K =2
T4 F¥al—aryE—FREKTL
T. ¥ EXEC E— FIZREY £,

ATy TN

showflowrecord record-name
51 :

Device# show flow record FLOW_RECORD-1

LB BEL-7ua—La— Ko
EDAT — 2 ARFRINET,

ATvT12

showrunning-configflowrecord
record-name

1

Device# show running-config flow
record FLOW RECORD-1

EE) HEL-7n— L a— Fo#
ENERINET,

J0— I AR—2 DEK

Ta— T/ AR— FEEHRLT, 78—DT I AR — K RTA—HEEHRTXET,

\}

GE)

T — T AR—FZ T LT,

1O HDBHEBYR—hEInNET, BT —4%%2x 7 A

A= hT5580F ROV — 27 AR—FEHRELTT7r— E=FTHID B TLHLEN

HYET,

IPv4 £7213IPv6 7 R A& L CHbic= s AR—FT&ET,

[l Flexible NetFlow D35
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so— o 2t—a0km |

FIg
aAv U RFEREEFET7TIVaY B

ZFw 71 |configureterminal Ja—)aryZ 4 ¥al—g v
. T R LET,
Device# configure terminal

25w 72 |flow exporter name Ta—TJ AR—ZEERL, 71—
i - T AR—H a7 Fal— g

E—FZHBLET, Z0avr N

Device (config) # flow exporter FHLTEEFD 7 —o 7 AR—H %
ExportTest BHEHTAHZ EHTEET,

AT w73 |description string (&) mK3IXLFT, ZO7u—0
Bl B & LT,
Device (config-flow-exporter) #
description ExportVv9

X w74 |destination {ipv4-address|ipv6-address} | = DT 7 AR —Z|ZIPv4/IPv6 56T R
B - VAETIHRA M ERELET,
Device (config-flow-exporter) #
destination 192.0.2.1 (IPv4
destination)
Device (config-flow-exporter) #
destination 2001:0:0:24::10 (IPv6
destination)

25w S5 |dscp value (&) DSCP (DiffServ == — KA
Bl B fidEiE Lk, @HHIE0~ 63 T

T, T 74V ML TT,

Device (config-flow-exporter)# dscp 0

AT w6 |source {source type } (EE) BXE SHL72%685E T NetFlow =

1 -

Device (config-flow-exporter) # source
gigabitEthernetl/0/1

R BZBET D DIERT L1
2 —T7 A AR ELET, FELe
LTRDOA B —T = RERETE
S
* Auto Template : A&7 > 7 L— |
A B =T A A

Flexible NetFlow D& [}



B oo zoxk—sonm

Flexible NetFlow D%

ARV FFEREETIVa Yy

S

 Capwap : Capwap h > R/ A
H—T A

* GigabitEthernet : Gigabit Ethernet
IEEE 802

* GroupVI : 7 )V —T7 A > % —
T A A

« Internal Interface : NEfA o % —
T A A

* Loopback : L —7" /N 7 A K —
T A A

eNull : XV A X —T A A

* Port-channel : 1 > 4% —7 = A AD
A=Y Ry b F ¥

* TenGigabitEthernet : 10 X7t

I A S
eTunnel : Fo RN AL X —T = A
A

* Vlan : Catalyst VLAN

ATy T1

transportudp number

1 -

Device (config-flow-exporter) #
transport udp 200

(f£7) NetFlow =t L 7 Z|ZH|#ET %
T2 OIEHT 2 UDP AR — R &46E L %
I, #PHIZ 0~ 65535 T, Yo b=
)T AR— M5 IPFIX D6,
T 7 4V N OSSR — MX 4739 T,

ATvT8

ttl seconds

1 -

Device (config-flow-exporter) # ttl 210

(EE) =7 AR—=FITE - TEES
NDT—H2 7T KO Al HEREH]

(TTL) fEZ&E L3, ®ix1 ~
255 T3, T 7 4L ML 255 T,

ATvT9

export-protocol {netflow-v5 |netflow-v9
| ipfix}

51

Device (config-flow-exporter) #
export-protocol netflow-v9

T AR—HZ THEHE IS NetFlow —
JAR—K 7o haroR—g 0%
EELET,

« 57 )L ME : netflow-v9.

ATy 710

[l Flexible NetFlow D35

end

1 -
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nz2sv4zLi7a—e=204%m ||

ARV RFERETI Y S

Device (config-flow-record) # end

AT 711 |show flow exporter [name record-name] | ({Li&) NetFlow ® 7 & — T 7 AR—
il - ZIEMEFR R LET,

Device show flow exporter ExportTest

AT w712 |copy running-config startup-config EE) av 74 Xal—var 77
i AR EZRFLET,

Device# copy running-config
startup-config

RDBERY
Jn—La—RFRBI®TVn— 2/ AR—F|ZHESNWT, Vun— =X ETEELET,

WRAEATAAXALF-70— =2 DER

HAR<A A L7 0 — F=FEERT DI, ZOMEDZ AT ZEITLET,

Kr7a— = E, HHOX Y v aNED S THATWEY, 7r—FE=F T LT,
XY viazTlr NIVONEBLOLAT Y hM2ERTHLa— RBRKETT, ZAbDL a—
F7r—y hE, FHERFROLa— K 7 —<y hOLPh, $hida—PERc
THZENTEET, EROa—FThHivE flowrecord 2~ > REMHHL T, B AX~A AL
74—~y FefET5Z2LbTEET,

188 BRI

Flexible NetFlow O HRIERF L 23— KOOV ICHAZ~v A AL a— REHT 58
B, ZOXAT EFITTDHEINC, DAX<A ALz a— REERT204ERH D £7,
F— BT AR— T AHADII T — 7 AR—FE T — =X BT 5851, =
DEAY 5 T T DHENCE T AR—Z ENERT HLERH D F9,

G¥)

7r—E=HTrecord 2~ RDO/NT A —F ZZEHF SHFIZ, no ip flow monitor 2~ > R %
EALT, 7r— =2 %@ LT XTOA U F—T = Ainb, 7a— E=F%HIkRL
THELIMBERH Y £9°, ipflowmonitor =~ > ROFEMMIZOWTIX.  [Cisco IOS Flexible NetFlow
Command Referencel] %ML T 7230,

Flexible NetFlow D& [}
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AU RFEEETIa Y

E[:)

ATy T

enable

51

Device> enable

¥i#E EXEC £ — R& A x—7 /T LF
j—O

e RAT—FREANLET (FRE
N8548 .

ATy T2

configure terminal

1 :

Device# configure terminal

Jaua—)Lary7 4 Xal—g v
— F‘%—fﬁlﬁﬁé‘\ Ljﬁﬁ‘o

ATvT3

flow monitor monitor-name

1 :

Device (config)# flow monitor
FLOW-MONITOR-1

77— =4 %{ER L. Flexible
NetFlow 7 — =X a7 (F =
L—y gy E— REBLET,
e ZMDawy RTIE, BEDO 71—
T A EEETHIELTEE
Er

ATvT4

B!

description

1 :

Device (config-flow-monitor) #
description Used for basic ipvi4
traffic analysis

(ER) 7u—e=XOHlz2/EKL
£

ATy Th

record {record-name | netflow-original |
netflow {ipv4 | ipv6} record [peer]}

1 :

Device (config-flow-monitor)# record
FLOW-RECORD-1

Ju— F=ZDLa— REEELE
TO

ATvT6

cache {entries number [timeout {active |
inactive | update} seconds | {immediate
| normal | permanent} }

1 -

timeout ¥ — U — N|CE ¢ A F— T —
ROMEIX, Fvvi= ZATH
immediate |ZF% € SN TWAHLEAITIT

KL EHA,
BELrr7n—F=FtTn—F v
o B BT £,

ATy T1

MBI L TAT v 7 6 2/ 0iR1L
T, ZO70—F=HDFy¥ v 2N
TA—EDERETET LET,

. Flexible NetFlow 0D

RAE
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B

axX ;&

nz2sv4zLi7a—e=204%m ||

ARV FFEREETIVa Yy

E:)

RF w78 |statisticspacket protocol ({£&) Flexible NetFlow E=% O 7 1
Bl - k= S BB OISE % A F—
MZLET,
Device (config-flow-monitor) #
statistics packet protocol
ATy 79 |statisticspacket size ({&) Flexible NetFlow & =% DA
Bl RS WHEFHE BOIIEE A F—T MC
LET,
Device (config-flow-monitor) #
statistics packet size
AT 710 |exporter exporter-name (EE) FANZ/ER S e 7 AR —
Bl ¥ OXFIERE L ET
Device (config-flow-monitor)# exporter
EXPORTER-1
ATy 711 |end Flexible NetFlow 7 7 — =% 227 ¢
il - Fal—TalrE—RNE&TLT, §f
# EXEC E— RIZR Y £7,
Device (config-flow-monitor)# end
AT 712 |showflowmonitor[[name] monitor-name | ({1:75) Flexible NetFlow 7 &2 — F& =%
[cache [format {csv | record | table}]] DAF—H ZF L O HER 2 7 L
[statistics]] *
i -
Device# show flow monitor
FLOW-MONITOR-2 cache
X 713 |showrunning-configflowmonitor (FEE) BELE7e—F=XDETE
monitor-name MDERINET,
i
Device# show running-config flow
monitor FLOW MONITOR-1
A5 714 |copy running-config startup-config ULl 2v74Fal—var 7y

51

Device# copy running-config
startup-config

ANIEREERFELET,

Flexible NetFlow D& [}
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B ooy T vonessvamtIo— 4o I5—0k

JO—HoJ

Y

JOTDEESLVAEMELTIO—H TS —DER

Tua— Yo7 —ERELTCEMETDICIE. CONHEDOX AT ZEITLET,

G¥)

I'NetFlow original ] / [NetFlow IPv4 original input] / [NetFlow IPv6 original input] (€7 A
La—RKz7n— =X |ZfHEL T, LLRID NetFlow # T = L — M 251E, 7u— €
=Z % NI (ZIE) NI T4 v I DOGIIETFIENTE £,

[NetFlow IPv4 original output| / [NetFlow IPv6 original output] SRIEFRFHAL 2 — K& 70—
F=HIHEL T, HINetFlow 7 U 7 4 VT BEEZ =X 2 L— M 2581F, 7r—F
=2z BE) NI 74 v 7 OGHIEFIENTE £,

FIE
ARV RFEREETO3 Y B#)
AT wF1 |enable M EXEC E— R& A R—7/MZ L E
i kK
| s RAT—REANLET (FRE
Device> enable %Lf:%%f%) .
XFw 72 |configure terminal Ja—\)L a7 4 FXalb—a
1§| : £ — F‘%Fﬂlﬁﬁébijﬂo
Device# configure terminal
AT w73 |sampler sampler-name YT —EER L, T T—ay
B - T4 X2l —varE— RERBLE
R
Device (config) # sampler SAMPLER-1 . - 0):j<?;/]€7501 E%Z?O)%}L/:f
T—EEETHIEHLTEET,
AT 74 |description i (EE) 7ue—H 77 —ofxE
15“ : EE Li—j_o
Device (config-sampler) # description
Sample at 50%
XFw 75 |[mode {random} 1 out-of window-size Y5 —— BN T — Y
5l - FDY 42 R YA REELF
TO
?eziifégogfig—sampler) # mode random o window-size 5[%(0)%’@5;& 0~
10242 ~ 32768 T,

[l Flexible NetFlow D35
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1v8-7212~070—0ER |

ARV FFEREETIVa Yy

E:)

ATvT6

exit
1 -

Device (config-sampler) # exit

Yo7 —ar 74 F¥alb—v gy
F—REKTL, ZJa—Lvar7y
Fal—TaryET—FRIEY ET,

ATy 71

interface type number

1 -

Device (config)# interface
GigabitEthernet 0/0/0

A B =T A ABREL, 42X —
Tz AaAr T 4 FXal—TaT—
KZ&2B4E L E9,

ATvT8

{ip | ipv6} flowmonitor monitor-name
[[sampler] sampler-name] {input | output}

1 -

Device (config-if)# ip flow monitor
FLOW-MONITOR-1 sampler SAMPLER-1 input]

R L7-7n—F=2BL07o—+
VT T A —T A AZEID Y
TTC, Yo7V Tm A x—7NICL
£7,

ATvT9

end

&1

Device (config-if)# end

A B =T xf A AT 4 X2l —
va v E— REKT L, R EXEC
E—RNICRD 7,

ATy 710

showsamplersampler-name

51

Device# show sampler SAMPLER-1

BELAL L 7e— Y TFF5—0
AT —HZAB IO IEREFE R LE
TO

A3 —T 4 AN 7 AO—NiEH

Ta— = ZBLIRA T a OV T T =T o ACEATE F1,

FIE

AT RFERIEFT7TII Y

B8

ATy T

configureterminal

1 -

Device# configure terminal

Ja—)L a7 4 Falb—g v
T— RZHBLET,

ATvT2

interface type

1

Device (config)# interface

Ao H—=T A AT 4 FXal—3
YE—RERBL AT AR
ERELET,

Flexible NetFlow D& [}
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ARV RFERETIVa Y

B8

GigabitEthernetl1/0/1

Flexible NetFlow (%, L2 "— hF ¥ R/L
AUH—=T oA ATIEHFR— FEhEH
A3, L2AR— R F v L)L A /8 — R —
M CIEHAR—FSvET,

Flexible NetFlow (%, L3 A"— FF ¥ x/L
AUN—R_R—= F TV R—-FEhEE
P L3 R—= R Fy A4 =7 =
A AT R—FENET,
A B =T AT X2l —3
YDAT Y R ARTA=ZIFROLEEBY
<.
* GigabitEthernet : GigabitEthernet
IEEE 802
* Loopback : L —7" /Xy 7 A L H—
Tz A A
» TenGigabitEthernet : 10 X 7 & v k
Sk
* Vlan : Catalyst VLAN
*Range : % —7 = A AHiH

* WLAN : WLAN A ' Z—T = A A

ATvT3

{ip flow monitor | ipv6 flow monitor } name
[[sampler name] { input}

1

Device (config-if)# ip flow monitor
MonitorTest input

AN RIZZH I MSHIST 51
S —7 A AT, IPv4 £721E IPv6 7

n—E=4 BIOAT a0ty
77— MM E T

ATv74

end

1

Device (config-flow-monitor)# end

¥ EXEC £ — RIZED £,

ATy Th

show flow interface [interface-type number)

1

Device# show flow interface

UEE) A v X —7 x4 AD NetFlow &
WREFTRLET,

[l Flexible NetFlow D35
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VIAN LT T v 52 Netflow 0 [l

ARV REEET7IVa Y B8
R 7 6 | copy running-config startup-config EE) a7 4Fa2lb—vary 7y
Bl A M RE R A LET

Device# copy running-config
startup-config

VLAN ETD T v & NetFlow DEXE

Ta— =2 BLIOAF a0 7T —% VLANIC#EHATE £9,

FIE
ARV RFERRETY a3y B#J

AT v 71 | configureterminal Ja—)L a7 4 FXal—rg
5l - T FEMHLET,
Device# configure terminal

AT 72 |vlan [configuration] vian-id VLAN £72/Z VLAN =2 7 4 ¥ 2 L —

i - varE— RFERmLET,

Device (config) # vlan configuration 30
Device (config-vlan-config) #

R 7 3 |ip flow monitor monitor name [sampler | A J3F 7= 13H 134 v MZxPaT 5
sampler name] {input |output} VLANIZ, 70— F=2Z BI04 7 =
Bl YOY T T — AT T

Device (config-vlan-config)# ip flow
monitor MonitorTest input

X T w 7 4 | copy running-config startup-config fEE) a7 4 X2l —vary 7y
Bl A MERIERRTF LET

Device# copy running-config
startup-config

Flexible NetFlow D& [}
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A

=N

X rE

=
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Flexible NetFlow L' 23— KN TL A ¥ 2 F—%2 EXTEFET, ZOLa—FREFEHL T, LA
Y2, L —T 2 AD T 0 —%F¥ TF ¥ TXFET,

FIE

ARV RFEEETIa Y

B8

&M

configureterminal

1

Device# configure terminal

Ja—)L a7 4 F¥Falb—g v
£ — ]\‘%Eﬁﬁébi—g«o

ATy T2

flow record name

1 -

Device (config) # flow record L2_record
Device (config-flow-record) #

Jua—la—Rary7 4 X2l — g
v E—REBHBLET,

ATvT3

match datalink {dotlq |ethertype | mac |
vlan}

1 -

Device (config-flow-record) # match
datalink ethertype

LAY2EMEEF—L LTRELET,

ATvT4

end

1 -

Device (config-flow-record)# end

HibE EXEC E— FIZREY 97,

ATvTh

show flow record [rame ]

1

Device# show flow record

1) A4 > % —7 = A AD NetFlow &
WMAEFRLET,

ATvT6

copy running-config startup-config

1

Device# copy running-config
startup-config

EE) =27 4Fal—ar 77
ANVICREEREFELET,

[l Flexible NetFlow D35
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—

F—R YUHOABAARIZZO— E=4 £EAT % WLAN
T

2I)UOOAEDARICZO—EZ=Z2%

FIE

=L ==
A9 % WLAN 5% 7E
ARV RFERETIVa Y ]3]
X w 71 | configure terminal ra—nN)ary7 4 Xalb— gy
Mi %‘W%ﬁWébiﬁo
Device# configure terminal
ATy 7 2| wlan [wlan-name { wlan-id WLAN 207 4 ¥al—va vy 7
SSID NetworkName | wlan_id} | T FARBEBLEST,
wlan-name | shutdown}
| wlan-id /X7 A ¥ L2 LAN ® ID T3,
b HEE T X BRI 1 ~ 64 TF,
Device (config) # wlan wlanl SSID NetworkName /%, # K 32 3CFD
FHF D572 % SSID T,
C¥) JTZoa~vr REREL
TWAEEIE, wlanwlan-name
avr RE AN LET,
R 7 3 | datalink flow monitor monitor-name HHIOFEDLAY2NT T 4 w7127
{input | output}
fil

H— :E‘:éz %ﬁﬁﬁ L/jz—g‘o

Device (config-wlan)

# datalink flow
monitor flow-monitor-1 {input | output}
AT v 74 end Rt EXEC E— RIZIRR D £7,
1 -
Device (config) # end
R 75 | show run wlan wlan-name UEE) HELXHRLET,
1 -
Device # show wlan mywlan

Flexible NetFlow D& [}
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B russvirsortnsmzIo— £-4£EAT 5 WLAN 5

il

IPVAEBEUTIPV6e DAEAARAIZZO— T=42 #EFHAT 5 WLAN & FE

FIE
ARV EFERERTI V3 Y By

R 5 71 | configure terminal Sl AT 4R e g
U T—FzfnL£7,
Device# configure terminal

Z 7 7 2 | wlan {wlan-name { wlan-id WIAN =27 4 Fal—i g 47

SSID_NetworkName | wlan_id} | T REBIELET,

wlan-name | shutdown}
wlan-id 137 A ¥ L A LAN ® ID T3,

Bl - FEE T X BHPHIE 1 ~ 64 T,
Device (config) # wlan wlanl SSID NetworkName (%, &K 32 LFD
JEF 5725 SSID T,
GE) TTCICZDa~vy RERTEL
TWAEATL, wlanwlan-name

avry Rz AN LET,

AT 73 |{ip|ipv6} flow monitor monitor-name | A /j £ 721X 13w MRS T S
{input | output} WLAN |27 02— F =¥ % BEfHT F
1 - KR

Device (config-wlan) # ip flow monitor
flow-monitor-1 input

AFw 74 |end HrbE EXEC E— RNIZEREY 97,
1

Device (config) # end

AT v 7 5 | show run wlan wlan-name (EE) REZHERLET,
fl

Device # show wlan mywlan

[l Flexible NetFlow D35
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Flexible NetFlow () 515 .

il

Flexible NetFlow () E518

Bl . 20—

WOFRIZHD a~ 2 RafE LT, Flexible NetFlow # =% U 7/ CT& £7,

5 4:Flexible NetFlow DE=%"') > A< K

avy kR

B8

show flow exporter [broker | export-ids | name |
name | statistics | templates]

NetFlow O 7 @ — T 7 AKR—FEH & HEtHE
WERRLET,

show flow exporter [ name exporter-name]

NetFlow D 7 11— T 7 ZAR—HIEH & FHEHE
WMEFRLET,

show flow interface

NetFlow A > % —7 = A AZEHT 215 & £
Li‘d‘o

show flow monitor [ name exporter-name]

NetFlow O 7 10— £ =X [E# L #3542 3=
i_\‘l_/i—a—o

show flow monitor statistics

7u— T =4 OfEHEREZ 2R LET,

show flow monitor cache format {table | record
| csv}

fFEshEEXAT7e—2=4D%v v a
PHNEERTLET,

show flow record [ name record-name]

NetFlow D 7 11— L 21— Rz FoR LET,

show flow ssid

WLAN O NetFlow E=#% DA > A h—/L &
T—HRAEFRRLET,

show sampler [broker | name | name]

NetFlow %> 7T AR E R~ LET,

show wlan wlan-name

TN ATHRESNTZWLAN ZERLE T,

Flexible NetFlow @ %7€ {5

=JLr==

ax AE

Tu—%{ERL, FOT7a—% A X —T oA AZEATHHERLET,

Device# configure terminal
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Enter configuration commands, one per line. End with CNTL/Z.

Device (config) # flow export exportl

Device (config-flow-exporter)# destination 10.0.101.254

Device (config-flow-exporter) # transport udp 2055

Device (config-flow-exporter) # exit

Device (config)# flow record recordl

Device (config-flow-record) # match ipv4 source address

Device (config-flow-record) # match ipv4 destination address
Device (config-flow-record) # match ipv4 protocol

Device (config-flow-record) # match transport source-port

Device (config-flow-record) # match transport destination-port
Device (config-flow-record) # match flow cts source group-tag
Device (config-flow-record) # match flow cts destination group-tag
Device (config-flow-record) # collect counter byte long

Device (config-flow-record) # collect counter packet long

Device (config-flow-record) # collect timestamp absolute first
Device (config-flow-record) # collect timestamp absolute last
Device (config-flow-record) # exit

Device (config) # flow monitor monitorl

Device (config-flow-monitor)# record recordl
Device (config-flow-monitor)# exporter exportl
Device (config-flow-monitor) # exit
Device (config) # interface tenGigabitEthernet 1/0/1
Device (config-if)# ip flow monitor monitorl input
Device (config-if)# end

Bl:IPVAAARS T4V IDE=ZR) 2T

WOBNE, IPVAANTI NT 7 4 > 7 =2 5% L TCWET (intgl/0/11 1%, intgl/0/36
BEPintg3/0/MIZ b7 7 4 v 7% EFELET)

Device# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Device (config)# flow record fr-1

Device (config-flow-record) # match ipv4 source address

Device (config-flow-record) # match ipv4 destination address
Device (config-flow-record) # match interface input

Device (config-flow-record) # collect counter bytes long
Device (config-flow-record) # collect counter packets long
Device (config-flow-record) # collect timestamp absolute first
Device (config-flow-record) # collect timestamp absolute last
Device (config-flow-record) # collect counter bytes layer2 long
Device (config-flow-record) # exit

Device (config) # flow exporter fe-ipfixé

Device (config-flow-exporter)# destination 2001:0:0:24::10
Device (config-flow-exporter) # source V1anl06

Device (config-flow-exporter) # transport udp 4739

Device (config-flow-exporter)# export-protocol ipfix
Device (config-flow-exporter)# template data timeout 240
Device (config-flow-exporter) # exit

Device (config) # flow exporter fe-ipfix

Device (config-flow-exporter)# description IPFIX format collector 100.0.0.80
Device (config-flow-exporter)# destination 100.0.0.80

Device (config-flow-exporter)# dscp 30
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Device (config-flow-exporter
Device (config-flow-exporter

Device (config-flow-exporter

(
(
Device (config-flow-exporter
(
(

Device (config-flow-exporter

Device (config) # flow exporter
Device (config-flow-exporter) #
Device (config-flow-exporter) #

Device (config-flow-exporter
Device (config-flow-exporter

(
(
(
Device (config-flow-exporter) #
(
(

Device (config-flow-exporter) #
Device (config-flow-exporter) #

ttl 210

Bl opatnrsTsvr0r=4y2y |

transport udp 4739

template data timeout 240

exit

)
)
)

Device (config)# flow monitor fm-1

Device (config-flow-monitor) #
Device (config-flow-monitor) #
config-flow-monitor) #
config-flow-monitor) #
Device (config-flow-monitor) #
Device (config-flow-monitor) #

Device
Device

(
(
(
(
(
(
(
(

Device (config-flow-monitor) # end

Device# show
Device# show
Device# show
Device# show

Bl IPvAE AT T«

Device# configure terminal

fe-1

destination 10.5.120.16
source Vl1anlO05

dscp 32

# ttl 200

# transport udp 2055

) #
) #
) # export-protocol ipfix
) #
) #

template data timeout 240
exit

exporter fe-ipfix6

exporter fe-ipfix

exporter fe-1

cache timeout inactive 60
cache timeout active 180
record fr-1

running-config interface gl1/0/11
running-config interface gl1/0/36
running-config interface g3/0/11
flow monitor fm-1 cache format table

YHODE=ZRY Y

Enter configuration commands, one
Device (config) # flow record fr-1
Device (config-flow-record) #
Device (config-flow-record) #

(
(
Device (config
Device (config
Device (config
Device (config
Device (config
Device (config

Device (config) # flow exporter
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #

Device (config)# flow exporter
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #
Device (config-flow-exporter) #

)
-flow-record)
-flow-record)
-flow-record)
-flow-record)
-flow-record)
-flow-record)

#
#
#
#
#
#

match
match
match

End with CNTL/Z.

ipv4 source address
ipv4 destination address
interface output

collect counter bytes long
collect counter packets long
collect timestamp absolute first
collect timestamp absolute last

exit

fe-1

destination 10.5.120.16
source Vlanl05

dscp 32

ttl 200

transport udp 2055
template data timeout 240
exit

fe-ipfix6

destination 2001:0:0:24::10
source Vl1anl06

transport udp 4739
export-protocol ipfix
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Device (config-flow-exporter) # template data timeout 240
Device (config-flow-exporter) # exit

Device (config) # flow exporter fe-ipfix

Device (config-flow-exporter) # description IPFIX format collector 100.0.0.80
Device (config-flow-exporter)# destination 100.0.0.80

Device (config-flow-exporter) # dscp 30

Device (config-flow-exporter)# ttl 210

Device (config-flow-exporter)# transport udp 4739

Device (config-flow-exporter)# export-protocol ipfix

Device (config-flow-exporter)# template data timeout 240

Device (config-flow-exporter) # exit

Device (config) # flow monitor fm-l-output

Device (config-flow-monitor) # exporter fe-1

Device (config-flow-monitor) # exporter fe-ipfix6

Device (config-flow-monitor)# exporter fe-ipfix

Device (config-flow-monitor)# cache timeout inactive 50
Device (config-flow-monitor)# cache timeout active 120
Device (config-flow-monitor)# record fr-l-out

Device (config-flow-monitor)# end

Device# show flow monitor fm-l-output cache format table

5] : WLAN (A AAE) O IPv4 Flexible NetFlow D% 5E

&IZ. WLAN A /77516 T IPv4 Flexible NetFlow Z & Ed HHl 2R L E7,

flow record WLAN-FLOWO7
description Working AP mac

match datalink mac source address input
match ipv4 tos

match ipv4 protocol

match ipvé4 source address

match ipv4 destination address
match wireless ssid

collect counter bytes long
collect counter packets long
collect wireless ap mac address
flow monitor WLAN-FLOWO7

exporter wlan-export

cache timeout inactive 30

cache timeout active 10

record WLAN-FLOWO7
wlan CC0506-CC0404

ip flow monitor WLAN-FLOWO7 input

Device#show flow monitor WLAN-FLOWO7 cache
Cache type: Normal (Platform cache)

Cache size: Unknown

Current entries: 6

Flows added: 276
Flows aged: 270

Active timeout ( 10 secs) 257
Inactive timeout ( 30 secs) 13

DATALINK MAC SOURCE ADDRESS INPUT: 3CA9.F421.4E34
IPV4 SOURCE ADDRESS: 192.168.11.1
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IPV4 DESTINATION ADDRESS:

B : WLAN (Hi71751) 0> IPv6 5 & Uit 7 5 7 Flexible NetFlow 0z ]

WIRELESS SSID: CC0506-CC0404

IP TOS:

0x00

IP PROTOCOL: 6
counter bytes long: 66
counter packets long: 1

wireless ap mac address:

10.29.5.

6

BOAA.778E.EB60

5l : WLAN (HEAAME) D IPv6 & &K UERiX 7 5 % Flexible NetFlow D%

=

na

&IZ. WLAN H /51T IPv6 38 L 5% 7 T 7 Flexible NetFlow iR ET 502 LE9,

Device# configure terminal

Device (config) # flow record fr vé
Device (config-flow-record) # match
Device (config-flow-record) # match

)
Device (config-flow-record)
Device (config-flow-record)
Device (config-flow-record)
config-flow-record)

Device (config-flow-record)
)

)

)

)

Device

Device (config-flow-record
Device (config-flow-record
Device (config-flow-record
Device (config-flow-record

# match
# match
# match
# match
# match
#
#
#
#

exit

ipvé
ipvé
ipvé
ipvé
ipvé
ipvé

destination address
source address
hop-limit

protocol

traffic

version

wireless ssid

Device (config)# flow monitor fm v6
Device (config-flow-monitor) # record fr_v6

Device (config-flow-monitor)# exit

Device (config) # wlan wlan_1
Device (config-wlan) # ipvé flow monitor fm vé6 out
Device (config-wlan)# end

Device# show flow monitor fm v6 cache

\}

collect wireless ap mac address
collect counter bytes long
collect transport tcp flags

G TARAALATIE, WUETDHTCP 77 VH2RETE TR A, ik TCP 7 7 7 DINEDHIFE TE

£,

5l : WLAN (AABKLUHEAD@EAR) D IPv6 Flexible NetFlow M % &

wIZ. MIF1HD WLAN | T IPv6 Flexible NetFlow Z & ET 202~ L E 1T,

Device# configure terminal
(config) # flow record fr_vé6
(config-flow-record) # match ipvé destination address
(config-flow-record) # match ipv6é source address
(config-flow-record) # match ipv6é hop-limit

Device
Device
Device
Device
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Device (config-flow-record match ipvé protocol
config-flow-record match ipvé traffic
config-flow-record match ipv6é version

( ) #
Device ( ) #
( ) #

Device (config-flow-record)# match wireless ssid
( ) #
( ) #
( ) #

Device

Device (config-flow-record collect wireless ap mac address
Device (config-flow-record collect counter packets long
Device (config-flow-record exit

Device (config)# flow monitor fm vé

Device (config-flow-monitor)# record fr_vé
Device (config-flow-monitor)# exit

Device (config)# wlan wlan_1

Device (config-wlan)# ipv6é flow monitor fm v6 in
Device (config-wlan)# ipvé flow monitor fm vé out
Device (config-wlan)# end

Bl : TNV LAAAS T4 vIDE=ZRY Y

Device# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Device (config)# flow record fr-wlan-input

Device (config-flow-record) # match datalink mac source address input
Device (config-flow-record) # match datalink mac destination address input
Device (config-flow-record) # match ipv4 source address

Device (config-flow-record) # match ipv4 destination address

(
(
(
(
(
Device (config-flow-record
(
(
(
(

)
Device (config-flow-record) # match wireless ssid

)# collect counter bytes long
Device (config-flow-record) # collect counter packets long
Device (config-flow-record) # collect timestamp absolute first
Device (config-flow-record) # collect timestamp absolute last
Device (config-flow-record) # exit

Device (config) # flow exporter fe-ipfix

Device (config-flow-exporter)# description IPFIX format collector 100.0.0.80
Device (config-flow-exporter)# destination 100.0.0.80

Device (config-flow-exporter)# dscp 30

Device (config-flow-exporter)# ttl 210

Device (config-flow-exporter) # transport udp 4739
Device (config-flow-exporter
Device (config-flow-exporter
(

)
) # export-protocol ipfix

) # template data timeout 240
) # exit

Device (config-flow-exporter

Device (config) # flow exporter fe-ipfix6

Device (config-flow-exporter) # destination 2001:0:0:24::10
Device (config-flow-exporter) # source V1anl06

Device (config-flow-exporter)# transport udp 4739

Device (config-flow-exporter)# export-protocol ipfix
Device (config-flow-exporter)# template data timeout 240
Device (config-flow-exporter) # exit

Device (config)# flow monitor fm-wlan-input

Device (config-flow-monitor) # exporter fe-ipfix

Device (config-flow-monitor)# exporter fe-ipfix6

Device (config-flow-monitor)# cache timeout inactive 30
Device (config-flow-monitor)# cache timeout active 180
Device (config-flow-monitor) # record fr-wlan-input
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Device (config-flow-monitor)# end

Device# show running-config wlan nfl 1
Device# show flow monitor fm-wlan-input cache format table

ZTDDSEER

EEEH

EhEEE YZaTFIL A4 ML

Flexible NetFlow @ CLI =~ > [ Cisco Flexible NetFlow
Command Reference (Catalyst
3850 Switches) |

[ Flexible NetFlow Command
Reference, Cisco I0S XE Release

3SE (Cisco WLC 5700 Series)]
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* match wireless ssid

* collect wireless ap mac
address
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