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R MEET D VLAN ZHE L %
9. VLANID % 2 X Vahl
HH—@D VLAN, /A 7 TKXY]
LIV VLAN#IBH, F-idh o~
TRUI BN 7-—HD VLAN % 5 7E
TEET, fHETXH HEMAIT 1 ~
4094 T,

o ({ERE) staticZIEET D& . ARP

ACL N O BRI 22 455 AW/ R B 72
S L R2e &, ZNLIRNCHEE
ST ACLAIC—E L7y
NMIFEFE S LE T, DHCP /3 A
T4 EEYA,

ZOXF—U— RERELLWEE
X, ACLINIZIZ N7 v b &A1
LRI IE S BNIFAE L &
W20 F4, ZoHAIL. ACLA)
WZ—E L2y MEFFAT 5
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seouce <o ARPACL0EE

ARV FFEREETIVa Yy

E:)

MEST 2 5L, DHCP /31
FA LTI Lo TREESNET,

IP7 RLAEMACT RLARELDRA
VT 4 T UDFRZ IRV ARP T b
IZ. ACLIZFREGSNET, v b
T, 778 A VR NCTHAIEINTZSGE
IS ET,

ATy T17

interface interface-id

AL v F BB SN AL v F AD
A —T oA AEREL, 45—
Tz AT 4 FXal—a s T—
KEBse L ET,

ATvT8

no ip arp inspection trust

AA v F BICEHINTZAAL v TF AD
A B —7 A A% untrusted & L Tax
ﬁiﬂbijqo

TI7 AN BT, TTOA o H—
7z A AFIFERTE £ A,

B TERNAVH—T A AT,

AL FILTXTOARPER & nE %
RITZELET, L—FiF, RIT%E
L7&37y R, IPT KL A L MAC
T RVAEDEDINA T 4 T %
FOZ &R LT, n—Hh

Fyw o BHT D0 WUk
WXy NERRELET, A vTF

X, B2y hERay 7L ip
arp inspection vlan logging 7" = —/3/L
a7 4 Fal—gravy RTH
EINTnX o FREICE->Tr T

Ny 77k LET,

ATvT9

end

HebE EXEC B— NICEY 7,

ATy 710

KD show a2~ REfEHLET,

» show arp access-list acl-name

* show ip arp inspection vlan
vlan-range

 show ip arp inspection interfaces

AN B LET,

ATvIN

show running-config

1 -

AN e LE T,

F4+39 9 ARPA 2Ry L av0EE |



4+ IV ARP A VAR av0HRE |

B ovcrEcos1FT v ARPALRRY LIV OBE

AT RERETIVa Y S

Device# show running-config

AT 712 |copy running-config startup-config fEE) avr74FXal—var 7y
Bl - A MERBEZRAF LET

Device# copy running-config
startup-config

DHCPIRETHDARAFTIVYIARP A AR 3D

1R BHEIIZ

ZOFRIBETIE, 2290DAAL vTFMWELAFT IV T ARPA VAT var Y R—R LTS L X
2. ZOMREZHRETDHEEZTRLET, SAMLIFAASA Y TF AL, RAM2ITAA vF B
WCENENER SN TWET, A v FIEm G EH, FAMPEESIL TS VLANT TH A
FIv T ARP A VAT v arEFEITLTWET, DHCP — [T 2 A v F A IZER INT
WET, WHTDORA I, B—®DHCP Y — 05 P 7 RLRAEZERGLET, LEN-T,
AL v F AFHFARNITBIORA R 21T T 4 TR, AL vF BIFAAR2IC
KT T4 T ERLET,

GE)

EE ARP R, BELWWARPJEETIPIMACT RLANA VT 4 VT B REET D720, 44
FIYZ ARPA VAT L5 DHCP AX—E L T NA VT 4 v F—H_R—ZADx Y
WHRFELET, IPT RLARZ AT I v 7IZE 0 Y THNT ARP 2N R ZFFR[T 5 B8,
DHCP AX—E >V T %A X—T ML TLIZEN,

HAFT I ARPA VAT v a VERETDHIZIE, WOTFINEEZEITLET, I OLET,
W DAAL v FTITHIMLERH Y £, ZOFIEITSHETT,

F|i§
aAv Y RERET7IVa Y B#

ATw 71 |enable ¥iHE EXEC £— K& A 2—7 ML E
1 - kL

cNAT—=FRZ AN LET (RS

Device> bl
evice> enable %Lf:%%{%) .
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| 5457399 ARPA VARSI S 3 VOHE
DHCP BB TOX 1 +3 w5 ARP A 22 ~5 L3 008%E [

ARV RFEEIETIa Y B
RTFw T2 show cdp neighbors AA v FRIDOEEE R LE T,
1 -

Device (config-if) #show cdp neighbors

AT w73 |configureterminal Ja—nN) a7 4 Xal— g
- ET— REHBELET,

Device# configure terminal

A 74 |ip arp inspection vlan vian-range VLAN BN T, #14F3I v 27 ARPA
B - AT v a v A X—T I LET,
774N R T, TTHOVLAN £ET

Device (config)# ip arp inspection vlan ~
1 AT I w7 ARPA VAT Ta d
T4 —=T NI TWET,

vlan-range (21X, VLAN ID &5 Tikn!l
ENT-H—D VLAN, /A 7 > CTKY]
LNT-#iPHD VLAN, 7213k ~T
XY 57 —#O VLAN 245 E T& %
T FRETE HHMHIL1 ~4094 TT,
i 5 D AA » FIZ[F U VLANID % /&

L\i—g—o
AT 75 |Interfaceinterface-id DAL v FITHHESND A o F —
Bl - Taf AEHRELTC, A4 —T = A
Device (config) # interface AILT A Fal—va T ]\%E‘Lﬁ
gigabitethernetl/0/1 ik Lij«o
AT w76 |iparp inspection trust ZA  FH DO % trusted IZFE L F
R T T 74/ MTHE, TRTOA

Device (config-if) #ip arp inspection g7 xAA Zi{gﬁﬁf\% iﬁ/\/o

trust AL v FIE, BETELM 2 —T =
A AZHDIHEI 1 ODAL v TFNHZ
£ L7ZARP /7 v b EHER L £ A,
ZOEE, Ny MO E FlEES
nET,

B TE WA X —T = A AT,

ALy FITFTNTOARPER L& %
RITZIELEST, v—21T, RI7%2E
L7283y v, IPT KL A & MAC
T RUVREDHN A T 4 0 T %
FFOZ L 2R L THD, B—hL

Xv v ahBHT 50, sk

F4+39 9 ARPA 2Ry L av0EE |



B ovcrEcos1FT v ARPALRRY LIV OBE

4+ IV ARP A VAR av0HRE |

ARV FFEREETIVa Yy

S

WXy NERRELET, AA v F

%, W7y hE Ray L, ip
arp inspection vlan logging Ja—)L a
Y74 F¥alb—varavy NTHE
ENTER XU TREICMN T T RNy
7R LET,

ATy T17

end

51

Device (config-if) #end

HebE EXEC B— RICEY 7,

ATvT8

show ip arp inspection interfaces

1 :

B =T 2 A ATHEAF v ARP
AVANRT g v DOBREERIELE
7,

ATvT9

show ip arp inspection vlan vian-range

&1

Device (config-if) #show ip arp
inspection vlan 1

VLANTH A F v 7 ARPA  ARY
arOREEMIAELET,

ATy 710

show ip dhcp snooping binding
i

Device (config-if) #show ip dhcp
snooping binding

DHCP NA T 4 V7 aMER L ET,

ATvIN

show ip arp inspection statistics vlan
vian-range

1

Device (config-if) #show ip arp
inspection statistics vlan 1

VLAN CH A+ v 7 ARPA »V ARY
varOMEHEREMER LT,

ATvT12

configureterminal

1 :

Device# configure terminal

Ja—) a7 4 Falb—g v
EF—RFZRBLET,

ATy 713

configureterminal

&1

Device# configure terminal

Ja—nRN) a7 4 FXal— g
£ ]\\‘;&Eﬁﬁé\ L/i—a—o
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=3

il

wiEarp iy y ko L— iR ]

ARP /N7 FD L — +HIIR

)

AL v FOCPUIE, #AFTIv 7 ARP A VAT v a VHERMREZFITLET, Lizhio
T, DoS W APHIET 72010, HIE ARP N7~ ML — MRS E T,

EHEARP X7 v O L — IREESINTZHIBEBEZD & AA v FIIAR— b % errdisable A

T — MZ LUFEJ, errordisable FIfE % A X —7/MIZ LT, FEEINTZZ A LT U M DEIZ

R—=FRZDOAT— L HEIBMIKITHTEIOICTDEET, F—HMIZDAT—FDEET
—é‘o

G¥)

A Z=TxA XA LEDOL—MHIREZRELRWIRY , A2 —T7 = A ZOEHERELEET D
ZLiE, b= MilRE ZOEEREDT 7 40 MEICEE T 52 L1070 £, L— MillRE
RETDHE, BEIRENETEINTZGAETHA U F—T7 oA AT L— MHIRZ R D £F, noip
arp inspection limit f > % —7 = A X a7 4 X alb—Yar av s NEANTLHE, A~
S—=T A AFT 7 AN PO L— MRIZEY £,

HE1E ARP N7y PO L— R EHIRT 21213, WOFIEEZFATLET, ZOFIREETT,

FE
ATV RFEEETI 3 Y B
ATw 71 |enable ¥iHE EXEC E— R& A R—7VIZLE
1 - EE
| e NMAU—REANLET (kX
Device> enable ﬂf:j}%{i\) 5
R w2 |configureterminal ra—r\)Lary74Xal—vay
15“ . t— F\;&‘Eﬁﬁé\ Liﬁ—o
Device# configure terminal
A5 w F3 |interface interface-id L— MRS b A v & —T = A X%
EELT, f ¥ —TxAf AT 4
Xal—var®t—REMBLET,
X 74 |ip arp inspection limit {rate pps [burst | (> % —7 = { 2 FOFE(E ARP TR E
interval seconds] | none} JOARPIEZED L — FEHIE L E 4,
T 740k L— NI, BETE R0
V=T 2 A ATIL 15 pps. [FHEHTE
HA B —T A ATIHEFHIR T,
IN—RA N A H =T T BTT,

F4+39 9 ARPA 2Ry L av0EE |



B ==are sy roL— iR

4+ IV ARP A VAR av0HRE |

ARV FFEREETIVa Yy

S

F—U— FOERIIRD LIFBY T,

s ratepps (Z1%, 1 BPHIZ D IS
NWHERTy NI EIRZFRE
L9, AZ7eHIHIE 0 ~ 2048
pps CT7°,

« ({£E) burstintervalseconds I3,
L— hDEVWARP /N7 kDA
WZOWTCA v HA—T =2 ANTE=
2V TENGMEE ) 2EE
LET, HETZ 28X ~15
<7,

s rate none Cl, MLETX 55
ARP /37w h D L— kD LR %%
ELFEH A,

ATy T5 | exit Ja—s b ar7 4 Fal—ar
E—FIZEY £,
AT9T6 |ROa~vr FEfALET, (EE) ATy 7 ARPA AR
* errdisable detect cause va O endisable 27— h b O
arp-inspection F—EEEA =TI L, XA T
* errdisable recovery cause T 7‘ARP A LANT V= _‘/ DElE A
arp-inspection A=A THRT DB EHRELE
« errdisable recovery interval [&f5 |7
T 7N b TR BT =T
T, BEDOA o F—30F 300 BT
‘a‘o
interval interval ClL, errdisable A7 —
N6 EIE S % ] 2 AL TR E L
£, FEETE HHPAIE 30 ~ 86400 T
B
ATy ST |exit FibE EXEC £— RIZRY £,
ATV T8 |RDshow a2~ RaEfMHLET, REHRDLET,
* show ip arp inspection interfaces
* show errdisable recovery
ZF w79 |show running-config AN ETERLET,

51
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I @{TE“JOAHP’(‘/X’\EO:/HDGDEQE
90'{7'5'77 ARP»{‘/Z&O"‘/H‘/@EE}I“}OG)%FT .

AT RERETI V3 Y S

Device# show running-config

X T v 710 |copy running-config startup-config (FE) avy74FXa2l—vary 7y
Bl - A MCREERIE L ET

Device# copy running-config
startup-config

FALFZIYITARPA VARG L a UWREEF = v I DEST
AL F v ARP A AT g lE, RIERIPIMAC 7 RL A XA U5 4 7 % Ff> ARP

Ry FERITZEL, o 7S LT, BEIEEL £, 5058 MAC 7 FL A, XEMER X 0%
FEDOIPT FL A, BEOEETLMACT FLATEBNBRIEZFETTH LI, AL v TFE2HRE

TEFET,
1§ ARP X7 v N CREDT = v 7 #FTT21201%, WOFIEEZFEITLET, ZOFIEIKME
%:‘@TO
FiE
ARV RFEREET7IVa Y B
AT 71 |enable ¥iME EXEC — K& A x—7 M L E
f R
e NAT—REANLET (FREh
Device> enable fié%é? .
R 7 2 | configureterminal Ja—r\)L a7 4 FX¥al—a
Bl - FEBBLET,
Device# configure terminal
Z v 3 |ip arp inspection validate {[src-mac] #{E ARP 7 v N THEE DM 2 E4T
[dst-mac] [ip]} LET, 7744 M Tl BRIEHZFATS
nNEHA,
F—U— ROEKREFIRDO LB TT,
s sre-mac CTld, 41—y b~y
H—DEETLTMACT R LA L ARP
AL DFEETTMAC T K L A i
SINET, ZOMAEIX. ARP ER

F4+39 9 ARPA 2Ry L av0EE |



B s rzvomprozrvvaspiizzvsoen

4+ IV ARP A VAR av0HRE |

ARV RFERETIVa Y

B8

BELOARP JEEDOM 1% LTHE
TENET, A X—TMZT DL,
BIRDHMACT RLAZFON Ty
MIEESh Sy N e LTS,
BEFES I ET,

dst-mac TlX, /1 —% %y k ~v
A —D%i4% MAC 7 R LA & ARP
AL DFEHEMAC T KL AN &
NWET, ZOREIL, ARPJSEIC
HLUTEITENET, 4 F—T T
THE, BIRDHMACT L A%F;
DRy MRy e LT
HIh, BEINLET,

ip TlX. ARP AKX, MEZh7e IP
T RLARTFHILZ2WIP T KL A
DWW afER LET, 7 FLRIC
1%0.0.0.0, 255.255.255.255, BL W
TRTCDODIP~ILTFFX¥AFT KL
AMEENET, FEITLIPT N
AXF_XT D ARP ER I L TOVARP
JCENTHRAE S, 585 1P 7 R
A1 ARP IRENTZ T THREINLE
7T

il LB 1OOXF—TU— REEET S
VERBY FT, a~vy REETTH-
Wz, FORiOa~y ROBET FEX
SNET, 2FYD, v FRsreB &
W dstmac DIRREE A X —7 2L, Bl
Da<y RPN IPRREEE T2 A 32 —T b
2T 5E, 2/ DDav L FIckoT
src 35 & WNdstmac DRRFENRT « E—7 L
(2720 £,

AT 74 | exit ke EXEC £— RIZRE D £7,
X T 7 5 | show ip arp inspection vlan vian-range BEFMERLET,
25w 7 6 | show running-config A %R LET,

1 -

Device# show running-config
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I @{TE“JOAHP’(‘JX’QO&HDG)EQE
DAIDE=4R>Y .

ARV REEET7IVa Y B8
R 7 7 | copy running-config startup-config EE) a7 4Fa2lb—vary 7y
Bl A M RE R A LET

Device# copy running-config
startup-config

DAIQE=421) VT

DAl #E=ZF 52X, ROa~<v> ReEHLET,

avw vk wi
clear ip arp inspection statistics HAF w7 ARPA v AT ¥ a UHEEHE
7 VT LET,

show ip arp inspection statistics [vlan vian-range] | 15 D VLAN 23BN T. EEEINT-37 v B,
FEREINT= N v b MACKRGEIZHAL L 72X
7y by IPRREEIZREL L7237 > R ACLIZ
Ko TIHFAIB LS &z~ . DHCP
R TIHFAIB X BHER SN2 » RO
HEHA R R LET, VLAN EES T
RONGEE . ETIFEEAREE SN TV D SE
I, ¥4I Y7 ARPA U ART a3 UdA
F—=TMENTZ (T 27T 47) VLAN 721
DifFREFR R LET,

clear ip arp inspection log HAF I T ARPA LV AXRT gy ad Ny
Zrx7 UTLET,
show ip arp inspection log HAFI 0 s ARPA VAT S a vt d Ay

77 DRELNEEFRLET,

show ip arp inspection statistics =~ > R ClL, AA v FIXMEWENTH AT I v 7 ARP A A
R Vg AR— b EOF ARPERI L OISENT v b OERIEFE Ty MRARINS T £,

AA T, BEICMAC, %i%E MAC, EITIPHGET = v 7 I Ko THE SN H T >
~ D ACL £7213 DHCP #F Al /37 M S, UK AN £7,

DAl D&% TE DFEEE

DAl DEEAFE R LU THERTAHAICIE., kOoa~vy REFEHLET,

F4+39 9 ARPA 2Ry L av0EE |



B otos=as

4+ IV ARP A VAR av0HRE |

avy kR

B

show arp access-list [ac/-name]

ARPACLIZOW T OFEMERE R R L ET,

show ip arp inspection interfaces [interface-id]

BEINEA v E—T oA AFEETTRTO
A B —T A4 ADARP 7 v N DIEFEIREE
BIXOLr—MillREERLET,

show ip arp inspection vlan vian-range

FRE SN VLANDO X A ) w7 ARPA > A
N7 a VOREBLOMEAT — M ERTR
LEJ, VLAN MEESN TV RWEA, &
FIXEFANFEE SN TWAEAIT. 173y
J ARP A VART a3 R R2—T I EN
7= (777 47) VLAN 721 DI & £ L
*9,

ZDMDSEEH

—

IS—Ayt—YFa—4

B s

ZDY Y —ZADI AT AT — A v | https://www.cisco.com/cgi-bin/Support/Errordecoder/index.cgi

-V EHE LR T S0, =
FT—RAyk—UTFa—FYV—)L%&%
ERLET,

MIB MB®D') >y

ARKYJ—ATHR—=F T |BIRLZTT >y 74+ —24, CiscolOSV U —R, BILOT 4 —
Fy¥ ty MIETHIMIB 2L TH¥ U a— RT5120%, &
@ URL {23 % Cisco MIB Locator 2 H L £,

~T D MIB

http://www.cisco.com/go/mibs
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wrewgorz [

SRADTY ZHI YR—

EBA Link

YAADYR— K Web¥A hTiE, AT 7 /1P — | hitp//www.cisco.com/support
TN T TNy a—T 4 U TITBESL TS X910
N2 T ARV =L EBF LD LT LRERA S TA ) =A%
R L TnET,
BHOWORGLOE X2 U T 4 FRSBINEREAFT 57201
Cisco Notification Service (Field Notice 757 7 = A) | Cisco

Technical Services Newsletter, Really Simple Syndication (RSS)
74— R EOFREY —EAITMATE £,

VAADYER— K Web A hDY— T 7B AT HERI
Cisco.com D —H ID B LA T — RN MECTY,

HEEIFHR DR

HA4F=

THEHOY 7 b 2T VY —RATlIX, 2OFT 22—V THHINDE TR TOMENTHR—FI
NTND LR £H¥ A, BFTOBERRES L OEERICHOWTIE, T2 77y b7+ —24
BIO®Y 7 o=7 JVU—2®DBugSearchTool LY U —R /J—FERBL T ZE0,
ZOEY 2=V I NV TV HERBOFEM AR L, SHERTAR—FrShTns ) J—=x
DY AN EERTL25E81E, ZOEY 2= VORZICH DEEHEHRORESRL TIIZI0,
TIy F 7 —LDYR—=FBINR R VT v xT A A=YV R— MBS HIERE

589 51213, Cisco Feature Navigator Zffi ] L £, Cisco Feature Navigator (213,
http://www.cisco.com/go/cfn 2257 7 B A L£9, Cisco.com DT BT MILEHY XA,

w27 ARP 4 VARG 3 U DFIFIEIR

ZITIE, AA v TFIWIZHEAFI Y7 ARPA VAR v a VERET D EXOHMFEBIO]
EEFHEARLET,

e XA F I ARPA VATV a i ATIEx2 ) T afeTd, HhF=v7idE»
7= <ATWER A,

e XA FT IV I ARPA VAT g, FAFTI v T ARP A VY AXRT v a vz R— |
LTWARWARL v T FRXTOEENRA X — T IS TORNAL v TR S D
RA M LTIADTEHY A, FHRIBFLRITIH-DOL A V272 —R¥r AL K
AAVHIEENTWD D, T 7 SNBRORAL L XA4F Iy 7 ARP A A
Ry va iV TF=v I END RAL TR LET, ZOT77vaid, ¥4+ 3Iy
T ARPA Y ART L a DDA X —T I ENTNWD RAAL L THRA FDARPF v v
VamfR#ELET,

F4+39 9 ARPA 2Ry L av0EE |
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4+ IV ARP A VAR av0HRE |
B 5 rsvomprozrssasomusE

« EEARP ZEsR, BEXARPIGE TIP/MAC 7 RL A A UF 4 v T HIRRET D 1201

HAFI v ARPA VAT 5 DHCP AX—VE U T RN, U F 4 v F—H_R—ZAD
T RVIKTFELET, IPT RLARK AT v 71280 Y TH ARP X7 > R &FF
AT HERIE, DHCP AX—E 2 7 a4 2—T /W LTLEEW,

DHCP A X —V' v 7 %F 4 —7 /NI L TWAHEA. £721X DHCP LIS D BREE TlX. ARP
ACL ZEA LT 7y OB EZIIESEEZITOVET,

BALFIv T ARPA VAT v aii, 778 AKR—F, hT77 K—F, BIWV
EtherChannel ;" — F THHR— h I FE T,

N

(GE¥)  RSPANVLANTiX, ¥4I vV ARPA VAR v a A F—
TN LN TL &V, RSPAN VLAN T# A4 73 v 7 ARP A
VAR v a v EAFR—TNMITDHE, XA T Iy ARPA A
N7 a2y B RSPAN %656 — MR WAl EEMED &
nET,

WELAR — K % EtherChannel R — k ¥ RUZHEG T HITE. ZOPEER— M EF ¥ 3L
= N OEIREN BT H2LERH Y £, £ TRUVPEAR— NI, A—FFr 3L
NTHEREDOEE L7 £3, A—F Fr UL, Ty Efa SRy Oy
A= NOEFEREZMA L ET, LER-> T, RVOWER— FOEEREIX, Fv 3L
DOEHEREL —ET 2 08IIH Y XA,

WZ, R—=F F YRV TREEREEELE TS L. A v FiE, Fr RVl d 53T
OYELFR— b TH LWMEIEIREBEZREL £

L— MlBRIZ, AA v F ZAF v 7 DHFEAAL v F THIXICEMINE T, JuRARAZ
EtherChannel D355, ZAUTFEBEO L — MR HEME Y bEW AR H H Z & %’ff‘
LET, 72& 23X, b— MHIBRAS 30 pps (25X E S 4172 EtherChannel T, AA v F 11{Z
DDOR—F, BEVAA v F 2121 2DFKR— bW H 5556, EtherChannel 28 errdisable (2 72
5PN, FAR— ML 29pps T X7 v haEZETEET,

A=k F ¥ RVOEEL— ME, F¥ FVAOTRCTOYIR— ML REETT, -
EZIE A= Frxd ARP L — MR % 400 pps IZFXET D &, ZOF v RILITHS
BENTZTRTOA ¥ —7 = A AL, AT 400 pps 515 L £, EtherChannel 78—
FTEﬁéﬂéMwﬂﬁ/F®V% X, TR_RTOF ¥R AU NRNR—=EDZERTr Y
M L— DA EE 720 £9°, EtherChannel 38— h D L— MElFRIZ. &F v /L R— K A
YN h?éAm%w&/%®V~h%%waﬂ%pﬁbf<ﬁémo

MELR— FCTRESND Xy hOL— ME, AR — FOBRE TR, A—FFr X%
W®ﬁﬁc%ALT@Eéﬂi# F—h Fr 2oL — MIRRET, WHER— FOH
IR L EE A,

EtherChannel 78, FREL7ZL—F LV EZ DARP X7y N2%ETHE, ZOF v L
(TRTOWHER— FZET) 1 errdisable A7 — k& 720 £4,

cEBENT 7 A= FTiE, ARP X7y FE2LT L— MlRL T 7ZEW0, T 07 R—
NOERME L, DL AT w7 ARP A VAT v a UL F—T STz

B (T39I ARPAURRI S 3 VDEE



| 47399 ARPAURRY S aVDHE
54F399 MP1Axsav0BE [

VLAN (20725 TNT y hEBET A7, F 707 F—FDOL— &2 L0 mHEE
L ¥, 72, iparp inspection limitnone 1 > % —7 = A XA a7 4 Fal— g 2
~UREHEHALT, b— F2EGIRICRETHZ LB TEET, 1 DO VLANIZEH W L—
MEFMEZZRETHE, V7 F 7 =TIk > TZDOR— kA errdisable 27— MZEh7-
LA, o> VLAN ~® DoS WA < alREtEN H VY 7,

cAAVF T, FAFTIVIARPA VA L a L EBAX—TNMITHE, ARP T 7 4 v
TERRI T THLEICRESNTERY —0GM kbt d, 2o, T
DARP T 7 4 v 7IX CPUICEESINET,

BAFZIYIARP A VARG I UDHE

ARPTiX. IPT RLAEZMACT RLARIZCw v BV VT HZET, LA ¥272—RKEy R L
RAALANOIPBELEBRLET, &2, AAFBIIFANAITHEREEET 2 0ED)N
HYFETH, ARPF¥ v allARAMADMACT RLAZF-> T WnWE LET, RA B
BiZ, "ANADIPT RLARLEE#ITONTZMACT RLAZRET 572012, 207 r—
REXY AR RASLNZHDRA T RTUIHLTCTE—FRXHYy AN A vb—U%AERLET,
ZOT7a—RXx A KM RAALUNOFRA MITRXTARP ZREZZ(EL, A NAITMACT
RLUATIHELET, LiL, ARP X, ARP ERVBZEI N7 HETH, AR LD
BRI E T AT D20, ARP A TS —7 4 VI HESLARP v v ¥ 2 DIRA A= 73 %E
ETHZERHYET, WENRFHIGESND &, HBEZTTET A ANLOTXTORNT T 4y
713, WBEOaA L Ea—HEREALTV—%, A, vTF, FLEFFXMIEEIND LI
e ET,

BEOLLA—FIL, ¥ 7Ry MIERSNTVD AT LD ARP F ¥ v ¥ a2 RA A=
L, 2OV TRy N EOMORANEHNET D NT 7 4 v 7 2T ETDHZEITED.,
LAF2Ry NT—JIZHHRINTVWDEERA N, AL vF, BLONM—FEHEST L ENT
TFET, K26-112, ARPF ¥ v a R A= T ORERLET,

K 3:ARPF ¥ v a R4 A=Y

Eli A B R
(1A, MA) (IB. MB}

Haost C (marrin-the-middle)
(1, MC)

111730

BRARA, B, BEOCIHE, /v Z—T7 x4 ZA, B, BLOC RlZhd AL v FITHER SN
TWET, INHIEFTRTR—OY 7Ry b ECHVET, Iy aNIirREInTWa0i, =
NHEDOIPT RLA, BEXOMACT RLATY, 72E 2, SAMAMEHTDHIPT RLA
IZIA. MACT7 RLAIEIMA TT, "AMAMNIP LA VIZHDHHFA B EBETILENRD
%6, A NAIFIPT FUAIB LR EAT 5N TWVWA MACT FLUAIZARPERAZ 7 11—
FEr ZAPLET, AA v FERAFBIE., 2O ARPERZZETHE., IPT FLANIA
T, MACT7 FL A MA OFEA MIXT 25 ARP XA T 7 % ARP F % v ¥ 2 |[Zat A
HET, EZE IPT FLAIAX, MACT RLAMA LA RENTWET, HFA R
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B s rsvomrrizrsvavons

BWNEETDE, AL vF, BEXOKEA A, IP7 FLAMNIB T, MAC 7 FL A7 MB
DHREA MITHNA T 4 7 % ARP IZHEHIABLE T,

BRARCIE, IPT7 RLVANIA (F7201X1IB) T, MAC 7 KL A MC DR A MIKT 534
VT4 T R OIE ARP IGEEZ T 0 — RE Y XA MTHZ LK, AL v TF, RA KA,

BIOKRAFNBDARP ¥ v v a2 iRA A= TTH5ZLNTEET, ARPF v v 2 VR
AR=V T ENTEERA NI, IAFRITZIBETORNT 7 4712, S8 MACT RLALE LT
MAC7 RLAMCE#EHLET, 2F0, FANCHRIDO NI 74 v 7 BIT%ETHZ L
W22 F9, AA RN CITIA BIWIBICREEfTT SN AMDO MACT RLAZH > TWDHT-
W, ELWMACT RLAZ%EE LTHERT 22T MITZELLEN I 70 v 72206
DFRANMIERETEE T, RANCEHAGERANANSRARNB~D NI 7 47 A b

U—AIZHFHALET, ERkOPHELETT,

HAFI v ARPA VAR g i, Xy NU—ZHNOD ARP N7 v NOIESX M ZERT D
X2 T AHRETT, RIERIPMAC T RL A NRA UF ¢ v 7 5ED ARP 7 v N &R AT
ZEL, m7IZRek LT, BBELET, ZOMRICEY, Xy NUV—2 2 H 5O HIELE
MOIRET DL ENTEET,

HFAFTI v ARP A VAT v a /S XY AR ARP 2R LIRETZT BHEEIC) L—&h
D&Y ET, AL v TFNFTTHHEEITKRDO LBV TT,

AR TERWVA— b AR L7297 TO ARP ZoRE LV ARP IE 2 RITZIE L E T
AATZAE LI ANT y B IPT RLUAEMACT RUADHEMRNAL T 4 > 7 e Ffo
ZLEMEELTRNG, B—HVARPF v v v a T A0, FioIE s el T v
FEERELET,

« )72 ARP /Ny I Rr Y 7 LET,

HAFI v ARPA VAR v aid, R TELT —H¥_X—ATH% DHCP AX—E >
NA T 4 T T —=H2RXR=RENENTNDER72 IPIMAC 7 KL A NA T ¢ 72
SUWT, ARP/S7 » FOIEYSPEZHMT L ET, ZDOF—F_X—2L, VLANBIORZA vF
TDHCP AX—E V7B, F—T Wi o> TODEAICT, DHCP AX —E U ZIZ X Wi S
79, BHEHTELA 2V H—T 24 ATARP Ny IRZESND L, AL v F I F = v
JRHFIZ, ZORTy R LET, BETERNA U H—T oA ATIHE, A4 vy FIEZO
N7y RBRERTHDEARTET. 2oy MEIRELET,

ip arp inspection vlan vian-range 7’ 00—\ 27 4 Fa b—rvary av s FEEH LT,
VLAN 22X AF I v 7 ARP A VAR v a i A X—TNMITHZENRTEET,

FEDHCPEREETIZ, #1497 ARPA VAT va it BICRESNIZIPT RL 2%
FFOBRA MIHTH2—FREDARP T 7 A a2 bu—/L U2 L (ACL) L LADYE
T, ARP Xy NOTEYZMERRT 52 LN TXEJ, ARPACL #EFKT HIZIE, arpaccess-list
acl-name 7 —/3)L a7 4 X ab—v gy avwry REFEHLET,

Ny ROIP T RUARENTH L5586, £721X ARP X7y FOARLIZHSH MAC T R LA
B, A—=FFy b~y X—THRESNEZT FLAL—FHLARWES, ARP/S7 v & Ry
TTHEINCHEAT IV I ARPA VAR v a VERET DI ENMTEET, ZDEDITIL,
ip arp inspection validate {[src-mac] [dst-mac] [ip]} 72— L a7 4 Fal— g avy

REfHLET,

B (T39I ARPAURRI S 3 VDEE
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1o8—T A ZADEEREE Ry k7= %2074 [

ARA—T A RDEBEREBERAY FT—Y X2 ) T«

HAFI T ARP AV ART g 03, AA v FDOEA 2 —T = A AAZHEIREE A2 B AT
TET, BEHTEDAN X =T oA REIFETDH Ty NI, ¥4 T2 ARP A AT
Va VOMERRELE T RXTAARNAL, FBEHTERNAS VF—T oA AZEFET L7 v MC
1. 4TI 97 ARPA VAT v a VORIEES 2 A %25% T £,

— R 72k P U — 7R TIE, ARA b A= MIER I TWD AL v F R— M _XTEE
FHCTERWVWEDITREL, AA v FITHEHINTNDLAL v FR— TR TEEFEETELHD
WCRELET, ZOMETIE, HESNTZAS v TFNEXy FT—ZIZ A>T HARP/NT ¥
MITRT, ¥F2VT 4 Fov 72 (AL FET, VLANHN, Fidxy hI—7HND
ZOMDOGETCIL, MOMEZFATTH2HEITH Y T, BEREZZKET SI2IE, iparp
inspectiontrust f > ¥ —7 =z A A a7 4 Falb—varyavr REfEHALET,

ERURREDOREL, HEICIT > TS, FEHTASA I =T = RAEFETETRVA
F—=T 2 AL LTRET DL, HRBPKONLHERHY £,

WOKTIE, AA VT ALAL YT BOMWEN, FRAK1 EFRAN2%ZET VLAN TH A F
ST ARPA VAR avEFEITLTNWDELET, FARLEFRARN2B, AL vF A
I LTV 5 DHCP — 3B IP 7 L AZEG L TWAEA., AL v F ATZITN, RA
F1TDIPIMACT RLAEANAL T 47 LET, LER-ST, AAvFALAL T B
DA VHE =T 2 A ANEETER2WEAIE. A1 M5O ARP 737~ MMIAA v F B TiE
Ry 7&, AA R 1IBLOKRR N2 OO TS ET,

4: 54TV ARPA VARG 3 o D=HITAMIZES iz VLAN LD ARP /37y M&EE

DHCF server
Switch A Switch B
Part 1 Part 3
Haost 1 Host 2 E

FEERIIFEETERNWA A =T oA AZEEHTEDA L F—T oA AL LTRET D &,
v hT—=INIZEX2 VT 4 R—ABELET, AL vFATHAFT IV 7 ARP A AR
72 a v NEITENTHARWES, RA R LIZAA vF BDARP F v v = ZfHICHRA X
=V TEET (BEO, INODOAAL v TFOMOU 7 MG TEHH0E LTHRESINT
WAHEAIEARAR2) . ZORWE, A4 v TFBRFAFI V7 ARP A VAT v a &R
TLTVWAGAETHRAELET,
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B oweeiroroL—raR

\}

HAFT Iy ARPA VART g i, A4 FI vV ARPA VAR v a VEFITLTND
AL vy FICHR SN (BETERVWA LV H—T =2 A LED) RARMR, TOFXy hT—7IC
HEHLFDMDEANDARPF ¥ v 2% RA A= 7 L TWARNWI E2REELET, Lo,
HAFT IV T ARPA VAR a Al k) Ry bU—T DMOEZITHDHEA D, XA
FTIV T ARPA VAT v a B FATLTCND AL v FICERHR SN TVDRA FDOF v v =
ERAR=ZU T TERNVEIICTHZ LI TEERA,

VLAN DAA v FD—ERNLZAF v 7 ARPA L AT v a BT L, Y DAL v FiT
FITLTWRWGS, ZOXIRAAL v FICHH L TWVWEHA U F—T oA AIEFTE R0 G
DELTRELET, 2720, EXATI VT ARPA VATV a VAL v F by b
DNNA T 4 VT HBRET 5121, ARPACLZFEH LT, #1417 I v 7 ARPA VAT V3
VEFATTDAAL v TFEHELET, TOXI RS T 4 TR TE RVERIT, VA
Y3 T, AT IV ARPA VAT v ay A vFZFITLTWRNAL v F b, A
FTI VT ARPA VAR g VEFITLTWD AL v FH 0B L £,

GE)

DHCP — bRy F T — 7 OFEIC L > TiL, VLAN FOT_RTHORAAL v FTHRESNT-
ARP /X7y FERFECE 2 WHREME N H Y £ 97,

ARP /N7y kD L— IR

24w FDCPUIX, #AFTI v 7 ARP A L AT L a VERBELZFITLET, LI-d-
T, DoS WEAE[LIET H7-0I2, {8 ARP X7 v MEZL— MRS ET, 774/ R T
I, BETERWNWA U H—T oA ADL— NI 157y N (pps) T, [BEHTEHA
2 =T A AT — MIlRENEHEA, TORELXEEL T LIZIL, ip arp inspection limit 1 >
B—Txf A a7 4 FXalb—gyavwy FEEHALET,

EIE ARP N7y O L— FRRIESNTHIREZ#EZ D &, AA »FIIAR— k% errdisable A
T—hMILET, 2—FRNATLHET, A— MIZORELHERF L9, errdisablerecovery
Ja—n"arZ4Fal—raravwy RefT5 L&, erdisable 27— hDEIEZ A R—
TUZTEET, ZNICE-T, A= MIFEEDZ A L7 7 MFEARET 5 & Z ONREEN
HHERICEIET DL OICR 7,

GE)

EtherChannel ® L — MlfRIZ, A% v 7I1ZH DAL v FI@BNCEH S E T, 72L& 2
EtherChannel T 20 pps DR E SN TV S 5A . EtherChannel (28 5 AR — FDFAA > F
TIX, K 20pps ETHEITTEET, AA v FHHIREZHIE L7254, EtherChannel K73
errdisable 27— MMZ72 D £,

ARPACLE K UDHCPRX—E VT TV M DML TSA X ) T«

HAF I ARPA U ANT v a Tk, ANRIPIMACT RLA NS T 47 DY A L
L LT, DHCP AX—VE LT AT 4T T—HRX—=ABMEHINET,

. HA4F+ZIYIARPA VAR 3 UDRE
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gE sy ronxss ]

DHCP AX—VE L T NRA T 4 7 FT—=H_R=ANDT ) LY, ARP ACL O &
nNEJ, AA vFMNACL ZHHT 5 DI, ACL 7 ip arp inspection filter vlan 7' 7 — /3L 21
TZA4F¥alb—rvary av s FEEHLTHRESNTOWDLGATET T, A4y Fix, £7,
ARP "7y b Ao —WEED ARP ACL &l L E§, DHCP AX—E 7LV F—Z RN A
NENTZT —H_R—=RZGN2 A T 4 T HBFEL T TS, ARPACL 28 ARP /347 » |k
FEGTEHA. A4 v F Loy FEHEELET,

BE/N 7y tOOx2y

H4F=

AL TRy MRy T58 vl Ny T7riioy MBS, FOEGITNT
T, VAT A Avb—URNERESNET, Avb—VDAERE, AL vFiIcky, ol Ry
Ty Z oy NYMBEESRET, e F =2 I, ZEMOVLAN, R— &,
EEILIPT RUABIOSEHEIP 7 FLUA, EETLMACT FLABLU%E%E MAC 7 FLA
Lo lo 7 m—ERNGER SN ET,

iparpinspectionlog-buffer 7 0 —/ )L a7 fFa L —v g av FEERLT Ny 77
WO P UER, Y AT LAy E—=VERETOREDA v F— it snbx b
VB ZRELES, SN/ y FOMEZ$EET 5213, ip arp inspection vlan logging
Jau—rbary 7 4 Fal—ary avy ReFEHLET,

YO ARP £ VARG 3 DTIA4I METE

e T4 MERTE

HAF v ARPA VAT g T _TOHD VLAN TT 4 =7,

A B =7 = A ZOEHIRE FTRTDOA ¥ —7 = A A1 untrusted,
15 ARP /37y kD L— Ml R 1 BN 15 BOBHA R MIHERT 248 A &

NEE INTZAAL v F KRy NU—7 DA
BETE WA L2 —T =24 ADL— T 15
pps IR ESIVET,
BHETE32TXTOA U Z—7 A ATiX
L— MEIBRIZI T E8 A,

IN—Z N A 2= T 1 BT,

FE DHCP BRE212%9% ARP ACL ARPACL TR INFH A,

AR BRAEITEIT SN EE A
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B ArPACLEEUDHCP RX—E V5 TU b U OREHIL TS A4 T«

HEHE FIHI FEEE

R7 Ny Ty FAF Iy ARPA Y ANT Vg VA Fo—
Tk ENd &, ERERITI Ry T ENT
ARP /7y MIT_THAREINET,

o JANOxTY )L 32 T,

VAT N Ay —=URE B S OICHIR S
ﬂij‘o

nXy> s L—h A= iE 1 BT,

VLAN Hfy o X 7 R EIIEEINTZTXTOARP N7 v b
Ntk I ET,

ARPACL 5 LU DHCP RX—E VS TV ) O xR
O —
754X )T«
AT Iv T ARP A Y AXRT v a Tk, AR IPIMACT RLVA RNAL T 4 7 DY A b
ELT, DHCP AX—VE U T RNA T 4T T _X—AREHEINET,

DHCP AX—VE U T NA T 4 7 T—H_X—=ANDO=Z 2 N XD ARP ACL O MBI S
nNET, AA v F N ACL #EHT 5 DIL, ACL 28 ip arp inspection filter vlan 27 7 —/3)L =1/
T4FXalb—varyavy RefHLTERSNTWLHEREIT T, A4 vy Fid, £

ARP X7y b Ao —WEED ARP ACL & il L E§, DHCP AX—E > 7LV 7 —Z RN A
HENTET =B RXR=RZHENRAA T 4 o TFE LT TS, ARPACL 28 ARP /87 » b
PHEETHIHE, AL v TFLZoRry MEESELET,

3E DHCP ¥x1% T ARP ACL D&% E

ZOFEZ, R2WRTAAL v T BREAFTI VT ARPA AR g, 7213 DHCP A
X—bE 7Y R—FLTWRNWEXIIHE AT IV ARPA VAT v a U ERET D HE
R LTWET,

AA v FADKR—Fl ZEHETELLOLE L TRELESES, AL v F A LEKRANIXHE)
b, AL v FBELIFIARA R 2KV KBEINDIHAREERH D7D, X2V T 4 A—L
PEVHENET, TNEHIETICE, AA vy FADR— M ZEFEETERNLDOE LT
ETHLENRHY T, KA 20050 ARP N7 v hEFAT 521X, ARPACL =& v b
Ty 7 LT, TNEVLANIIZEATA2SLERNH D T, FAR2OIPT RLARAXT 1 v
7 TlE72W (A v F ATACLEEXEMAT 52 LIIAFRETHD) HHE, LA Y3ITAL Y
FARZAAL T BOLLEEL, ZNOHOMTIE, V—ZEEHL Ty hEL— T 50
TERH Y ET,

. HA4F+ZIYIARPA VAR 3 UDRE
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seouce <o ARPACL0EE

AA T ATARPACL % ET 221, WOFIEEFEITLET, ZOFNEIL, FEDHCP BREE

/C\‘ ﬂiﬂ\zﬁ T‘a—o

FIE

ARV RFERRETI Yy

S

ATy 1

enable

1 -

Device> enable

¥iHE EXEC E— R& A 32— ML F
kR

e NMAT—FREANLET (RS
nNE%a) .

ATvT2

configureterminal

1 -

Device# configure terminal

Ja—nR) a7 4 F¥al— g
E— FEBRBLET,

ATvT3

arp access-list acl-name

ARPACL #E# L., ARPT7 7R Y
Ahary7 4 Fal—T g F—RN%E
Bt L £, 774/ FTiX, ARPT
JEAVANIERINEEA,

(G¥) ARPTZ7k&RURLFDORE
\ZHE B 72 deny ip any mac
any 2~ RAEE ST
£

ATvT4

permit ip host sender-ipmac host
sender-mac

BEINTZEALN (RAK2) HHD
ARP X7y NEFFRTL £,

e sender-ip \Z1X, RAR2DIPT N
VAZ AT LET,

* sender-mac \Z1%, A F 2D MAC
T RLVRAEASLET,

ATy Th

exit

Ja—n\)aryZ 4 Fal—g»
E— RIZRD 7,

ATvT6

ip arp inspection filter arp-acl-name vlan
vlan-range [static]

VLAN ([Z ARPACL Z#H L £9, 7
7 v b TIE, EFKFEHD ARP ACL
X, FOXH R VLANICH#EH S E
A,

s arp-acl-name \Z1X, A7 72T
fER L7 ACL DA T Z R E L %
R
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4+ IV ARP A VAR av0HRE |

ARV FFEREETIVa Yy

S

s vian-range TlX, A A v T LKA

N DMFELET D VLAN ZfE L £
9, VLANID F =52 L 0 akpl s
HH—@D VLAN, /A 7 TKXY]
b7 VLANEE, E7oidh o~
TXYI SN 7-—H D VLAN % 5 E
TXFE9, fHECTELH8MAIL ~
4094 T,

o (£EE) staticZf8ET 5 L. ARP

ACL N O BRI 22 58S 2RI 72
B E e &, 2L E
Eh7- ACLANIC—E LW Ay
MIFEFESLET, DHCP /N A v
T4 TIIERESNERE A,

ZOXF—TU— REEELLWGS
X, ACLWIZIF N7 v h &S T
LIRS N FELRVW T &
W20 9, Zo8AlE. ACLA]
[ LWy FEFT S
MES T 5 5%, DHCP /3 A

Far Ik TRESNET,

IP7 RLAREMACT RLARLDAA
YT A T LINRFTZ IV ARP R B
L. ACLIZHEESNET, T v b
X, 77 8RA VA NTHASNTGE
IS nE,

R w7 |interface interface-id

AL v F BB INIZAAL v F AD
A —T oA AEREL, 45—
Tz AT 4 FXal—TarT—
KEBs L ET,

R 78 |noip arp inspection trust

B (T39I ARPAURRI S 3 VDEE

AA v FBICEHINTZAAL v TF AD
A X —T A A% untrusted & L TE&
ﬁi_’l/ijqo

TI7FNETIE, TNTOA 2 F—
Tz A AHMEETETEE Ao

B TE WA X —T = A AT,
AL FITTRTOARPER & A %
RATZIELET, v—F1T, I7%4E
L7z N7 R, IPT KL A & MAC
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DHCP BB TOX 1 +3 w5 ARP A 22 ~5 L3 008%E [

ARV FFEREETIVa Yy

E:)

T RLVAREDHENRAA T 4 Tk
FOZ L ZMERE L ThL, n—RL
¥y v 2B HT O, WYk
W7y FERRIELE T, A A v F
X, B2y a2 Ry 7L, ip
arp inspection vlan logging 7 7 — /3L
a7 4 Xal—aravy RTHE
EINTnX o FRECE->Tr s
Ny 77k LET,

ATy 79 |end FitE EXEC £— RICR Y £,
ATYF10 |RD show 2~ REMHLET, AN MR LET,
* show arp access-list acl-name
* show ip arp inspection vlan
vlan-range
» show ip arp inspection interfaces
Z5 w711 |show running-config AN EMRLET,
i -
Device# show running-config
AT v 712 |copy running-config startup-config FEE) avy74FXa2lb—vary7y

1

Device# copy running-config
startup-config

AR EZRIFLET,

DHCPIRETHDRAFTI VI ARP A VAR 3D

558 HHEIIZ

COFETIE., 20DAAL v FNEAFT IV T ARPA VAT g Y R—PFLTWNS L&

2, T O

RETHHEERLET, FA M LITAAL T AL,

BRAKR2ITAA vF B

WCENENHFR SN TVWET, A vy FiElHF b, AR MPEEINL TS VLANT TH A
FI VT ARP A VARY v a rEFATLTWET, DHCP r— NI AL v F AICHER ST
WET, EHOERA ML, GO DHCP b — "5 P 7 FLAZEELET, LEno T,

AA Yy FAFFARNIBLOKRA R 2IEXTEANS T 4 0T %, ALy FBIFAA 21
RFTHNAL T 4 T EREBET,
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\}

4+ IV ARP A VAR av0HRE |

G¥)

EIE ARP Bk, BEIWARPIGETIPMAC T RL A NSAL UF 4 U T EWEET H 12012, # A

FI V7 ARPA VAT 25 DHCP AX—VE L T A VT 4 v F—E_R—ZADxT F
WIEFELET, IPT7T RLARE A F I v 71280 B THNT- ARP X7 v F & AT 5B,
DHCP AX—V 7% A X —T7 WM LTLTEEN,

ZAFT Iy ARP A U AXRT v a U ERET HITIE, ROFIEZETLET, OB,
WGDAA y FTATIORERHY £, ZOFIHITLHATT,

FIE

ARV RFERETI Y

S

ATy T

enable

1 -

Device> enable

Y5 HE EXEC E— F& A 3x—7 ML F
kR

e NMAT—REANLET (FERE
nNE%a) .

ATvT2

show cdp neighbors

1

Device (config-if) #show cdp neighbors

AL FRIOREREZ B L £,

ATvT3

configureterminal

1 :

Device# configure terminal

Ja—nR) a7 4 F¥al—g
£ F‘%Fﬂlﬁﬁébiﬁ‘o

ATv74

ip arp inspection vlan vian-range

51

Device (config) # ip arp inspection vlan|
1

VLAN BT, ¥4I v 27 ARPA
ARy vavEAR—T M LET,
7 74 /V FTlX, §_XTDVLAN ET
HAF I ARPA AT 3 0L
F o= NIz TWET,
vlan-range (213, VLAN ID &5 Tkl
ENT-H—0D VLAN, /A 7 CTXY)
LI #EO VLAN, £7213 0 ~T
X5 7-—HO VLAN 28 ETE £
T, FRETE DPHIT 1 ~4094 T,
W7D AA » FIZ[F C VLANID % $87E
LEd,

ATvTh

Interfaceinterface-id

1 :

. HA4F+ZIYIARPA VAR 3 UDRE
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DHCP BB TOX 1 +3 w5 ARP A 22 ~5 L3 008%E [

ARV RFERRTIa Y E:)
Device (config) # interface =0 XolL— g F— ]‘%Bﬁ
igabiteth: tl/0/1
gigabitethernetl/0/ WL ES,

A7y 76 |iparp inspection trust AA v F O % trusted ISBE L %
R T T 74NV RTIE, TXCTHOA >

Devi o . . . 2 —T oA AIEHETEEHA,
evice (config-if) #ip arp inspection

trust AL v FIE, BETELA X —T =
AZRZHDEH ) 1 ODDAAL v F b5
fE L7ZARP/N7r » MIHER L EH A,
ZOWE. Ny MIFOFE FIEES
N7,

BHEHTERNAVH—T =24 AT,

AA w FITTXTDOARPEK & &%
RATZE L ET, L—2iE, RAT%0E
L7207y R3S, IPT RLZ2 & MAC
T RVRALDHERNIRNA T 4 o T
FOZLZHERLTHDL, v—H)L

F¥ v a2 HT 50, W5k
ATy FEBELET, A v F

X, B2y hE Ray 7L, ip
arp inspection vlan logging 7" = —/3/L =
Y74 F¥alb—varavy RTHRE
SN THREICHE>TRT Ny
7 7ICRER L E T

ATvF1 |end M EXEC £— RIZRY £,
11
Device (config-if) #end
X w 78 |show ip arp inspection interfaces AV B —T 2 A ATHEAFT I v ARP
Bl - A VAT v a  OREEBREL F
j‘o

R 9 |showip arp inspection vlan vian-range |VLANTHX A F I v 27 ARPA o A~V
Bl YA v OREERAELET,

Device (config-if) #show ip arp
inspection vlan 1

A7 710 |show ip dhcp snooping binding DHCP A > F 4 v 7 2B L7,
1 -

Device (config-if) #show ip dhcp
snooping binding
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B ==are sy roL— iR

ARV RFERETI Y S

X w711 |show ip arp inspection statistics vlan VLAN TH A F I v 7 ARPA > AXY
vian-range va rOmEHERZ MR L E T,
£l

Device (config-if) #show ip arp
inspection statistics vlan 1

AT 712 |configureterminal Jsua— ) ary7 4 Xal—v gy
Bl - T— FEBFIBELET,

Device# configure terminal

25w 713 |configureterminal Ja—r\)yarJ 4 Fal—ar
{;“ : £ — F\%Eﬁt‘ébi—g_o

Device# configure terminal

7&{8 ARP /N7y b L— IR

)

AL v FOCPUIE, #AFTIv 7 ARP A VAT v a VHERMREEZFITLET, Lizhio
T, DoS W APHIET H7-D10, HIE ARP N7~ ML — MRS £,

EIG ARP X7 RO L — MREESNT-HIREZ#H LD &, A4 v F IR — K% errdisable A
T — MZ LFEJ, errordisable FIfE % A X —7 /MIZ LT, FEEINTZZ A LT U M DEIZ
R—=FRZDOAT— L HEBMIKITHTEIOICTDHET, F—MIZDAT—FDEET
-éAO

G¥)

A EZ=T 2 A XA LEDOL—MHIRERELRWIRY , A2 —T7 = A ZOEHERELEE TS
ZLiE, b= MiRE ZOEEREDT 7 40 MEICEET 52 L1070 £, L— MillRE
RETDHE, BEIRENEEINTZGAETHA UV F—T7 oA AT L— MHIIRZ R D EF, noip
arp inspection limit f > % —7 = A X a7 4 X alb—Yar av s NEANTLHE, £
S—=T A AFT 7 HN PO L— MRIZEYD £,

Al ARP X7 v hO L — FEHIBRT HI2IE, ROTFIEEZFETLET, ZOFIRIXMEETT,

FiE
ARV KRERETIaY ]3]

AFw 1 |enable ¥i#E EXEC E— F& A 32— ML ZE
i - EE
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wiEarp iy y ko L— iR ]

ARV FFEREETIVa Yy

E:)

Device> enable

e RAT—FREANLET (FRE
nr%4a) .

ATy T2

configureterminal

1 -

Device# configure terminal

Jua—\) a7 4 Xal—g v
£ F‘%Eﬁﬁébij‘o

ATvT3

interface interface-id

L— MR ENDA v H—T = A A%
BELC,. A v HF—Tx2Af AT 4
Xal—agrE— REPBBLET,

ATvT4

ip arp inspection limit {rate pps [burst
interval seconds] | none}

A B —T A A LEDOFEEARPERE
FOARPIEE D L— F IR L £,
T 7R b— ML, [FETER20A
VHE—T x4 ATIX 15pps. [FFHTX
HA B —T A A TIRERIR T,
IN—A N A Z =NV 1 BT,

F—U— FOERIIRD LIFBY T,

e ratepps [Z13, 1 BH- 0 ITUFES
NWHER Ty NI EIRZEE
L9, A2h7eHIHIE 0 ~ 2048
pps CT7°

« ({£&) burstintervalseconds 1.

L— hDEWVARP /7 v kO I
IZOWTA U F—T oA ADRE=
2V rrsnsim () e
LET, HETZ 28X ~15
<9,

s rate none Cl&, LHE T 25E
ARP X7 > DL — kD LR A7
ELFEY A

ATvT5

exit

Ja— ) ar7Z 4 Xal—var
E—RNICRD 7,

ATvT6

Woa<y REFERLET,

* errdisable detect cause
arp-inspection

* errdisable recovery cause
arp-inspection

(EE) #A4FT I v 7 ARPA v A
a3 @ errdisable A7 — FnH DT
T—REEA F—T ML, AT
I w7 ARPA ¥ AT g v DEE A

F4+39 9 ARPA 2Ry L av0EE |
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4+ IV ARP A VAR av0HRE |

ARV FFEREETIVa Yy

S

« errdisable recovery interval [#][3

B = AN THMT 0 EBAERELE
TO

774/ bCE BEET =7
T, BEDA % —r1F 300 BT
‘a‘o

interval interval CTld. errdisable A 7 —

kB [EI1E 9 5 R[] 2 R BAAL CHRE L
F9, FRETE 5HPHIZ30~ 86400 T
‘a‘o

ATy T | exit it EXEC £— RIZRY £,
ATV T8 |RDshow a2~ RafiHLET, RETHERDLET,
* show ip arp inspection interfaces
* show errdisable recovery
Z5 w79 |show running-config AN EWRLET,
il -
Device# show running-config
X w710 |copy running-config startup-config EE) av74FXal—ra 77

1 -

Device# copy running-config
startup-config

AR EZRFLET,

AALFZIYVIARPA VARG URIEEF T v I DETT

A F I ARP A VAT g 0E, RIERIPIMAC T KL A XA UF 4 7 ZFf> ARP

AV AN i
FEDOIPT LA, BEOEETLMACT RLATEBNMKEEEZFEITT S L 91,

TEET.

P

1T%ME

L, r7ICR8kLC, BEIELET, %65 MAC 7 FL A, EEMIE L 0%

AL v FERIE

H{E ARP N7y D TREDT = v 7 Z#FATT 51213, ROFIEEZFATLET, ZOFIHIIE

BT,
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I @{TE“JOAHP’(‘JX’QO&HDG)EQE
9«*47_5.‘}7 ARP»{‘/Z&O"‘/H‘/&EE%I“}O@%FT .

FE
ARV FERET7IV3 Y By
AT 71 |enable ¥5HE EXEC E— K& A 3x—7 /M L&
{1 - kR
e NRAT—REANLET (FREh
Device> enable 7—:%4\ .
R 7 2 | configureterminal ra—nN)ary7 4 Xalb— gy
: E—RFZBBLET,
{5l
Device# configure terminal
X 7 3 |ip arp inspection validate {[src-mac] #{E ARP & v N CTHEE OME 2 E1T
[dst-mac] [ip]} LET, 7740 M Tl BiEEFTS
NER A,

F—U— FOERIIRO LB TT,

s sre-mac CTld, A —H %y b~y

H—DEETLMACT R LA L ARP
AL DFEFEITTMAC T R L ANl
SNFET, ZOMRAEIL, ARP EK
BELOARP JGE DO H Ik L THE
TENET, A RX—TMZT DL,
BIHMACT RLRAEES Ay
MBS > b E L TosES L,
BEIEINET,

dst-mac TlX, 1 —H%*v b ~v
A —D%54% MAC 7 R LA L ARP
AL D5 MAC T KL AN &
NET, ZOMRAEIX, ARPINEIC
HLTETEINET, 41 F—T T
THE, BIRDHMACT R RA%F;
DNy NMIEEZ Ry M E LT
HIh, BEINLET,

ip TIX. ARP A3/ 56, HEX) 72 1P
7 RLARTFHL72WIP T FLA
DR EHRLET, 7 RL AR
130.0.0.0, 255.255.255.255, BL W
TRTCDOIP~ALTFFX¥ AN T KL
AWEENET, EETIPT KL
AT T D ARP 3R FS LUV ARP
JISENTHRAES L, 5856 1P 7 R

F4+39 9 ARPA 2Ry L av0EE |
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4+ IV ARP A VAR av0HRE |

ARV RFERETIVa Y

B8

213 ARP JGERNTZIT THRAE SN E
T

Wil EH1OOXF—TU— KEEET D
PERHY EF, a~vr ReFETTH-
Wz, #ORioa~y FOREIT FEX
SNFET, DFED, avU RhsreB L
WV dst mac DIRFEE A F—7 /2L, Bl
Da<y RBNIPRAEE T 2 A 3r—T )b
T BE, 28DDa~w L NiZk-T
src 35 K Ndstmac DRFEN T 4 ©—T 1
2720 E£9,

ATy 74 |exit Fi#E EXEC £— FIZRY £,
R 75 | show ip arp inspection vlan vian-range MEAXMRLET,
25+ 7 6 | show running-config AN EWRLET,
fil
Device# show running-config
R 7 7 | copy running-config startup-config EE) av74Fal—vary 77y

1

Device# copy running-config
startup-config

=3
AR EZRAFLET,

DAIOE=A) Y

DAl #E=4 T 5I121%, kOa~<v FRaFEHLET,

avy kR

FiEA

clear ip arp inspection statistics

HZAF 2 w7 ARPA v AT g UREEHE R
7 VT LET,
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palosEoR |

avy kR

B

show ip arp inspection statistics [vlan vian-range]

FRED VLANIZEBW T, BEESNT T v b
BEEE S NT=37 v b, MACKRGEICRRL L 728
o by IPRRGEICRI L7237 » F, ACLIZ
Ko THFAIB LR &= >~ . DHCP
WZE S THRABIESR =37 > ROkt
FHEHAEF R L E T, VLAN 2MEE STV
WA ERTEENEE SN TV AEA
1, A4 F IV ARPA VAT v a VA
F—T M ENTZ (72T «47) VLAN 721}
DOfFRERTLET,

clear ip arp inspection log

HAFI VT ARPA LV ART g al Ny
Ty 7T LET,

show ip arp inspection log

A FI v T ARPA L ANRT g al Ny
T DOREENREFRLET,

show ip arp inspection statistics =~ > N ClL, AA v FIXMEHEINTF AT I v 7 ARP A X
N7 a Yy R— b LD ARPELRE L OIEE T v N OEREF AT v MEERINSEET,

AA v T, FEETTMAC, 585 MAC, F/RIX P KRIETF = v 712 Lo THEESNZEK v
k@ ACL F£ 7213 DHCP #F Rl A/ v Mz s®, @y simnss x4,

DAl D&% TE DFEEE

DAI OB EHEFR L CHERT HI2E, koo~ REHLET,

avy kR

aEA

show arp access-list [ac/-name]

ARPACL [ZOW T OFEMIE iz £on L E9,

show ip arp inspection interfaces [interface-id]

BEINEA v Z—T 2 AFERITTTO
A B —T A ADARP 7 v kN DIEHEIEE
BLOL— MilllREFR R LET,

show ip arp inspection vlan vian-range

FBESNTEVLAND X A F I v 7 ARPA A
R arOREBIOEEAT — N & FER
LET, VLAN BFEESNTWARWEA, £
TITEPHRFEE SN TV AEAIE, 4T3y
JARP A VAR v a R R2—T I EN
7= (7277 47) VLAN 72 DI & £ L
7
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B zotoszan

ZTDDSEERH

IS—AytE—TFa3—4

EEA )y

ZDY Y —ADI AT T — A |https://www.cisco.com/cgi-bin/Support/Errordecoder/index.cgi
t—UARHE LIRS 57201, =
T—Ave—V Ta—¥V—)k&

ERLET,

MIB

MIB MIB®D' >4

K —ATHR—=FTE5F(BIRLZTT > h 74+ —2A, CiscolOSV V—A, BIOT 4 —
~T o MIB F¥ Ty MIBETAMB 2L THX v ra— KT 5HI0E, K

@ URL |23 % Cisco MIB Locator Z{#/J L £,

http://www.cisco.com/go/mibs

SRAADTHYZ AL YR—+

BLL] Link

VAaADYR—FWebH A FTiE, v Aa0BREET 7 v v — | httpr//www.cisco.com/support
T2 N7 TNy a—T 4 U ZICBESTWEET 5 XL 91T,
oA T ARV LI LDETLEERA T ) Y%
Rl L CnET,
BEWORGOEF 2 U7 4 HFROEME R E AFT 572012,
Cisco Notification Service (Field Notice 757 7 = &) | Cisco

Technical Services Newsletter, Really Simple Syndication (RSS)
74— Rig LB —EAITMATE T,

VAADYHR— K Web A ROV — T 7 AT HEIT,
Cisco.com D —HF ID BLUOVXRA T — RBAMLETI,
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