@IGE T A v L ARABEHY AT LDERE

* wIPS R EDAIHESM:, 1 <X—
* T UEBARAL L FNTO wIPS OFREHE, 2 ~—
* WIPS [EHDOE=2 I L7, 4 _—

* T U EBARAL FTDOWIPS OFKERF], 5 ~L—

ROk

wlIPS

CHHOY 7 R 2T YUY —Z T, ZOFEY 22— L THAENLTRTOBERENRYR— FEh
TV EITRY F A, BHOEERHREIEEFHIZOWTL, ZHEHOT 7y F 7+ —0& Y
Zho=7 VY —=RZHIE L2 V=R /= F 22 LTI EE0,

TTy R —BDOPFR— PRIV A YT vy =T A A=V OV R— MIBET D IERE HHR
9 51Z1&. Cisco Feature Navigator Zffi [l L 9", Cisco Feature Navigator {Z}Z. http://www.cisco.com/
go/ctn N T 7B AL ET, Ciscocom DT I T2 MIMLEHY FHA,

S TE DRI FE

CEEOR—N ET— ROT I ERARAL Y ME, TA Y LAZAPHT 27 A (WIPS) HEhE
OV Ty ML THIEINTWET, ZoMELFEHTH L. SN A——1L 4
Zy NT—I R ThH, T7E8A RS 2R L TREMIEL L TX E4,
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BERD A ¥ LRBABHY R TFLOBRE |
B 7/tx K1 rTOWPS DFEESE

TR KA TOHOwIPS DEETEAE

TOH2RXRA2 ETHwIPS DEZTE (CLI)

FIEDHE
1. ap name Cisco AP mode local
2. ap name Cisco_AP dotll Sghz shutdown
3. ap name Cisco AP dotll 24ghz shutdown
4. ap name Cisco_AP mode monitor submode wips
5. ap name Cisco 4P monitor-mode wips-optimized
6. show ap dotl1 24ghz monitor
1. ap name Cisco_AP no dotll 5ghz shutdown
8. ap name Cisco AP no dot1l 24ghz shutdown
FIE D
ARV EFERERTIVa Y BEY
2Tv 1 ap name Cisco_AP mode local F=H EF—ROT VA RA L PEERELET,
- APDE—REEESTLHLT VAR IR T—hand
Swi.tch# ap name AP0l mode local - k %%ﬁ—% /’IZ—\\/?)?’%% éhiﬁ—o ZDA /t—\\/&i\
APE— FOEHEZRATT 2N EIMEfRETE L7 b
LERLET, HITTDICE. e P TyE AN LET,
2T T2 ap name Cisco_AP dotl1 5ghz shutdown | 7 7 = & KA > k@ 802.11a &R 4 85012 L £,
i -
Switch# ap name AP0l dotll 5ghz
shutdown
ATFv T3 ap name Cisco_AP dotll 24ghz shutdown | 7 7 = 2 7R 1 > F D 802.11b HELE A RN L F 5,
i -
Switch# ap name AP02 dotll 24ghz
shutdown
T T4 ap name Cisco_AP mode monitor TIEARALY NTWIPS 7 E— RERHELET,
submode wips . 3 N
GE) T EARA L NTwWIPS A BT HITIE, ap
B - name Cisco_AP modemonitor submode none =~ > K
Switch# ap name AP0l mode monitor %f)\jjl/EEﬁfo
submode wips
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| BEEDAYLRBABEYRTLORE
7o R KLY FTHOwIPS DFEE (GUD) [ |

ARV FERET7IVa Y EL:g]
ATvT5 ap name Cisco_AP monitor-mode T U A RA L MMTx LT wIPS B L ST v rL A

wips-optimized ¥y EAHCLET,

Bl - TR RA L ME 250 SUBOM, KT v X EAF Yy

Swi-tch# ap name AP0l monitor-mode \/Lij—o %*ﬁ%ﬁﬁﬂl%’jlﬂf%#k‘/éhéﬁ:kf?\ﬂ/@#

wips-optimized BRRSGSNET, ROATva rpb@RIRTEET,
C[All] : 77 B R RA » FOBERTYR—FSHTW5HT
RTOF ¥ R/,
*[Country] : 77 A KA > FOFEAETHAR— T
WD TF X RILDF,

*[DCA] : BT ¥ 1 LE D ¥ T (DCA) 7= U X AT
FoTiHENLZF v RV EY DI (F7+L T
E. 727 BARA U FOMEHETH AT INE, F——
T T LRNTRTOF ¥ 2L EET)

ATy 76 show ap dot11 24ghz monitor BERREFy VY baRRLET,
. GE) :ngﬁﬁ@sgyb%ﬁ%%XW@m%ﬁﬁﬁ
Switch# show ap dotll 24ghz monitor Ty ANty bERLET,

ATvT1 ap name Cisco_AP no dot11 Sghz T RARA L D 802.11a BRAE AN LET,
shutdown
{51

Switch# ap name APOl no dotll
5ghz shutdown

ATvT8 ap name Cisco_AP no dot11 24ghz TIEARAL L N 802.11b EHEEHNT LET,
shutdown
11

Switch# ap name AP0l no dotll
24ghz shutdown

TOERXKRA2 THOwIPS DEEFE (GUI)

RFwF1 [&E (Configuration) ]>[VA YL A (Wireless) 1>[7 27 & A BA 2 k (Access Points) ]>[7F T AP
(All Aps) ] DIEIZEIR L £,
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B wesiE

ATy T2

ATvT3

ATvT4
ATvT5
ATvT6

wWOE=HYYT

[All APs] X— UV NFRENFET,

TIRR KA MES Y v LET,
[AP]> [fiiff (Edit) | ~—YRERSNET,

BIEE DA v L ARABK#EY AT LDORE

[APE—F (APMode) | Ky 7 X7 URXRNnDL, ROF T aD1 D&FRL T, APE— R

TA—HEFRELET,
* Local

* Monitor

[AP #7E— R (APSubMode) | Ky &7 UX R WIPS ZEeiR L £7,

[Applyl 227 U v 27 LET,
[Save Configuration] 27 U v 7 L £,

wiPS [EERDE=2 1) > 5

N

FIRDHE

FIEDFFH

G¥) AA v F GUI ZFEHALTZDOX AT 2F79 2 FIEITBHEFNHA T £ A,

show ap name Cisco_AP config general
show ap monitor-mode summary
show wireless wps wips summary

show wireless wps wips statistics

R b=

clear wireless wips statistics

ARV RFEEET7TIa Y

=)

ATy T

show ap name Cisco AP config general

&1 -

Switch# show ap name APOl config general

T RARA L FOWIPS T E— R TIHERE R
ﬂ—_\‘]\/ij—o

ATvT2

show ap monitor-mode summary

&1 -

Switch# show ap monitor-mode summary

T 7B A RA L N TwWIPS (L F ¥ L AF ¥
varZ4Xal—alrERRLET,
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| BEEDAYLRBABEYRTLORE

7oz K1 rcowrs 0EES I

ATV REREETOVa Y

=)

ATvT3 show wireless wps wips summary NCS % 7213 Prime (2 & - Tzt L7z wiPS =2 v
TA4Xalb—varEAL v FICERLET,
£ :
Switch# show wireless wps wips summary
T T4 show wireless wps wips statistics BHEDO WIPS XL — 3 U E AL v FICERL
£75
i -
Switch# show wireless wps wips statistics
ATvT5 clear wireless wips statistics ZA v FTwIPS KiztE2 27 U7 LE1,

51 -

Switch# clear wireless wips statistics

TR KRA2 FTD wIPS DERTE B

T=A

BEFYRILEY FORT : 4

KIZ, FE=ARET vty heFnd 62 RLET,

Switch# show ap dotll 24ghz monitor
Default 802.11b AP monitoring

802.11b Monitor Mode......vuiiiiiiiininnnnnnnn enable

802.11b Monitor Channels.........oiieiiennennnn Country channels
802.11b AP Coverage Interval..........ccivuvuee.. 180 seconds
802.11b AP Load Interval........coiiiiinnnnnnn. 60 seconds
802.11b AP Noise Interval........ciuieiiennennn. 180 seconds
802.11b AP Signal Strength Interval............ 60 seconds

wiPS [EERDERT : 4l

WIZ, T7E8ARAY O WIPS 7 E— FOBREFRRT A0 2R LET,

Switch# show ap name AP0l config general

Cisco AP Identifier.............. 3

Cisco AP NamMe. ..o vv it vnennennenns AP1131:46f2.98ac
AP MOde v v vttt ittt Monitor

Public Safety ........ciiiiiii.. Disabled Disabled
AP SUbMOde ...ttt e WIPS

WIZ, T7E®ARA Y FOWIPS DiBEILENTZF ¥ KL AF ¥ ORELZFERTLHHE2 R LE
—é—o

Switch# show ap monitor-mode summary

AP Name Ethernet MAC Status Scanning
Channel
List
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wliPS fEH DR - I

AP1131:4f2.9a 00:16:4:f2:9:a WIPS 1,6,NA,NA

WIZ, WCSIZ L - TAA v FIZHEk D wiPS

Switch# show wireless wps wips summary
Policy Name.........couo.. Default
Policy Version........... 3

BIEE DA v L ARABK#EY AT LDORE

REERTT DU RLET,

WIZ, AA T TO wiPS IEOBIEDIREEZ FRT Hhl2 R~ L ET,

Switch# show wireless wps wips statistics

Policy Assignment RequestsS............ 1
Policy Assignment Responses........... 1
Policy Update Requests................ 0
Policy Update ResSponsesS............... 0
Policy Delete Requests..........coov... 0
Policy Delete RESPONSES. . cvveewennnenn. 0
Alarm Updates. ... ii it 13572
Device Updates.....uoviiiiinninnnnenn. 8376
Device Update Requests................ 0
Device Update ResponsesS............... 0
Forensic Updates.......coviiiiiinnen.. 1001
Invalid WIPS PayloadsS......coueeeuenenn. 0
Invalid Messages Received............. 0
CAPWAP Enqueue Failed................. 0
NMSP Enqueue Failed................... 0
NMSP Transmitted Packets.............. 22950
NMSP Transmit Packets Dropped......... 0
NMSP Largest Packet................... 1377
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