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TEF Y7 F v ShEHA,

*STP7 v v/ AT — hDR— MPREEGIRA > bE L THERASH, a7 74 V208 —ET 58
A, Wireshark X, X7 v bR AAL o FIZ Ry 7 ENDHEETHR— MIASTL B8y
My 7Fv LET,
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I Wireshark D% E
Wireshark #4452 [ |

CVHENR—ADE X2 T 4B AN R—ADE X2 T AL TRy 7 Eh
7237 > b (ACL 38 X OVIPSG 72 &) 1X[F Ug Bk A~ MMoBskid % Wireshark ¥ v 7
F¥ KAV FPTIEIBREESNETA, —FH, HIPEX—2A0EX =2V 7 4 BREICE->TR
0y IRy XL R UEOEREAR A M STV % Wireshark D ¥ 7' F %
RA L N THRYy v FEINFET, GEETLIT., Wireshark DEEFERA > b3, ADHOE X =
UT A BBEDNL v 7T v 7%, BEOHIMOE®XR=2 U T 4 BEREDL > 7 7 v TENCIEAT
5 LTY,

AT, N7y MIvA Y 2AHR— b, VLAN, BLUVLA ¥ 3 HK— FSVI 247 L TE[F &
nET, HOHhTIE, X7y MIvA ¥ 38— FSVI, VLAN, BXOL A ¥ 2R —-Fr&2NL
TEEFEEINET, BRAA IR XTy MR Ry T ENERA  FORNZH DHE .
Wireshark (3737 > b &2X v 7F v LET, ZNLANOEAEIL, Wireshark 1337 v & F %
TFx LEHA, 2L 2T ANFRO VA V28R AA > NI S L5 Wireshark O % +
TF X R I A VIR AD X2 T AR K-> TRy a7y b
Xy 7 F v LET, RIS, MAOFMO VA Y 3 HakiARA o MRS % Wireshark O
Ty 7Fy R =L, LA Y2OER—ADOX T o iEICED Fa vy EnzN
Ty X7 Ty LET,

=Ty RAR—= PBLOAS v FRIEA =T =42 (SVIs) : SVIOH»LIEESH
B3y ME CPU TAR SN D728, Wireshark [Z SVIOH 1Z2 % v 7 F ¥ TEXEHA, =
NOEDONRry VeFy 7F v T5HI20T, aryhme— L P L—rEPRRA L N LTEDE
T,

* VLAN : Cisco I0S U U —2% 16.1 L%, VLAN %3 Wireshark D#&AR A > b & L TEH ST
WAHSE. Ny bRy T TFxid, ADFmENATROWGTOL2 & L3 THR—FEnE
R

CUXA VT a URRE A AT, A3 (PBRELXOWCCP 2 E) TUXA L7 b
SNAMEE ST 7 4 v 7%, LA ¥ 3 ® Wireshark DR A o~ F L0 binFRAICHE T,

Wireshark i%, B THIOL A Y34 X —T A A2V HZA L7 FENDAREEND HHET
b, IOy heaXy FFy LET, R, LA Y3ICL-oTIHA LT bE
5 HJIBERE (H 1 WCCP 72 &) X5 BRRIIC LA ¥ 3 #Efi AR A > hORiIIZH Y . Wireshark T
T¥ Y 7Ty I EEA,

* SPAN : Wireshark I3, SPAN%ift & L TREINTZA LV HA—T 2 ATy hadx vy 75y
TEEHEA,

* SPAN : Wireshark i%, AJJHH @ SPAN £FTE & L TRESINTZA v F—T = AT v
fedxy7XFryCEET, HNDFRTHLHEHTEIREELH Y T,

* ACL 2N SN TV RWEA . K 1000 D VLAN B8 v b —EICF ¥y 7 F v TX %
9, ACL %@ STV A A, Wireshark O T 5— Ko = 7HElIT XL 0 D72 < e
DEFT, MRELT, N7y b XY 7 FrIC—EIHEHTEZ S VLAN O KREIIIKLS 720
£7, 1000 LLED VLAN bz —FEICEHLZY, ACL 2 HEHT 5 &Pl
WEERDAECDAREMER SV £ 7, 722X, EEV T A BRX T T 5N H D F77,
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Wireshark D% & I
B Wireshark 051 51>

A
GE) w7y CPUERIZ SRR . RIS WWoN— R = 7TEIEDJRIN & 72 5 W]
NS D70, BEIRBOBERAA V e — By T Fy LRWNWI 2%
< BEID L ET,

Wireshatk TOJA VY LR /Sy k F¥ TF v

*UAYLA NTT 4 v 7IXCAPWAP N7y NI S fbEnnEd, 7272 L, CAPWAP

MRV EDTA XYL A T TA T D NT T 4w 72 ORHIX, CAPWAP b
FINEERRRA L NE LUTHEHATAHEIIVR—FENFEHA, BEDODTIA YL AT TAT
VRO T T 4w T ERY T F YT HITE, FTAT 2 PVLAN AR A FE LT
FRL, ThianltTary 74 Z 2R ELET,

CHERUA Y VA N T T 4w OFT a— RiFHIRMtE CHR—ahEd, BFEbanz
CAPWAP F VS ILNOWERT A ¥ L A Ay hOF a— RiZHR— S EH A,

*HULXYyTFv R"A b ETHOAN L H—T =2 A R XA T % CAPWAP oV 7 A
H—T 2 A ALPEAT LI TEEYA, CAPWAP bRV T A v X —T7 24 2B XL
RL~L 2 AR— ML, FMUFy 7F v ™A bOEERARA > Moz Ta 8 A,

* CAPWAP k%% L C Wireshark (237 v b2 vy 7 F ¥ 32556, a7 74X DR
EIXT&EEHA, 7272 L., Wireshartk #o R 7 4 VW EZ LT, BFEDTIA YL AT TAT
VNI LTUAY VR I TIAT UV NET A NETHIENTEET,

*ACL M SN TWARWES ., K 135 D CAPWAP R RN B Ry N —EICx v 7
F ¥ TEEI, ACLNEAINTWABEE. Wireshark D i CE A N—FU =7 ATV
B Ll Ed, BRELT, Xy b I 7 F I EIHEHTE S CAPWAP
RV DI RENIAEL 720 57, —EI12135LL LD CAPWAP k> b, F7213%< D ACL
EHEATLETRITERWVERNELA2HERHY 3, 22, TV T4 B3 T
HAREMEDN BV £ 9,
A
GE)  EEIZ CPUERIC SR, THIEZRWAN— RT = TEEDJRIK & 725 /]
BEMENSH 5720, BRI OBEGARA V e —EllXy 7 Fr LN %
BRI LET,

Wireshark D 4 K54 >

* Wireshark TO/37r > b v 7 F ¥ I, »N— FT = THERENFRRHIREA L E T,

* Wireshark D% ¥ 7F v v XA %&BBET 50112, CPUMHARNZYTHY ., o AT]Y
(D72 & H 200 MB) WERFRETHD Z L 2B L ET,

CAML—T T A My NEARIFET A TEDYE . Wireshark v 7 F v 7' 1t R % B
T BENC R AR—ARFHAFETH D Z 2R L T EEN,
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Wireshark D% E

Wireshark DH 4 K51 > [ |

* Wireshark O ¥ 7*F ¥ 1D CPU R, RESNTRBHEI T Iy hofs., —
HLi=Nry VHOT 7 ay (AT, 7a—RLTER, BOIWVEFZIOEE) 1I2koT
B F9,

* 5 CPUME M3 L OMM DO RNEEZR R 2k 1T D72, FIREZRR Y % v 7' F v 2 e/ NRIZHN A T
KTZEW N7y b BIRICLDHIR) .

Ry MEEIIN— R =27 CREFEITEIND D, Ny M, Y7 b =TUBHO=D
IZ CPUIZ a2 B — X EH A, Wireshark D37 v b ¥ 7 F ¥ DA, 237> MI CPUIZ
b —Eh, BUME ST, A CPU R ROEIC 72080 £,

CPU{%%%—?‘%%< L/fcﬁl/\c]: ‘j ﬁ"é j: /k@illlﬁ;gf%?fbi’g“
o B AR — NZC R L £,

C—BSRM AR A vy TR L, ZIRICT 78X VR FERMEHLTSE
SV, WTFNHETARETRWE AL, BRI, A T4 T4V F 2L ET,

o7 4 VHBMANZIE L LS Y F T, BRIz TidZe<HB7: ACL T, b7

T4 HA T IPVADRIREIZ) HIRL T, RER NI 74 v 7 &5l EHLET,
Ry N XX T Ty EEOCHIMEINES ]y NESICEICHIR L E T, capture 2
RONRFGA—=ZIZEY, WERETDHIENTEET,

° X o FF o W

c Xy I F ¥ NIy N

° Ty AP AR

Xy bRV AN P AR
AT T ANEE—ETDNT T 4y 7 BIEFITD TN VA LTV A AR, IfRZe L
THFY7Fvy by rara2FEITLET,
CRDPBITE W CPU (F1TAEY) HHRICRDAREMENDH Y £,

Xy T TFrkyralEA =T VI LEYBAEDETEICL T, FHILAAWN T 7 4 v
90)/\\—2 ]\ﬁ t%f:—]ﬂ_fﬂo

VT TrANFEREF Y STy Ry T EFHL Ty Ty Bty v a rEEHBHL
T, BHIBAEOEFICTAE, RT3 —< L RAEIIT AT LA~V ZAOMENRS|
ZENET,

'#kﬁ%&tyyayﬁm\x4y%®ﬂ7¢—vyx%mwx:%@¢67 EMED B D
Wireshark |2 K 2 &V CPUFHRB IO AE Y HEEN R OWPERLET, 295 LKA %E
£ L7=%6. Wireshark £y v a v & T SIEIELE9,

CRERT7AND peap 7 7 ANIPHDNTy N7 a— RLUTRRT DI EI3EHT T
S, ROV IZ, PCIT peap 7 7 A /L ZHRE L PC | C Wireshark 25T L £ 7,
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il Consolidated Platform 21> 7 ¢ 2 L—< 3> #j 1 K. Cisco 10S XE 3.7E A% (Catalyst 3850 X o < F)

Wireshark D% & I

Wireshark D54 K54 >

y'\

* Wireshark 1 > A X o AT/ KR B E TEHRTEET, peap 7 7 AV ETLITF ¥ I F v Ny
TNy NeT a—RLTCERTDET VT 47 7eshow 2~ R, 1fEOA A&
RELTAVY FENET, 2L, T T A TICTEDLA U AZ AT 1 DFETFTT,

C EATH DX v I F v IZEEA T Bz ACL N EFE SN HAITE I, ACLEE A%
HIEX T 2 HEHTAOILERHVET, v T Ty EEEHLARNE, BEFEEIOT
D ACL 23 ffoe L CTHEFH S E 7,

Xy FEEER IR, ROEEZEELET,

CSAT Sy b EF YT Fr LTV AHRMIE. CPU ISR OIH B IECH DT 2 — R
ERIRTIE < (BFIT detailed E— ROEHE) | (REFOLZMHH L ET (display =7
va VERELROVER)

CRTFy NNy T NIBRFET A EEOT Y Ty RNH 156, AT o0 A&ET L2
O, FILWX Y 7 F v BT RN ANy 7727 VT LTLEEN,

CTITFANE Ny Ty YA XML, Ty PR EDRLTWDEE, Ny 77 A X
ML Ty FOEEREZHS ZENTEET,

° 75w a T 4 AT ~DEXIALL, CPUICARDOIPNLEIETH LD, ¥ 7 F v
L— BRI DRIGE, N7 7 ST FrOEHEBEBIOLET,

° Wireshark % v 75+ v 3 X 1000pps DL — N THIZA MY —I 7 E— RTH)
,f/'zl_/i‘a‘o
AN =T FXTFx E— KO L— M 1000 pps TI,

Al —= N4 RUDTAT Ry veT a— KL TERT D1, Wireshark 7 v 3 =
UREWF Yy T I K o TR STV A Z EEER L E T,

a4
==

HMHIRS L BEWERES v 7 F vy #2372 (termlen0 =~ > Kz {#H L T auto-more
N— DR WERZEH L72) Wireshark £ > o2 U Tldk, 2 Y — /L EidmRBlEH T
R RDLEENRHY ET,

* & CPUEHRIZOBNDTIAT T 7 4 v DX v 7 F v I|Z Wireshark ZfEH L TV 55
AL QoSHY —H—BFICHEA LT, ¥ 7T ¥ 7R BEARNKTIHETERDONT 7 4 v
I EHIRTDHZEEEBRBL TS EEN,

* §_CD Wireshark B0 2~ RIZEXECE— RT, 274 Fal—var avy R
X, Wireshark (25 V) F A,

Wireshark CLI C7 7B A VA NERIZ I TR~y T FERHTOIVLERS D LAEIT. =207 4
Fal—ralryav s RTTI7BAVAMNBLW TAT Y T HERTHLERNH D T,

CREDIEFFIIN ¥ 7T v RA VU N 2ERTLHIHAICITEA SN ET A, CLITHFITIN T
HIEEDIEFTX Y 7F ¥ RAV F RTA—FEEFRTEET, Wireshark CLI Tik, H—
TONRT A—=2EITHIBBIEH Y FH-A, ZHEXF Y 7T v RA 2 FNEERT D-DITHE
av ROEEHIRLET,



I Wireshark D%
7741+ Wireshark 02 [l

CHEEARA VN ERS T RTONRT A—2L, B—OfEZlY £7, @, 2~ NEHAL
THZEIWCED, HEHFLVWLDICEEZ I DN TEET, 22—V OMEREZIZV AT A
DT LWMEZ Z A, HWMEZ EEXLET, a2 Fono BRUL, HrLWMEDADIC
IIMEEEH Y FHANR, XT A —F OHIRRIZITSNETT,

* Wireshark T3 1 DL EOHGRA A > M2 fET 5 2 ENTE ET, HEOBRA A >~ h&iB
MF200E, HLWEEEARA o hCavy FEFANLET, BA( v M&HIRT 512
L, a~v>r FonofEHLET, #EiiAh A FELTA U F—T oA AFHHEZIRETEET,
7= & ZiX. monitor capture mycap interface GigabitEthernet1/0/1in Z A ) L £7, Z Z Cix
A ¥ —7 = A A GigabitEthernet1/0/1 23R A > hTT,

F7oA ¥ —7 = A A GigabitEthernet1/0/2 |Z b HE T 2 MEN B H55H. DO X 12, BlD
ITTHRELET,
monitor capture mycap interface GigabitEthernet1/0/2 in

XN TFANT I T AT REEIL, FA T TFHIHTEIEELITH Z LILTEERA,

*FATT AT, WTND/NRT A —=FBNWIATH D% PE LET, Wireshark CLI Tl
start 2~ RE AT HANAEEDONRT A —Z B EERIIETTHT ENTEET, start
avr REANTDHE, TRTOMENRT A—F B AT STz &R L 721412 D F Wireshark
AN S D=

XY T TF ¥ IRA U POVERIFIZ T 7 A VINT TIIEET DG, 72V #R{TL, 77 AV
DEEXIIOWVWTHERLET, ST T KA bDOT VT 4 TALFITHIZ T 7 A VBT T
WCFET D86, Wireshark (ZBEFO 7 7 A V&2 EEX LFET,

a7 T4 NIRRT 4N E, TIZEA YA, FHEFI TRy SICTEET, 2
NEDHEATOHLNT 4 VEERETDHE, BMFEOLOEEIH X FT,

A

G¥) a7 7 4/VHE, CAPWAP ho X)L f v X —T 2 Aex¥ TF ¥ RA
FoOEEGARA L FE L THEHAL TWAEAZKRE, NWETT,

* REY 7R stop 22~ > K& 572>, automore E— RIZq% AJJ LT, Wireshark Ot > =
VEKRTLET, By ia i, BTy R Xy 7Ty ORilRA & O IEO S T2
I, BEMIZK T LET,

*Fuy7EN ATy MEF vy 7Ty ORRICKRESNETA, 2L, FryTaShicy
A XD NT v MEOHNRRSNET,

T2 # )L k@ Wireshark D% 5E

WDOFEIX, T 7 %/ kD Wireshark DR EZ R L TWET,

BEHE FIH+I FEEE
Friot R PR 78 L
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B Wireshark e A%

Wireshark D& E

HRE T 74 RERE

RV AN IR L

Nry bR Rz L (7 "7y |)
77 AN P AR HlpR 72 L

Vo7 7740 ARL—Y L

Ny T77DARL—Y F—F §Si

Wireshark D% E A%

Wireshark Z 3% E 3 5 I121%. WROEAKRN) 72 FIEEZEITLFET,

1 v 7Fy KAV EERLET,

2 (BB ¥xTTF ¥ KAV MORTA=ZEBMETITEELET,
WA NET 7T 4 TACETITET 77 4 7L L £,

3 Xx I Ty
4 v 7Fv

EErEYY
Xy 7Ty
¥ 7F v
*y 7Fx
Fx 7Ty
Xy 7Ty
¥ 7F v

WA FESBMEH L2 EITHIR L ET,

AV FNOEE, (17°—)
KAV s NTA—=FOBINEIILEHE, (22
RA b RT A—ZDOHIFE,

RA » bOHIBE, (26 =)

(24 ~—72)

RAL BT IT 4 T EIFIET 77 4 70T 5,

HA Lk Ry T7Dr )T, (1 4—)

)

(28 =—3)

Bl . BifliZe v 7T v B LR,
B« B2 v 7T v B L OMRAE,
Bl 2 Ny T 7 DX ¥ TTF ¥ OREH,
Bl ¥ 7 Fr By a,

(36 ~<—72)
(37 =)

(40 =—3)

(46 ~—7)

Fl:ayr A5 w7 T— ROX v 7F v I L OMRTE,
B MOy FOFHR S v 7T v 58 L ORTE,

(47 _—2)
(48 =—7)
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I Wireshark D% E
*vIFvRrvrorz M

FrYTFv R4V FDER

ZOFNEDHITIL, FEFIZ TNy T TF v KA v beERLET, LIS LT, monitor
capture A~ KD 1 DDA L AZ U AZEHLTxF Y 7 F v KA FEZDTRXTDO/RT A—
A EEHRTEET,

DY

GE) BEGARA Vb, S T F v 0HM, BLEOaT 7 4 VEPEET X% ¥ 7 F ¥ R"A v M aH
DEIVEBTILENDY 7,
a7 TANBEERERTHLENRNDIL, CAPWAP ho RV A Z—T x4 Z&FHL
TUAY VA XY TTF ¥ KAV NEERTHHATT, ZOHE, a7 74V ZITERLE
Hh, ZIUIMEH T EHA,

Y TF A N EEERT B, ROFIEEFATLET,

FIEDHEE

enable

show capwap summary

monitor capture {capture-name} {interface interface-type interface-id | control-plane} {in | out | both}
monitor capture {capture-name}[match {any | ipv4 any any | ipv6} any any}|

show monitor capture {capture-name}[ parameter]

show running-config

N a R wDh-=

copy running-config startup-config

FIED

ARV NEERETI Y3y E]:g]

AT w71 |enable HHEEXECT— K& A x—7 M LET, "AU—FKZAHLET (HE
REINZHE) .

1 :

Switch> enable

25w 72 |show capwap summary UA Y LR Sy TFr OBEAA v b & LCHITE 5 CAPWAP b
FIVEFRRLET,
Bl - GE) —oavr R ULV LR Sy T v A2 EFT 000

Switch# show capwap summary

CAPWAP v R NVEHEGARA L R LTHEA L TWAEEIC
OHEHALET, HIOHED CAPWAP D Z# BB L T2 &
A
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FYTFv KAV FDER

Wireshark D& E

AU RFEREETOVa Y

B

ATvT3

monitor capture
{capture-name} {interface
interface-type interface-id |
control-plane} {in | out | both}

151 -

Switch# monitor capture mycap

in

interface GigabitEthernetl/0/1

FYTTFY KA MEERL, ¥ TTF ¥ RA 2 FBEEMNTONT
WHEERARA P EIREL, v 7Ty OFMERE LT,

F—T— ROERIIKRDO LI T,

* capture-name : FEFHT HX ¥ T TF ¥ KAV NOARIEZRELET
(FITlE mycap MEH SN TWET) . F¥ 7 FYHAOEIITLS
LFLTICLTLIZE N, T, T Z—2a7r () OHRBFF

AIEES

({EE) interface interface-type interface-id : % 7°F ¥ ™A > =N
BT b oA~ v MEfEELES (BT
GigabitEthernetl/0/1 2MEH SN TWET)

GE) FFarsT, ZDAT R A VAKX AL DOTID
X v 7T ¥ KA NOBROEERRA » MBI UNT
A—HFTRTCEERTZTEST, TNHDONRTA—HF|ZD
WX, ¥ 7 TF ¥ RA LV bR TA—XDOEFIZHT S
FIETHHA SN TWET, #HOYR— MI, #EiR A
Y REEBEMBIOHIBRT 27DICbEHTE £7,

interface-type (\ZITIRDNT 2 HEH L £97,

° GigabitEthernet : #%ft7~ 1 > k% GigabitEthernet & L CHEE
L/\i‘é—o

°vlan : #ARA & VLAN & LCHEL £,
G¥) DAV B —T oA AR A v NE LUTHERT
HEEIT. ASIF v TF ¥ OBRDBAERETT,

° capwap : iR A > b & CAPWAP b /L& LTHRELE
D
G¥) ZDA B =T A A%t A N & LTTERT

LE, aT T4 VHIIMEHTEERA,

* ({EE) control-plane : #iii R A L Tary be—L 7 L—r
HIRELET,

*in|out|both : ¥ ¥ 7 F ¥ DFHMEHELET,

ATvT4

il Consolidated Platform 2 > 7 «¢ ¥alL—Y 3> H4 K., Ciscol0S XE 3.7E LAF% (Catalyst 3850 R 1 v F)

monitor capture
{capture-name}[match {any | ipv4
any any | ipv6} any any} ]

a7 VAT ADT ANEETERLET,

GE) a7 T4 VEPMERTE R D20, CAPWAPD F U
YT A B —T 2 A REEERARA e LTERT 5 E1E
ZOFIEEZEITLRNTL EE N,




I Wireshark D% E

xviFvRsvrorz W

AR RFEREETOVa Y

B

1 -

Switch# monitor capture mycap
interface GigabitEthernetl/0/1
in match any

F—T— RKOERIIKRD LB T,

* capture-name : FEFH"T HX ¥ T TF ¥ KAV NOARIEZRELET

(BTl mycap MEH SNV TWET) o

*match : 7 A VHEZRELET, EEINTWDIRYDT 4 /LHF X
a7 74 )VHTY,

GE) XY 7 F v KAV NI, a7 VAT A 7 VF L
FAVRDODELLEERINTWRWEGEEIET 7T 47
IZCEEFA, ZNHOEHEZTIZ LTV nF ¥y 7 F ¥
RAV T 7T 47k LI ET2LE, =T =04
ShET,

Cipvd (IPX—T g 4D T 4 NV HEERELET,

ipv6 1 IP X—T a6 DT 4 VA EIRELE T,

ATy T5

show monitor capture
{capture-name}| parameter]

i -
Switch# show monitor capture
mycap parameter
monitor capture mycap
interface GigabitEthernetl/0/1
in
monitor capture mycap match
any

AT T2 TERLESFY T F Y RA LV I RXTA—FEBFERL, ¥
TFx RA N EER LT EEMRLET,

ATvT6

show running-config

&1

Switch# show running-config

AN E B LRI,

ATvT1

copy running-config startup-config

151 -

Switch# copy running-config
startup-config

EE) 274 X2l —ay 77 A NMCHREZRIELET,

CAPWAP ##55iRA o F TR FF v A v " EEXRT AITIIREETLET,

Switch# show capwap summary

CAPWAP Tunnels General Statistics:

Number of Capwap Data

Number of Capwap Mobility Tunnels
Number of Capwap Multicast Tunnels

Tunnels

o
o
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Wireshark D% & I
B r7Fr#Hrotroxs

Name APName Type PhyPortIf Mode McastIf
ca0 AP442b.03a9.6715 data Gi3/0/6 unicast -

Name SrcIP SrcPort DestIP DstPort DtlsEn MTU Xact
Ca0 10.10.14.32 5247 10.10.14.2 38514 No 1449 0

Switch# monitor capture mycap interface capwap 0 both
Switch# monitor capture mycap file location flash:mycap.pcap
Switch# monitor capture mycap file buffer-size 1

Switch# monitor capture mycap start

*Aug 20 11:02:21.983: $BUFCAP-6-ENABLE: Capture Point mycap enabled.on

Switch# show monitor capture mycap parameter

monitor capture mycap interface capwap 0 in

monitor capture mycap interface capwap 0 out

monitor capture mycap file location flash:mycap.pcap buffer-size 1
Switch#
Switch# show monitor capture mycap

Status Information for Capture mycap
Target Type:
Interface: CAPWAP,
Ingress:

Egress:

Status : Active
Filter Details:
Capture all packets
Buffer Details:
Buffer Type: LINEAR (default)
File Details:
Associated file name: flash:mycap.pcap
Size of buffer(in MB): 1
Limit Details:
Number of Packets to capture: 0 (no limit)
Packet Capture duration: 0 (no limit)
Packet Size to capture: 0 (no limit)
Packets per second: 0 (no limit)
Packet sampling rate: 0 (no sampling)
Switch#
Switch# show monitor capture file flash:mycap.pcap
1 0.000000 00:00:00:00:00:00 -=> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0, FN=0,

é;ag%fhééé%h'bO:OO:OO:OO:OO:OO -> 3c:ce:73:39:¢c6:60 IEEE 802.11 Probe Request, SN=0, EFN=0,
?%agzibbbbbb.bO:OO:OO:OO:OO:OO -> 3c:ce:73:39:¢c6:60 IEEE 802.11 Probe Request, SN=0, FN=0,
?ia Zihééé%a'bO:OO:OO:OO:OO:OO -> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0, FN=0,
?;angbbbbbb'bO:OO:OO:OO:OO:OO -> 3c:ce:73:39:¢c6:60 IEEE 802.11 Probe Request, SN=0, EFN=0,
Féagiibbbbbb.bO:OO:OO:OO:OO:OO -> 3c:ce:73:39:¢c6:60 IEEE 802.11 Probe Request, SN=0, FN=0,
F'7lags4:.’4’9’9'9'7'4'E)O:OO:OO:OO:OO:OO -> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0, FN=0,
i;angbbbbbb'bO:OO:OO:OO:OO:OO -> 3c:ce:73:39:¢c6:60 IEEE 802.11 Probe Request, SN=0, EFN=0,
ﬂ;agiihééé%hibO:OO:OO:OO:OO:OO -> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0, FN=0,
féagiibbbbbb'bO:OO:OO:OO:OO:OO -> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0, FN=0,
fiagZibbbbbb'bO:OO:OO:OO:OO:OO -> 3c:ce:73:39:¢c6:60 IEEE 802.11 Probe Request, SN=0, FN=0,
Flags=........

12 9.225986 10.10.14.2 -> 10.10.14.32 DTLSv1.0 Application Data
13 9.225986 10.10.14.2 -> 10.10.14.32 DTLSv1.0 Application Data
14 9.225986 10.10.14.2 -> 10.10.14.32 DTLSv1.0 Application Data

il Consolidated Platform 21> 7 ¢ 2 L—< 3> #j 1 K. Cisco 10S XE 3.7E A% (Catalyst 3850 X o < F)



Wireshark D% E

*vIFvRrvrorz M

15 9.231998 10.10.14.2 -> 10.10.14.32 DTLSv1.0 Application Data
16 9.231998 10.10.14.2 -> 10.10.14.32 DTLSv1.0 Application Data
17 9.231998 10.10.14.2 -> 10.10.14.32 DTLSv1l.0 Application Data
18 9.236987 10.10.14.2 -> 10.10.14.32 DTLSv1.0 Application Data

19 10.000000 00:00:00:00:00:00 -> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0, FN=0,
20 10.499974 00:00:00:00:00:00 -=> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0, FN=0,
21 12.000000 00:00:00:00:00:00 -> 3c:ce:73:39:¢c6:60 IEEE 802.11 Probe Request, SN=0, FN=0,

22 12.239993 10.10.14.
23 12.244997 10.10.14.
24 12.244997 10.10.14.
25 12.250994 10.10.14.
26 12.256990 10.10.14.
27 12.262987 10.10.14.2 -> 10.10.14.32 DTLSvl.
28 12.499974 00:00:00:00:00:00 -> 3c:ce:73:39:c6:6

-> 10.10.14.32 DTLSv1.0 Application Data
-> 10.10.14.32 DTLSv1.0 Application Data
-> 10.10.14.32 DTLSv1.0 Application Data
-> 10.10.14.32 DTLSv1.0 Application Data
-> 10.10.14.32 DTLSv1.0 Application Data
0 Application Data
0 IEEE 802.11 Probe Request, SN=0, FN=0,

NN DNDNDN

29 12.802012 10.10.14.3 -> 10.10.14.255 NBNS Name query NB WPAD.<00>
30 13.000000 00:00:00:00:00:00 -> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0, FN=0,

ROER

EOLRDEEGARA L FEBNMLT, Y TF Y RA L MORTRA—EEZEFE L, 77T 4 74T
EFET, FE FATTFYARA UM EZOFEFEHFHALEZWE/RITTSICT 2T 0 Tk A &
HLTEET,

G¥)

IOy THIASNTWAAY y REFHL XY 7T v RA L FDORT A—H LT
THZLIXITEEY A,

A—YPRERSTF ¥ T F v b, EITENAAELRWVEERARA  FE AT D E AL v TR,
[ Capture Name should be less than or equal to 8 characters.Only alphanumeric characters and underscore
() is permitted] 35 &N % Invalid input detected at "~ marker] DX 5 72T —% KR KL ET,
EErEYYD

Wireshark DR E 1L, (16 =X—)

Xy 7F v RA b, 4=)

B RA b, (5=

Bl - Hilile v 7 F v BLOFR, B ~—)

B« Bl v 7 F vy B I OMRTE, (B7<—)

Bl : Ny 77 OFx TF X O, (40 X—2)

Bl v 7 Fr Eyar, (46~—)

Bl:my s A7y 7 F— FOF ¥ 7 F v BIORLE, @7 3—)
Bl : WO T y SO T ¥ 7 F v BLORSE, (48 ~—)
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Wireshark D3%E |
B xr7FrRao b "SA—SOBMELRBEER

FoTFo RAU kKT A—BAOBMEFFEE

NG A= OEEAEET 2 FIRIE, MEEFIZY A FSNETH, AEEOIEF TEITTE E3, 117,
217, EIFEBATTIRE TE £9, BEIREN TREREERA A » FafrE, RCLAT v a vz
HEXRTHI LT, EEOHELZ LYV RIEDMEICES AL Z LN TEET, FTIHEEShE
EDNTA—=ZPEFRINTWDEEIE, A 2T 0T 4 7ICHERT 2R EPRH Y £7,

X ST BA L NONRT A= EEFETHIZ0E, ROFIAEEITLET,
[T L& BHIIC
PTOFRIEEETTIHEICF Y 7T ¥ KAV PEERTHLERH Y £,

FIEDHEE

1. enable

N

monitor capture {capture-name} match {any | mac mac-match-string | ipv4 {any | host | protocol} {any
| host} | ipv6 {any | host | protocol} {any | host}}

monitor capture {capture-name} limit {[duration seconds][packet-length size][packets num]}
monitor capture {capture-name} file {location filename}
monitor capture {capture-name} file {buffer-size size}

show monitor capture {capture-name}[ parameter]

N o a R w»

end

F IR D48

AU RFEEETO VI Y B &

ATwv I enable BHEEXECE— K& A X —T ML ET, RRAT—FK
EANLET (ERINEHE) &

151 -

Switch> enable

ATy 72 monitor capture {capture-name} match {any |[mac | JRJIZ, £/2ZACLZN LT, ERIFI TR <y
mac-match-string | ipv4 {any | host | protocol} {any | 2/~ | CiEsm s n-a7 VAT LA T 4K (ipv4
| host} | ipv6 {any | host | protocol} {any | host} } any any) %73 LET,

- GH) CAPWAP ho RV v T A B —T = f A%
Switch# monitor capture mycap match ipv4 any FEALTIASA VYL A XY Ty 2ERLT
any WAHEE, ZOawy IR R VO

THEALARNTL &N,

il Consolidated Platform 2 > 7 «¢ ¥alL—Y 3> H4 K., Ciscol0S XE 3.7E LAF% (Catalyst 3850 R 1 v F)



I Wireshark D% E

*rFdFeRaer b nisr—snenEr-EzzE ||

AR REREETOVa Y

S]]

ATFv T3 monitor capture {capture-name} limit {[duration |FPHArDOE v > 3 VHIFE (60) . ¥ 7F ¥ I8
seconds)[packet-length size][packets num]} v b, E721F Wireshark 12 &> TIREES LD 7w
FEZAC MR (400) ZFRELET,
i -
Switch# monitor capture mycap limit duration
60 packet-len 400
ATFvT4 monitor capture {capture-name} file {location XX T Y RAL MDAy NEFERTBEITTRL
filenamey ¥ T TFHYTELRITTLHHLEIE. 77AADT Y
vT—va EEELET,
i . . .
Switch# monitor capture mycap file location GE) TTICT 7 ANVBIFEETIHEE,. Tk
£lash:mycap.poap LE TN E S D AR 5 LERS Y
£7
GE) 77 A)NA T g 0%, LANBase 7 A1 &
ZNIIFE L EH A
WA monitor capture {capture-name} file {buffer-size | ~ 5 7 ¢ v 7 /X— 2 ~ OULBE|Z Wireshark T H &
size} BAEY Ny Ty DY A RefEE LET,
i -
Switch# monitor capture mycap file
buffer-size 100
XTvT6 show monitor capture {capture-name}[ parameter] | LIFfICER LT ¥ 7F ¥ RA L h NTA—H %K
~LET,
1 -
Switch# show monitor capture mycap parameter
monitor capture mycap interface
GigabitEthernetl/0/1 in
monitor capture mycap match ipv4 any any
monitor capture mycap limit duration 60
packet-len 400
monitor capture point mycap file location
bootdisk:mycap.pcap
monitor capture mycap file buffer-size 100
ATvI1 end Rt EXEC E— RIZERED £7,
i

Switch (config) # end
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Wireshark D& E I
B 77 v R r XS4 DHIK

1

INGA—BDER
XY TF¥ 774 ILOBEER +FE =SB ER (T #EER

Switch# monitor capture point mycap file location flash:mycap.pcap
Switch# no monitor capture mycap file

Ty B IR—=R FDORIBIZAEY) Ny T7 YA XEHRET S
Switch# monitor capture mycap buffer size 100
IPv4 &£ IPv6 DEAIZ—HT DL SIC, BATRMLEIT VATL IAILEEEERT D
Switch# monitor capture mycap match any
ROEZE
XX T ¥ KA MIRBERNTA—ERNTXTEENTWDLIERIET 77 1+ 7{LLET,
MENEY Y
Wireshark D& EHE, (16 <X—)
Xy 7 Fx KAV, @—=)
BEiRA v R, (5 8—Y)
B HifdiZe X v 7 Fr B LORRE, (36 3X—)
Bl - Bl v 7 v BLOMRTE, (37 X—)
Bl N7y OXFXTF ¥ OfH, (40 —)
Bl XY 7Ty by ay, (46—Y)
Bl vy 2797 BT—FOXF v 7 F ¥ BLORTE, @7 ~—)
B ROy SO F v ST v B L ORSE, (48 X—2)

FvTF v RA b INT A= DHIE

IR ZFTR SNTWETR, NT A —=F ZHIBRT 2 FIRMEEONMEFTIATTE T, 117, 2
1T, FRFEEATTHIBRTE £9, R AR EHR A » M 2R\ T, EED/NT A —F &

frc&xEd,

Xy FF v BA L RDAT A—2 EHIRT 501, RO TFIEZETLET,

[T L& BHIIC

Fx T o RA R8T A=k UFOFIEEMEA L CHIRT 50 ERT 2 LERH Y F
j—O

il Consolidated Platform 2 > 7 «¢ ¥alL—Y 3> H4 K., Ciscol0S XE 3.7E LAF% (Catalyst 3850 R 1 v F)



I Wireshark D% E

xvIFe kIt isi—so8i M

FIEDHEE
1. enable
2. no monitor capture {capture-name} match
3. no monitor capture {capture-name} limit [duration][packet-length][packets]
4. no monitor capture {capture-name} file [location] [buffer-size]
5. show monitor capture {capture-name}[ parameter]
6. end
FIEDFEH
OV bFERETOVa Y B#Y
ATv 71 enable FFHEEXECE— R& A X—7 M LT, SAT— K& A
NLET ERINELGH)
11 :
Switch> enable
ZFw 72 | nomonitor capture {capture-name} match | % 7F % HA > b (mycap) TEHSNTNHTATD
T AN EHIERLET,
i
Switch# no monitor capture mycap match
ATFw T3 no monitor capture {capture-name} limit Wireshark IZ X » TR S BBy ar Z14 LFBEB X
[duration][packet-length][packets] Oy b B AL NERHIBELET, Z0fofsE S
NTHIRITZ D EFIT20 £,
i - : .
Switch# no monitor capture mycap limit Wireshark O~ TOfi|fRZ 27 V7 LET,
duration packet-len
Switch# no monitor capture mycap limit
25w 74 |nomonitor capture {capture-name} file | 7 7 4 LOELEM T EHIRL £, v FF v AA b
[location] [buffer-size] 27y FEX Y TF v LK R0 £, FORETNELT
SNET,
il : . . " o
Switch# no monitor capture mycap file 774 /V{i%@ EQ@H‘ o %’fﬁ”l&% Liﬁ‘o 774 /V{i%li
]S-witik_l# no monitor capture mycap file X v 7"92,\7 RA LR E @:]:EQ@H—H S AR AR AN)) i»@—o 7~
ion
e B, MOERSNET 7 A VR FIEZ 0T 7 v a v
W E o T EEZ T EEA,
ATy 5 show monitor capture {capture-name}[ INT A =2 DOHIREMFRICEREERIN TV D F vy I F v

parameter]

11 :
Switch# show monitor capture mycap
parameter

monitor capture mycap interface
GigabitEthernetl/0/1 in

RALINTA=FEFRLET, ZOavwr N, Fv
TFx WA D EREMNTONDNT A= F EHERT D
T2 OIZFIEDEEDOHF TIITTE X,
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B r7F7r Ko rolR

Wireshark D& E

AR RFEREETO V3 Y ]3]

ATvT6 end

51 -

Switch (config) # end

HikE EXEC E— RIZR Y £,

ROE%E
Xy T X RA L MIRBERRTA—INT X TEHEENTWDIEEET 7T 40 7L LET,

Gx) XX TTFr RA L INNT I T 4 Tl XN T A= NHIREND E, AL vFIE v
T BT 7T 47T (Captureis active) | &I T —%ERKRLET,

EErEYY
Wireshark D% EJ715E, (16 ~<—0)

¥ TFr KAUR, @R
iR A ok, (5 =)

i
i
i
B
i
i

Hiffi7e % ¥ 7 F y BLOEFER, G63—)

HifliZed v 7 F v BLOMRLF, (B73—Y)

Ny 77 DX 7 F ¥ OMH, (40~X—)

XY 7Fyvbvar, 463—)

By ATy T T— ROFXF ¥ T F v BILORLE, (47 3—)
HFE D7y KOS v 7 F v BLORTE, 48 ~—)

¥ TF v KA FOBIR

X¥ T T ¥ KA FEHIBRT 51213, ROFIEEZFIATLET,

[F L& BRI

Xy T TF X RA Y ME, LFOFIEZFEH L CTHIFRT 2RMCERT LH2MLERH Y £7, HIFRT S
AilZ, ¥ 7F ¥ RAV M2 BEIETAHLERD Y £,
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I Wireshark D% E
e A L o |

FIEDHEE
1. enable
2. no monitor capture {capture-name}
3. show monitor capture {capture-name}| parameter]
4. end
5. show running-config
6. copy running-config startup-config
F D48
ARV RNFEREETOVaY B8
ATvT1 enable FitE EXEC £ — R A R—7 /LI LET, /(A
U—REANLET (ERShHE) .
i :
Switch> enable
2Ty T2 no monitor capture {capture-name} BN F v FF v BA v b (myeap) ZHIBR
l./ \i j—O
i -
Switch# no monitor capture mycap
27y T3 show monitor capture {capture-name}| FRESN% v 7T KA v MBI S st
parameter] WIFELRN D L 2R A v — V& FRoR LE
?—O
i)
Switch# show monitor capture mycap parameter
Capture mycap does not exist
ATvT4 end R EXEC £— RIZRY £,
i :
Switch (config)# end
2Ty TE show running-config AN EHRLET,
i -
Switch# show running-config
Z2TvT6 copy running-config startup-config EE) avy74F¥alb—rary 77 AT
ExRFLET,
i -
Switch# copy running-config startup-config
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Wireshark D% & I

B T F v R 27T TELRETIT1TIZTD

RODEE
HIBR L2 b D LRI CARIOFIRFT Y 7T v "MV hEERTEET, ZNOHOFIEITET., Fv
TFx KAV MDOERERCVE LIZWIGEIZFITLET,
MENEY Y

Wireshark DR E 7L, (16 ~X—)

¥ 7 F ¥ KA b, @43—)

PR Ak, (53—2)

B« BfiZe v 7 F v B L OERR, (36 °X—)

B HifliZe X v 7 F v BLORTE, (GB73—2)

Bl : Ny Ty DOXXTF O, (40 X—)

Bl F¥¥ T Fx¥ Eyiar, (463—)

Bl:my 7 A7y T = FOFXF ¥ 7 F ¥ BLORE, @7 —)

B T moRT y SO F v 7T v B L ORAE, (48 ~—2)

X TF RAVCET T4 TERIFET VT4 TIZT S

XTI T RA LT 7T 47 FEREFHT 77 4 712FT2I1FE ROFIHEZFEITLET,

[T L& BHIIC

BHARA L PRI aT VAT AT AN ERERSIN., BEMT N7 7 A VA NI TITFELE
THIHETH, ¥ 7Ty RA L NIT I T 47T HENTEET, ZOXLH7%r—AT
X, BEO 7 7 A MT EEXINET,

BET 27 7 A LA DRNF Y TP F v RA v M, T 232070FICT7 7T 4 71 TEET,
T ANEGBREIN T RWNWE, X7y NIy 77 IBRESINET, 794 7Fr (Fvy7F v
FEDOFRR) 13, 77 ANVEBIOANNy 77 £— KOWFTHEHATE 7,

BRT ANEERELRWGE, N7y NITA TERREINT, 27 VAT A 740X I8o
THYy 7 F ¥ EINEZTRTONNT y MBRERENET, T 740 FDFERRFZET— NI brief T,

G¥)

il Consolidated Platform 21> 7 ¢ 2 L—< 3> #j 1 K. Cisco 10S XE 3.7E A% (Catalyst 3850 X o < F)
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I Wireshark D% E

XN TFNYRAVEETITATERRBETIT4TITT R

FIEDHEE
1. enable
2. monitor capture {capture-name} start[display [display-filter filter-string]|[brief | detailed | dump]
3. monitor capture {capture-name} stop
4, end
5. show running-config
6. copy running-config startup-config
FIEDFEH
ARV RFEREETIVa Y B8
ATv 71 enable FitE EXEC £ — & A X —7 /W LES, "R
U—Fz AN LET (ERShHE) .
i -
Switch> enable
ATFv T2 monitor capture {capture-name} start[display XX TTFYRA L 2T 7T 07, Tstpl
[display-filter filter-string]][brief | detailed | dump] | 2 &30, < o 21 NFREND L 5 I0FFE
TA4NZ LET,
{51
Switch# monitor capture mycap start display
display-filter "stp"
2T T3 monitor capture {capture-name} stop XY T TFy KA MEIET 7T 47T LET,
il -
Switch# monitor capture name stop
ATvT4 end Rk EXEC £— RIZIRY £77,
{51
Switch (config)# end
ATvT5 show running-config AN B LET,
il
Switch# show running-config
Z2TFvT6 copy running-config startup-config EE) avy74X¥alb—rary 77 AMICHK

1 -

Switch# copy running-config startup-config

EERIFLET,
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il Consolidated Platform 21> 7 ¢ 2 L—< 3> #j 1 K. Cisco 10S XE 3.7E A% (Catalyst 3850 X o < F)

Wireshark D% & I

X TFYRAVNETITATERIIETIT4TIZT S

RDIEFE

T T T RA LV NET I T A TRBIOIET 7T 4 7T I, WS ONDT T —RNRKAT D
REMENH Y £, KRIZ, BETHAREMEOHIZT—DWNW L OORERLET,

T T 4 7T HERITESAR A A

Switch#monitor capture mycap match any

Switch#monitor capture mycap start

No Target is attached to capture failed to disable provision featurefailed to remove

policyfailed to disable provision featurefailed to remove policyfailed to disable provision
featurefailed to remove policy

Capture statistics collected at software (Buffer):

Capture duration - 0 seconds
Packets received - 0

Packets dropped - 0O

Packets oversized - 0

Unable to activate Capture.

Switch# unable to get action unable to get action unable to get action
Switch#monitor capture mycap interface gl/0/1 both

Switch#monitor capture mycap start

Switch#

*Nov 5 12:33:43.906: $BUFCAP-6-ENABLE: Capture Point mycap enabled.

T 7T 4 AT BERIC T 4V H IR

Switch#monitor capture mycap int gl1/0/1 both
Switch#monitor capture mycap start

Filter not attached to capture
Capture statistics collected at software (Buffer):
Capture duration - 0 seconds

Packets received - 0

Packets dropped - 0O

Packets oversized - 0

Unable to activate Capture.

Switch#monitor capture mycap match any

Switch#monitor capture mycap start

Switch#

*Nov 5 12:35:37.200: $BUFCAP-6-ENABLE: Capture Point mycap enabled.

XY TF Y RA L IRTTIIT I T 4 7TENTHNDEDIL, IOXFYTF v RA LV NET 7T 4
Lo Ed5

Switch#monitor capture mycap start

PD start invoked while previous run is active Failed to start capture : Wireshark operation
failure

Unable to activate Capture.

Switch#show monitor capture

Status Information for Capture test

Target Type:

Interface: GigabitEthernetl/0/13, Direction: both
Interface: GigabitEthernetl/0/14, Direction: both
Status : Active

Filter Details:

Capture all packets

Buffer Details:

Buffer Type: LINEAR (default)

Buffer Size (in MB): 10

File Details:

Associated file name: flash:cchh.pcap

Limit Details:

Number of Packets to capture: 0 (no limit)

Packet Capture duration: 0 (no limit)

Packet Size to capture: 0 (no limit)

Maximum number of packets to capture per second: 1000



I Wireshark D% E

Packet sampling rate: 0 (no sampling)

Status Information for Capture mycap
Target Type:

Interface: GigabitEthernetl/0/1, Direction:
Status : Inactive

Filter Details:

Capture all packets

Buffer Details:

Buffer Type: LINEAR (default)

Buffer Size (in MB): 10

File Details:

File not associated

Limit Details:

Number of Packets to capture: 0 (no limit)
Packet Capture duration: 0 (no limit)
Packet Size to capture: 0 (no limit)

xvIFeRavrnivIzoou7r I

both

Maximum number of packets to capture per second: 1000

Packet sampling rate: 0 (no sampling)
Switch#monitor capture test stop

Capture statistics collected at software (Buffer & Wireshark):

Capture duration - 157 seconds
Packets received - 0

Packets dropped - 0

Packets oversized - 0

Switch#

*Nov 5 13:18:17.406: %$BUFCAP-6-DISABLE: Capture Point test disabled.

Switch#monitor capture mycap start
Switch#

*Nov 5 13:18:22.664: $BUFCAP-6-ENABLE: Capture Point mycap enabled.

Switch#

EErEYY
Wireshark OF%E HiE, (16 =X—3)
XX TFr AL, 4—Y)
iR A b, (5—=Y)

] BfliZp v 7 Fy BLOFER, (36 X—)
Bl Bz v 7 F v BLORE, (G78—)
Bl Ry T DR T FYOMH, (40 2—)

Bl :¥¥x7Fry Eyrar, @6~—)

Bl:vvr A7 v 7 T—ROF v 7 F v BILORTE, @73—)
Bl HER Oy NOEZRS vy 7 F v B LORTE, (48 X—)

XY TFNYvERAE NN T7DHYT

KOFENBIZHES TRy T 7 av TV E T VTTEN, T 7 AMTA L —T 8 LTIREL

\ij"D

A

GE) Ry "Xy 7 7 NIIRTET DEEBOF Yy 7 F Y NHIHEE. ATV g RAEEITH720,
HLWF Y T F ¥ EBT ANy 7727 VT LTLKEEN, 7274 7%y 7F %

WAL DNy T 7 &7 VT LRNTLIZEN,
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Wireshark D3%E |

B =rJ7rRavrnRvor0ou7
S
GE)  TITATRIXNYT T RA L MOy Ty O VTIE, WEEZ VT T 572170725, LAN
Base COLYR— RSN TWET, fOTXTOTA L ATE, Ny 77 BERHIBRS NS
2, XX TTFXYNT I T4 TREZITFATTHILITTETER A,
FIEDOHME
1. enable
2. monitor capture {capture-name} [clear | export filename)]
3. end
4. show running-config
5. copy running-config startup-config
F IR D 8
ARV RFEREETIVa Yy ]3]
ATy T enable FHEEXECE— R&A X —7 /M LET, R"AT—KZA
HLET (FERENT=HE)
il -
Switch> enable
ATFv T2 monitor capture {capture-name} [clear | |clear : =22 Ny 7 7 ZHIR L E 4,
export filename] GE) clear I~ REFEFTH L.
Bl - *LANBase TiX, Zha~vr NIy 7y
Switch# monitor capture mycap clear ZHIFRE TNy 7y ONEE 7 VT LE
-jAO
CHMDOFTRTDOITA B ATIL, ZDavy
Fid sy 77 BEEZHIBRL £,
export : /Ny 7 7 THR ¥ T F v SNTAT Y FERIFEL,
Ny 77 zHlfRLE T,
ATvT3 end it EXEC £— RICR Y £
i -
Switch (config) # end
2Ty T4 show running-config A %R LET,

1 -

Switch# show running-config
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I Wireshark D% E

Wireshark DE=41) >4 .

ARV RFERERETIVa Yy B#Y
ATY T copy running-config startup-config UER) av 74 Xal—Tay 77 A MR EE T
LET,
il -
Switch# copy running-config
startup-config
Bl: FvTFv R4 b Ny T7ONE
FYITFYDI7AINADIY RR—F
Switch# monitor capture mycap export flash:mycap.pcap
Storage configured as File for this capture
XY TFr R4 R T7DHO)T
Switch# monitor capture mycap clear
Capture configured with file options
RDEE
S
()  LANBase UHNADTA L ATHFY T F v RA Y ORI 727 )T LEILTHE R

A F & [Failed to clear capture buffer : Capture Buffer BUSY] =7 — %R LET,

BErEYY
Wireshark DR E 1L, (16 =X—)
Xy 7F v KAV, @32—)
Bt ARA o K, (5—2)

B
B
i
i
B
B

HifliZed v 7 F v BLOFER, (36 X—)

HifliZp % v 7 F v B L ORAE, (B7~—2)

Ny T77DxFx7F DM, (40 ~—)

v I TF¥ kyiar, 465—Y)

By y AT v 7 T ROX Y I F ¥ BIORSE, @73—)
HGRO T > NOHR R v 7 F v BLORIE, (48 *—)

Wireshark D =421 >4

ZOTFT—TNDa~v N Wireshark DF=F 1 A SN ET,
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Wireshark @

R EH

Wireshark D& E

avyU R

=)

show monitor capture [capture-name ]

X FF xR A N AT — IRFERIN, F¥YTT ¥ R
A2 NOEFIRUL, BYE. T2 T 4 TR EHGRT D 2
ENTEFET, ¥ 7T HRA U NOLARIERET D &
BEDX Y 7 F v RA 2 bOMERERESNET,

show monitor capture [capture-name
parameter]

FyTT v AL b AT A= B ERTFLET

show capwap summary

AA v F OFTXTHOCAPWAP b r v EFRRLET,
Da<w  REFEALT, VA FYL A Ty TF it
CAPWAP F o RNV EHATE 202 LT,

-
—

Wireshark o % E {51

5l : .pcap 77 A IS DWEH DR

IRDOE AN LT, peap 77 ANINPEOMNERRTEET,

Switch# show monitor capture
Starting the packet display

1 0.000000000 10.10.10.2 -> 10.10.10.1
seq=0/0, ttl=254

2 0.000051000 10.10.10.1 -> 10.10.10.2
seq=0/0, ttl=255 (request in 1)

3 0.000908000 10.10.10.2 -> 10.10.10.1
seq=1/256, ttl=254

4 0.001782000 10.10.10.1 -> 10.10.10.2
seq=1/256, ttl=255 (request in 3)

5 0.002961000 10.10.10.2 -> 10.10.10.1
seq=2/512, ttl=254

6 0.003676000 10.10.10.1 -> 10.10.10.2
seq=2/512, ttl=255 (request in 5)

7 0.004835000 10.10.10.2 -> 10.10.10.1
seq=3/768, ttl=254

8 0.005579000 10.10.10.1 -> 10.10.10.2
seq=3/768, ttl=255 (request in 7)

9 0.006850000 10.10.10.2 -> 10.10.10.1
seq=4/1024, ttl=254

10 0.007586000 10.10.10.1 -> 10.10.10.2
seq=4/1024, ttl=255 (request in 9)

11 0.008768000 10.10.10.2 -> 10.10.10.1
seq=5/1280, ttl=254

12 0.009497000 10.10.10.1 -> 10.10.10.2
seq=5/1280, ttl=255 (request in 11)

13 0.010695000 10.10.10.2 -> 10.10.10.1
seq=6/1536, ttl=254

14 0.011427000 10.10.10.1 -> 10.10.10.2
seq=6/1536, ttl=255 (request in 13)

15 0.012728000 10.10.10.2 -> 10.10.10.1
seq=7/1792, ttl=254

16 0.013458000 10.10.10.1 -> 10.10.10.2
seq=7/1792, ttl=255 (request in 15)

17 0.014652000 10.10.10.2 -> 10.10.10.1

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

114

114

114

114

114

114

114

114

114

114

114

114

114

114

114

114

114

file flash:mycap.pcap brief
Press Ctrl + Shift + 6 to exit

Echo

Echo

Echo

Echo

Echo

Echo

Echo

Echo

Echo

Echo

Echo

Echo

Echo

Echo

Echo

Echo

Echo

(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)

(ping)

il Consolidated Platform 2 > 7 «¢ ¥alL—Y 3> H4 K., Ciscol0S XE 3.7E LAF% (Catalyst 3850 R 1 v F)

request
reply
request
reply
request
reply
request
reply
request
reply
request
reply
request
reply
request
reply

request

id=0x002e,
id=0x002e,
id=0x002e,
id=0x002e,
id=0x002e,
id=0x002e,
id=0x002e,
id=0x002e,
id=0x002e,
id=0x002e,
id=0x002e,
id=0x002e,
id=0x002e,
id=0x002e,
id=0x002e,
id=0x002e,

id=0x002e,



Wireshark D% E

seq=8/2048, ttl
18 0.015394000

seq=8/2048, ttl
19 0.016682000
seq=9/2304, ttl

20 0.017439000
seq=9/2304, ttl
21 0.018655000
seq=10/2560, tt
22 0.019385000
seq=10/2560, tt
23 0.020575000
seq=11/2816, tt
—--More«

=254
10
=255
10
=254
10
=255
10
1=254
10
1=255
10
1=254

.10.10.1 -> 10.10.
(request in 17)

.10.10.2 -> 10.10.
.10.10.1 -> 10.10.
(request in 19)

10.10.2 -> 10.10.
10.10.1 -> 10.10.

(request in 21)

.10.10.2 -> 10.10.

10

10.

10

10.

10

10.

5 . pcap Z 7 A LD DEMEADRT

.2 ICMP 114 Echo (ping) reply id=0x002e,
1 ICMP 114 Echo (ping) request 1id=0x002e,
.2 ICMP 114 Echo (ping) reply id=0x002e,
1 ICMP 114 Echo (ping) request 1d=0x002e,
.2 ICMP 114 Echo (ping) reply id=0x002e,
1 ICMP 114 Echo (ping) request 1d=0x002e,

5l : .pcap 7 7 A LS DEEHE DR

RDE AT LT, peap 7 7 A VO IFEMEFRTE T,

Switch# show monitor capture file flash:mycap.pcap detailed

Starting the packet display

Frame 1:
Interface i

Encapsulation type: Ethernet

114 bytes on wire

d: 0

(1)

(912 bits),

1

Press Ctrl + Shift + 6 to exit

14 bytes captured (912 bits) on interface 0O

Arrival Time: No
[Time shift
Epoch Time:
[Time delta
[Time delta
[Time since
Frame Number: 1

Frame Length: 11
Capture Length:

[Frame is marked
[Frame is ignore
[Protocols in fr

Destination: Cis
Address: Cis

.0.

0

v 6,

for this packet:
1446810288.322497000 seconds

from previous captured frame: 0.
from previous displayed frame:
reference or first frame:

4 bytes
114 bytes
: False]

d: False]
ame: eth:ip

Ethernet II, Src: Cisco £3:63:46

co 31:fl:c6
co 31:fl:c6

2015 11:44:48.322497000 UTC

0.000000000 seconds]

(912 bits)
(912 Dbits)

ticmp:datal

000000000 seconds]

0.000000000 seconds]
0.000000000 seconds]

(00:el1:6d:£3:63:46), Dst: Cisco 31:fl:c6 (00:el:6d:31:fl:c6)

(00:el:6d:31:£f1:
(00:el:06d:31:f1:
= LG bit:
= IG bit:

Source: Cisco £3:63:46 (00:el:6d:£3:63:46)

Address:

.0.
e .. 0 L
Type: IP (0x0800

Cis

Internet Protocol Version 4,

Version: 4
Header length: 2

Differentiated Services Field:
ECN-Capable Transport))
Differentiated Services Codepoint:
Explicit Congestion Notification: Not-ECT

0000 00.. =
ce.. .00 =

(0x00)

Total Length: 10
Identification:
Flags: 0x00
0. oo =
O oL =
.00 oLl =
Fragment offset:
Time to live: 25
Protocol: ICMP (
Header checksum:
[Good: False
[Bad: False]
Source: 10.10.10

co £3:63:46

)

0 bytes

0
0x04ba

Src:

(00:el:6d:£3:63:
= LG bit:
= IG bit:

10.10.10.2

0x00

(1210)

Reserved bit: Not set
Don't fragment: Not set

More fragments:

0
4
1)
0x8fc8
1

Not set

.2 (10.10.10.2)

(10.10.10.2),

(DSCP 0x00:

c6)
c6)
Globally unique address
Individual address

(factory default)
(unicast)

46)
Globally unique address
Individual address

(factory default)
(unicast)

Dst: 10.10.10.1 (10.10.10.1)

Default; ECN: 0x00: Not-ECT (Not

Default (0x00)

(Not ECN-Capable Transport)

[validation disabled]

Consolidated Plattorm 21> 7 « ¥ 1 L—3 3> #4 K. Cisco 10S XE 3.7E L\[% (Catalyst 3850 X 1 v F)

"



Wireshark D& E

Bl B v TF vy BLURT

Destination: 10.10.10.1 (10.10.10.1)
Internet Control Message Protocol

Type: 8 (Echo (ping) request)

Code: 0

Checksum: Oxed4db [correct]

Identifier (BE): 46 (0x002e)

Identifier (LE): 11776 (0x2e00)

Sequence number (BE): 0 (0x0000)

Sequence number (LE): 0 (0x0000)

Data (72 bytes)

0000 00 00 00 00 09 c9 8f 77 ab cd ab cd ab cd ab cd ....... Weeoouwonn
0010 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... .. o oL
0020 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... oL
0030 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... oL,
0040 ab cd ab cd ab cdabcda Lol
Data: 0000000009c98f77abcdabcdabcdabedabcecdabedabedabed. ..
[Length: 72]

Frame 2: 114 bytes on wire (912 bits), 114 bytes captured (912 bits) on interface 0
Interface id: O

Bl B v T F v B L UVERT

il Consolidated Platform 2 > 7 «¢ ¥alL—Y 3> H4 K., Ciscol0S XE 3.7E LAF% (Catalyst 3850 R 1 v F)

WOHNE, VA ¥3IA L HZ—T A AFHTEY A=Y Ry M1 TrIT 74 v 7 BT=HT
D HEERLTWET,

ATYT1:ROEIICANLCHEERN T 7 4 v 7 T—HT DX 7T ¥ RA LV bEERLET,

Switch# monitor capture mycap interface GigabitEthernetl/0/3 in
Switch# monitor capture mycap match ipv4 any any

Switch# monitor capture mycap limit duration 60 packets 50
Switch# monitor capture mycap buffer size 100

CPUMHZRD EHZRET B72, HIlRE L TR BIKW I, v MR LORBARE SN TWHET,
ATFY T2 RDEICANLTHEFEY T F ¥ RA L PR EHRICERZSNTWDZ L R LET,

Switch# show monitor capture mycap parameter
monitor capture mycap interface GigabitEthernetl/0/3 in
monitor capture mycap match ipv4 any any
monitor capture mycap buffer size 100
monitor capture mycap limit packets 50 duration 60

Switch# show monitor capture mycap
Status Information for Capture mycap

Target Type:

Interface: GigabitEthernetl/0/3, Direction: in
Status : Inactive

Filter Details:

IPv4

Source IP: any

Destination IP: any

Protocol: any
Buffer Details:

Buffer Type: LINEAR (default)

Buffer Size (in MB): 100

File Details:

File not associated
Limit Details:

Number of Packets to capture: 50
Packet Capture duration: 60

Packet Size to capture: 0 (no limit)
Packet sampling rate: 0 (no sampling)



|  Wireshark ®3% %

o BamhrryIFrsL0EE I

AT T3 Fv 7Ty TubAEEBEL, ERAFALET,

Switch# monitor capture mycap start display
Starting the packet display ........ Press Ctrl + Shift + 6 to exit

1 0.000000
ttl1=254

10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0030, seqg=0/0,

2 0.003682 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0030,
seq=1/256, ttl=254

3 0.006586 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0030,
seq=2/512, ttl=254

4 0.008941 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0030,
seq=3/768, ttl=254

5 0.011138 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0030,
seq=4/1024, ttl=254

6 0.014099 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0030,
seq=5/1280, ttl=254

7 0.016868 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0030,
seq=6/1536, ttl=254

8 0.019210 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0030,
seq=7/1792, ttl=254

9 0.024785 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0030,

seq=8/2048, ttl=254
--More--

ATV T4 ROEHIITATLT, FX¥7TF ¥ R"A 2 bE2HIBRLET,

Switch# no monitor capture mycap

G¥)

peap OFEFHE WU 9~ DML OFERNZ SV T,

FIRPHEL THY, TOHIBICET D Xy 7T Y I THHBMIELT 720, ZORED
r—ZATIL, stop 2~ NILEH D £HA,

[(FDMDBEEE) 7> a a5l LT

CTEENWY,
MELEYY
Xy 7 F v KAV bOERE, (174—)
Xy 7F v KAV N RTGRA=FZOBMELITEE, 223—)
XX 7T ¥ KAV b RTA=FOHIER, (24 <—)
Xy 7 F v KA FOHIE (26 24—)
XTI KA DT VT4 T ERFIET VT 4 72T S, (28 2—)
XYy T Fx KA RN T707 )T, (314—)
Wireshark D&% E ik, (16 ~—)
¥ 7 F ¥ KAV b, @43—=)
BERiARA b, (58—Y)

Bl . BT Yy TF B LURE

ROFNE, ZANZITy beXx T F XI55 EZRLTWET,
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B 5 sEatxr TFrBLVER

AT T ROEIICADLT, BE NI 74 v T—HT DXy T F v RA LV MEERL,

TNz 7 7 A VTBEER T £,

Switch# monitor capture mycap interface GigabitEthernetl/0/3 in
Switch# monitor capture mycap match ipv4 any any

Switch# monitor capture mycap limit duration 60 packets 50
Switch# monitor capture mycap file location flash:mycap.pcap

ATYT2ROESCANLTHEF Y T F ¥ AV FBERICERSINTWD Z L AR LET,

Switch# show monitor capture mycap parameter
monitor capture mycap interface GigabitEthernetl/0/3 in
monitor capture mycap match ipv4 any any
monitor capture mycap file location flash:mycap.pcap
monitor capture mycap limit packets 50 duration 60

Switch# show monitor capture mycap
Status Information for Capture mycap

Target Type:
Interface: GigabitEthernetl/0/3, Direction: in

Status : Inactive
Filter Details:
IPv4

Source IP: any
Destination IP: any
Protocol: any
Buffer Details:
Buffer Type: LINEAR (default)
File Details:
Associated file name: flash:mycap.pcap
Limit Details:
Number of Packets to capture: 50
Packet Capture duration: 60
Packet Size to capture: 0 (no limit)
Packet sampling rate: 0 (no sampling)

ATFYTI:KDODEIICASILT Ny FEBAIAL £,

Switch# monitor capture mycap start

Wireshark D& E

ATFYTEARDEIICAN L TETHOZ I AT RExy 7 F v eHERE2F R LET,

Switch# show monitor capture mycap capture-statistics
Capture statistics collected at software:

Capture duration - 15 seconds

Packets received - 40

Packets dropped - 0

Packets oversized - 0

Packets errored - 0

Packets sent - 40

Bytes received - 7280

Bytes dropped - 0

Bytes oversized - 0

Bytes errored - 0

Bytes sent - 4560

ATv T 5 +oRBEMORBHIC, ROXLIICAALTE Y I F v 2EIELET,

Switch# monitor capture mycap stop
Capture statistics collected at software (Buffer & Wireshark):
Capture duration - 20 seconds
Packets received - 50
Packets dropped - 0O
Packets oversized - 0

il Consolidated Platform 2 > 7 «¢ ¥alL—Y 3> H4 K., Ciscol0S XE 3.7E LAF% (Catalyst 3850 R 1 v F)
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A

Bl . B v TF vy BLURE

G¥)

HHWE, FREORBEZITI Ny M U bR—E LIRS, v 7 TF v EEL BERIC
FlhsEgs2 b TEET,

mycap.pcap 7 7 A X, F¥ T TF ¥ Lo Ty RREGENRET,

ATV T RDEICASNLTEILHEDT I 2T Rxv 7F v OMEHER LT~ L £,

Switch#

Capture
Packets
Packets
Packets
Packets
Packets

Bytes
Bytes
Bytes
Bytes
Bytes

received - 50
dropped - O
oversized - 0
errored - 0
sent - 50
received - 8190
dropped - 0
oversized - 0
errored - 0
sent = 5130

show monitor capture mycap capture-statistics
Capture statistics collected at software:
duration - 20 seconds

ATYTT  ROEIICAT LTy hERRLET,

Switch# show monitor capture file flash:mycap.pcap
Starting the packet display

1 0.000000000 10.10.10.2
seq=0/0, ttl=254

2 0.002555000 10.10.10.2
seq=1/256, ttl=254

3 0.006199000 10.10.10.2
seq=2/512, ttl=254

4 0.009199000 10.10.10.2
seq=3/768, ttl=254

5 0.011647000 10.10.10.2

seq=4/1024,

ttl=254

6 0.014168000 10.10.10.2

seq=5/1280,

ttl=254

7 0.016737000 10.10.10.2

seqgq=6/1536,

tt1l=254

8 0.019403000 10.10.10.2

seq=7/1792,

ttl=254

9 0.022151000 10.10.10.2

seq=8/2048,

ttl=254

10 0.024722000 10.10.10.2

seq=9/2304,

tt1l=254

11 0.026890000 10.10.10.2

seq=10/2560,

ttl=254

12 0.028862000 10.10.10.2

seq=11/2816,
—--More—--—

ttl=254

->

->

10.10.10.1

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

1

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

pecap OFEFHE I H T 2T OFERIZ OV TE,

<TZEvy,

ATYT8:RDEIITANLT, FX¥7TF ¥ KA FEHIBRLET,

Switch# no monitor capture mycap

EErEY D

¥ 7T ¥ KAV FOESR,

(17 =)

114

114

114

114

114

114

114

114

114

114

114

114

Echo

Echo

Echo

Echo

Echo

Echo

Echo

Echo

Echo

Echo

Echo

Echo

(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)

(ping)

Press Ctrl + Shift + 6 to exit

request
request
request
request
request
request
request
request
request
request
request

request

1id=0x0031,
id=0x0031,
id=0x0031,
1id=0x0031,
id=0x0031,
id=0x0031,
1id=0x0031,
id=0x0031,
id=0x0031,
1id=0x0031,
id=0x0031,

id=0x0031,

[(ZDoBEEER ¥ 7 a2 LT
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B 6 Rvo70xrTF v

Xx 7 F v KA UM ARNTGRA—HZOBIMEIIEE, 223—)
Xx¥ 7 F v KA b NTA=FOHIBE, (24 X—)

X v 7F v KA FOHIBR, (26 4—)

XX TFXY RA L T VT4 T ERBET 7T 4 71295, 283—2)
FYTTFXY KA N RN 7707 V7T, (31 =)

Wireshark DR E 714, (16 ~—)

XX 7T ¥ KA, G3—=)

BERIARA VR, (58—Y)

Bl: N T7DXNT

F v D{FEA

WIZ, N7 7Dx%y 7 F v a2EHT 202 RLET,
AFYT1 ROEICAN L TRy 77 2 T F ¥ 72 a TRy F vy By g i)

LET,

Switch# monitor
Switch# monitor
Switch# monitor
Switch# monitor

capture mycap interface GigabitEthernetl/0/3 in
capture mycap match ipv4 any any

capture mycap buffer circular size 1

capture mycap start

Wireshark @

AT T2 ROIICADNLCR Y T FANT I T4 T THLINE I MERELET,

Switch# show mon
Status Informati
Target Type:
Interface: Gi
Status : Acti
Filter Details
IPv4
Source IP:
Destination
Protocol: any
Buffer Details
Buffer Type:
Buffer Size (
File Details:
File not asso
Limit Details:
Number of Pac
Packet Captur
Packet Size t
Maximum numbe
Packet sampli

itor capture mycap
on for Capture mycap

gabitEthernetl1/0/3, Direction: in
ve

any
IP: any

CIRCULAR
in MB): 1

ciated

kets to capture: 0 (no limit)

e duration: 0 (no limit)

o capture: 0 (no limit)

r of packets to capture per second: 1000
ng rate: 0 (no sampling)

ATFY T3 IRDEHIITATILTTG XA LARFICHIES Y 7 F Y OFEHEREsERLET,

Switch# show mon

Capture statisti
Capture
Packets
Packets
Packets
Packets
Packets
Bytes re
Bytes dr
Bytes ov
Bytes er

il Consolidated Platform 2 > 7 «¢ Xa

itor capture mycap capture-statistics
cs collected at software:

duration - 88 seconds

received - 1000

dropped - 0

oversized - 0

errored - 0

sent - 1000

ceived - 182000
opped - 0
ersized - 0
rored - 0O

L—< 3> A4 K. Ciscol0S XE 3.7E LLf% (Catalyst 3850 X 1 v F)
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Bl Ry 7 7DF v TFrDER

Bytes sent - 114000

ATYT4: ROESICAN L TRy T TF ¥ 2fE R LET,

Switch# monitor capture mycap stop
Capture statistics collected at software (Buffer):
Capture duration - 2185 seconds
Packets received - 51500
Packets dropped - 0
Packets oversized - 0

ATV TS5 RO EHTAS L THEIEBROILIES ¥ 7 F v OffistE M ez Rr LET,

Switch# show monitor capture mycap capture-statistics
Capture statistics collected at software:

Capture duration - 156 seconds

Packets received - 2000

Packets dropped - 0

Packets oversized - 0

Packets errored - O

Packets sent - 2000

Bytes received - 364000

Bytes dropped - 0

Bytes oversized - 0

Bytes errored - 0

Bytes sent - 228000

ATVT 6 MDIICANLTCHRXY T TFXNT VT 4T ThINEIPERELET,

Switch# show monitor capture mycap
Status Information for Capture mycap

Target Type:

Interface: GigabitEthernetl/0/3, Direction: in
Status : Inactive

Filter Details:

IPv4
Source IP: any
Destination IP: any

Protocol: any

Buffer Details:

Buffer Type: CIRCULAR

Buffer Size (in MB): 1

File Details:

File not associated

Limit Details:

Number of Packets to capture: 0 (no limit)
Packet Capture duration: 0 (no limit)
Packet Size to capture: 0 (no limit)
Maximum number of packets to capture per second: 1000
Packet sampling rate: 0 (no sampling)

ATFYTT ROLEICANL TRy T 7Oy heRRLET,

Switch# show monitor capture mycap buffer brief

Starting the packet display ........ Press Ctrl + Shift + 6 to exit

1 0.000000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping)
seq=40057/31132, ttl=254

2 0.000030 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping)
seq=40058/31388, ttl=254

3 0.000052 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping)
seq=40059/31644, ttl=254

4 0.000073 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping)
seq=40060/31900, ttl=254

5 0.000094 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping)
seq=40061/32156, ttl=254

6 0.000115 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping)
seq=40062/32412, ttl=254

7 0.000137 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping)

request
request
request
request
request
request

request

id=0x0038,
1d=0x0038,
1d=0x0038,
id=0x0038,
1d=0x0038,
1d=0x0038,

id=0x0038,
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seq=40063/32668, ttl=254

8 0.000158 10.10.10.2 ->
seq=40064/32924, ttl=254

9 0.000179 10.10.10.2 ->
seq=40065/33180, ttl=254

10 0.000200 10.10.10.2 ->
seq=40066/33436, ttl=254

11 0.000221 10.10.10.2 ->
seq=40067/33692, ttl=254

12 0.000243 10.10.10.2 ->
seq=40068/33948, ttl=254
—--More—-—

R IRy T I AoT- 2 &

Wireshark D& E

10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0038,
10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0038,
10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0038,
10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0038,
10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0038,

WCHEBE LT ZEN,

ATy T8 MOFERE—RTRry hEFERLET,

Switch# show monitor capture mycap buffer detailed

Starting the packet display ...
Frame 1: 114 bytes on wire
Interface id: O

Encapsulation type:
Arrival Time: Nov 6, 2015
[Time shift for this packet
Epoch Time:
[Time delta
[Time delta
[Time since
Frame Number:
Frame Length:
Capture Length:
[Frame 1s marked:
[Frame is ignored: False]
[Protocols in frame: eth:

Ethernet II, Src: Cisco £3:63:

(912

1

114 bytes
114 bytes
False]

(
ip
46

c6
c6

Destination: Cisco 31:fl:
Address: Cisco 31:fl:
e W00 ceee oo

0

Source: Cisco £3:63:46 (00:el:6d:£3:63:46)

Ethernet

Press Ctrl + Shift + 6 to exit

bits), 114 bytes captured (912 bits) on interface 0

(1)

18:10:06.297972000 UTC
0.000000000 seconds]

1446833406.297972000 seconds

from previous captured frame:
from previous displayed frame:
reference or first frame:

0.000000000 seconds]
0.000000000 seconds]
0.000000000 seconds]

(912 bits)

912 bits)

ticmp:datal
(00:el1:6d:£3:63:46), Dst: Cisco 31:fl:c6 (00:el:6d:31:fl:c6)

(00:el:6d:31:f1:
(00:el:06d:31:f1:
LG bit:
= IG bit:

co6)

co)

Globally unique address (factory default)
Individual address (unicast)

Address: Cisco £3:63:46 (00:el:6d:£3:63:46)
ceee .00 Lo ools oo. oo, = LG bit: Globally unique address (factory default)
R = IG bit: Individual address (unicast)
Type: IP (0x0800)
Internet Protocol Version 4, Src: 10.10.10.2 (10.10.10.2), Dst: 10.10.10.1 (10.10.10.1)
Version: 4
Header length: 20 bytes
Differentiated Services Field: 0x00 (DSCP 0x00: Default; ECN: 0x00: Not-ECT (Not
ECN-Capable Transport))
0000 00.. = Differentiated Services Codepoint: Default (0x00)
.00 = Explicit Congestion Notification: Not-ECT (Not ECN-Capable Transport)
(0x00)
Total Length: 100
Identification: Oxabdd (43997)
Flags: 0x00
0... = Reserved bit: Not set
.0.. = Don't fragment: Not set
..0. .... = More fragments: Not set
Fragment offset: 0
Time to live: 254
Protocol: ICMP (1)
Header checksum: Oxe8a4 [validation disabled]
[Good: False]
[Bad: False]
Source: 10.10.10.2 (10.10.10.2)
Destination: 10.10.10.1 (10.10.10.1)
Internet Control Message Protocol
Type: 8 (Echo (ping) request)
Code: 0
Checksum: 0xa620 [correct]

i Consolidated Platform 2> 7 4 ¥aL—2 3> 4 K,
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Identifier (BE): 56 (0x0038)
Identifier (LE): 14336 (0x3800)
Sequence number (BE): 40057 (0x9c79)
Sequence number (LE): 31132 (0x799c)
Data (72 bytes)

0000 00 00 00 00 Ob 15 30 63 ab cd ab cd ab cd ab cd ...... Oc.ovvenn.
0010 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... o oL
0020 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... oL,
0030 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... oL
0040 ab cd ab ¢cd ab cdab cda Lol
Data: 000000000b153063abcdabcdabcdabecdabcdabedabedabed. . .
[Length: 72]

Frame 2: 114 bytes on wire (912 bits), 114 bytes captured (912 bits) on interface 0

Switch# show monitor capture mycap buffer dump

Starting the packet display ........ Press Ctrl + Shift + 6 to exit

0000 00 el 6d 31 f1 c6 00 el 6d £3 63 46 08 00 45 00 ..ml....m.cF..E.
0010 00 64 ab dd 00 00 fe 01 e8 a4 0a 0a 0a 02 0a Oa R
0020 0Oa 01 08 00 a6 20 00 38 9c 79 00 00 00 00 Ob 15 ..... By

0030 30 63 ab cd ab cd ab cd ab cd ab cd ab cd ab cd Oceviininnn.
0040 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... oo
0050 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... oL,
0060 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... o i

0070 ab cd

0000 00 el 6d 31 f1 c6 00 el 6d £3 63 46 08 00 45 00 ..ml....m.cF..E.
0010 00 64 ab de 00 00 fe 01 e8 a3 0a 0a 0a 02 0a Oa R
0020 0Oa 01 08 00 a6 1d 00 38 9c 7a 00 00 00 00 Ob 15  ....... 8.Z..u...

0030 30 65 ab cd ab cd ab cd ab cd ab cd ab cd ab cd Oevevniiniin,
0040 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... oo
0050 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... oL,
0060 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... oo
0070 ab cd

ATFYTO:KDODEIICASIL TRy 7727 YT LET,

Switch# monitor capture mycap clear

GE)

A

TN 772707958 TONEL LBy 77 BHIRSHET,

G¥)

Ny 77 ODNEEFRTDHIVLEND DAL, show 2~ ROl clear 2~ REEITLE
TO

AT FT10: T 7 47 ZFBL, I0RFS THhLBRODIIICANL TNy 77 avs Yy
FFRRLET,
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A

G¥)

XX T TFXYNT VT4 TR EEIC, Ny T b show DFETETHI LIFTEEHA, Ny
77 76 show ZFEIFTHHN, ¥4 T F ¥ 2 ELTILERHYET, LL, 77 A 0H
LNy 77 B=FROMWGIZBNTX XY 7T v BT 77 4 772 & & peap 7 7 A /LT show
DFETVRTEET, 774NV EF—FTRE, X TF¥BT7 77407 2ExIC, BUEOF Y7
F¥ By arDpeap 77 ANTNRTy NaRRTDHZEHLTEET,

Switch# monitor capture mycap start
Switch# show monitor capture mycap

Status Information for Capture mycap

Target Type:
Interface: GigabitEthernetl/0/3,
Status : Active
Filter Details:
IPv4
Source IP: any
Destination IP:
Protocol: any
Buffer Details:
Buffer Type: CIRCULAR
Buffer Size (in MB): 1
File Details:
File not associated
Limit Details:
Number of Packets to capture: 0 (no limit)
Packet Capture duration: 0 (no limit)
Packet Size to capture: 0 (no limit)
Maximum number of packets to capture per second:
Packet sampling rate: 0 (no sampling)

Direction: in

any

1000

ATYTNN  ROEICANLT, Xy b F ¥ I F v &2EIEL, Ny T77ORREFRRLE
7,

Switch# monitor capture mycap stop
Capture statistics collected at software
Capture duration - 111 seconds

Packets received - 5000

Packets dropped - 0

Packets oversized - 0

(Buffer) :

ATYTR:ROEIICADN LTI T TFXYNT I T4 T THLINEIMERELET,

Switch# show monitor capture mycap
Status Information for Capture mycap
Target Type:

Interface: GigabitEthernetl/0/3, Direction: in

Status Inactive
Filter Details:
IPv4

Source IP: any
Destination IP:
Protocol: any
Buffer Details:
Buffer Type: CIRCULAR
Buffer Size (in MB): 1
File Details:
File not associated
Limit Details:
Number of Packets to capture: 0 (no limit)
Packet Capture duration: 0 (no limit)
Packet Size to capture: 0 (no limit)
Maximum number of packets to capture per second:
Packet sampling rate: 0 (no sampling)

any

1000

il Consolidated Platform 21> 7 ¢ 2 L—< 3> #j 1 K. Cisco 10S XE 3.7E A% (Catalyst 3850 X o < F)



Wireshark D% E

A

Bl Ry 7 7DF v TFrDER

ATFYVTBROEIICAN LTy T 7Dy FaRRLET,

Switch# show monitor capture mycap buffer brief

Starting the packet display

1 0.000000000 10.
seq=0/0, ttl=254

2 0.000030000 10.
seq=1/256, ttl=254

3 0.000051000 10.
seq=2/512, ttl=254

4 0.000072000 10.
seq=3/768, ttl=254

5 0.000093000 10.
seq=4/1024, ttl=254

6 0.000114000 10.
seq=5/1280, ttl=254

7 0.000136000 10.
seq=6/1536, ttl=254

8 0.000157000 10.
seq=7/1792, ttl=254

9 0.000178000 10.
seq=8/2048, ttl=254

10 0.000199000 10.
seq=9/2304, ttl=254

11 0.000220000 10.
seq=10/2560, ttl=254

12 0.000241000 10.
seq=11/2816, ttl=254

—--More«

10.10.2 ->
10.10.2 ->
10.10.2 ->
10.10.2 ->
10.10.2 ->
10.10.2 ->
10.10.2 ->
10.10.2 ->
10.10.2 ->
10.10.2 ->
10.10.2 ->
10.10.2 ->

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

.10.10.1

10.10.1

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

1

1

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

114

114

114

114

114

114

114

114

114

114

114

114

Echo

Echo

Echo

Echo

Echo

Echo

Echo

Echo

Echo

Echo

Echo

Echo

(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)

(ping)

Press Ctrl + Shift + 6 to exit

request
request
request
request
request
request
request
request
request
request
request

request

1d=0x0039,
id=0x0039,
1d=0x0039,
1d=0x0039,
id=0x0039,
1d=0x0039,
1d=0x0039,
id=0x0039,
1d=0x0039,
1d=0x0039,
id=0x0039,

id=0x0039,

ATy 14 : RO L HITATI LT, WNEE flash: storage 7 /XA AN D mycapl.pcap 7 7 1 /LIZ/ N

Ty arFuVRRELET,

Switch# monitor capture mycap export flash:mycap.pcap

Exported Successfully

G¥)

BUEDT 7 AR— FEIETIE, a2~ FeETTD L, =7 AR — M [BMG SET5,
a—HITr T N ERTGAICIIE T LEYA, 22T, 77 A VTHRY Y NORREFAT
T HANZ, Wireshatk 725 3 Y —/UZ A v B —UNERINDDEFHET DULERH Y £5,

AT T8 ROLIICAN LT T 7 ANADEX Yy TF v Xy hEERLET,

Switch#

Starting the packet display

1 0.000000000 10.
seq=0/0, ttl=254

2 0.000030000 10.
seq=1/256, ttl=254

3 0.000051000 10.
seq=2/512, ttl=254

4 0.000072000 10.
seq=3/768, ttl=254

5 0.000093000 10.
seq=4/1024, ttl=254

6 0.000114000 10.
seq=5/1280, ttl=254

7 0.000136000 10.
seq=6/1536, ttl=254

8 0.000157000 10.
seq=7/1792, ttl=254

9 0.000178000 10.
seq=8/2048, ttl=254

10 0.000199000 10.

10.10.2 ->
10.10.2 ->
10.10.2 ->
10.10.2 ->
10.10.2 ->
10.10.2 ->
10.10.2 ->
10.10.2 ->
10.10.2 ->
10.10.2 ->

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.10.1

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

1

1

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

show monitor capture file flash:mycap.pcap
Press Ctrl + Shift + 6 to exit

114

114

114

114

114

114

114

114

114

114

Echo

Echo

Echo

Echo

Echo

Echo

Echo

Echo

Echo

Echo

(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)

(ping)

request
request
request
request
request
request
request
request
request

request

1d=0x0039,
1id=0x0039,
1d=0x0039,
1d=0x0039,
1d=0x0039,
1d=0x0039,
1d=0x0039,
1d=0x0039,
1d=0x0039,

1d=0x0039,
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seq=9/2304, ttl=254

11 0.000220000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request id=0x0039,

seq=10/2560, ttl=254

12 0.000241000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0039,

seq=11/2816, ttl=254
—-—-More—--—

ATFYT16: DI HITANLT, ¥ 7T ¥ KA FEHIBRLET,

Switch# no monitor capture mycap

MErEY Y
¥y 7Ty AU bOERE, (175—V)
Xy¥ 7T v KAV N RTGA—FOBEMETIIER, (223—)
X ¥ TF ¥ BA L b AT A—ZOHIE, (24 S—)
Xx 7T ¥ KA FOHIBR, (26 X—)
XY TTF¥ BA LV NeT VT4 TEREHET V7 4 70T 5, (28 4—)
XY TF¥ RAL B RN T7707 07, (31 2—)
Wireshark D&% E ik, (16 ~—)
Fx7Fy¥ KA, @—=)
Bt A b, (5 —Y)

Bl : v TF¥tyvay

Switch# monitor capture mycap start display display-filter "stp"

0.000000 20:37:06:cf:08:b6 -> 01:80:¢c2:00:00:00 STP Conf. Root = 32768/100/20:37:06:ce:

Cost = 0 Port = 0x8136

2.000992 20:37:06:c£:08:b6 -> 01:80:c2:00:00:00 STP Conf. Root = 32768/100/20:37:06:ce:

Cost = 0 Port = 0x8136
2.981996 20:37:06:cf:08:b6 -> 20:37:06:cf£:08:b6 LOOP Reply

4.000992 20:37:06:c£:08:b6 -> 01:80:c2:00:00:00 STP Conf. Root = 32768/100/20:37:06:ce:

Cost = 0 Port = 0x8136
6.000000 20:37:06:cf:08:06 -> 01:80:¢c2:00:00:00 STP Conf. Root
Cost = 0 Port = 0x8136
7.998001 20:37:06:cf:08:b6 -> 01:80:c2:00:00:00 STP Conf. Root
Cost = 0 Port = 0x8136

9.998001 20:37:06:cf£:08:b6 -> 01:80:c2:00:00:00 STP Conf. Root = 32768/100/20:37:06:ce:

Cost = 0 Port = 0x8136
Capture test is not active Failed to Initiate Wireshark
Switch# show monitor capture mycap parameter
monitor capture mycap control-plane both
monitor capture mycap match any
monitor capture mycap file location flash:mycapl.l buffer-size 90
monitor capture mycap limit duration 10

Switch# no monitor capture mycap file

Switch# monitor capture mycap start display display-filter "udp.port == 20002" dump
Please associate capture file/buffer

Unable to activate Capture.

Switch# monitor capture mycap start display display-filter "udp.port == 20002"
Please associate capture file/buffer
Unable to activate Capture.

Switch# monitor capture mycap start display detailed
Please associate capture file/buffer
Unable to activate Capture.

il Consolidated Platform 21> 7 ¢ 2 L—< 3> #j 1 K. Cisco 10S XE 3.7E A% (Catalyst 3850 X o < F)

32768/100/20:37:06:ce:

32768/100/20:37:06:ce:

f0

f0

f0

£0

f0

f0

: 80

: 80

: 80

: 80

: 80

: 80



I Wireshark D% E

EENEY D

¥y TF ¥ KA FOERE,
XX TTF ¥ RAL R RTA—HOBMET-ITEH,
¥y FF v ALk T A— 2 ORI,
Xy FF ¥ BA L FOHIE,

Bl:ovs 27vTE—roxrIFrssver I

(17 =—7)

(24 ~—2)

(26 =—7)

XX TTFXY KAV NET VT4 TERBFET VT 4 7I2T 5,

Xy TFv AL R RN T7DI VT,

Wireshark D% E 715,
¥ 7T ¥ KA H,
BEge AR A VB,

(31 =—72)
(16 =2—%)

(4 ~=—2)

(5 =)

(22 =—72)

(28 =—3)

Bl A RFYTE—FDXFY TF¥BLUVERF

ZITHEH, VTN EA LD T T 4w 0k TFx L, ~"rybaenuy 7 27y 7 E— T
52 LTHIZRL TWET,

Y

G¥)

X 7T L= NERAIO 1S BIEET 258050 1, THASE, LEELTHT

T4 I XX TFx By a VEBKISE

BB L T2 &V,

AT T ROEIHIICADLTC, BE NI 74 v 7 T—HT DXy T F v RA LV MEEFRL,
TihE 7 7 A WZEEMT £,

Switch# monitor capture
Switch# monitor capture
Switch# monitor capture
Switch# monitor capture

mycap interface GigabitEthernetl/0/1 in
mycap match ipv4 any any
mycap limit duration 60 packets 100

mycap file location flash:mycap.pcap buffer-size 64

ATFY T2 RDEICANLTEFEY T F ¥ RA L PR ERICERZSNTWDZ L 2R LET,

Switch# show monitor capture mycap parameter
monitor capture mycap interface GigabitEthernetl/0/1 in
monitor capture mycap file location flash:mycap.pcap buffer-size 64
monitor capture mycap limit packets 100 duration 60

Switch# show monitor capture mycap

Status Information for Capture mycap

Target Type:

Interface: GigabitEthernetl/0/1,

Status : Inactive
Filter Details:
Filter not attached
Buffer Details:
Buffer Type: LINEAR
File Details:
Associated file name

Direction: in

(default)

flash:mycap.pcap

Size of buffer(in MB): 64

Limit Details:
Number of Packets to

capture: 100

Packet Capture duration: 60

Packet Size to capture: 0

(no limit)

Consolidated Plattorm 21> 7 « ¥ 1 L—3 3> #4 K. Cisco 10S XE 3.7E L\[% (Catalyst 3850 X 1 v F)

"



Wireshark D& E

Bl - HAMD/r Y FOBBEEX Y TF Y L URE

Packets per second: 0 (no limit)
Packet sampling rate: 0 (no sampling)

ATYTI KOOI AN LTy FEBBLET,

Switch# monitor capture mycap start
A file by the same capture file name already exists, overwrite?[confirm]
Turning on lock-step mode

Switch#
*Oct 14 09:35:32.661: $SBUFCAP-6-ENABLE: Capture Point mycap enabled.

ATYT4: ROEIICAT LTy hERRLET,

Switch# show monitor capture file flash:mycap.pcap

Starting the packet display ........ Press Ctrl + Shift + 6 to exit
0.000000 10.1.1.30 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
1.000000 10.1.1.31 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
2.000000 10.1.1.32 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
3.000000 10.1.1.33 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
4.000000 10.1.1.34 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
5.000000 10.1.1.35 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
6.000000 10.1.1.36 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
7.000000 10.1.1.37 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
8.000000 10.1.1.38 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
9.000000 10.1.1.39 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002

RTYTS  MOEICANLTHR Y T F ¥ FA 2 bEHIBRLET,
Switch# no monitor capture mycap
MELEYY
Xy 7 F v KAV bOERE, (174—)
Xy 7 F v KAV N RTGRA—FOBMEITEE, 223—)
XY TTF ¥ KA K RTA=ZDHIFR, (24 ~—)
Xy 7FF ¥ RA L RO, (26 2—)
XY TFXY RA L NET VT 47 £03ET 7T 4 72T 5, (283—)
FYTFXY KA RN T7707 )T, (31 X—=Y)
Wireshark DF%E L, (16 <X—)
Fx¥7Fv R, @)
Pefi AR A K, (5—)

Bl BAROD/N Ty FOBELXYy TF L UVRE

ROFNE, ZANZIATy beXx T F XI55 EZRLTWET,

ATYT1:ROEDICADLT, BE NI 74 v T—HT DXy T F v RA LV FEEFRL,

Tz 7 7 A VTBEEM T £,

Switch# monitor capture mycap interface Gigabit 1/0/1 out match ipv4 any any
Switch# monitor capture mycap limit duration 60 packets 100
Switch# monitor capture mycap file location flash:mycap.pcap buffer-size 90

il Consolidated Platform 2 > 7 «¢ ¥alL—Y 3> H4 K., Ciscol0S XE 3.7E LAF% (Catalyst 3850 R 1 v F)



I Wireshark D%
Bl mAEDRTr Y romELEF Y TFr 8L 0EE I

ATFY T2 RDEICANLTHFY TF ¥ ARA L PR ERICERZSNTNWDZ L 2R LET,

Switch# show monitor capture mycap parameter
monitor capture mycap interface GigabitEthernetl/0/1 out
monitor capture mycap match ipv4 any any
monitor capture mycap file location flash:mycap.pcap buffer-size 90
monitor capture mycap limit packets 100 duration 60

Switch# show monitor capture mycap
Status Information for Capture mycap

Target Type:
Interface: GigabitEthernetl/0/1, Direction: out

Status : Inactive
Filter Details:
IPv4

Source IP: any
Destination IP: any

Protocol: any

Buffer Details:

Buffer Type: LINEAR (default)

File Details:

Associated file name: flash:mycap.pcap
Size of buffer(in MB): 90

Limit Details:

Number of Packets to capture: 100
Packet Capture duration: 60

Packet Size to capture: 0 (no limit)
Packets per second: 0 (no limit)
Packet sampling rate: 0 (no sampling)

ATY T3 RDOEIICAT LTy bEBBL £,

Switch# monitor capture mycap start
A file by the same capture file name already exists, overwrite?[confirm]
Turning on lock-step mode

Switch#
*Oct 14 09:35:32.661: $SBUFCAP-6-ENABLE: Capture Point mycap enabled.

A

GE) RO E T ATy b BT FBR—BL72#%IZ, v 7 F v #lEx BEINICF IS ET
KTESV, HANZRDA v =V REREINTEHEE, F¥ 7 FrLHMELEL TS 2 L%

*Oct 14 09:36:34.632: %BUFCAP-6-DISABLE ASYNC: Capture Point mycap disabled. Rea
son : Wireshark Session Ended

mycap.pcap 7 7 A MIIE, F¥ T F ¥ Loy ERgERET,

ATFYT4: KDOEHIICASTIL Ty FEFRRLET,

Switch# show monitor capture file flash:mycap.pcap

Starting the packet display ........ Press Ctrl + Shift + 6 to exit
0.000000 10.1.1.30 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
1.000000 10.1.1.31 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
2.000000 10.1.1.32 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
3.000000 10.1.1.33 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
4.000000 10.1.1.34 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
5.000000 10.1.1.35 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
6.000000 10.1.1.36 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
7.000000 10.1.1.37 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
8.000000 10.1.1.38 => 20.1.1.2 UDP Source port: 20001 Destination port: 20002
9.000000 10.1.1.39 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002

ATFYT5: RDEIICATILTHE Y 7F v RA 2 FEHIBRLET,

Switch# no monitor capture mycap
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ZDMDESEEN

EENEY D

Wireshark D% 5E

¥y 7Ty KAV POERE, (173—)

FrTFx RAL M AT A—FZOBMEITER, 22—)

XX 7T ¥ KAV N RTA=FDOHIRR, (24 X—)

Xv 7 Fx KA FOHIER, (26 ~—)

XY 7Ty KAV NET I T4 T ERBET 7T 4 712T 5, (283—)
FY 7Ty KAV RNy T7707 07, (Bl~—)
Wireshark DR E 15, (16 ~—)

FrTF v RAL, 4R=)

BEGRA VR, (58—Y)

ZTDDSEER

EEEH

ESPEREY=]

YZaTFILEARIL

— RN N T4 H ) T

— W7 N N T 4 AR Y IOV TIE,
WHEBRL T EE N,

[Display Filter Reference.]

IS5—Ayte—YT7a—4%

Bl

>y

DV —=ADYVAT L TT— Avb—V%k
FE LRI T AT-DIC, TTFT— A vb—T F
A=Y= EHRLET,

https://www.cisco.com/cgi-bin/Support/Errordecoder/
index.cgi

BREL ZURFC

Z4E/RFC

24 ~IL

L
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I Wireshark D% E
WireShark D REBEE & 153k .

MIB
MIB MB®')>Y
KV Y —2ATHR— T 5T TO MIB BIRL7T Y b7 4+—24, CiscolOS V Y —

A, BT 4—F % vy MBI 25 MIB %
BLTH Yy ra— KT 52, RO URL IZH
% Cisco MIB Locator 2 A L £7,

http://www.cisco.com/go/mibs

SRADTHZAIL YR—+

BLL] o

A aDYPR— K Web A KT, A= | http//www.cisco.com/support
WELT 7 /) aV— T T T a—
T A TICRBELTCWERETAE)2, v==
TARY —=NVEIIUDETHEERA T A
VY —2%&RMEL TWET,

BEWNOWBOEX 2 U7 4 HFROHEINE R A
AFT 572912, Cisco Notification Service (Field
Notice 75 7 27 & &) | Cisco Technical Services
Newsletter, Really Simple Syndication (RSS)
74— R EOFMEY —ERITIMATEET,
TAADYR— K Web A hDY— T I

¥ 24 HE%, Cisco.com D —H D LY
AT — KRS TT,

BENEYY
T4 NH, (63 —)

WireShark M HEEEEFE & 1B

)1)—2 EHEAR
Cisco I0S XE 3.3SE ZOBRENEASINE LT,
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Wireshark D& E I
B Embedded Packet Capture

Embedded Packet Capture

Embedded Packet Capture (EPC) (X, v U —VEBENT NA ZAEZHAY T L5007 34 A% i@
LNy hEXY T L, Ty Mea—Tolrd 50, £7213 Wireshark © L 5 72—/
EHEHLTE 7 74 V0 EAT 72D, Ty FERELTZ I AR—FTEL LT DA
YR=R ATy R FyTFx Ty )T 4 TE, ZORBRIE, T ARy bU—27 OEHE
EHEIZT 7T 4 TICBINTEDL LT HZLICE-»T, *y N — 7 EEZRRIL L £,
ZOREIE. Ty FORRICET HIERENET L LICE-T, M ITNTa—T 4T %
BHZLET, £/, 77V r—varonfittxa2 V70 bRBICLET,

HERETEER D 1R

THEAOY 7 Ny 2T VU —ATHE, ZOEVa— LTINS TRCOMERR—FSh
TS LITRY £8 A, BFTOBREFRL LOEEIZO WL, 277y F7+r—2B X
WY 7 b7 =7 U U —ADBugSearchTool 5L WY UV —R /= F2ZHLTIEZ, ZOE

Va— /IR SN TWOEREOFEME MR L, SEENYR—FShTWnWL Y ) —2D Y X |k
EHERTOHEIE. ZOEY 2 —VORERICH DEBEFHROXLZSZHL T IZEV,

TTy R —BDOPR— PRIV R YT vy =T A A=V OV KR— MIHET D IERE HHR
9 51Z1&. Cisco Feature Navigator Z{#i ] L £, Cisco Feature Navigator (Z{%. http://www.cisco.com/
go/cfn N T 7B AL ET, Ciscocom DT Ty MILEH Y XA,

Embedded Packet Capture D RIIR &4

FAAFHNRT s N ¥y 7Ty (EPC) OV 7 bo=T BTV ATFT A, TOEBETCPU & AFE
VUY—2RZHEELET, SEIERYATOBEEITI 2OIZHDRUV AT LY V) — R % W
THOVERHVET, VAT LV —RAEFEHT DO RITA4 2 UTORITRILET,

K1 EPCHTVRTLDYVATLEHR

SRTFLY)Y—R 3t
N R 2T CPURIFRDEMIL, Ty N7+ — AL o TERY F9,
AEY Ny b Xy 7 7 I DRAM IR EESNE T, X7y b Ry

T 7 OYARXE, 2—FREELET,

F AT A— A 27 MEANERDT R, A2y AR— b T&EET, 7T v
Va T A4 AT TORMREIILEDH D T/ A,
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I Wireshark D% &
Embedded Packet Capture %918 [ |

Embedded Packet Capture D #9518
MBIy N F T T (BPC) 1, ANDYATFEY A b Sy hOBER ¥ T F
L., Ao ER Ty MEF ¥y 7F v LERA,

*Cisco IOS XE U U —R 3.7S LARE Tl #lARIAFZ/ 7 v b % ¥ 7'F ¥ |d Advance Enterprise
Krypto (K9) A A—Y TOHAYHR—FINET,

*CiscoIOSXE V U — R 39S LI TlE, #AIAZ T v b F ¥ TF ¥ ITRD A A —2 T
TEET,

*IP Base f A —3

* Special Services f A —3

* Advance Security 4 A —3

* Advance IP Services f A —3
* Advance Enterprise f A —3

*CiscoIOS XE VU U —R 16.1 LA TiE, MAAL Y » b ¥4 7 F %L LAN Base THAR— b
ENnET,

TAVLRIZET HHIREE

BEROIEEE
Embedded Packet Capture [T DLV T

Embedded Packet Capture (D} =

Embedded Packet Capture (EPC) (%, /X7 > D ML —R & NT TNy a—TF ¢4 U TITHESLOR A
ABT AT NEHERR AR L E S, ZoMREENT L. *y N EHEIL, VA3 T
NAREMAND T HERT 57 —% N7y haXx 7 F ¥y TEET, Ry NI — 7 FHEFIL,
X TRy TP A XELAT FERELIZ) =7) BLORX 7 F ¥ 75Ky FOk
RAAL MEEBRTDHENSVET, Ty bF¥Fx 7 F v b— ME, Gl E R 2R L
TRy N7 T&EET, e 778 Rarbo—L R M2EHALTEF Y 7F v 5145
Nry NeTZANZ ) TTHETrare, RANTy hFx 7 Fy b—bEREY 7Y v
JHIRROIRE R EDFEMREREZITOA T v a VBN TE £,

HARFINT Y b XY TF ORI R

*FNRAATIPVAB L IPV6 X7 v haFX v TF v TE, MACT7 4V EZZHE LTV, MAC
T RLAE~yFEEED LT, EIP Ny hbFyv 7P F ¥ wlE,
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Wireshark D%E |
. Embedded Packet Capture [Z D0\ T

Ty N XY TTF v KAV ML F—T ST DIERFEERA VT TARNT I F v X v
Fy RA Y MI, ATy ERFYTTFYSh, Ny 77 EEEMNTONDFT T 42 b
ZvVy N ARA Y RNTT,

Y VB LI TCE LISy b XY T Fx 77 A (PCAP) JEA T/ b
Xy T F ¥ Ty AR— b LHHERE,

CIFEIERFMLALTR Y T Ty ENTET—F Xy M aT a— T 55k,

Nry b T—8 FvTFx
Nry NT =2 Xx 7FxiE, Ny 77BN INDET—F Ty hOFXFx T F X T, Ty
N TF—=2 XX T F XX, —BOARENT A= EATTTHILIZL>TERLET,
IOLEXR¥Y 7 F YTl ROT 7> a v BFTTEET,
CAUE—T 2 A ATOX Y T FXDT 7T 1471k,
XX T TFx RAL b~DT VA 2 br—L URX K (ACL) X7 7 A v v 7 DiEH,

A

GE) Network Based Application Recognition (NBAR) & MAC A X A VDY T A <
T, PAR—F SN TWEEA,

* X ¥ ST v ORFEE,

YRR, T EDNN Y T 7 AN —U T RA—HDIE, VA AOHFAIL 1~ 100 MB
TYo T7AN DDAy T IRIETT, 5 120y Ty ATV a VIIERTY,

cZubrani, IPT RLAR, A=k T FLRZEATHIEREEGTe—BIEUEDIRE,

MErE YD
Ny b T—H Xx T FrOEH, (553—)
Bl : Xy b T X T Ty OEH, (58 X—)
XX TTF XY ENET —HOE=H YT AT TR, (57 8—D)
Bl : XX T F v INT—HDOE=F Y TBILOA TR, (59 _X—)
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Embedded Packet Capture D E%&E /5%

NTYy s T2 X5y TFrDEE

Y

Embedded Packet Capture D34 5%

FIEDHEE

FIED M

GE)

TITAT7RXxXTTF ¥ RAY O AR—

MMX. LANBase 714 B> AOHTHAR— K&

NTWET, OTRTOITA B AT, TTHFY 7Ty 2ELELTHLT I AR — 2T

LN T,

Ny 77 F=RFTTry b 7T—=2 X7 F ¥ 2EHRT510E, ROFIEEZETLET,

enable

monitor capture capture-name start

monitor capture capture-name stop

© NS REWDN =

end

monitor capture capture-name access-list access-list-name
monitor capture capture-name limit duration seconds
monitor capture capture-name interface interface-name both

monitor capture capture-name buffer circular size bytes

monitor capture capture-name export file-location/file-name

ARV RFERETIVa Y

EL:)

ATy T enable Fite EXEC T— R& A X =7/ LET, /IR
V—REANLET ERSn=HE) .
il -
Switch> enable
ATFv T2 monitor capture capture-name access-list access-- |7 72 YA &4y N X I FyDa7y
list-name TANBZELUTHREL, B=4 ¥ 7F ¥ & #&
LE._E’ L/ i ‘a—o
il -
Switch# monitor capture mycap access-list
vdacl
ATFvT3 monitor capture capture-name limit duration F=X X T FYOHIBEEZEZEELET,

seconds
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I Embedded Packet Capture DL H 5%

Wireshark D& E

AU RFEEET7TI 3y

B

1

Switch# monitor capture mycap limit duration
1000

ATv T4 monitor capture capture-name interface interface-- |3 R A4 > "B IOy v v 7u—F R EIEE
name both LT, =4 2x 7 F ¥ 2RELET,
i -
Switch# monitor capture mycap interface
GigabitEthernet 0/0/1 both
ATy 75 monitor capture capture-name buffer circular size | X\/r v N F—H A X v I F ¥ T EH LIy T 7
bytes ERELET,
il -
Switch# monitor capture mycap buffer circular
size 10
ATFYT6 monitor capture capture-name start NG 74927 RL—ARALL N Ty b F—
DNy T 7 ~DxX v TF v 2B LET,
i :
Switch# monitor capture mycap start
ATFvT7 monitor capture capture-name stop K742 RL—ARAL L TRy T —
ZDF X TF v el LET,
i -
Switch# monitor capture mycap stop
ATvT8 monitor capture capture-name export file-- B DOTE=DIZX Yy T TF vy ENnNE-TF—F45xT 7 R
location/file-name K— FLET,
il -
Switch# monitor capture mycap export
tftp://10.1.88.9/mycap.pcap
ATv79 end FiHE EXEC E— RIZIRY £,
i -

Switch# end
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I Wireshark D% &
Embedded Packet Capture D34 5% [ |

RDIEFE

(F) LANBase UHDTA L ATT VT4 T RF¥TF ¥ "A bax 7 AR —hLEDETD
L. AA wFiL, [Failed to Export : Capture Buffer BUSY] &EWH T —%2FKRLET,

EENEYD
Ry b T—8 Xx T Ty, (54°—)
Bl Xry b T—H T FyOEFEHE, (58§ X—)

FoTFvENET—EDEZR)UTEAVTFUR

Xy TFYENTANT Y DT —EDEZZ Y T AT FURAEIT IR, ROMEEEFITL
FT, X TT Y N T rOFMETY ST v RA L POFEMAER I LET,

FIEDOHE
1. enable
2. show monitor capture capture-buffer-name buffer dump
3. show monitor capture capture-buffer-name parameter
4. debug epc capture-point
5. debug epc provision
6. end
F gD FEH
ARV KRFERRETI Va3 Y B#Y
AT 71 enable FiHE EXEC E— R& A X —7 /M LES, AV —
RE AN LET (ERENZSEE)
i -
Switch> enable
ATFvT2 show monitor capture capture-buffer-name UEE) v 7F v Xy o l6ERL 7T X
buffer dump QEDABF— B e Fm LET,
i
Switch# show monitor capture mycap buffer
dump
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B a2y FrTFvOEEH

Wireshark D3%E |

AT RFEREIT7ZII Y

E:g)

ATFvT3 show monitor capture capture-buffer-name (EE) vy 7 F Y 2EETHEDIEHIN-=
parameter ~Y ROV A NEFRRLET,
i -
Switch# show monitor capture mycap
parameter
ATv74 debug epc capture-point EE) Ty X x T Fry R A bOT Ny T %
A RX—=T ML ET,
i :
Switch# debug epc capture-point
PP debug epc provision L) A7y hFxFF¥ TRV =007
Ny Tl X—=T VI LET,
A
Switch# debug epc provision
ATy 76 end e EXEC £— RIZRY £,
i -

Switch (config) # end

HARAHINTY B XY TFD

EENEYD

Rry b T8 R T Ty, (543—Y)
Bl Fx 7 F ¥y ENEZT—HOE=HX) U TBILOA T F A, (59 X—=)

Bl: 5y b T3 XX TFYOEE
KOBITIE, NTy b T4 Ty T F Y 2 FHT LG EEZRLET,

il Consolidated Platform 2 > 7 «¢ ¥alL—Y 3> H4 K., Ciscol0S XE 3.7E LAF% (Catalyst 3850 R 1 v F)

Switch> enable
Switch# monitor capture mycap start

R E B

Switch# monitor capture mycap access-list védacl

Switch# monitor capture mycap limit duration 1000

Switch# monitor capture mycap interface GigabitEthernet 0/0/1 both
Switch# monitor capture mycap buffer circular size 10

Switch# monitor capture mycap start

Switch# monitor capture mycap export tftp://10.1.88.9/mycap.pcap

Switch# monitor capture mycap stop
Switch# end



Wireshark D% E

EErREYSY
Ry b F—F X T FOBEH, (552—)
RNy R T8 R T T, (545—Y)

Bl : XY TFXYEINET—EDEZRIITBLUVAVTFUR

Wadrs sy kv IFFeones I

WOHIE, ASCHEX TR ry haX o T5HEERLTHVET,

Switch# show monitor capture mycap buffer dump

6 to exit

Starting the packet display ........ Press Ctrl + Shift +
0

0000: 01005E00 00020000 OCO7ACID 080045CO .. ........... E.
0010: 00300000 00000111 CFDCO91D 0002E000 .0....cuvveun.n.
0020: 000207C1 07C1001C 802A0000 10030AFA ......... Koo,
0030: 1D006369 73636F00 0000091D 0001 ..example.......

1

0000: 01005E00 0002001B 2BF69280 080046CO0 .. ..... too... F.
0010: 00200000 00000102 44170000 O00OE000 . ...... D......
0020: 00019404 00001700 EBFF0000 0000 ...vvuvvennnenn.

2

0000: 01005E00 0002001B 2BF68680 080045CO0 .. ..... oo E.
0010: 00300000 00000111 CFDB0O91D 0003E000 .0.....c.veun.n.
0020: 000207C1 07C1001C 88B50000 08030A6E ......cuoveunnnn
0030: 1D006369 73636F00 0000091D 0001 ..example.......

3

0000: 0L005E00 000A001C OF2EDCOO 080045CO .. ........... E.
0010: 003C0000 00000258 CE7F091D 0004E000 .<..... D QRN
0020: 000A0205 F3000000 00000000 00000000 «..euvveuwwennnnn
0030: 00000000 00D10001 000C0100 01000000 ......vuvveunnnn
0040: 000F0004 00080501 0300

WOFNE, mycap EWIARIOF ¥ 7F ¥ DR EIHEHT a3~ FOU X MR RTDHHEE
RLTWET,

Switch#

monitor capture
monitor capture
monitor capture
monitor capture

ROBNE, F¥TTF ¥ RA L FEaT Ny 7T 5 5EEZRLTOVET,

Switch# debug epc capture-point
EPC capture point operations debugging is on

Switch# monitor

*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun

4

L e T S ST S S S e e e e e e N L S B~

show monitor capture mycap parameter

mycap interface GigabitEthernet 1/0/1 both
mycap match any

mycap buffer size 10
mycap limit pps 1000

cap

.463:

tu

.463:
.463:
.463:
.463:
.463:
.464:
.464:
.464:
.464:
.464:
.464:
.464:
.464:
.464:
.464:
.464:
.464:
.464:
.464:
.464:

re mycap start

EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC

CP: Starting the capture capl
CP: (brief=3, detailed=4, dump=5
CP: final check before activatio
CP: setting up c3pl infra

CP: Setup c3pl acl-class-policy
CP: Creating a class

CP: Creating a class : Successfu
CP: class-map Created

CP: creating policy-name epc pol

) =0

n

1

icy capl

CP: Creating Policy epc _policy capl of type 49 and client type 21

CP: Storing a Policy

CP: calling ppm store policy with epc policy

CP: Creating Policy : Successful
CP: policy-map created

CP: creating filter for ANY

CP: Adding acl to class : Succes
CP: Setup c3pl class to policy
CP: Attaching Class to Policy

CP: Attaching epc_class _capl to epc_policy capl

CP: Attaching Class to Policy
CP: setting up c3pl gos

sful

Successful
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$HHRAFHINT Y b X TF ¥ DEREH

i Consolidated Platform 2 > 7 « ¥alL—Y 3> H4 K., Ciscol0S XE 3.7E LAF% (Catalyst 3850 R 1 v F)

*Jun 4 14:17:15.464: EPC CP: DBG> Set packet rate limit to 1000

*Jun 4 14:17:15.464: EPC CP: creating action for policy map epc policy capl class_map
epc_class_capl

*Jun 4 14:17:15.464: EPC CP: DBG> Set packet rate limit to 1000

*Jun 4 14:17:15.464: EPC CP: Activating Interface GigabitEthernetl/0/1 direction both
*Jun 4 14:17:15.464: EPC CP: Id attached 0

*Jun 4 14:17:15.464: EPC CP: inserting into active lists

*Jun 4 14:17:15.464: EPC CP: Id attached O

*Jun 4 14:17:15.465: EPC CP: inserting into active lists

*Jun 4 14:17:15.465: EPC CP: Activating Vlan

*Jun 4 14:17:15.465: EPC CP: Deleting all temp interfaces

*Jun 4 14:17:15.465: %BUFCAP-6-ENABLE: Capture Point capl enabled.

*Jun 4 14:17:15.465: EPC CP: Active Capture 1

Switch# monitor capture mycapl stop
*Jun 4 14:17:31.963: EPC CP: Stopping the capture capl

*Jun 4 14:17:31.963: EPC CP: Warning: unable to unbind capture capl
*Jun 4 14:17:31.963: EPC CP: Deactivating policy-map

*Jun 4 14:17:31.963: EPC CP: Policy epc_policy capl

*Jun 4 14:17:31.964: EPC CP: Deactivating policy-map Successful
*Jun 4 14:17:31.964: EPC CP: removing povision feature

*Jun 4 14:17:31.964: EPC CP: Found action for policy-map epc_policy capl class-map
epc_class_capl
*Jun 4 14:17:31.964: EPC CP: cleanning up c3pl infra

*Jun 4 14:17:31.964: EPC CP: Removing Class epc_class capl from Policy
*Jun 4 14:17:31.964: EPC CP: Removing Class from epc policy capl

*Jun 4 14:17:31.964: EPC CP: Successfully removed

*Jun 4 14:17:31.964: EPC CP: Removing acl mac from class

*Jun 4 14:17:31.964: EPC CP: Removing acl from class : Successful

*Jun 4 14:17:31.964: EPC CP: Removing all policies

*Jun 4 14:17:31.964: EPC CP: Removing Policy epc policy capl

*Jun 4 14:17:31.964: EPC CP: Removing Policy : Successful

*Jun 4 14:17:31.964: EPC CP: Removing class epc class capl

*Jun 4 14:17:31.965: EPC CP: Removing class : Successful

*Jun 4 14:17:31.965: %$BUFCAP-6-DISABLE: Capture Point capl disabled.
*Jun 4 14:17:31.965: EPC CP: Active Capture O

WOFNE, MPABRNSTry N F v TF ¥ (EPC) OTavVa=vTeT Ny 735 5EERL
TWET,

Switch# debug epc provision
EPC provisionioning debugging is on

Switch# monitor capture mycap start

*Jun 4 14:17:54.991: EPC PROV: No action found for policy-map epc policy capl class-map
epc_class_capl

*Jun 4 14:17:54.991: EPC PROV:

*Jun 4 14:17:54.991: Attempting to install service policy epc policy capl
*Jun 4 14:17:54.992: EPC PROV: Attached service policy to epc idb subblock
*Jun 4 14:17:54.992: EPC PROV: Successful. Create feature object

*Jun 4 14:17:54.992: EPC PROV:

*Jun 4 14:17:54.992: Attempting to install service policy epc policy capl
*Jun 4 14:17:54.992: EPC PROV: Successful. Create feature object

*Jun 4 14:17:54.992: $BUFCAP-6-ENABLE: Capture Point capl enabled.

Switch# monitor capture mycap stop

*Jun 4 14:18:02.503: EPC PROV: Successful. Remove feature object

*Jun 4 14:18:02.504: EPC PROV: Successful. Remove feature object

*Jun 4 14:18:02.504: EPC PROV: Destroyed epc idb subblock

*Jun 4 14:18:02.504: EPC PROV: Found action for policy-map epc policy capl class-map
epc_class capl

*Jun 4 14:18:02.504: EPC PROV: Deleting EPC action

*Jun 4 14:18:02.504: EPC PROV: Successful. CLASS REMOVE, policy-map epc_policy capl, class
epc_class capl

*Jun 4 14:18:02.504: $BUFCAP-6-DISABLE: Capture Point capl disabled.

MErEY Y
XX T T XY INLET—HDOE=L Y T AT IR, (57T_—Y)
Ry N TR XxTFx, (54—)



I Wireshark D%
zonszas I

TDMDSEEN

BAEIEE I=aTILAA KL
FRT 4 IVHF BRI A NZDOHEIZHONWTIE, UTEZBRL
TFaW,
[Display Filter Reference.]
peap 7 7 A VR EHE pcap 7 7 A JVHEEHE M ORI 3 DS
DN, BAFT l-z) A7 v a v Oitae S
L TLEEN,
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