IPV6WLAN X2 F 4 DEFE

* IPv6 WLAN £ = U 7 ¢ ORifESM, 1 _X—
* IPv6 WLAN £ ¥ = U7 ¢ OfilR, 1 ~—

* IPv6 WLAN EF =2 U7 1 {ZDOWNT, 2 _—¥

* IPv6 WLAN EF = U 7 ¢ OFREHE, 5 _X—
* TOMDBEERL, 24 X—T

* IPv6 WLAN E ¥ = U 5 ¢ OSHERE®R, 25 ~—

IPv6 WLAN 2 ') 7 1 DRIREH

7547 FVLAN ZAA v F THREINZ WLAN IZ~ v B 7T 0ERH Y 97,

IPv6 WLAN %= 1) 7 1 DR

RADIUS H—/ DY R— +

CTLEMEE RO T2 DICHEIE DO RADIUS — AR E SN TWAGA, /Ny 7 7 v 7NN i
BET A LIICT AT, TRTOP—NTa—HF F—IRXR—2%FA—I2THLERH Y F
R

Radius ACS H-7~h— ~

* Cisco Secure Access Control Server (ACS) & AA v F D)7 CT, RADIUS Zi%ET H LN H
D E9,

* RADIUS (. Cisco Secure ACS /N— 5 32 DYV — 2 THR— N EET,

HETS Y b T+ —LHEMAA K. Ciscol0S XE3.6E (Catalyst3850 21 vF) i



IPGWLAN £ 21 5 4 DBRE |
B PEWANEF2 U F 12000 T

IPv6 WLAN 22 !) T4 I2DUVT

RADIUS DI E
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EErEYY
72— 2—HFOERR, (5 <—)
7 74T NVLAN £ A ¥ —7 = A4 ZADERK, (6 3—)
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IPv6 WLAN &2 ') 7 1 DERE T IE
O—H LRI D E

A—AI) 2 —HDERK

FIEDHEE

configure terminal
username aaa_test

password 0 aaa_test

L=

end

FIED M

AR NEERETIYa Y B8

& WA configure terminal Ja—)L a<w s KR Ee— REBBLET,

1 -

Switch# configure terminal

2Ty T2 username aaa_test a—YHEERLET,

1

Switch(config)# username aaa_test

25y 73 password 0 aaa_test DA DART— FEEID ST ET,

i -
Switch(config)# usernameaaa_test password
0 aaa_test

ATvT4 end HHEEXECE— NICEY £4, £/2, CtrHZ & —
FHLCH, ZJa— "l ary7 4 ¥al— g
B - E— RNEKTTEET,

Switch (config)# end

Switch# configure terminal
Switch (config) # username aaa test password 0 aaa test
Switch (config)# end

EErEYY
IPv6 WLAN E¥ = U 7 4 122\T, (23—2)
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22472 MVLAN &EA V3 —T 24 ADERK

FIEDHEE

configure terminal
vlan

exit

interface vlan vlan_ID
ip address

ipv6 address

No o R wDh-=

end

FIED M

ARV RFERRETO Y E]:g]

ATy T configure terminal Ja—N)L a<w R E— RE2PRELET,

51 -

Switch# configure terminal

ATy T2 vlan VLAN Z1ERk L £,

1 -

Switch (config)# vlan 137
ATFv73 exit VLAN 2> 7 4 FXal—3i gy B—RFRE2KTLE
—a—o

51 -

Switch (config-vlan)# exit

ATvT4 interface vlan vlan_ID A v H—T A AT VLAN % BdifT i 4,

{1 :

Switch (config)# interface vlan 137
ATy 75 ip address VLAN A > B =T = A AP T RLAZE Y 2T
S5

i -
Switch (config-if)# ip address
10.7.137.10 255.255.255.0

ATvT6 ipv6 address VLAN £ > Z—7 = A AZIPv6 7 R L 2 ZHE| Y Y4
TET,

i -
Switch (config-if) #ipv6 address
2001:db8::20:1/64
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AT FEREETI VI Y

E:g)

ATvT1

end

51 -

Switch (config) # end

it EXEC E— FIZED £9, F72. Ctrl+Z $—
FHLCL, Fe—Ulary 7 4 X2 l—v gy
E— RFREKTTEET,

Switch# configure terminal

Switch (config)# vlan 137

Switch (config-vlan) #exit

Switch (config) #interface vlan 137

Switch
Switch (config-if) #end

EENEYD
IPv6 WLAN £ = U F 4 122 C,

EAP O 7714 ILDETE

FIRDOHE

eap profile name
method leap
method tls
method peap
method fast
method mschapv2
method mdS
method gtc

© e NS G RwwDh=

method fast profile my-fast

—
(=]

. description my localeap profile

-—
—

. exit

—
N

. eap method fast profilemyFast

—
w

. authority-id [identity|information]

-—
=

. local-key 0 key-name

—
al

. pac-password 0 password

—
(=]

. end

(
(
Switch(config-if)#ip address 10.7.137.10 255.255.255.0
(config-if) #ipv6 address 2001:db8::20:1/64
(

2~=v)
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FIE
ARV KRFERIETI VY EL:y
ATvT1 eap profile name EAP 71 7 7 A VZ&AERK L £,
1 :
Switch (config) # eap profile wcm eap prof
ATvT2 method leap 7’17 7 A JLCEAP-LEAP A% E L £
—a—o
i
Switch (config-eap-profile)# method leap
ATv7T3 method tls 7'v 7 7 A L CEAP-TLS F &% E L7,
i
Switch (config-eap-profile)# method tls
ATv74 method peap 7’07 7 A )LTCPEAP S AR E LT,
i
Switch (config-eap-profile)# method peap
ATy 75 method fast 7’17 5 A )L C EAP-FAST K RZFRE L £
ﬁ—o
il -
Switch (config-eap-profile)# method fast
ATvT6 method mschapv2 7'm 7 7 A L C EAP-MSCHAPV2 /4 3% &
LET,
i
Switch (config-eap-profile) # method mschapv2
ATy I1 method md5 7’17 7 A )L CEAP-MDS &A% E L7,
1 -
Switch (config-eap-profile)# method md5
ATvT8 method gtc v 7 7 A )V TCEAP-GTC i Z R E L ET,
i :
Switch (config-eap-profile)# method gtc
ATv79 method fast profile my-fast my-fast £V EAP 7’1 7 7 A Lz B L &
TO
i
Switch (config-eap-profile)# eap method fast
profile my-fast
Switch (config-eap-profile)#description
my local eap profile
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aAvY RFERET7TIIY

E:)

2T v 10 description my_localeap profile o—hL7a7 A NLVOHBPEEELET,
i
Switch (config-eap-profile)#description
my local eap profile
ATvIN exit eap 777 AN AT 4 FXal— gy
T—FERTLES,
i
Switch (config-eap-profile)# exit
AT T12 eap method fast profilemyFast EAP X7 v 7y AV a&kELET,
i
Switch (config)# eap method fast profile myFast
ATvT13 authority-id [identity|information] EAP 717 7 A4 VOBIEF ID B L OMF
WERELET,
i
Switch (config-eap-method-profile) # authority-id
identity my identity
Switch (config-eap-method-profile) #authority-id
information my information
25y T 14 local-key 0 key-name BB PR - RELET,
il -
Switch (config-eap-method-profile)# local-key
0 test
ATvT15 pac-password 0 password FE)DOPAC 7R E Y 3 =7 D PAC /XA
U RERELET
il
Switch (config-eap-method-profile) # pac-password
0 test
ATvT16 end ¥t EXEC £— FIZRE Y £97, 72, Crl+Z
F—aMLCTH, Fm—rb a7 ¥
E L—yar E—RETTEET,

Switch (config) # end

Switch (config) #eap profile wcm _eap prof
Switch (config-eap-profile) #method leap
Switch (config-eap-profile) #method tls
Switch (config-eap-profile) #method peap
Switch (config-eap-profile) #method mschapv2
Switch (config-eap-profile) #method md5
Switch (config-eap-profile) #method gtc
(

Switch (config-eap-profile) #eap method fast profile my-fast
Switch (config-eap-profile)#description my local eap profile

Switch (config-eap-profile) # exit
Switch (config)# eap method fast profile myFast

Switch (config-eap-method-profile) #authority-id identity my identity
Switch (config-eap-method-profile) #authority-id information my information
Switch (config-eap-method-profile) #local-key 0 test
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Switch (config-eap-method-profile) #pac-password 0 test

Switch (config-eap-method-profile)# end

EENEYD
IPv6 WLAN £ = U 7 4 [2D\\ T,

A—AIIEREETILOER

2~—)

FIEDOBE
1. aaa i LWVET L
2. authentication dotlx default local
3. dotlx 5V Z | local
4. aaa authentication dotlx dotlx 4 local
5. aaa authorization credential-download name local
6. aaa local authentication auth-name authorization authorization-name
1. session ID
8. dotlx system-auth-control
FEDEFH
ARV REEET7IVa Y B#
ATy aaa FrLET L AAA FBFFET LV EER L E T,
f
Switch (config)# aaa new-model
XTFw T2 authentication dotlx default local MO FER RSN 2V EEE . dotlx TF 7 +
b RO wa—7 v RADIUS Z{H7 2 BN H
{5 HT EEEWLET,
Switch (config) # aaa authentication dotlx default
local
ATvT3 dotlx 53U X | local wem_local 5 U 2 MO R — B VRGEEED
YCTET,
{1 -
Switch(config)# aaa authentication dotlx
wcm_local local
ATv T4 aaa authentication dotlx dotlx_4: local dotlx N B — W NVEBREEZRE L £,

{5
Switch(config)# aaa authentication dotlx
aaa_auth local
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n—arziEoszte W

ARV FERET7IVa Y E]:g]
ATFvTH aaa authorization credential-download name local |[ ocal/RADIUS/LDAP 7>5 EAP 7 L5 o > %
NEHETa—RTHEola—h)L TF—H
1 NR—2AZRELET,

Switch(config)# aaa authorization
credential-download wcm_author local

ATvT6 aaa local authentication auth-name authorization O — B VAR L OF R A IR Lk T,
authorization-name

{1

Switch(config)# aaa local authentication
wcm_local authorization wcm_author

ATvI1 session ID AAADE Y a v IDERELET,
fA
Switch(config)# aaa session-id common
ATvT8 dotlx system-auth-control dot.1x ¥ A7 LFHREMIEI 2 A F—T M2 L E
D
1

Switch(config)# dotlx system-auth-control

Switch (config)# aaa new-model

Switch(config)# aaa authentication dotlx default local

Switch(config)# aaa authentication dotlx wcm-local local

Switch (config) # aaa authentication dotlx aaa auth local

Switch (config) # aaa authorization credential-download wcm author local
Switch (config) # aaa local authentication wcm local authorization wcm author
Switch(config)# aaa session-id common

Switch (config)# dotlx system-auth-control

9254 7>k WLAN D ERK
A

GE) ZOBITIE, A FI 7 WEP D 80RIx AL CWET, VA YL AT (4T hTH
R—=F&N, A v F THREAERMMOEED X2 T 4 A=A L BEHTEET,
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FIEDHEE

configure terminal

wlan wlan name <identifier> SSID
broadcast-ssid

no security wpa

security dotlx

security dotlx authentication-list wem-local
local-auth wem_eap prof

client vlan /37

© PO NOe e WwN =

. no shutdown
10. end

F IR D 48

ARV RFERFRTIVaY =)
2T w1 configure terminal su—sL avy RE— NEBLET,

11 -

Switch# configure terminal

2Ty T2 wlan wlan name <identifier> SSID WLAN Z Bk L £,

11 -

Switch(config)# wlan wlanProfileName 1
ngwcSSID

ATvT3 broadcast-ssid WLANCSSIDZ 70— R& ¥ X 45 X 9%
/\’:._E‘ [—/i‘j‘(}

11 -

Switch(config-wlan) # broadcast-ssid

ATv74 no security wpa WLAN @ wpa %7 4 E—7 /M2 LT, 802.1x &
A F =T LET,

{51

Switch (config-wlan)# no security wpa
Z2FvTH security dotlx WLAN @ 802.1x 5t E¥ 2 U 7 1 #REL F
—§—O

1 -

Switch (config-wlan)# security dotlx

ATy 76 security dotlx authentication-list wem-local dotlx FEEFIZ WLAN ~DH— R Z)—7 < v
B aRELET,
il -

Switch (config-wlan)# security dotlx
authentication-list wcm-local
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OV RFEREETI3 Y B#J
2Fw T local-auth wem_eap_prof 2 — 7 VESREHIC WLAN [Zeap 7R 7 7 A L &
ELET,
fi
Switch (config-wlan)# local-auth
wcm_eap profile
ATvT8 client vlan /37 WLAN {2 VLAN % BAfH i £ 97,
fi
Switch(config-wlan)# client vlan 137
ATFvT9 no shutdown WLAN % A X —7 /LI LET,
i
Switch (config-wlan)# no shutdown
ATv 710 end FMEEXECE— RIZREYD £, £/, CuHZ ¥ —
ZHLCH, Za— L ar7 4FX¥al—a
i : VE—REKRTTEET,

Switch (config) # end

Switch# config terminal

Switch (config) #wlan wlanProfileName 1 ngwcSSID
Switch (config-wlan) #broadcast-ssid

Switch (config-wlan) #no security wpa

Switch (config-wlan) #security dotlx

Switch (config-wlan) #security dotlx authentication-list wcm-local
Switch (config-wlan)# local-auth wcm eap prof
Switch (config-wlan) #client vlan 137
Switch (config-wlan) #no shutdown

Switch (config-wlan) #end

Switch#

EENEYD
WPA2+AES 17 5 A 7> F VLAN OfERL, (15 2—3)
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WPA2+AES TD 0—HJLEREEDERTE

FIEDHEE

F IR D48

© o NS RN =

configure terminal

aaa HrLWVET L

dotlx system-auth-control

aaa authentication dotlx default local

eap profile wem _eap 7’17 7 A /L
method leap
end

IPv6 WLAN ¥ 2 ') 7 1 DEE

aaa local authorization credential-download default local

aaa local authentication default authorization default

ARV RFERERTI VA Y

B

ATy T

configure terminal

1 -

Switch# configure terminal

Jyua—rYL a<vy RE— REZBEELET,

ATvT2

aaa F LWET L

1 -

Switch (config)# aaa new-model

AAA BBFEET NV EMERL L £,

ATvT3

dotlx system-auth-control

1 -

Switch (config)# dotlx system-auth-control

dotlx ¥ AT LFEGRERIEIZ A X —T M LET,

ATv T4

aaa authentication dotlx default local

1 -
Switch (config)# aaa authentication dotlx
default local

77 /b b dotlx TR D v —h VEEREE
LET.

R
i

&AL

aaa local authorization credential-download
default local

1 -

Switch (config)# aaa authorization
credential-download default local

a—H)L P — "L EAP /LT UV Y L E R
7o — RT3 T 74V T —HR—2R
ERTELET,
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AU RFEEET7I 3

E[:b)

ATvT6 aaa local authentication default authorization F T H )L O ua—h VIR X OEFFR] A2EIR L
default F94.
{1
Switch(config)# aaa local authentication
default authorization default

ATvI1 eap profile wem_eap 7’11 7 7 A )L EAP v 7 7 A VEER L7,
{1
Switch (config) #eap profile wem_eap_profile

ATvT78 method leap 717 7 A )L CEAP-LEAP F RARE L £,
151
Switch (config)# method leap

ATvT79 end ¥t EXEC E— FIZREV £¥, £7z, Ctri+Z

F—ZHLTH, Fe—Lar 7 4 Fal—

1 - vVaryET—REKRTTEET,

Switch(config)# end

Switch# configure terminal

Switch (config)# aaa new-model

Switch (config dotlx system-auth-control
Switch (config
Switch(config

Switch (config
Switch (config

eap profile wcm_eap profile
method leap

aaa authentication dotlx default local
aaa authorization credential-download default local

( ) #
( ) #
( ) #
Switch (config)# aaa local authentication default authorization default
( ) #
( ) #
( ) #

Switch (config end

WPA2+AES FHY 5 14 7 > k VLAN D YERk
a2 — 71 JVFBAED WPA2+AES % 4 7D VLAN Z{Ek L9, Z@ VLAN X, % T WLAN |Z~ >

FIEDHEE

v rExnEd,

configure terminal
vlan vlan _ID

exit

interface vlan vlan ID
ip address

ipv6 address

No o R wDh-=

exit
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FIEDFH

ARV RFERETOVa Y E]:g]

ATvT1 configure terminal ra—sv avwy R E—RFEHBLET,

11 -

Switch# configure terminal

2Ty T2 vlan vlan_ID VLAN ZfER L %7,

11 -

Switch (config)# vlan 105

ATFvT3 exit VLAN £— F&#&TLET,

{1 -

Switch (config-vlan)# exit

ATy T4 interface vlan vlan_ID A B —T = A A2 VLAN % B £,

1 -

Switch(config)# interface wvlan 105
ATYT5 ip address VLAN A > H—T = A AZIP T RLAZEY
BTET,

i

Switch(config-if)# ip address 10.8.105.10
255.255.255.0

ATvT6 ipv6 address VLAN A % —7 = A Z|Z1Pv6 7 KL A % E|

DYTET,

i
Switch (config-if) #ipv6 address
2001:db8::10:1/64

ATvI1 exit AH—T A AE—FEKTLET,

i -

Switch (config-if)# exit

Switch# configure terminal

Switch (config)# vlanlO05

Switch (config-vlan)# exit

Switch (config)# interface vlan 105

Switch (config-if) #ip address 10.8.105.10 255.255.255.0
Switch (config-if) #ipv6 address 2001:db8::10:1/64
Switch (config-if) #exit

Switch (config) #

BErEYY
7547~ WLAN OfERE, (11 ~2—72)
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WPA2+AES F§ WLAN D £ Rk
WLAN Z1ER% L. WPA2+AES HICHER S22 747 K VLANIZ= v B 7 LT,

n—nrziaEnzzs I

FIEDOBE
1. configure terminal
2. wlan wpas2-aes-wlan 1 wpas2-aes-wlan
3. client vlan 105
4. local-auth wem eap 7’117 7 A /L
5. security dotlx authentication-list default
6. no shutdown
1. end
FIED
ARV KRFERETI VA Y B#
RATw 1 configure terminal Jyua—\) a<wy RE— RElEGLET,
151 :
Switch# configure terminal
ATw T2 wlan wpas2-aes-wlan 1 wpas2-aes-wlan WLAN Z1ER% LE 9,
11 :
Switch (config) #wlan wpa2-aes-wlan 1
wpa2-aes-wlan
Switch (config-wlan) #
ATvT3 client vlan 105 7747 MVLANIZWLANZ~ v BV 7 L
£
11 :
Switch (config-wlan) #client vlan 105
Switch (config-wlan) #
ATy -4 local-auth ch’]_ealj)_7O 07y A) WLANIZEAP 7' 7 7 A /I/%'ﬁzﬁk L. BRE L
3w
11 :
Switch(config-wlan)#local-auth wcm eap profile
RATwvTH security dotlx authentication-list default F TV FOdotlxZFIEY 2 N EFEH L ET,
151 :
Switch (config-wlan) #security dotlx
authentication-list default
ATvT6 no shutdown WLAN % A X —7 /WZ LET,

i -
Switch (config-wlan) #no shutdown
Switch (config-wlan) #

METS Y b T+ —LEBRAA F,
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B ssmRADIUS y—iDEkE

IPGWLAN £ %215« DHE |

AT RFEREETOVa Y

B

ATvT1

end

151 -

Switch (config) # end

Fke EXEC E— RV £, £7-. Ctri+Z
ﬂf‘“‘%ﬂabfﬁ\ 7\‘13**/%‘/1/:1‘/74’ ¥l —
vay E— REKRTTXET,

Switch# configure terminal
Switch (config) #wlan wpa2-aes-wlan 1 wpa2-aes-wlan
Switch (config-wlan) #client vlan 105

Switch (config-wlan)#local-auth wcm eap profile
Switch

Switch (config-wlan) #no shutdown
Switch (config-wlan)# exit

4+ RADIUS H— /DX E

(

( )

(config-wlan) #security dotlx authentication-list default
( )

( )

RADIUS EEEEH —/\N 7R R ~DERTE
FIEDHE
1. configure terminal
2. radius server One
3. address ipv4 address auth-portauth_port number acct-port acct_port number
4. address ipv6 address auth-portauth port number acct-port acct port number
5. key Ocisco
6.
FIEDFH
ATV bFEREETOVa Y =)=y
& A configure terminal sa—)Lavwy RE— RZBEIELF
K
i -
Switch# configure terminal
RTFw T2 radius server One RADIUS #— ZEEK LET,

Bl :

Switch (config)# radius server One
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sizsrabius H—1nBE

AU RFERERETOVa Y

El:b)

ATvT3

address ipv4 address auth-portauth port number acct-port
acct_port_number

i
Switch (config-radius-server)# address ipv4
10.10.10.10 auth-port 1812 acct-port 1813

RADIUS — D IPv4 7 R L R 5%
L%,

ATv74

address ipv6 address auth-portauth port number acct-port
acct_port_number

i
Switch (config-radius-server)# address ipvé
2001:db8::25:2 auth-port 1812 acct-port 1813

RADIUS #— "D IPv6 7 R L A ZHE
LE7,

ATy T5

key Ocisco

51

Switch (config-radius-server)# key 0 cisco

exit

ATvT6

Bl :

Switch (config-radius-server)# exit

RADIUS #— R E— RZ&TLET,

RADIUS

FIRDHE

Switch# configure terminal

Switch
Switch
Switch
Switch
Switch

config)# radius server One

config-radius-server)# key 0 cisco
config-radius-server) fexit

EENEYD

RADIUS ZRaFH— 1 VL —7okE, (19 2—3)

A — N TIL—TDHRE

N o wDh-=

configure terminal

aaa new-model

aaa group server radius wem_rad

server <ip address>auth-port1812acct-port1813

aaa authentication dot1x method list group wem_rad
dotlx system-auth-control

aaa session-idcommon

(

(config-radius-server)# address ipv4 10.10.10.10 auth-port 1812 acct-port 1813
(config-radius-server)# address ipvé 2001:db8::
(
(

25:2 auth-port 1812 acct-port 1813
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B ssmRADIUS y—iDEkE

IPv6 WLAN ¥ 2 ') 7 1 DEE

FIEDFH
ARV EFEREETIVa Yy B8
ATy configure terminal rua—s L avy RE—RERBLET,
i
Switch# configure terminal
ATw T2 aaa new-model AAA BREET NV EER LET,
il -
Switch (config) #aaa new-model
ATvT3 aaa group server radius wem_rad RADIUS #— Z A —F 5 ER L7,
i -
Switch(config)# aaa group server radius wcm rad
Switch (config-sg-radius) #
2Ty T4 server <ip address>auth-port1812acct-port1813 AT v 73 TYERL L7 RADIUS 7' /L — 7 (24—
NEEBMLUET, RADIUS T AU T 47
I : Y= LUORRAET—/30D UDP A — b & 3% E
Switch (config-sg-radius)# server One auth-port L/EE7f
1812 acct-port 1813 ©
Switch (config-sg-radius)# server Two auth-port
1812 acct-port 1813
Switch (config-sg-radius)# server Three auth-port
1812 acct-port 1813
XTFwTH aaa authentication dot1x method list group wem rad | RADIUS 7'V —FI2 RV X 2~ v B 7 L
7,
i -
Switch (config)# aaa authentication dotlx
method list group wcm rad
ATv 76 dot1x system-auth-control RADIUS 7 /L —7' D A7 LGRGEMIE 2 A % —
TMZLET,
i -
Switch (config)# dotlx system-auth-control
ATvI1 aaa session-idcommon RADIUS 7 /=716 FiED 2 —/Zxt LT

1

Switch(config)# aaa session-id common

EEENDTXTOEy S 3 IDBEERNET
THHI L EHERLET,

W #&75 Y b7+ —LEMAA F. Ciscol0S XE3.6E (Catalyst3850 X 1 v F)

Switch# configure terminal
Switch(config)# aaa new-model

Switch (config) # aaa group server radius wcm rad

Switch (config-sg-radius)# server One auth-port 1812 acct-port 1813
Switch (config-sg-radius)# server Two auth-port 1812 acct-port 1813
Switch (config-sg-radius)# server Three auth-port 1812 acct-port 1813
Switch (config) # aaa authentication dotlx method list group wcm_rad
(
(
(

Switch (config)# dotlx system-auth-control
Switch (config)# aaa session-id common
Switch (config) #
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siapRADIUS H—noE

EENEY D

RADIUS #FEH—/N AR A FD (18 ~=—2)

&
A

2547 > k VLAN DYERL

FIEDHE

configure terminal

vlan 137

exit

interface vlan 137

ip address 10.7.137.10 255.255.255.0
. ipv6 address 2001:db8::30:1/64

end

N oo s wN =

FIEDFH

AU RFERETIVa Y E]:g]

2TFw T configure terminal Ja—s ) a<wy R E—REBBLET,

i

Switch# configure terminal
ATvT2 vlan 137 VLAN ZAERR L TA » #—7 = A AZBEAHT &
—g—o

11 -

Switch (config)# vlan 137
ATv73 exit VLAN E— RZ& T LET,

&1

Switch (config-vlan)# exit

ATvT4 interface vlan 137 B —7 = { 217 VLAN &% 0 %< 5.

&1

Switch (config)# interface vlan 137

25w S5 ip address 10.7.137.10 255.255.255.0 VLANA ' H—7 = A AZIPv4T RLAZHE D Y
TET,

1 -
Switch(config-if)# ip address 10.7.137.10
255.255.255.0
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IPGWLAN £ %215« DHE |
B ssmRADIUS y—iDEkE

ATV RFERET7TIIY B#
257w F6 ipv6 address 2001:db8::30:1/64 VLANA > % —7 = A ZIZIPv6 T KL 2% E| D
TFE7,
Bl :

Switch(config-if)# ipv6 address
2001:db8::30:1/64

ATvI1T end FHEEXECE— NIZRY £, F7-. CrH+Z ¥ —
FHLCTHL, Fu— a7 4 F¥al— gy
B - E—RERTCTEXET,

Switch (config)# end

Switch# configure terminal
Switch(config)# vlanl37
Switch (config-vlan)# exit
Switch (config)# interface vlanl37
Switch(config-if)# ip address 10.7.137.10 255.255.255.0
Switch (config-if)# ipv6é address 2001:db8::30:1/64
Switch (config-if)# end
EErEYY
IPv6 WLAN £ ¥ 2 U 7 1 [2OWNT, (23—2)
S8 RADIUS ¥ — /3% il L 72 802.1x WLAN O1fERL, (22 ~=—)

548 RADIUS H—/\Z {# F3 L 7= 802.1x WLAN D 1E AL

FIRDHE

configure terminal

wlan ngwc-1x<ssid>ngwc-1x
broadcast-ssid

no security wpa

security dotlx

security dotlx authentication-list wem-rad
client vlan 137

no shutdown

© o NSO G RwwDh =

end
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sizsrabius H—1nBE

FlED M
AU RFERIET7TIVa Y B#)
& RA configure terminal Ja—r L avwy RE— REBBLET,
51 -
Switch# configure terminal
ATvT2 wlan ngwe-1x<ssid>ngwe-1x 802.1x FFEH DT L\ WLAN Z Bk L £9,
1 -
Switch (config)# wlan ngwc 8021x 2
ngwc_8021x B
ATv73 broadcast-ssid WLAN CTSSID %7 1— R¥ ¥ 2 92 K HIT#K
ELET,
51 -
Switch (config-wlan)# broadcast-ssid
ATvT4 no security wpa WLAN @ WPA 27 4 E—7 /L2 LT, 802.1x %
ARX—=T M LET,
11
Switch (config-wlan)# no security wpa
ATvT5 security dotlx WLAN @ 802.1x B Bk ¥ =V 7 4 2% E L £
‘aAo
1 -
Switch(config-wlan)# security dotlx
Z2TvT6 security dotlx authentication-list wem-rad dotlx FREMIZ WLAN ~DH— N\ J)—7 < v
B U ERELET,
B :
Switch (config-wlan) # security dotlx
authentication-list wcm-rad
ATvT1 client vlan 137 WLAN (T VLAN % BT £ 7,
Bl :
Switch (config-wlan)# client vlan 137
27y T8 no shutdown WLAN % A F—7 /L LET,
1 -
Switch (config-wlan)# no shutdown
ATv79 end FFEEXEC T — NIZRE Y £¥., £/, CrHZ ¥ —
ZWLCH, Fe—\bar7 s X¥al—vay
£ E—REKTTEET,

Switch (config) # end

Switch# configure terminal
Switch (config) #wlan ngwc 8021x 2 ngwc_8021x
Switch (config-wlan)# broadcast-ssid
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Switch (config-wlan)# no security wpa
Switch(config-wlan)# security dotlx
Switch (config-wlan) #

Switch (config-wlan)# client vlan 137
Switch (config-wlan)# no shutdown
Switch (config-wlan)# end

EELEY D
27547 k VLAN OERE, (21 ~=—3)
IPv6 WLAN £ % = U 5 ¢ |22\ T,

ZTDMDSEER

EEEH

IPv6 WLAN ¥ 2 ') 7 1 DEE

security dotlx authentication-list wcm-rad

2 ~_—)

HEEE

I=—aF7ILA2A LU

IPv6 a2~ R U757 LA

IPv6 Command Reference (Catalyst 3850
Switches)IPv6 Command Reference (Cisco WLC 5700
Series)

WLAN 2~ R U757 LA

WLAN Command Reference, Cisco I0S XE Release
3SE (Cisco WLC 5700 Series) WLAN Command
Reference, Cisco IOS XE Release 3SE (Catalyst 3850
Switches)

WLAN O E

WLAN Configuration Guide, Cisco IOS XE Release
3SE (Cisco WLC 5700 Series) WLAN Configuration
Guide, Cisco 10S XE Release 3SE (Catalyst 3850
Switches)

I5— Ayte—YFa—4

BLL]

Link

TDODVY—ZADIATAITT— AyE—%k
FE LR T AT-DIC, =T — Avb—T F
a—F V= VEFEHLET,

https://www.cisco.com/cgi-bin/Support/Errordecoder/
index.cgi
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IPEWLAN t 52 ) 7 OiteE |

MIB
MIB MB®')>Y
KV Y —2ATHR— T 5T TO MIB BIRL7T Y b7 4+—24, CiscolOS V Y —

A, BT 4—F % vy MBI 25 MIB %
WLTH Y — R4 523, RO URLIZH
% Cisco MIB Locator 2 A L £7,

http://www.cisco.com/go/mibs

SRADTHZAIL YR—+

B Link

A aDYPR— K Web A KT, A= | http//www.cisco.com/support
T 7 /n V=@l T D R T Ty a—
T A TICRBELTCWERETAE)2, v==
TARY —=NVEIIUDETHEERA T A
VY —2%&RMEL TWET,

BEWNOWBOEX 2 U7 4 HFROHEINE R A
AFT 572912, Cisco Notification Service (Field
Notice 75 7 27 & &) | Cisco Technical Services
Newsletter, Really Simple Syndication (RSS)
74— R EOFMEY —ERITIMATEET,
TAADYR— K Web A hDY— T I

¥ 24 HE%, Cisco.com D —H D LY
AT — KRS TT,

IPvé WLAN z 3+ 1 1) 7 ¢ DHREH IR

WDOFRIZ, TOFY 2—/L T LTHEEEZ Y 2 R L, ENOFREBFTR~DY 7 27 LET,

Re U1)—2 LENE

IPv6 WLAN &% = U 7 ¢ HfhE Cisco 10S XE 3.2SE DR
ASREL
7o
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