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TTy R T A =D R— PRIV R YT v =T A A=V OV R— MIMET D IERE SR
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*WLAN FOF 2R aryhe—F YT 4 TUoA—0OFREIL, TV T4 =2—= 0 B
JOF Ao ba—T ETHALERD D £,

CHANT I BRI 3RV IA Y Y 2a—arFRF2RY I A VY a— g URAERET
4, FEEUT 4 oD A5 —2 A%, LTFOMTHEAINAVLERLY £,

CEE YT 4 ==V, FEEYT 4 2 hr—FBIOS AN arbar—7,
F720%

CELYF 4 TV MNEEYT 4 ar ha—FBLOF AR 3 ha—3,

TARTOEADFIKEIA

AN ar hr—7 OMEEIL, Catalyst3850 A A v F THAR— K SN TWER AL, Catalyst 3850
FEEYV T 4 ==V M LTHRETE T,

TANYLRAGTARTI2RIZTDONT

AL LTIE, VA VPLARAFRANRYy NT—27 DFET, BEOEGFEDOTA YL 2B IOEHRA
VITANT I F v ERRBIERA LT, WL —N—1L A Xy NT—7 ZREET A0 a X R
BHMESZRELET, ZOEAIR. ROEELHEEOBMNLEIZZRY £,

*HHDZ A RNWLAN/SSID : YA R T 7 B RA BN LTAHBDABRFTT, F¥v /32 TUA
LA Xy MU= 5N LTCHREINET, YA FWLANX, T YT 4 T h— (FR
harvhu—7) BPEREINTZ WLAN CHBl S E 7,

CHTANDBNTI T4 I DT AT =gy FANOBESEFTZHIRT 572012, v o
ARy NT—=7 EOVA Y2 FELITIVATYI TCOEET /= 72 NELE LET,

TR Aarba—)L: XY LNA Ry NI NIHAAENTZT 78R o ba—)b
HREDfEH., /I3 0¥EXy NI MBS U F—Fy b~DF A KT 7 A ZHIHET 54k
Ty N T — ADEEEENE T,

AN = PERIEROFHE . AR —F 2 1F Lobby BEH 237 A kDb 0 IO EHE
BWAIER CEx 27 atv A, ZOMIEEIL. 778RA arba—L 7Ty M7 3 —LbNITH
EELTCWAES L. AA AR LEDEFIS AT AD AL R—F Mo TWAEEENH Y F
ﬁ‘o

—h =~ s »

SREZEO0—I27Y
EEHt X =27 m—3 7, Cisco Centralized Key Management (CCKM) ., 3} X U8802.11i 7 T A4
7V k@ Pairwise MasterKey (PMK) f#iz v v =295 2 & TEITEE9, CiscoCentralized
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g2k 7oer5%ETc5% IR

Key Management (CCKM) (Zu—=3 > 7 OmEIELIDBET, 77947 bORBRe—I 7 7
nERALFBTEETRA, LTOX S RERICEEINET,

*AP DA — =T v

* AP D ERRE

*TFyr, VITFNARE, BEXOAP Lor—F
cF—g L— b EHAESN

i —27 7547k (802.11i, [CCKM]) 2SH LWTF A R 2 — = 7+ 5881F
W2, 7947 MEmEe—I V7 R%IZEE U T 4 IANV A7) FIREFEITLET, if_\
BT 4 INY AT FIRRIZTE Lz AAA BEDSFEH SV E T

7747 hA3802.11i WPA2, CCKM, #HEH L TWaHE, mlltXxaT v —I v 7 OEf%
TR TDIC, B— 0 THO%EE7R L2 Bk R 2L ENH Y £, 827 L2 38iFE%
BT D0, BRI —I 07 75472 FOF—OfAKIZPMK F v v = (802.11i,
CCKM, ) MEHEET, ZhidlE, Ee VT4 ZA—TRHNOEEY T 4 T H— (MA) B
LY T arybr—7 (MC) BELCPMK £ % v aflizffoZ EANETT,

tyia V&%ATW M, PMKF ¥ v a2 OFIHAREER LET, 7 T4 7> MR HRGE
K LT=HA. X CLI» L FEITHIBR S N5 EA . mm%y//n%m%éhé%A@%w
F9, AV /7“1»@:1/“1 FERITAAL T OHIBRIE, RLEE YT 4 JA—7HOMD =2
Yhe—FFEFAAL v TFICHEELET,

TANT7ORREERTET DHE

OE—

FIEDHEE

EEBETHOL FDIERK

configure terminal
user-name user-name
type lobby-admin
password 0 password
end

o R LN =

show running-config | section user-name F 7213 show running-config | section 5% & L 7= 1 & — & #il

D24,
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TLYLR TR TOERADBRE |
B ce—EEE7h90 LO#R

FIE
ARV RFERETI3Y B#Y
Z2Fwv I configure terminal ra—s\aryZ 4 Xal—varyE—R
B L E T,
i
Switch # configure terminal
ATy T2 user-name user-nane 2= THT U NEERLET,
i -
Switch (config)# user-name lobby
ATvT3 type lobby-admin oE—FHEL LTIV N EA T
ELET,
i -
Switch (config-user-name)# type lobby-admin
RTFv T4 password 0 password o —EFHET T hONRRAT — RE{E
L ET,
11 :
Switch (config-user-name) # password 0 lobby
ATYT5 end FeME EXEC E— RIZRED £,
151 -
Switch (config-user-name)# end
ATvT6 show running-config | section user-name % 7213 show | % E DFEMAZR R L E T,
running-config | section 5% /& L 7 1 B —FHH D1 —
P4
i -
Switch # show running-config | section lobby
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g2k a—4v7a9vroe I

TR T7HO2 FDETE

FIEDHEE

configure terminal
user-name user-name

password unencrypted/hidden-password password

L Dh =

type network-user description description guest-user lifetime year 0-/ month 0-1/ day 0-30 hour
0-23 minute 0-59 second 0-59

end
6. show aaa local netuser all

1. show running-config | sectionuser-name

F IR D8

ARV NEERTI Y3y E]:g]

ATy T configure terminal ra—nN")ary7 4 Xal—vary EF—R
BB L ET,

151 :

Switch # configure terminal
ATvT2 user-name user-name Lobby Ambassador 7 7 &7 ok D —H4 % AF
L ET,

11 -

Switch (config)# user-name guest

ATFw T3 password unencrypted/hidden-password password 2—HPONRRAT— NEEELET,

51 -

Switch (config-user-name)# password 0 guest

ATFv T4 type network-user description description guest-user | —H DX 4 FEEE L F 1,
lifetime year 0-/ month 0-1/ day 0-30 hour 0-23 minute
0-59 second 0-59

i -

Switch (config-user-name)# type network-user
description guest guest-user lifetime

year 1 month 10 day 3 hour 1 minute 5 second 30

ATy T5 end et EXEC E— RICED £,

1 :

Switch (config-user-name)# end
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TLXLR LR T EADEE |

AT REREETOVa Y

B

2TFvT6 show aaa local netuser all REOFHMER T LET, AROMR%ZIC, 7
AR GA T La—YPrFHIERS L, A B
i - a—PH LREMT NS T4 T v MERR
Switch # show aaa local netuser all %Eﬁ@&%éS%LEE‘fO
ATvIT1 show running-config | sectionuser-name REDFEMER T LUET,

1 -

Switch # show running-config | section guest

EEYTFs I—z2 b (MA) DT

FIEDHEE
1. configure terminal
2. wireless mobility controller ipmc-ipaddress public-ip mc-publicipaddress
3. wlan wlan-name wlan-id ssid
4. client vlan idvian-group name/vlan-id
5. no security wpa
6. mobility anchor ipaddress
1. aaa-override
8. no shutdown
9. end
10. show wireless mobility summary
11. show wlan name wian-name/id
F g %48
ARV REEEFTIVa Y =)=y
27y T configure terminal Jua—arZ 4 Xal—yg ' — RRelBLET,
i -
Switch # configure terminal
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zeyFsz—vzr kb MA) 0FE [

ARV RFERRTI VY

S

ATFv T2 wireless mobility controller ipmc-ipaddress | MA 75BEfFIT HSNAEFE YT 4 2 ba—F%REL
public-ip mc-publicipaddress F4,
1 -
Switch (config) # wireless mobility
controller
ip27.0.0.1 public-ip 27.0.0.1
ATvT3 wlan wlan-name wian-id ssid * wlan-name 2%, a7y ANV EANTILET, #HiPH
X1 ~32XFTT,
i -
Switch (config) # wlan mywlan 34 * wlan-id \IZIX WLANID 2 A U9, #FHIX 1~ 512
mywlan-ssid T-@—O
* ssid TIX., 2™ WLAN [Zx%f3 % Service Set Identifier
(SSID) # AJ1LEF, SSID #HE LiaWiGE
WLAN 7’12 7 7 A VA XSSID & L CRESNET,
ATvT4 client vlan idvian-group name/vian-id WLAN @ VLANID 72137V —7%#FHELET,
i -
Switch (config-wlan) # client vlan
VLANO136
ATvT5 no security wpa tF 2T 4 EILGC TIERR & 4172 WLAN T U CTh
LRENDHY FT, ZORITA—T VRRIEE S E LT
B - ¥, A= BL XN webauth 2 EDOEX 2V 7 ¢
Switch (config-wlan) # no security wpa 57/( 7 jd_ l/.,c %@]73?:17/ }\ %i’mﬁtffézgm% D 35
j—o
257w T6 mobility anchor ipaddress FARNaryia—I%F T4 T H—ELTREL
iﬁ—o
i -
Switch (config-wlan) # mobility anchor
9.3.32.2
&N | aaa-override EE) AAAF— =T 4 REA X—T7MILET, AAA
F—"—F 4 NI, AAA BHEEZEBETHIMERE T &
i - XDEOIL, FEA—TUREETEREINE T, FA R 2—
Suitch (configmuian) f aaaoverride |y A MMIIRANGIHL I (hICRRAEMIR T 5 LN B B 0
AAA F— =T A REMZ 2 —VFICH X D0ERNH DY
/EI\L:@A'/[Z\ET—?—O
ATv78 no shutdown WLAN % A X —7 MZLET,

51 -

Switch(config-wlan) # no shutdown
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B =cvs arro—s5o%T

aAv U RFEREET7TIVaY B
ATvT9 end FEFE EXEC E— RIZHEY £7°,
i -
Switch (config) # end
2T v 10 show wireless mobility summary EEYT 4 2 br—=FDIPT FLA, BIOELEY
TA NNV DARAT =B ALERLET,
i -
Switch # show wireless mobility
summary
2TFvIT1N show wlan name wlan-name/id EFEEVT 4 T U hH—DOFREEF R LET,
i -

Switch # show wlan name mywlan

EEYTF a2 FO—5SDETF

EEUT 4 22 hr—7F F— RiX wireless mobility controller =~ > K& i L CA F—7/WIZT 20 ERH Y 7,

FIEDHE
1. configure terminal
2. wireless mobility group member ip ip-address public-ip ip-address group group-name
3. wireless mobility controller peer-group peer-group-name
4. wireless mobility controller peer-group peer-group-name member ip ipaddress public-ip ipaddress
5 end
6. show wireless mobility summary
FIE D
ARV REEETIVa Y EL:Y
ATvT1 configure terminal Juao—nR) a7 4 FXal— gy EF—
NZBits L £,
i
Switch # configure terminal
ATFv T2 wireless mobility group member ip ip-address public-ip |MC 7/ —7HNOFT R TOET &EBIL F

ip-address group group-name +, ip-address 1Z., ¥ Ak 22 hE—FD

IP7 RLATHLLENRDHY 7,
i

Switch (config) # wireless mobility group member
ip 27.0.0.1 public-ip 23.0.0.1 group test
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web ZEHEOATE I}

ARV RFEEETOVa Y EL:Y
ATFvT3 wireless mobility controller peer-group peer-group-name | 2 4 - F O 7 ) —T VB L E T,
i -
Switch (config) # wireless mobility controller
peer-group pg
ATy T4 wireless mobility controller peer-group peer-group-name | 2 { - F D7 7 )L—FITMA 2B L F
member ip ipaddress public-ip ipaddress 3+
il
Switch (config) # wireless mobility controller
peer-group pg member ip 9.7.136.10 public-ip
9.7.136.10
ATy T5 end Kb EXEC E— RIZRE D £,
1 :
Switch (config) # end
XTFYT6 show wireless mobility summary EDHEMAEF R LET,
1 :

Switch # show wireless mobility summary

Web F2EEFEEAZE DA F

FIROME
1. configure terminal
2. crypto pki import trustpoint name pkesl2 tftp: passphrase
3. end
4. show crypto pki trustpoints cert
FIEDFEH
AU bFERETOVa Y B#Y
& A configure terminal Jro—r a7 4 Xal— gy ET—
RZBita L £,
i -
Switch # configure terminal
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TAYLATANTIRADERE

AT REREETOVa Y

=)

ATvT2

i -
Switch (config)# crypto pki import cert pkcsl2
tftp://9.1.0.100/1dapserver-cert.pl2 cisco

crypto pki import trustpoint name pkes12 tftp: passphrase

AR A L R— b LET,

ATvT3 end

51 -

Switch (config)# end

4 EXEC £— FIZRED £9°,

ATvT4 show crypto pki trustpoints cert

&1 -

Switch # show crypto pki trustpoints cert

BEDFFM A RN LET,

Web REEEEBAZE DR R

FIEDHEE
1. show crypto ca certificate verb
F gD 48
ARV RNFEREETIVaY =]
25y 1 show crypto ca certificate verb BIED Web RAEREIH DM A R R L E
¥
i -
Switch # show crypto ca certificate verb
T4 EDWebZBEEOT 1 X—UDER
AAAF—N=F A4 R 77 70F, v—hNETY F— b AAA P — N2 L7z Web SERED 7212, WLAN TA R —

TN T HDRENRH Y £F,
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ForLrOWebBiEOST (v A—coER [

FIROWE
1. configure terminal
2. parameter-map type webauth parameter-map name
3. wlan wlan-name
4. shutdown
5. security web-auth
6. security web-auth authentication-list authentication list name
1. security web-auth parameter-map parameter-map name
8. no shutdown
9. end
10. show running-config | section wlan-name
11. show running-config | section parameter-map type webauth parameter-map
FlED
ARV KRFERETI VY BH#Y
ATy T configure terminal rsa—_)Lar7 4 X¥al—yaryE—F
B L £,
i
Switch # configure terminal
XTFw T2 parameter-map type webauth parameter-map name  |web-auth X7 XA —% v v 7 H#FHELFT,
i
Switch (config) # parameter-map type webauth
test
ATv73 wlan wlan-name wlan-name |2, 7B 7 7 A VA4 E AT LE
¥, HEPHIL 1~ 32 XFTT,
1 :
Switch (config) # wlan wlanlO
ATv74 shutdown WLAN %7 4 £—7 Mz LT,
i
Switch (config) # shutdown
ATy 75 security web-auth WLAN @ WebiBGE% A £ —7 M LET,
il
Controller (config-wlan) # security web-auth
ATYT6 security web-auth authentication-list authentication |ZRIFY 2 N4 L Web #23F WLAN O~ v 7

list name

1 -
Controller (config-wlan) # security web-auth
authentication-list test

ZA[REIC L E T,
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TLYLR TR TOERADBRE |
B At Web 5 —RTOHRETA XENT-Web BEEO T A ¥ R—SDER

OV FERET7IVa Y By
ATFvT7 security web-auth parameter-map parameter-map name | )X 5 X — % < < 74 L Web FiF WLAN O
~ vy T HARRIZLE T,
fi
Switch (config) # security web-auth parameter-map
test
ATvT8 no shutdown WLAN % A X —7 /WL ET,
{1 -
Switch (config) # no shutdown
ATv79 end ¥iME EXEC &— FIZR Y £,
{1 -
Switch (config) # end
2Ty 710 show running-config | section wian-name REOTEMAEF R LUET,
51

Switch# show running-config | section mywlan

ATvIN show running-config | section parameter-map type | EOEMAEFR R LE T,
webauth parameter-map

i -
Switch# show running-config | section
parameter-map type webauth test

SERWeb H—/INTODHRETA XEN=-WebZBFEOT A > R—DD
R

AAAF—R—F 4 R 75 70F, a—HhLFEZITY ET— b AAA T — %2 FH L72 Web FFED 7= D12, WLAN TA X —
TNCTHVENHY 77,
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FIEDHEE

F IR D8

HE Web H—NTOHRATA Zah-Web O T 1> ~—LnER [

configure terminal

parameter-map type webauth global

virtual-ip {ipv4 | ipv6} ip-address

parameter-map type webauth parameter-map name
type {authbypass | consent | webauth | webconsent}
redirect [for-login|on-success|on-failure] URL
redirect portal {ipv4 | ipv6} ip-address

end

© e NS REwWDN =

show running-config | section parameter-map

ARV RFEREETI 3y

B8

ATv T

configure terminal

151 -

Switch # configure terminal

Ja—n\ a7 4 ¥al—vgrET—R
B L E T,

ATvT2

parameter-map type webauth global

il -
Switch (config) # parameter-map type webauth
global

7' —/ 3L webauth % A 7 /NT A — X &k
ELET,

ATvT3

virtual-ip {ipv4 | ipv6} ip-address

i -
Switch (config-params-parameter-map) # virtual-ip
ipv4 1.1.1.1

AP 7 RLAZRELET,

ATvT4

parameter-map type webauth parameter-map name

151 :
Switch (config-params-parameter-map) #
parameter-map type webauth test

webauth % A 7 /XT A —Z ZFHELET,

ATy Th

type {authbypass | consent | webauth | webconsent}

11 :
Switch (config-params-parameter-map) # type
webauth

consent, passthru, webauth, F7z(X
webconsent 72 £ WebAuth D7 % A 7 2 5%
ELET,

ATvT6

redirect [for-login|on-success|on-failure] URL

1 -

Switch (config-params-parameter-map)
# redirect for-login http://9.1.0.100/login.html

arAy R—= K= ORI
NR—=IDY XA L7 NURLERELET,
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B WANCtoo 1o R—S, OF1VRBR—D, BLURTTY R R—S0EY ST

ARV RFERRTI VY

=)

2FvTT redirect portal {ipv4 | ipv6} ip-address HNERR—F LD IPv4 T R A EHRELE
—éAo
i -
Switch (config-params-parameter-map) # redirect
portal ipv4 23.0.0.1
ATvT8 end Rt EXEC E— RIZE D £,
i -
Switch (config-params-parameter-map) # end
ATFvT9 show running-config | section parameter-map BEDOHEMEFR T LUET,

il -
Switch # show running-config | section
parameter-map

WLAN Z¢nns A o R—2,

fR=DDENYHT

FIRDHE

F IR D 48

configure terminal

custom-page login device Aitml-filename
custom-page login expired Atml-filename
custom-page failure device html-filename
custom-page success device itml-filename
end

® NSO G R wDh=

O0A4 DkBR—D,

parameter-map type webauth parameter-map-name

sLunsgro

show running-config | section parameter-map type webauth parameter-map

ARV KREREETIVaY

=)

ATv I

configure terminal

1 -

Switch # configure terminal

Ja—)ary7 4 Fal—yaryEq—KR
B L ET,
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WIAN SO 5 4y R—3, 0514 vaB~r—, s&vns79r ~—sngvzt |}

AT FEREETOVa Y

E:g)

ATFv T2 parameter-map type webauth parameter-map-name webauth Z 4 7 XTI A —Z &R E L ET,
i -
Switch (config) # parameter-map type webauth test
ATFvT3 custom-page login device itml-filename Web ZBEEH AKX~ A X a A v ~_—J|Tkt
TLT7 AN ERETEET,
i -
Switch (config-params-parameter-map)# custom-page
login device device flash:login.html
ATFvT4 custom-page login expired /tmi-filename WebREEH A X2~ A X a4 o HREI~<—
VOT AN ERET H L EARBICLE
B : 3,
Switch (config-params-parameter-map)# custom-page
login expired device flash:loginexpired.html
&AL custom-page failure device html-filename Web FHIEH AN v A X v A L R2—
T o7 7 A NBERETEET,
i -
Switch (config-params-parameter-map)# custom-page
failure device device flash:loginfail.html
RATFv 76 custom-page success device htmi-filename Web FREEH A~ A X a4 LkH2—
WCXT D7 7 ANAHERRETE ET,
11 :
Switch (config-params-parameter-map)# custom-page
success device device flash:loginsuccess.html
RTFvF1 end i EXEC £— RIZRY £,
i -
Switch (config-params-parameter-map)# end
ATFv T8 show running-config | section parameter-map type MEDOEEMAEF R LUET,

webauth parameter-map

il -
Switch (config) # show running-config | section
parameter-map type webauth test
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B AAa-overide DE

AAA-Override D& E

TAYLATANTIRADERE

FlEDHE
1. configure terminal
2. wlan wilan-name
3. aaa-override
4. end
5. show running-config | section wlan-name
FIEDEFH
ARV REEEFT7Ia Y B
& A configure terminal Ja—) a7 4 Falb—raryEFE—RE
BAtA L £ 7,
1
Switch # configure terminal
ATy T2 wlan wian-name wlan-name \ 2137 a7 7 A NVG4EATILET,
HFPHIZ 1 ~ 32 LT,
11
Switch (config) # wlan ramban
ATvT3 aaa-override WLAN @ AAA F— =T A R&A Rx—7 VI
LET,
1
Switch (config-wlan) # aaa-override
ATvT4 end ¥EHE EXEC £— RIZERE Y £,
1
Switch (config-wlan) # end
& WA show running-config | section wlan-name BEDOHEMERTLUET,

1 -

Switch # show running-config | section
ramban
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D247 2 FDARDRDERTE

FIEDHEE

FIED

O NS RN =

configure terminal

wlan wlan-name

shutdown

mobility anchor ip-addressi
mobility anchor ip-address2
no shutdown wlan

end

show running-config | section wlan-name

547> roamassnst I

ARV RFERRTI Y

=)

ATy T

configure terminal

1 -

Switch # configure terminal

Ja— a7 4 Xal—yarE— e
BAsa L E 7

ATy T2

wlan wlan-name

&1 -

Switch (config)# wlan ramban

wlan-namelZ\I 70 7 7 A NV E AT LET,

ATvT3

shutdown

1 -

Switch (config-wlan)# shutdown

WLAN %5 4 E—7 Mz LE T,

ATv74

mobility anchor ip-addressi

1 -

Switch (config-wlan) # mobility anchor
9.7.136.15

FARaryho—S5F T4 TUh—
LCHELET,

ATy Th

mobility anchor ip-address2

i -
Switch (config-wlan) # mobility anchor
9.7.136.16

FARaryhe—S%FC VT T —L
LCHERELET,

ATvT6

no shutdown wlan

1 -

Switch (config-wlan) # no shutdown wlan

WLAN %A F2—7 M2 LET,
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end

51 -

Switch (config-wlan) # end

HrbE EXEC E— RNIZEREY £9°,

ATvT8

show running-config | section wlan-name

51 -

Switch # show running-config | section ramban

REDFFMEFRLET,

ERIREE ACL DEXTE

FIRDOHE

F IR D8

N o a R wbdh-=

configure terminal

wlan wlan-name

shutdown

ip access-group web preauthrule
no shutdown

end

show wlan name wlan-name

aAvY RFEEIEFT7ZII Y

Sl

ATy T

configure terminal

11 -

Switch# configure terminal

Ju—\)y a7 4F¥alb—vgrET—K
B LET,

ATvT2

wlan wlan-name

11 -

Switch (config)# wlan ramban

wlan-name |23 72 7 7y A VL EANTILET,

ATvT3

shutdown

{1

Switch (config-wlan)# shutdown

WLAN 25 4 E—7 Mz LET,
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ARV KRFERRETI a3 Y B#)
ATvT4 ip access-group web preauthrule PRERTICHE A2 M EDH 5 ACL 23 E L
i‘g‘o
fAi
Switch (config-wlan)# ip access-group web
preauthrule
ATy TH no shutdown WLAN % A X —7 /I LE T,
{51
Switch (config)# no shutdown
ATvT6 end Kt EXEC E— FIZRE D £,
{51
Switch (config-wlan)# end
ATFwT] show wlan name wlan-name WEOEMEFRLET,
f
Switch# show wlan name ramban

10S ACL EEDEETE

Wit

FIEDHEE

configure terminal

ip access-list extended access-list number
permit udp any eq port number any

end

show access-lists ACL &5

R LN =

FIED

ARV RFEREETI3 Y

S

ATy configure terminal

1 -

Switch # configure terminal

sua—s )L arZ4Xal—yar E—
NaBs L ET,

ATy T2 ip access-list extended access-list number

i -

Switch (config) # ip access-list extended 102

WP T 78R VA MERELET,
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ARV RFERRTI VA Y

Sl

2T w73 permit udp any eq port number any Fideh A b ERRE LET,
£
Switch (config-ext-nacl) # permit udp any eq
8080 any
ATvTA4 end R EXEC E— RIZIR D £7,
i
Switch (config-wlan) # end
ATvT5 show access-lists ACL %75 REDFEMAEFRRLET,

i -

Switch # show access-lists 102

Webpassthrough D% &

FIEDHE
1. configure terminal
2. parameter-map type webauth parameter-map name
3. type consent
4. end
5. show running-config | section parameter-map type webauth parameter-map
FIED
ARV FERERETIVa Y kY
2Tv 1 configure terminal rTa—nN)ar7 4 Xal—i g E—
RZPin L £,
i
Switch # configure terminal
ATFv T2 parameter-map type webauth parameter-map name webauth Z 4 7 /XTF A —HX ZRELET,

i
Switch (config) # parameter-map type webauth
webparalocal
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AU RFERET7TIVa Y B
ATvT3 type consent WebAuth % A 7 Z[FE L LTREL E
-éAO
fA
Switch (config-params-parameter-map) # type consent
ATvT4 end FEHE EXEC E— RIZERY £7,
fA
Switch (config-params-parameter-map) # end
XTFwTH show running-config | section parameter-map type BEDOFHMERRLET,

webauth parameter-map

{51
Switch (config) # show running-config | section
parameter-map type webauth test

TANTO9XDEER

f5] : Lobby Ambassador 7 h ™ > k DERK

5 : Web

K OFIIE, Lobby Ambassador 7 1 7 > &R ET H HEEZ R L TWVET,

Switch# configure terminal
Switch (config) # user-name lobby
Switch (config)# type lobby-admin
Switch (config)# password 0 lobby
Switch (config) # end
Switch# show running-config | section lobby
user-name lobby
creation-time 1351118727
password 0 lobby
type lobby-admin

SaeLEEEAZE D AF
WOBIE, Web RAREW B4 BUST 5 ka7 LCOET,

Switch# configure terminal
Switch (config)# crypto pki import cert pkcsl2 tftp://9.1.0.100/ldapserver-cert.pl2 cisco
Switch (config) # end
Switch# show crypto pki trustpoints cert
Trustpoint cert:

Subject Name:

e=rkannajr@cisco.com

cn=sthaliya-1lnx

ou=WNBU

o=Cisco

l=SanJose
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st=California
c=US
Serial Number (hex): 00
Certificate configured.
Switch# show crypto pki certificates cert

Certificate
Status: Available
Certificate Serial Number (hex): 04
Certificate Usage: General Purpose
Issuer:

e=rkannajr@cisco.com

cn=sthaliya-1lnx

ou=WNBU

o=Cisco

1=SandJose

st=California

c=US
Subject:

Name: ldapserver

e=rkannajr@cisco.com

cn=ldapserver

ou=WNBU

o=Cisco

st=California

c=US
Validity Date:

start date: 07:35:23 UTC Jan 31 2012

end date: 07:35:23 UTC Jan 28 2022
Associated Trustpoints: cert ldapl2
Storage: nvram:rkannajrcisc#4.cer

CA Certificate
Status: Available

Certificate Serial Number (hex): 00
Certificate Usage: General Purpose
Issuer:

e=rkannajr@cisco.com

cn=sthaliya-1lnx

ou=WNBU

o=Cisco

1=SanJose

st=California

c=US
Subject:

e=rkannajr@cisco.com

cn=sthaliya-1lnx

ou=WNBU

o=Cisco

1=SanJose

st=California

c=US
Validity Date:

start date: 07:27:56 UTC Jan 31 2012

end date: 07:27:56 UTC Jan 28 2022
Associated Trustpoints: cert ldapl2 ldap
Storage: nvram:rkannajrcisc#0CA.cer

51 : Web FEREGEBAE D &R
KOBIE, Web RATTNI B2 7T 5 kAR LTOET,

Switch# show crypto ca certificate verb
Certificate
Status: Available
Version: 3
Certificate Serial Number (hex): 2A9636AC00000000858B
Certificate Usage: General Purpose
Issuer:
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cn=Cisco Manufacturing CA

o=Cisco Systems
Subject:

Name: WS-C3780-6DS-S-2037064CO0ES80

Serial Number: PID:WS-C3780-6DS-S SN:FOC1534X12Q
cn=WS-C3780-6DS-5-2037064C0E80
serialNumber=PID:WS-C3780-6DS-S SN:FOC1534X12Q
CRL Distribution Points:
http://www.cisco.com/security/pki/crl/cmca.crl

Validity Date:

start date: 15:43:22 UTC Aug 21 2011
end date: 15:53:22 UTC Aug 21 2021

Subject Key Info:

Public Key Algorithm: rsaEncryption

RSA Public Key: (1024 bit)

Signature Algorithm: SHAl with RSA Encryption
Fingerprint MD5: A310B856 A41565F1 1D9410B5 7284CB21

Fingerprint SHAl:

04F180F6 CALlAG67AF 9D7F561A 2BB397A1 OF5EB3C9

X509v3 extensions:

X509v3 Key Usage:

F0000000

Digital Signature

Non Repudiation

Key Encipherment

Data Encipherment
X509v3 Subject Key ID: BY9EEB123 5A3764B4 5E9C54A7 46E6EECA 02D283F7
X509v3 Authority Key ID: DOC52226 AB4F4660 ECAE0591 C7DCS5AD1 BO47F76C
Authority Info Access:
Associated Trustpoints: CISCO IDEVID SUDI
Key Label: CISCO_IDEVID SUDI -

Bl : FRNA—HF TF7HY

WANOE ¥

WOBNL, A 2= T hHo U b ERETDHHIEEZRLTOET,

Switch# configure terminal

Switch (config)# user-name guest

Switch (config-user-name) # password 0 guest

Switch (config-user-name)# type network-user description guest guest-user lifetime year 1
month 10 day 3 hour 1 minute 5 second 30

Switch (config-user-name) # end

Switch# show aaa local netuser all

User—-Name :
Type

Password
Is_passwd_encrypted
Descriptio
Attribute-List
First-Login-Time
Num-Login

Lifetime

Start-Time

guest

guest

guest

No

guest

Not-Configured

Not-Logged-In

0

1 years 10 months 3 days 1 hours 5 mins 30 secs
20:47:37 chennai Dec 21 2012

Bl :ETEYTF4 a2 FO—5DEE

kOFNL, EEY T ¢

Ay b =T ERETLHEERLTNET,

Switch# configure terminal

Switch (config)# wireless mobility group member ip 27.0.0.1 public-ip 23.0.0.1 group test
Switch (config)# wireless mobility controller peer-group pg

Switch (config) # wireless mobility controller peer-group pg member ip 9.7.136.10 public-ip

9.7.136.10
Switch (config)# end

Switch# show wireless mobility summary
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Mobility Controller Summary:

Mobility Role : Mobility Controller
Mobility Protocol Port : 16666

Mobility Group Name : default

Mobility Oracle : Enabled

DTLS Mode : Enabled

Mobility Keepalive Interval 10

Mobility Keepalive Count 3

Mobility Control Message DSCP Value 7

Mobility Domain Member Count 3

Link Status is Control Link Status : Data Link Status

Controllers configured in the Mobility Domain:

Ip Public IP Group Name Multicast IP Link Status
9.9.9.2 - default 0.0.0.0 Up : UP
12.12.11.11 12.13.12.12 rasagna-grp DOWN : DOWN
27.0.0.1 23.0.0.1 test DOWN : DOWN
Switch Peer Group Name : spgl

Switch Peer Group Member Count : 0

Bridge Domain ID : 0

Multicast IP Address : 0.0.0.0

Switch Peer Group Name : pPg

Switch Peer Group Member Count 1

Bridge Domain ID H

Multicast IP Address : 0.0.0.0

IP Public IP Link Status

9.7.136.10 9.7.136.10 DOWN : DOWN

Bl : TIAILFDWebBEIO T A > R—UDER

WOBNX, T 7V D Web JBikta 7' A o R—=TZ RIS 5 HiEa R L TCWET,

Switch# configure terminal
Switch (config)# parameter-map type webauth test
This operation will permanently convert all relevant authentication commands to their CPL
control-policy equivalents. As this conversion is irreversible and will
disable the conversion CLI 'authentication display [legacyl|new-style]', you are strongly
advised to back up your current configuration before proceeding.
Do you wish to continue? [yes]: yes
Switch(config)# wlan wlan50
Switch (config-wlan)# shutdown
Switch (config-wlan)# security web-auth authentication-list test
Switch (config-wlan) # security web-auth parameter-map test
Switch(config-wlan)# no shutdown
Switch (config-wlan)# end
Switch# show running-config | section wlan50
wlan wlan50 50 wlan50
security wpa akm cckm
security wpa wpal
security wpa wpal ciphers aes
security wpa wpal ciphers tkip
security web-auth authentication-list test
security web-auth parameter-map test
session-timeout 1800
no shutdown

Switch# show running-config | section parameter-map type webauth test
parameter-map type webauth test
type webauth
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Switch# configure terminal

Switch (config) # parameter-map type webauth global

Switch (config-params-parameter-map) # virtual-ip ipv4 1.1.1.1

Switch (config-params-parameter-map) # parameter-map type webauth test
Switch (config-params-parameter-map) # type webauth

Switch (config-params-parameter-map)# redirect for-login http://9.1.0.100/login.html
Switch (config-params-parameter-map) # redirect portal ipv4 23.0.0.1
Switch (config-params-parameter-map) # end

Switch# show running-config | section parameter-map

parameter-map type webauth global

virtual-ip ipv4 1.1.1.1

parameter-map type webauth test

type webauth

redirect for-login http://9.1.0.100/login.html

redirect portal ipv4 23.0.0.1

security web-auth parameter-map rasagna-auth-map

security web-auth parameter-map test

Bl :WLANCEDOTA v R—=9 AT VERBR=—U LU0 7
TOER=UDEYET

WROHIE, WLANZ Eou A L EN YT, alAf Rk BELOe 7y =T %% 4T
5 EERLTCOVET,

Switch# configure terminal

Switch (config) # parameter-map type webauth test

Switch (config-params-parameter-map) # custom-page login device flash:loginsantosh.html
Switch (config-params-parameter-map) # custom-page login expired device flash:loginexpire.html
Switch (config-params-parameter-map) # custom-page failure device flash:loginfail.html
Switch (config-params-parameter-map) # custom-page success device flash:loginsucess.html
Switch (config-params-parameter-map) # end

Switch# show running-config | section parameter-map type webauth test

parameter-map type webauth test

type webauth

redirect for-login http://9.1.0.100/login.html

redirect portal ipv4 23.0.0.1

custom-page login device flash:loginsantosh.html

custom-page success device flash:loginsucess.html

custom-page failure device flash:loginfail.html

custom-page login expired device flash:loginexpire.html

{5 : AAA-Override D% TE

WOFENEL. AAA-Override % ET 5B %~ L TWET,

Switch# configure terminal

Switch (config)# wlan f££ff
Switch(config-wlan)# aaa-override
Switch (config-wlan)# end
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Switch# show running-config | section fff
wlan fff 44 fff

aaa-override

shutdown

22472 FOATMAPEDETE
ROBIL, 7 54T FORMIMERIET 5 2R LTOET,

Switch# configure terminal

Switch (config)# wlan f££ff

Switch (config-wlan)# shutdown
Switch(config-wlan)# mobility anchor 9.7.136.15
Switch (config-wlan)# mobility anchor 9.7.136.16
Switch(config-wlan)# no shutdown wlan

Switch (config-wlan)# end

Switch# show running-config | section fff
wlan fff 44 fff

aaa-override

shutdown

EHI2AE ACL DE%TE

OB, %ﬁﬁmunﬂ:ACL% H/:E—g—}:)jj/fé’ﬂ_‘b‘(l/\ij—

Switch# configure terminal

Switch(config)# wlan fff

Switch(config-wlan)# shutdown

Switch (config-wlan) # ip access-group web preauthrule
Switch (config-wlan)# no shutdown

Switch (config-wlan)# end

Switch# show wlan name fff

I0SACL EEDELTE
KIZ, IOSACL EREHRET HH2RLET,

Switch# configure terminal
Switch(config)# ip access-list extended 102
Switch (config-ext-nacl)# permit udp any eq 8080 any
Switch (config-ext-nacl)# end
Switch# show access-lists 102
Extended IP access list 102
10 permit udp any eq 8080 any

Webpassthrough D% &

OB, Webpassthrough Z 7% &9 2 HiEZ R L TWET,

Switch# configure terminal

Switch(config)# parameter-map type webauth webparalocal

Switch (config-params-parameter-map) # type consent

Switch (config-params-parameter-map) # end

Switch# show running-config | section parameter-map type webauth test
parameter-map type webauth test

type webauth
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redirect for-login http://9.1.0.100/login.html
redirect portal ipv4 23.0.0.1

TAET7OEXIZET HEMNESR

ESPERLYS! TZaTFILEA L

EFEUT 4 CLIZv>» R [ Mobility Command Reference, Cisco 10S XE 3SE
(Cisco WLC 5700 Series)

EEY T A HE [ Mobility Configuration Guide, Cisco 10S XE 3SE
(Cisco WLC 5700 Series)

X274 CLlav R [ Security Command Reference, Cisco I0S Release

3SE (Cisco WLC 5700 Series)]

Catalyst5700 > U — X U A ¥ L A 2> fu—5 | [Security Configuration Guide, Cisco 10S Release

D Web X— R Dili 3SE (Cisco WLC 5700 Series),ﬂ
HERTARN T 7 EBAREBL a2 R Identity Based Networking Services
ZEB KURFC
Z4E/RFC Title
L -
MiB
MIB MB®D!') Y
mL BWIR LTy h74+—L, Cisco /7 h7 =

T UVIV—X, BEXO®T7 1 —F ¥ &> O MIB
ERBELTHE U n— K754 . IROURL
123 % Cisco MIB Locator Z{# i L £,

http://www.cisco.com/go/mibs
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