54y

© BEROTR, 1 -
C AT BHOBEICET OEH, 1| S

* AU TA CBRMOBRETE, 2 =Y

C AUTAVWDE=Z Y T BIOA T TR, 8 N

JU =
X e

ZHET D

:I:l||||
o

s FTA BT A N ORER], § _X—
* AT A W ET 5 EER, 10 RX—Y
* F T A IR OREREIEIE R, 12 =

AR DR

THHOY 7 R UY—RATIE, ZOFY 22— L THBHEINET R TOMENRYR— K&
TWDEEFRY A, BFTOKREERL L OESICONTE, FHTA 77y F7+r—28 X8
RV 7 =7 UU—ZADBugSearchTool ELWNY U —R ) —  E2HHLTLEIN, ZOF
Va— VIR SN TV DHERBOFEM AR L, SEENX Y R—Fsh T2 ) —20 Y X |
EHERT DAL, ZOFEY 2 — VORRZIZH DEEFROREZSRL T EIN,

TT 9 N7 A —BDOFR— PRIV R YT v =T A A=V OV R— MIBET D IERE HHR
9 %1Z1E. Cisco Feature Navigator Z{# ] L £, Cisco Feature Navigator (2%, http:/www.cisco.com/
go/etn N T 7B AL ET, Ciscocom DT Iy MILEDHD TR A,

T254 UZMDEREICET 15
Fo

74 Uik
FUTALBETIE, AL v TFBBEFOR Y N =7 ICER L TWAHHIZ, AL vy FON—K
VT HEREET A ML, HEETEET,
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T4 g0t |
B . sqopmoness

T4 BT, ﬁfiéf\“*}\ﬁ:c7 AR NETF oy VT HNT Y MREAT A R
Elij/l/\ T —H /\X:Ibcl:U?ﬁ'ﬁMuﬁiﬂ i éﬂiﬁ—

T4 Wi, ROEROMER R S ET,

=Ry arKR—FRk

A B =Tz A (f—YFv b KR—F &)

XA HES
S4BT, ATy R2l, AT a— LB, ~AE=Z ) VBN STE T
3, AT~y RN, CLIZOGFEITENET, Arva— a2, BifEhox
T —JIZAA v FREFEIN TN D L &0, 2—VREE LZBRE 7236 E LR ZN s 54T
INFT, ~NARAE=H DV UTE, Ny 7T RTCa—REELZBBTEITSNET,
FZH NN, 30T LIZANVAR F=Z Y T FRANRETINET,

FrIA UBKERE LThE, FEITZHT A NEBBLIED, 7A MERER R LD T
F7T. Flo. AA v TFERFAA v F AF v 7 ITHRESNTWDT A FOFE, BLUT TIZHE
ITENTZWT A M 2R TEET,

T o4 VZHDERERIE
+

A FTIEITTLH2W7T A MEFKE L AA » T, diagnostic start 555 EXEC =~ > F&fEH L
T A N EBRBLET,

TAMERBLEZDL, T7A N Tt AOEIRIITE £ A,

TFEYTH U T A W7 A N EGT 5121%, IROFHE EXEC 2~ > REfMiH L ET,

FIEDHE
1. diagnostic start switch numbertest {name | test-id | test-id-range | all | basic | complete | minimal |
non-disruptive | per-port}
F g 48
ARV RFERRTI Ay ]3]
X Fvw | diagnostic start switch numbertest LW A N ARG L E4,
1 {name | test-id | test-id-range | all | basic| ) . .
| complete | minimal | non-disruptive | SWitch number % —1 — Flid, AS 7 HIAA > F OB THHR— b S
| per-port} nEJ,
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ARV NERERETIVa Yy E):Y
RONTNDLDF T a2 LTT A PERETEET,
- *name : 7 A NDOARTIEANTILET,
Switch# diagnostic start switch “test-id : 7T A MDD IDFEHEANTLET,
?rest baeie * test-id-range : 71 >~ & A T TR TT A D OFiFH % 5L
TAALET,

tall : TRTOT A MEBBLETS,

* basic : FEAT A N A4 — hEBMLET,

* complete : 5T T A b AL — FEBBLET,

*minimal : f/NROT— 7 v 7 T AN AL — M ERBLET,

*non-disruptive : /T A AT ST 4T T AN AL — FEBELE
—a—O

* per-port : I"— FHELLOT A b AA — NEBBLET,

., = ~ S = s
To54 UZEDEE
W= Y 7 A X =T MIT DRI, FEE LS WER LT A~ O 2 30E T 2 2208
v ET,

T4 VBHDARYTa =)0
BEED AL v FICOWTIRE LIS, £/, B, ARMTAY T4 L Blia Ay Y a—
LOTEET, AT Va— ) 7 EHIRT 5I0E, 3y KO no EREANLET
FIEDHE

1. configureterminal

2. diagnostic schedule switch numbertest {name | test-id | test-id-range | all | basic | complete | minimal |
non-disruptive | per-port} {daily | on mm dd yyyy hh:mm | port inter-port-number port-number-list |
weekly day-of-week hh:mm}

HETS Y b T+ —LHEMAA K. Ciscol0S XE3.6E (Catalyst3850 21 vF) i



B rsqopmorrsa—yy

FIEDFH

ARV RFERFTIaY =)
A5 | configureterminal Ja—sbar7 4 Xal—aryE— RERBLET,
71

R

Switch# configure terminal

AT diagnostic schedule switch numbertest |Heig HiGDO AL F w0 R2MT A N2 24P a— L LET,
-2 {name | test-id | test-id-range | all | basic| . . . .
| complete | minimal | non-disruptive | | SWitchnumber F—U— P&, A2 v IR AA v FRETTHR—-F &

per-port} {daily | on mm dd yyyy hh:mm WET, fHIE 1 ~4 T,

| port inter-port-number port-number-list | - B a— LT BT A R EEET ARSI, IROA T g LA L
| weekly day-of-week hh:mm} 4

151 - * name : show diagnostic content =~ > FDOHHIZFKRINDT A
Switch (config)# diagnostic schedule

hDARETTY,
zg?igc}l 3 test 175 on July 3 2013 * test-id : show diagnostic content =~ > RO NITER RS NDHT A
hDID #F %5 TT,

* test-id-range : show diagnostic content =~ > RO JIZEKREN
57 ARDID FHTY,

call : ¥ _XTHOT A L ID

* basic : JEARN A LT~ ROZWT A BB LET,

* complete : 552727 A b AL — hEBMEL FT,

*minimal : F/NEOT7 — 87 v 7T AN AL — M EBBLET,

*non-disruptive : /> T A AT T T 4T T AN AL — NEIAL
\i—g—o

* per-port : 7~"— NEN DT A b A — &2 BB L £,

TAMIRDE ATV 2= TEET,
*fH : daily hh:mm 3T A —F EfEH L9,
* BEE HEF : on mm dd yyyy hh:mm 737 A —X i L £,
* I : weekly day-of-week hh:mm /X7 A —Z ZfEH L7,
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IS EELTPYET T |

=JL =

ax ;&

AA o FVRBETOR Yy N =712 ESNTWAIIZ, A v FITKH L~V A =X Y T2
Wrr A NERETEET, ~NAE=F VT TANOFTHREZRELZD, 7 A NRIED
AA v FDsyslog A v—THEREA R—TMILTZD, BEDT A M A X —T VI TEET,
TANET 4 B—T T HITE, avr RO no EREATTLET,

T FIETIE, ~AE=H Y U TNET 4 B—T NV TTR, AL v FIET A b DOLKEFIC Syslog

Ay —VEBAEMRLET,

ANNVAFT=H ) TBET A NEREL, 42— MZTHIE, ROFNEEFEITLET,

FIEDHE
1. enable
2. configureterminal
3. diagnostic monitor intervalswitch numbertest {name | test-id | test-id-range | all} hh:mm:ss milliseconds
day
4. diagnostic monitor syslog
5. diagnostic monitor thresholdswitch number numbertest {name | test-id | test-id-range | all} failure
count count
6. diagnostic monitorswitch numbertest {name | test-id | test-id-range | all}
1. end
8. show running-config
9. copy running-config startup-config
FIED
ARV RFEEETI 3y B8
ATwv 71 |enable FiHE EXEC E— R&EA X —T7 M LET, NAT—FREANLE
T (FERshiHme) .
i
Switch> enable
2Ty T2 configureterminal Jao—\) a7 4 Fal—raryET— Re@lEBLET,
i -
Switch# configure terminal
ATvTS3 diagnostic monitor intervalswitch HBEOT A NMIFL, ~NVAEF=XY T OETHREEZHRELE

numbertest {name | test-id |
test-id-range | all} hh:mm:ss
milliseconds day

R

switch number % — U — Ri%, A X v 7R AA v F 721 THR—
FENET, #HIE 1 ~9 TT,
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ARV RFERRTI VY

E[:)

B -

Switch (config) # diagnostic monitor
interval switch 2 test 1 12:30:00
750 5

FANEBPEETAEASIE. KOWTHIDONNT A —XEFEHLE
7,

* name : show diagnostic content =~ > RO IR RINDHT
A bOLAHTTT,

* test-id : show diagnostic content =~ > ROHNIZERRIND
TA PO IDFESTY,

* test-id-range : show diagnostic content =~ > FDH JJIZFKR S
5T AMDID FFTT,

call : TRTORZMT A b,

MR EHRTET L2581, RONTA—XERELET,
*hh:mm:ss : £=4% Y kg (FHE. 0. #) , IBETE5
HPHIX hh 25 0~24, mm BELWRss 3 0~60 T,
* milliseconds : €=%V 7R (I VW (ms) ) , FHETE
Z#iPHIL 0 ~ 999 T,

*day : =2V 7R (HE) . f5ETE H&iPHIZ0~20
ST
AT w74 |diagnostic monitor syslog (EE) ~NVAEF=HZ Y 7 T A NDORIGRFIZA A~ F )3 Syslog
Ay —VEERTDEIITHRELET,
i
Switch (config)# diagnostic monitor
syslog

ATFwTH diagnostic monitor thresholdswitch (EE) ~NAEFE=HY U TTAMORKLEVVEZERTE LET,

W #&75 Y b7+ —LEMAA F. Ciscol0S XE3.6E (Catalyst3850 X 1 v F)

number numbertest {name | test-id |
test-id-range | all} failure count count

1 -

Switch (config) # diagnostic monitor
threshold switch 2 test 1 failure
count 20

switch number % —7U — RlZ. A X v ZJHERRA A v FIE1F THR—
hEIET, FRETE DT ~9 T,

TARNERETL25E1F. ROWTIRNDONRNT A —Z AL E
R

* name : show diagnostic content =~ > KO JIZF/REN DT
A bOLAHITT,

* test-id : show diagnostic content =~ > RO JIZFKRIND
TA LMD IDEFEFTT,

* test-id-range : show diagnostic content =~ > FDH JJIZFR R S
NAHETARDIDESTT,

call : TRXTORZMT A b,



IS EELTPYET T |

AU RFEEETIa Y B#
S L& VME count |ZFEETE H#FHIZ 0 ~ 99 T,

ATYT6 diagnostic monitorswitch numbertest |35 D~V A F=Z Y T T A Mo A F—T W LET,

{name | test-id | test-id-range | all} ) ‘ ) O
switch number % —U — Ni&, A& v ZHRAA » F 1200 THR—
hENES, ®EIX1~9 T,

i -
. . _ _ _ TAMERETDIHEE. ROWTDONRT A—2 L E
Switch (config)# diagnostic monitor
switch 2 test 1 7*0
* name : show diagnostic content =~ > RO NIZEKRINDT
A NDAFITT,
* test-id : show diagnostic content =~ > KOHIZE R I D
T A RO ID FH5 T,
* test-id-range : show diagnostic content =~ > RO JJIZFRK R
NH7A RO IDFHTT,
I: TXTOZWT A b,
ATv 71 |end FME EXEC E— RIZIR Y £,
i -

Switch (config)# end

A5 w78 |show running-config AN MR LET,

1

Switch# show running-config

ATvT9 copy running-config startup-config | ({1i%) 2L 74Xzl —Tar 77 A NVIIREFHRTFLET,

1

Switch# copy running-config
startup-config

RDIEE

M%7 7 40 hOEE I E 2 ICZ 3 5121, no diagnostic monitor interval testtest-id |
test-id-ranget 7 —/N)L a7 4 Falb—ay avy FEERALEST, ~VRAE=XTY T
T A MZKIL L7=354A . no diagnostic monitor syslog =~ > K& L T, Syslog A v&—T D4
RET =T VICRELET, KRBL EVMEAHIBRT 512I%. diagnostic monitor threshold
testtest-id | test-id-range }failure count =~ > R&2fH L £,

HETS Y b T+ —LHEMAA K. Ciscol0S XE3.6E (Catalyst3850 21 vF) i



| FUSAVBEHOE—A Y LI BEUAVTFFUR

To54 vpoRE |

TUSAVBHDEZR ) TELVAVTFUR
;d_

VIA VT A MET R MERORT

AL FENIAA v F AR ZITRESNTWAFT L ITA V2T A ME2R R L, ZORITR
F show #fHE EXEC o~ FZHEHA L CT A MEREZHER T D ENTEET,

R1:ZHTAMDERESSVHERAOIT UK

avyU kR

E]:g)

show diagnostic content switch [number | all]

AZA v FITH LTRES NI A T A BiE
FRLET,

show diagnostic status

BUEFEITHORZMT A FERRLET,

show diagnostic result switch [number | all] [detail
| test {name | test-id | test-id-range | all} [detail]]

FrIA BT A FORREFE T LET,

show diagnostic switch [number | all] [detail]

FTA BT A FOREREERLET,

show diagnostic schedule switch [number | all]

FUSA VBT A NDAT Y a— L EF R L
ESc

show diagnostic post

POST iRz R LET (ZOHIF, show
post 2~ ROH LR L TY) o

A VT A ~DEEH

AR
\I
N|

BT X ~DEE

©

1 -

WIZ, TAMAEREL TR2HT X b T 262" L £,

Switch# diagnostic start switch 2 test TestInlinePwrCtlr

WIZ, TRTOERZKT A N EBRBT 502~ LET,

Switch# diagnostic start switch 1 test all
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TERNFEECTDYES IV -7 |

Bl : NLREZZ)DG TRAMDETE

WIZ, ~NVAEF=SZ V7 T A NeRET DB 2R LET,

Switch (config)# diagnostic monitor threshold switch 1 test 1 failure count 50
Switch (config)# diagnostic monitor interval switch 1 test TestPortAsicStackPortLoopback

Bl ZHTAMDARY 12— 25

WIZ, BEDAAL v TFIZK LT, FFEDOHRIZZWT A NEFITTHL0CAFrVa—) 7
L0 &R LUET,

Switch (config)# diagnostic schedule test DiagThermalTest on June 3 2013 22:25

ROBITIE, FEESNIAL v F THRERFE ORI T A M EFITT L5127 Ya—
YTtk RLET,

Switch(config)# diagnostic schedule switch 1 test 1,2,4-6 weekly saturday 10:30

Bl: 4254 VEHDERTR
Wic, ATy REMREE AT B PR LT

Switch# show diagnostic ondemand settings

Test iterations =1
Action on test failure = continue

W, FEEOZA N M aRRT H0 2R LET,

Switch# show diagnostic events event-type error

Diagnostic events (storage for 500 events, 0 events recorded)
Number of events matching above criteria = 0

No diagnostic log entry exists.
wIZ, BT A FOBHERRT L2012 RLET,

Switch# show diagnostic description switch 1 test all

DiagGoldPktTest
The GOLD packet Loopback test verifies the MAC level loopback
functionality. In this test, a GOLD packet, for which doppler
provides the support in hardware, is sent. The packet loops back
at MAC level and is matched against the stored packet. It is a non
-disruptive test.

DiagThermalTest

This test verifies the temperature reading from the sensor is below the yellow
temperature threshold. It is a non-disruptive test and can be run as a health
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monitoring test.

DiagFanTest

This test verifies all fan modules have been inserted and working properly on the
board

It is a non-disruptive test and can be run as a health monitoring test.
DiagPhyLoopbackTest

The PHY Loopback test verifies the PHY level loopback

functionality. In this test, a packet is sent which loops back
at PHY level and is matched against the stored packet. It is a
disruptive test and cannot be run as a health monitoring test.

DiagScratchRegisterTest
The Scratch Register test monitors the health of application-specific
integrated circuits (ASICs) by writing values into registers and reading
back the values from these registers. It is a non-disruptive test and can
be run as a health monitoring test.

DiagPoETest
This test checks the PoE controller functionality. This is a disruptive test
and should not be performed during normal switch operation.
DiagStackCableTest
This test verifies the stack ring loopback functionality
in the stacking environment. It is a disruptive test and
cannot be run as a health monitoring test.
DiagMemoryTest
This test runs the exhaustive ASIC memory test during normal switch operation
NG3K utilizes mbist for this test. Memory test is very disruptive
in nature and requires switch reboot after the test.

Switch#

RIS, 7= b7 v 7 bV a2RRT LB L ET,

Switch# show diagnostic bootup level
Current bootup diagnostic level: minimal

Switch#

T 254 UZRICEET %EMIER

FAEIEE I=ZaTFILEA R
AT AEHa<w R System Management Command

Reference (Catalyst 3850
Switches)System Management
Command Reference (Cisco WLC
5700 Series)

TS5y N7 F—ANRFELR N R 77 LA Configuration Fundamentals
Command Reference, Cisco 10S

XE Release 3S (Catalyst 3850
Switches)
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7T b7 d— DITRAE LI O aE T

Configuration Fundamentals
Configuration Guide, Cisco I0S

XE Release 3S (Catalyst 3850
Switches)

BREL ZURFC

R4E/RFC Title

L —
MIB

MIB MIB®D'Y 2D

AKY Y —ATHR— T 59TD MIB

BIRL7=TT Y h 74—, CiscolOS U U —
A, BT 4 —Fx £y MIEAT L MIB &
RLTH e — F321F, RO URL IZH
% Cisco MIB Locator 1 H L £ 97,

http://www.cisco.com/go/mibs

DRADTYHYZ AL YR—F

Bl

Link

AADYR— b Web A FTIE, ¥ ZXad
LT 7 /) a V=T T Ty a—
TAVTIBESL TN TAE)1IL, v==
TNARY—=NVEIZILO LT HEERAT T
VY =2 %L ThES,
BHEWORGOEF 2 U T 1 [HFHROHINEHRE
AFT57-81Z, Cisco Notification Service (Field
Notice 7> 7 7 & A) | Cisco Technical Services

Newsletter, Really Simple Syndication (RSS)
74— R LK —ERTMATEET,
TAADYR—= K Web I FDY =TI

T 24 BEL. Cisco.com D—H ID B LU/
X ]7‘——‘ F\ﬁs‘%‘ghfc\j—o

http://www.cisco.com/support
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