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Tr7AMINTy FEREL, Z0bixary Y —WITFa— RBIXORRLET, 22 TiEa7
TANE T ANFTITREE LET,

Wireshatkk X% 7F ¥ RA >V FDT7 O T4 TIEE L UVIETY T4 Tk
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Wireshark D% ¥ 7' F v RA V ERT 7T 472725, EEL—F RV —0B— Ko7 IZ
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*STP7 v/ AT —FDR— "PEERAA > FE L THRAEN, a7 74 02N —%T 58
& . Wireshark 1%, X7 > "B RAAL v FIC R v 7ENIEETHER— MIASTL B33y
ey 7Frv LET,
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I Wireshark D% E
Wireshark #4452 [ |

CVHENR—ADE X2 T 4B AN R—ADE X2 T AL TRy 7 Eh
7237 > b (ACL 38 X OVIPSG 72 &) 1X[F Ug Bk A~ MMoBskid % Wireshark ¥ v 7
F¥ KAV FPTIEIBREESNETA, —FH, HIPEX—2A0EX =2V 7 4 BREICE->TR
0y IRy XL R UEOEREAR A M STV % Wireshark D ¥ 7' F %
RA L N THRYy v FEINFET, GEETLIT., Wireshark DEEFERA > b3, ADHOE X =
UT A BBEDNL v 7T v 7%, BEOHIMOE®XR=2 U T 4 BEREDL > 7 7 v TENCIEAT
5 LTY,

AT, N7y MIvA Y 2AHR— b, VLAN, BLUVLA ¥ 3 HK— FSVI 247 L TE[F &
nET, HOHhTIE, X7y MIvA ¥ 38— FSVI, VLAN, BXOL A ¥ 2R —-Fr&2NL
TEEFEEINET, BRAA IR XTy MR Ry T ENERA  FORNZH DHE .
Wireshark (3737 > b &2X v 7F v LET, ZNLANOEAEIL, Wireshark 1337 v & F %
TFx LEHA, 2L 2T ANFRO VA V28R AA > NI S L5 Wireshark O % +
TF X R I A VIR AD X2 T AR K-> TRy a7y b
Xy 7 F v LET, RIS, MAOFMO VA Y 3 HakiARA o MRS % Wireshark O
Ty 7Fy R =L, LA Y2OER—ADOX T o iEICED Fa vy EnzN
Ty X7 Ty LET,

=Ty RAR—= PBLOAS v FRIEA =T =42 (SVIs) : SVIOH»LIEESH
B3y ME CPU TAR SN D728, Wireshark [Z SVIOH 1Z2 % v 7 F ¥ TEXEHA, =
NOEDONRry VeFy 7F v T5HI20T, aryhme— L P L—rEPRRA L N LTEDE
T,

* VLAN : Cisco I0S U U —2% 16.1 L%, VLAN %3 Wireshark D#&AR A > b & L TEH ST
WAHSE. Ny bRy T TFxid, ADFmENATROWGTOL2 & L3 THR—FEnE
R

CUXA VT a URRE A AT, A3 (PBRELXOWCCP 2 E) TUXA L7 b
SNAMEE ST 7 4 v 7%, LA ¥ 3 ® Wireshark DR A o~ F L0 binFRAICHE T,

Wireshark i%, B THIOL A Y34 X —T A A2V HZA L7 FENDAREEND HHET
b, IOy heaXy FFy LET, R, LA Y3ICL-oTIHA LT bE
5 HJIBERE (H 1 WCCP 72 &) X5 BRRIIC LA ¥ 3 #Efi AR A > hORiIIZH Y . Wireshark T
T¥ Y 7Ty I EEA,

* SPAN : Wireshark I3, SPAN%ift & L TREINTZA LV HA—T 2 ATy hadx vy 75y
TEEHEA,

* SPAN : Wireshark i%, AJJHH @ SPAN £FTE & L TRESINTZA v F—T = AT v
fedxy7XFryCEET, HNDFRTHLHEHTEIREELH Y T,

* ACL 2N SN TV RWEA . K 1000 D VLAN B8 v b —EICF ¥y 7 F v TX %
9, ACL %@ STV A A, Wireshark O T 5— Ko = 7HElIT XL 0 D72 < e
DEFT, MRELT, N7y b XY 7 FrIC—EIHEHTEZ S VLAN O KREIIIKLS 720
£7, 1000 LLED VLAN bz —FEICEHLZY, ACL 2 HEHT 5 &Pl
WEERDAECDAREMER SV £ 7, 722X, EEV T A BRX T T 5N H D F77,
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B Wireshark 051 51>

A
GE) w7y CPUERIZ SRR . RIS WWoN— R = 7TEIEDJRIN & 72 5 W]
NS D70, BEIRBOBERAA V e — By T Fy LRWNWI 2%
< BEID L ET,

Wireshatk TOJA VY LR /Sy k F¥ TF v

*UAYVLA NTT 4 v X CAPWAP X7y NRIZA S fbEEd, 7272 L, CAPWAP
MRV EDTA XYL A T TA T D NT T 4w 72 ORHIX, CAPWAP b
FINEERRRA L NE LUTHEHATAHEIIVR—FENFEHA, BEDODTIA YL AT TAT
VRO T T 4w T ERY T F YT HITE, FTAT 2 PVLAN AR A FE LT
FRL, ThianltTary 74 Z 2R ELET,

CHERUA Y VA N T T 4w OFT a— RiFHIRMtE CHR—ahEd, BFEbanz
CAPWAP F VS ILNOWERT A ¥ L A Ay hOF a— RiZHR— S EH A,

*HULXYyTFv R"A b ETHOAN L H—T =2 A R XA T % CAPWAP oV 7 A
H—T 2 A ALPEAT LI TEEYA, CAPWAP bRV T A v X —T7 24 2B XL
RL~L 2 AR— ML, FMUFy 7F v ™A bOEERARA > Moz Ta 8 A,

* CAPWAP k%% L C Wireshark (237 v b2 vy 7 F ¥ 32556, a7 74X DR
EIXT&EEHA, 7272 L., Wireshartk #o R 7 4 VW EZ LT, BFEDTIA YL AT TAT
VNI LTUAY VR I TIAT UV NET A NETHIENTEET,

*ACL M SN TWARWES ., K 135 D CAPWAP R RN B Ry N —EICx v 7
F ¥ TEEI, ACLNEAINTWABEE. Wireshark D i CE A N—FU =7 ATV
BiX Lol Ed, BRELT, X7y b I 7 F I EIHEHTE S CAPWAP
RV DI RENIAEL 720 57, —EI12135LL LD CAPWAP k> b, F7213%< D ACL
EHEATLETRITERWVERNELA2HERHY 3, 22, TV T4 B3 T
HAREMEDN BV £ 9,

A
GE)  EEIZ CPUERIC SR, THIEZRWAN— RT = TEEDJRIK & 725 /]
BEMENSH 5720, BRI OBEGARA V e —EllXy 7 Fr LN %
BRI LET,

Wireshark D 4 K54 >

* Wireshark TO/37r > b v 7 F ¥ I, »N— FT = THERENFRRHIREA L E T,

* Wireshark D% ¥ 7F v v XA %&BBET 50112, CPUMHARNZYTHY ., o AT]Y
(D72 & H 200 MB) WERFRETHD Z L 2B L ET,

CAML—T T A My NEARIFET A TEDYE . Wireshark v 7 F v 7' 1t R % B
T BENC R AR—ARFHAFETH D Z 2R L T EEN,
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Wireshark DH 4 K51 > [ |

* Wireshark O ¥ 7*F ¥ 1D CPU R, RESNTRBHEI T Iy hofs., —
HLi=Nry VHOT 7 ay (AT, 7a—RLTER, BOIWVEFZIOEE) 1I2koT
B F9,

* 5 CPUME M3 L OMM DO RNEEZR R 2k 1T D72, FIREZRR Y % v 7' F v 2 e/ NRIZHN A T
KTZEW N7y b BIRICLDHIR) .

Ry MEEIIN— R =27 CREFEITEIND D, Ny M, Y7 b =TUBHO=D
IZ CPUIZ a2 B — X EH A, Wireshark D37 v b ¥ 7 F ¥ DA, 237> MI CPUIZ
b —Eh, BUME ST, A CPU R ROEIC 72080 £,

CPU{%%%—?‘%%< L/fcﬁl/\c]: ‘j ﬁ"é j: /k@illlﬁ;gf%?fbi’g“
o B AR — NZC R L £,

C—BSRM AR A vy TR L, ZIRICT 78X VR FERMEHLTSE
SV, WTFNHETARETRWE AL, BRI, A T4 T4V F 2L ET,

o7 4 VHBMANZIE L LS Y F T, BRIz TidZe<HB7: ACL T, b7

T4 HA T IPVADRIREIZ) HIRL T, RER NI 74 v 7 &5l EHLET,
Ry N XX T Ty EEOCHIMEINES ]y NESICEICHIR L E T, capture 2
RONRFGA—=ZIZEY, WERETDHIENTEET,

° X o FF o W

c Xy I F ¥ NIy N

° Ty AP AR

Xy bRV AN P AR
AT T ANEE—ETDNT T 4y 7 BIEFITD TN VA LTV A AR, IfRZe L
THFY7Fvy by rara2FEITLET,
CRDPBITE W CPU (F1TAEY) HHRICRDAREMENDH Y £,

Xy T TFrkyralEA =T VI LEYBAEDETEICL T, FHILAAWN T 7 4 v
90)/\\—2 ]\ﬁ t%f:—]ﬂ_fﬂo

VT TrANFEREF Y STy Ry T EFHL Ty Ty Bty v a rEEHBHL
T, BHIBAEOEFICTAE, RT3 —< L RAEIIT AT LA~V ZAOMENRS|
ZENET,

Xy I Fy By arHil, AL vF ORT F—< L AR A :%;*i“ffé_f EMED B D
Wireshark |2 K 2 &V CPUFHRB IO AE Y HEEN R OWPERLET, 295 LKA %E
£ L7=%6. Wireshark £y v a v & T SIEIELE9,

CRERT7AND peap 7 7 ANIPHDNTy N7 a— RLUTRRT DI EI3EHT T
S, ROV IZ, PCIT peap 7 7 A /L ZHRE L PC | C Wireshark 25T L £ 7,
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Wireshark D54 K54 >

y'\

* Wireshark 1 > A X o AT/ KR B E TEHRTEET, peap 7 7 AV ETLITF ¥ I F v Ny
TNy NeT a—RLTCERTDET VT 47 7eshow 2~ R, 1fEOA A&
RELTAVY FENET, 2L, T T A TICTEDLA U AZ AT 1 DFETFTT,

C EATH DX v I F v IZEEA T Bz ACL N EFE SN HAITE I, ACLEE A%
HIEX T 2 HEHTAOILERHVET, v T Ty EEEHLARNE, BEFEEIOT
D ACL 23 ffoe L CTHEFH S E 7,

Xy FEEER IR, ROEEZEELET,

CSAT Sy b EF YT Fr LTV AHRMIE. CPU ISR OIH B IECH DT 2 — R
ERIRTIE < (BFIT detailed E— ROEHE) | (REFOLZMHH L ET (display =7
va VERELROVER)

CRTFy NNy T NIBRFET A EEOT Y Ty RNH 156, AT o0 A&ET L2
O, FILWX Y 7 F v BT RN ANy 7727 VT LTLEEN,

CTITFANE Ny Ty YA XML, Ty PR EDRLTWDEE, Ny 77 A X
ML Ty FOEEREZHS ZENTEET,

° 75w a T 4 AT ~DEXIALL, CPUICARDOIPNLEIETH LD, ¥ 7 F v
L— BRI DRIGE, N7 7 ST FrOEHEBEBIOLET,

° Wireshark % v 75+ v 3 X 1000pps DL — N THIZA MY —I 7 E— RTH)
,f/'zl_/i‘a‘o
AN =T FXTFx E— KO L— M 1000 pps TI,

Al —= N4 RUDTAT Ry veT a— KL TERT D1, Wireshark 7 v 3 =
UREWF Yy T I K o TR STV A Z EEER L E T,

a4
==

HMHIRS L BEWERES v 7 F vy #2372 (termlen0 =~ > Kz {#H L T auto-more
N— DR WERZEH L72) Wireshark £ > o2 U Tldk, 2 Y — /L EidmRBlEH T
R RDLEENRHY ET,

* & CPUEHRIZOBNDTIAT T 7 4 v DX v 7 F v I|Z Wireshark ZfEH L TV 55
AL QoSHY —H—BFICHEA LT, ¥ 7T ¥ 7R BEARNKTIHETERDONT 7 4 v
I EHIRTDHZEEEBRBL TS EEN,

* §_CD Wireshark B0 2~ RIZEXECE— RT, 274 Fal—var avy R
X, Wireshark (25 V) F A,

Wireshark CLI C7 7B A VA NERIZ I TR~y T FERHTOIVLERS D LAEIT. =207 4
Fal—ralryav s RTTI7BAVAMNBLW TAT Y T HERTHLERNH D T,

CREDIEFFIIN ¥ 7T v RA VU N 2ERTLHIHAICITEA SN ET A, CLITHFITIN T
HIEEDIEFTX Y 7F ¥ RAV F RTA—FEEFRTEET, Wireshark CLI Tik, H—
TONRT A—=2EITHIBBIEH Y FH-A, ZHEXF Y 7T v RA 2 FNEERT D-DITHE
av ROEEHIRLET,
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I Wireshark D%
7741+ Wireshark 02 [l

CHEEARA VN ERS T RTONRT A—2L, B—OfEZlY £7, @, 2~ NEHAL
THZEIWCED, HEHFLVWLDICEEZ I DN TEET, 22—V OMEREZIZV AT A
DT LWMEZ Z A, HWMEZ EEXLET, a2 Fono BRUL, HrLWMEDADIC
IIMEEEH Y FHANR, XT A —F OHIRRIZITSNETT,

* Wireshark T3 1 DL EOHGRA A > M2 fET 5 2 ENTE ET, HEOBRA A >~ h&iB
MF200E, HLWEEEARA o hCavy FEFANLET, BA( v M&HIRT 512
L, a~v>r FonofEHLET, #EiiAh A FELTA U F—T oA AFHHEZIRETEET,
7= & ZiX. monitor capture mycap interface GigabitEthernet1/0/1in Z A ) L £7, Z Z Cix
A ¥ —7 = A A GigabitEthernet1/0/1 23R A > hTT,

F7oA ¥ —7 = A A GigabitEthernet1/0/2 |Z b HE T 2 MEN B H55H. DO X 12, BlD
ITTHRELET,
monitor capture mycap interface GigabitEthernet1/0/2 in

XN TFANT I T AT REEIL, FA T TFHIHTEIEELITH Z LILTEERA,

*FATT AT, WTND/NRT A —=FBNWIATH D% PE LET, Wireshark CLI Tl
start 2~ RE AT HANAEEDONRT A —Z B EERIIETTHT ENTEET, start
avr REANTDHE, TRTOMENRT A—F B AT STz &R L 721412 D F Wireshark
AN S D=

XY T TF ¥ IRA U POVERIFIZ T 7 A VINT TIIEET DG, 72V #R{TL, 77 AV
DEEXIIOWVWTHERLET, ST T KA bDOT VT 4 TALFITHIZ T 7 A VBT T
WCFET D86, Wireshark (ZBEFO 7 7 A V&2 EEX LFET,

a7 T4 NIRRT 4N E, TIZEA YA, FHEFI TRy SICTEET, 2
NEDHEATOHLNT 4 VEERETDHE, BMFEOLOEEIH X FT,

A

G¥) a7 7 4/VHE, CAPWAP ho X)L f v X —T 2 Aex¥ TF ¥ RA
FoOEEGARA L FE L THEHAL TWAEAZKRE, NWETT,

* REY 7R stop 22~ > K& 572>, automore E— RIZq% AJJ LT, Wireshark Ot > =
VEKRTLET, By ia i, BTy R Xy 7Ty ORilRA & O IEO S T2
I, BEMIZK T LET,

*Fuy7EN ATy MEF vy 7Ty ORRICKRESNETA, 2L, FryTaShicy
A XD NT v MEOHNRRSNET,

T2 # )L k@ Wireshark D% 5E

WDOFEIX, T 7 %/ kD Wireshark DR EZ R L TWET,

BEHE FIH+I FEEE
53 Taisdi| No limit
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B Wireshark e A%

Wireshark D% & I

HRE T 74 RERE

Packets No limit

Nry MR Rz L (Zv "7y |)
Ty AN YA X No limit

Vo7 7740 ARL—Y L

Ry T7DARL—Y F—F S

Wireshark D% E A%

Wireshark & 5% E T 21213, ROFEAM R FIEA FEITLET,

1 Xy 7F¥y KAV EERLET,

2 (ER) X7 T v RA L MONRTGA—FEBMEIIERELET,
3 X TFx KAV NET 7T 4 THERIIET 77 4 7L ETS
4 X T TF v BA U NESEERALRWGEITHIBRLET,

BMELEYY
¥ T F ¥ KAV FDOESR,

Xy FFx RAL b RFA—
XX 7T ¥ KA b RTA—

X ¥ 7T ¥ KA b OHIER,

Xv T KAV NET VT4 7T ERTET 7T 14 71T 5,
XX TFx KA DN TrDI T,
Bl HifliZe X v 7 F v B LOER,
Bl : B2 v 7 F v B L OMRAE,
Bl N T 7 DF v TTF v O,

Bl X¥7Fx Eyar,

Bl:ay s 2797 FT— ROF ¥ 7F v B L OMRLE,
Bl . HEmORr > FOFHR S v 7T v 88 L OPRTE,

(17 =—%)
HOBINFETITEE,
X OHIFR,

(26 =—7)

(22 =)
(24 =)

(28 ~—V)
(31 =)

(36 <2—3)

(37 =)

(40 ~—)

(46 ~X—)

(47 =)

(48 ~—)
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I Wireshark D% E

FrYTFv R4V FDER

ZOFEOHITIE, FEFIZ U TINRF Y T TF ¥ RA 2 bEERLET, LHEIZS LT, monitor
capture A~ KD 1 DDA L AZ U AZEHLTxF Y 7 F v KA FEZDTRXTDO/RT A—
AEEFTEET,

)

v IFv KAV FDER

GE)
R

BEGARA Vb, S T F v 0HM, BLEOaT 7 4 VEPEET X% ¥ 7 F ¥ R"A v M aH
ERTDVLENDH £77,

a7 TANBEERERTHLENRNDIL, CAPWAP ho RV A Z—T x4 Z&FHL

TUAY VA XY TF ¥ KAV ME2EBRETIHATT, ZOHEA.

Hh, THIHMEATEEE A,

a7y T4 NVFITERLE

Y TF A N EEERT B, ROFIEEFATLET,

FIE

ARV RFEEETI 3y

=)

ATy
71

enable

1 -

Device> enable

YHEEXECE— R& A 2 —7 /M LET,
NRAT—REANLET (ERENTH

7).

ATy
72

show capwap summary

1 -

Device# show capwap summary

UAYXY LA XY T DAL R E
LA TE 5 CAPWAP kv L& HRKR
Lij‘o

GE) ZOa<wrRiE, VA FPL XA
XY T XY EEITTHEDIT
CAPWAP bk > RV EHEREARA v
FELTHEHALTWDEHEAICD
HEALET, FlOHED
CAPWAP Dl &R L T2 S
VN,

ATy
73

| 0L-30686-01-J

monitor capture
{capture-nameinterface-typeinterface-id} {interface
| control-plane} {in | out | both}

i -
Device# monitor capture mycap interface
GigabitEthernetl/0/1 in

Xy 7 TFXYHRA U MEERL, F¥ 7T ¥
AV NBEHEAHT STV D BERE AR A
YREREL, v 7T Y OHMERE
LET,

F—U— FOFERITKRD LI TT,
* capture-name : FEFT HF¥ ¥ I T ¥

RA v oA iRELET BT
& mycap MEH SN TWET) .
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FYTFv KAV FDER

Wireshark D3%E |

ARV RFERRTI Y

S]]

X ST LDOFEIE 8 XFLLTIC
LTCLEEEN, BT, T H—RA
a7 () ORBPHFASNET

* ({EE) interface interface-type

interface-id : % % 7' F ¥ A bR

BIHLfS T B DR A o b &2 FRE

LE7 (FITIE GigabitEthernet1/0/1

DERITHWET) |

GE) F7FarTc, Zoavy
KA LVAZ L ALDTID
X 7T v BA L b
DEERERA > FBIONRT
A= T RCEERTEE
T, TNHDORT X=X
ONTIE, F¥ 7T v BA
Y RRTA=HDETEIZH
TLHFMETHHAS N TV E
T, FAPHOYAR— ML, #
A >k &Rk KO
Ry a7-oicbATEE
R

interface-type \ZIZIR DN I A fili
HALET,

° GigabitEthernet : £t~ A > 1
% GigabitEthernet & L CfEE L
£

°vlan : #5481 > b % VLAN &
LTHRELET

GE) DA E—T AR
R ARA R LT
R 258X AN
X ¥ FTF ¥ DBHIAHE
<7,

° capwap : AR A U M &

CAPWAP b L& LTHREL

*7,
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xviFvRsvrorz W

ARV RFERRTO Y

S]]

DA UHE—T AR
ERHGIARA L N ELT
FHTE, a7
TANZIIEHTEE
NEWVR

GE)

* ({EE) control-plane : #5A A > b
LLTCarybhbe—L 7P L—C%1EE
L7,

*in|out|both : ¥ ¥ 7' F ¥ DM &R
E]\/iﬂ—o

2T
74

monitor capture {capture-name}[match {any |
ipv4 any any | ipv6} any any} ]

151 :
Device# monitor capture mycap interface
GigabitEthernetl/0/1 in match any

a7 VAT ADT A NEEERLET,

GE) a7 T4 NEBMEHTE 2R
Bz, CAPWAPD ko U v
TA B —T = A AEAFEGRA
YhrELTHRTIHEEIZZO
FIEZFAT LN TL 2 a0,

F—U— FOEKIZKRD LY TT,

* capture-name : T3 HX ¥ ST ¥
NA Y NOAFIEEELET (BT
L mycap 2MEH SN TWET)

*match : 7 4V EZ EZHRELET, EF
SENTWEERYIDT 4 VHA TaT
7 4 VR TT,

GF) X T TF ¥ RA NI, =
T UART T VR L
RALPOELLLERS
AWTWRWGEEIET 77+
TIZTEERTA, ZNHD
BNl i NG AV e
TFNRA L NET T 4
TihLEHETHE, =
T—MNERESNET,

‘ipvd : IP N—T 3 L ADT 4 NVE E
RELET,

*ipv6 : IP N—T 5 6 DT 4 NVX E
HELET,
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B cJFrvH1otoEs

Wireshark D3%E |

ARV RFERRTI Y

S]]

X T v | show monitor capture {capture-name}[ parameter]

75
51 -

monitor capture mycap interface
GigabitEthernetl/0/1 in
monitor capture mycap match any

Device# show monitor capture mycap parameter

AT T2 TERBLERY 7 F ¥ AV

FRNTA=F RN,

¥ 7T ¥ KA

VIMNEERBLIEIEEMRLET,

A T v | show running-config
76
K

Device# show running-config

AN B LET,

A 7 v | copy running-config startup-config

1 -

Device# copy running-config startup-config

HEE) a7 4FXalb—vary 774

WCREERTFLET,

CAPWAP 855t iR A o P TXR v 7 F v A v FEEFZT DITIIREEITLET,

Device# show capwap summary

CAPWAP Tunnels General Statistics:
Number of Capwap Data Tunnels =1

Number of Capwap Mobility Tunnels =0

Number of Capwap Multicast Tunnels = 0
Name APName Type PhyPortIf Mode McastIf
ca0 AP442b.03a9.6715 data Gi3/0/6 unicast -
Name SrcIP SrcPort DestIP DstPort DtlsEn MTU Xact
Ca0 10.10.14.32 5247 10.10.14.2 38514 No 1449 0

Device# monitor capture mycap interface capwap 0 both
Device# monitor capture mycap file location flash:mycap.pcap

Device# monitor capture mycap file buffer-size 1

Device# monitor capture mycap start

*Aug 20 11:02:21.983: $SBUFCAP-6-ENABLE: Capture Point mycap enabled.on

Device# show monitor capture mycap parameter

monitor capture mycap interface capwap 0 in
monitor capture mycap interface capwap 0 out

monitor capture mycap file location flash:mycap.pcap buffer-size 1

Device#
Device# show monitor capture mycap

Status Information for Capture mycap
Target Type:
Interface: CAPWAP,
Ingress:
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Egress:

Status

Filte

r Details:

xviFvRsvrorz W

: Active

Capture all packets

Buffe

r Details:

Buffer Type: L

File

Associated file name:

Details:

INEAR (default)

flash:mycap.pcap

Size of buffer(in MB): 1

Limit

Number of Packets to capture: 0
Packet Capture duration: 0
Packet Size to capture: 0
Packets per second: 0
Packet sampling rate: 0

Device#

Details:

(no limit)
(no limit)
(no limit)

(no limit)
(no sampling)

Device# show monitor capture file flash:mycap.pcap

1 0.000000 00:
Flags=........

2 0.499974 00:
Flags=........

3 2.000000 00
Flags=........

4 2.499974 00
Flags=........

5 3.000000 00
Flags=........

6 4.000000 00:
Flags=........

7 4.499974 00:
Flags=........

8 5.000000 00:
Flags=........

9 5.499974 00:
Flags=........
10 6.000000 00
Flags=........
11 8.000000 00
Flags=........
12 9.225986
13 9.225986
14 9.225986
15 9.231998
16 9.231998
17 9.231998
18 9.236987
19 10.000000 00:
Flags=........
20 10.499974 00
Flags=........
21 12.000000 0O
Flags=........
22 12.239993
23 12.244997
24  12.244997
25 12.250994
26 12.256990
27 12.262987
28 12.499974 00:
Flags=........
29 12.802012
30 13.000000 00:
Flags=........

B ONES

:00:00:00:00:

00:00:00:00:00 => 3c:ce:73:39:¢c6:60 IEEE 802.11 Probe Request,
00:00:00:00:00 -> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request,

00 -> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request,

:00:00:00:00:00 => 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request,

:00:00:00:00:00 —=> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request,

00:00:00:00:00 -> 3c:ce:73:39:¢c6:60 IEEE 802.11 Probe Request,
00:00:00:00:00 => 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request,
00:00:00:00:00 -> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request,

00:00:00:00:00 -> 3c:ce:73:39:¢c6:60 IEEE 802.11 Probe Request,

:00:00:00:00:00 => 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request,

:00:00:00:00:00 —=> 3c:ce:73:39:¢c6:60 IEEE 802.11 Probe Request,

10.10.14.2 -> 10.10.14.32 DTLSv1.0 Application Data
10.10.14.2 -> 10.10.14.32 DTLSv1.0 Application Data
10.10.14.2 -> 10.10.14.32 DTLSv1.0 Application Data
10.10.14.2 -> 10.10.14.32 DTLSv1.0 Application Data
10.10.14.2 -> 10.10.14.32 DTLSv1.0 Application Data
10.10.14.2 -> 10.10.14.32 DTLSv1.0 Application Data
10.10.14.2 -> 10.10.14.32 DTLSv1.0 Application Data
00:00:00:00:00 -=> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request,
00:00:00:00:00 -=> 3c:ce:73:39:¢c6:60 IEEE 802.11 Probe Request,
00:00:00:00:00 -=> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request,
10.10.14.2 -> 10.10.14.32 DTLSv1.0 Application Data
10.10.14.2 -> 10.10.14.32 DTLSv1.0 Application Data
10.10.14.2 -> 10.10.14.32 DTLSv1.0 Application Data
10.10.14.2 -> 10.10.14.32 DTLSv1.0 Application Data
10.10.14.2 -> 10.10.14.32 DTLSv1.0 Application Data
10.10.14.2 -> 10.10.14.32 DTLSv1.0 Application Data
00:00:00:00:00 -=> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request,

10.10.14.3 -> 10.10.14.255 NBNS Name query NB WPAD.<00>
00:00:00:00:00 —=> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request,

SN=0,

FN=0,
SN=0, FN=0,

SN=0, FN=0,

SN=0, FN=0,

FN=0,

IO EHAA L FEBINLT, ¥y 7F ¥ RA L FORTA—ZEERT L, 77T 47T
EFET, FE FATTFYARA UM EZOFEFEFHALIZWERITTSICT 2T 0 kTR &
HTEET,

WMETSY b ITr—LarT4FXaL—3a> HA K, Ciscol0S XE3.3SE (Catalyst 3850 X 1 v F)

"



Wireshark D% & I

X TFvRA MRS A—FDEBMELIIER

A

G¥)

IOME Y THASNTWAEAY Yy REHFEHALTXY 7T v RA L FDORTA—H LT
TAHZLIZITEERAL

T—PNRoTF v T TF ¥ 4, ETITEDAFAE LRV A N EANT DL AL v F I,
[ Capture Name should be less than or equal to 8 characters.Only alphanumeric characters and underscore
() is permitted] 33 T8 % Invalid input detected at "' marker] DX 5 72=F—% KR RLFET,
EErEY D

Wireshark O ETT1E, (16 ~—2)

FxY7Fr KA, @—=)

Pelgi A B, (58—

il : Bl v 7 F ¥ BLOFERE, (36 7—)

Bl Bl v 7 F v BLORSE, 37 °—)

Bl : Ny T DFTF YO, (40 ~—)

Bl 7 Fr bEyar, @46—V)

fl:my 7 27 v 7T TE—= ROF v T F ¥ BLORE, @7 —)

Bl - WO~ T y FOfiiEex v 7 F v B LU, (48 <—)

I TFYRAVENSTA—FDEBMERLEIER

RTA—=FOMEERET D FIEIL, JEEICY A MERETH, [EEOIEFTIEITTEET, 117,
21T, FHIFEEITCIRECEE T, BEIREN TRERERIR A MERE, RILA T a v %
HEXRTDHIET, MEEOEEZ LV REDOHEICEES X 52 LN TEET, T CITIEEINFR
FEDNRT A= NERBINTWBERIT, A VX T7 77 4 TIHERTDILENLY £,

XY T F v KAV PDONRTA=ZEEFTHIT1E, ROFIEEZFEITLET,
[T L& BHIIC
PTFTOFREEZFITTIHANIF Y T ¥ RA LV bEERTIHILERDH Y 7,

FIg
A RERIFTZIa Y E]:p]
AT w71 |enable ¥iHE EXEC E— R& A F2—7 LI L £ 7,
WNRAT—REATTLET (BRI
1 - ) .
Device> enable

Wl fETSVvbI4—LarT4FaL— 32 A L, Ciscol0S XE33SE (Catalyst3850 X o

F)
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I Wireshark D% E

| 0L-30686-01-J

*rFdFeRaer b nisr—snenEr-EzzE ||

ARV RFERRETI a3y

=)

A 72 |monitor capture

{capture-namemac-match-string} match
{any | mac | ipv4 {any | host |

protocol} {any | host} | ipv6 {any | host |
protocol} {any | host}}

il -
Device# monitor capture mycap match
ipv4 any any

BRIIZ, E72IXACL 2 LT, E£72137

TAyTHEN L TCERSNIT VAT

L7 4v4 (ipvdanyany) & EHELET,

GE) CAPWAP h oY U7 A F—
Tz A AEFHLTIA LR
XY 7T TF XY EERL TVDIEE,
ZDawy RITIEFERBRNDT
EFH LN TL &0,

A w73 |monitor capture

{capture-namesecondssizenum} limit
{[duration ][packet-length ][packets ]}

1 -

Device# monitor capture mycap limit
duration 60 packet-len 400

MHEAOE v a AR (60) . F¥ 7 F ¥
SN Ny by F720E Wireshark 12 8- T
REEhA Ty b7 A LV NE (400) %
BELET,

X w74 |monitor capture {capture-name} file

{location filename}

1

Device# monitor capture mycap file
location flash:mycap.pcap

¥ ¥ 7T ¥ KAV MRSy hEFERTS
P ThREF Y7 F ¥y TED LT HHE
. 77 ANVDOT Vv o— g o EEELE
j_o

GE) TTILT 7 A VBFEET D556
T EEXDRAHENE D DB
RTDHMERHD £,

GE) 77 ANV AT 3 %, LANBase
TA B AIIHFIELE R A,

X w75 |monitor capture {capture-namesize} file

{buffer-size }

1 -

Device# monitor capture mycap file
buffer-size 100

N7 7 4 v X—Z hOWHIZ Wireshark T
FHINDAEY Ny 77O A XEHEE
LET,

X 76 |show monitor capture {capture-name}|

parameter]

1 -

Device# show monitor capture mycap
parameter

monitor capture mycap interface
GigabitEthernetl1/0/1 in

monitor capture mycap match ipv4

any any

monitor capture mycap limit
duration 60 packet-len 400

monitor capture point mycap file
location bootdisk:mycap.pcap

monitor capture mycap file
buffer-size 100

URNCEZR L T2X vy T F v iRA 2 h R8T A—
ZhRRILUET,

WMETSIYvbITr—LarT4XaL—3 > HA K, Ciscol0S XE3.3SE (Catalyst 3850 X 1 v F)
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B 77 v R r XS4 DHIK

Wireshark D& E

ARV RFERRETI VY

=)

AFw 71 |end

1 -

Device (config) # end

HebE EXEC B— RICEY 7,

1

NS A—BDEE

Fx TFv 77 AIOBEER T E - IFBEER (TR

Device# monitor capture point mycap file location flash:mycap.pcap
Device# no monitor capture mycap file

Ny B IN—ZR FDMBIZATEY) Ny D7 A XEEET S

Device# monitor capture mycap buffer size 100

IPv4 & IPV6 DI AIC—HTHELSI12, BAFRMAE AT SATLA I4ILE2EEET S

Device# monitor capture mycap match any

RDIEE
XX T TF v RA Y MIBBERNRTA=ZPRTXTEENTWLHEIET 774 7L LE T,

EErEYY
Wireshark DR E 7L, (16 X—)
Xy 7 Fy KAV b, @G2=)
iR A v b, (=)

B
i
i
i
B
i

Fv ITF¥ RA 2 b5 A—2DHIR

HiffiZe % v 7 Fr BLOFER, (G6X—)
Hiffi7e % ¥ 7 F v BLOWRTE, (373—)
Ny 77 DOF %7 F v DM, (40 =)
¥y 7 TFry bEyialr, (46°—)

0y A7 v B— ROF ¥ 7 F ¥ BLORLE @7 2—)
HIGm o7 FOfER v 7 F v B L OMRTE, (48 2—)

JEFICRRENTOWETR, T A —=ZEZHIBRT 2 FIHIMEEONET CEITTEE, 117, 2
7. FIFEEATTHIBR TE £¥, BEEDSAIRERERARA » F ARV T, AEED/NT A —HZ ZHl

Wl fETSVvbI4—LarT4FaL— 32 A L, Ciscol0S XE33SE (Catalyst3850 X o

F)
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I Wireshark D% E

X TFv RAU b 8T AL OBIR

Xy T X KA bONRNT A =X EHIETHI2E. ROFEEZFITLET,

[T L& BHIIC
X T T RA L b RTA=HE, LFOFNEEZEH L CHIBRT DRNIERTOILERH Y F

B

FIE

ATV RFERET7TII Y

S]]

ATy T

enable

&

Device> enable

FitE EXEC E— & A R—7 /M LET, /1A
U—Fz AN LET (ERShHE) .

ATy T2

no monitor capture {capture-name}
match

i
Device# no monitor capture mycap
match

Xx 7 F ¥ RA b (mycap) TEFKEIANALTW
LT RTOT7 4 VEEHIRLET,

ATvT3

no monitor capture {capture-name}
limit
[duration][packet-length][packets]

i

Device# no monitor capture mycap
limit duration packet-len
Device# no monitor capture mycap
limit

Wireshark |2 K> CIREF SN DYy 3 XA
LHIREB L Oy N ET AV FNEERHIRLE
T, FOMOIEESNIHIBITZOEEITARD
F9,

Wireshark O3 X CTOfil[R&= 27 V7 LET,

ATvT4

no monitor capture {capture-name}
file [location] [buffer-size]

i -

Device# no monitor capture mycap
file

Device# no monitor capture mycap
file location

77 A NVOEEMTEHIBRLET, ¥ T v
RA LV PEIRTF Y b2y 7T Ll 20 F
T, FRTETNEITENE T,

7 7 A NMLEOREMT EZHIRLEST, 77 A
NLEILF v 7F v BA > b EIXBEEM T 50
RV ET, L, foERINTET 7 A
NBEHIXZ 0T 7 > a S Lo Qe Es
T ERA,

ATvT5

show monitor capture
{capture-name}| parameter]

1 :
Device# show monitor capture
mycap parameter

monitor capture mycap
interface GigabitEthernetl1/0/1
in

INT A—=F OHIFREBERICETEER SN TN D
X T T RA L IRNTA—FEFRLET,
Zoawy RiE, ¥v 7 F v RA 2 b & BERS
FONDIRT A—H 2 fERT 5 DI FINEDE:
BEOMSTHEITTCEET,

WMETSIYvbITr—LarT4XaL—3 > HA K, Ciscol0S XE3.3SE (Catalyst 3850 X 1 v F)

| 0L-30686-01-J

"



Wireshark D% & I
B r7F7r Ko rolR

AT REEETIVa Y B#
XFwv 6 |end el EXEC E— RIZED £,
I -

Device (config) # end

RDEE
XX T T ¥ RA L MIBBERANTA=IPTRTHFENTWDHEIET 77 4 7L L £,

GE) XX 7T KAV IBT I T 4 TR XIRTA=EPHIRENRDE, AL v T [Fx 7
F¥NT 7T 47 TF (Captureis active) | EWHTT—%2FRLET,

EErEY Y
Wireshark DR E 1L, (16 =X—)
Xy TFy BAUR, (@—)
PefiAR A vk, (58—)
B HifliZex v 7Ty B LOFER, (36 5—)
B« BfliZe v 7 F v B L ORIE, (BT X—)
Bl : Ny T DX TF X O, (40 X—)
Bl : ¥y 7Fr Byar, 463—Y)
Bl:ay 7 A7 v 7 E—ROXx 7T ¥ BLORTE, @7—)
B ROy SO F v 7T v B L OMRAE, (48 ~—2)

Xy TFxv R4 2 ~DHIBR
F¥ T F v R"A L FEHIBRT 5120, ROFIEZFEITLET,

(F L& BRI

XY TTF v BA L ML, LFOFIEZMEH L THIFRT 28NS ERT DLERH Y £4, HIFRT D
HIZ, Fv 7 F v RA U MRk T 08 H D 7,

Wl fETSVvbI4—LarT4FaL— 32 A L, Ciscol0S XE33SE (Catalyst3850 X o
F)
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I Wireshark D% E

e A L o |

FIE
AT RERETOVaY B8
ATv I enable ¥t EXEC E— R& A x—7 /LT L%
T, NRU—=FZ AN LET ERSh
i - =58
Device> enable
25y T2 no monitor capture {capture-name} | {57 Sl F ¥ TF ¢ KA Lk
(mycap) ZHIPRL £,
i -
Device# no monitor capture mycap
257y T3 show monitor capture {capture-name}[ |$57 S 7= v 7F % KA > b ZHIE
parameter] SN DFELRN T EERTA
=V EFRLET,
i -
Device# show monitor capture mycap
parameter
Capture mycap does not exist
ATvT4 end FkE EXEC £— RIZRY £,
i -
Device (config) # end
2Ty TE show running-config AN B LET,
i -
Device# show running-config
ATvT6 copy running-config startup-config (EE) avy74FX=21—vary 77
ANMCREZRIFLE T,
i -
Device# copy running-config
startup-config
RDIESE

HIER L7 b D LR LARTIOFRF ¥ 7F ¥ Ao b 2ERTEET, ZhoOFIHTER, v
TFx RA L PDOERBERVELLEWGEIZETLET,

EENEYY
Wireshark @

RIEITIE,

(16 =—2)

WMETSIYvbITr—LarT4XaL—3 > HA K, Ciscol0S XE3.3SE (Catalyst 3850 X 1 v F)
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Wireshark D3%E |

B T F v R 27T TELRETIT1TIZTD

¥ 7 F ¥ KAV b, @43—)

BefgeRA b, (5 =)

B« B v 7 F v B L OFRR, (36 X—)

B HifdiZe X v 7 F v BRLORTE, (GB73X—2)

Bl : Ny T DOXXTF O, (40 X—)

il X 7FY By ar, (462—2)

Bl:my 7 A7y FT—FOF ¥ 7 F ¥ BILORE, @7—)
Bl HAm Oy SOfEH R ¥ 7 F v B LOMRIE, (48 ~<—2)

X TF RAVNET I T4 TERIFET VT4 TIZT S

XTI T RA DT 7T 47 EREFHT 77T 4 712FT2I1FE ROFIEZFETLET,

[T L& BHIIC

BfihA v PBLOaT VAT AT 4V BNEFRIN, BEMIT N T 7 A4 VAR T TITFE
THIHETH, YT Ty RA L NIT I T 47T HENTEET, ZOXLH7%r—AT
X, BEO 7 7 A MT EEXINET,

BEST 57 7 A NEADRNE Y T F v IR"A 2 ME, ERTHEDETICT 7T 47T £,
T 7 ANVABIREINTWRNE, Xy NIy 77 IRESNET, F47Fr (v 7T~
FEDOFRR) X, 77 ANVBIONNy 77 £— KOWFTHEATE £7,
FRTANZERRELRWES, Ty MITATERENT, a7 VAT A 74 NVZITE-
THY 7 F ¥ EINEZTRTONTr y MBRERENET, T 740 FDFRFZE— R brief T,

G¥)

CAPWAP D N> RV T AV B —T oA AEFHmAA L NELTHEHRATAE, a7 7404
IR SNV, ZOLEIIERTHILEITH Y A,

FE
AU RFERIETIYa Y B#)
ATy T enable FEHE EXEC E— R& A Rx—7 /LI LE
T NAT—FRE2 AN LET (BERE
11 : NIZGE) .
Device> enable

Wl fETSVvbI4—LarT4FaL— 32 A L, Ciscol0S XE33SE (Catalyst3850 X o

F)
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Wireshark D% E

| 0L-30686-01-J

FrTFo AV b ETHT4TEREET 7471275 I

ARV EERRTIVa Y S
ATFvT2 monitor capture {capture-name} Xy SFVYRAL NET T 4 TE L.
start[display [display-filter lstpl Z&ie &y NETRERSH

filter-string]][brief | detailed | dump] DL ACETET AT LET

i -
Device# monitor capture mycap start
display display-filter "stp"

ATFvT3 monitor capture {capture-name} stop Xy TFy¥ RA LV NEIET 7T 4TI
L%,
i -
Device# monitor capture name stop
ATvT4 end FHE EXEC E— RIZER Y £7,
i

Device (config) # end

ZFvTE show running-config AN B LET,

1

Device# show running-config

ATFvT6 copy running-config startup-config fEE) a7 4FX2r—vay 77
A MTREERFLET,
i -

Device# copy running-config
startup-config

RDEE

XY TTFXYRA 2T 0T 4 TRBIOET 7T 4 7T DB, WS OO T =N RETD
AREMEDNH D £, KIZ, BETDHRMEOHHT T —DWN DDOFZ R LE T,

T 7T 4 AT DEICEEREAR A v N AR
Switch#monitor capture mycap match any
Switch#monitor capture mycap start
No Target is attached to capture failed to disable provision featurefailed to remove
policyfailed to disable provision featurefailed to remove policyfailed to disable provision
featurefailed to remove policy
Capture statistics collected at software (Buffer):
Capture duration - 0 seconds
Packets received - 0
Packets dropped - 0
Packets oversized - 0

Unable to activate Capture.

Switch# unable to get action unable to get action unable to get action
Switch#monitor capture mycap interface gl/0/1 both

Switch#monitor capture mycap start

WMETSIYvbITr—LarT4XaL—3 > HA K, Ciscol0S XE3.3SE (Catalyst 3850 X 1 v F)
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Wireshark D% & I

B T F v R 27T TELRETIT1TIZTD

Switch#
*Nov 5 12:33:43.906: $BUFCAP-6-ENABLE: Capture Point mycap enabled.

T 7T 4 TAET DB T 4 L Z DA
Switch#monitor capture mycap int gl1/0/1 both
Switch#monitor capture mycap start

Filter not attached to capture

Capture statistics collected at software (Buffer):

Capture duration - 0 seconds
Packets received - 0

Packets dropped - 0O

Packets oversized - 0

Unable to activate Capture.

Switch#monitor capture mycap match any

Switch#monitor capture mycap start

Switch#

*Nov 5 12:35:37.200: $BUFCAP-6-ENABLE: Capture Point mycap enabled.

XY TFYRA L IRTTIZT I T 4 TAEENTWEDIZ, BIOXY TF¥y R"RA L N NET 7T 4
TLEkHET5

Switch#monitor capture mycap start

PD start invoked while previous run is active Failed to start capture : Wireshark operation
failure

Unable to activate Capture.

Switch#show monitor capture

Status Information for Capture test

Target Type:

Interface: GigabitEthernetl/0/13, Direction: both
Interface: GigabitEthernetl/0/14, Direction: both
Status : Active

Filter Details:

Capture all packets

Buffer Details:

Buffer Type: LINEAR (default)

Buffer Size (in MB): 10

File Details:

Associated file name: flash:cchh.pcap

Limit Details:

Number of Packets to capture: 0 (no limit)

Packet Capture duration: 0 (no limit)

Packet Size to capture: 0 (no limit)

Maximum number of packets to capture per second: 1000
Packet sampling rate: 0 (no sampling)

Status Information for Capture mycap

Target Type:

Interface: GigabitEthernetl/0/1, Direction: both
Status : Inactive

Filter Details:

Capture all packets

Buffer Details:

Buffer Type: LINEAR (default)

Buffer Size (in MB): 10

File Details:

File not associated

Limit Details:

Number of Packets to capture: 0 (no limit)
Packet Capture duration: 0 (no limit)

Packet Size to capture: 0 (no limit)

Maximum number of packets to capture per second: 1000
Packet sampling rate: 0 (no sampling)
Switch#monitor capture test stop
Capture statistics collected at software (Buffer & Wireshark):
Capture duration - 157 seconds

Packets received - 0

Packets dropped - 0O

Packets oversized - 0

Switch#
*Nov 5 13:18:17.406: %BUFCAP-6-DISABLE: Capture Point test disabled.

Wl fETSVvbI4—LarT4FaL— 32 A L, Ciscol0S XE33SE (Catalyst3850 X o

F)

0L-30686-01-J |



I Wireshark D% E

I TFYRADENRNYT7DHOIT

Switch#monitor capture mycap start

Switch#

xvIFeRavrnivIzoou7r I

*Nov 5 13:18:22.664: $BUFCAP-6-ENABLE: Capture Point mycap enabled.

Switch#

EErEYY

Wireshark OF%E 1, (16 X—)
Xy TTFx RA R, @R—=Y)
B A b, (5—)

Bl Bz v 7 FyBLOFR, (36 5—)
B . HifliZe X v 7 F vy B L OMRTE, (37 5—)
Bl . Ny Ty DX T F X OMH, (40 X—2)
il X¥TFx Byar, (463—)

Bl:ayy 25797 T—ROXv 7F v BLOMRLE, 47 2—)
Bl HFmO 7y FORGERS v 7T v B L OMRLE, (48 X—Y)

WOFNEZHES TNy T 7 a7V a 7 VT80 A7 7 A M A L —U 8 LTRIFL

£,

GE) N RNy 7 7 NIIRGET DEEOF Yy 7F v N L5568, AT o RZ2ETAH7-0.,
HLWR Y T F ¥ E2RBET ANy 7727 VT LTLKEE N, TIVT 47 RFy7F v

WAL DNy T 727 VT LRNTLIZENY,

| 0L-30686-01-J

GE) TITATREXXYTTFXYRA L MO T 707 VT, NEEZZ VT TH7EFD7=, LAN
Base COLFR—FENTWET, hOTRTOITA L AT, Ny 77 BENEIBRENS
72D, FXY T TFXYNRT I T4 TR EZICETTH LT TEERA,

FIE

AU RFEREFT7TIVa Y

S

ATy T

enable

51 -

Device> enable

FEHEEXEC E— R& A Rx—7 /M LET, /1A
J—RFREANLET (BERENTEER)

WMETSY b ITr—LarT4FXaL—3a> HA K, Ciscol0S XE3.3SE (Catalyst 3850 X 1 v F)
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B =rJ7rRavrnRvor0ou7

Wireshark D3%E |

AT RFEREETI V3 Y

S0

ATvT2

monitor capture {capture-name}
[clear | export filename)]

i -
Device# monitor capture mycap
clear

clear : SERIC NNy 7 7 HHIBRL £,
GE) clear 2~ R&FETTD L,

*LANBase Tl%X. 2D a<> Nk
Ny 77 BHIBRETIC Ny 7 7
ONE=7 VT LET,

DT RTHT A & ATIL,

Zoavwry NIy 77 BiEE
B L £,

export : /N 7 7 TR Y FF vy SN/ Ty b
PRAFL. Ny 77 EHIBRLET,

ATv T3

end

1 -

Device (config) # end

Kt EXEC & — RIZRE D £,

&N |

show running-config

1 -

Device# show running-config

AN B LET,

ATvT5

copy running-config
startup-config

1 -

Device# copy running-config
startup-config

(EE) 2w 74 Fal—var 7y /Ui
R ARE L E T

Bl: X TFY R4V Ny T 7D0E
FvTFYDIT7AINLADIY AR— b+

Device# monitor capture mycap export flash:mycap.pcap

Storage configured as File for this capture

X TFoRAVE RNV IT7DHIT

Device# monitor capture mycap clear

Capture configured with file options

Wl fETSVvbI4—LarT4FaL— 32 A L, Ciscol0S XE33SE (Catalyst3850 X o
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I Wireshark D% E
Wireshark DE=41) >4 .

RDIEFE

(£)  LANBase UHNADTA L ATHFY T F v KA bONRy T 727 )T LEIT5L A
A v F % [Failed to clear capture buffer : Capture Buffer BUSY] =5 — %KL £,

EEREY Y
Wireshark D% E 5, (16 ~—)
¥¥7F ¥ KA b, @42—)
Bt A ok, (5 —Y)
B 7o v 7 F vy B L OFRR, (36 X—)
B HifdiZe X v 7 F v BLORTE, (B73X—2)
Bl Ny 77 DF v S TF X OMEH, (40 X—)
Bl: ¥v7Fr Byiar, 461—Y)
Bl:ov s A7 v 7 T—RKOF v 7 F v BILORE, @73—=)
Bl HAm Oy SOfEH R v 7T v B LOMRIE, (48 <—2)

Wireshark D E€=41) >4

DT =T NDaw KX Wireshark D=4 ) U 7RI ET,

av YR Br

show monitor capture [capture-name ] | v 7F v RA > N AT — " DBRFERIN, I¥ TF ¥
A > FOEFKRIL, JBIE, T 7T 4 TR HERE T S Z
EMTEET, I T F ¥ RA LV FOARERET D L.
FEDX ¥ 7T v R"A v OB ERINET,

show monitor capture [capture-name | v 7F v RA L N NTRA—FERRLFET,
parameter]

show capwap summary AA v F DT XTOCAPWAP b r Vv aF£RLET, =
Da<wy REFERALT, VA VLR XX TFrIi2ED
CAPWAP K U RNV EEHTE 20 &l L £,

WMETSY b ITr—LarT4FXaL—3a> HA K, Ciscol0S XE3.3SE (Catalyst 3850 X 1 v F)
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5l : .pcap 77 A IS DWEH DR

RDEIIZATI LT, peap 7 7 AN H DM 2 FRTE £9,

Device# show monitor capture

Starting the pac

1 0.000000000
seq=0/0, ttl=254
2 0.000051000
seq=0/0, ttl=255
3 0.000908000
seq=1/256, ttl=2
4 0.001782000
seq=1/256, ttl=2
5 0.002961000
seq=2/512, ttl=2
6 0.003676000
seq=2/512, ttl=2
7 0.004835000
seq=3/768, ttl=2
8 0.005579000
seq=3/768, ttl=2
9 0.006850000
seq=4/1024, ttl=
10 0.007586000
seq=4/1024, ttl=
11 0.008768000
seq=5/1280, ttl=
12 0.009497000
seq=5/1280, ttl=
13 0.010695000
seq=6/1536, ttl=
14 0.011427000
seq=6/1536, ttl=
15 0.012728000
seq=7/1792, ttl=
16 0.013458000
seq=7/1792, ttl=
17 0.014652000
seq=8/2048, ttl=
18 0.015394000
seq=8/2048, ttl=
19 0.016682000
seq=9/2304, ttl=
20 0.017439000
seq=9/2304, ttl=
21 0.018655000
seq=10/2560, ttl
22 0.019385000
seq=10/2560, ttl
23 0.020575000
seq=11/2816, ttl

——-More«

ket display

file flash:mycap.pcap brief

10.10.10.2 -> 10.10.10.1 ICMP 114 Echo

10.10.10.1 -> 10.10.10.2 ICMP 114 Echo

(request in 1)

10.10.10.2 -> 10.10.10.1 ICMP 114 Echo
54

10.10.10.1 -> 10.10.10.2 ICMP 114 Echo
55 (request in 3)

10.10.10.2 -> 10.10.10.1 ICMP 114 Echo
54

10.10.10.1 -> 10.10.10.2 ICMP 114 Echo
55 (request in 5)

10.10.10.2 -> 10.10.10.1 ICMP 114 Echo
54

10.10.10.1 -> 10.10.10.2 ICMP 114 Echo
55 (request in 7)

10.10.10.2 -> 10.10.10.1 ICMP 114 Echo
254

10.10.10.1 -> 10.10.10.2 ICMP 114 Echo
255 (request in 9)

10.10.10.2 -> 10.10.10.1 ICMP 114 Echo
254

10.10.10.1 -> 10.10.10.2 ICMP 114 Echo
255 (request in 11)

10.10.10.2 -> 10.10.10.1 ICMP 114 Echo
254

10.10.10.1 -> 10.10.10.2 ICMP 114 Echo
255 (request in 13)

10.10.10.2 -> 10.10.10.1 ICMP 114 Echo
254

10.10.10.1 -> 10.10.10.2 ICMP 114 Echo
255 (request in 15)

10.10.10.2 -> 10.10.10.1 ICMP 114 Echo
254

10.10.10.1 -> 10.10.10.2 ICMP 114 Echo
255 (request in 17)

10.10.10.2 -> 10.10.10.1 ICMP 114 Echo
254

10.10.10.1 -> 10.10.10.2 ICMP 114 Echo
255 (request in 19)

10.10.10.2 -> 10.10.10.1 ICMP 114 Echo
=254

10.10.10.1 -> 10.10.10.2 ICMP 114 Echo
=255 (request in 21)

10.10.10.2 -> 10.10.10.1 ICMP 114 Echo
=254

(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)

(ping)

Wl fETSVvbI4—LarT4FaL— 32 A L, Ciscol0S XE33SE (Catalyst3850 X o

F)

Press Ctrl + Shift + 6 to exit

request
reply
request
reply
request
reply
request
reply
request
reply
request
reply
request
reply
request
reply
request
reply
request
reply
request
reply

request

Wireshark D% & I

id=0x002e,
id=0x002e,
id=0x002e,
id=0x002e,
id=0x002e,
id=0x002e,
id=0x002e,
id=0x002e,
id=0x002e,
id=0x002e,
id=0x002e,
1id=0x002e,
id=0x002e,
id=0x002e,
id=0x002e,
id=0x002e,
id=0x002e,
id=0x002e,
id=0x002e,
id=0x002e,
id=0x002e,
id=0x002e,

id=0x002e,
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5 . pcap Z 7 A LD DEMEADRT

WD L IIZATI LT, peap 7 7 A VO ITFEM AR R TEET,

Device# show monitor capture file flash:mycap.pcap detailed

Starting the packet display ........
Frame 1: 114 bytes on wire
Interface id: O
Encapsulation type: Ethernet (1)
Arrival Time: Nov 6,
[Time shift for this packet:
Epoch Time: 1446810288.322497000 seconds
[Time delta from previous captured frame:
[Time delta from previous displayed frame:
[Time since reference or first frame:
Frame Number: 1
Frame Length: 114 bytes (912 bits)
Capture Length: 114 bytes (912 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ip:icmp:data]
Ethernet II, Src: Cisco £3:63:46

(912 bits),

Destination: Cisco 31:fl:c6
Address: Cisco 31:fl:cé6
F

0 .. = IG bit:

Source: Cisco £3:63:46 (00:el:6d:£3:63:46)
Address: Cisco_f3:63:46

114 bytes captured

Press Ctrl + Shift + 6 to exit

(912 bits) on interface 0

2015 11:44:48.322497000 UTC
0.000000000 seconds]

0.000000000 seconds]
0.000000000 seconds]

0.000000000 seconds]

(00:el1:6d:£3:63:46), Dst: Cisco 31:fl:c6 (00:el:6d:31:fl:c6)

(00:el:06d:31:fl:co0)
(00:el:6d:31:£f1:c6)
LG bit:

Globally unique address
Individual address

(factory default)
(unicast)

(00:el:6d:£3:63:46)

00 oo s.. ... ..., = LG bit: Globally unique address (factory default)
e 0L = IG bit: Individual address (unicast)
Type: IP (0x0800)
Internet Protocol Version 4, Src: 10.10.10.2 (10.10.10.2), Dst: 10.10.10.1 (10.10.10.1)
Version: 4
Header length: 20 bytes
Differentiated Services Field: 0x00 (DSCP 0x00: Default; ECN: 0x00: Not-ECT (Not
ECN-Capable Transport))
0000 00.. = Differentiated Services Codepoint: Default (0x00)
.00 = Explicit Congestion Notification: Not-ECT (Not ECN-Capable Transport)
(0x00)
Total Length: 100
Identification: 0x04ba (1210)
Flags: 0x00
0... .... = Reserved bit: Not set
.0.. .... = Don't fragment: Not set
.0. .... = More fragments: Not set

Fragment offset: 0O

Time to live: 254
Protocol: ICMP (1)
Header checksum: 0x8fc8 [validation disabled]
[Good: False]
[Bad: False]
Source: 10.10.10.2 (10.10.10.2)
Destination: 10.10.10.1 (10.10.10.1)
Internet Control Message Protocol
Type: 8 (Echo (ping) request)
Code: 0
Checksum: Oxe4db [correct]
Identifier (BE): 46 (0x002e)
Identifier (LE): 11776 (0x2e00)
Sequence number (BE): 0 (0x0000)
Sequence number (LE): 0 (0x0000)

Data (72 bytes)

0000 00 00 00 00 09 c9 8f 77 ab cd ab cd ab cd ab cd
0010 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd
0020 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd
0030 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd

0040 ab cd ab cd ab cd ab cd

BAETSYybIA—LaAvI4Fal—ar Ha
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Wireshark D% & I
By TF v BLURTE

Data: 0000000009c98f77abcdabcdabcecdabedabcecdabedabedabed. ..
[Length: 72]

Frame 2: 114 bytes on wire (912 bits), 114 bytes captured (912 bits) on interface 0
Interface id: 0

Bl B X v T F v B L UVRT

WROHNE, VA V3L X —T A AXTHTEY A=Y RXy M1 TrIT 74 v 7 BE=HT
5 EER L TOVET,

ATYT1:ROEICAANLCEHEN T 7 4 v 7 T—HTHF Y 7 F ¥ RA bEEHELET,

Device# monitor capture mycap interface GigabitEthernetl/0/3 in
Device# monitor capture mycap match ipv4 any any

Device# monitor capture mycap limit duration 60 packets 50
Device# monitor capture mycap buffer size 100

CPUEHRD FHEZRET 5720, #HIRE L TR BRI v M KO E STV ET,
AFYT2:RDOEITATILTHE YT F ¥ RA» PO EHICERZRSNTWSZ L 2R LET,

Device# show monitor capture mycap parameter
monitor capture mycap interface GigabitEthernetl/0/3 in
monitor capture mycap match ipv4 any any
monitor capture mycap buffer size 100
monitor capture mycap limit packets 50 duration 60

Device# show monitor capture mycap
Status Information for Capture mycap
Target Type:
Interface: GigabitEthernetl/0/3, Direction: in

Status : Inactive
Filter Details:
IPvéd

Source IP: any
Destination IP: any
Protocol: any
Buffer Details:
Buffer Type: LINEAR (default)
Buffer Size (in MB): 100
File Details:
File not associated
Limit Details:
Number of Packets to capture: 50
Packet Capture duration: 60
Packet Size to capture: 0 (no limit)
Packet sampling rate: 0 (no sampling)

AT T3 Fv 7Ty TuAEEBEL, EREAFLLET,

Device# monitor capture mycap start display
Starting the packet display ........ Press Ctrl + Shift + 6 to exit

1 0.000000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0030, seqg=0/0,
ttl=254

2 0.003682 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0030,
seq=1/256, ttl=254

3 0.006586 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0030,
seq=2/512, ttl=254

4 0.008941 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0030,
seq=3/768, ttl=254

5 0.011138 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0030,
seq=4/1024, ttl=254

6 0.014099 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0030,
seq=5/1280, ttl=254

Wl fETSVvbI4—LarT4FaL— 32 A L, Ciscol0S XE33SE (Catalyst3850 X o

F)
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7 0.016868 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0030,
seq=6/1536, ttl=254

8 0.019210 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0030,
seq=7/1792, ttl=254

9 0.024785 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0030,
seq=8/2048, ttl=254

--More--

ATYT4: RODEIICANILT, F¥7TF v R"A LV FEHIBRLET,

Device# no monitor capture mycap

GE)

IR EL THY, ZORHIRIZET D L F v 7 F IZHBIELET 5720, ZORED
F—ATIX, stop 2~ RIZLEHY FHA,

pecap OFEEHERITHER T HHELOFEMICHONWTIE, [ZOMOSEER £/ a 2L T
<TEEWY,
MErEY Y
F¥ T F ¥ RA L FOER, 173—)
Xx T T v RA N RTA—FDOBINETITETE, (223—)
Xy FF ¥ BA L AT A2 ORI, (24 —)
X v 7 F v KAV FOHIER, (26 4—)
XX TFr BA L VT I T4 TERIHET /T4 712D, (283—)
XY 7 TFx KA AN 770707, 31—Y)
Wireshark DR E 714, (16 ~—)
¥ 7TFy KA, @—Y)
PR A K, (5R—2)

Bl - BTy TF v BLURE

| 0L-30686-01-J

WOHNE, 74 N2 Ty bexy Ty T 5 HEEZRLTHNET,

ATYT1:ROEICAN LT, B#EFNT 7 4 v 7 T—BTHF ¥ 7 F v AA L bEERL,
ENE T 7 A AZBEE T £,

Device# monitor capture mycap interface GigabitEthernetl/0/3 in

Device# monitor capture mycap match ipv4 any any

Device# monitor capture mycap limit duration 60 packets 50
Device# monitor capture mycap file location flash:mycap.pcap

ATFYT2  ROEIICANIL TR Y I F v RA VPP EHICERSINTWDLZ & 2R LET,

Device# show monitor capture mycap parameter
monitor capture mycap interface GigabitEthernetl/0/3 in
monitor capture mycap match ipv4 any any
monitor capture mycap file location flash:mycap.pcap
monitor capture mycap limit packets 50 duration 60

Device# show monitor capture mycap

WMETSY b ITr—LarT4FXaL—3a> HA K, Ciscol0S XE3.3SE (Catalyst 3850 X 1 v F)
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CEMRX Yy TFrBLURE

Status Information for Capture mycap
Target Type:
Interface: GigabitEthernetl/0/3, Direction: in

Status : Inactive
Filter Details:
IPv4

Source IP: any
Destination IP: any
Protocol: any
Buffer Details:
Buffer Type: LINEAR (default)
File Details:
Associated file name: flash:mycap.pcap
Limit Details:
Number of Packets to capture: 50
Packet Capture duration: 60
Packet Size to capture: 0 (no limit)
Packet sampling rate: 0 (no sampling)

ATYT3MOEITAD LTy FaBaLET,
Device# monitor capture mycap start

AFYTAROEICAN L TCEITHOL I 2T 0 FE v T F v eHERE2F R LET,

Device# show monitor capture mycap capture-statistics
Capture statistics collected at software:

Capture duration - 15 seconds

Packets received - 40

Packets dropped - 0

Packets oversized - 0

Packets errored - O

Packets sent - 40

Bytes received - 7280

Bytes dropped - 0

Bytes oversized - 0

Bytes errored - 0

Bytes sent - 4560

ATV TS5 o RREROREZIC, WOXICANLTxF Y 7 Fr2EE LET,

Device# monitor capture mycap stop
Capture statistics collected at software (Buffer & Wireshark):
Capture duration - 20 seconds
Packets received - 50
Packets dropped - 0
Packets oversized - 0

A

6= HHWE, BHORIBEZII AT Yy b BT R -BLTCRIZ, v 7T v BEEZ BB
TS b TEET,

mycap.pcap 7 7 A /VIZIE, T T TFx LTy hBREENET,

ATV T RDEICADN L THEILED T AT RE ¥ 7 F ¥ OfeHEmE TR L1,

Device# show monitor capture mycap capture-statistics
Capture statistics collected at software:

Capture duration - 20 seconds

Packets received - 50

Packets dropped - 0O

Packets oversized - 0

Packets errored - 0

Packets sent - 50

Bytes received - 8190

Bytes dropped - 0

Wl fETSVvbI4—LarT4FaL— 32 A L, Ciscol0S XE33SE (Catalyst3850 X o
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Bytes oversized - 0

Bytes errored - 0
Bytes sent - 5130

ATYTT ROEIICAN LTy FERRLET,

Device# show monitor capture file flash:mycap.pcap
Starting the packet display

1 0.000000000 10.
seq=0/0, ttl=254

2 0.002555000 10.
seq=1/256, ttl=254

3 0.006199000 10.
seq=2/512, ttl=254

4 0.009199000 10.
seq=3/768, ttl=254

5 0.011647000 10.
seq=4/1024, ttl=254

6 0.014168000 10.
seq=5/1280, ttl=254

7 0.016737000 10.
seq=6/1536, ttl=254

8 0.019403000 10.
seq=7/1792, ttl=254

9 0.022151000 10.
seq=8/2048, ttl=254

10 0.024722000 10.
seq=9/2304, ttl=254

11 0.026890000 10.
seq=10/2560, ttl=254

12 0.028862000 10.
seq=11/2816, ttl=254

--More--

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

2

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

.10.

.10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

1

1

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

peap OFEFHE WU 9~ D SCOFERNIZ SV T,

<TZEvy,

ATYT8:RDEIITANLT, FX¥TF ¥ R"A L bZHIBRLET,

Device# no monitor capture mycap

BZErEYY
Fx7F v
¥ 7F v
Frv 7Ty
F¥ 7 Iy
F¥7F v
Y7 F v

AV NDER,
KAV N IRTA—=ZDBINETITENR,
KA 2 b RT A= DHIBE,
AV N OHIBR,
RAVNET VT 4 TEINIHET 7T 4 71T 5,
RAY N T7DI7 YT,
Wireshark D&% & /7 1E,
Xy 7 TF v RA b,
Bifgi A b,

(17 =2—%)

(26 =—3)

(16 =—2)
(4 ~—2)
(5 =)

114

114

114

114

114

114

114

114

114

114

114

114

(24 ~—72)

(31 ~=—72)

Echo

Echo

Echo

Echo

Echo

Echo

Echo

Echo

Echo

Echo

Echo

Echo

Bl . B v TF vy BLURE

(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)

(ping)

(22 =—72)

Press Ctrl + Shift + 6 to exit

request
request
request
request
request
request
request
request
request
request
request

request

(28 =—3)

id=0x0031,
id=0x0031,
1d=0x0031,
id=0x0031,
id=0x0031,
1id=0x0031,
id=0x0031,
id=0x0031,
1id=0x0031,
id=0x0031,
id=0x0031,

1id=0x0031,

(ZDoBEER) v a 28R LT
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Bl Ry 7 7DF v TFrDER

Bl: Ny I27DF v TFvDFEH

WRIZ, Ny T77OX ¥y I F ¥ 2T 602" LET,
ATFY T ROEIIICATIL TRy 77 ¥ T F v A7 a L Txy 7 F v By a 2EH

LEY,

Device# monitor capture mycap interface GigabitEthernetl/0/3 in
Device# monitor capture mycap match ipv4 any any

Device# monitor capture mycap buffer circular size 1

Device# monitor capture mycap start

ATVT2: MOEICAN L TCHRY T TFXYRT VT 4T THDINE I DERELET,

Device# show monitor capture mycap
Status Information for Capture mycap

Target Type:
Interface: GigabitEthernetl/0/3, Direction: in
Status : Active
Filter Details:
IPv4
Source IP: any
Destination IP: any
Protocol: any
Buffer Details:
Buffer Type: CIRCULAR
Buffer Size (in MB): 1
File Details:
File not associated
Limit Details:
Number of Packets to capture: 0 (no limit)
Packet Capture duration: 0 (no limit)
Packet Size to capture: 0 (no limit)
Maximum number of packets to capture per second: 1000
Packet sampling rate: 0 (no sampling)

ATFYT3:RDEHIICATILTT VXA LFICHES v 7 F v O BEREERLET,

Device# show monitor capture mycap capture-statistics

Capture statistics collected at software:

Capture duration - 88 seconds
Packets received - 1000
Packets dropped - 0
Packets oversized - 0
Packets errored - O
Packets sent - 1000
Bytes received - 182000
Bytes dropped - 0

Bytes oversized - O
Bytes errored - 0

Bytes sent - 114000

ATYT4: ROLDIICAN L TRy T TF ¥ &F I LET,

Device# monitor capture mycap stop
Capture statistics collected at software (Buffer):
Capture duration - 2185 seconds
Packets received - 51500
Packets dropped - 0
Packets oversized - 0

ATYT 5 RO XA U THEILZ DIEESR ¥ 7' F v OFGHEREZ £ R L E T,

Device# show monitor capture mycap capture-statistics
Capture statistics collected at software:

Capture duration - 156 seconds

Packets received - 2000

Wl fETSVvbI4—LarT4FaL— 32 A L, Ciscol0S XE33SE (Catalyst3850 X o
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Packets
Packets
Packets
Packets

dropped - 0
oversized - 0
errored - 0

sent - 2000
Bytes received - 364000
Bytes dropped - 0
Bytes oversized - 0
Bytes errored - 0
Bytes sent - 228000

B nRyvrroxrIFroER I

ATYT6: ROEICANL TR Y TF¥NT VT 4 T ThHDHMNE I INERELET,

Device# show monitor capture mycap
Status Information for Capture mycap

T

arget Type:

Interface: GigabitEthernetl/0/3,

Status

Inactive

Filter Details:

F

IPv4
Source IP:
Destination

any
IP: any

Protocol: any
Buffer Details:

Buffer Type:
Buffer Size
ile Details:

CIRCULAR
(in MB): 1

File not associated
Limit Details:
Number of Packets to capture:
Packet Capture duration:
Packet Size to capture:
Maximum number of packets to capture per second:

Packet sampling rate:

0

0

(no limit)

0

Direction: in

(no limit)

(no limit)

(no sampling)

1000

ATFYTT ROEICANI L TRy T 7Dy hEFRRLET,

Device# show monitor capture mycap buffer brief
Press Ctrl + Shift +

Starting the packet display

1

0.000000

10.10.10.

seq=40057/31132, ttl=254

2

0.000030

10.10.10

seq=40058/31388, ttl=254

3

0.000052

10.10.10.

seq=40059/31644, ttl=254

4

0.000073

10.10.10.

seq=40060/31900, ttl=254

5

0.000094

10.10.10.

seq=40061/32156, ttl=254

6

0.000115

10.10.10.

seq=40062/32412, ttl=254

7

0.000137

10.10.10.

seq=40063/32668, ttl=254

8

0.000158

10.10.10.

seq=40064/32924, ttl=254

9

0.000179

10.10.10.

seq=40065/33180, ttl=254

10

0.000200

10.10.10.

seq=40066/33436, ttl=254

11

0.000221

10.10.10.

seq=40067/33692, ttl=254

12

0.000243

10.10.10.

seq=40068/33948, ttl=254
--More--

2

.2

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

.10.

.10.

.10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

1

1

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

114

114

114

114

114

114

114

114

114

114

114

114

T RNy T I AT Z EITHER LTS EE N,

Echo

Echo

Echo

Echo

Echo

Echo

Echo

Echo

Echo

Echo

Echo

Echo

6 to exit

(ping) request
(ping) request
(ping) request
(ping) request
(ping) request
(ping) request
(ping) request
(ping) request
(ping) request
(ping) request
(ping) request
(ping) request

id=0x0038,
id=0x0038,
1id=0x0038,
id=0x0038,
id=0x0038,
1id=0x0038,
id=0x0038,
id=0x0038,
1id=0x0038,
id=0x0038,
id=0x0038,

1id=0x0038,
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ATV T8 MMOFRE—FTRTry FERRLET,

Device# show monitor capture mycap buffer detailed
Starting the packet display ........ Press Ctrl + Shift + 6 to exit

Frame 1: 114 bytes on wire (912 bits), 114 bytes captured (912 bits) on interface 0
Interface id: O
Encapsulation type: Ethernet (1)
Arrival Time: Nov 6, 2015 18:10:06.297972000 UTC
[Time shift for this packet: 0.000000000 seconds]
Epoch Time: 1446833406.297972000 seconds
[Time delta from previous captured frame: 0.000000000 seconds]
[Time delta from previous displayed frame: 0.000000000 seconds]
[Time since reference or first frame: 0.000000000 seconds]
Frame Number: 1
Frame Length: 114 bytes (912 bits)
Capture Length: 114 bytes (912 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ip:icmp:data]
Ethernet II, Src: Cisco £3:63:46 (00:el:6d:£3:63:46), Dst: Cisco 31:fl:c6 (00:el:6d:31:fl:c6)

Destination: Cisco 31:fl:c6 (00:el:6d:31:f1:c6)
Address: Cisco 31:fl:c6 (00:el:6d:31:fl:c6)
ceee .00 Lo ool oo. o... = LG bit: Globally unique address (factory default)
e ... 0 Loo. ... ... .... = IG bit: Individual address (unicast)
Source: Cisco £3:63:46 (00:el:6d:£3:63:46)
Address: Cisco £3:63:46 (00:el:6d:£3:63:46)
ceee .00 Lo ools ooo. ..., = LG bit: Globally unigque address (factory default)
e .0 L. ... ... .... = IG bit: Individual address (unicast)
Type: IP (0x0800)
Internet Protocol Version 4, Src: 10.10.10.2 (10.10.10.2), Dst: 10.10.10.1 (10.10.10.1)
Version: 4
Header length: 20 bytes
Differentiated Services Field: 0x00 (DSCP 0x00: Default; ECN: 0x00: Not-ECT (Not
ECN-Capable Transport))
0000 00.. = Differentiated Services Codepoint: Default (0x00)
.... ..00 = Explicit Congestion Notification: Not-ECT (Not ECN-Capable Transport)
(0x00)
Total Length: 100
Identification: Oxabdd (43997)
Flags: 0x00
0... .. Reserved bit: Not set
0. el Don't fragment: Not set
..0. .... = More fragments: Not set
Fragment offset: 0
Time to live: 254
Protocol: ICMP (1)
Header checksum: 0Oxe8a4 [validation disabled]
[Good: False]
[Bad: False]
Source: 10.10.10.2 (10.10.10.2)
Destination: 10.10.10.1 (10.10.10.1)
Internet Control Message Protocol
Type: 8 (Echo (ping) request)
Code: 0
Checksum: 0xa620 [correct]
Identifier (BE): 56 (0x0038)
Identifier (LE): 14336 (0x3800)
Sequence number (BE): 40057 (0x9c79)
Sequence number (LE): 31132 (0x799c)
Data (72 bytes)

0000 00 00 00 00 Ob 15 30 63 ab cd ab cd ab cd ab cd ...... Oc.ovvenn.
0010 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... i,
0020 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ...,
0030 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... oL
0040 ab cd ab cd abcdab cda Lol
Data: 000000000b153063abcdabcdabcdabecdabcdabedabedabed. . .
[Length: 72]

Frame 2: 114 bytes on wire (912 bits), 114 bytes captured (912 bits) on interface 0

Wl fETSVvbI4—LarT4FaL— 32 A L, Ciscol0S XE33SE (Catalyst3850 X o
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Device# show monitor capture mycap buffer dump

Starting the packet display ........ Press Ctrl + Shift + 6 to exit

0000 00 el 6d 31 f1l c6 00 el 6d £3 63 46 08 00 45 00 ..ml....m.cF..E.
0010 00 64 ab dd 00 00 fe 01 e8 a4 0a 0a 0a 02 0Oa Oa R
0020 0Oa 01 08 00 a6 20 00 38 9c 79 00 00 00 00 Ob 15 ..... By

0030 30 63 ab cd ab cd ab cd ab cd ab cd ab cd ab cd 0Ce i,
0040 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... o oL
0050 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ...
0060 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... oL,

0070 ab cd

0000 00 el 6d 31 f1l c6 00 el 6d £3 63 46 08 00 45 00 ..ml....m.cF..E.
0010 00 64 ab de 00 00 fe 01 e8 a3 0a 0a 0a 02 0a Oa R
0020 0Oa 01 08 00 a6 1d 00 38 9c 7a 00 00 00 00 Ob 15 ....... 8.Z. ...

0030 30 65 ab cd ab cd ab cd ab cd ab cd ab cd ab cd Oe.veeneiiinn.,
0040 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... oo
0050 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... oo
0060 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... oL,
0070 ab cd

ATYTO RDODEIICAHNL TRy 7727V T LET,

Device# monitor capture mycap clear

GE) HE Ny T77%27 0795, TONEEEBIINNy 7 7RHIBRENET,
)
GE) Ny 77 ODNREFRRTHULENRS DAL, show 2~ FDO%IZ clear 2~ REETLFE

R

AFYvT10: "I T4 v 7 EFHBAL, I0BFEsTHORDEIICATIL TRy 7y a5y
BFRRLET,

| 0L-30686-01-J

GE)

XX ST XYNT I T 4T EXIT, Ny T 7bshow DFETETHZ LITTEERA, Ny
7705 show ZFATT LHHIIC, F¥ 7 Fr 2F T2 0ERHY E3, Lonl, 774408
KFONRY 77 FE=RFOMFIZBEWNTHF ¥ 7 FXYNT 77T 477 & &I peap 7 7 A /LT show

DFITRTEET, Z7ANVEF—FTE, IXYTTFAYNT 7T 47L&, BUEDF v
Ty tyaryDpeap 77 A/NTHNTy haRTFTLHIELTEET,

Device# monitor capture mycap start
Switch# show monitor capture mycap

Status Information for Capture mycap
Target Type:
Interface: GigabitEthernetl/0/3, Direction: in
Status : Active
Filter Details:
IPv4
Source IP: any
Destination IP: any
Protocol: any
Buffer Details:
Buffer Type: CIRCULAR
Buffer Size (in MB): 1
File Details:

WMETSY b ITr—LarT4FXaL—3a> HA K, Ciscol0S XE3.3SE (Catalyst 3850 X 1 v F)
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File not associated
Limit Details:
Number of Packets to capture: 0 (no limit)
Packet Capture duration: 0 (no limit)
Packet Size to capture: 0 (no limit)

Maximum number of packets to capture per second: 10

Packet sampling rate: 0 (no sampling)

00

Wireshark D% & I

ATYTNN  ROEITADLT, X7y b F ¥y 7F v &2EIEL, Ny 77 DODRREFRRFLE

TO

Device# monitor capture mycap stop
Capture statistics collected at software

Capture duration - 111 seconds
Packets received - 5000
Packets dropped - 0

Packets oversized - 0

(Buffer) :

ATFYVTR:ROEDIECANL TR TFYNT 7T 4 T THLINE I MERELET,

Device# show monitor capture mycap
Status Information for Capture mycap
Target Type:

Interface: GigabitEthernetl/0/3, Direction: in

Status Inactive
Filter Details:
IPvéd

Source IP: any
Destination IP:
Protocol: any
Buffer Details:
Buffer Type: CIRCULAR
Buffer Size (in MB): 1
File Details:
File not associated
Limit Details:
Number of Packets to capture: 0 (no limit)
Packet Capture duration: 0 (no limit)
Packet Size to capture: 0 (no limit)
Maximum number of packets to capture per second:
Packet sampling rate: 0 (no sampling)

any

1000

ATFYVTBROEIICAN LTy T 7Dy FaRRLET,

Device# show monitor capture mycap buffer brief
Starting the packet display

1 0.000000000 10.10.10.2 -> 10.10.10.1 ICMP
seq=0/0, ttl=254

2 0.000030000 10.10.10.2 -> 10.10.10.1 ICMP
seq=1/256, ttl=254

3 0.000051000 10.10.10.2 -> 10.10.10.1 ICMP
seq=2/512, ttl=254

4 0.000072000 10.10.10.2 -> 10.10.10.1 ICMP
seq=3/768, ttl=254

5 0.000093000 10.10.10.2 -> 10.10.10.1 ICMP
seq=4/1024, ttl=254

6 0.000114000 10.10.10.2 -> 10.10.10.1 ICMP
seq=5/1280, ttl=254

7 0.000136000 10.10.10.2 -> 10.10.10.1 ICMP
seq=6/1536, ttl=254

8 0.000157000 10.10.10.2 -> 10.10.10.1 ICMP
seq=7/1792, ttl=254

9 0.000178000 10.10.10.2 -> 10.10.10.1 ICMP
seq=8/2048, ttl=254

10 0.000199000 10.10.10.2 -> 10.10.10.1 ICMP
seq=9/2304, ttl=254

11 0.000220000 10.10.10.2 -> 10.10.10.1 ICMP
seq=10/2560, ttl=254

12 0.000241000 10.10.10.2 -> 10.10.10.1 ICMP

seq=11/2816, ttl=254

114

114

114

114

114

114

114

114

114

114

114

114

Echo

Echo

Echo

Echo

Echo

Echo

Echo

Echo

Echo

Echo

Echo

Echo

(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)

(ping)

Wl fETSVvbI4—LarT4FaL— 32 A L, Ciscol0S XE33SE (Catalyst3850 X o

F)

Press Ctrl + Shift + 6 to exit

request
request
request
request
request
request
request
request
request
request
request

request

1d=0x0039,
id=0x0039,
1d=0x0039,
1d=0x0039,
id=0x0039,
1d=0x0039,
1d=0x0039,
id=0x0039,
1d=0x0039,
1d=0x0039,
id=0x0039,

id=0x0039,
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—--More«

AT 14 RO L HITATI LT, NES flash: storage 7 /31 AN D mycapl.pcap 7 7 A /LT N>
Ty arT Y ERGFLET,

Device# monitor capture mycap export flash:mycap.pcap
Exported Successfully

G¥)

| 0L-30686-01-J

BAEOT I AR— FFIETIE, a~v 2 FE2FEITTBHE, =7 AR— M (BRG] SHET D3,
a—PITa T N ERTEAICIIE T LEEA, T2 T, 77 ALV Tr v hOFEREFELT
T AR, Wireshatk 725 22 Y — LI A v B —UNERINBEDEHFET AMENH Y F 4,

AFYTI5: ROELOICAILT I 7 ANADLF Y T F v Ay haFrLET,

Device#
Starting the packet display ........

show monitor capture file flash:mycap.pcap
Press Ctrl + Shift + 6 to exit

1 0.000000000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=0/0, ttl=254

2 0.000030000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=1/256, ttl=254

3 0.000051000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0039,
seq=2/512, ttl=254

4 0.000072000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=3/768, ttl=254

5 0.000093000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=4/1024, ttl=254

6 0.000114000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0039,
seq=5/1280, ttl=254

7 0.000136000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=6/1536, ttl=254

8 0.000157000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=7/1792, ttl=254

9 0.000178000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0039,
seq=8/2048, ttl=254

10 0.000199000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=9/2304, ttl=254

11 0.000220000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=10/2560, ttl=254

12 0.000241000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0039,

seq=11/2816, ttl=254

--More--

ATYFT16: ROLIICASNLT, F¥7F v FA U FEHIBRLET,

Device# no monitor capture mycap

EENEYD

XX TFx KA ROER, (172
¥y TF v BA L b RTA=ZOBNERIIERE, (223—)
FX 7T v BA Y b ARNTA=ZOHIRR, (24 ~—)

X¥ 7 F ¥ KA FOHIER, (26 2—)

XX ST RA L NEeT VT4 TERIBIET 7T 4 TICT D,
FYTFX RAL N RNy T 707 V7T,
Wireshark D&% E ik, (16 ~—)

(28 ~—72)

(31 =—2)

WMETSY b ITr—LarT4FXaL—3a> HA K, Ciscol0S XE3.3SE (Catalyst 3850 X 1 v F)
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Xy T Fyv KA b, (4—=)
B A vk, (53—2)

Bl N TFr Y3

Device# monitor capture mycap start display display-filter "stp"
0.000000 20:37:06:c£:08:b6 -> 01:80:c2:00:00:00 STP Conf. Root =
Cost = 0 Port = 0x8136
2.000992 20:37:06:cf:08:b6
Cost = 0 Port = 0x8136
2.981996 20:37:06:cf:08:b6 -> 20:37:06:cf:08:b6 LOOP Reply
4.000992 20:37:06:cf:08:b6 -=> 01:80:c2:00:00:00 STP Conf. Root =
Cost = 0 Port = 0x8136
6.000000 20:37:06:cf:08:b6 ->
Cost = 0 Port = 0x8136
7.998001 20:37:06:cf£:08:b6 —>
Cost = 0 Port = 0x8136
9.998001 20:37:06:c£:08:b6
Cost = 0 Port = 0x8136

Capture test is not active Failed to Initiate Wireshark

Device# show monitor capture mycap parameter

monitor capture mycap control-plane both

monitor capture mycap match any

monitor capture mycap file location flash:mycapl.l buffer-siz
monitor capture mycap limit duration 10

-> 01:80:c2:00:00:00 STP Conf. Root =

01:80:c2:00:00:00 STP Conf. Root =

01:80:¢c2:00:00:00 STP Conf. Root =

-> 01:80:¢c2:00:00:00 STP Conf. Root =

Device# no monitor capture mycap file

Device# monitor capture mycap start display display-filter "udp.
Please associate capture file/buffer

Unable to activate Capture.

Device# monitor capture mycap start display display-filter "udp.
Please associate capture file/buffer
Unable to activate Capture.

Device# monitor capture mycap start display detailed
Please associate capture file/buffer
Unable to activate Capture.

EErEYD

Xy 7T ¥ BA L hOEE, (17 %—)

XX TT ¥ KA L R RTA—FOBMEITEE, (22 2—)
XY T F ¥ BA L b RTA=ZOYIR, (24 2—)
Xy I F v BA L FOHIER (26 2—)

XX TTFY KA DT I T4 7 EEFHT 7T 40 71235, (
XX TF¥ KA RN 770207, (31 2—2)

Wireshark DF%E 51, (16 X—)
FXY7TFy KA, @R—=)

B A vk, (5=

Wl fETSVvbI4—LarT4FaL— 32 A L, Ciscol0S XE33SE (Catalyst3850 X o
F)

Wireshark D& E

32768/100/20

32768/100/20:

32768/100/20
32768/100/20
32768/100/20

32768/100/20

e 90

port

port

28 RX—)

:37:

37:

:37:

:37:

:37:

:37:

20002"

20002"

06:

06:

06:

06:

06:

06:

ce:

ce:

ce

ce:

ce:

ce:

dump

f0

£0

: £0

f0

f0

£0

: 80

: 80

: 80

: 80

: 80

: 80
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Bl A RFYTE—FODXFY TF¥BLUVERF

ZITHEH, U TNEA LD T T4 w0 FxTFx L, ~"rybaenuy 7 27y 7 E— T
52 LTHIZRLTWET,

Y

Oy ATy T E—RKDFv TFrBLUVRE

G¥)

WA L T2 &0y,

%7 Fr L MIRHIO 1S DRBIET 280 56h ) £, TRASE. BEEL TR
T4 v R T T kv Y s A 15 B

AT T ROIHIICADLTC, BE NI 74 v 7 T—HT DXy T F v RA LV MEEFRL,
TiE 7 7 A WZEEEM T £,

monitor
monitor
monitor
monitor

Device#
Device#
Device#
Device#

capture
capture
capture
capture

mycap interface GigabitEthernetl/0/1 in

mycap match ipv4 any any

mycap limit duration 60 packets 100

mycap file location flash:mycap.pcap buffer-size 64

| 0L-30686-01-J

ATFY T2 RDEICANLTEFEY T F ¥ RA L PREHRICERZSNTNWDZ L MR LET,

Device# show monitor capture mycap parameter
monitor capture mycap interface GigabitEthernetl/0/1

in

monitor capture mycap file location flash:mycap.pcap buffer-size 64

monitor capture mycap limit packets 100 duration 60
Device# show monitor capture mycap

Status Information for Capture mycap
Target Type:
Interface: GigabitEthernetl/0/1,
Status Inactive
Filter Details:
Filter not attached
Buffer Details:
Buffer Type: LINEAR
File Details:
Associated file name:
Size of buffer(in MB) :
Limit Details:
Number of Packets to capture:
Packet Capture duration: 60
Packet Size to capture: 0 (no limit)
Packets per second: 0 (no limit)
Packet sampling rate: 0 (no sampling)

ATY T3 ROEIITAT LTy MEBBL £,

Device# monitor capture mycap start
A file by the same capture file name already exists,
Turning on lock-step mode

Direction: in

(default)

flash:mycap.pcap
64

100

Device#
*Oct 14 09:35:32.661:

ATFYT4: ROEHIICASTL TNy FERRLET,

Device# show monitor capture file flash:mycap.pcap
Starting the packet display Press Ctrl + Shift

overwrite?[confirm]

$BUFCAP-6-ENABLE: Capture Point mycap enabled.

+ 6 to exit

WMETIybI+r—LarT4FaL— a2 HA K., CiscolOS XE 3.3SE

0.000000 10.1.1.30 -> 20.1.1.2 UDP Source port: 20001 Destination port:
1.000000 10.1.1.31 -> 20.1.1.2 UDP Source port: 20001 Destination port:
2.000000 10.1.1.32 -> 20.1.1.2 UDP Source port: 20001 Destination port:
3.000000 10.1.1.33 -> 20.1.1.2 UDP Source port: 20001 Destination port:
4.000000 10.1.1.34 -> 20.1.1.2 UDP Source port: 20001 Destination port:
5.000000 10.1.1.35 -> 20.1.1.2 UDP Source port: 20001 Destination port:
6.000000 10.1.1.36 => 20.1.1.2 UDP Source port: 20001 Destination port:

20002
20002
20002
20002
20002
20002
20002

(Catalyst 3850 X o v F)
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Bl - HAMD/r Y FOBBEEX Y TF Y L URE

7.000000 10.1.1.37 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
8.000000 10.1.1.38 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
9.000000 10.1.1.39 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002

ARTYTS5: MOEHICANLTH Yy 7T v A1 hEHIBRLET,
Device# no monitor capture mycap
EErEY Y
Xy 7F v KAV bOERE, (174—)
X T TFx KA NIRRT A—FOBIMNETITEE, 223—)
X¥ T Fx KA b RTA=ZOHIBR, (24 X—)
X v 7Ty KA FOHIBR, (26 4—)
XY T T KAV VT VT 4T EREBHRT 7T 471255, (283—)
FYTFXY KA RN 7707 )T, (31 X—=Y)
Wireshark O E L, (16 ~X—)
Xv7F v KAV b, (43=)
PEgiARA K, (58—=Y)

Bl HAR®D/N Ty FOBELXYy TFv L URE

ROBNT, 74 N2 Ty Faedy T TF v 355 EEZRLTVET,

ATYT1:ROEIICANLT, B#E NI 7 4 v 7 T—EHTHIXFY 7T v "M bEEFRL,

TN% 7 7 A MTEEM T £,

Device# monitor capture mycap interface Gigabit 1/0/1 out match ipv4 any any
Device# monitor capture mycap limit duration 60 packets 100
Device# monitor capture mycap file location flash:mycap.pcap buffer-size 90

ATYT2ROESCANLTHEF Y T F ¥ AV PR ERICERINTWD Z L AR LET,

Device# show monitor capture mycap parameter
monitor capture mycap interface GigabitEthernetl/0/1 out
monitor capture mycap match ipv4 any any
monitor capture mycap file location flash:mycap.pcap buffer-size 90
monitor capture mycap limit packets 100 duration 60

Device# show monitor capture mycap
Status Information for Capture mycap

Target Type:
Interface: GigabitEthernetl/0/1, Direction: out

Status : Inactive
Filter Details:
IPv4

Source IP: any
Destination IP: any
Protocol: any
Buffer Details:
Buffer Type: LINEAR (default)
File Details:
Associated file name: flash:mycap.pcap
Size of buffer(in MB): 90
Limit Details:
Number of Packets to capture: 100

Wl fETSVvbI4—LarT4FaL— 32 A L, Ciscol0S XE33SE (Catalyst3850 X o
F)
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Packet Capture duration: 60

Packet Size to capture: 0 (no limit)
Packets per second: 0 (no limit)
Packet sampling rate: 0 (no sampling)

ATFYT3 ROEITANI LTy FEBBLET,

Device# monitor capture mycap start
A file by the same capture file name already exists, overwrite?[confirm]
Turning on lock-step mode

Device#
*Oct 14 09:35:32.661: SBUFCAP-6-ENABLE: Capture Point mycap enabled.

A

6= R OB E 71T Ty B B PR —E LIRS, vy 7 TF v B2 BB RS ET
KTESV, HANZRD A v =V REREINTEHEE, F¥ 7 FrLHMELEL TS 2 L%
HEWRLET,

*Oct 14 09:36:34.632: %BUFCAP-6-DISABLE ASYNC: Capture Point mycap disabled. Rea
son : Wireshark Session Ended

mycap.pcap 7 7 A MIIE, F¥ T F ¥ LioXTry ERgENRET,

ATYT4: ROEIICAT LTy hERRLET,

Device# show monitor capture file flash:mycap.pcap

Starting the packet display ........ Press Ctrl + Shift + 6 to exit
0.000000 10.1.1.30 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
1.000000 10.1.1.31 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
2.000000 10.1.1.32 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
3.000000 10.1.1.33 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
4.000000 10.1.1.34 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
5.000000 10.1.1.35 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
6.000000 10.1.1.36 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
7.000000 10.1.1.37 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
8.000000 10.1.1.38 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
9.000000 10.1.1.39 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002

ATFYTS5: RDEIICASTILTHE Yy 7F v "1 FEHIBRLET,

Device# no monitor capture mycap

EErEY Y
Xy 7 F v KAV FOERE, (172—)
XX 7T ¥ KA L b RXTA—FOBMEITEE, (22 2—)
F¥ 7T ¥ RA L b RNTA—ZOHIR, (24 X—)
Xy 7Ty KAV FOHIBR, (26 4—)
X FFX BA LV VT I T4 TERHET 7T 4 72T 5, (2884—)
XY TFx¥ RAL N RNy 7707 U7, (31 —)
Wireshark O E 715, (16 ~—)
X¥ I F¥ RA b, G—)
PR A b, (58—Y)

WMETSY b ITr—LarT4FXaL—3a> HA K, Ciscol0S XE3.3SE (Catalyst 3850 X 1 v F)
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ZTDDSEERH
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WESHL T IEE N,

[Display Filter Reference.]

IS5—Ayte—YT7a—4

&5t BA Link

TOVY—ZADI AT A TT— A vb—% | https://www.cisco.com/cgi-bin/Support/Errordecoder/
WELMRIRT B120ic, 27— A yg—y 5 | indexcgl
A=Y —LVEHEHLET,

BRES LU RFC

Z 4 /RFC Title

7L -
MIB

MIB MB®D! >y

ARY Y —=ATHAKR— 5T TD MIB BIRLTZT Ty b 74—, CiscolOS U U —

A, BXOT7 4—F % vy MBI 5 MIB %
RLTH Y — T 512, RO URL IZH
% Cisco MIB Locator Z{# ] L £,

http://www.cisco.com/go/mibs

Wl fETSVvbI4—LarT4FaL— 32 A L, Ciscol0S XE33SE (Catalyst3850 X o
F)
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https://www.cisco.com/cgi-bin/Support/Errordecoder/index.cgi
http://www.cisco.com/go/mibs
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SRADTY ZHIL YR—F

WireShark D REBEE & 153k .

Bl

Link

VAaDYR— bk Web A FTIE, vAaD
AT 7 /Y —IClT L R T T a—
T A UTICEBRL TR TA L9, vw==
TNARY =NV EILDETLEERA T A
VY —=2%&#MEL TWET,
BHENORGOYEF 2 U7 ¢ HFERCEINE R A
AFT5H720IZ, Cisco Notification Service (Field
Notice 7> 7 7 = &) | Cisco Technical Services

Newsletter, Really Simple Syndication (RSS)
74— R EOZFE—ERITMATE ET,

VAaADYR— bk Web YA FDY— W7 s
T 294 BEL. Cisco.com D—H ID B LU/
AT — RBRMLIETT,

http://www.cisco.com/support

EENEY D

Filters, (6 ~X—2)

WireShark DH#EEEFEE & 1B R

| 0L-30686-01-J

IJ IJ—Z

LENE

Cisco IOS XE 3.3SE

ZOMBENEAINE LT,

BAETSYybrIA—LavI4FXal—YarvH

4 K. Cisco10S XE 3.3SE (Catalyst 3850 X A v F)
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. WireShark D% #EEFE & 1R
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