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Switch (config)# access-list 102 permit tcp any host 10.1.1.1 eq smtp
Switch (config)# access-list 102 deny tcp any host 10.1.1.2 eq telnet
Switch (config)# access-list 102 permit tcp any host 10.1.1.2

Switch (config) # access-list 102 deny tcp any any
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RTCOAA »FTiE, HRPVUEEIN, "N—RU=T RN 7a s I L53NFET,

TIOT47 A4 YFELUV ACL DH#EEE
TIT 47 AA v FIZEY | KO ACLEERENFATSNE T,
* ACL AU MR S, fEEBBAT X TORAZ v 7 AUANTEEINET,
*ACLEHIZ, A Z v ZIZMALTWETRTOAL v FICEUE S NET,
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IPva ACL DEEE
g pvacL suitEiPaact [l

c (&2, =R T U —ANRNWRE) (OB T, Y7 b7l
LoT Ry FREEENDIVENDDES. ACLEZ Ny MIERABICOR, 77T 47
AA T LTy FBIREINLET,

*FDN— KU =T IL, W+ A ACLIHFHR TV v /I A ENET,

AR A INE X ACL DHEEE
AH 7 ALY RO ACL EREEDNFEI TSN E T,
CRAB T AUNTIE, TIT 47 AA v F NS ACLITEREZZEL, "—Fv=T7Rn7a s
TAEINET,
AR U, AL v F L LTRESINTIEAZ T AVNNT IT 4T AA v FRRLIZA
RUNNDT VT 47 A v THERER FATL £ T,

TI9T47 R4 yTFDEEFES IV ACL
TITF AT ERBZNADEITFDAAL v FIZACLTERNHV ET., TV T 47 AA v FICfEE
DRAETDHE, AZUANADPEEESEMEET, LT I7T7 47T AL v TFIZLY, §TO
AR 7 A= ACL IEBRNBME SNFE T,

2 IPv4 ACL & & U'i5E IPv4 ACL

T T, IPACLICHOWTEHBALE T,
ACLIE, FFrl&tE LR RUEDIAFFF T oNTZEEY T, A v FiL, 77&8A U A MNNDSE
a1 OFTOW, Xy haT A NLET, N B LEFFIZL ST, AL v TF R Try
MEZ T ANDEET PRI ESINE T, A v FIE BT 2HMDOSEMN Roh > T hF
TRy "OTANEEIET D120, FHOIEFPEEREWRERFDLE T, —HT 254020
BE. AA v FIINry bEESLET,
OV 7 b xTiE, IPVAIZDOWTIROD ACL (7718 A VAR ZYAR—KLET,

CHEEMEIP 7T /A U R NTIXL, BEBMEICEE LT NLAEZEHALET,

CPEIRIP 77 A UARTIE, BEBRIEICEFEITT FLA LT FLAZfA L, EET
T han A TEREEH L THIEO DM Z2mo 5 28 b TS ET,

IPV4ACL R A v F THHR— I TULVELVBEEE
ZDAA v F TIPVAACL 23X T T 5 FIE L, o Cisco A A v F RN —% TIP v4ACL 23R TET
HFNEEFECTY,
CAF O ACL BB OMEREIZ Y R — F SN TWVER A,

*JEIP 71 h =/l ACL

CiscolOSXE ') J—R3ISEt¥Xa!T, a2V T4F¥aL—>3 > HA F (Catalyst3850 X o v F)
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B =% PuACL £ & U3 IPvA ACL

‘IPTATT 4T

*FHACL B LIUX ATy 7 ACLITHHR—FENTWEREA,

TOER A MES

IPdACL DBE |

ACL BT 27 OIEHTHEF X, (ERTH57 78X VA NDX A TE2FRLET,
WDO—EIZ, T7I7BA VA NEBSLIETAHT 782 VAN ZATHFHT, ZOZXA vFTY

R=FESNTVLINEIDERLET, ZOAL vFIL,

A VAR (1~199 BLTN1300 ~2699) #HHR—FLET,

R1: 79X YR EE

IPVAFEHET 72 A VA B L OYEET

TOER YR ES 47 YHR—tHY
1~99 IPHEHET 72 U R K Ho
100 ~ 199 IPILIET 722 U A b Ho
200 ~ 299 T hal A Ta— T X AL 7L
300 ~ 399 DECnet 7 7 & A U A k 7L
400 ~ 499 XNS fZE#ET 72 A U A K L
500 ~ 599 XNS $EET 72 A U A K L
600 ~ 699 AppleTalk 77 & % U & b L
700 ~ 799 48E Y FMACT RLZA T ZEA U Z| L
800 ~ 899 IPX BEHET 722 Y A K 7L
900 ~ 999 IPX L3R 7 7 A U A K 7L
1000 ~ 1099 IPXSAP 77 & A U Z |k L
1100 ~ 1199 JEE48 By RMACH~ U —T7T LA T 7RV |72l
Z b
1200 ~ 1299 IPXH~VU—T7 FLZATZ7ERA YL L
1300 ~ 1999 IPAEAET 72 A U A N (BEIRHPH) Ho
2000 ~ 2699 IPYEEET 72 A U A b (YRoREHPH) HY

i CiscolOSXE!!Y—R3ISEtFal)Ts AT Fal—3> AL (Catalyst3850 XA = F)
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g pvacL suitEiPaact [l

Tt EHENE ACL B L OE BT EHEE ACL Iz, AR — N ENDEF &M L CLRIfT &
#E ACL 35 KL U4 Hifh & PKik ACL HERCT& £7°, M IP ACL O£ RTIEL 1 ~ 99 T, $L5E IP ACL
DARNEL 100 ~ 199 TH, F5fTZ U A Moo ICAFIFTE ACLEZHEHATHZ Li2iE, =~ F
U ZERNCHIBRCTED EWVWIHIFIENH Y 97,

BE T E1FZE IPv4 ACL

ACL Z1ERT % & Z12id. ACLORKBIZT 7 4 /v h CTHEER 2 deny A7 — k A > h MBI S H,
ACL DDV ICEIET HECT—EHTIFRUERRONE o3 _XToOry M EhD Z
CICEBELTLES Y, BT 7182 VA RNTE, BEfTSRZIPHAA N T KA ACL OfF
ENDL~Y AT BT DHE, 00003~ A7 ERAAINET,

AA v FIE, host —ERUENH LT b U L& don't care < A7 0.0.0.0 ZE&te—ES&MNH DT
MUNYU R MOEEIZEBEI L, 0 LSND don't care ~ A7 Z&Giem L R X0 BREICET S XD
(2, BT 7 A U A MDIEFZEXHZET, TORD, showa~ 2 ROHIRea 7 4 ¥ =
L—2ay 7740 TR, ACERXT L ANINIZEBY OIEF CREINERE A,

VERR U722 B S HEAEIPv4 ACL % VLAN, uiREHR, FloidA v ¥ —7 oA AZH#EHATE £7,

B S+ S Hi5k IPv4 ACL

FEHE ACL TIFPRAICEE LT RV AT 2 LE 928, Pk ACL Tid, BEBIEICEE LT
RUR LT RUAEMATE, EETT e oL X4 FEREMHH L THIEO X O/ S %
DI ENTEET, BSEIET 72 A U A MDACE Z1ET 5 & 121X, 1Esk L7-ACE
NYARNORBIZEMEND Z LICHEBELTLLEEN, FHf& U ARNTIE, ACEDIEFZAERE
L7720, VA MNOEEDBATICK LT ACE ZBMEITHIBRLEZY TEEHA,

ZDAAL TR, FAFIvIERRITLI VT T IRV A MR- LTWEEA, F
7o. XA 7 A7 H—EA (ToS) @ minimize-monetary-cost £ MNMIHD 7 42 Y 7 {4
A—hLTWEHA,

—HOTE F AR, FEONTA—ZR0F—TU— FbEH S ET,

JELIETCP, UDP., ICMP. IGMP., F7-I13ZFDMODOIPACLEZ EHRTEXE T, £/-. ZDOAAL vFIiT
heoIP Fu harzdR— s LET,

| oL-30243-01-J

GE)

ICMP~a— i E 7 4 v Z ) T TExFERA, MOICMP 2— RERITZ A 71X, 7 XT7 ¢
NE Y T TEET,

INHLOIP7r harpngR—bInET,
* i~y X — 71 k2L (ahp)
CHEESA A m— R (esp)
* Enhanced Interior Gateway Routing Protocol (eigrp)

CKFRL—T 4 7 T 7' (gre)

CiscolOSXE ) ) —R3SEEFa T4 2 TsFal—L 3> 4K (Catalyst3850 X1 v F) i



IPi4ACL DBE |
B =% PuACL £ & U3 IPvA ACL

A=y Ml A »E—Y 71 h=3b (iemp)
A=y N INV—TEE T 2L (igmp)
*TRTONEH T v = (ip)
*IPinIP >V 7 (ipinip)

* KA9QNOS A 1P overIP k> % U > 7 (nos)

* Open Shortest Path First L' —7 ¢ > 7" (ospf)

¢ A m— REMZ 7 F = (pep)

7 bRl L F ¢ A b (pim)
AnEHE 7 a k2L (tep)

*o2—F F—H /55 7a kAL (udp)

ZAiIft Z IPv4 ACL

IPVAACL Zi#%il 9 2 FB L LT, BETIEHRSEHFEORA N 7 (41 ZEHTEET, 4
AiffE ACL i3 25L, V=% L TCEBMNET 78X VA NDHELIVEZDIPVE T 7 A
VARNERETEET, 77ERA VA MNOM#ATEL L TARZEATLEAOE—RLa~v
RIESCE, FEE2MHT258 L1320 RRVET, 2L IPT 78R VR NEHEHT LT
THOavy RELARMET 72X VA NCTHEHATE 2D TIEHY FHA,

G¥) FEAE ACL F 72 13453E ACL IR ET D40 0NE. 778 A UAMBEDOYR— KN DHMEN

DEZFIZTHIEHTEET, EEIPACLOAHNILI~99 T, . BN X FORDYIC
AHIMTE ACL 242 2 Li2id, = P U ZERNCHIBRTE D LW ORIENRH Y £,

AR E ACL 2R ET 5 & T2, ROFEFFHICHELTIZE,

— B E

*F7-. HEfrE ACL b T& £,
s JEE ACL & ¥E3E ACL IC[R CA4RNIER T 8 A,
* VLAN~ v 1213, HE%HEACL 72 13EACL (&R X £-13% 511 %) 2T £7,

ACLOF¥>5

BEHETP 7 78 A URA M Lo THFATERITEGR SN Ty MCBET A7 A ve—U0R, X
AYFOIT7 MY =2TIZH>TERRINET, DFEV, ACL & —ET D57y EBRboTgH
WX, FO7y MCET e @A v —U N ary V= WZEEENE T, a3 Y —VITHER
ENDHAYE—VD LU,

syslog A v &— % HT 5 loggingconsole 2~ & N CEH I L E
D

i CiscolOSXE!!Y—R3ISEtFal)Ts AT Fal—3> AL (Catalyst3850 XA = F)
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A

Nn—EyrrssvvIrozrizsspacionE i

G¥)

N—T A TFN— KU =TT, aXo 737 My =T7T CEITESNET, LzRn-T, log
X —U— REETiF (permit) F7213467 (deny) ACE & —ET2%/37r v NBREHAFET D
e, Y7 b =T 3= R = 7 OUBLEE IEVWD ZERTE RN, —Fo 7y
MIrX o 7 ENR2WEERH Y 7,

ACLZJE) LW Dy BMZOWTIE, B2 A v —U RN ICFRRENE TN, T
DRy MZOWTIEL, S MOISERMRE L T bR REFnF - 7anEd, no Ay
=T 7R Y A NES, Ty ORI EITERICEAT RN, X7y OEEILIP
T RUVA, BIOEAIO S MR E 3BT SNZRE L0 T Yy NI REINET,

G¥)

AX T Ay —URETE TR TERWGE, 72131 BRUNICLET 2088 5 51
X7 Avb—UREES LA, e X TRETCIIeX S A=Y Ny hO—%
Fay7FT52ER8BVET, ZOMECLST, BX 7 Ty EMRETETOL—F B
TovaTHIlEEREMLET, TO7D, EY—A, TI7ERA VAN KT 55D
EfEREHRIRE LTaXr Va2 Len T2 an,

AX—hkOxyy

x4/%fxv~bn%/7w4x~7wf%@ Aw—hF BX T THRESI N ACL N LA
Y24 —T7 x4 A (F—FACL) | Uéf%hfw B ACLIZHE » TS £ 721320
XNy K ORNE L NetFlow W% WICHEEENET,

N—FRI7EELVYV T O 7IZ& % IPACL DINE

A

ACL BRI N— R =7 CHEITEINE T, N— RV =7 TACL OFRELZRGFT DHEBBRET
bE. FOALE—T2A A LEOTXTONNTFy bRy LET,

G¥)

| oL-30243-01-J

AA v FFEFFAT T AN—=DY I —ARENRKTHN— R = T7IZACL ZRE T2
WA, WEBEZITHDE, AL v TFICERBLIEEY VLANWND N7 7 4 v 77217 TT,

JL—2% ACL OEETE, IROGEIZ/NT v 8B CPUILERESNDZ XD 7,

‘log ¥— 7V — N&HT 5,

*ICMP BIEEARFER v E— V24K T 5,
show ip access-lists £/ EXEC 2~ F& AN L72HE. rInds—Hr vy Malx, »~—F
T T TCT 7 RARGFE SNy MIgEnEREA, ALy TF R X7y MBI UOL—T v K

27y MZBAT 5 y— KU =7 D ACL O AR 72 FHE H 2 BS54 1L, show platform acl
counters hardware 54 EXEC =i~ > FaEH L £,

JL—4 ACL Of§EEILZ. kD LB T,
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IPVAACL DEE |
B v~y JoBREROTESE

* IR ACL B LML ACL (ANB L)) OFFAIT 72 a Wi 7 7 v araen—FR
D7 THIEIL, 778X arte—notXa VT 0 b LET,

* ip unreachables 737 4 Z—7 VDL log ZHE LW E, X =2 U T 4 ACL @D deny A
T—hAURE—HT LT == Ry =TI CLoTRryFInNET, FAAAT— KA
YhE—ETLT7u—E A=Y =T TAAS v F T ERET,

*/L—% ACL ® ACE (Zlog ¥ — VU — RZBINT 5L, 7y hoa e —)3 CPUIZEE S,
BX U TEFPIToNET, ACERFFAIAT — AV FOGAES, Ty MINn—Rou =7
TAA v TF U ITBLON—T 4 T ENET,

VLAN ¥ v TR ERFDTEEIE

VLAN ¥ v 7%, VLANNTZ 4 V& U o 7% flilld 5ME— D57 Td, VLAN ~ > ZIZiEHm
DIRENRH Y £¥ A, VLAN Yy 7R LT, FFEOH MDD N T 7 4 v 77 4 NE ) T
DI, FEDOREICETITSEAET RUAREE S ACL BT 5 %% H Y £9, VLAN
< v THIZEY Ry b XA (IP £721X MAC) (ZxT 5 match B)23H 554, 7 74/ T
X, v~ v 7RO EO= ML —H LWy NI Ry 7FanEd, gd4 X7y h ¥4~
W2k % match 2~ RBZRWGE, 7740 R Tk, NTry BRI ET,

RI%, VLAN ~ > 7R EDOFEFHTT,

A H—T 2 A ATITI T 4 v 7 EHEETHLIICERESINT ACL 372<, VLAN~< v~
DRESNTHARWEE, T _XTDO T 74 v 7 0NHFJEINET,

*AVLAN~ v FiI—HEOxT > M) THERINET, VLAN vy 7oz ) OJEFITEET
T, AA v FITHERF L=y ME, VLAN v 7OBRYIOT L VI LTT A FENE
T, LA, VLANY Yy 7OZOEZIRESNTT 7 v a VR EfTSnNET, —
B Lo BE. 7y MIvy 7HORO= PV IZKLTT A a1,
CUNTy N A AT (IP £T2IEMAC) 1ZxF9 % match A)J723 VLAN < > 712 1 D FE 72 1365k
HDHHAETH, 27y FRZENSO match A —E L7RWEES, T 74/ M T3 or v bR
Fay7ShEd, %437y b XA 72k % match A)23 VLAN < v TIZ 2 WA, 7
T AN N TIE Ny MR ERESIVET,

*VLAN v v 70X 73 R— S THERA,

LAV 2A U HA =T A RACHWAEINEZIP T 77X VA MEIEZMACT 7 A U RNA
A4 vFITHoT, A—FMNET S VLANIZ VLAN =~ v 7&2EHT 5854, A— b ACL 2°
VLAN < » AT L5,

*N— RU = T7ICVLANY v 7OREZE N TERWIGEIEL. £OVLANHNDO TR TDO/NT
R Fry 7 LET,

VLAN ¥ v J & JL—% ACL

TV TEINTE T T4 BIONN—TFT 4 T XN T 7 4 7 OMBFIZLTT 7
A3y ha—)L&E{TH1Z1E, VLAN~ v 72 HM T 52, E7213—% ACL & VLAN~ v~

CiscolOSXE ) !)—RX3SEtFal)T4 AT 4F¥aL—3> H4 K (Catalyst3850 X o1 v F)
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vian< v 7eEr—42Ack

TEREAEPETHERALEYT, AHWEHAmMFDONL—FT v RVLANA v Z—7 = A A T/L—H
ACLEZEHFRLTZY, TV P T ENTENT T4 v I DT 7R E 2y hr—/L T 5 VLANT v
TEEZRLIED TEET,

Ny b 7a—28 ACL N VLAN ¥ > 7 ®D deny A7 — K A > b —F LA, L—% ACL O
BREICERERLS, Ny b 7e— RSN ET,

GE) JL—% ACL % VLAN v v 7 LlAEDETHAL, —% ACL TORX U JENELT S
sy RIS VLAN = » P TTHE SINTZGEE., 2oy MIuefXr7a3nEdi,

LRy N AT (IPEZIEMAC) 28T 5 match M) VLAN < » FIZH D HETH, 7y
FRZEDH A T LR WGAE, T 74V FTIEIry bR Ry 7ENEd, VLAN~ v
WIZ match A28 72 <, 772 a U NMREESN TV ARWEAS, EOVLAN~y 7 = b &t —3
LWy MEfsE S E T,

VLAN %Y 7&J)L—4 ACL DR ERDIEEIE

CICEHEEN-EEFHEIT, LV —#% ACLEB XN VLAN v v 7% [F U VLAN ECEHAT 20
NHHJRECHEHAEINET, V—% ACLBLUVLAN v~ v 7% 8702 VLAN IZEID ¥ THRE
2k, T o0FEEFRITEH S EE A,

N—4 ACLB L UNVLAN < » 7 %[E U VLAN|[ZERET D2 HE R H H5E1E. /+—% ACL & VLAN
<y 7OMFOFREIZE L, 22 CHATIEEFHEIZIES> TLEEN,

*VLANA VX —7 = A A EO%&FIH (ANBLOH ) IZVLAN< v~ 73 L 0UL— & O ACL
Z1OTOIRYVBRETCEET,

CHEERFRED . T RTCHOL NI DT 7 v a VRE—T, REOT 73V T 7 g U 2Fn0n
KRtOE AT ERDIIICACLERBRLET, KOWTAPLOEAEMFH LT, ACL 2352
wLET,

permit... permit... permit... deny ip any any
EQ el s
deny... deny... deny... permit ip any any

*ACLINTEHOT 7 ay G, R 2EHETIHEEIT. TNEThoT s ar ¥4
TEFEELDT, =2 NUEREHFRLUET,

*ACLINIZ LA VA4TEREZIBELRNWTLIES N, LA YA4EREZBINTSE, AT o2
M2 0 £9, ACLOT 4 vZ U 7R, full-flow (EFETLIP T KL A, 365 1P T R
VA, Zabanr BLOTr haviR—) TR IPT LR GEEIEBI0%%) 12
EONWTITON A1, Rl a RN E O ET, AlRERIRY | IPT FL R(Zlddont
care ¥y FEEH LT 7ZEW0,

IPACE & L A ¥ 4 [ % & ¢ TCP/UDP/ICMP ACE 723 /7 & & ACL WICTE(E L., full-flow

FT— REIEETDIVNERNHD L EIE, VA TY4ACEZ Y A MORRBICEELET, ZO%H
RBLIPT RLVRZESS NI T4 w7 DT7 4 NF ) U TREREINET,

CiscolOSXE ') J—R3ISEt¥Xa!T, a2V T4F¥aL—>3 > HA F (Catalyst3850 X o v F)
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B AcLosmas

IPdACL DBE |

ACL o R RA 0

MY

time-range 7/ 01—/ N)L T 4 X al— gy avwy FEHATHZ 2L - T, BB L O
FICEASWTHRRACL 2 IRICE ] CE £, £, RFRHEMHOARTZER L. £ ORRHiH
WORZIB OB EITA ZRELET, RIZ, ACLZEH L T7 78X Y X MIHIREZ
ET D& MR A A LET, FEMEEHAAER T2 & ACLOFFRI AT — h A NEIX
HEAT— M A FoOFRHIE FEEHMNOEERR 2 E) 2ERTEET, time-range ¥ —
U— FELOGIHEIZ OV TIE, 4Rt E B L OE S E LR ACL # A7 OREBMLTLLEE
A

R 2§ 2 W < O DR S 2 RITR LE T,

T r—variEDYY—2 IPT RLVALSRAIZ DT, BILXOKR— FEE T
~NOL—Y T IR % LY B ERITES TEET,

cn g Ayvb—UERFETEES, ACL- Y M) 2L CTHEDORKZNZE L ThOH T
T4 HuX T TELED, E—IERICAERINDZEOa 72T L7e2< T, f§
BT 72 ABERTEET,

B N—2DT7 7 A U A M2+ 5 &, CPUCARMNELET, Zhit, 778ZA U XD
PR EZMOMAESL, N— RV =T AEVIZe— FENTEHABEAORE L ~— VT 50N
HDHIDTT, TOD, BEEOT 72 VA RHVEHMICHER LT (AWIZESGEUNIZ) A%
ERDEDRBEELRLRVEDICEETILERDHD 7,

G¥)

&L, AA v F DL AT LA 7y 7 |\ZES3xF 3, Lo, BlEHTX570y 7
V= ANMMETT, 2y hU—7 XA L 7 bha) (NTP) ZHLTCAS v F /v /%
S5 2R LET,

BENEYD
ACL OEFH DR E, (29 X—)

IPUACL DA VB3 —TJ A RIZEHT B FEEIE

i CiscolOSXE!!Y—R3ISEtFal)Ts AT Fal—3> AL (Catalyst3850 XA = F)

ip access-group f > ¥ — 7 2 A A AT 4 FXal—aryavr ReELbA Y3 Z—T AR

(SVI, LA ¥ 3 EtherChannel, F72/3/\—7 v RA—F) ICHEHAT DL, ZOA o F—T =4
AP T RUAREESINTWOMERHY ET, LAVY3IT 7R ZV—"1F, CPUDLA
Y3 TR BRI Lo TN —T 4 T ERIIZEIND Ny VT 4N E ) T LET, 2D
N—T1E, VLANINTT U v P U 7 E N3y MIEBY 528,

B2 ACLOBE, "7y hOZERAAL vFIF3 7y &2 ACL EBELET, ACL N7 v b
EHFRIT %A, A v FIEoN Ty OB Ak L E 3, ACL BN v M EEST H5E. A
A o FiFNry FEREELET,
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accoxzesz I

FIEACLOYE, N7y M EZE LEEIXSRA v X —T 2 ANV—T g T Lizb e, AA v
FI1FZ 7 v F& ACL EFRAELET, ACL BNy hEHFA LEEBAIL. AL v Fi3 7y b &
EELET, ACLA AT v NEERTL5GE, A4 v T3y NEREELET,

T 7N NTIHE, ANy RPRBEEINEGAIE. TORENBATA o H—T7 24 ADACL FE 72l
HEA L H—T 2 A ADACLOWTINTH-ThH, WIZATA ¥ —T A A5 ICMP EI#EAR
Ay E—UREEINET, ICMPEFEREA v E—VITEHE., ANA U F—T =2 A1DIZD
EL0SR LI IR ARESNE T, 72720, 2 OF%EILipicmp rate-limit unreachable 7' 7 —
PNV a7 4Xal—yary avwy RefHLTEETEET,

REFDACLEA LA —T 2 A AZHATDHE. AL v FIXTACL A VX —T = A AT X
WTWRWEHIETL, X CoONRTy hE2FAILET, Xy hU—2 X2 T 4 DEDITRE
FOACLEZHHTHEEF. ZOLIBREENRELL ZLIZERELTLEEN,

EErREYD
AU H =T = A A~D IPv4 ACL O, (33 *—)
IPva727t8A 2y hr—L U2 NORTICETAHKEE, 2 —)

ACL DEXTE 75 &

IPvd ACL D& FE
DAL »FTIPACL ZFEHT B FIEITKROELY TT,
FIEDOHE
L 7782 VR NOEFSELIILTTET 7 B A2 E LT, ACLZER L E T,
2. ZOACLZA VA —T A AFI3RERMCEHA L £9, EHER X OWEEIP ACL % VLAN
~ v ICHEATAZ b TEET,
FED
ARV KRFERETFTIaY E]:p]
&M TIERA YA NOBRSFRIILETET 7 AL EZIEE LT, ACL 21ERK L
7,
ATvT2 FDOACL %A VX —T = A AFI3RBRMCEH L3, SR X OYEE IP
ACL # VLAN ~ v ICHT 52 &b T F9,
CiscolOSXE ') J—R3ISEt¥Xa!T, a2V T4F¥aL—>3 > HA F (Catalyst3850 X o v F)
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ES{TE1RE ACL DIERL

BE TS24 ACL DR

T U ACL ZERT 2 121E, RO FNEIZHE- T Z 30,

IPva ACL DERE

FIEDHE
1. enable
2. configureterminal
3. access-listaccess-list-number {deny | permit} source source-wildcard[log]
4. end
5. show running-config
6. copy running-config startup-config
F g o> %48
ARV RFERRTIVa Y EL:Y
AT enable FitE EXEC E— R&A X—T7 LI LET, NAU—REANLE
T (ERSINTHE) .
i -
Switch> enable
ATFv T2 configureterminal rya—r\)Lary7 4 Xalb—arye— NEEEBLES,
i -
Switch# configure terminal
2TFvT3 access-listaccess-list-number {deny |3E{Z507 RL AL U A )L R — R&ZEH L TEREPvE 7 72 Y

i CiscolOSXE!!Y—R3ISEtFal)Ts AT Fal—3> AL (Catalyst3850 XA = F)

| permit} source source-wildcard[log]

1 -

Switch (config)# access-list 2
deny your_ host

ANEERLET,
access-list-number (213,
BELET,
MM —E LIZSAICT 7 B A 245859 58413 deny,
BA1E permit Z45E L £,
source \ 2%, X7y FOEBETLERD XY NI —T FRITHEA D
7 RV AZROEAXTHRELET,

* RNy MiE 10ERTICLD 32y FEDOHE,

* ¥ —U— K any % 0.0.0.0 255.255.255.255 &\ 9 source 3B L
source-wildcard DEWEHE T, source-wildcard & A 119 5 32
IH 0 FHA,

1 ~ 99 F£7-1% 1300 ~ 1999 ® 10 #EHilE &

A5

* % — T — K host [ZE(5 758 L D source 0.0.0.0 D source-wildcard

DEMEE TH,

0L-30243-01-J |
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ger=meacLorsr I

ARV EERET7IVa Y By
EE) source-wildcard L. VANV RKAI—RKEy N ELT N
WAL ET,

EE) log Z A1T5 &, = RY L—ET 537y hOFEME
Tt RELS A —URar L EsnE T,

GE) BXRSTF LAY IAE =T 2 RZEDETHR
72 ACL TR Y AR — h & Ed,
ATvT4 end FitE EXEC £— NIZR Y %97,
Bl :
Switch (config)# end
ZAFvTH show running-config AN ZRERLET
i
Switch# show running-config
2Ty T6 copy running-config startup-config| ({£&) a2 7 Xal— a3 77 A VIR ELRELET,

11

Switch# copy running-config
startup-config

EENEY D
VLAN ~ v 7O E, (38 X—)

TS S kiR ACL D1ERL

FH B AT & YRR ACL Z1ERRT 5121, IROFNEIZHE > T 72 &V,

CiscolOSXE ') J—R3ISEt¥Xa!T, a2V T4F¥aL—>3 > HA F (Catalyst3850 X o v F)
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IPdACL DBE |

- R T

FIED

FIED

M=

configureterminal

. access-listaccess-list-number {deny | permit} protocol source source-wildcard destination

destination-wildcard [precedenceprecedence] [tos tos] [fragments] [log [log-input]
[time-rangetime-range-name] [dscpdscp]

. access-listaccess-list-number {deny | permit} tepsourcesource-wildcard [operator port] destination

destination-wildcard [operator port] [established] [precedenceprecedence] [tostos] [fragments] [log
[log-input] [time-rangetime-range-name] [dscpdscp] [flag]

. access-listaccess-list-number {deny | permit} udp source source-wildcard [operator port] destination

destination-wildcard [operator port] [precedenceprecedence] [tostos] [fragments] [log [log-input]
[time-rangetime-range-name] [dscpdscp]

. access-listaccess-list-number {deny | permit} icmpsourcesource-wildcard destination destination-wildcard

[icmp-type | [[icmp-type icmp-code] | [icmp-message]] [precedenceprecedence] [tostos] [fragments] [log
[log-input] [time-rangetime-range-name) [dscpdscp]

. access-listaccess-list-number {deny | permit} igmpsourcesource-wildcard destination destination-wildcard

[igmp-type] [precedenceprecedence] [tostos] [fragments] [log [log-input] [time-rangetime-range-name)

[dsepdscp]
1. end

B3

ARV RFERRTO Y

E]:g]

2Ty
71

configureterminal

1

Switch# configure terminal

Ja—n)ary 74 Xal—v gy B— REBBLET,

ATy
72

i CiscolOSXE!!Y—R3ISEtFal)Ts AT Fal—3> AL (Catalyst3850 XA = F)

access-listaccess-list-number {deny |
permit} protocol source
source-wildcard destination
destination-wildcard
[precedenceprecedence] [tos tos]
[fragments] [log [log-input]
[time-rangetime-range-name]
[dsepdscp]

1 -

Switch(config)# access-list 101
permit ip host 10.1.1.2 any
precedence 0 tos 0 log

YWERTPVA 7 78 A VA MRBIOT 7 AL E2ERZLET,

access-list-number \Z1%. 100 ~ 199 F 7=1% 2000 ~ 2699 ® 10 #E % 5 E
LET,

SR —E LG EI Ty NEESRT LY
I% permit % {5 7E Li’?’—o

protocol IZ1X, 1P 7’02 b I VOARTETITE T ZHE L £7, ahp,
eigrp. esp. gre, icmp, igmp. igrp. ip. ipinip. nos. ospf, pcp. pim,
tep. 72T udp. HDLWIXIP 7 e ka)E S EFKT 0~255 OFPHOIEK
WAEMEHTEET, —B& LT ¥—xy b 7r han (ICMP,
TCP, UDP 72 &) ZIET DL, F—U—Fip AL £,

GE) ZOFEHEIZIZ, IFEAEDIP I IO a v REE
hfmi# TCP. UDP. ICMP, X OIGMP OBEIMOKE

TA=BRIZONTE, ROAT v TESBL TSN,
source@’ii\ /\7)< 2D 35‘1::71:“(%57\/ N7 3R A RO

TEEELET,

Al deny, FFAI T 255

0L-30243-01-J |



| 1PuACcLOEE

ger=meacLorsr I

ARV RFERRTI VY

B

source-wildcard L, ANV KI— Ry hZ2FETLT FURIZHEHA L F
7,

destination \Z1%, /XT A =X DFEHETHD Xy N —7 F2iZHA RO
HEEREELET,
destination-wildcard 1%, VA /V R — R € h&3%7 KL AIZHEMH L
i‘a‘o

source, source-wildcard, destination, I3 J U destination-wildcard D fE i,

KOBATIHRELET,
* Ry MEE 10#ERFTIZE D 32 By FREOFE,
*0.0.0.0 255.255.255.255 ((EEDHRA b)) £ THF—U— K any,
*H—DFRA K 0.0.0.0 Z#ETF—7— K host,

FOMDOF—T— R4 T arThHhY, ROBEWEZELET,

*precedence : /N7 v b EO0~T DEFSEIILRICTHRTET HELE
E—HSELLAICAN LET, FEETE 2MEIL. routine (0) |
priority (1) . immediate (2) . flash (3) . flash-override (4) .
critical (5) . internet (6) . network (7) T,

*fragments : 2 DHLED 7 7 VA NeTF = v 7 T H5EICAT]
LET,

*tos: N7y bE O~ 15 DOFSEIITARTIEET 2—EX Z A4
T E—HEELGEICAN LET, fHETE 2MEIX. normal
(0) . max-reliability (2) . max-throughput (4) . min-delay (8)
T,

*log: = hU =T 57y MCET L e Z7@HMA v E—D%
ER L, 22— MIZEE LET, log-input 245 ETH L, u s
T MVICANA V=T oA AR BMEINET,

* time-range : FFEHFIPHA 245 E L £,

*dsep : 0 ~ 63 DEZTHEINZDSCPEEZHEMA L T F >y b
A LET, M5 () 26HT5 L. BHRERED Y 2 R
FoRENET,

CGE) dscp %2 A1 L7=454 . tos F 7213 precedence [I A /) T &
A, dsep Z AT LW AL, tos & precedence fE D[] f7
EANNTEET,

X Fw | access-listaccess-list-number {deny |
-3 permit} tepsourcesource-wildcard

| oL-30243-01-J

WRTCP 7 7 BA VA MBIOT 7 B ALMEZERZLET,

CiscolOSXE ) ) —R3SEEFa T4 2 TsFal—L 3> 4K (Catalyst3850 X1 v F) i



IPdACL DBE |

B EseEuRACLOfR
ARV NFEREETIVa Yy B#
[operator port] destination IR T BN BRE . JR5E IPv4 ACL IZxt L TR 32 /37 A — & L f]
destination-wildcard [operator port] CNTGA—FZFHALET,
[established] [precedenceprecedence] = o e e
[tostos] [fragments] [log [log-input] EE) operator 3 XL WX port  AJ1T5 & ﬂé{ajcl):/‘l?“* ~ (source
[time-rangetime-range-name] source-wildcard D%\ AT LT=8E) E721356567R— I (destination
[dscpdscp] [flag] destination-wildcard D#%\Z AT LT2356) BB SIVET, EHIFTRE R
FERAIT eq (LW | gt (D KREW) (1t (XD/IEW) | neq
11 - (FFEL <722 | range (BIEHIPH) 728 CF, HAEFITITIR— FES
Switch (config) # access-list 101 ERETOREND Y £F (range DOEGEIL2 ODOR— FEFE AR—
permit tcp any any eq 500 ATCRY > THRET H2LERHY £77) o
port \Zi%, 10 HEXL (0~ 65535) DAR— F&F S EIILTCP K— b & A
NALET, TCPET ANE Y 75 & EITIE, TCPAR— FOEGT R
FARTETE2ER L ET,
oA 7 v a DX —U— ROBEKRIIKRD LD TT,
* established : Y. SN/t L AT DL AGICANILET, 20
F—TU— RiL, ack £7zldrst 77 7 TOMRE &R UHREAR 7= L
£
*flag : FEESHIZ TCP ~v ¥ — By b & EEC L THRALET,
ANTEL 7771, ack (fERILE) | fin (]&T) . psh (7>
Ta) st (Uky ) [ osyn (AH) | £oidurg (B2 TT,
257y | accesslistaccess-list-mumber {(deny | | ({E5) fE3E UDP 77 & 2 U A M5 LN 7 & Ao iE s L £,
74 permit} udp source source-wildcard . - _ o e o .
[operator port] destination UDP /37 A —5’51 TCP CDaREHL&Z{S/\7 A=k Hobfﬁ‘o YA ON
destination-wildcard [operator port]  |[operator [port]] A= G RIIIA— ML, UDPAR— R OFS 2L
[precedenceprecedence] [tostos] ZEITTRITER Y ¥ A, £z, UDP Tid, flag 3 L O\ established
[fragments] [log [log-input] ¥—U— NLEZTT,
[time-rangetime-range-name]
[dscpdscp]
i -
Switch (config)# access-list 101
permit udp any any eq 100
ATy | access-listaccess-list-number {deny | |JLEICMP 727 & A J A MBIOT 7 v AL&F2ERLE T,
75 permit} icmpsourcesource-wildcard

i CiscolOSXE!!Y—R3ISEtFal)Ts AT Fal—3> AL (Catalyst3850 XA = F)

destination destination-wildcard
[icmp-type | [[icmp-type icmp-code] |
[icmp-message]]
[precedenceprecedence] [tostos]
[fragments] [log [log-input]
[time-rangetime-range-name]
[dscpdscp]

ICMP /T A —Z | ZYEEIPVAACL DO IP 712 F 2 )L OERBAICH 58T A —
HZLIFEAERUTTN, ICMP A vE—U XA 7B Na— K XZ
A—=ZNBENMENTHWET, T 73 0OF—T— ROEKRIIKRDOLE
D/C:‘ﬁ—o

icmp-type : ICMP A v & —V 2 A T TT 4 VE U T T L5E5ICA
NLET, FRETE 2EOHPHIX, 0~ 255 TT,

0L-30243-01-J |
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gart=eacLorn I

ARV RFERRTI VY

B

1 -

Switch (config)# access-list 101
permit icmp any any 200

* icmp-code : ICMP /X h % ICMP A v &—Y a— R XA 7 T7 ¢
NZ )T HHEEICATILET, IHETE DMEOHPMIE, 0~
255 T,

* icmp-message : ICMP /X% N & ICMP A v&— XA F4E2X
ICMP A v =Y XA 7L a—RETT 4N ) o TTHHEEICA
HLET,

ATy |access-listaccess-list-number {deny | (fEE) JLRIGMP T 7 BEX U A RBLONT 7 B AGMEZERLET,
6 permit} igmpsourcesource-wildcard L 3 . L
destination destination-wildcard IGMP /3T A —Z [ TH15R IPv4 ACL D 1P 7’1 b 2V DFBICH 5 /37
[igmp-type] [precedenceprecedence] | *— % LI1FE A LRI TTN, RITRT AT T 2 O/RT A= 3B)0
[tostos] [fragments] [log [log-input] | STV E T,
E;;‘c‘:;i;?e”me'm”ge'”ame] igmp-type : IGMP A vt — 4 4 F L BAETHITIE, 0~ 15 DER%
AT 20, F2iF3A v E—T4ThD dvmrp, host-query,
Bl host-report, pim, F 72X trace Z AJ) L £7,
Switch (config)# access-list 101
permit igmp any any 14
ATvw |end kit EXEC E— RIZR D £,
71
i

Switch (config) # end

EENEY D

VLAN ~ v 7D IE,

R RIS 124 ACL D1ERL

A2 U TR ACL Z/ERT 21213, IROFIEICHE > TS 230y,

| oL-30243-01-J
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Bz EEEaconmk

IPva ACL DERE

FIROWE
1. enable
2. configureterminal
3. ip access-list standardname
4 konThriERLET,
* deny {source [source-wildcard] | hostsource | any} [log]
* permit {source [source-wildcard] | hostsource | any} [log]
5. end
6. show running-config
1. copy running-config startup-config
FIED
ARV KRFERETI VY B#
ATy T enable FHEEXECE— R&ZA X—7 /I LET, NATU—F
E AN LET ERINEHE) .
i
Switch> enable
RTFw T2 configureterminal rya—nN) ary7 4 Xal—ary B— NEREBL
=7,
i
Switch# configure terminal
ATFwT3 ip access-list standardname LA L CIEREIPVE 7 78 A VA NEERL,
TI7EAVANary74¥alb—yar - Nab
1 : wmLET,
Switch (config)# ip access-list standard 20 | Z{H[IZ|X,. 1 ~99 ODEF =2 HTxE£7,
ATvTa ROWFTINZ/HEHLET, TI7EAYVARNary74¥al—vaE—RT,
* deny {source [source-wildcard] | hostsource /\/7:) hEHRIET 5 DB F}j V7S ODSL%&E S
| any! [log] 1 DU EOHESEME -3 &2 BELET,

i CiscolOSXE!!Y—R3ISEtFal)Ts AT Fal—3> AL (Catalyst3850 XA = F)

* permit {source [source-wildcard] |
hostsource | any} [log]

&1

Switch (config-std-nacl)# deny 192.168.0.0

* hostsource : source 0.0.0.0.0.0.0.0 DEEILB LN
EETLTA N R— K,

* any : source 33 & U source wildcard M fHE 0.0.0.0
255.255.255.255,

0L-30243-01-J |
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gat=mEAcLorn I

ATV RFERET7TIIY B#

0.0.255.255 255.255.0.0 0.0.255.255

EJa e

Switch (config-std-nacl) # permit 10.108.0.0
0.0.0.0 255.255.255.0 0.0.0.0

ATy T5 end HibE EXEC B— RIZEREY 97,

Bl :

Switch (config-std-nacl)# end

ATvT6 show running-config AN B LET,

{1 -

Switch# show running-config

ATFvT1T copy running-config startup-config (FE) avy74Xa2lb—Yay 774 IVICERTESL
RFELET,
i

Switch# copy running-config startup-config

2RIt S 455k ACL D1ERL

A2 L THRR ACL Z BT 51213, IROFIEICHE > T 7ZSUY,

FIEDHEE

enable
configureterminal

ip access-list extendedname

bl S

{deny | permit} protocol {source [source-wildcard] | hostsource | any} {destination [destination-wildcard)]
| host destination | any} [precedenceprecedence] [tostos] [established] [log] [time-rangetime-range-name)

o

end
6. show running-config

1. copy running-config startup-config

CiscolOSXE ') J—R3ISEt¥Xa!T, a2V T4F¥aL—>3 > HA F (Catalyst3850 X o v F)
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B zoiEmEACLO%R

IPdACL DBE |

FIE
ARV KRFERETI VA Y B#
RATv T enable Fite EXEC E— R&A X—T7 VI LET, NRAU—R%
ANLET (FERESNTEHE)
i -
Switch> enable
ATFv T2 configureterminal Jua—N)L a7 4 FXal—raryET— 2B LE
‘g—o
i -
Switch# configure terminal
ATvT3 ip access-list extendedname LRI U CHREIPVE T 78 A U A MNEEFEL, 77
A VA ary74¥al—vary ®— 2B LE
1 : 3
Switch (config) # ip access-list extended|Z HilZ|IX. 100 ~ 199 OHF =2 HH T £7,
150
ATvTa {deny | permit} protocol {source FOEAVARN Ay T 4 Fal—gy T KT, &
[source-wildcard] | hostsource | any} G E RS S E L ET, logF— T — Rafl
{destination [destination-wildcard] | host LT, BRAST. 77EAURAROEL S A vb—
destination | any} [precedenceprecedence] > %Eﬁ;a L '
[tostos] [established] [log] T °
[time-rangetime-range-name] * hostsource : source0.0.0.0.0.0.0.0 DE(E LI L OE(E
JFTLIANERIT—F,
i -
* hostdestintation : destination 0.0.0.0 D %651 K OB
Switch (config-ext-nacl)# permit 0 any Sy 1Y
any TA N RA—R
* any : source 35 & U source wildcard D F 72 13
destination 33 2 OF destination wildcard DfETH 5
0.0.0.0 255.255.255.255
ATv 75 end Kt EXEC E— RIZE D £,
i -
Switch (config-ext-nacl)# end
25y 76 show running-config AN EHRLET,

51 -

Switch# show running-config

i CiscolOSXE!!Y—R3ISEtFal)Ts AT Fal—3> AL (Catalyst3850 XA = F)
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acopmEEoz: W

ARV KRFERETIVaY =]:g]
2Fw T copy running-config startup-config FE) avr74Xa2b—vary 77 A NVIREERTE
Li‘a‘o
i -

Switch# copy running-config
startup-config

JEIR ACL Z1ERK T % & 121, ACL DKJBIZT 7 4 /L b CTHEER72 deny A7 — bk A > R A%EN
S, ACLOKDVIZEIET D ET—EHT DR MUEDRONE R0 T XTO/NT Y MIEH S
N5 EICHERL TSN, EHEACL Tk, BHEMTONTZIPARARN T FLAT 78 U X
FNDIREND~ A7 AT H L. 0.0.0.0 X~ A7 L RRINET,

ACLDOERRZIZBIML7z= PR, VAR MOKREBIZEBMENET, ACL=> h VU Z¥:EDACL
WCEIRIEINTCE E£8 A, 7272 L, nopermiti3 X Nnodeny 7 7 EA VAR a7 ¥ 2l —
varyE—Ravr NEFERTHE, ARTE ACLD L= MY ZHIRTEET,

H & ACL Tli7e < 4iff& ACL 23 2HMAD 1 >& LT, £4HifltE ACL TII T4 %R
LCHIRTEDZ ERHY £,

ROIEXE
VERR L= 4B & ACLI1Z. A v X — 7 =A AF7IZ VLAN [ZHHATE F1,

ACL DRFfEIEaF D EX 7E

ACL ORFEIHEPH/ T A —F iR ET 2121E, IROFIEICHE > T ES W,

FIEDHEE

enable
configureterminal
time-rangetime-range-name

ROV P2/ L ET,

* absolute [starttime date] [endtime date]

Ll

* periodicday-of-the-week hh:mmto [day-of-the-week| hh:mm

* periodic {weekdays | weekend | daily} i2h:mm to hh:mm

5. end
6. show running-config

1. copy running-config startup-config

CiscolOSXE ) ) —R3SEEFa T4 2 TsFal—L 3> 4K (Catalyst3850 X1 v F) i
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B AcosmEERoRE

IPva ACL DERE

FlED M
AV RFEREEFETIa Y B
ATy 1 enable F¥EHE EXEC E— R&EA RX—7MICLET, NAT—R
EANITLET (RSN TEHE) .
i -
Switch(config)# enable
ATFv T2 configureterminal ra—) ary7 4 Xal—ary T— NEEEBLE
—a—o
i -
Switch# configure terminal
2Ty T3 time-rangetime-range-name YERK T 2 IR EFHICIZTER O H D471 (workhours 73
E) #HD YT, ﬁﬁ G 7 4 Fal— g E—
i - REBIE L ET, ARNCAR—ARRMFGE2EOL 2 &
Switch (config)# time-range workhours ﬂi’c“% i“ﬁ—‘/‘/o i f:\ jc%b Eﬁé&) é Zgﬁ)&) @ iﬁ—o
ATv74 RONWTINEHEHLET, 8 X G OREREDS WO ERIREIZ R D0 A8 E L7
- absolute [startsime date] [endtime date] * FHERIFEEEIZIX. absolute A7 — R A2 N&E 19750
* periodicday-of-the-week hh:mmto Tjﬁiﬁﬁ TZ iﬁ— ?’E?ﬁ@ absolute 27— h A > h &
[day-of-the-week] hh:mm RE LTSI, RBICRELIZAT—FAL b
* periodic {weekdays | weekend | daily} I ARITS hij—o
hh:mm to hh:mm * D periodic AT — h A NEANITEXET,
Tl 21X, R EERICERR DM ARETE E
—3‘0
1 -
Switch (config-time-range)# absolute start %EWJ%ZS% Le< Zav Yo
00:00 1 Jan 2006 end 23:59 1 Jan 2006
F72Z
Switch (config-time-range) # periodic
weekdays 8:00 to 12:00
ATvT5 end HE EXEC £— RIZE Y £7,
i -

Switch (config) # end

i CiscolOSXE!!Y—R3ISEtFal)Ts AT Fal—3> AL (Catalyst3850 XA = F)
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mxEm~opaacLoEE [l

ARV RERETI V3 Y B &
ATv 6 show running-config AN e LR
K

Switch# show running-config

ATvT1 copy running-config startup-config (HFRE) av74X¥a2b—vary 774 VIHREER
FLET,
1 -

Switch# copy running-config startup-config

ROEZ%E
BHEOER 2N ENRRDEMICENCT 25681, ERROTFIEZBEVIEL TS EEW,
EErEYY

ACL ORffHAE, (182—)

iR [Bl#R~ D IPvd ACL & A

FHFTE ACL 2 LT, 1 >FITEEOMmER~DOT 7 A &l & £9, SAREFRIC
134 HITE ACL 2@ CT& £8 A, T X COMRAMREIRMC = —F BB 2 /REMENH 5 7=
D, TRTCIZFELCHIREZFZRETDHLENH Y FT,

AR REIBR & ACLIZHEE ST R LU AROEEEwS L OB EEZHIRT 512X, RoOF
JIEZ 4T L £,

FIEDHEE

enable

configureterminal

line [console | vty] line-number
access-classaccess-list-number {in | out}
end

show running-config

Noa R wDh-=

copy running-config startup-config

CiscolOSXE ') J—R3ISEt¥Xa!T, a2V T4F¥aL—>3 > HA F (Catalyst3850 X o v F)
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iR EI#R~ O IPva ACL O5&E A

IPdACL DBE |

FlED M
aAv U RFERET7TIVa Y B
ATy T enable FFHEEXECE— K& A X —7 M LET, AT —REA
HLET (ERIn2Hma) .
f5l
Switch (config) # enable
ATFv T2 configureterminal Ja— )L a7 4 X al—YaryE— RE2EBELET,
fA
Switch# configure terminal
27y 73 line [console | vty] line-number BETHERAIREL, A>T a3 T4 Fal—
v E—RFZRBLET,
i
*console : =Y — /LI RE#AEELET, 2V —
Switch(config)# line console 0 I 7j'f»— ]\ X DCE «C\mgl—o
vty : UE— b a2V — LT 7t AHONARRKR Z R
ELET,
line-number 1%, WX A 7T HIGET HLAIT, RET Hi
foe 7 — 7 N CIRADRIFRE 5T, F5E TE DML 0
~ 16T,
ATFvT4 access-classaccess-list-number {in | out} (TR A~D) BEORABKEREE T 78 A ) A N
fRESNIT N LR OEERER L ORES 2 HlR L
1 : F7,
Switch(config-line)# access-class 10
in
ATvT5 end F#E EXEC £— RIZEY £,
1 -
Switch (config-line)# end
2Ty 76 show running-config AN EHER LET,
f5l
Switch# show running-config

i CiscolOSXE!!Y—R3ISEtFal)Ts AT Fal—3> AL (Catalyst3850 XA = F)
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18— 2~0PuAcL0ER

aAv YU RFERET7TIIY

B

ATvT1

copy running-config startup-config

&1

Switch# copy running-config
startup-config

EE) av 74Xzl —vary 77 AVICHREERFL
ij‘o

A 23— x4 XD IPvAACL DiEF

ZZTIX, IPVAACLZ Ry NU—7 A B —T =2 A A~EHT 5 FIEICHOWTEHA L E T,
A B =T 2 ADT 7B ALEHETHERIIT, BHEEXECE— FTROFIEEZFITL £,

FIEDOHE
1. configureterminal
2. interfaceinterface-id
3. ip access-group {access-list-number | name} {in | out}
4. end
5. show running-config
6. copy running-config startup-config
FIEDEFH
OV RFERET7TIVa Y B
2TFw 1 configureterminal Ja—R_) a7 4 F¥alb—TarE'w— RERBL
£
i -
Switch# configure terminal
ZAFvT2 interfaceinterface-id RETHA LS —T A ABRIEL, A2 F—T = A
AaryZ74FXal—rvaryE—RefBLET,
| .
P S B =T AU, LAY 2LV F—T A X
Switch(config)# interface (R—FACL) ¥/ vAY¥Y3 A F—T A A
gigabitethernetl/0/1 (/D‘-& ACL) %?E}HE_WC% 4
CiscolOSXE ') J—R3ISEt¥Xa!T, a2V T4F¥aL—>3 > HA F (Catalyst3850 X o v F)
| oL-30243-01-J .“



IPvdACL D E |
B 2804 = MAC ¥53E ACL D4ERL

ARV FFEREETIVa Y =LY

ATFvT3 ip access-group {access-list-number | name} |{sESNT-A v F—T =2 A ZA~DT 72 AEHIH L E
{in | out} 4,
i

Switch (config-if)# ip access-group 2 in

ATFvT4 end HikE EXEC E— RIZRE Y £,

{1 -

Switch (config-if)# end

ATYT5 show running-config TI7EA VA MOREERRFLET,

&

Switch# show running-config

RATFYvT6 copy running-config startup-config ER) av74F¥alb—vary 774 VICRER
RIFLETS
U

Switch# copy running-config
startup-config

EENEYD
IPv4 ACL DA ' Z—T = A AT HEESFHE, (182—)
IPv4 7 7% A ar bha—L U A SOFREICETHHEOEHE, Q2—)

A RIS MAC $i5k ACL DRk

VLAN F72013b A Y240 X —T 2 A ATHIPVA VT 7 4 v 7 %7 42 735121, MAC
T R AB IO & MAC 153 ACL #fEH L ¥ 3, £DOFNEIE, o4 Eift X §55E ACL %
WIET DG L REETT,

£ BT & MAC $58E ACL Z1/ERkT 21213, IROTFIEIZHE- TLTZE W,

CiscolOSXE ) !)—RX3SEtFal)T4 AT 4F¥aL—3> H4 K (Catalyst3850 X o1 v F)
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| PvaacLo

BRAE

£ AT E MAC #:3& ACL D 1E R

FIEDHEE
1. enable
2. configureterminal
3. mac access-list extendedname
4. {deny | permit} {any | hostsource MAC address | source MAC address mask} {any | hostdestination
MAC address | destination MAC address mask} [type mask | 1saplsap mask | aarp | amber | dec-spanning
| decnet-iv | diagnostic | dsm | etype-6000 | etype-8042 | lat | lave-sca | mop-console | mop-dump |
msdos | mumps | netbios | vines-echo | vines-ip | xns-idp | 0-65535] [coscos]
5 end
6. show running-config
1. copy running-config startup-config
F D £
ARV RFEREETIVa Yy B8
ATvT1 enable FibE EXEC £ — R&EA X —7 WV LET, NRATU—FEZA
NLET ERESNTHE) .
1
Switch> enable
ATy T2 configureterminal sua—s ) ary7 4 Xal—vary T—FERBLET,
151 -
Switch# configure terminal
ATFw T3 mac access-list extendedname LFIEFEHLTMACHETY 72 VR NEEHELET,
151 -
Switch (config) # mac access-list extended
macl
ATFvT4 {deny | permit} {any | hostsource MAC WVEMACT 7R VR KNary7 4 FXal—gy F—FK
address | source MAC address mask} {any | |13 +~<_To (any) %{ETEMAC 7 RL A, v R 7 fFx
?;jgieiitélnatzon M/g(f addressk| |dlestn11atzon ’ EETLMAC T FL A, F713EE0HR A M (host) 2420
address mas typem.as saplsap mask| .\ ~ — FLz, BERFRTO (any) 5i% MAC T KL
| aarp | amber | dec-spanning | decnet-iv | . N 5 —
diagnostic | dsm | etype-6000 | etype-8042 | | “7 AT AT & 9@5‘.6 MAC7T R LA EHZZ V3R E D%E e MAC
lat | lave-sca | mop-console | mop-dump | 7 RLALZ, permit 72(L deny ZfRE L £,
msdos | mumps | netbios | vines-echo | (L85 ROA TS a v B ANTH- L b TXES,
vines-ip | xns-idp | 0-65535] [coscos]
* type mask : Ethernet I1 £ 7213 SNAP TH 7/ b7
11 - Ny N OAEE O EtherType 35, 10 #5516 #E35K,
, , FLESEHTERLTEET., —BRAEDHNZ, £E
Switch (config-ext-macl) # deny any any
CiscolOSXE ') )—R3SEzF T4 a2V T4FaL—23a> HA K (Catalyst3850 X 1 v F)
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B L1 ¥2142%—714Z~DMACACLDEF

IPdACL DBE |

ARV RFERRTI VA Y

S]]

decnet-iv

F7x

Switch (config-ext-macl)# permit any any

THRETE D don't care £ s D~ A7 73 EtherType (Z
HWHSNET,

* Isap/sap mask : IEEE802.2 THh 7 /A b Ziiz 37 > K
D LSAP %5, 10 #E%%, 16 #E4x, F /=13 8 TR
TExEd, (EE Cdontcare 'y hD~ AT BIRETE
=

* aarp | amber | dec-spanning | decnet-iv | diagnostic | dsm |
etype-6000 | etype-8042 | lat | lavc-sca | mop-console |
mop-dump | msdos | mumps | netbios | vines-echo | vines-ip
| xns-idp—A non-IP protocol.

*coscos : ST A AV T 4 HFET H0~TDIEEE802.1Q
CoS &5,
ATvT5 end HiME EXEC £— RIZEY £,
1) :
Switch (config-ext-macl)# end
ZF w76 |show running-config AN HER LET,
1) :
Switch# show running-config
2Ty T copy running-config startup-config (EE) av74FXal—yary 77 A NMVICEREEZRTFL

1 -

Switch# copy running-config
startup-config

£

BEErEYY
IPva7 78X aryha—)L A
VLAN ~ v 7 OE,

FOBRECET L HFFEHE, 2 ~—)

(38 2—3)

LANY24 23 —T x4 A~ MACACL OiE

LANY2A L E—T 2 A A~DT 72 AEGIEHTLH7-OICMACT 7 A U A NE#EHT 52,

i CiscolOSXE!!Y—R3ISEtFal)Ts AT Fal—3> AL (Catalyst3850 XA = F)

WROFNEZFATLET,

0L-30243-01-J |



| 1PuACcLOEE

Lav24v8—2x4Z~0OMACACLDER I}

FIROWE
1. enable
2. configureterminal
3. interfaceinterface-id
4. mac access-group {name} {in | out }
5. end
6. show mac access-group [interfaceinterface-id]
1. show running-config
8. copy running-config startup-config
FIEDFEHE
ARV RFEREET7TIVa Y B#
AT enable FFHE EXEC E— R&Z A R—7 /W LET, NATU—R
Z AN LET FERINEHE) .
il
Switch> enable
ATv T2 configureterminal Ja—nR_) a7 4 FXal—raryE—REHBLE
ﬁ‘o
i
Switch# configure terminal
27 vT3 interfaceinterface-id BEDA LA —T = f ABIEE L, A2 4 —T = A A
a7 4 FXalb—varyE—FREelEBLET, BET
i HAVE =T A AIPE LA Y24 F—T A A
Switch(config)# interface (ZKDPA k ACL) "Gf‘ﬁ thiiﬁ Y i'@ﬂ/‘/"
gigabitethernetl/0/2
ATvT4 mac access-group {name} {in|out } MACT 7 EZX YA MM LT, fRESNTZA 5 —
T2 A ANDT 72 AEHIE L ET,
1| - ° = N &= ]
o A b ACL IZ%(R 5 L OB EH Y H— F SnE T,
Switch(config-if)# mac access-group
macl in
ATv 75 end Rt EXEC E— RIZE D £,
1 -
Switch (config-if)# end
CiscolOSXE ') )—R3SEzF T4 a2V T4FaL—23a> HA K (Catalyst3850 X 1 v F)
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IPva ACL DERE

B van<yJoms

ARV KRFERETI VY B
ATvT6 show mac access-group EDAE =T 2 A ZAETTRXTDOLA Y24 L Z—
[interfaceinterface-id] 72 A ZAZHEASN TS MACT 7 ER U A MR
i—\- Liﬁ‘o
1 :
Switch# show mac access-group interface
gigabitethernetl/0/2
2Ty T show running-config AN EHERB LE T,
i
Switch# show running-config
25y T8 copy running-config startup-config () av 74 Fal—ay 774 MORERR
FLET,
1 -

Switch# copy running-config
startup-config

AA v FiE, Xy " EZETDHE, FIEACL E X7y bERELET, ACL BNy MEFF
T 556, AL v FII Ty OB EKGE L E T, ACL2N N v NEERT 856, A( v
FIINTy NEREELET, REXRDACLEA X —7 oA RZH#EHTHE, A4 v FILACL
WA UH—T 2 A RTHEHAS N TWZRWEHEHBIL, 3_XTONNT Y FEFAILET, Xy FU—
7 X2 VT 4 DEDICRERD ACL ZHEHT2561E. ZOXIBRBERN/EL D Z LICHEER
LTL7ZEN,

EENEY D
IPv4 77t A a ba—b U X NOREIZETAHRFE, 2—)

VLAN 7 v T DE&TE

i CiscolOSXE!!Y—R3ISEtFal)Ts AT Fal—3> AL (Catalyst3850 XA = F)

VLAN~ v 7Z2{E LT, 1213 EEO VLANICEATAI121%, RORAT v T2 FEITLET,

L& BRI

VLAN (23 9 A 4548 [Pvd ACL £7-13953E IP ACL. £ 72134 BT % MAC #59E ACL #1Fak L £
j—o
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| 1PuACcLOEE
[TURSP R

FIROWE
1. vlan access-map name [number]
2. match {ip | mac} address {name | number} [name | number]
3PNy NERIFIETIP Xy bE (BEFIO IMAC 7 RLADHZZMHi-T) fREL, 1 2Lk
DACL (BEHEET7ZITILR) L2007y hERET DL, ROa~vr FonwFnnz AL
i‘j‘o
+ action { forward}
Switch (config-access-map) # action forward
* action { drop}
Switch (config-access-map)# action drop
4. vlan filter mapname vlan-list list
FlED M
ARV RFEREETO 3y B#
AT vlan access-map name [number] VLAN v v 7 2Epk L, 4L EETESZMIT I, Fi,
71 <y THOTY b DY AFETT,
o 410 VLAN~ » 72 BT 5 & . 109 SR %5 B S 28IEIC
Switch(config)# vlan access-map BV M THNET, v v 7 EEHEEITHIRT 2 & 1L, %475
map_t 20 vy T TV ) OFFEANTEET,
VLAN ~ v 7" Ci, FFED permit £ 721X deny ¥— U — K& L &
Hho VLAN v 7ZfEH LT ATy PSR+ 512E, 7y b
HRATDHACLEZER LT, 77varvkd Ray JICRELET,
ACL N permit X, —%$ % &£\ 5 EWKRTY, ACL ND deny I,
—HLARNEW S BERTT,
Zoa~wry REANTLE, T/ A~y T ar7 4 Xal—vg
v E=RICEDY £,
ATY match {ip | mac} address {name | 1 DEIFEBOBEEETIILRET 78X U XA M LTy b
72 numbery [name | number] WA LET (P EIXIMACT FLAZMER) . 7y FORA
X, ST HTE haLv g4 FOT 78 A ) A M LTETITD
K NET, [Py y NI, BEEEIIEIP 772 U2 Mk L
Switch (config-access-map) # match ip THRESNET, FFEIP Ty M ARIFTE MACHERT 7R Y
address ip2 A M LTEITRESNET,

CiscolOSXE ') J—R3ISEt¥Xa!T, a2V T4F¥aL—>3 > HA F (Catalyst3850 X o v F)
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IPva ACL DERE

B v~y Jo#s
ARV EERET7IV3 Y By
G¥) Xy s 2 AT (IP £7213 MAC) (Z2%F9 % match A) 23
VLAN ¥ v FIZRESNTWDHIEAT, O~y T2
varn iy TOEEE, FOXA TI—ETHT T
Oy PR Ry 7ENFET, matchA)2 VLAN ~ v~ 7
I, BESNTWDT 7 v a v Ry 7OEAIE,
TRTCOPEBIOLA V237 y bR Ky 7EInEd,
ATy Py FEERFP ATy b vy T I RIS AT /v a v ERELET
73 (BE&D 1 MAC 7 R L 2D I % fd -
<) BEL., 1 2L ED ACL (JE#E
FEER) EEONT Y NERE
T 5T, ROa~<y ROWTn
EANNDLET,
* action { forward}
Switch (config-access-map) #
action forward
* action { drop}
Switch (config-access-map) #
action drop
2Ty vlan filter mapname vlan-list list VLAN ¥ > 7% 1 >F 721348 VLAN ([Z@EH LE4,
74

1

Switch (config)# vlan filter map 1
vlan-list 20-22

list (ZIZH—D VLANID (22) . e L72diPH (10 ~22) . £/
VLANID DA ~J > 7 (12, 22, 30) ZFECTEET, Hrr~on
A7 VDRI ANR—AEHATDHZ L TEET,

EENE YD

T EHEUE ACL OAFR,
T E JE5R ACL DIERK,
A& MAC L9 ACL DO1ERK,
(40 *—7)
VLAN ~® VLAN ~ v 7 ®Ojii

VLAN <~ v 7 D1EK,

VLAN < v TD1ERL

i CiscolOSXE!!Y—R3ISEtFal)Ts AT Fal—3> AL (Catalyst3850 XA = F)

£ VLAN <~ 711
. BN, E-ITHIBRT A

(20 =*—7)
(21 ~<—2)
(34 =)

(42 =—2)

EFIC W RN z—HDOT b THREINET, VLAN~Vy 7 b &1{E

L. F5HE EXEC ©— FTROFINEEZFEITLE T,

0L-30243-01-J |



| 1PuACcLOEE

vian< v 7o Il

FIROWE
1. configure terminal
2. vlan access-map name [number]
3. match {ip | mac} address {name | number} [name | number]
4. action {drop | forward}
5. end
6. show running-config
1. copy running-config startup-config
FIED
ARV FFEREETIVa Yy E]:g]
2Ty T1 configure terminal Jsua—s b ar7 4 Xal—vary T—RERBELET,
i
Switch# configure terminal
ATvT2 vlan access-map name [number] VLAN v v 7Z1Epk L. &Fie . (TECTE 2T E4, B
X, v~ v 7RO N D= o ARG TT,
o 7 L4410 VLAN = » 7% fEkT % &, 10 o807 5% 54
Switch(config)# vlan access-map |J[H|ZE|D Y TCHNET, v v 2L HEEHIIHIRTS & =13, %
mep_t 20 My Hv YT T h Y OBEBEANTEET,
VLAN < v 7" ClX, FFED permit F 7213 deny F— VU — R&ffH
LE¥A, VLANV v 72 LTy R E2ELRT DI,
Ty b ERET D ACL Z2ERR LT, 727 v a vz Fuy FIgi
ELET, ACLND permit 1L, —E7T 5 &9 EHTT, ACL
W@ deny 1% *ﬁ(bfib‘kb‘5 ERTT,
ZOaxr ReANTTHE T/78A Ry T a7 Falb—
vary E—RIEDY £,
ATv73 match {ip | mac} address {name| |1 >F 7 ITEEOEREE /ITILIET 78R U A MR LT3 v
number}, [name | number] FEBA LET (P £7213 MAC 7 FLAZMT) o <4y ko
FEE, s T27m balv 4707 782 UAMIKLT
B : IR ET, P37y ME, HEEZIERIP 72722 Y
Switch (config-access-map)# match N{eS) LT%/E!\ éﬂjﬁ—é—o P XTw M, ZIEJ'Hj‘% MAC ¥
ip address ip2 7 72 A UAMIHLTRIRESLET,
ATvT4 action {drop | forward} R ~v 7 = NIk d 27 7va v aRELET, 7
7 F b b LRk (forward) T7,
i :
Switch (config-access-map) # action
CiscolOSXE ') )—R3SEzF T4 a2V T4FaL—23a> HA K (Catalyst3850 X 1 v F)
| oL-30243-01-J .“



B vAN~oOVIANT Y T0iER

IPva ACL DERE

ARV RFERRTI VA Y

B8

forward

ZFvT5 end Ja—r~ ) ary7 4 Xal—Yary EF—RIREYET,
11
Switch (config-access-map) # end
ATFvT6 show running-config TIEA VR NOBEEFRELET,
1 -
Switch# show running-config
ATvT1 copy running-config startup-config | ({LjZ) 2L 7 4 X2l —Ta L 77 A VICREEHFFELET,

1 -

Switch# copy running-config
startup-config

EELEY D

VLAN ~ v 7 ORE, (38 X—)

VLAN ~® VLAN < v 7 D F

1 2D VLAN < v 7% 1| DF 7213850 VLAN I[SE AT 51213, F## EXEC E— F TR O FIE %

FIRDOHE

i CiscolOSXE!!Y—R3ISEtFal)Ts AT Fal—3> AL (Catalyst3850 XA = F)

FATLET,

enable

configureterminal

end

show running-config

A A

vlan filtermapnamevlan-listlist

copy running-config startup-config
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| 1PuACcLOEE

VIAN~DVIAN 7 v T0ER I}

FIEDFH
ARV RFERERETIVa Y B#
ATy enable FEEXECE— REAR—T /I LET, RATU— %
AN LET ERShZHGE)
i :
Switch> enable
ATFv T2 configureterminal Jau—N)L a7 4 FXal—ary ET— RE2BLE
‘a—o
i -
Switch# configure terminal
ATvT3 vlan filtermapnamevlan-list/ist VLAN~< v 7% 1 DF 7213850 VLAN 2w H L £97,
Bl - list (I3 H—~D VLANID (22) | e L7=#ipH (10 ~
' 22) . E£IEVLANID A R U7 (12, 22, 30) %
Switch(config) # vlan filter map 1 WETEET, hr~vong 7V ORIBIZAR— R L
vlan-list 20-22 7\_9,*%) - k %)T?—fjf'a—o
ATv74 end ¥iME EXEC £— RIZED £,
i :
Switch (config)# end
2T TE show running-config TR YA NOBRERFR LET,
i -
Switch# show running-config
27976 copy running-config startup-config (E8) v 74X al—vay 774 MCRELIRE
LET,
i
Switch# copy running-config
startup-config
BErEY Y
VLAN ¥ v 7O E, (38 <—)
CiscolOSXE ') )—R3SEzF T4 a2V T4FaL—23a> HA K (Catalyst3850 X 1 v F)
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B vacLoxrsosme

VACLAX > Y NEHTE

¥ EXEC E— R CTIROFNEEFITLET,

IPdACL DBE |

FIEOME
1. configureterminal
2. vlan access-map name [number)
3. action drop log
4. exit
5. vlan access-log {maxflow max number | threshold pkt count}
6. end
FIEDFHE
AV RFERETI3 Y B#)
& configureterminal rJua—nN)Lar 4 FXal—aryET— RR2HBLET,
i -
Switch# configure terminal
25y T2 vlan access-map name [number] |VLAN <= 7% {EK L E£7, VLAN <~ v FIZ4F L FHE (L5 %
FIEF, FHE vy TROZL NI DY —Tr U AFETT,
o = o AR5 DOFPHIL 0 ~ 65535 T,
Suitchconfis) ¥ vian aceessmeP| o1 4 4oy VLAN ~ v 7 AEHT 5 & . 10 F2HINIT 5 B AAI
Y TONET, vy FEERELITHIRT D & X%, %475
~v 7 2 M) DOFSEANTEET,
vy ThEHR T ER) ARETLE TR AYy T arT7 ¥
L—ya vy = RBsBIhET,
ATvT3 action drop log PNy FEBEBLOCR X 7T 5L VLANT 78 A~y T4
RELET,
i -
Switch (config-access-map) #
action drop log
ATvT4 exit VIANT 7t A~y 7 ar7 4 Xal—varE—RE&TL, 7
O—/N)L a7 4 FXal—ary EB—RIREYET,
i -

Switch (config-access-map) # exit

i CiscolOSXE!!Y—R3ISEtFal)Ts AT Fal—3> AL (Catalyst3850 XA = F)
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| 1PuACcLOEE

iraacLoe=429>7 |}

ARV RFERRTI Y =]

ATvT5 vlan access-log {maxflow VACL B X 7 NI A—=2EBELET,
max_number | threshold pkt count}

* maxflow max_number : 07 T —T ) YA XETHELET,

il - maxflow D% 0 IZRTTDHE, v F T—TILONELZHIBRT
XET, BT —TARNSIFVOEREIT, e XTSI

Switch (config)# vlan access-log

threshold 4000 Ty RN T R TICE>TH LW m—bEEINE T,
EOFFIX, 0~ 2048 TY, 7 74 /b ML 500 T
* threshold pkt count : @ X > 7 LEVMELZRE L ET, 5 ki

THANI 7B —D LEVMEIZET D &, v F A vb—UnER
ENnET,

L& VMBEOHIFHIL 0~ 2147483647 T, 574/ DL X VWMHE
X0 THY, Syslog A vE—U RS HT LICEKSINET,

ATFvT6 end H:HE EXEC £ — FIZRY £9°,

1 -

Switch (config) # end

IPVAACLDE=R1) Y

AA O FITREINTWS ACL, BIWA v F—T7 = AL VLAN IZEH S/ ACL #F R~ L
TIPV4ACL 3 F =X CXF9,

ip access-group { > #—7 A A AT 4 FXal—varavry REHFEHLT, L4 P2ELE
LAY3IA T =T 2 A ACL ZHH LIZHRE, TDOA L F =T =2 AA ADT 78 A T —
TERRTEET, Flo, LA Y2 A 0¥ —T7 oA ATHMA I MACACL bR R TEET,

O HREFRTT HITIE, IROFIZFEHEH SR EXEC 2~ REFEH L ET,

R2:.TIVERYRAMBEUVTZ7IVER TIL—THE#RFEITSaAvUK

avwUk B
show access-lists [number | name] BHOIPBIUOMACT RLATZ7ERA DA NDOEEKRR

ZO—E, FREFFHEDT 7 A VA (FEftEEn
AR E) ORNEEFRLET,

show ip access-lists [number | name) BEOIPT 7 EAYARNRKR, ELIFFEDOIP T 7 &
A YA N (FftEEidaniftE) 287 0F7,

CiscolOSXE ') J—R3ISEt¥Xa!T, a2V T4F¥aL—>3 > HA F (Catalyst3850 X o v F)
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ACL

ACL D% TE

IPdACL DBE |

avw Uk Br

show ip interfaceinterface-id AV B —T 2 f ADFEMBREB LR TF— X 25 FR L
£, PRA FX—T IR TNWDHA VH—T =4 AT,
ip access-group 1 > ¥ —7 = A A AT X2l — 3
v avy REEMALTACL %A LHaE, 771
AT N—TbRRINET,

show running-config A v FELFRRESNIA L F—T oA ADA LT 4
[interfaceinterface-id] Xal—Tary 774 LVONE RESNTZTITD

MACEBLQRIPT 7R VAL, FOT 78R 7 I)L—
TNA U H—T oA AT SN0 E) #F s LE

TO
show mac access-group FTRTDOULAY2A =T 2 A AFITHREESNZL
[interfaceinterface-id) AX2A =T 2 RAZEHENTWAMACT 7 &
A YA B
ERRELET,

&% 7 151

5] - ACL T RsfEEnH

i CiscolOSXE!!Y—R3ISEtFal)Ts AT Fal—3> AL (Catalyst3850 XA = F)

WO workhours (MR ORFRIEIHE B L OEt0kH (200641 H1H) 2 EL., &
ExfEin T 20~ LET,

Switch# show time-range
time-range entry: new year day 2003 (inactive)

absolute start 00:00 01 January 2006 end 23:59 01 January 2006
time-range entry: workhours (inactive)

periodic weekdays 8:00 to 12:00

periodic weekdays 13:00 to 17:00

IRF AR PH 238 1 3 2 12 1%, RRHEaPH 4 5835 © = 2 iR ACL WIC R &4 2 A L 77, RIZ,
JEBET 72 A U A M 188 ZAERK L CHERR T 2B 2R LET, ZDOT7 7R YA NTHE, EEXEIN
TARZERFH X T R TORE LN LT R TOZHE~DTCP N7 7 ¢ v 7 Z4EG L, HERR X
TRXCTOTCP V77 4 v 7 &fFa] LET,

Switch (config) # access-list 188 deny tcp any any time-range new_year_ day 2006
Switch (config)# access-list 188 permit tcp any any time-range workhours
Switch (config) # end
Switch# show access-lists
Extended IP access list 188

10 deny tcp any any time-range new year day 2006 (inactive)

20 permit tcp any any time-range workhours (inactive)

0L-30243-01-J |



IPva ACL DERE

B AcL~na4x>roEA I

WIZ, AT E ACLEZMEHLTCHL N7 7 4 v 7 Al B L OHESR T 5012~ LET,

Switch (config)# ip access-list extended deny access
Switch (config-ext-nacl)# deny tcp any any time-range new_year day 2006
Switch (config-ext-nacl)# exit
Switch (config)# ip access-list extended may_access
Switch (config-ext-nacl)# permit tcp any any time-range workhours
Switch (config-ext-nacl)# end
Switch# show ip access-lists
Extended IP access list lpip default
10 permit ip any any
Extended IP access list deny access
10 deny tcp any any time-range new year day 2006 (inactive)
Extended IP access list may access
10 permit tcp any any time-range workhours (inactive)

5l : ACLL~DO* > FDIEA

| oL-30243-01-J

remark X —V — R&fFEHT B L, FEDO IPEHREE ZIZIEE ACLIZ= MU+ 2 a2 b
(FER) Z2BIMTExEd, a A 2FHATEL. ACLDOBfif: XX v U BNRHITHRD 4, 1
DDA AL MTOERKRET 100 XFTT,

a A2 M, permit AT — K AV hEzlddeny AT — F AL FORIKELLICTHEETE £
T AL IR EDpermit A7 — b A M ETITdeny AT — F A L R DOFBITH D DD DIHREIC
589, AA FOMBEIZEAL T—EMZROVERHY I, X, HDHaA I
KT 5 permit £ 721X deny AT — h AV FORNZH Y, O A2 MIHIGTDHAT— R AL b
DHRAZHD L RELEZHE L ATREMERH Y £7,

B ofh& IPEUEE 72 13PE3E ACL (22 A > b &FEAT BIZ1. access-list access-list number remark
remark 72 —N)L a7 4 X alb—aravwry REFEHLET, a2 FEEIBRT ST, 2
Da<wr RFOno FEREZHEHLET,

WROBFITIE, Jones DT —F AT — a3 NIIET 7B AZFH L, Smith DU —7 A5 —3 3 \Z
X7 7R EFR LEREA,

access-list 1 remark Permit only Jones workstation through
access-list 1 permit 171.69.2.88

access-list 1 remark Do not allow Smith through
access-list 1 deny 171.69.3.13

Switch (config)
Switch (configqg)
Switch (config)
Switch (config)

#
#
#
#

AEIfTZIPACLO= FUIZIE, remark 778X YA a7 4 Fal—ay avy R
FERHLET, 2 AV FE2HIBRT 223, Zoa~>y Rone BXAEEHLET,

WOHFITIL, Jones DY 7 % v NMTIXFE(E Telnet DEFH BT S EH A,

Switch(config)# ip access-list extended telnetting
Switch (config-ext-nacl)# remark Do not allow Jones subnet to telnet out
Switch (config-ext-nacl)# deny tcp host 171.69.2.88 any eq telnet
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Bl . ACLD FZTNa—F a2y

Bl :ACLDO LS TN a—Ta2T

i CiscolOSXE!!Y—R3ISEtFal)Ts AT Fal—3> AL (Catalyst3850 XA = F)

WD ACL 32—V v AvE—URERRENT [chars] BT 78 A AN THDILEEIL.
ACLMGR-2-NOVMR: Cannot generate hardware representation of access list [chars]

AA v FIIE, ACL D= R U = 7 RILZIEKT 2 DI ATaER U Y — AN AR L TVET,
IOV Y—=RZE, N R U= T AR RBIOT AL A= ARNEGENE T, CPUAEY IIH
FNEFA, ZORMBEORKIZ, EATRLAREEE L=y FELEIFEMON—FY =T U YV —

ADRETT, dwEEEL =y MI, TCP 77 7V ®—3F, F£7/21% TCP, UDP, SCTP R— F& =
To eq LUt (ne, gt, It, F7/-iL range) D7 A N CHLETT,

WOWTIIOBEGRER ZFH L E 9,
CACLERTEEZER L HFEHT Y Y—RA%&W6 LET,

D ACL A4 F£72133F 5 L0 LI TINECTRICE R EIN DAL 1213HE 12 ACL DL RITE L
HLET,

HEHON—FNT7 =7 UV —ZX%ZiB3 521X, show platform layerd acl map 554 EXEC =~ > K
EANDLET, A vy FITHEAAEER Y Y — AR 2041, HIIT index 0 ~ index 15 23 C
RN ENTRINET,

14372 U ) — AR 720y ACL D% E DREMIZ DU Ti, Bug Toolkit @ CSCsq63926 =& LT 72
S0,

el zE, WD ACLEA VX —T A A LET,

permit tcp source source-wildcard destination destination-wildcard range 5 60
permit tcp source source-wildcard destination destination-wildcard range 15 160
permit tcp source source-wildcard destination destination-wildcard range 115 1660
permit tcp source source-wildcard destination destination-wildcard

RBMDIRDA =V NRRINDGEITRO LI ITLET,
ACLMGR-2-NOVMR: Cannot generate hardware representation of access list [chars]
77 7EEOEEIIEATE EHA, ZOREEEEET HITIL,

*ip access-list resequence 72— )L a7 4 X2 b—T gy avy REERTHZ LICko
T, 4DH® ACE % 1 >H® ACE OHiIZBE) & FE T,
permit tcp source source-wildcard destination destination-wildcard
permit tcp source source-wildcard destination destination-wildcard range 5 60

permit tcp source source-wildcard destination destination-wildcard range 15 160
permit tcp source source-wildcard destination destination-wildcard range 115 1660

ER

D ACL A4 F7213F 5 L0 b TINECTHRICEREN DAL 1213HE 12 ACL DL RITEZE
HLET (& 20E, ACL79 % ACLTICEHELET)
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ZNT, ACLAD 129D ACEX A v X —T A A :ijﬁf%i# AA v FIZE-T, ACE
23, Opselect 1 7 v 7 ANOFIHFRER~ vy B 7 By MIEID Y TH, RIZ, "—RU=x
7T AEIVNORLEy bEEHT 57 7 7 BEEERE -3 E D éuf HILET,

IPv4 ACL D&% E 5

T, IPVAACL ZREB L O 26127~ LET, ACL D= 3 A WIZB 23/ D
TiX. [Cisco IOS Security Configuration Guide, Release 12.4)] 3 J.O¥ [Cisco IOS IP Configuration
Guide, Release 12.4)] @ TIP Adderssing and Services] DFIZ# 5 [Configuring IP Services] DIE%
ZRLTZEN,

INRRRR Y RO —ODNEEINT-A 7« KA®D ACL

| oL-30243-01-J

WIZ, N R / N =7 B INT A7 0 AREZRLET, b —T v RaA— F 218

N7 — R A, TRTOUMEENT 7 B A TE DG 72 EOFRBBEMI N TWES, L—
T v K AR— M %ﬁéhtﬁwm L. BER DO G IANT — 2 B S TOET,
= RAFTRTCOZ—YFRT 7 A TEETH, —N"BILT 7 EATE 5 2—PFIIHIRE
NTWET,

K3:)L—FACLIZK B 574w DHIE

Server A Server B
Eensfits Payroll

<

.

{

Human Resources /

ing
172.20.128.0-31 .i 172.20.128.64-95

N—% ACL i L CERD X I IZEET HICiE, ROWTNIrOHFEEFRLET,
CHEMEACLZIER L., R— MOV —RIEHERBTDH NI T4 v 7B T 4N H Y T LET,
*PEARACLZERC L, =B R— M ICERBTDNT T4 w07 4N E2 ) T LET,

ioiasd
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Bl - IMNRBER Y FTO—ODBEINI-A T« XD ACL

WIZ, EH¥EACLEZHHAL CAR— MO —RBIZERTDI N T T4 v 0 T4 NE Y T L, &
S OE(E LT KL A 172.20.128.64 ~ 172.20.128 95 IR EEND b T 7 4 v 7 12T 27l 9%
BlERLET, 2O ACLIL, FBESNZEEILT RLVAEFFOL—T v K R— bk 1 DL %EFES
N5 774y 7 ICEHASNET,

Switch (config)# access-list 6 permit 172.20.128.64 0.0.0.31
Switch (config)# end
Switch# how access-lists
Standard IP access list 6
10 permit 172.20.128.64, wildcard bits 0.0.0.31
Switch (config) # interface gigabitethernetl/0/1
Switch (config-if)# ip access-group 6 out

WIZ, JEBEACLZFEH L CH— "B OR—MNIEHEETDHIN T T4 v 2274 NZ ) T L, AT
BEOREEILT LA (ZOGEIET—/3B) 2O O%EET R 1A 172.20.128.64 ~ 172.20.128.95
WCIEEEND VT 74 w0 P EHFNTHHERLET, ZOACLIE, V—T v REBE—F11Z
ERETDHNTZ 70 v 7S, FREDSET FLARIZEEEIND VT 7 4 v 7 ETFEFHFRT L
£, JERACL Z A4 25413, FETB L0 EEROmNC, 7 han (IP) 2 ANT5
VERH Y FT,

Switch (config) # access-list 106 permit ip any 172.20.128.64 0.0.0.31
Switch (config) # end
Switch# show access-lists
Extended IP access list 106
10 permit ip any 172.20.128.64 0.0.0.31
Switch (config) # interface gigabitethernetl/0/1
Switch (config-if)# ip access-group 106 in

Bl . FETE ACL

OB DRy FT—2736.0.00 1%, 2FDDA 7T v "BV TRy hEEETDHI T AA XY b
U—7 T, DF0, 7%y b v AZ11255255.00 TF, Fv hU—2 7 KL% 36.0.00 D3
FOBIN4BDOF 7T v M, BEDOKRA ML ELET, 778Z2 VA2 2L T,
BT Ry A8 DT KL AZ 1AL, ALY 73Ry hOMOT RLUATTRTHEELET, =
DT AV ARNDORKITIE, £ FU—7 36.0.0.0 DMOTXCTOY T Xy b EOT KL AR
FFAIENAZ L ZRLET, TOACLIE, A— MIERTLI Ny MEH I ET,

Switch(config)# access-list 2 permit 36.48.0.3
Switch(config)# access-list 2 deny 36.48.0.0 0.0.255.255
Switch (config)# access-list 2 permit 36.0.0.0 0.255.255.255
Switch (config) # interface gigabitethernet2/0/1
Switch(config-if)# ip access-group 2 in

CiscolOSXE ) !)—RX3SEtFal)T4 AT 4F¥aL—3> H4 K (Catalyst3850 X o1 v F)
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WOFIOFRTAITIZ. 1023 L9 b KX \VSE5HE— h~DHEE TCP B &7 LE T, 2 BHDIT
1. AR R 128.88.1.2 D SMTP R — h~D#EE TCP ¥ss # Frl LE T, 3 BDDOITIE., =F—
74— Ry ZHOEEICMP A v e — V& HFTLET,

Switch (config)# access-list 102 permit tcp any 128.88.0.0 0.0.255.255 gt 1023
Switch(config)# access-list 102 permit tcp any host 128.88.1.2 eq 25

Switch (config)# access-list 102 permit icmp any any

Switch (config) # interface gigabitethernet2/0/1

Switch(config-if)# ip access-group 102 in

WOBITIE, A F—Fy MIBER SRy NI—IR3BY, FOxy hU—7 EOEEDR
ANNA B —Fy N EOEEDORA NE TCPHF AL TEL LT HLGEHELTNE
T, 72720, IPERAMDSIE, HHA—V KA RO A—/L (SMTP) R— hEERE, v hTU—
7 EORANE TCP HHf Z ML TERNE I ITLET,

SMTP %, Bt D ¥ CIETCP AR — K25, 9 Wi CIET7 v X A7 AR— NESEHERLET, #
FELTWAHIE, FMUAR—MESHREHINET, A1 ¥ =Ry EOEHEET LA Ty K
DY — ME25TT, BENT Y hOR— FEFIITRINTWET, 2Ry NU—T7 D
VAT ATIEFIZAR— R2STOA—NERNEH I TWDH D, EET—ERXEREF—EX
ZEBNCHE CE 9, ACLIZRIEA L X —T7 =24 ADANTACLBLOERA v 4 —T = A R
DI ACL & L TRREINDILENH Y £7°,

Switch (config)# access-list 102 permit tcp any 128.88.0.0 0.0.255.255 eq 23
Switch (config)# access-list 102 permit tcp any 128.88.0.0 0.0.255.255 eq 25
Switch (config) # interface gigabitethernetl/0/1

Switch(config-if)# ip access-group 102 in

WOFITIZ, Xy FT—Z1X7 FL AN 1288800 D7 T AB Ry hU—2 T, A—/LKRAID
7 R A[%128.88.1.2 T9", established & — 7 — N, #E 7 Sz ARKRd 25 TCPEHMH O ¥ —
U — RKT%, TCPT—4 77 AIZ ACK £721ERST By bRRE S, X7 v M OBEFEOBEC
BLTWDLZENHATLE, —HERRINET, AF VT AUNRN—1DOXFHE Y b A —H
Ry N AVHE—T 2 A A1, V=B &AL H—Fy NMIEHTHA L F—T = ATT,

Switch (config)# access-list 102 permit tcp any 128.88.0.0 0.0.255.255 established
Switch (config)# access-list 102 permit tcp any host 128.88.1.2 eq 25

Switch (config) # interface gigabitethernetl/0/1

Switch(config-if)# ip access-group 102 in

il - &I+ E ACL

| oL-30243-01-J

BT E1REE ACL & & U AT EHE5R ACL DIERL

RIZ, Internet filter & D 2 RTOEAE ACL 3 L O marketing group &\ 9 £ HiOILIR ACL % 1ERK
T o061 R Uk S, Internet_filter ACL 1E, XETLT FL A 1234 MO XESNLTITO T
T4y EFFAILET,

Switch (config)# ip access-list standard Internet filter
Switch (config-ext-nacl)# permit 1.2.3.4
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IPv4 ACL % E 51

IPdACL DBE |

Switch (config-ext-nacl)# exit

marketing group ACL |%, 8557 KL AL T AL KA1 — RO 171.69.0.0 0.0.255.255 ~DALE D
TCPTelnet N7 7 4 v 7 Z#F L, ZOMDTCP v7 7 4 v 7 &HELET, ICMP h7 7 1 v
JEFFAI L, EEDOREIL B, sEEAR— A 1024 LD /NEV 171.69.0.0 ~ 179.69.255.255 D45
LT RUANEEFEINDHUDP T 74 v 7 2ERLET, ENLSOTXTOIP FF7 1 w7
EPESLT, RE2 e RnRRrINET,

Switch (config)# ip access-list extended marketing group

Switch (config-ext-nacl)# permit tcp any 171.69.0.0 0.0.255.255 eq telnet
Switch (config-ext-nacl)# deny tcp any any

Switch (config-ext-nacl)# permit icmp any any

Switch (config-ext-nacl)# deny udp any 171.69.0.0 0.0.255.255 1t 1024
Switch (config-ext-nacl)# deny ip any any log

Switch (config-ext-nacl)# exit

Internet_filter ACL I3F815 b7 7 ¢ » 725 H S, marketing group ACL I LA ¥ 3 R — hDE(E
7T 4y ZITEAINET,

Switch (config) # interface gigabitethernet3/0/2
Switch(config-if)# no switchport

Switch (config-if)# ip address 2.0.5.1 255.255.255.0
Switch (config-if)# ip access-group Internet filter out
Switch (config-if)# ip access-group marketing group in

A 711+ E ACL 5 D1E R ACE M HIl &
Wiz, Zuift& 7 7' A U A b border-list 7)>5 ACE Z{EBNZHIFRT D262~ L F T,

Switch(config)# ip access-list extended border-list
Switch (config-ext-nacl)# no permit ip host 10.1.1.3 any

%1 - IP ACL [Z5@E A = 1 5 sl £

WIiZ, ABANLAERADOTFISHE ~TF 1% 6 (18K O, IPOHTTP N5 7 4 v 7 AT
LR LET, UDP 77 4 v 7%, TREBEB X O HIEH OIEF~41% 8 Q08f) Df7=1T
FalEnE T,

Switch (configqg)
Switch (configqg)
|

Switch (configqg)
Switch (config)
|

Switch (config) # ip access-list extended strict

Switch (config-ext-nacl)# deny tcp any any eq www time-range no-http
Switch (config-ext-nacl)# permit udp any any time-range udp-yes

|

Switch (config-ext-nacl) # exit

Switch (config) # interface gigabitethernet2/0/1

Switch(config-if)# ip access-group strict in

# time-range no-http
# periodic weekdays 8:00 to 18:00
time-range udp-yes

#
# periodic weekend 12:00 to 20:00
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Bl a A

Y hFEIPACLTY YD

IR TFEZHE ACL OF Tl

ivaacL s [l

O
a

X JE
Jones WATHETAU—I AT — 9 AT VB A ZEFR L,

Smith BRFTATHT—27 27— 9 NZET 7B A EZFR LER A,

Switch (configqg)
Switch (config)
Switch (config)
Switch (configqg)

IR T ZFE ACL OF T,
Li‘b‘:/\/o

#
#
#
#

Switch (config)# access-1list 100

Switch(config)# access-list 100

Switch (config)# access-list 100
( ) #

Switch (config access-list 100

W R T4 A& ACL OF T,

access-list 1 remark Permit only Jones workstation through
access-list 1 permit 171.69.2.88

access-list 1 remark Do not allow Smith workstation through
access-list 1 deny 171.69.3.13

Winter 35 528 Smith DU — 27 25— 3 2 Web [H'& % 3 7]

remark Do not allow Winter to browse the web
deny host 171.69.3.85 any eq www
remark Do not allow Smith to browse the web
deny host 171.69.3.13 any eq www

Jones DYV 7 Ry MIT 7B AZFHF N LERA,

Switch (config)# ip access-list standard prevention
Switch (config-std-nacl)# remark Do not allow Jones subnet through
Switch (config-std-nacl)# deny 171.69.0.0 0.0.255.255

IR T4 & ACL OB TIL, Jones DY 7% v MMIIEE Telnet DfEHZZFA] L EH A

Switch(config)# ip access-list extended telnetting
Switch (config-ext-nacl)# remark Do not allow Jones subnet to telnet out
Switch (config-ext-nacl)# deny tcp 171.69.0.0 0.0.255.255 any eq telnet

il ACLOX>Y

| oL-30243-01-J

Jb—% ACL TlE, 2O X 7R R—FSINTWET, logg¥—T— REEETLHE, =
YRV E=ET LTy MIBET IR TEEA v =T a Y —UZEE SILE T, log-input
F—U—RERETDHE, B Z NVICANA U E—T = ANBMENET,

WOFITIX, ARifTEfE%ET 782 U R D stan] 1£10.1.1.00.0.0255 6D v T 7 ¢ v 7 A
L. TOMDOTRCOBEEILNOLD N T 7 4 v 7 &FHFAILET, logF—U—RFLIEESNTNE
T,

Switch
Switch
Switch
Switch

config)# ip access-list standard stanl

config-std-nacl)# deny 10.1.1.0 0.0.0.255 log

config-std-nacl) # permit any log

config-std-nacl) # exit

Switch (config) # interface gigabitethernetl/0/1

Switch(config-if)# ip access-group stanl in

Switch (config-if)# end

Switch# show logging

Syslog logging: enabled (0 messages dropped, 0 flushes, 0 overruns)
Console logging: level debugging, 37 messages logged
Monitor logging: level debugging, 0 messages logged
Buffer logging: level debugging, 37 messages logged
File logging: disabled
Trap logging: level debugging, 39 message lines logged

Log Buffer (4096 bytes):
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ACL 5 & A VLAN < v T D&% E

00:00:48: NTP: authentication delay calculation problems
<output truncated>

00:09:34:%SEC-6-IPACCESSLOGS:1ist stanl permitted 0.0.0.0 1 packet
00:09:59:%SEC-6-IPACCESSLOGS:1ist stanl denied 10.1.1.15 1 packet
00:10:11:%SEC-6-IPACCESSLOGS:1list stanl permitted 0.0.0.0 1 packet

WIZ, AT EIERET 78 A U R Fextl \IZL - T, fEEDEELIS 10.1.1.00.0.0.255 ~D ICMP
Ry NEFFRIL, T XTOUDP 7 v N EHESRTHHEZ R LET,

Switch(config)# ip access-list extended extl

Switch (config-ext-nacl)# permit icmp any 10.1.1.0 0.0.0.255 log
Switch (config-ext-nacl)# deny udp any any log

Switch (config-std-nacl)# exit

Switch (config) # interface gigabitethernetl/0/2

Switch (config-if)# ip access-group extl in

Wz, LR ACL a7 OflZ R LE7,

01:24:23:%SEC-6-IPACCESSLOGDP:1ist extl permitted icmp 10.1.1.15 -> 10.1.1.61 (0/0), 1
packet

01:25:14:%SEC-6-IPACCESSLOGDP:1ist extl permitted icmp 10.1.1.15 -> 10.1.1.61 (0/0), 7
packets

01:26:12:%SEC-6-IPACCESSLOGP:1ist extl denied udp 0.0.0.0(0) -> 255.255.255.255(0), 1 packet
01:31:33:%SEC-6-IPACCESSLOGP:1list extl denied udp 0.0.0.0(0) -> 255.255.255.255(0), 8 packets

IPACL D+ _RCouaxr 7 =+ iL %SEC-6-IPACCESSLOG TR L £, =2 F U DX
1. —HL7ZACLRT 7R = N OIS CETFRR Y £9°,

KIZ, log-input ¥ —7 — REIEE LIGEDOH N A v =202 R LET,
00:04:21:%$SEC-6-IPACCESSLOGDP:1ist inputlog permitted icmp 10.1.1.10 (Vlanl 0001.42ef.a400)

->
10.1.1.61 (0/0), 1 packet

log ¥—U— FZRELIHE. ROy MZETL20 7 Ayt —VIZEZANA 2 —T7 =
A AFERNEGENEE A

00:05:47:%SEC-6-IPACCESSLOGDP:1ist inputlog permitted icmp 10.1.1.10 -> 10.1.1.61 (0/0), 1
packet

ACL 5 & U VLAN < v T D ERE I

i CiscolOSXE!!Y—R3ISEtFal)Ts AT Fal—3> AL (Catalyst3850 XA = F)

Bl : /85y FEEBRTBHACLEB LU VLAN Ty TOERL

ZIZTIE. ANy FEESET S ACL BLX O VLAN v v 7 a2 Ek T 502" LES, IO~ v
7T, ipl ACL (TCP X7y N) IZ—ET 5T _XTONNTry MR Rry7ENET, &I, 7
RTOTCP /37> MEFFA[ L, TS D7 > N BT _XTHEST % ipl ACL Z/ERk L £,
VLAN ~ » ZIZIX P 237w Mk 5 match F)MFET 2720, T 74/ OT 7 v a Tl
O match Al & H—FHL72WIP XNy R T _RT Ry 7EnET,

Switch (config)# ip access-list extended ipl
Switch (config-ext-nacl)# permit tcp any any
Switch (config-ext-nacl)# exit
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Switch (config) # vlan access-map map_1l 10
Switch (config-access-map)# match ip address ipl
Switch (config-access-map) # action drop

Bl : /N7y FEEFRIT B ACL £ & U VLAN 7 v TDERK

WIT, Ny P EFFAIT D VLAN v v 72 ERT 261 %2R LE ¥, ACLip2 X UDP /"7 > k%3
"L, ip2 ACL & —ET 5T _XTONRTy MBREREINET, 2O~y 7 TiE, ZHUFETIOED
ACL £ H—H L2V TRTOIP /N7y b (TCPTH UDP THARVW T b)) BN Re vy EnE
ﬁ‘o

Switch(config)# ip access-list extended ip2
Switch (config-ext-nacl)# permit udp any any
Switch (config-ext-nacl)# exit

Switch (config)# vlan access-map map_1l 20

Switch (config-access-map)# match ip address ip2
Switch (config-access-map) # action forward

Bl -IP/Ny O RAYTBEBEUMAC /Ny FDEEEDTIAILETHS 3y

| oL-30243-01-J

KOBID VLAN ¥ > 7 Tld, 774/ b TIP ATy bR Fry 7S, MAC /N7 v R EE S
WET, FEHED ACL 101 B L OAHIT EIRiET 7 & X U 2 I igmp-match 35 KX O tep-match % =
D=y 7 LMAEDETHMAT DL, ROLIITRY £,

* TN TOUDP /N7y FRHRESVET,
*TRTOIGMP N7y FBFry 7ERET,
*FTANTOTCP ATy FBSEEESNET,
CEOMOTXTOIP Ry MR Fr Yy 7INET,
*TRTOIEIP Ty MPIRESNET,

Switch (config) # access-list 101 permit udp any any
Switch(config)# ip access-list extended igmp-match
Switch (config-ext-nacl)# permit igmp any any

Switch (config) # action forward

Switch (config-ext-nacl)# permit tcp any any

Switch (config-ext-nacl)# exit

Switch (config)# vlan access-map drop-ip-default 10
Switch (config-access-map)# match ip address 101
Switch (config-access-map) # action forward

Switch (config-access-map) # exit

Switch (config)# wvlan access-map drop-ip-default 20
Switch (config-access-map) # match ip address igmp-match
Switch (config-access-map) # action drop

Switch (config-access-map) # exit

Switch (config)# vlan access-map drop-ip-default 30
Switch (config-access-map)# match ip address tcp-match
Switch (config-access-map)# action forward
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Bl : MAC/X7y D RFAY TEXVIP Ny FOEEDTIAHIL LTI 3

WOBED VLAN =~ v 7 Tld, T 74/ E TMAC X7y bR R v 7 &, IP 37 v R &
NWET, MACHEIET 7 22 U X | good-hosts 35 1 (X good-protocols & = D~ v 7 LA E T
HRTDE, ROX TR T,

* 5 A | 0000.0c00.0111 5 & TY0000.0¢00.0211 235 D MAC 737 > M BEREINE T,
* decnet-iv F 7213 vines-ip 7' 1 h VAT 5 MAC N7 > R RIESE T,
CEDOMOTXTOIIP Ry ARy 7ISNET,

CFTARTOIP ATy M RE ST T,

Switch (config)# mac access-list extended good-hosts

Switch (config-ext-macl)# permit host 000.0c00.0111 any
Switch (config-ext-macl)# permit host 000.0c00.0211 any
Switch(config-ext-nacl)# exit

Switch (config) # action forward

Switch (config-ext-macl)# mac access-list extended good-protocols
Switch (config-ext-macl)# permit any any vines-ip

Switch (config-ext-nacl)# exit

Switch(config)# vlan access-map drop-mac-default 10

Switch (config-access-map)# match mac address good-hosts
Switch (config-access-map)# action forward

Switch (config-access-map) # exit

Switch(config)# wvlan access-map drop-mac-default 20

Switch (config-access-map) # match mac address good-protocols
Switch (config-access-map) # action forward

Bl : TRTO/NTy bE2EROYTTBETIHILETOIIY

i CiscolOSXE!!Y—R3ISEtFal)Ts AT Fal—3> AL (Catalyst3850 XA = F)

WROBIOVLAN ¥ » 7 ClE, 774N b TTRTONRT y b (IPBLOIEIP) A Rey 7 ShvE
T, FI2BLUHI3 DT 7 E2A U A tep-match 35 X O good-hosts 2 = D~ 7 L A G HE T
T DL, ROEHITRY ET,
*FTARTOTCP ATy FBREEESNET,
* 7R A K 0000.0c00.0111 33 &£ T 0000.0c00.0211 735 D MAC /37 v kMmE S E T,
CEOMDOTRTOIP Ny bR Ry T INET,
CZOMDOTRTOMAC /N7y R Ry 7 ENET,
Switch (config)# vlan access-map drop-all-default 10
Switch (config-access-map) # match ip address tcp-match
Switch (config-access-map) # action forward
Switch (config-access-map) # exit
Switch(config)# vlan access-map drop-all-default 20
(
(

Switch (config-access-map)# match mac address good-hosts
Switch (config-access-map)# action forward
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BELOAAL v F CITHBINTWDHERELET, FRANXNLEHRANY~DNT 7 4 v 70X
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K4: 74 )5 o0—Ey FORE

f Switch B
f

Switch A Switch C

VLAN map: Deny HTTP
fremX to Y. ——=

HTTF is dropped ——=

at entry point.
_—
Host X Host
- VLAN A 10.1.1.32 10.1.1.34
— — — VWLANZ B

—— = Packet

HTTP F T 7 4 v 7 HHRA R XMOBERARNY ~AA v F L 7 LRSI, "ARX IPT L
210.1.132) MHABEARY (IP7 FLA10.1.1.34) ([ZANDTXTOHTTP 77 4 v ZIRAA v
FATRey SN, AAvTF BTV v 7E3NR0nEic, A4AvFADVLAN~Y v
ERETEET,
BAUNZ, HTTP AR — h ETTRXTOTCP 77 4 v 7 %23FF (—%) $51P7 278X RN htp
EEHZELET,

Switch (config)# ip access-list extended http
Switch (config-ext-nacl)# permit tcp host 10.1.1.32 host 10.1.1.34 eq www
Switch (config-ext-nacl)# exit
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WRIZ, htip T 7 BA VAN —HTDHINT T4y 7R ey 7S, ZOMOTXTOIP b7
T4 I PNEEEND X DI, VLAN 77 B A < v 7 map2 ZHER L £7,
Switch (config)# wvlan access-map map2 10
Switch (config-access-map)# match ip address http
Switch (config-access-map) # action drop
Switch (config-access-map) # exit
Switch (config)# ip access-list extended match_all
Switch (config-ext-nacl)# permit ip any any
Switch (config-ext-nacl)# exit
Switch (config)# wvlan access-map map2 20
(
(

Switch (config-access-map) # match ip address match_all
Switch (config-access-map) # action forward

WIZ, VLAN 77 E A <> 7 map2 % VLAN 1 (25 L £ 77,

Switch(config)# wvlan filter map2 vlan 1

{5 : BID VLAN (23 5 H—/A~D 7 7 £ XD HIR

BDOVLANIZH DV —_~DT7 7 AZFHIRBTEET, =&z, VLANIOWNDO Y —-310.1.1.100
TIZ. WOFARADT 72 AZELTHLERH Y F7,
*VLAN20 NDOH 72> b 101208 1CHDHERA DT 7 AZEIELET,

*VLAN 10 NDAR Ak 10.1.1.4 BELV10.1.1.8 DT 7 ERA&EERIE L £,
5: BlD VLAN DY —/\~D T 7 & XDHIR

VLAMN map

10.1.1.100 L
m Subnet

[
Server (VLAN 10) ‘_T“‘*“——____ 101.2.0/8

—— ‘

T\Hcst (VLAM 20)

101.1.4

Host (WLAM 10} Layer 3 switch

10.1.1.8

1012ma

Host (VLAN 10) —» Packet

5 : BID VLAN [2H B H—/I~DT7 VL ADESE

Wiz, 7% F 101208 NOAKRA b, A K 10114, BIOEA 10118 DT 7 ¥ A%4H
HL., ZOMDIP T 7 1 v 7 #FFA[T %5 VLAN = » 7 SERVERI-ACL Z{ER% L T, B/ VLAN
WO —N~DT 72 AEEET HHl R LET, &EDAT v 7 Tid, ¥ 7 SERVERI %
VLAN 10 [ZHEH L £,
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Switch (config)# ip access-list extended SERVER1_ACL
Switch (config-ext-nacl))# permit ip 10.1.2.0 0.0.0.255 host 10.1.1.100
Switch (config-ext-nacl))# permit ip host 10.1.1.4 host 10.1.1.100
Switch (config-ext-nacl))# permit ip host 10.1.1.8 host 10.1.1.100

( ))

Switch (config-ext-nacl))# exit

SERVERI ACL & —%73 51PNy hE Fay 7 LT, ZOACL &—EHLRWIP /Y7 v iR
%9 HACLEZHHALT, VLANV Yy 72 ERLET,

Switch (config)# vlan access-map SERVER1_ MAP

Switch (config-access-map)# match ip address SERVER1_ACL
Switch (config-access-map) # action drop

Switch (config)# vlan access-map SERVER1_MAP 20

Switch (config-access-map) # action forward

Switch (config-access-map) # exit

VLAN 10 |Z VLAN v v 7 &AL 9,

Switch (config)# wvlan filter SERVERL1 MAP vlan-list 10

VLAN (2R &1 5 J/L—% ACL & VLAN < v T D E&E

ZIZTIEH, V—H ACLBXOVLAN~ vy 7% VLANICHEA L, A vF Ky b, 7V oY
Ry b, =Ty R X7y b, BIO-ALFXR AN Xy NE20BET 502 LET,
WO TIEENENDBIITIZEIND Ny hErR LET, X7y hO/RZANRVLAN = v 7%
ACL ZR T ERFZET HHRA L FT, Ny heREETICRey 79 25EHELH Y £,

Bl : ACLELUVRAvyF K /7y b

WOHNZ, VLANINTAAS v F 7 E3 N5y MZACLZ#MAT 5 HiEE2RLET, 74—V
Ry TV oD Tk oT—T 4 V7 E3REESNT, VLANNTAA v F 7S5
Ay MiZiE. AJIVLAN @ VLAN =~ 7720 A mHA S E 1,
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