Cisco TrustSec A< > F

» cts authorization list (3 ~X—7)

s cts change-password (5 ~X—7)

s cts credentials (6 ~X—3)

s ctsrefresh (8 ~X—1)

s ctsrekey (10 ~—7)

* cts role-based enforcement (11 ~X—3)
» cts role-based 12-vrf (13 ~<—73)

s cts role-based monitor (15 ~X—73)

* cts role-based permissions (17 ~<—73”)

» cts role-based sgt-caching (19 ~X—)

s cts role-based sgt-map (20 ~X—)

* cts sxp connection peer (23 ~X—73)

» cts sxp default password (26 ~X—7)

« cts sxp default source-ip (28 ~X—73)

s cts sxp filter-enable (30 ~—)

s cts sxp filter-group (31 ~X—72)

s cts sxp filter-list (33 ~X—)

* cts sxp log binding-changes (35 ~X—)
» cts sxp reconciliation period (36 ~X—73)
s cts sxp retry period (37 ~X—3)

* propagate sgt (cts manual) (38 ~—73”)

« sap mode-list (cts manual) (40 ~<—73”)

» show cts credentials (42 ~X—73)

» show cts interface (43 ~X—3)

» show cts role-based counters (46 ~X—1)
» show cts role-based permissions (48 ~X—73)
* show cts server-list (50 ~<—1)

s show cts sxp (53 ~X—72)

» show platform hardware fed switch active fwd-asic resource tcam utilization (56 ~<—73”)
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* show platform hardware fed switch active sgacl resource usage (58 ~X—73°)

» show platform software classification switch active FO class-group-manager class-group client acl
all (59 *—v)

* show platform software cts forwarding-manager switch active FO port (60 ~3—3)

» show platform software cts forwarding-manager switch active FO (64 ~<—12)

+ show platform software cts forwarding-manager switch active FO permissions (65 ~X—13)

« show platform software fed switch active acl counters hardware | inc SGACL (67 ~—<7)

* show platform software fed switch active acl usage (68 ~<—3°)

» show platform software fed switch active ifm mappings (69 ~<—73")

« show platform software fed switch active ip route (73 ~X—3)

+ show platform software fed switch active sgacl detail (75 ~X—)

» show platform software fed switch active sgacl port (76 ~X—12)

« show platform software fed switch active sgacl vlan (78 ~—27)

* show platform software status control-processor brief (79 ~X—1)

+ show monitor capture <name> buffer (80 ~<—73”)
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cts authorization list .

cts authorization list

TrustSec ¥ — R T /3A A THEHT HFRFE. 7Fr, BEORT IO T 107 (AAA) —D Y
A NEFRET HIZIE, Cisco TrustSec ¥ — KT RNA AT/ a— L a7 4 Fal—va v
£— R Cctsauthorizationlist =~ > RZHEH L 9, FBAEHIZY X A EEIET 51T,
Zoavwr RonBEREFEHLET,

cts authorization list server_list

no cts authorization list server_list

EXDiRHA server_list Cisco TrustSec AAA H— 37 )L—7F,

ARVRFILLE L

ATV R E—F Jua—) a7 4 Fab— a3 (config)

YR—btEIhd1—Ho—L
EHZE (Administrator)

avy FERE J1y—x EEAR
Cisco I0S XE Fuji 16.9.2 Zoavwy RPNEAINEL
77

FEREDHA KSq4y ZOATL NI = RTFAA REFTE, T — RT3 ZiE, TrustSec BREET —# D=
R—=%2 h& LT TrustSec —t T 4 F—HF DOET 25D TrustSec AAA H— 31U 2 k%A HL
HLET,

WDENL, TrustSec > — RF XA ZAD AAA 2T 4 Fal—ary2HRLULET,

Device# cts credentials id Devicel password Ciscol23

Device# configure terminal

Device (config) # aaa new-model

Device (config) # aaa authentication dotlx default group radius

# aaa authorization network MLIST group radius

# cts authorization list MLIST

# aaa accounting dotlx default start-stop group radius

# radius-server host 10.20.3.1 auth-port 1812 acct-port 1813 pac key

( )
Device (configqg)
Device (config)
Device (configqg)
Device (configqg)
AbCel234
Device (config) # radius-server vsa send authentication
Device (config) # dotlx system-auth-control

Device (config) # exit
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. cts authorization list

BEa<v> R av R ERBA
show cts RADIUS H— ZHEEF R L ET,
server-list

. Cisco TrustSec A< > K
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cts change-password .

cts change-password

0= T R, R LBFE— RO TRAT— REEF 9 5I21%, ctschange-password £
EXEC a2~ R&EHEHALET,

cts change-password server ipv4_address udp port {a-id hex string | key radius key }[{source
interface list}]

BX DA

AU R TIHIE

aAvU R E—F

server i nJ‘_E'}j\P‘/\%?EHﬂ;Li—g«
ipv4_address PRRE— "D IP 7 KL A,
udp_port ZWEEH— 3D UDP AR— k.

a-id hex_string  ACS H— OB SCFEA AT LET,

key FuvYa =T 5 RADIUS ¥ —%fEEL£9,

sourceinterface list  ({£&) FREND YU A M- T, ERAAY Y FOEETT RLADA
VHE—=T 2 AL T EFDBINNT A =L ETRTE LET,

L

HikE EXEC (#)

HYiR—btEShbda—Ho—)L
¥ (Administrator)

avy FERE

HEREDAA K1Y

Jiy—=x EERNE
Cisco 10S XE Fuji 16.9.2 Zoa<wy RREAINEL
77

ctschange-password 2~ > RIZ XV | FEEIIGRAE — " ZHEE LR TH, B—A TN
A A & Cisco Secure ACS FFE Y — R THEHASNDHRNAT = REEHTHZ ENTEET,

Iz, A A »F & Cisco Secure ACS D [H] T Cisco TrustSec /XA U — R AL H 455 %27
l_/\i‘j—‘o

Device# cts change-password server 192.168.2.2 88 a-id ffef
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Cisco TrustSec A7 > K |

cts credentials

Ry RT— T F N ZAD TrustSec ID B LUOVIRA U — REEET A101E. ¥ EXEC =— R T
ctscredentials 2~ > F&EEA L 9, v 74 ERZHIRT 51213, dear ctscredentials =<
VREMEALET,

cts credentialsid cts id password cts pwd

BX DA

AR R TFIAILE

aAvU R E—F

credentialsid cts id EAP-FAST % f#i fl L THho> Cisco TrustSec 7 /31 A2 TR 5 & (T
F XA ANMEH TS Cisco TrustSec 734 A IDZHEELET, Cts-ldﬁ%é(
X, mR32 XFTRLFE/NLFE XA LET,

password cts pwd EAP-FAST % f#i ] L THLOD Cisco TrustSec 7 /31 A TEREFT 5 & (T
TN APMERT HNAT—REFRTLET,

L

H:HE EXEC (B)

HR—rEhda1—Ho—)L
B (Administrator)

av Y RERE

EREDAARZA

)1y—= EENE
Cisco IOS XE Fuji 16.9.2 Ioavwy RPN EAINEL
72,

ctscredentials =~ > Fid, EAP-FAST % {#F L Tt Cisco TrustSec 7 /XA A CiBilE$ 5 & &=
W2 DT A ARFET 5 Cisco TrustSec 7 /34 A ID BLUOV/IA T — REFFE L E9, Cisco
TrustSec D1 7 A NERIZAX — T v 7 a7 4 X alb— g TiEa F—Z T ITHRAF
SN TWDH72, Cisco TrustSec D 7 27 A AFMOIRBEIRGI I AT MARK (NVGEN) 7'rt
ATHHEITEINERT A, T34 A1, Cisco Secure Access Control Server (ACS) 7>5 Cisco
TrustSec 7 A 7> 7 4 7 4 ZFID B THNDH, ACSHHERINIZ L ZITH LVWIRAT—R
FHEBENRTHILOICTEET, 2ol A U E5RIE. F—A NTTRES N, EfTa
T4 FX 2= g VERETALEMN 2L 72 9, Cisco TrustSec 7314 A ID #FK R 5
IZ1%, show ctscredentials =2~ R&EH L ET, RESNIZANRAT—REIFRRSNERA,

FTNAAID TN A T — REEFEST AL, a2 RE2FANLET, F—AT%27 U
T3 5121, clear ctscredentials =~ > RAHH L £,
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cts credentials .

A\

GE)  Cisco TrustSec /34 A ID BNEFE S 7-#4 . Protected Access Credential (PAC) X\ T /3o
ZIDIZEBEMIT HEN TR, HILWT AT T 4T IR LTUTAED TRV, T3TO
PAC IZF—A N T M HEESINET,

IZ, Cisco TrustSec 7 /34 A ID BLONRAT — RERETDHH 2R LET,

Device# cts credentials id ctsl password passwordl

CTS device ID and password have been inserted in the local keystore. Please make sure
that

the same ID and password are configured in the server database.

WIZ, Cisco TrustSec 7 /3A A ID % cts_new, /XA — K% passwordl23 (228532 4l
ZRLET,

Device# cts credentials id cts_new pacssword passwordl23

A different device ID is being configured.

This may disrupt connectivity on your CTS links.

Are you sure you want to change the Device ID? [confirm] y

TS device ID and password have been inserted in the local keystore. Please make sure

that
the same ID and password are configured in the server database.

WIZ. Cisco TrustSec T34 A ID BL U2 T — ROREEEZF TR TAHEZ R LET,

Device# show cts credentials

CTS password is defined in keystore, device-id = cts new

BEa<w> R avw >R SiBA
clear cts Cisco TrustSec /34 A ID &2 U— K227 )7 L%,
credentials
show cts BI{ED Cisco TrustSec 7 /34 AIDHB L UVVIZA T — ROREEZR Fx LE T,
credentials
show ctskeystore | N\~ Ry = 7B LRV 7 727 OF—Z NTONEEFRLET,
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. cts refresh

cts refresh

Cisco TrustSec A7 > K |

T _TCTFE = IIHFE D Cisco TrustSec BT D TrustSec BT #RFER T > —%2 U 7 L v aT 500,
FRREY— LT AL RIF T — RENZSGACL R Y v—% 1 7 L v a9 5120
¥5tE EXEC &— R Cctsrefresh =~ RaH L £,

cts refresh {peer [peer_id] | sgt [{sgt_number | default | unknown}]}

BX DA

AU R TIAIE

ATV R E—F

environment-data gg57— %% U 7L v 2 LET,

peer Peer-1D (EE) peer-id WRESNDHE. FHESNI BT HEREICEET LR o —
IR 7y vashExd,

sgt sgt_number (EE) BiF— "B DOSGACLAR Y —DHIEY 7Ly v 22 FETLE

hj‘o
SGT HE SR ESINTWDAEA, TD SGT ICBE#T R Y > —72iFn Y 7
[/“/‘,\/:L éﬂi‘ﬂ—o

default (EE) 74NV EDSGACLARY v—% U 7L v alLET,

unknown (BB RED SGACLRY v —%2 U 7L viaLET,

L
HikE EXEC (#)

HR—rEhda1—4o—)L
B (Administrator)

avy FERE

FRLEDHA KSA4 Y

=2 EENE

CiscoIOSXE Fuji 1692  —pa<wr FREAINE LT,

F_TOD TrustSec B 7 DETRBIERY —%2 V7 by 2951203, €7 IDZHEELRWT
ctspolicy refresh # AJJ L £,

BT AR Y 2 —1Z EAP-FAST NDAC FRFED AL H) D Fe %12 Cisco ACS 2B IR NI K 7 om— R
INET, Cisco ACSITETFRBIEARY > —2HHT 25 K HITHREINTWET A, ctspolicy

refresh 2~ > RiZ XY, CiscoACS ¥ A ~—BHIBREINIZ 72 DRI A U > — ORI 5 Hr & Jhfil
T&FET, Zoavr RNE, EX=207 40 Jv—7 X7 (SGT) #WHTE, ¥Xx=2U7 4
TN—TT A arba—1 U AL (SGACL) %5H|T& 5 TrustSec 7 /3A A 72T 2 Bk
L9,

WIZ, T_RTOET D TrustSec ETFRIERY o —% ) 7L vy a0 RLET,
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cts refresh .

Device# cts policy refresh
Policy refresh in progress

WIZ, T_XTOET D TrustSec BT #RGER Y v —2FR_THHAFZRLET,

VSS-1# show cts policy peer

CTS Peer Policy

device-id of the peer that this local device is connected to
Peer name: VSS-2T-1

Peer SGT: 1-02

Trusted Peer: TRUE

Peer Policy Lifetime = 120 secs

Peer Last update time = 12:19:09 UTC Wed Nov 18 2009

Policy expires in 0:00:01:51 (dd:hr:mm:sec)

Policy refreshes in 0:00:01:51 (dd:hr:mm:sec)

Cache data applied = NONE

BEEavTY R

avy kR SRER

clear ctspolicy Cisco TrustSec R Y > —%F_THZ U T4 50, 7 ID £721X SGT IZ &
D7 I)TLET,

show cts policy FTRCEITEED TrustSec 7 D ETRARY v —NFRINET,
peer
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. cts rekey

cts rekey

Cisco TrustSec A7 > K |

X7y TYVvZ—vay Fua bhan (SAP) THEHTAHIRNT VA A AZ —F—%
AT DI, ctsrekey FiHE EXEC 22~ > R&afiH L £,

cts rekey interface type dot/port

BX DA

aAvU R TFI4ILE

aAvU R E—F

interface type slot/port SAP % — % F/ER 3% Cisco TrustSec { > Z—7 = A AZ4RE L £T,

L

et EXEC (#)

YR—brEIhd1—Ho—L
P (Administrator)

avy FERE

FEREDHA K54V

)= EENE
Cisco 10S XE Fuji 16.9.2 Ioavwr RBREAINEL
776

SAPORT U A Av A X —F— (PMK) OV 7Ly =aidlE, 2y hU—7 A4 bBIW
mmxmn’%ﬁﬁéaﬁﬁﬁAﬁW%&4v DOAEGDREIZEY N =S, BHEIWIZ
fTonEd, X —%2FTECTEHTIHEX. Z< 054, FYy FY—2 T KI=ZA hL—
TarObxa T A EBEO—ETY, FETPMKDY 7 L v ¥ =2 Z58f4 5 I21%, ctsrekey
avr REFEHRLET,

TrustSec /%, dotIXFRAETAA > F DY > 7 MG 5L A AER T 2 LED IR WFEja 7  F o
L—yary E—ReEYR—FLET, ZOHAE. PMK L., sap pmk Cisco TrustSec T-H#j1 >
H—TxA R Ay 4 F¥al—raryavy ReHALTI V7 OESGEOT /SA ATFET
BRESIVET,

wIZ, BELIEA 2 —T 2 A AL TPMK ZFH4ARKRT A2 R LET,

Device# cts rekey interface gigabitEthernet 2/1

BEEav YR

avyU kR SHER

sap mode-list (ctsmanual) | F:&E— R Cisco TrustSec SAP Z# & E L £,
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cts role-based enforcement .

cts role-based enforcement

B DEREA

AU R TIFIE

aAvU R E—F

Cisco TrustSec A L7-a — /L _X—2DT7 7 & 2AHlflla 7o — LB L OEEDO LA ¥ 3 A4
VHE—T 2 A ATEHENCT BT, ZJuo— " rar 7 4 Xal—iarET—RBIOAS ¥ —
TxA AT (X2l — 3 F— FTcsrolebased enforcement =~ > K& E il
ALET, 0= _=2DT7 7 v AHIEDOA 2 F—T =4 A L~ULTOMEM 2 EHT 51
X, Zoa<wr FonBEREHEALET,

ctsrole-based enforcement
no ctsrole-based enforcement

ZOawy NIZiEF—U— FERE5EEH 0 A,

=N R—=2ADT I AFHHDOA 2 —T A A L~YLTO@#EMIL T 0 — VI 72> T
WEJ,

Ju—nLar7 4 ¥ 2 b—3 3 (config)

AH—=T A A A7 4 Fa2lb— 3 (config-if)

avy FERE

EREDAARZA

)1)—= EERNAE
Cisco 10S XE Fuji ZOavwy RPNEAINE L,
16.9.2

Jua—sN\)L a7 4Fab—3 g F— KT casrole-based enforcement =~ > K& #HI 5
L. B R—=2DT 7B AHIEN T a— U EC R £, a—_—2D 7T 7 & Al
BN T a— N VAZHENCIR D L, THRALADTXRTOULAYIA U H—T =4 ATHEMIZA
T F9, FFEDLATYIA LU F—T oA ATR—IR—=ADT 7 & AHlHEZ NI 5
Wi, A —T 2 AT 4 Fal—alryT—RTIDa<vy FonBRXEHHLE
T A H—T A A AT X2l — 3 F— NTctsrole-based enforcement 2~ > K
EHEATLE FFEDOLAYIA U H—T 2 AT —)L_X—AD7T 7 & AHI#H O F A il HE
W2 9,

BHER—2DT 7B AHIFE Y A N TIEL, ry MU —27 534 AD Cisco TrustSec 7 7 & A il
FPEBLCEHELET, X274/ N—TF 778X abe— U AL (SGACL) I3,
X2 T 4 N —TF %Y (SGT) DEIZHASNWCTT VR %7 A VAT A0 LA
347 7B AHNE Y A R TY, WE. 7 4 X AERX Cisco TrustSec KA A OISR — THE
fTantd, n—nA_—=207 7 AH|#H Y 2 b (RBACL) & SGACL &\ 9 HEEIZE Uk
TR, EHLLEEN—ZADT 7t X{il#l (ABAC) RN v—EF LV CHEHIND MR
o IKE L2V ACL 2Rk LET,

KIZ, XHTEY A —Y Ry b A v B —T 2 ATEB—LR—Z2ADT 7t RAfHEE
N T HhH 2R LET,

Device> enable
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. cts role-based enforcement

Device# configure terminal

Device (config) # interface gigabitethernet 1/1/3
Device (config-if)# cts role-based enforcement
Device (config-if)# end

. Cisco TrustSec A< > K
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cts role-based 12-vrf .

cts role-based 12-vrf

LA ¥ 2 VLAN O Virtual Routing and Forwarding (VRF) A > A X A &=ERTHI121F, 72—
SNV a7 4 X alb— gy F— KT csrolebased 12-vrf 2~ F&EFEHALET, REZH
B9 sicix, Zoa~r FonoBEXE#HL £,

cts role-based [2-vrf vrf-namevlan-list {all vian-ID} [{,}] [{-}]
no cts role-based [2-vrf vrf-namevlan-list {all vian-ID} [{,}] [{-}]

B DEREA

AU R TIFILE

AR E—F

vrf-name  VRF A > A% A DL,

vian-liss  VREA v A Z L R ZED B THND VLAND Y 2 R &2FELET,

all T _TO VLAN ZFEE L E7,

vian-ID  VLANID, A%h72MEI% 1 ~ 4094 T3,

) (£E) Bl VLAN 5 >~ TR > TIHELET,

- (f£#) VLAN O#iHZ A 7 TR - THRELET,

VRF AV AZ A TEREINTHER A,

Ju—Lar7 4 ¥ 2 b—3 a3 (config)

avy FERE

EREDAARZA

J1)—= EEAR
Cisco IOS XE Fuji Zhavwy RNEAINE L,
16.9.2

vian-list 510 IZE— VLANID, 5>~ TRUIHN7Z VLANID ® Y & b, F72i3 A 7
TRE &M= VLANID O#iH A EE T £7,

al ¥F—TU—FiF, Xy FT—2F N4 22X > THER—FEN TS VLAN OLHiF & 74
TY, al F—U— Ni&, RHEEMAER (NVGEN) et XA ThiEFSNEE A,

ctsrole-based 12-vrf 2~ > R23E U VREICEEEIFEITEINDHE, ANTSNdHEFE L& a~
v Ri%, FBE® &7z VRF IZ VLANID B L £,

ctsrole-based 12-vrf =2~ R CEE S 472 VRFEI D % Tld, VLANZ2 L1 ¥ 2VLAN & L CHE
FINTWaMIET 277 47T, VRFOE VY THRT 77 ¢ 772/lIZ, %8 L7z IP-SGT /3
AT 47 HVRF EIPF 1 b bR — g NCEEAM T B iRk #R-~—2 (FIB) T —
TIZBMENET, VLANDOAAS v FARIEA v HZ—T A A (SV) BT VT4 Tl hbH L,
VRE 725 VLAN ~DE| ) Y CTRIET 77 4 712720 . VLAN THEE SN T_XTONRL T 4
> 7 H SVI @ VRF [ZBEAH T H vz FIB 7 — 7 /VICBE S v E T,

SVIA V¥ —T oA A&FET DI interfacevlan =2~ > RZ#H L, VRF A L AX U A%
A VB =T = A AZBHEAT D I2IE vrf forwarding 2~ > R&2 A L E4,
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. cts role-based 12-vrf

Cisco TrustSec A7 > K |

VRF 75 VLAN ~OE| ) 4 Tix, BV Y THRIET 77 4 7> THRFFSNET, SVIA
HIBR S ALz, I SVIDOIP 7 RLADERINTIGAICHET 77 4« 7{banEkd, H7 7
T 4 eI HE . IP-SGT A 7 « > 71, SVI @ FIB I[ZBH#f} ) S/ FIB 7— 7 b
M5, ctsrole-based 12-vrf =<2 RIZ K - THEID ¥ ToH 72 VREIZESES T 5N /ZFIBT—7
IR ENET,

WIZ, VRFA v AZ U AZEID B THILD VLAND Y X M EEIRT 2612~ LET,
Device (config) # cts role-based 12-vrf vrfl vlan-list 20
WIZ, SVIA »H—T 2 f A&EHE L, VRFA VAKX o A& AT 2602~ LET,

Device (config) # interface vlan 101
Device (config-if)# vrf forwarding vrfl

BEEavTY K

avok Bl
interface vlan VLAN f > X —T7 =2 AR ELET,
vrf forwarding VRF A VAR AEIFEER Yy NI =0 %A X —T oA

ZFEFIZYTA v E—T = A RZEEMTET,

show ctsrole-based permissions| SGACL O#ERY &2 N &2 FE L ET,
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cts role-based monitor .

cts role-based monitor

0=/ _XR=2 (EX2 VT4 N—T) 778 RAVRANE=F Y U TEADNCTDITE. 7
n—/N)L a7 X ab— 3 F— KT ctsrole-based monitor =~ > & H L £,

O—_R—=2A T I7®A VAN =X T HEIRTAICIE. Z0a< RO no B %A
L/\i‘jﬁo

ctsrole-based monitor {all | permissions {default [{ipv4 | ipv6}] | from {sgt | unknown} to
{sgt | unknown} [{ipv4 |ipv6}]}}

no ctsrole-based monitor {all | permissions {default [{ipv4 | ipv6}] | from {sgt | unknown} to
{sgt | unknown} [{ipv4 |ipv6}]}}

B DEREA

all TRTDFAES T ~DFT_XRTOFETLE VT OWREE=% LET,

permissions | SOE[FILY 7 1 DD S J~OHREZE=4% LE T,

aAavv R FI4ILk

AR E—F

default T AN NOMER) A NEE=X LET,

ipv4 (&) IPvd 7a ba L &4EE L £,

ipv6 (EE) IPv6 7 a2 b a Lz fRE L £ T,

from TANBY U TENDNT T 4 v I OEGERIN—T X TR ELET,
sgt X UT 4 I N—T5 7 (SGT) FH#hEIL 2 ~ 65519 T,

unknown  SREIOEEITCEIIsE S NV—TF % 7 (DST) HHEELET,

D=/ R=ZA TR aryra—)LE=ZY U TIIEMNR>TOEREA,

Jua—s)rary7 4 Xab— 3 (config)

avy FERE

EREDAARZA

1)1)—=x EERNE
Cisco IOS XE Fuji Zhavwy RPNEAINE L,
16.9.2

Ja—/N)LE=HE— REAGNCT 5L, ctsrole-basedmonitorall =~ > RZ2EH L £,
ctsrole-based monitor all =~ > R E STV 554, show ctsrole-based permissions =2~
Y ROHEAIZIE, BREESNTWHDLTRTORY —DFE=HET— K true EFRINET,
WIZ, EETLY T D5 7 ~D SGACL =X % ET HH 2R LET,

Device (config) # cts role-based monitor permissions from 10 to 11
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. cts role-based monitor

BEEav R av R

Bl

show ctsrole-based per missions

SGACL DHERR Y A F & FoR LET,

. Cisco TrustSec A< > K
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cts role-based permissions .

cts role-based permissions

1 DOREBIRITN—T 00 1 DOFELETN—T ~OWEREGHZTHIZF, ZTa—r av
7 4 X2l —3 3 F— RTcsrole-based permissions =~ > FZ2EH L £4, HEREZHIERT
HI2iE, Zoawr FonoEXEfHALE T,

ctsrole-based permissions {default | from {sgt | unknown}to {sgt | unknown}} {rbacl-name |
ipv4d | ipv6}

no ctsrole-based permissions {default | from {sgt | unknown}to {sgt | unknown}} {rbacl-name
| ipv4 | ipv6}

B DEREA

AR TFIAILE

AR E—F

default T HNVEOMER) A NERELET, ¥X2 VT4 IN—T TR 3k
m—/L U A K (SGACL) RN E - IZEBHICRES N T RNTRTO®
SV (SGT 7)) X, T 74/ bDOHTIVIZBLET,

from TUNEN T ENDERNT T 4wV DEETLIN—T 2 T hEELET,

sot tX 2T 4 VNV —F %27 (SGT) HEWMEIZ 2 ~ 65519 T,

unknown  SRAEIDEETE ISk SN —T X T EIEELET,

rbacl-name gw—n _X—2x 772 a> ra—/ J X~ (RBACL) F7-1% SGACL D4,
ZOBRETITRK 16 O SGACL ZfETE £7,

ipv4 IPvd 71 ha L EELET,

ipv6 IPv6 71 ha L EfRELET,

1 ODEET T N—T705 1 DO T V— T ~DOWERITHERN > TOEE A,

Jua—)b ar7 4 X2 lb—3 3 (config)

avy FERE

FEREDAHA RS2

)1)—= EERNAE
Cisco 10S XE Fuji Toavwy RREBAINE LA,
16.9.2

FEEDKEEIL I N—T 227 (SGT) | %6/ /Vv—74% 7 (DGT) X7 ® SGACL DV A M % &
FLioh, BEH2Z0, HIBRLIZY 35121, csrole-based permissions =~ > R&fH L
F9, ZORY =X, FUDGT £7201EXSCTIZHTDHHX AT I v 7R =N nin& D
HEhT,

ctsrole-based permissionsdefault =~ > R Cix, R U DGTICKTHX A FI v 772K Y —
MIRVINED | T 74V ERY U —DSGACL DU A hEEFR LY, BEHz/-0, HIBRL
T HZEenTEET,

WRIZ, AT N—T OHEREFMNZT HH %2R L ET,

Cisco TrustSec A< > K .



. cts role-based permissions

Device (config) # cts role-based permissions from 6 to 6 mon_2

BEav> K avUR

Ll

show ctsrole-based per missions

SGACL DR Y A h & FKom LET,

. Cisco TrustSec A< > K

Cisco TrustSec A7 > K |



I Cisco TrustSec A< > K

cts role-based sgt-caching .

cts role-based sgt-caching

YXa2 T4 I N—T%27 (SGT) v v v I a7 a—rWZHEMNITBHIiE, 7 a—Lr
a7 4 ¥ 2 b— 3 v E— R Tcsrole-based sgt-caching =~ FZHEHA L EF, SGTF v »
U ERHIBRT A, Coavy RO noBRAEETLET,

ctsrole-based sgt-caching [vlan-list {vlan-id | all}]
no ctsrole-based sgt-caching [vlan-list {vlan-id | all}]

B DEREA

vlan-list vian-id ({£E) VLANID #f5§ €L ¥
9, % VLANID (34 >~ TKX
U6, ID OHIFHIFANA 7
THREINET., AR72EI]

~ 4094 T,
all (f£&) +3TdD VLAN %i#
WLET,
ATV R TFI4NLL  SGTHFY v ZIERESNTHVEREA,
AavV R E—FR Ja—sN)L a7 4Fab— 3 (config)
Qv RERE 1y —2 EERAR
Cisco 10S XE Fuji 16.9.2 Zoavwy RPREAINE L,

FEREDHA KSA4 Y

VLAN T SGT &% v ¥ 7 %G+ 5I2i%, ctsrole-based sgt-caching =~ N & cts
role-based sgt-caching vlan-liss =~ > RO 2R ETHLERH Y £1°,

451
&IZ, VLAN TSGT ¥ v v v 72 HMIT 502 RLET,

Device# configure terminal
Device (config) # cts role-based sgt-caching
Device (config) # cts role-based sgt-caching vlan-list 4

Cisco TrustSec A< > K .



. cts role-based sgt-map

Cisco TrustSec A7 > K |

cts role-based sgt-map

RARNEZIZVREF OWTNNTERITLIP T KL RAZ®F 2 VT4 F—74% 7 (SGT) IZF
Ty B THI00E, Fue—sb a7 X o L—3 3 F— K Tctsrole-based sgt-map
a<w o REFEALET, v v I EREIBRTAI2E. Zoa<vr FonoBAEHHLET,

ctsrole-based sgt-map

{ipv4_netaddress|ipv6_netaddress|ipv4_netaddress/prefix | ipv6_netaddress/prefix} sgt sgt-number
ctsrole-based sgt-map host {ipv4_hostaddress|ipv6_hostaddress} sgt sgt-number
ctsrole-based sgt-map vlan-list [{vlan_ids|all}] sgt sgt-number

ctsrole-based sgt-map vrf instance_name

{ipv4_netaddress|ipv6_netaddress| ipv4_netaddress/prefix | ipv6_netaddress/prefix | host
{ipv4_hostaddress| ipv6_hostaddress}} sgt sgt-number

no ctsrole-based sgt-map

BXDEREA

ipv4_netaddress | SGT IZRIifHT 5% v FU—Z &4REELET, IPv4T FLX

ipv6_netaddress Z Ry MEX 10 EHERT T, IPv6 212 16 HERETTA
SILET,

ipv4_netaddress/prefix | FRELEY 73y b7 FLA (IPv4 £7212 IPv6) OFTXTOD

ipv6_netaddress/prefix ARARMISGT 2~y E 7 LET, IPVvAIZ Ry MEx 10 i#
¥ CIDR LT, IPv6 T 16 B TIRESNE T,

host {ipv4_hostaddress | FEELERARNPT RLAZSGT &34 RLET, IPv4T

ipv6_hostaddress} KL R% Ry MEE 10 #EEEFL T, IPv6 220 2 16 HE
FLTCADLET,

vlan-list {vlan_ids | all} VLANID Z45E L £,

e (f#) vlanids: % VLANID (34 >~ T 5, ID
DOFIPHIINA 7 THRESNE T,

o (f£E) al: ¥+ _T?HVLANID Zf5E L E7,

AR TIHIE

ATV R E—F

vrf instance_name PIRTT NA ACERR L7 VRF A v A X L A5 EELET,
sgt sgt-number SGT &5 (0 ~ 65,535) #iEELET.
L

Jua—) ar7 4 X2 lb—3 g (config)

av Y RERE

Jjy—= EZERNE
Cisco I0S XE Fuji Zoawy RREAINE L,
16.9.2
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cts role-based sgt-map .

FERHEDHA KS4>y HEBWICSGT ZXEFELIP T LRI vy B 757280, Cisco Identity Services Engine,

3l

Cisco Secure ACS, ¥4 I v 77 RUAMRLT 1 b2/ (ARP) A VAT g, 8K
A Ml 7’2 h2b (DHCP) AX—E 27 RA NN vF U IBERATERWEE, ds
role-based sgt-map =~ > RZfEMH LT SGT #RONFIZ~Y v B I TEET,

e i—7RA MDD IPv4 £721L IPv6 7 KL &
«IPv4 £/21XIPVv6 F v FU =7 £33V T %y bU—2 EOTRTHOKRA
« VRF

o H—F 72135 VLAN

ctsrole-based sgt-map =~ > Ni&, fRESNIexry NU—2 7 RLUAHHEAND T M, 5
E ST SGT &3 » FLET,

SXPITfRE SNy U =7 T 7 Xy hU—27 AOT X TOREEZRER] IP-SGT /3 A
YT T OEOSERREEE = AR— R LET, IPVO A T 4 T T Ry kXA
F AU TIESXP A=V a V2D SXP U A — BT I 7 AR— R ENET, YIRS
I, BERNCRERR S NToHR A ML VT 4 TR0, RA RSN TRy A T 0 o 7IT%
LTSXP MORREELIIFEINTZARA NS T 4 o T EENFTFE AL

ctsrole-based sgt-map host =~ > Fi&, IPEEILT RUADRIEERA T RLAT—H LY
BT, ZOFEE T Y MTHEESGT #3414 » RLET, ZOIP-SGT A T 4 v JI3ESIE
PR E B . MOEE I LIRS NT=ZOMO AL VT 7 (SXPE7-iiu—h
JVTCRRREE SR A N &) DFET DG AITEAINE T, M T 1 71X, SGTA VAR Y
v a VB XOSGACL il T A A LT —h il EnEd, 2o, T 0 v TR
FRELEARARNIPT RLAICHEGRENDME—D AL T 4 T THDHHEE. 2NN SXP ET
W=7 AR—hEnET,

vrf £ —U — RiZ, PAEIC vef definition 72— 3L a7 4 F a2l —v g a<wr RTEHEX
NN —T 4 T BN T+ V=T 4 77 —7 NV EFEE L £7, ctsrole-based sgt-map
vif 77— a7 4 Fal— gy avy RCHRESNTZIP-SGT N1 T 4 7%, 5
EESN/ZVREFE, ANNSNZIPT RLADH A FIZE > TURENDIP 2 a2/ NR—V g
ANZBHEAHT B2 IP-SGT DT — 7 VI AT ENET,

ctsrole-based sgt-map vlan-list =~ > Ri%, SGT Z+5E S 4172 VLAN £721X VLAN Ot » T
NA L RLET, F—U—Falld, 714 ZATHR—FEN TS VLAN DL L [F U
T, REFEMEARR (NVGEN) 7riEXCRESNETA, f5ESGTIXFEE L7 VLAN DWW
NN TZELEEE Ty NS v FEhEd, ¥ A7 A TiL, DHCP/ARP A X —t' 7
BIHTIP T NRAARNT X 7)) REOKBRHFREZHEH LT, Z0avr NZksTvo
YT ENTEVLAN OWTNUNTT 7T 4 TR A e LET, £72, % VLAN @ SVI 2
BEfT N 7%y hEBESNSGTICY Yy B /T4 2 TxES, SXP I, AN
AT AT DEAL TG, RO, T 4 v Ty ZAR— M LET,

WIZ, EETXIP T KL A% SGTIZFEI T v B 73502 R LET,

Device (config) # cts role-based sgt-map 10.10.1.1 sgt 77
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. cts role-based sgt-map

WKOHFITIE, TNNAATHRARNIPT KA 10.12.1 % SGT3 124> RL. 10.1.2.2
ZSGTA4ITA Y RLTWET, 2L T 4 7%, SXPIZ X > T SGACL
TR OT NA ATk SNET,

Device (config) # cts role-based sgt-map host 10.1.2.1 sgt 3
Device (config)# cts role-based sgt-map host 10.1.2.2 sgt 4

BEa<w > KR avU R Bz

show ctsrole-based sgt-map | m—/L~— 2 D7 7 & 2 HIEORE % %5 L ET,
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cts sxp connection peer .

cts sxp connection peer

Cisco TrustSec EX¥ = V7 4 VNV —T X FZMWa7T 0 havOETOIP T RLAZ AL, T
PRI NAT = REHHT 20 E 0% BEL, VAT —FLEFAE—D—T A AD T r—
sVVIRAR— )V R ZFRE L, BB MG ThLH0E ) hERET AL, Zu—ray
74X al—L 3 F— FTcsskpconnectionpeer =~ > REfHLET, Zhbove7#
GOREZXEIGET AL, Z2oavr FonoBRAHHLET,

cts sxp connection peer ipvd-address {source | password} {default | none} mode {local |
peer} [{[[{listener | speaker}] [{hold-time minimum-time maximum-time | vrf vrf-name}]] |
both [vrf vrf-name]}]
cts sxp connection peer ipv4-address {source | password} {default | none} mode {local |
peer} [{[[{listener | speaker}] [{hold-time minimum-time maximum-time | vrf vrf-name}]] |
both [vrf vrf-name]}]

B DEREA

ipv4-address SXPETDIPv4 T RL A,

source EEITTDOIPVE 7 LA ZIREL T,

passwor d BT BERIC SXP NA Y — REMHT 2 L5 IR ELET,

default T 7 AN D SXP NRAT— REMHATLHEIITHRELET,

none RNRAT—REFEHA LN ICHEELET,

mode 0=V EIXE T OWTRND SXP it — FEfRE L £,
local SXP #ftE— RTR—ANVTNA AEZRT L LI ITHELET,
peer SXP EfiE— RCET T NA AEBMT 5L O ITHEELET,
listener () T3, AZEROY AP —L LTHRELET,

speaker EE) THAA AR OAE—T—L LTIRELET,

hold-timeminimum-time|  ({£:7) 7 /31 A A —/L FRER AR BALTHE L E T, B &
maxi mum-time e KR DI IE 0 ~ 65535 T4,

maximum-time DL, F— 7 — K peer speaker 35 & U local listener
ZEMT 258 OHMETT, TS OLEIL. minimumtime O
EHDHPLEETT,

GE) e/ NEFE] & fe KRR O W 5 3 MBE 72854 . maximum-time
DfE A minimumtime OfELL BIZT 2 0B08 B Y £9,

vrf vrf-name (f£&) ¥ 7 %9 % Virtual Routing and Forwarding (VRF) A A
B AL ERRELET,
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. cts sxp connection peer

both (TE) T3 R &R SXP B D A —H — & ) A F—Djfi 7
ELTHRELET,

ATV RTFI4), CISSXPETIPT RLRATRESNTE LT, BT HHIZCTS-SXP 7 /32U — NI &
WEE A,

CTS-SXP 85/ S AU — RKDT 7 4 /b DK EIX none T,

AT R E—FR Jua—)Lar7 4 ¥ 2 b— g3 (config)

av > FERE )1)—2 EEAR
Cisco 10S XE Fuji Zoawy RREASINE L,
16.9.2

FEREDHA KS4> ET~D CTS-SXP ##i73 ctssxp connection peer =1~ > R&AfH L CRRIE SN He. Bkt
T RETEEECEET, rif ¥ —U— NI4T 3T, VREAREEIN TR,
E721L VRF A2 default F— U — RTHIRE SN TV DEE, #tld7T 74V bv—TF 4 v 7%
T2 7 4+ V=T 4 VT RAAL VCRESNET,

hold-time maximum-period D%, F—7 — K peer speaker 35 LU local listener Z#ffi 4 %5
HEOHMETT, ZNLSNOEEIEL, hold-time minimum-period DAE D 73 L EE T,

\)

GE)  maximum-period fE (%, minimum-period fEL D b REWVWHELLSTHMLERH D 7,

MIF1h] SXP #ERi 25X T T HI2iE. both F¥—U— F&2FEH L £9, NIFFIH SXP DR EE R —
F5ZLT, ETIEIARAEY—I—EL U2 F—DEELE L LTHEIEL, BH—0#ga T 5
MBI SXP NA V REBIFEFETE L9180 £,

#l WIZ, CTS-SXP %A Rr—7/WIZ L, Device A (A& —74—) TDevice B (U 2AF—)
~O SXP BT i i e T Sl 2R LET,

Device A> enable

Device A# configure terminal

Device A#(config)# cts sxp enable

Device A#(config)# cts sxp default password Ciscol23

Device A#(config)# cts sxp default source-ip 10.10.1.1
( )

#
Device A#(config)# cts sxp connection peer 10.20.2.2 password default mode local speaker

Iz, Device B (U A7) —) TDevice A (AE—H—) ~0 CTS-SXP &7 Hifi % i%
ET DBl RLET,

Device B> enable

Device B# configure terminal

Device B(config)# cts sxp enable

Device B(config)# cts sxp default password Ciscol23
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cts sxp connection peer .

Device B(config)# cts sxp default source-ip 10.20.2.2
Device B(config)# cts sxp connection peer 10.10.1.1 password default mode local listener

SXP Hife O T LIEFILOM T D IP 7 RV AZHETHI EHTEET, ctssxp
connection 2= RCEETLIP T RV AZIRET D L, T 74/ MEN EEEXINE
7

Device A(config)# cts sxp connection peer 51.51.51.1 source 51.51.51.2 password none
mode local speaker

Device B(config)# cts sxp connection peer 51.51.51.2 source 51.51.51.1 password none
mode local listener

WROFNZL, ﬁfyrﬁ CTS-SXP #H%hk L. Device A D SXP &7 ##5¢ 75 Device B (22
frd 2L OWMETHHEEZRLET,

Device A> enable

Device A# configure terminal

Device A#(config)# cts sxp enable

Device A#(config)# cts sxp default password Ciscol23

Device A#(config)# cts sxp default source-ip 10.10.1.1
( )

#
Device A#(config)# cts sxp connection peer 10.20.2.2 password default mode local both

avw >R ShBA

cts sxp default password | Cisco TrustSec SXP DF 7 4 /L AT — R&EHELF T,

cts sxp default source-ip | Cisco TrustSec SXP D3EETLIPvE 7 KL AR ELE T,

cts sxp enable )3 A T Cisco TrustSec SXP ZH%hz L £,

ctssxp log IPLSGT DA T 4 T OEROuX Y 72 LET,

cts sxp reconciliation Cisco TrustSec SXP DIEIFHIM 222 L £7,

ctssxp retry Cisco TrustSec SXP O HFAATHIM ¥ A ~— %L HE L £,

ctssxp speaker hold-time| Cisco TrustSec SGT SXPv4 %> T — 7128 B A —H —F 34
2D T a—)ipR—)L RREEZEELE T,

ctssxp listener hold-time | Cisco TrustSec SGT SXPv4 % v h U — 27281 5 U A F—F/3A A
DT =Ll —L R 2R E LT,

show cts sxp Cisco TrustSec SXP D+ R TDOBRED AT —H A& Fr LET,
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. cts sxp default password

Cisco TrustSec A7 > K |

cts sxp default password

CiscoTrustSec &t ¥ = V7 4 7 /L—7 % 7 (SGT) &7 k)b (CTS-SXP) DT 7 4 /b kX
AT — RERETHICE, Fe— UL a7 4 X a b—3 g F— K Tcssxpdefault password
gy REMHALET, CTS-SXP DF 7 4L b 32T — REHIERTHI21E, 2oavr Ro
no IERAEERA L £,

cts sxp default password {0 unencrypted-pwd | 6 encrypted-key | 7 encrypted-keycleartext-pwd}
no cts sxp default password {0 unencrypted-pwd | 6 encrypted-key | 7
encrypted-keycleartext-pwd}

B DEREA

AU R TIHIE

AR E—F

O unencrypted-pwd | i Z-{ S FL TV CTS-SXP 7 7 4 /L /S ZA T — R3f5e< Z & 2 FREL
F4, SR T— FORKEIL 32 XFTT,

encrypted-key | & A 7 6 WAL/ SA T — & CTSSXP 7 7 4 /b k82D — K & LT
THILEEIBELET, NAT— RORKEL 32 XFTT,

7 encrypted-key BAT THERAL/RAT — R% CTSSXP 7 7 4 /L h 2T — K& LTfEH
TAHZLEEEBELET, RAT— ROREKEIT 2 TFTT,

cleartext-pwd JUTTFHARDCISSXPT 7 4 /0 hSA T — REEELET, AT —
RORKEIL 32 XFTT,

A T70 (ZIUTTHFAR)

Jua—srary7 4 F¥ab— 3 (config)

avy FERE

FEREDHA FS14 Y

3l

1) =2 EEANE
Cisco I0S XE Fuji Zoavy RPEASHE L,
16.9.2

ctssxp default password =~ > Ri, 7 /34 RTERE STV DT TO SXP HEt I ATE T
325 CTS-SXP 7 7 4 /b kAT — REHELET, CTS-SXP NAT—RiZ, Z7UTTFA
NEIX0, 7, 6K L F A T =T —REMFH L TS LI b OZEHLET, Kk
ATN0DBEEIT, BEALESNTWARNI U T THFARRRAT— RRFEE ET,

RIZ, CTS-SXP %A r—7 /LT L, Device A (A& —74—) TDevice B (U 2AF—)
~D SXP E T i i E T Dl AR LET,

Device_ A# configure terminal

Device A#(config)# cts sxp enable

Device A#(config)# cts sxp default password Ciscol23

Device A#(config)# cts sxp default source-ip 10.10.1.1

Device A#(config)# cts sxp connection peer 10.20.2.2 password default mode local speaker
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cts sxp default password .

KIZ, Device B (U AF—) T Device A (AE—0—) ~® CTS-SXP &7 i & i

ET DR LET,

Device_ B# configure te
Device B(config)# cts
Device B(config)# cts
Device B(config)# cts
Device B(config)#

rminal

sxp enable

sxp default password Ciscol23
sxp default source-ip 10.20.2.2

cts sxp connection peer 10.10.1.1 password default mode local listener

BEEavT YR

avyU kR

358

cts sxp connection peer

CTS-SXPETDIP T RLAZ AL, ETHEHEHIZ/NNAY — K&
AT 50 EINaiEELET,

cts sxp default source-ip

CTS-SXP DEETLIPVA 7 RL AZZRELET,

ctssxp enable

F A AT CTS-SXP Z B LET,

ctssxp log

IPL SGTDNRA T 4 T OEFOaX V28 LET,

cts sxp reconciliation

CTS-SXP O IFHIMZZEE L £ 7,

ctssxp retry

CTS-SXP DEFREITHM# A ~—%ELH L ET,

show cts sxp

SXP DT R TCOREDAT —H AEFTRLET,

Cisco TrustSec A< > K .



. cts sxp default source-ip

Cisco TrustSec A7 > K |

cts sxp default source-ip

Cisco TrustSec ¥ = U7 4 7 V—7% 7 (SGT) K#7' v k=L (CTS-SXP) DiX{E7T IPv4
T RUVAERET DL, 7r— a7 4 X o b—3 g F— R Totssxpdefault source-ip
g~y REMHALET, CTS-SXP DF 7 4L FOEETIP 7 KL AZHIBT HI2iE, Z0=
~ RO noBXEHEHLET,

cts sxp default source-ip ipv4-address
no cts sxp default source-ip ipv4-address

BX DA

AR TFIHILE

AUk E—F

ip-address |CTS-SXP OF 7 # /L k DEETLIPVA T R LA,

CTS-SXP DEEILIP 7 RL A TR EINTHER A,

Jua—s ) ary7 X2 lb— 3 (config)

avy FERE

FEREDAA RZA4 Y

3l

J1)—=x EEAR
Cisco 10S XE Fuji Zoavwy RBREAINE LT,
16.9.2

ctssxp default source-ip =~ > Ri&, EFEILIP 7 KLU AREE SN TWRWEAIZ, CTS-SXP
DFHLD TCP Hife T XTI T AT 74V FORETIP 7 FLAEZRELET, BAFED
TCP#fElL, ZDa~xy RRAN SN THRELZITEE A, CTS-SXPHEHELI3I DD X A ~—
Wk o THIE = E T,

s RATH A ~—
cHIFEDER—IV KA H A ~—
IS A ~—

WIZ., CTS-SXP %A 1—7MIZ L, Device A (At —4—) TDevice B (U AJ—)
~OD SXP BT it a i E T Dl e s LET,

Device A# configure terminal

Device A#(config)# cts sxp enable

Device A#(config)# cts sxp default password Ciscol23

Device A#(config)# cts sxp default source-ip 10.10.1.1

Device A#(config)# cts sxp connection peer 10.20.2.2 password default mode local speaker

KIZ, Device B (U AJ—) T Device A (AE—H—) ~® CTS-SXP &7 ##5i & ik
ET DBl R LET,

Device_ B# configure terminal
Device B(config)# cts sxp enable
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cts sxp default source-ip .

Device B(config)# cts sxp default password Ciscol23
Device B(config)# cts sxp default source-ip 10.20.2.2
Device B(config)# cts sxp connection peer 10.10.1.1 password default mode local listener

BEEa<v >R

avwU kR

Ll

Ccts sxp connectionpeer

CTS-SXP ETDIP T RLAZATIL, ETERII/NAY — K&l
MM EIMERELET,

cts sxp default password

CTS-SXP DF 7 4 )L h AU — R&ZELET,

ctssxp enable

FNA AT CTS-SXP AN LET,

ctssxp log

IP & SCT DA T 4 TOEEOuX L 72 A LET,

cts sxp reconciliation

CTS-SXP OEIFHMZ# AT L £,

ctssxp retry

CTS-SXP OFRITHIM A ~—%2EF L ET,

show cts sxp

SXP DT R_RTOHBEDAT —Z AT LET,
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. cts sxp filter-enable

cts sxp filter-enable

TANBEIYANBIORT A VE T N—TDIERZRIZ T 4 NV E ) o 72T DL, 77—
sV a7 4 FXab—vay E— RTossxpfilter-enable =~ > REMHLES, 7414
Vo T E BT HICIE. 2oavry ROon R EFEHLET,

cts sxp filter-enable
no cts sxp filter-enable

BX DA Zoawy NZEFF—U— RELIZEIEEEH Y A,
aAvY R E—F Jsa—s)b a7 4 F 2 b—3 3 (config)
avr FERE )1y—2 EEANAE
Cisco IOS XE Fuji Zhavwy RPNEAINE L,
16.9.2

FEREDHA KSq4y O FNE Z40Z ) T e ERITENIT 72DV THEATE E4, &E
LTIeZANE YA RNET A NEITN—T1F, TANEZ) T EH/MN L% DBT v E )
VI DFEIMHATEET, TANET I ar TR, TANE Y T RN LTI A
ENTNRAL T 4V TORNT A NE Y T EINET, T4 NE ) T E/MNT DRI
EINT=ANRA T 4 T L THIRIRIZH Y T A,

15'] Device (config)# cts sxp filter-enable
BEavU R avU kR EREA
ctssxp filter-list IP /L7 4 v 27 A, SGT. E7213%F DM OMHEDEITHESNT

IP-SGT A VT4 T HTANEY T T 5200 SXP 7 4 V4
UANEERRLET,

cts sxp filter-group —EOETEIN—T LT T4 NEZ YA NEEHAT 20D 7 4
BT N—T AR L ET,

show ctssxp filter-group | ZE SN TWD 7 4 L FZ 7 —T 1T AR EFR L ET,

show ctssxp filter-list  |FHESNTNDE 7 4 L2 Y 2 MIMT A E#REFR R LET,

debug cts sxp filter T ANE VA NBIOT 4 VE T =T DR HIBR, HHCBE
events TAHARY Neu A IZ3 s LET,

. Cisco TrustSec A< > K



I Cisco TrustSec A< > K

cts sxp filter-group .

cts sxp filter-group

—EOET EIN—T LT T ANEZ YA NEEHAT D007 4 VEZ T N—T%EKT DI
X, Ze—orar 7 4 X b—v g E— RTCoassxpfilter-group 2~ K& L E T,
T4NETNA—TEYERTHICIT, Z0a~vr RO noBERAEHALET,

cts sxp filter-group {listener | speaker} {filter-group-name | global filter-list-name}
nocts sxp filter-group {listener | speaker} {filter-group-name | global filter-list-name}

BX DA

listener —HDY AF—DT 4 NE T N—TEVEH L ET,
speaker —HEDA—H—DT 4 NE T N—T L ET,
global TN ADTRTCOAE—T—F 7213V A F—% 7 —TF{LLET,

filter-group-name | 7 ¢ )L % 7' )L — 7 D4 i,

filter-list-name T 4B YA DL,

ATV R E—F

Jua—)L a7 4 ¥ alb—3 3 (config)

avy FNERE

EREDAARSA

J1)y—= EEAR
Cisco IOS XE Fuji Zhavwy RPNEAINE L,
16.9.2

TDavy RERITTAE, TRAANTANE T)—F a7 4 Fal— g2 F—RNZ
BRDES, TOFT—KRT, IV—FTET A REREL, ZANEZITN—TFIZT 4 VF7Y
ANEBEHATEET,

TFTNRARAFERRFET 27N —TI2BNTH700a<y FOERITKRD LB T,

peer ipv4 peer-IP

150axy FTIOOETZBMTEET, E7 23 6IBMT512iE, LEREEKIZT =
vV REBRYIELET,

TUANEY AN A—TZEAT A0 a~xy ROERIZRD LB T,

filter filter-list-name

7Ta—N)LY 2 F—BION g — NV AE— T —D T 4 NVETIN—TF T g TIEET Y R
MIfEETEEHA, ZOBRE. 74 NMZITTATO SXP EFICHEH S NET,

Ta—NRNIp T ANBETN—T T _R—=ADT 4V T A—T OGN A I W5
E. Ta— LT g LEBMBREENET, Tue— LY R F—F 1 F e — LA E— T —D
WTINDT 4 NVH TNA—T DIRNEREIIN TGS, TDOHBTOIRT a—s)L T 4 )L H
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. cts sxp filter-group

VU BMEREINET, b9 —HOHFRIZOWTIL, BT _X—ADT7 4 VX JT)L—TFRFEEX
nEd,

B RIZ, group 1 & W5 U RFT =T N—T%E L, TDIN—FIZET L7 452
ANEEID Y THHEZRLET,

Device# configure terminal

Device (config) # cts sxp filter-group listener group 1
Device (config-filter-group)# filter filter_ 1

Device (config-filter-group)# peer ipv4 10.0.0.1
Device (config-filter-group) # peer ipv4 10.10.10.1

RIZ, group 2 LW H VT —r LY R F =T N —TEAENT DB 2R LET,

Device# configure terminal
Device (config) # cts sxp filter-group listener global group 2

BEa<w> R avw Uk SR BA

ctssxp filter-list IP L7 w7 A, SGT. £7-1XF DT OMAEDEITHESNT
IP-SGT XA VT 4 T T4 NE ) U TF B0 SXP 7 4 VA4
URANEERRLET,

cts sxp filter-enable TANEY T /I LET,

show ctssxp filter-group | 3@ &N TWD 7 4 W& I —TICBET A2 R L £,

show ctssxp filter-list | EENTWVWA T A F U X MIETAEREERTRLET,

debug cts sxp filter TANEZVZANBIORT 4 L EZ T A—FOER. YR, 8B
events TAHARY Neu A IciEmLET,
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cts sxp filter-list .

cts sxp filter-list

IP-SGT XA T 4 T T 4 NE Y T T HIZDD—HDT (VXN — )Lk 5 SXP 7 ¢
WA YA REERT AT, Ja— L a7 X alb—3 gy — KT ctssxp filter-list =
U REFERHLEST, 7402 VA RNEHIBRT DX, Z0a~vr RonoBEXNEEHLET,

cts sxp filter-list filter-list-name
no cts sxp filter-list filter-list-name

X DEREA filter-list-name| 7 ¢ L % U 2 F D4 HiL

aAvY R E—F Jsa—s)b a7 4 F 2 b—3 3 (config)

avr FERE )1y—2 EEANAE
Cisco I0S XE Fuji Zhavwy RPNEAINE L,
16.9.2

FEREDHA KSq4Y ZOAXCRFERITTDLE, TNAANT4NE YA a7 Falb—ar =Rk
NET, ZOF—KRT, Z74NVZVAIDNL—VEFETEET,

T4 NENL—UE, SGT, IP V7 4 w7 A, £721LSGT L IP L7 4 v 7 ADW ST O
AbFICESWTRETEET,
TN—F VW=V ZBINT A0 a~vy ROERIZRO LB T,

sequence-number action(per mit/deny) filter-type(ipv4/ipve/sgt) valuelvalues

7= & 2iE. SGT 2 20 TH D SGT-IP XA VT 4 T HH AT B —MFRDO L H T F
T,

30 permit sgt 20

=l VAR FEA T a T, Y VAR GERE LW RIE, VAT AILE o TAE
RENET, V=T U AR, RBRIERBRESNT - —7 v AEFENS BEIRNIZ 10 97
WhSnhET, 2 00BGFONL— VDO —F U AT G EBETHZ LICL>TH LVWL—
NEFEATEET,

5072 SGTEDOEPFHIL 2 ~ 65519 T3, 1 DD — LIZHEED SGTIE AT T A1, A2—
2EFRA L THEEZXEID £9°, 1 DONL—IZEK S SO SCGT A ETx £,

SGT L IP V7 4 v A& fABEDLET-IL—L T, V=IO DOERFINA T 4 T
D—BRHHLGE, V=D 2 OB TIHRESNET 7 vavdEleanEd, =&z
E. ROAL—LTIE, IP 7 L7 ¢ v 7 2 10.0.0.1 O SGT EAS 20 DB, V— L DEAMIDIESY
THRA T AV TRHFAENTH, T 53 0T 4 VI BERESNET,

Device (config-filter-list)# 10 permit sgt 30 20 deny 10.0.0.1/24
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. cts sxp filter-list

EIEEIC. IRONL—)L T, IP L7 ¢ v 7 % 10.0.0.1 O SGT 7820 THAIDOT 7 a o TiEN
AT AV TRHFRIENRTH, SGTIE20 DA T 4 T RFRENET,

Device (config-filter-list)# 10 deny 10.0.0.1/24 permit sgt 30 20

i WIZ, T4 NE VR RNEERLTWHL OO L— L 5BINT A6 %257 LET,

Device# configure terminal

Device (config)# cts sxp filter-list filter 1

Device (config-filter-list)# 10 deny ipv4 10.0.0.1/24 permit sgt 100
Device (config-filter-list)# 20 permit sgt 60 61 62 63

BEaT R av Uk Btz
cts sxp filter-enable SXPDIP 7V 7 4 v 7 ABLNSGT R—ADT 4 VE ) T hAg
M LET,
cts sxp filter-group —HOET 2T N—T LTI 4NN EZ Y X 2T 572007 ¢

WNE T N—T B LET,

show ctssxp filter-group | ZRE SN TWD 7 4 V& T —FICET A REFR L ET,

show ctssxp filter-list | BFSNTND 7 42 Y X MIBET A ERAR R LET,

debug cts sxp filter TANEZY A NBEOT 4 VE T A—F OV, Bk, FHTC R
events THANY hEuZICiRLET,
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cts sxp log binding-changes .

cts sxp log binding-changes

AU R TIHIE

aAvUkFE—F

IP & Cisco TrustSec ¥ = V7 V7 )L—7% 2 (SGT) s¢#a7' = k2L (CTS-SXP) D/ A v
TAYITOERZORX U TEAHITDHITIE, Fr— b ar 74 F¥al—ya s E—RT
ctssxp logbinding-changes =~ o R&fEH L £ 7, m¥ o 72 picd212id, Zoave R
DnoEXREMHEHL 77,

cts sxp log binding-changes
no cts sxp log binding-changes

72X IS o TN ET,

Ju—nLary7 4 ¥ 2 b—3 3 (config)

avy FERE

FRLEDODHA KSA Y

J1y—= EERNAE
Cisco IOS XE Fuji Zoawy RREAINE L,
16.9.2

ctssxp log binding-changes =~ > RZfEHT 5 &, IP & SGT DA VT 4 VT OERD I X
YIWHEMIIRD ET, IPT KL AL SGT DA T 4 7B, HIBR, EERAHEAT D
72 TNZ SXP @ syslog (sev 5 syslog) MAERIAILET, T DOEEL SXP #f TFHE ST
REESIET,

BEa<w> R

avw vk SR AA

ctssxp connectionpeer  |CTS-SXP E7 D IP 7 KL A&Z AN L, ETEHIC SNAT — Fa&Afl

MM EIMERELET,

cts sxp default password |CTS-SXP D5 7 4 /b k /XA T — REBELET,

cts sxp default source-ip |CTS-SXP DEETC IPvE 7 RL A% E L ET,

cts sxp enable T NA AT CTS-SXP ANz LET,

cts sxp reconciliation CTS-SXP ORJm I A2 A H L £,

ctssxp retry CTS-SXP D FAATHIM Z A ~— %2 EH L £7,

show ctssxp TRTOSXPH/REDAT —H AEFrR LET,
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. cts sxp reconciliation period

cts sxp reconciliation period

Cisco TrustSec £ ¥ = U 7 ¢ 7/ /L—7"% 7 (SGT) A#~7 v k2L (CTS-SXP) D %28
HIBHIZiE, Je— b a7 4F¥ab—3 32 F— KT ctsskp reconciliation period =~
Y REFEHLET, CTS-SXP OERMMEZT 7 4/ MEICRETIZIZ, Z0a~r RO no B
EEALET,

cts sxp reconciliation period seconds
no cts sxp reconciliation period seconds

BX DA

seconds | CTS-SXP IR % A ~— (B) ., #iPHIL 0~ 64000 T4, 57 #/L i 120 TY,

ARV K TIAIE

AUk E—F

120 % (2 43)

Jua— )b ar7 4 X2 lb—3 3 (config)

avy FERE

1)1)—= EERNAE
Cisco IOS XE Fuji Zhavwy RPREAINRELA,
16.9.2

FEREDAA RZA4 Y

BT 2 CTS-SXP #7156 &, WEOHIBRE—/V KT 2 A4 ~—0Bh S ET, Hl
PRAS—IV RE T B A~ =TT HRNCE T D4R 5 & CTS-SXPE IR & A ~—03Bilhs
ENFET, CTS-SXPEIFRWIM # A ~—NT 77 4 7728, CTS-SXP ¥ 7 + v = 7 IZnilalD#EE
BTHFEELIESGT vy 7= MU ARFF L, B MY ZHIBRL £7, SXP 1w
WA ORICHRETHE. ZA~—NTF 4 EB—T IRV, FiEOEEOTXToO= Y 3H|
BrEnEd,

BEEa<v2 R

avw Uk i AA

ctssxp connection peer |CTS-SXP 7D IP 7 FL 2&Z AN L, ETEHRIT AT — R&ff

M omEIMERELET,

cts sxp default password | CTS-SXP D5 7 # /L b /SA T — RZ#ELET,

cts sxp default source-ip |CTS-SXP OEEILIPVvA 7 RL AR ELET,

ctssxp enable T34 AT CTS-SXP A%z L9,

ctssxp log IPL SGT DA VT 4 T OEEOuX L VA iz LET,
ctssxp retry CTS-SXP OFRITHM A A ~—%2EF L ET,
show cts sxp CTS-SXP DT _RTOB/ED AT — X A FRLET,
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cts sxp retry period

CiscoTrustSec ¥ = V7 4 7 /L—7 % 7 (SGT) &7 b =/b (CTS-SXP) D FHAITHIM #
A~—%EHETHIE, ZJu— b ar7 1 F¥alb—var E— RNTcssxpretry period =
~V REFEHLES, CTS-SXPOHFITHIMZ A ~—%7T 74/ MEICRTIZIX, Zoa~vy
RO noEXAEHEHALET,

cts sxpretry period seconds
no cts sxpretry period seconds

X DA seconds | CTS-SXP FakfT4# A ~— (B) . #ilHIL 0~ 64000 T¥, 57 /b MiE 120 TT,

aTXURFI4LL 1200 25)

STV RE—F Jua—srar7 4 Xalb— 3 (config)

av Yy FER J1)y—= EEAR
Cisco 10S XE Fuji Zoawy RRNEAINE L,
16.9.2

ERLDOHA RS54y FRITHA~—1E, D7 &b 120 CTS-SXP #HVKEB L TV ARWEAIC MY A —ShvE
T, ZOXA~—OMIRRGIND & B L CTS-SXP #:3ekfT SN E T, ErofEid,
ITRFELRLS 2D ET,

BEa<w> KR avw >R SR AA

ctssxp connectionpeer  |CTS-SXP 7 D IP 7 KL A% AS L, ETHERIC/ KA T — R4 ff
AT onhErnaslmELET,

ctssxp default password | CTS-SXP DF 7 # /L b XA U— R&RELET,

ctssxp default source-ip |CTS-SXP DFE L IPv4 7 RL 22/ ELET,

cts sxp enable T34 AT CTS-SXP Az LET,

ctssxp log IPE SGT DA T 4V TDOEEORX U T/ LET,

cts sxp reconciliation CTS-SXP DEIFHIMAZEE L £ 7,

show ctssxp CTS-SXP DT RTDOFREDAT —X A KR LET,
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propagate sgt (cts manual)
Cisco TrustSec Security (CTS) A > H—7 =2 A ATLAY2D®F 2V T 4 Z—F%7 (SGT)
[REEZANNCTHICIE, AV F—T =2 AT 4 X2l —3 3 F— FTpropagatesgt =
~V REFEHALET, SGTRELZENCTHITIE, Z0a~vr Fono BREHEHLET,

propagate sgt

XD Ioawy RZFBIEELEF—Y—REH D THA,

ATV R FI4)~  SGTABDRENH /> THET,

ATV R E—FR CTS FlhAf v ¥ —T 2 A A a7 4 Xalb— 3 EF—FK (config-if-cts-manual)
avr FERE )= EERE

Cisco IOS XE Fuji Zoa<wy RREAINE LT,

16.9.2

FEREDHA KSq > SGTARHDIREIZ L > T, CTS HIEDA »FZ —7 = A AT L2 SGT ¥ 725N T CTS A ¥
T—% (CMD) ZZEBLOEETEET, ET7 T A AN SCGT 225 TET . ZORR.
SGT # 7 & L2~y X —IZFE TERVIRILT, £ ¥ —7 = A AD SGTInZEE TN+ 51T
/X nopropagatesgt =~ > R&fiHLET,

#l Wiz, FHITRE SN TrustSee KGO A o % —7 = A AT SGTAZE 2 AN 5 i
B LET,

Device# configure terminal

Device (config)# interface gigabitethernet 0
Device (config-if)# cts manual

Device (config-if-cts-manual) # no propagate sgt

KIZ, XHEY b A=Y Xy N A HZ—Tx A A0 TSGTIBENEN/R>TND
FlZ R L £,

Device#show cts interface brief

Global Dotlx feature is Disabled
Interface GigabitEthernetO:

CTS is enabled, mode: MANUAL

IFC state: OPEN

Authentication Status: NOT APPLICABLE
Peer identity: "unknown"
Peer's advertised capabilities: ""

Authorization Status: NOT APPLICABLE

SAP Status: NOT APPLICARBLE

Propagate SGT: Disabled

Cache Info:
Cache applied to link : NONE
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BEEav R av R R BA

cts manual CTISDA v X —T =2 A AEHMZ LET,

show ctsinterface | ¢ > % —7 = 4 2 = & ® Cisco TrustSec 27— M5 X OEEHEWAE TR L
F7,
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Cisco TrustSec A7 > K |

sap mode-list (cts manual)

2MHDOA B —T 2 ZADMDO Y I E b E R T — T 57O S 41D Security
Association Protocol (SAP) DFEGE &K EALE— K (Fmi b EARITERIRM T Shve) %k
W21, CTSdotlx A v H—T = A a7 4 F 2l —3 3 F— KN Tsapmodelist =~
VREFEHALET, T RFRURAREZHBRLTT 740 MCETICE, Z0Oa~<> Ko no B
EEALE9,

2{EDA B —7 = A AHTMACsec DV VI HAbE R T =— M 57202, XTTA X
~ A4 —%— (PMK) ¢& Security Association Protocol (SAP) DFEFER K OWF BT — K& T8
THETICIE, sapmodelist 2~ FEMFEHLET, REEZEDICTHITE, Zoavw R
D noFERAEHEH L ET,

sap pmk mode-list {gcm-encrypt | gmac | no-encap | null} [gcm-encrypt | gmac | no-encap
| null]
nosap pmk mode-list {gcm-encrypt | gmac | no-encap | null} [gcm-encrypt | gmac | no-encap
| null]

B DR

i
&

AR R FIHILbE

ATV R E—F

pmk hex_value 16 ##7 — % PMK ##5E L
FT T o 0x7e L, B
D16 EHSLFE2 AT D, %
I TRWEEIE, REOXT
(Z0DT VT o w7 AN
D) .

mode-list T RARNZ AL XENTZE—RD
VA NERELET (W&
O BARI B IEN AT )

gcm-encrypt GMAC8FE, GCM KBt % 5
ELET,

gmac GMAC FBFEE T ZfRE L, W
FEERE L EE A,

no-encap 7 7' EFRE LEE A,

null AT 'MESH Y . WEER L.
Wefb/e LERE L ET,

T 7 4V k@1 7V {kiE sap pmk mode-list gcm-encrypt null T3, BT A X —T = A AN
802.1AE MACsec 721X 802.REV L' A ¥ 2 UV v Vs G{b xR — b L2WGA, 7740 bD
KE=ZbiX null T,

CTS FEIA v H—T =2 A A a7 4 ¥ 2L —3 3 (config-if-cts-manual)
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sap mode-list (cts manual) .

avy RERE

J1)—=x EERNE
Cisco I0S XE Fuji Zhawry RREAINE LT,
16.9.2

EREDAARZA

3l

FRE & M b T AR ET £ 121%. sap pmk mode-list =~ > F&EH L £,

X2 T 4TV o— g7 bajl (SAP) 1X802.11IIEEE 7 v hi/L D KT 7 h /83—
Vg L NHASWEREER—OREB LU e F 2L TF, SAPIIMACsec VAR — 43
A H—T x4 XD 802.1AE V > 7 [kFE{t (MACsec) ZHESLIS L OVEELT B 7= DI
Li‘é—o

SAPB L UNRT T A Xv A% —F— (PMK) %, sappmk modelist =~ > REZFEH LT, 21
DA Z =T A ARICFEITRIET D22 L HTEET, 802 IXFREEZ MM T 256, Wk
7V B RBLOAE—8 T 1 —4) M Cisco Secure Access Control Server 75 BT D
R—HFDPMK BLOMACT RLAZZELET,

T ANCTS KR Y 7 b =7 %2 FATL TN T, ~N— R =7 BCTSIEXNETH 5513
sap mode-list no-encap =~ > R&flEH L CTh 7/ b zER L E T,

KIZ, FHAEY A=Y Xy N A F—T x4 ZATSAP ZHETHHZRLET,

Device# configure terminal

Device (config) # interface gigabitethernet 2/1

DeviceD (config-if)# cts manual

Device (config-if-cts-manual)# sap pmk FFFEE mode-list gcm-encrypt

BEEavTY R

avrk BL)]

cts manual CTS DA v H—T =2 A AEHFINZ LET,

propagate sgt (ctsmanual) | Cisco TrustSec Security (CTS) A > % —7 = A AD LA Y 2 TD
X2 VT4 =T %7 (SGT) DIREEAHLET,

show ctsinterface Cisco TrustSec f > # —7 = A AREDEIHFREF R LE T,
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. show cts credentials

show cts credentials

Cisco TrustSec (CTS) T /3A A ID #F <7 5121%, EXEC £— RFE7/2IIFHE EXEC £— KT
show ctscredentials =~ > RZfH L £7,

show ctscredentials

BT DR Zoavwy R, a~vr FEREF—UV—FEIH Y 5 A,
aAavY R E—F ¥t EXEC (#) =— EXEC (>)
av Y FERE )1)—=x EERNR
Cisco I0S XE Fuji Zoawy FREAINE LR,
16.9.2
& Wiz, HABIZERLET,

Device# show cts credentials

CTS password is defined in keystore, device-id = r4

BEa<w> R =l VN N SR AR

ctscredentials TrustSec ID B L UVRRA U —REEELET,
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show cts interface .

show cts interface

A B —T A AD Cisco TrustSec (CTS) BEEDHMat & F ~d HI1Zi%, EXECE— FE7-I134F
}E EXEC =— R C showctsinterface =~ > R&2FEHA L £ 7,

show ctsinterface [{GigabitEthernet port| Vlan number | brief | summary}]

BX DA

AR TFI4ILE

aAvU R E—F

port

FE) ¥HEY A — PRy b A E—T 2 RAEH, ZOf L F—T oA A
DODIULEARAT—Z AR IINRIREINET,

number (f£&) VLAN A > #Z—7 = A 2% 5 (1 ~4095) ,

brief

(fEE) TR_XTCOCTSA v X —T = ADFEHEAT—H A FRLET,

summary | ((Fg) /> F—7 x4 AT LI, TRTOCTSA v H—T =2 ADH <1 —

FLOABERIZSHEHOIS— ATF—H A 74—V REFEORERATEELET,

L

EXEC (>) #Fi#E EXEC (#)

avy FNERE

EREDAARZA

3l

Jjy—= EEAR
Cisco I0S XE Fuji oo RPREASNE L,
16.9.2

TRTOCTS AV F—T 2 A ADILEAT —H AR RT HIZIE, F—UV— REHEHAETIC
show ctsinterface =~ R&{FHH L E 4,

wIZ,

F—U—FEHEFICH N 2RZR"T 202 L ET (FTXTOCTSA & —

T2 A ADTEAT—F ) |

Devic

Globa
Inte

e# show cts interface

1 Dotlx feature is Disabled

rface GigabitEthernet0/1/0:

CTS is enabled, mode: MANUAL

IFC state: OPEN

Interface Active for 00:00:18.232

Authentication Status: NOT APPLICABLE
Peer identity: "unknown"
Peer's advertised capabilities: ""

Authorization Status: NOT APPLICABLE

SAP Status: NOT APPLICABLE

Configured pairwise ciphers:
gcm-encrypt
null

Replay protection: enabled
Replay protection mode: STRICT
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. show cts interface

Sele

Propagat
Cache In
Cach

Statisti
auth
auth
auth
auth
auth
sap
sap
auth
auth
port
Ingr

Egre

RIZ, brief %

Device# show

Global Dotlx
Interface Gi
CTS is e

IFC stat
Interfac
Authenti
Peer

Peer
Authoriz

SAP Stat
Propagat
Cache In
Cach

cted cipher:

e SGT: Enabled
fo:
e applied to link : NONE

cs:
c success:

c reject:

c failure:

C no response:

c logoff:

success:

fail:

Z success:

z fail:

auth fail:

ess:

control frame bypassed:
sap frame bypassed:

esp packets:

unknown sa:

invalid sa:

inverse binding failed:
auth failed:

replay error:

ss:

control frame bypassed:
esp packets:

sgt filtered:

sap frame bypassed:
unknown sa dropped:
unknown sa bypassed:

O O OO OO oo oo

O O O O O o o o

O O O O o o

—U— PRz L Adle R L £,

cts interface brief

feature is Disabled

gabitEthernet0/1/0:

nabled, mode: MANUAL

e: OPEN

e Active for 00:00:40.386
cation Status: NOT APPLICABLE
identity: "unknown"

's advertised capabilities: ""

ation Status: NOT APPLICABLE

us: NOT APPLICARBLE

e SGT: Enabled

fo:

e applied to link : NONE

Cisco TrustSec A7 > K |

EavUR avU kR

BLL]

cts manual

CTS DA v B —T = A ZAEFHHZLET,

ctssxp enable

F v NU—2 FNA AT SXP A ELET,

. Cisco TrustSec A< > K



| Cisco TrustSec A< > K
show cts interface .

avw vk SR BA

propagate sgt | Cisco TrustSec Security (CTS) A > X —7 =4 ADL A ¥ 2 TOEXF2Y T 4
TN—7" 27 (SGT) DiniEs AL ET,
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. show cts role-based counters

show cts role-based counters

Cisco TrustSec A7 > K |

X2 VT4 V=TT A ar ha—/L AL (ACL) OO IEHREFRT DI
1., = —% EXEC &— F £ 7= 13%5# EXEC &= — K T show ctsrole-based counters =~ > K& f#

)EH sz—;«o

show ctsrole-based counters[{default [{ipv4 | ipv6}]}] [{from {sgt-number | unknown}[{ipv4 |

ipv6 |to | {sgt-number | unknown}

ipv6}1}] [{ipv4 | ipv6}]

[[{ipv4 | ipv6}]}]} 1[{to {sgt-number | unknown} [{ipv4 |

WX D5 defauilt (L) 7470 bEY v—h
T AT AERE SRR LE
TO
from EE) XETEX2VT 4/
=TT AEREERLE
7,
ipv4 (&) IPvd Yy hU—27 D%
X2 )T 4 T A—7ICBT A
WEFRLET,
ipv6 (£&) IPv6 x>y hU—27 Dtk
X2 UTF 4 TA—F T B
WEFRLET,
to EE) skt x=2VT 42
N—TICET A IEREF R L E
7,
sgt-number FE) X2 V74 N—F
B 7&K, Ah7EIZ 0~
65533 T,
unknown (EE) T TORETLT N—
TICET A EREFRRLET,
avY R E—F =—% EXEC (>)
HkE EXEC (B)
avy FEREE )1)—x

Cisco 10S XE Fuji 16.9.1

Zoawy RpNEAINE L,

. Cisco TrustSec A< > K



I Cisco TrustSec A< > K

EREDAARZA

show cts role-based counters .

TRCEIMERORFEAOHERZ U v 95121, clear ctsrole-based counters =~ >

RZEfHLET,

from ¥—U— R CEETLSGT &, toX—U— R T4 SGT 2 ELE£J, fromB LD tod
M OX—T— REEETDH L, TRTOHGHERPERINET,

default ¥ —7U— Ri&, 7740 FDO2=F % X hORY —iiHEHRAEFR R LET, ipvd B
EWipv6 DNFTNOF—U— FHIRELRWEE, ZOa~xy NEIPvd B U o 2121 27K

LET,

Cisco TrustSec & =4 & —

KCiX, &N "T 74 v 7 DH 7 Z SW-Permitt 7 ~L D

TIZEREN, HEESINZ N T 7 4 v 7 OH D 2 )3 SW-Monitor 7 ~bD FIZFRRINET,

1

RIZ., show ctsrole-based counters

Device# show cts role-based counters

Role-based IPv4 counters

From To SW-Denied HW-Denied SW-Permitt HW-Permitt SW-Monitor HW-Monitor
12 24 0 0 0 0 0 0
12 77 0 0 5 0 0 0

FTORIZ, TAATLANICERINDIEER 74— FOY R 2R LET,

& 1: show cts role-based counters 0 7 « —)L K DERBA

TJa4—ILK s BA

From EELTEX2Y T4 7N,

To st x=a VT 4 I N—7,

SW-Permitt RSN T T4 I DAY A,

SW-Monitor HESNZ T 74w DRT A,
E&Ea< U F av vk BLL]

clear role-basedcounters

SGACL#Et v 2%y FLET,

ctsrole-based

IP7RLVA, LA Y3 F—Txf A B
JONVRF # SGT IZ~¥ v B> 27 LEd, Cisco
TrustSec ¥ v v 2> 27" & SGACL Dl 2 A %)
IZLET,
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. show cts role-based permissions

show cts role-based permissions

B—L_X—=2 (EFX2UT 4 N—T) Tr7vAar ba— /LR 2 M EFRT 52T, §
}E EXEC & — R C show ctsrole-based permissions =~ > K& L £,

show cts role-based permissions[{default [{details | ipv4 [details] | ipv6 [details]}] | from
{{sgt | unknown }[{ipv4 | ipv6 | to{{sgt | unknown}[{details | ipv4[details]| ipv6
[details]}13}}] | ipv4 | ipv6 | platform | to {sgt | unknown}[{ipv4 | ipv6}]}]

BX DA

AU R E—F

default L) T 74/ FOMRY 2 MIBET 5 EREF R LET,

details UEE) TEvTFEINET 7R 2> bae—nL R (ACL) OFMEFRZTLE

o
ipv4 (EE) IPva 7'm b aViCBlT 2 mERRLET,
ipvé (LE) IPv6 71 b 2 WIZBT 2 1F AR R LET,
from UEE) RETI/N—T T ERERR LET,
sgt ERE) X2 VT4 IA—7 27, HEHEIE 2 ~ 65519 TT,
to (LR) s/ N —7 1T 2 MaE R R LET,

unknown  (ff:3) RHAZREEILT N—T L5k /N —TICBET A IEREFR R L ET,

platform — ({£i&) 77 v b7 4+ —AICBTAERER T L ET,

4 ke EXEC (#)

avy FERE

FEREDAHA RS2

Jy—= EEAR
Cisco 10S XE Fuji Zoawy RpREAINE L,
16.9.2

o<y Rit. SGACLMER~ R w7 ZADar T oy aFErLET, BHETEdFal T 0
TN—TF%27 (SGT) FfromF—U— RZHEH LT, %856 SGTITto¥x—V— R&EH L T
ETEET, MTDOF—U—RFZEETDH L, H—E/LDRBACL PERINET, FEK
L, toFXF—U—REFEHLEGAICOARAERINET, T2EIL, fromF—TU—RFEFEHL
TEHEICERENET, MR~ Y v 7 A2KE, fromF—TU— K& toF—TU— KOl %
B LG8 ERINET,

a~vr FHE, 794~V =03 SGTBL O & U F—DikfF5C SGT TY— k
SINFET, FENLVDSGACL 1L, RETERIANTNDHO LA UNEF T, 721X Cisco Identity
Services Engine (ISE) 7»HHUG L72EF THERRSNET,
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show cts role-based permissions .

details ¥ — 7V — FiX, from*¥—U—R&to¥X—UV— ROMAGZEETLHZ LT, H—DtL
PR ENTHBICFRRENET, details *—U— FREESNTVWDEA. H—tLrD
SGACL O7 7 & Afilil= > b U NFRENET,

&IZ, show role-based permissions =~ > KO il Z2R L E T,

Device# show cts role-based permissions

IPv4 Role-based permissions default (monitored):

default sgacl-02

Permit IP-00

IPv4 Role-based permissions from group 305:sgt to group 306:dgt (monitored):

test reg tcp permit-02

RBACL Monitor All for Dynamic Policies : TRUE

RBACL Monitor All for Configured Policies : FALSE

IPv4 Role-based permissions from group 6:SGT 6 to group 6:SGT_6 (configured):
mon_1

IPv4 Role-based permissions from group 10 to group 11 (configured):
mon_2

RBACL Monitor All for Dynamic Policies : FALSE

RBACL Monitor All for Configured Policies : FALSE

BEa<TUR

avw vk 5 BA

ctsrole-based permissions| 24(5 5t 7/ /L — 7 M BEESE S N — TR D HERR 2 AN L E T,

ctsrole-based monitor 0= _R—ZADT VAV A NDE=XY LT BN LUET,

Cisco TrustSec A< > K .



. show cts server-list

Cisco TrustSec A7 > K |

show cts server-list

BXDEREA

AR E—F

Cisco TrustSec > — KRB LI — R34 2 THIAEEZ: HTTP $—/ X & RADIUS — D
U R R &EFRT DI, =—V EXEC T — R FE 7213454 EXEC & — K T show ctsserver-list =
~  REHFEALET,

show cts server-list
ZOawy RIZEBIEELITF—U—RiZhb Y A,

= — EXEC (>)

¥rME EXEC (#)

avy FERE

FRLEDHA KS14 Y

3l

)1)—=2 EEAR
Cisco IOS XE Fuji 16.9.2 Zoawy RpNEAINE L,

CiscoIOS XE Amsterdam 17.1.1 | ==~ RO IR EH S, HTTPH—D7 KL X & %
T AERPFTREIND IRV E LT,

CiscoIOS XE Amsterdam 17.2.1 | = o=~ ROHAINEE X, HTTP — D IPv6 7 K L
ANMFBREIND LT F LT,

Z M3 RiE. Cisco TrustSec RADIUS H— DT KL R L 25— % 2 E#MEZINET H DI
fECcEET,

Cisco IOS XE Gibraltar 17.1.1 LAED Y UV — 2 TiX, ZDa<y ROHEDIZHTTP — D7 R
VAL AT —H AERBERSINET,

Cisco I0S XE Gibraltar 17.2.1 ABED Y V — 2 TliL, Z D a< 2 KO IZ HTTP ¥ — 30D IPv4
T RUVALILZIPV6 7 RLAREKRENE T,

Cisco IOSXE Amsterdam 17.2.1 LIED Y U — &

RO show ctsserver-lit =<2 ROH I TIL, HTTP H— 3D IPv4 7 KL AEB LW
IPV6 7 RL AL FDAT — X AERNERINTWET,

Device> show cts server-list

HTTP Server-list:
Server Name : cts private server 0
Server State : ALIVE
IPv4 Address : 10.64.69.151

IPv6 Address : 2001:DB8:8086:6502::
IPv6 Address : 2001:db8::2

IPv6 Address : 2001:db8::402:99
IPv6 Address : 2001:DB8::802:16
Domain-name : ise-267.cisco.com
Trustpoint : cts_trustpoint 0
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show cts server-list .

Server Name : cts private server 1
Server State : ALIVE

IPv4 Address : 10.10.10.3

IPv4 Address : 10.10.10.2

IPv6 Address : 2001:db8::20

IPv6 Address : 2001:db8::21
Domain-name : www.lise.cisco.com
Trustpoint : cts_trustpoint 1

Cisco IOS XE Amsterdam 17.1.1

&K@ show ctsserver-list =< RO SFITIX, HTTP — & FD AT —Z ZEWM

FREINTNET,

Device> show cts server-list

HTTP Server-list:

Server Name: Http Server 1

Server Status: DEAD
IPv4 Address: 10.78.105.148
IPv6 Address: Not Supported
Domain-name: http server l.ise.com
Port: 9063

Server Name: Http Server 2

Server Status: ALIVE
IPv4 Address: 10.78.105.149
IPv6 Address: Not Supported
Domain-name: http server 2.ise.com
Status = ALIVE

Cisco IOSXE Amsterdam 17.1.1 L VW EiDO Y U — =R
OB TrE, Cisco TrustSec RADIUS — 3D Y A b RFRENTWET,

Device> show cts server-list

CTS Server Radius Load Balance = DISABLED

Server Group Deadtime = 20 secs (default)
Global Server Liveness Automated Test Deadtime = 20 secs
Global Server Liveness Automated Test Idle Time = 60 mins

Global Server Liveness Automated Test = ENABLED (default)
Preferred list, 1 server(s):
*Server: 10.0.1.6, port 1812, A-ID 1100E046659D4275B644BF946EFA49CD
Status = ALIVE
auto-test = TRUE, idle-time = 60 mins, deadtime = 20 secs
Installed list: ACSServerListl-0001, 1 server(s):
*Server: 101.0.2.61, port 1812, A-ID 1100E046659D4275B644BF946EFA49CD
Status = ALIVE
auto-test = TRUE, idle-time = 60 mins, deadtime = 20 secs

avw >R SR AA

addressipv4 (config-radius-server) |PAC u v g = ZIZ{EHT % RADIUS — DT H
T AT BIOSRRENNT A= B ELET,
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. show cts server-list

Cisco TrustSec A7 > K |

avy kR

Bl

pac key

PAC 55— & E L £,
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show cts sxp .

show cts sxp

CiscoTrustSec ¥ X = U7 4 F —7 %7 (SGT) A7 v k=2, (CTS-SXP) i £ 7213415
JLIP & SGT O~ v B> i A F T 512X, =—V% EXEC &— N E 72135 EXEC E— R
Tshowctssxp 2~ > REHHLET,

show cts sxp {connections[{brief | vrf instance-name}] | filter-group [{detailed | global |
listener | speaker }] | filter-list filter-list-name | sgt-map [{brief | vrf instance-name}]} [{brief
| vrf instance-name} ]

B DEREA

aAvY R FI4ILE

O R E—F

connections Cisco TrustSec SXP #kt DA R R L £9,
brief (EE) SXP fEHMOBMI & FR LET,
vrf instance-name (f£#&) #57€ L7z Virtual Routing and Forwarding (VRF) A

VAR AD SXP IEHREFRRLET,

filter-group {detailed | global | UEE) 74 NEITN—TEREFRLET,

listener | speaker }

filter-list filter-list-name (HFEE) 74V FZ YA MEREFRLET,

sgt-map (&) SXPRRHETZELZIP L SGTDO~ v L I %FHE
RLET,

2L

22— EXEC (>) #5# EXEC (#)

avy FERE

3l

Jjy—= ETREAR
Cisco I0S XE Fuji Zoawry RREASHE L,
16.9.2

WIT, brief F—U— FZfH L T SXP #fix £nd 5042~ LET,

Device# show cts sxp connection brief

SXP : Enabled

Default Password : Set

Default Source IP: Not Set
Connection retry open period: 10 secs
Reconcile period: 120 secs

Retry open timer is not running

Peer IP Source_ IP Conn Status Duration
10.10.10.1 10.10.10.2 On 0:00:02:14 (dd:hr:mm:sec)
10.10.2.1 10.10.2.2 On 0:00:02:14 (dd:hr:mm:sec)
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. show cts sxp

Total num of SXP Connections = 2

RIZ, CTS-SXP #fea Fard o0 ar~LET,

Device# show cts sxp connections

SXP : Enabled

Default Password : Set

Default Source IP: Not Set
Connection retry open period: 10 secs
Reconcile period: 120 secs
Retry open timer is not running

Peer IP : 10.10.10.1
Source IP : 10.10.10.2
Set up : Peer

Conn status : On
Connection mode : SXP Listener
Connection inst# : 1

TCP conn fd : 1

TCP conn password: not set (using default SXP password)
Duration since last state change: 0:00:01:25 (dd:hr:mm:sec)

Peer IP : 10.10.2.1
Source IP : 10.10.2.2
Set up : Peer

Conn status : On
Connection mode : SXP Listener
TCP conn fd I

TCP conn password: not set (using default SXP password)
Duration since last state change: 0:00:01:25 (dd:hr:mm:sec)
Total num of SXP Connections = 2

WIZ, TNNAANAE =T —L U A F—0DM 5 Th DA TP iR D CTS-SXP £
EFRTHHERLET,

Device# show cts sxp connections

SXP : Enabled

Highest Version Supported: 4

Default Password : Set

Default Source IP: Not Set

Connection retry open period: 120 secs
Reconcile period: 120 secs

Retry open timer is running

Peer IP : 2.0.0.2

Source IP 1.0.0.2

Conn status : On (Speaker) :: On (Listener)
Conn version : 4

Local mode : Both

Connection inst# : 1

TCP conn fd : 1(Speaker) 3 (Listener)

TCP conn password: default SXP password

Duration since last state change: 1:03:38:03 (dd:hr:mm:sec) :: 0:00:00:46 (dd:hr:mm:sec)
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show cts sxp .

RIZ, SXP A B — 1 —~DEH D EIWT S 472 CTS-SXP U A F—M 6D B~ L E
9, BEILIP L SGTO~ v B 71X 1200 (HIBROKR— NV RE T 2 A ~—DFT 7 %
v ME) ORISR ET,

Device# show cts sxp connections

SXP : Enabled

Default Password : Set
Default Source IP: Not

Set

Connection retry open period: 10 secs
Reconcile period: 120 secs

Retry open timer is not running
Peer IP : 10.10.10.1
Source IP : 10.10.10.2

Set up : Peer

Conn status : Delete Hold Down
Connection mode : SXP Listener
Connection inst# : 1

TCP conn fd : -1

TCP conn password: not set (using default SXP password)
Delete hold down timer is running
Duration since last state change: 0:00:00:16 (dd:hr:mm:sec)

Peer IP : 10.10.2.1
Source IP : 10.10.2.2
Set up : Peer

Conn status : On
Connection inst# : 1

TCP conn fd : 2

TCP conn password: not set (using default SXP password)
Duration since last state change: 0:00:05:49 (dd:hr:mm:sec)
Total num of SXP Connections = 2

BEa~v

~

R

avwo kR

aiBA

cts sxp connection peer

CiscoTrustSecSXPE T DIP T FL AZ AN L. B THSEEIZ AT —
REFHATLINEI DERELET,

ctssxp default password

Cisco TrustSec SXP DF 7 /)L kAU — REHRELF T,

cts sxp default source-ip

Cisco TrustSec SXP DEETLIPVvA 7 RLAZHRTEL X7,

cts sxp enable

5 /34 AT Cisco TrustSec SXP ZA%hic L E 1,

ctssxp log

IPL SGTONRNA VT 4 T OEFOaX Va2 HCLET,

cts sxp reconciliation

Cisco TrustSec SXP D IFHARI Z AT L £9°,

ctssxp retry

Cisco TrustSec SXP D FRITHIMI # 4 ~— %L H L £7,
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. show platform hardware fed switch active fwd-asic resource tcam utilization

show platform hardware fed switch active fwd-asic resource
tcam utilization

ASIC ® CAM fEH#IEH A KT 2I12I%, KM EXEC £ — R T show platform hardware fed
switch active fwd-asic resource tcam utilization =< > RZ&2{#EHA L £9°,

show platform hardware fed switch active fwd-asic resource tcam utilization [ asic-number ] [
dlice-id ]

X DA ascnumber ASIC#H 5, AR7MEOHHIZ0~7 T,

sice-id ATGAAT L OFEARRERRLET,

avY R E—-F ¥i#E EXEC (#)
Cisco 10S XE Fuji 16.9.1 TOa<wy RREAShE LR,
I

RIZ., show platform hardware fed switch active fwd-asic resource tcam utilization =~
Y FOWE R LET,

Device# enable
Device# show platform hardware fed switch active fwd-asic resource tcam utilization

CAM Utilization for ASIC [O0]

Table Subtype Dir Max Used %Used V4 V6
MPLS Other

Mac Address Table EM I 32768 25 0.08% 0 0
0 25

Mac Address Table TCAM I 1024 22 2.15% 0 0
0 22

L3 Multicast EM I 8192 0 0.00% 0 0
0 0

L3 Multicast TCAM I 512 9 1.76% 3 6
0 0

L2 Multicast EM I 8192 0 0.00% 0 0
0 0

L2 Multicast TCAM I 512 11 2.15% 3 8
0 0

IP Route Table EM I 24576 14 0.06% 13 0
1 0

IP Route Table TCAM I 8192 30 0.37% 11 16
2 1

Q0S ACL TCAM I0 5120 85 1.66% 28 38
0 19

TCAM I 45 0.88% 15 20
0 10

TCAM 0 40 0.78% 13 18
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show platform hardware fed switch active fwd-asic resource tcam utilization .

0 9
Security ACL TCAM I0 5120 131 2.56% 26 60
0 45
TCAM I 88 1.72% 12 36
0 40
TCAM ¢ 43 0.84% 14 24
0 5
Netflow ACL TCAM I 256 6 2.34% 2 2
0 2
PBR ACL TCAM I 1024 36 3.52% 30 6
0 0
Netflow ACL TCAM ¢ 768 6 0.78% 2 2
0 2
Flow SPAN ACL TCAM IO 1024 13 1.27% 3 6
0 4
TCAM I 5 0.49% 1 2
0 2
TCAM ¢ 8 0.78% 2 4
0 2
Control Plane TCAM I 512 290 56.64% 138 106
0 46
Tunnel Termination TCAM I 512 22 4.30% 9 13
0 0
Lisp Inst Mapping TCAM I 2048 2 0.10% 0 0
0 2
Security Association TCAM I 256 4 1.56% 2 2
0 0
CTS Cell Matrix/VPN
Label EM ¢ 8192 0 0.00% 0 0
0 0
CTS Cell Matrix/VPN
Label TCAM ¢ 512 1 0.20% 0 0
0 1
Client Table EM I 4096 0 0.00% 0 0
0 0
Client Table TCAM I 256 0 0.00% 0 0
0 0
Input Group LE TCAM I 1024 0 0.00% 0 0
0 0
Output Group LE TCAM o] 1024 0 0.00% 0 0
0 0
Macsec SPD TCAM I 256 2 0.78% 0 0
0 2
A7 4=V ROEWITBEHTT,
BEavF av v R B

show platform har dware fed switch active fwd-asic
resour ce tcam usage

HAED CAM OfE AR EFR R L ET,

show platform har dware fed switch active fwd-asic
resource tcam table

BUED CAM 7T — 7 NV ERRLET,
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. show platform hardware fed switch active sgacl resource usage

show platform hardware fed switch active sgacl resource usage

ASIC @ SGACL U ¥V — A {E# & FK T 5121, FitE EXEC & — K C show platform hardware
fed switch active sgacl resourceusage =~ > RZ&#H L £,

show platform hardware fed switch active sgacl resource usage

BX DA USE SGACL V Y — ZADE IR AR R L £,

AT R E—F ¥iME EXEC (#)

av Yy FERE 1)1)—=R EEANE
Cisco 10S XE Fuji 16.9.1 Ioavwry RREAINE L,

1 IZ. show platform hardware fed switch active sgacl resource usage =~ > K@ Hj /1
ZrLET,

Device# enable
Device# show platform hardware fed switch active sgacl resource usage

SGACL RESOURCE DETAILS ASIC :#0

Percent Thresholds
Hardware Resource MAX Used Used Upper Lower
CTS Cell Matrix Config : 80 70
CTS Cell Matrix Entries : 8192 0 0 Normal
CTS Cell Overflow Entries : 512 1 0
Policy Configuration : 80 70
Policy Entries : 256 3 1 Normal
DGT Config : 80 70
DGT Entries : 4096 0 0 Normal
Security ACL Configured : 80 70
Security ACL Entries : 5120 131 2 Normal
Total Percent
SGACL TCAM Entries Used Used
Output PRE SGACL : 4 12
Output SGACL : 0 0
Output SGACL DEFAULT : 0 0
Device#

WH7 4 — IV ROEWRITHEA T,
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show platform software classification switch active F0 class-group-manager class-group client acl all .

show platform software classification switch active F0
class-group-manager class-group client acl all

Ternary Content Addressable Memory (TCAM) x> b U OFERIZHHEIND ACL 7 7 A7 )L—
71D &R T HI21E, FiME EXEC & — KT show platform software classification switch active
FO class-group-manager class-group client acl all =~ > R&EH L £,

show platform softwar e classification switch active FO class-group-manager class-group client acl

all
X DERRA class-group-manager IIGAITN—T 2= R R LET,
class-group ITATN—TFm LET,
all FTRCDI TATNV—TDACLY T AT —
7D Z#FKRLET,
avY RE—FK ¥#HE EXEC (#)
Qv RERE 1y —2 EEARAR
Cisco 10S XE Fuji 16.9.1 oavy RRNEASHE L,
£l

RIZ., show platform softwar e classification switch active FO class-gr oup-manager
class-group client acl all =~ > ROl %R~ L £7,

Device#show platform software classification switch active FO0 class-group-manager
class-group client acl all

QFP classification class client all group
class-group [ACL-GRP:273]
class-group [ACL-GRP:529]

class-group [ACL-GRP:801]

74— FOEWIZEFTY,

BEaT KR avyU kR i1 B

show platform softwar e classification switch active FO | ¥55g Xiv7= 7 5 2 7 —7d ACL 7 5

class-group-manager class-group client acl name 2T N—FEREF TR UET,
class-group name

show platform softwar e classification switch active FO | fs g 7= 27 5 A7 L—7®D ACL 7 5

class-group-manager class-group client acl class-group | = 7 L — 7l % %5 L £,
id
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. show platform software cts forwarding-manager switch active FO port

show platform software cts forwarding-manager switch active
FO port

AT R—V v A =T = A AD CTS [F# & F£RT 21213, Kt EXEC &— T show
platform software cts forwar ding-manager switch active FOport =2~ > R&fEH L £7,

show platform software cts forwar ding-manager switch active FO port

X DR FO =z v b 0 Embedded-Service-Processor,

port R— K CTS AT —X ZAZHKRxLET,

avU R E—F KikE EXEC (#)
avy FERE 1)1)—= EENE
Cisco IOS XE Fuji 16.9.1 Zoawy RREAINE LT,
451
RIZ. show platform softwar e cts forwar ding-manager switch active FO port =~ > KD
HABZ2 = UET,

Device#show platform software cts forwarding-manager switch active FO port

Forwarding Manager Interfaces CTS Information

Name ID CTS Enable Trusted Propagate SGT value
GigabitEthernetl/0/1 77 0 0 0 0
GigabitEthernetl1/0/3 79 0 0 0 0
GigabitEthernetl1/0/4 80 0 0 0 0
GigabitEthernetl1l/0/5 81 0 0 0 0
GigabitEthernetl1l/0/6 82 0 0 0 0
GigabitEthernetl1/0/7 83 0 0 0 0
GigabitEthernetl1/0/8 84 0 0 0 0
GigabitEthernetl1/0/9 85 0 0 0 0
GigabitEthernetl1/0/10 86 0 0 0 0
GigabitEthernetl/0/11 87 0 0 0 0
GigabitEthernetl1l/0/12 88 0 0 0 0
GigabitEthernetl1/0/13 89 0 0 0 0
GigabitEthernetl1l/0/14 90 0 0 0 0
GigabitEthernetl1/0/15 91 0 0 0 0
GigabitEthernetl/0/16 92 0 0 0 0
GigabitEthernetl1/0/17 93 0 0 0 0
GigabitEthernetl1/0/18 94 0 0 0 0
GigabitEthernetl1/0/19 95 0 0 0 0
GigabitEthernetl1/0/20 96 0 0 0 0
GigabitEthernetl/0/21 97 0 0 0 0
GigabitEthernetl1/0/22 98 0 0 0 0
GigabitEthernetl1/0/23 99 0 0 0 0
GigabitEthernetl/0/24 100 0 0 0 0
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GigabitEthernetl1/0/25
GigabitEthernetl1/0/26
GigabitEthernetl1/0/27
GigabitEthernetl1/0/28
GigabitEthernetl1/0/29
GigabitEthernetl1/0/30
GigabitEthernetl1/0/31
GigabitEthernetl1/0/32
GigabitEthernetl1/0/33
GigabitEthernetl/0/34
GigabitEthernetl1/0/35
GigabitEthernetl1/0/36
GigabitEthernetl1/0/37
GigabitEthernetl1/0/38
GigabitEthernetl1/0/39
GigabitEthernetl/0/40
GigabitEthernetl1/0/41

Forwarding Manager Interfaces CTS Information

101
102
103
104
105
106
107
108
109
110
111
112
113
114
115
116
117

show platform software cts forwarding-manager switch active F0 port .

O O O OO OO0 0O0O0oO0oooooo

CTS Enable

O O O OO OO0 0O0O0O0oooooo

O O O OO OO0 0O0O0oO0oooooo
O O O OO OO0 0O0O0oO0oooooo

Trusted Propagate SGT value

GigabitEthernetl/0/42
GigabitEthernetl1/0/43
GigabitEthernetl/0/44
GigabitEthernetl1/0/45
GigabitEthernetl1/0/46
GigabitEthernetl/0/47
GigabitEthernetl/1/1
GigabitEthernetl/1/2
GigabitEthernetl/1/3
GigabitEthernetl/1/4
TenGigabitEthernetl/1/1
TenGigabitEthernetl/1/2
TenGigabitEthernetl/1/3
TenGigabitEthernetl/1/4
TenGigabitEthernetl/1/5
TenGigabitEthernetl/1/6
TenGigabitEthernetl/1/7
TenGigabitEthernetl/1/8
FortyGigabitEthernetl/1/1
FortyGigabitEthernetl/1/2
TwentyFiveGigEl/1/1
TwentyFiveGigEl/1/2
AppGigabitEthernetl1/0/1
GigabitEthernet2/0/1
GigabitEthernet2/0/2
GigabitEthernet2/0/3
GigabitEthernet2/0/4
GigabitEthernet2/0/5
GigabitEthernet2/0/6
GigabitEthernet2/0/7
GigabitEthernet2/0/8
GigabitEthernet2/0/9
GigabitEthernet2/0/10
GigabitEthernet2/0/11
GigabitEthernet2/0/12
GigabitEthernet2/0/13
GigabitEthernet2/0/14
GigabitEthernet2/0/15
GigabitEthernet2/0/16
GigabitEthernet2/0/17

O O O O O OO OO OO0 0O00O0O0O0OOoOH OOOOOOOOOOOOOOOLOLOLOLOLO OO OO

O O O O O OO OO OO OO0 0O00O0O00O00O00O00O00O0O00O00O00O0OO0OOOOLOOLOLOOLOOOOOOoO

O O O O O O OO OO OO0 0O00O00O00O00O00O00O0O00O0O00O00O0O0OO0OOOOOOLOLOLOOOOOoO
O O O O O OO OO0 OO0 0O0O0O0O00O00O00O00O00O00O00O00O0O0O00OOOOOOOLOLOOLOOOOO
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. show platform software cts forwarding-manager switch active FO port

Forwarding Manager Interfaces CTS Information

Cisco TrustSec A7 > K |

Name ID CTS Enable Trusted Propagate SGT value
GigabitEthernet2/0/18 159 0 0 0 0
GigabitEthernet2/0/19 160 0 0 0 0
GigabitEthernet2/0/20 161 0 0 0 0
GigabitEthernet2/0/21 162 0 0 0 0
GigabitEthernet2/0/22 163 0 0 0 0
GigabitEthernet2/0/23 164 0 0 0 0
GigabitEthernet2/0/24 165 0 0 0 0
GigabitEthernet2/0/25 166 0 0 0 0
GigabitEthernet2/0/26 167 0 0 0 0
GigabitEthernet2/0/27 168 0 0 0 0
GigabitEthernet2/0/28 169 0 0 0 0
GigabitEthernet2/0/29 170 0 0 0 0
GigabitEthernet2/0/30 171 0 0 0 0
GigabitEthernet2/0/31 172 0 0 0 0
GigabitEthernet2/0/32 173 0 0 0 0
GigabitEthernet2/0/33 174 0 0 0 0
GigabitEthernet2/0/34 175 0 0 0 0
GigabitEthernet2/0/35 176 0 0 0 0
GigabitEthernet2/0/36 177 0 0 0 0
GigabitEthernet2/0/37 178 0 0 0 0
GigabitEthernet2/0/38 179 0 0 0 0
GigabitEthernet2/0/39 180 0 0 0 0
GigabitEthernet2/0/40 181 0 0 0 0
GigabitEthernet2/0/41 182 0 0 0 0
GigabitEthernet2/0/42 183 0 0 0 0
GigabitEthernet2/0/43 184 0 0 0 0
GigabitEthernet2/0/44 185 0 0 0 0
GigabitEthernet2/0/45 186 0 0 0 0
GigabitEthernet2/0/46 187 0 0 0 0
GigabitEthernet2/0/47 188 0 0 0 0
GigabitEthernet2/1/1 190 0 0 0 0
GigabitEthernet2/1/2 191 0 0 0 0
GigabitEthernet2/1/3 192 0 0 0 0
GigabitEthernet2/1/4 193 0 0 0 0
TenGigabitEthernet2/1/1 194 0 0 0 0
TenGigabitEthernet2/1/2 195 0 0 0 0
TenGigabitEthernet2/1/3 196 0 0 0 0
TenGigabitEthernet2/1/4 197 0 0 0 0
TenGigabitEthernet2/1/5 198 0 0 0 0
TenGigabitEthernet2/1/6 199 0 0 0 0

Forwarding Manager Interfaces CTS Information

Name ID CTS Enable Trusted Propagate SGT value
TenGigabitEthernet2/1/7 200 0 0 0 0
TenGigabitEthernet2/1/8 201 0 0 0 0
FortyGigabitEthernet2/1/1 202 0 0 0 0
FortyGigabitEthernet2/1/2 203 0 0 0 0
TwentyFiveGigE2/1/1 204 0 0 0 0
TwentyFiveGigE2/1/2 205 0 0 0 0
AppGigabitEthernet2/0/1 206 0 0 0 0
GigabitEthernetl/0/2 213 0 0 0 0

WORIZ, ZOHNTERINDIEERT —/V FOFBHAZRLET,
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show platform software cts forwarding-manager switch active F0 port .

Z4—I)L |ErHA

L

A0l A B —T x4 ADLT,

ID A H—7 x4 AID,

CTS CTS D AT —H A,

Enable

Trusted A B =T 2 A ADEFEAT—HX A,
BYed D | A H—T oA ADIEIRAT—H A,
SGTfE  |SGT DOfi,

Cisco TrustSec A< > K .
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. show platform software cts forwarding-manager switch active F0

show platform software cts forwarding-manager switch active
FO

X2 VT 4 I N—T LT (SGT) A v RT—T NEFRT HITIE, FiHE EXEC E— KT
show platform softwar e cts forwar ding-manager switch activeFO =~ > K& L £,

show platform software cts forwar ding-manager switch active FO

BX DA FO Embedded Service Processor A 7 k 0 & 34K L £3,
avy R E—FK Rt EXEC (#)
vy RERE )1)—= EEANE
Cisco I0S XE Fuji 16.9.1 Zhoa~vry RBREAINE L,
£l
&Iz, show platform softwar e cts forwar ding-manager switch active FO =2~ > RO H &7~ L
i ﬁ‘o

Device#show platform software cts forwarding-manager switch active FO
SGT Binding Table

Number of bindings: 1

2.2.2.2/32

SGT Src: 2

SGT Dst: 2

SGT Binding Table

W7 44—V ROBEMKIZEBE T,

BEaT R avo kR SHER
R

show platform softwar e ctsforwar ding-manager switch

— KFCTS AT —H# AEHRRLET,
active FO port

show platfor m softwar e ctsforwar ding-manager switch | SGACL ¥E[E & FE = LE 7,
active FO permissions
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show platform software cts forwarding-manager switch active F0 permissions .

show platform software cts forwarding-manager switch active
FO permissions

YX2 VT4 FN—F T EX artu—i UL (SGACL) OMHERZFRT HIIE.
¥é EXEC & — KT show platform software cts forwar ding-manager switch active FO per missions
avy REFEHLET,

show platform software cts forwarding-manager switch active FO per missions

EX DA FO Embedded Service Processor A2 v ~ 0 28R L £4,

permissons SGACL kiR #= L £7,

avY RE—FK ¥iHE EXEC (#)
Qv RERE J1y—2= EERE
Cisco 10S XE Fuji 16.9.1 Zoavwy RPREAINE L,
1
&IZ. show platform softwar e cts forwar ding-manager switch active FO permissions 2~ > R®
OBl ~LET,

Device#show platform software cts forwarding-manager switch active FO permissions

Forwarding Manager CTS permissions Information

sgt dgt ACL Group Name
4 2 V4SGACL7100

65535 65535 V4SGACL8100

65535 65535 V6SGACL9100

ROFIZ, ZOHNTERIRENDEHERT 4=/ FOBAZRLET,

3= 2: show platform software cts forwarding-manager switch active FO permissions ® 7 « — )L K DB

J4—ILFK sBA
sgt EETLTN—T T,
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. show platform software cts forwarding-manager switch active F0 permissions

dgt

Bl I N—T 27,

ACL Group
Name

ACL Z Vv — 7 D4,

E\ILJ‘O
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show platform software fed switch active acl counters hardware | inc SGACL .

show platform software fed switch active acl counters
hardware | inc SGACL

TH T =T AT TV RIANDLDOH Y X EFKrT HITIE, FiHE EXEC E— KT
show platform softwar e fed switch active acl countershardware|inc SGACL =2~ > K& L &

TO

show platform software fed switch active acl counters hardware | inc SGACL

EX DA counters  h o A IERER R LET,

hardware ~N— R Ko =7 Hh 7o 2 E2FRLET,

include  fFE SN FINC BT 1T EDET,

avXY K E—F Kt EXEC (#)

AU REE 1) —Z EENR
Cisco I0S XE Fuji 16.9.1 Tha~wy RPEASNE LR,
1

&IZ., show platform software fed switch active acl countershardware|inc SGACL =~
Y FOETIFZ R LET,

Device# show platform software fed switch active acl counters hardware | inc SGACL

Egress IPv4 SGACL Drop (0x3£000061) : 0 frames
Egress IPv6 SGACL Drop (0x13000062) : 0 frames
Egress IPv4 SGACL Test Cell Drop (0xd2000063): 0 frames
Egress IPv6 SGACL Test Cell Drop (0x40000064): 0 frames
Egress IPv4 Pre SGACL Forward (0x2c000067) : 0 frames
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. show platform software fed switch active acl usage

show platform software fed switch active acl usage

SGACL DO R 2 FRd 5121%. #i#E EXEC & — K T show platform software fed switch
activeacl usage 2~ > R&EMHH L £,

show platform software fed switch active acl usage

BX DA usage ACLOfEHMRMAEZFR T LET,

avU R E—F HiHE EXEC (#)

av Yy FERE )1)y—= EERNE
Cisco 10S XE Fuji 16.9.1 Ioavwry RREAINE L,
151

&IZ, show platfor m softwarefed switch activeacl usage =~ > KOl Z R~ L E T,

Device# show platform software fed switch active acl usage
ifssssssssssaaasadsadstsaaaaddadadddsdddddddadddddddddidii

FHEH A HH FHHH A EF RS
#HEHHHH Printing Usage Infos [Z3 LTS LSS
FHER A HH FHHH A F RS

FHEF A AR AR AR AR AR R A R R
##### ACE Software VMR max:196608 used:282
FHEH A A AR AR AR AR AR A A R

Feature Type ACL Type Dir Name Entries
Used

SGACL IPV4 Egress V4SGACL7100 2
Feature Type ACL Type Dir Name Entries
Used

SGACL_CATCHALL IPV4 Egress V4SGACL8100 1
Feature Type ACL Type Dir Name Entries
Used

SGACL_CATCHALL IPV6 Egress V6SGACL9100 1

W7 44—V ROBEMKIZAB T,
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show platform software fed switch active ifm mappings .

show platform software fed switch active ifm mappings

show platform software fed switch active ifm mappings

BXDEREA ifm AVE—T 2 A A=V ¥ EREFRTILET,

mappings A > #—7 A ANHAN— R =27 ~D~ v B IIEREFRLUET,

AT R E—F ¥EHE EXEC (#)

av Yy FERE )1)—2R EERNE
Cisco 10S XE Fuji 16.9.1 Zoavwy RPREAINE L,
i
&IZ. show platform software fed switch active ifm mappings =~ > FOH 1%~ L
5
Device#show platform software fed switch active ifm mappings
Interface IF ID Inst Asic Core Port SubPort Mac Cntx LPN GPN Type
Active
GigabitEthernet3/0/1 Oxa 1 0 1 0 0 26 6 1 193 NIF
Gi;abitEthernet3/O/2 0xb 1 0 1 1 0 6 7 2 194 NIF
Gi;abitEthernet3/O/3 Oxc 1 0 1 2 0 28 8 3 195 NIF
Gi;abitEthernet3/O/4 0xd 1 0 1 3 0 27 9 4 196 NIF
Gi;abitEthernet3/O/5 Oxe 1 0 1 4 0 30 10 5 197 NIF
Gi;abitEthernet3/O/6 0xf 1 0 1 5 0 29 11 6 198 NIF
Gi;abitEthernet3/O/7 0x10 1 0 1 6 0 32 12 7 199 NIF
Gi;abitEthernet3/O/8 0x11 1 0 1 7 0 31 13 8 200 NIF
Gi;abitEthernet3/O/9 0x12 1 0 1 8 0 19 14 9 201 NIF
Gi;abitEthernet3/O/1O 0x13 1 0 1 9 0 5 15 10 202 NIF
Gi;abitEthernet3/O/11 0x14 1 0 1 10 0 21 16 11 203 NIF
Gi;abitEthernet3/O/12 0x15 1 0 1 11 0 20 17 12 204 NIF
Gi;abitEthernet3/O/13 0x16 1 0 1 12 0 23 18 13 205 NIF
Gi;abitEthernet3/O/14 0x17 1 0 1 13 0 22 19 14 206 NIF
Gi;abitEthernet3/O/15 0x18 1 0 1 14 0 25 20 15 207 NIF
Gi;abitEthernet3/O/16 0x19 1 0 1 15 0 24 21 16 208 NIF
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. show platform software fed switch active ifm mappings

Gi;abitEthernet3/0/17 Oxla 1 0 1 16 0 12 22 17 209 NIF
Gi;abitEthernetB/O/lS 0x1b 1 0 1 17 0 4 23 18 210 NIF
Gi;abitEthernet3/0/19 Oxlc 1 0 1 18 0 14 24 19 211 NIF
Gi;abitEthernetB/O/ZO Ox1ld 1 0 1 19 0 13 25 20 212 NIF
Gi;abitEthernetB/O/Zl Oxle 1 0 1 20 0 16 26 21 213 NIF
Gi;abitEthernetB/O/ZZ Ox1f 1 0 1 21 0 15 27 22 214 NIF
Gi;abitEthernetB/O/ZB 0x20 1 0 1 22 0 18 28 23 215 NIF
Gi;abitEthernet3/0/24 0x21 1 0 1 23 0 17 29 24 216 NIF
Gi;abitEthernet3/0/25 0x22 0 0 0 24 0 26 6 25 217 NIF
Gi;abitEthernet3/0/26 0x23 0 0 0 25 0 6 7 26 218 NIF
Gi;abitEthernet3/0/27 0x24 0 0 0 26 0 28 8 27 219 NIF
Gi;abitEthernetB/O/ZS 0x25 0 0 0 27 0 27 9 28 220 NIF
Gi;abitEthernet3/0/29 0x26 0 0 0 28 0 30 10 29 221 NIF
Gi;abitEthernetB/O/BO 0x27 0 0 0 29 0 29 11 30 222 NIF
Gi;abitEthernetB/O/Bl 0x28 0 0 0 30 0 32 12 31 223 NIF
Gi;abitEthernetB/O/BZ 0x29 0 0 0 31 0 31 13 32 224 NIF
Gi;abitEthernetB/O/BB 0x2a 0 0 0 32 0 19 14 33 225 NIF
Gi;abitEthernet3/0/34 0x2b 0 0 0 33 0 5 15 34 226 NIF
Gi;abitEthernet3/0/35 Ox2c 0 0 0 34 0 21 16 35 227 NIF
Gi;abitEthernet3/0/36 0x2d 0 0 0 35 0 20 17 36 228 NIF
Gi;abitEthernet3/0/37 Ox2e 0 0 0 36 0 23 18 37 229 NIF
Gi;abitEthernetB/O/BS 0x2f 0 0 0 37 0 22 19 38 230 NIF
Gi;abitEthernet3/0/39 0x30 0 0 0 38 0 25 20 39 231 NIF
Gi;abitEthernet3/0/4O 0x31 0 0 0 39 0 24 21 40 232 NIF
Gi;abitEthernet3/0/4l 0x32 0 0 0 40 0 12 22 41 233 NIF
Gi;abitEthernet3/0/42 0x33 0 0 0 41 0 4 23 42 234 NIF
Gi;abitEthernet3/0/43 0x34 0 0 0 42 0 14 24 43 235 NIF
Gi;abitEthernet3/0/44 0x35 0 0 0 43 0 13 25 44 236 NIF
Gi;abitEthernet3/0/45 0x36 0 0 0 44 0 16 26 45 237 NIF
Gi;abitEthernet3/0/46 0x37 0 0 0 45 0 15 27 46 238 NIF
Gi;abitEthernet3/0/47 0x38 0 0 0 46 0 18 28 47 239 NIF
Gi;abitEthernet3/0/48 0xd8 0 0 0 47 0 17 29 48 240 NIF
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Y
GigabitEthernet3/1/1

N
GigabitEthernet3/1/2

N
GigabitEthernet3/1/3

N
GigabitEthernet3/1/4

N
TenGigabitEthernet3/1/1

N
TenGigabitEthernet3/1/2

N
TenGigabitEthernet3/1/3

N
TenGigabitEthernet3/1/4

N
TenGigabitEthernet3/1/5

N
TenGigabitEthernet3/1/6

N
TenGigabitEthernet3/1/7

N
TenGigabitEthernet3/1/8

N

FortyGigabitEthernet3/1/1

N

FortyGigabitEthernet3/1/2

N
TwentyFiveGigE3/1/1
N
TwentyFiveGigE3/1/2
N
AppGigabitEthernet3/0/1
Y

0x3a

0x3b

0x3c

0x3d

0x3e

0x3f

0x40

0x41

0x42

0x43

0x44

0x45

0x46

0x47

0x48

0x49

Ox4a

show platform software fed switch active ifm mappings .

1 48
1 49
0 50
0 51
1 52
1 53
1 54
1 55
0 56
0 57
0 58
0 59
1 60
0 61
1 62
0 63
1 24

0 3 4 49
0 2 5 50
0 3 4 51
0 2 5 52
0 3 3 53
0 2 2 54
0 1 1 55
0 0 0 56
0 3 3 57
0 2 2 58
0 1 1 59
0 0 0 60
0 0 0 61
0 0 0 62
0 0 0 63
0 0 0 64
0 11 30 65

WORIZ, ZOHNTERINDIEERT —/V FOFBAZRLET,

=

Z4—)L |EREA
K

Interface | A4 L &% —7 = 4 2D H,

IF_ID A B2 —T A AID,

Inst A ARE LA D,
Asic ASIC &2-,

R—k A B —T 2 ADFR—  NEE

SubPort |47 7R— hD¥K,

MAC MAC 7 R L &,

LPN

ASIC N —H )LiR— F &5,

241

242

243

244

245

246

247

248

249

250

251

252

253

254

255

256

257
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. show platform software fed switch active ifm mappings

GPN ZA S FHNDOT B — )L AT LFR

S2AT A B=T 2 ADZAT,

TIT A4 (A H—=T 2 A ADAT =LA (TITATRET 7T 47) .
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show platform software fed switch active ip route .

show platform software fed switch active ip route

IP V— MEHREZF T HI2IE. FiME EXEC &— KT show platform software fed switch activeip
route 2~ REEHALET,

show platform software fed switch activeip route

X DERA ip Pavry REZIFANET,

route TpPv4iizikfFMR-— A (FIB) DOz~ LE 7,

avY R E-F ¥i#E EXEC (#)

avy FNEE )1)—x EERE
Cisco I0S XE Fuji 16.9.1 ZOawry RPREAINE L,
151

&IZ, show platform softwarefed switch activeip route =~ > KO Bl EZ R L T,

Device# show platform software fed switch active ip route

vrf dest htm flags SGT DGID

MPLS Last-modified SecsSinceHit

2 0.0.0.0/0 0x78f2fd3488a8 0x0 0 0
2023/03/14 06:38:18.684 1

2 127.0.0.0/8 0x78£2fd351508 0x0 0 0
2023/03/14 06:38:18.687 1

2 255.255.255.255/32 0x78f2fd34ebd8 0x0 0 0
2023/03/14 06:38:18.686 1

2 240.0.0.0/4 0x78£2£fd350828 0x0 0 0
2023/03/14 06:38:18.686 1

2 0.0.0.0/32 0x78f2fd34cd88 0x0 0 0
2023/03/14 06:38:18.685 1

2 0.0.0.0/8 0x78£2£fd350e98 0x0 0 0
2023/03/14 06:38:18.686 1

0 0.0.0.0/0 0x78£f2fd345388 0x0 0 0
2023/03/14 06:39:09.383 352

0 9.24.0.0/32 0x78f2fd33elc8 0x0 0 0
2023/03/14 06:38:38.930 1

0 9.24.0.1/32 0x78f2fd33a5e8 0x0 0 0
2023/03/14 06:39:09.390 5

0 127.0.0.0/8 0x78£f2fd3501b8 0x0 0 0
2023/03/14 06:38:18.686 1

0 255.255.255.255/32 0x78f2fd34c478 0x0 0 0
2023/03/14 06:38:18.685 1

0 2.2.2.2/32 0x78f2fd3568e8 0x0 2 1
2023/03/14 06:39:09.383 1

0 9.24.255.255/32 0x78f2fd344838 0x0 0 0
2023/03/14 06:38:38.931 1

0 10.64.69.164/32 0x78f2fd33fac8 0x0 0 0
2023/03/14 06:39:09.383 1
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Cisco TrustSec A7 > K |

0 10.77.128.69/32 0x78f2fd3420a8 0x0 0 0
2023/03/14 06:39:09.383 1

0 240.0.0.0/4 0x78f2fd34f4d8 0x0 0 0
2023/03/14 06:38:18.686 1

0 10.106.26.249/32 0x78f2fd3399%9a8 0x0 0 0
2023/03/14 06:39:09.383 1

0 0.0.0.0/32 0x78f2fd34a768 0x0 0 0
2023/03/14 06:38:18.685 1

0 9.24.23.30/32 0x78f2fd1£2078 0x0 0 0
2023/03/14 06:38:38.930 24

0 9.24.0.0/16 0x78f2fd33af48 0x0 0 0
2023/03/14 06:38:38.930 1

0 0.0.0.0/8 0x78f2fd34fb48 0x0 0 0
2023/03/14 06:38:18.686 1

WORIZ, ZOHNTERINDIEERT +—/V FOFBHAZRLET,

74—J)L |E%EA

L

vrf VRF ID,

dest AT R LA,

htm IPL— DO aT—TN<wR—r T FFA X,

SGT X2 VT4 IN—THT,

DGID Bt e # 77 1D,
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show platform software fed switch active sgacl detail .

show platform software fed switch active sgacl detail

RY o —EROD T MER L LB a— Ll AT — X 2% FonT HI21E. BiHEEXEC
= — T show platform software fed switch active sgacl detail =~ > & H L £9°,

show platform software fed switch active sgacl detail

B DEREA

AR E—F

sgacl  SGACL— R = 7 IEHRAF R L ET,

detail Z¢ifi72 SGACL 1A £ L ET,

kg EXEC (#)

avy FERE

)1)—x EEAR
Cisco I0S XE Fuji 16.9.1 Toawy RBREAINE L,
151

&Iz, show platform software fed switch active sgacl detail =~ > ROl Z R L E9,

Device# show platform software fed switch active sgacl detail
Global Enforcement: Off

*Refcnt: for the non-SGACL feature

DGID Table
SGT/Refcnt DGT DGID test cell monitor permitted denied

*/3 2 1
ROFIZ, ZOHNTERRENDHERT 4 —/V FOBAZRLET,

% 3: show platform software fed switch active sgacl detail D 7 « —)L K D% 8A

Z4—J)L |EREA
g

SGT/Refent | =3¢ = U 5 ¢ FN—TF D& 75l

DGT B s 7.

DGID Bt e # 77 1D,
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. show platform software fed switch active sgacl port

Cisco TrustSec A7 > K |

show platform software fed switch active sgacl port

FTRTDOA L E—T =2 ADL A Y2 L X —T = A

LE7,

show platform software fed switch active sgacl port

X DA sgacl  SGACL/— R =TIz Fr L E7,

port  AN— MERRAZFEE L 7

Ut

X A

HEBLOAT—F A%2FKRT D
(21X, H#E EXEC & — K C show platform software fed switch active sgacl port =~ > K % i ffi

avy FERE 1)1)—=

EENE

Cisco 10S XE Fuji 16.9.1

Zoavwy RREAINE L,

1

&Iz, show platform softwarefed switch activesgacl port =~ > KO B2~ L £,

Device# show platform software fed switch active sgacl port

Status

Port-SGT

Trust

Propagate

IngressCache EgressCache

Gi3/0/1

Gi3/0/2

Gi3/0/3

Gi3/0/4

Gi3/0/5

Gi3/0/6

Gi3/0/7

Gi3/0/8

Gi3/0/9

Gi3/0/10
Gi3/0/11
Gi3/0/12
G1i3/0/13
Gi3/0/14
G1i3/0/15
Gi3/0/16
Gi3/0/17
Gi3/0/18
G1i3/0/19
G1i3/0/20
Gi3/0/21
Gi3/0/22
G13/0/23
G1i3/0/24
G13/0/25
G13/0/26
G13/0/27
G1i3/0/28
G13/0/29
G1i3/0/30
Gi3/0/31

. Cisco TrustSec A< > K

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
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Gi3/0/32
Gi3/0/33
Gi3/0/34
Gi3/0/35
Gi3/0/36
Gi3/0/37
Gi3/0/38
Gi3/0/39
Gi3/0/40
Gi3/0/41
Gi3/0/42
Gi3/0/43
Gi3/0/44
Gi3/0/45
Gi3/0/46
Gi3/0/47
Gi3/0/48
Gi3/1/1
Gi3/1/2
Gi3/1/3
Gi3/1/4
Te3/1/1
Te3/1/2
Te3/1/3
Te3/1/4
Te3/1/5
Te3/1/6
Te3/1/7
Te3/1/8
Fo3/1/1
Fo3/1/2
Tw3/1/1
Tw3/1/2
Ap3/0/1

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

O O O O OO OO OO0 0O0O0O0O00O0O00O00O0O0O00O00O00O0O00O0OOOLOOLOLOLOOOOOoO
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show platform software fed switch active sgacl port .

No No
No No
No No
No No
No No
No No
No No
No No
No No
No No
No No
No No
No No
No No
No No
No No
No No
No No
No No
No No
No No
No No
No No
No No
No No
No No
No No
No No
No No
No No
No No
No No
No No
No No
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. show platform software fed switch active sgacl vlan

show platform software fed switch active sgacl vian

VLAN TO 7 0 —Vi AT — 2 A% K3 5I12IE, KM EXEC £ — KT show platform
software fed switch active sgacl vian =~ > K&2#EH L 97,

show platform software fed switch active sgacl vian

X DERA sgacl  SGACL/— R =7 iEREFr LET,

vlan  VLAN @& EZ$E L £7,

avY KR E—FK ke EXEC (#)

av Y RERE )1)—x EERE
Cisco 10S XE Fuji 16.9.1 TOawy RREASHhE LR,
151

Iz, show platform softwar efed switch activesgacl vian =~ > KD H 114l &7~ L £ 9,

Device# show platform software fed switch active sgacl vlan

Enforcement enabled:
vlanO

vlanl

vlan2

vlanlO

vlanl02

vlanl92

v1an200
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show platform software status control-processor brief .

show platform software status control-processor brief

CPU & # & VBT 2 e 2 Frd 5121%, $5# EXEC & — K T show platfor m software
status control-processor brief =~ > Fa&fH L £,

show platform softwar e status control-processor brief

X DA status VAT AT —H AT LET,

control-processor {7 itz v AF— 4 A& For LET,

brief BRI AT —Z A FR LET,
avYY R E—F HHE EXEC (#)
A%y FEE 1y—2 RENE
Cisco 10S XE Fuji 16.9.1 Zoawy RpNEAINE L,
51
&Iz, show platform software status control-processor brief =~ > KO B %2R L E
j—o

Device# show platform software status control-processor brief

Load Average
Slot Status 1-Min 5-Min 15-Min
3-RP0 Healthy 0.03 0.07 0.04

Memory (kB)
Slot Status Total Used (Pct) Free (Pct) Committed (Pct)
3-RP0 Healthy 7745656 4178292 (54%) 3567364 (46%) 4755060 (61%)

CPU Utilization

Slot CPU User System Nice Idle IRQ SIRQ IOwait
3-RPO 0 0.50 0.40 0.00 99.10 0.00 0.00 0.00
1 0.90 0.50 0.00 98.59 0.00 0.00 0.00
2 0.40 0.40 0.00 99.20 0.00 0.00 0.00
3 0.80 0.30 0.00 98.90 0.00 0.00 0.00
4 0.60 0.30 0.00 99.09 0.00 0.00 0.00
5 0.70 0.30 0.00 99.00 0.00 0.00 0.00
6 1.20 0.30 0.00 98.50 0.00 0.00 0.00
7 0.59 0.39 0.00 99.00 0.00 0.00 0.00

W7 4 —)L ROBEMKIZEB T,
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. show monitor capture <name> buffer

show monitor capture <name> buffer

F=A Xy ST Ny Ty EEF Yy ST v ARA Y NONEERTT HITIL, FFHEEXECE—
K -C show monitor capture buffer namebuffer =~ > R&fH L £,

show monitor capture name buffer

EXDiiHA buffer BESNTEX Yy T TF v Ny 77 ODARE T
L\i‘a_(]
name Xy T RNy T DLBIERLET,
avY RE—FR ¥rHE EXEC (#)
av Y RERE J1)—= EEAR
Cisco 10S XE Fuji 16.9.1 Zoavwy RPREAIRE L,

I, show monitor capturenamebuffer =~ > KOl &~ L £,

Device# enable
Device# show monitor capture NewCapture buffer

Starting the packet display ........ Press Ctrl + Shift + 6 to exit

1 0.000000 10.4.1.117 -> 10.5.1.108 ICMP 124 Echo (ping) reply id=0x0008, seq=44279/63404,
ttl=127
2 0.108862 10.4.1.113 -> 10.5.1.109 ICMP 124 Echo (ping) reply id=0x0008, seq=26717/23912,
ttl=127
3 0.110106 10.4.1.119 -> 10.5.1.102 ICMP 124 Echo (ping) reply id=0x0008, seq=28341/4644¢6,
ttl=127

HWH7 4 — IV ROEMRITHEA T,
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