AR —T A RXABEELP/N—FKy 7 O
CVA N

* bluetooth pin (4 ~X—72)

s clear coap database (5 ~—73)

» clear macro auto configuration (6 ~X—73)

s coap endpoint (COAP 7’m ¥ a7 4 Fal—ay) (73—)
+ debug coap (8 ~X—7)

« device classifier (9 ~~—73)

* debug ilpower (10 ~—737)

* debug interface (11 ~—73°)

* debug Ildp packets (13 ~—3)

+ debug platform poe (14 ~=X—73)

+ debug platform software fed switch active punt packet-capture start (15 ~<—13)
o duplex (17 ~X—72)

» errdisable detect cause (19 ~—37)

» errdisable recovery cause (22 ~<—737)

» errdisable recovery cause (25 ~<—717)

« interface (28 ~~—3)

s interface range (31 ~X—73)

cipmtu (33 X—3)

sipv6 mtu (35 X—73)

slist (COAP 7EFY a7 Fal—ay) @B7~—Y)

slldp (S H—T 2 A AT 4 FXal—ar) (A=)

* logging event power-inline-status (40 ~X—37)

s macro (41 ~X—7)

* macro auto (44 ~X—73)

* macro auto apply (Cisco IOS v /LD A7 U 7 M#RE) (47 <—)
« macro auto config (Cisco I0S > = /LD A7 U 7 MERE) (49 =—)

* macro auto control (50 ~X—73)
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* macro auto execute (52 ~<—737)

* macro auto global control (59 ~<X—1)

* macro auto global processing (61 ~—13)

* macro auto mac-address-group (62 ~X—73)

* macro auto processing (64 ~<—73)

* macro auto sticky (65 ~X—1")

* macro auto trigger (66 ~X—17)

» macro description (68 ~X—1)

* macro global (69 ~X—73)

* macro global description (72 ~X—1)

s max-endpoints (COAP 7’u¥ a7 4 Fal—ar) (733—)

» mdix auto (74 ~X—73)

* network-policy (75 ~<X—1)

» network-policy profile (/' m—/ 3L 227 4 Xal—g) (76 =)
eport-dtls (COAP 7% a7 4 Falb—ay) (773—)

s port-unsecure (COAP 7B ¥ a7 4 Falb—z3) (183—)

* power inline (79 ~X—7)

* power inline police (83 ~X—1)

* power supply (86 ~<—17)

» resource directory (COAP 7B %L a7 4 Fal—al) (883—Y)
e security (COAP 7% a7 4 Falb—ay) (893—Y)

» shell trigger (90 ~X—1)

» show beacon all (92 ~=X—7)

» show coap dtls endpoints (93 ~X—)

* show coap endpoints (94 ~<—1)

» show coap globals (95 ~X—7)

* show coap resources (96 ~<—13)

+ show coap stats (97 ~X—3)

» show coap version (98 ~X—1)

« show device classifier attached (99 ~~—1)

* show device classifier clients (101 ~~—3)

« show device classifier profile type (102 ~—13)

e showenv (105 ~X—)

» show errdisable detect (108 ~X—73)

» show errdisable recovery (110 ~X—73)

« show ip interface (111 ~<—2)

* show interfaces (117 ~—3)

« show interfaces counters (124 ~X—3")

« show interfaces switchport (127 ~X—3)
« show interfaces transceiver (130 ~X—73)

* show macro auto (134 ~X—7)
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* show memory platform (137 ~X—73)
(140 =—2)

 show network-policy profile

¢ show module

(141 ~2—73)

* show parser macro (142 _X—>

» show platform hardware bluetooth (145 ~<—13)

» show platform hardware fed switch forward interface (146 ~X—12)

* show platform resources

* show platform software audit

(150 ~=—3)
(151 ~<—3°)

« show platform software fed switch punt cpuq rates (155 ~—137)

» show platform software fed switch punt packet-capture display (158 ~X—37)

» show platform software fed switch punt rates interfaces (160 ~<—13)

* show platform software ilpower

(163 ~=—3)

« show platform software memory (165 ~<—13°)

* show platform software process list

(172 ~—3°)

« show platform software process memory (176 ~X—°)

» show platform software process slot switch (179 ~X—73)

» show platform software status control-processor (181 ~X—73")

* show platform software thread list
* show processes cpu platform

 show processes cpu platform history

(184 ~2—73)
(186 ~2—3)
(189 ~=—3)

* show processes cpu platform monitor (192 ~X—13)

+ show processes memory

(194 ~=2—73)

+ show processes memory platform (198 ~X—1)

» show processes platform (202 ~X—3")

* show shell (205 ~<—73°)

(208 ~<—2)

(209 ~=—)

» show tech-support bgp (211 ~<X—73)

(215 =)

* show system mtu

* show tech-support

* show tech-support diagnostic
s speed (217 ~X—7)

estart (COAP 7%y a7 4 Fal—a) (219—=)
estop (COAP 7’m¥x ¥ a7 4F¥alb—a) (220 —2)

« switchport block (221 ~—<)
e system mtu (223 ~—37)

s transport (COAP 7B ¥ a7 4 Falb—a) (224 3—)
s voice-signaling vlan (v 7 —27 KU —ar7 1 Fal—ar) (2253—)
svoicevlan (v hU—27 RV —ar7 4 Fal—gr) (227%—)
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. bluetooth pin

bluetooth pin

#H L\ Bluetooth PIN 2529 HI121%, f v X —TxAf A a7 4Falb—grET—FEE
7 a— L a7 X ab—3 3 F— FTbluetooth pin =~ > R&#H L 9,

bluetooth pin pin

EXDiiHA pin Bluetooth f > Z—7 = A ZADX7 U .7 PIN,
PIN (X 4 H1DFE ST,

ATV R E—F AHE =T xR a7 4 Falb— 3 (config-if)

Jua—)L a7 4¥alb—3 3 (config)

2wy FEE yy—2 RENE
Cisco IOS XE Gibraltar 16.12.1 ZThavwr RREAINE LA,

FEHEDHA K54 > blugtoothpin =2~ Rk, /2 F—T =X a7 4Falb—varyE—RFNELETr—n2
VA7 4 F¥al—vary EF-RFTRETEET, A3 TlEL Bluetooth PIN OFREIZILS
B— L a7 4 Xab—vary BT— AT EAHRLTVET,

Bl RIZ, bluetooth pin =~ > K& L THr L\ Bluetooth PIN Z 5% iE 7T 56l &~ L £
j‘o

Device> enable

Device# configure terminal

Device (config) # bluetooth pin 1111
Device (config) #

EEa< >R av YR BTEL]
show platform hardware bluetooth Bluetooth 1 > % —7 = A AZEHT D15 & #
RLET,

B T A RBEUN—FKY 7 aTUFR
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clear coap database .

clear coap database

CoAP T —H# X—2% 7 V73 5|21, =—H EXEC ®&— FNF 713454 EXEC = — R T clear
coap database =~ RZMEA L £7,

clear coap database

ARV R FI4NAL IOV REBIEKELETF—U—FEd Y A,

a9V R E—F =—4 EXEC (>)
¥t EXEC (#)

av Y REE -2 RENE
Cisco I0S XE Fuji 16.9.2 Zoavwr RBREAINEL
7=
£l

KIZ, CoAP F— X _X—2 %7 U T T 541% Rk LET,

Device (config) # clear coap database
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. clear macro auto configuration

clear macro auto configuration

~ 7l ko CHlASINTZRTE A X —7 =1 ADMBHIERT 5I21%, clear macro auto
configuration =~ > RZHH L £,

)

() clear macro auto configuration =~ > R& 3479 HHIIZ, AA > F T Auto SmartPort % 2N
THMNENRDH Y 7,

clear macro auto configuration{all | interface [interface-id]}

BX DA all FTRTDOA VB —T = ZAnb= 7l -
THHSNTBREZHIRL 7,
interface [interface-id] AV B =T 2 A AN~ 70|l k> THEHE
CREEHIBRLE T,

ATV ERFIHIAL OV RET 74V FREITH Y AL

ARV R E—F =4 EXEC (>)
avy FERE )1)—= EEAR
Cisco IOS XE Fuji 16.9.2 Ioavwr RpREAINEL

77

Zoavwr NI, AL vTFOTRTCOAL B —T 2 A ZAETRIIEEDA v 2 —T 2 ANDH~
Julll o Tl SNRELHIBRT 7O HA LET,

REFMERT DL, FitE EXEC &= — K Cshow macroautointerface =~ > K& A1 LE1,

FREDHA FS14 Y

il
WIZ, AA v TFA L H =T 2 A APLREZHIERT 202~ L ET,

Device (config) # clear macro auto configuration all
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coap endpoint (COAP 7O ¥ o> T4 F¥alL—3Y) .

coapendpoint (COAP7O¥L > TJ4Fal—3Y)

D IPVA/IPV6 A X T 4 v 7= RiRA » b EVR—F T B LHI2COAP 7T 2RET
521X, COAP 7u¥y a7 4 X2 b—3 g F— KT coapendpoint =~ > K& L %
T, FIANRREICETICE, Zoavr RO noBREHEH L ET,

coap endpoint {ipv4 | ipv6}[ip-address]
no coap endpoint {ipv4 | ipv6}[ip-address]

X DEREA ipv4 ip-address IPV4 AR T 4w 7T RiRA v b
RELET,
ipv6 ip-address IPV6 AXT v 7T RiRkA v b
fBELET,
AT R E—F COAP 7u Xy a7 4 ¥ a2 L—3 3 (config-coap-proxy)
avy FERE 1)) —= EEAE
Cisco 10S XE Fuji 16.9.2 Zoavwry RBREAINEL
7
i

WIZ, IPVA RAE T 4 v 7 RiIRA v b ERETHHEZRLET,

Device (config) # endpoint ipv4 192.168.255.1
Device (config-coap-proxy) # transport tcp
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. debug coap

debug coap

COAP REDT /Ny T A 2 —T MIT HITIE, ¥5HE EXEC £ — R T debugcoap =2~ K%
AL ET,

debug coap {all | database | errors | events | packet | trace | warnings}

BX DA all FTRTDOCOAP TRy T A v —VaFRLET,
database COAP T —H X=X TNy J XAyt —VaRRLET,
errors COAP =T —FT Ny T A v —VhERLET,
events COAP A XY "TFNy T X w—VhFRLET,
packet COAP "7y FTFNR Yy T Ay —V%hFRLET,
trace COAP FL—AT Ny T Ayt —V%RRLET,
warnings COAPEET Ny VA v —VaRRLET,

ATV RTFIAIR OV RCESIEELETF—V—-FEH Y THA,

avY R E—F ¥5HE EXEC (#)
avy FERE J1)y—=x EERNE
Cisco I0S XE Fuji 16.9.2 Zoavry RREAINEL
77
151

KIZ, COAP T —F RX—=ADT Ny VoA X—T M T D0~ LET,

Device# debug coap database
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device classifier .

device classifier

ARV ETIAIb

AU R E—F

FNA AN A F—T T B2, Za—_ )L ar7 4 ¥alb—3i g2 F— RTdevice
classfier a~ U FEFEMALET, T A AT E2T 4 =7 T HITIE, ZOavwr Ko
no &AL ET,

device classifier

no device classifier

o=y Rk, T 40 TIRENTR o TV ET,

Jua—)b ar7 4 X2 lb—3 3 (config)

avy FERE

FREDHA KS1 Y

)1)—=x EENE
Cisco 10S XE Fuji 16.9.2 Zoawy RBREAINEL
77

FRA AT A =T M T B, Fa— )b ary7 4 ¥al— g F—RFTho
deviceclassifier =~ > RZ{#HHA L £, AutoSmartPort (ASP) 72 & ORERENMFEA R DT N4 X
SEFIIT A =T TEER A,

51
WIZ, AA v TF D ASP T A AT oA X —T MZT D02 RLET,

Device (config) # device classifier
Device (config) # end
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debug ilpower

FEH = b e —F 8 L N PoweroverEthernet (PoE) VAT LDTF NNy T A4 F—T)LICT BT
%, ¥ EXEC =— K Cdebugilpower =~ > REHHALET, TXv 7T 4 —7 T
H0%, Zoa<wr Rono B2 H L E7,

debug ilpower {cdp |event|ha|port|powerman |registries| scp | sense}
no debug ilpower {cdp | event | ha| port | powerman | registries| scp | sense}

BX DA

AU RTIFILE

cdp PoE Cisco Discovery Protocol (CDP) T /3w 7 X vt —U%FoR L ET,

event POEA XU b TNy 7 Ayt —V 2R RLET,

ha PoE/NA TRATZEVT 4 Avb—VEFRLET,
port POER—h 3=V TR T Avb—VuFRLET,

powerman PoE E/JEHIT N 7 A v B—THRRLET,

registries poE LY RA RV TNy T Ay —VEFRLET,

scp PoOESCP TN 7 XA v —V %2 F R LET,

sense PoEsense 73w 7 A vt —VEHFRLET,

TRy ZET 4 =TT,

avURE—F FHE EXEC
av Yy FER )1)—2=R EEARE
Cisco I0S XE Fuji 16.9.2 Toavy RSEASREL

FRLEDHA KS1 Y

77

Zoa<y RN, PoE®EAAL v F T THR— SN TWET,

HEAL v TF AH v ETT Ry T oA F—=TMILESAIE. T2 T 47 AL v FTDOH
AR—=T NI ET, AF YT AROT Ny T EGNTT HE1EL. session switch-number
EXECa~v REMHEHLT, 7774 7 AL v TF by v a 2l TEET, RIZ, A
B AuRpav s R4y Far 7 hTdebug a2~y REANLET, &k Y=
VEBBETICA UANARAL v TFOT Ny T A R—=T VT DI, 77T 47T AA v F ET
remote command stack-member-number LINE EXEC =2~ > R&fH L £,
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debug interface .

debug interface

AVE—=T A AEET VT 4 BT A DTNy T a2 A 3= /MZT HITIE, FFHEEXECE— R
Tdebuginterfacez~ > REMEHLET, 7w 72T 4 B—7MZTHITE, Zoavwr R
DO noBEREEHL £,

debuginterface {interface-id|counters {exceptions|protocol memory} | null interface-number
| port-channel port-channel-number | states| vlan vian-id}
nodebuginterface {interface-id|counters {exceptions|protocol memory} | null interface-number
| port-channel port-channel-number | states| vlan vlan-id}

=3 dOE ) interface-id WA v H—T 2 A ADID T, XA T AL v FEZ/TY 2—)L
5/ — b (f5] : gigabitethernet 1/0/2) (2 X » CilkBll SN DT S
NI R— DT Ny 7 Ay —V%FRRALET,

null interface-number XN AVE—=T 2 A ADTNR T Ao —V%F R/ LET, 40
H—T 2 A ZAFKFIXHFIZ 0TI,

port-channel {87 S 4172 EtherChannel N— M F v X /b A U H—T = ADT /Ny

port-channel -number 7 Aw—VkFARLET, port-channe-number (X 1 ~ 48 T,

vlanvian-id BELEZVLAN ODF Ny V Avv—U5FRrLET, HBETES
VLAN #iPHiE 1 ~ 4094 T,

counters BB TNy SERERTFLET,

exceptions AH =T 2 A ANy PBEOT—% L— MEFHEROFHH T
WA ATRE R BN NRAE LT L X ICT NNy J A v —Vh R
Lij‘o

protocol memory T haL B BZDAFEVEIEDOT Ry 7 Ay —V%FRL
7

states AV B =T 2 A ZADREPBATT H L ZITHBDOT Ny 7 A vE—
VERRLET,

ARVRFIAALE TV TET AT ATT,

avY R E—FR ¥5HE EXEC (#)
avr FERE )1y—2 TERNE
Cisco I0S XE Fuji 16.9.2 oavwy RPREAINEL

77

FEREDHA RSAYy F—UV—FEZEELRVWERIE, TXTOT Ry T Ay —URERRENET,
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. debug interface

undebug interface =~ > RiX nodebuginterface =2~ > K& [E U T,

HHAAL T AE I ETCT Ry T oA X—TNMILTEGEIE, T2 T7 47 AL v F TOH
AF—=T MRV ET, AX T A NDOT Ny TN T H5E1F, sesson switch-number
EXECa~v REEH LT, 7774 7 AL v TF by a 2l TEET, RIZ, A
B AuR@pavwry R4y a7 hTdebug a2~y READLET, &y v =
YEBBETICA AN AAL v TFOT Ny T A R—=T VT DI, 72T 47T AA »F ET
remote command stack-member-number LINE EXEC =2~ > RafH L £,
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debug lldp packets .

debug lldp packets

B DEREA

aAavY R FI4ILk

AU kRE—F

Link Layer Discovery Protocol (LLDP) /X7 > RDFT /N V& A X—T7 )T HIZ1E, FitE EXEC
£— K Cdebuglldp packets =~ > RZEALET, T30 7 %5 4 v—7 T2, =
Davy RO no AL LET,

debug lldp packets
no debug Ildp packets

COa=y FIZFBIEELEEF—TY—FEH D A,
FN Y ST 4 =T AT,

et EXEC (#)

avy FERE

FEREDAHA RS2

)1)y—=x EENE
Cisco I0S XE Fuji 16.9.2 oavwry RBREAINEL
77

undebug lldp packets =~ >~ Fi% no debug lldp packets =~ > K& [R LT,

DAL TF AL I ETTF Ry T =TV LA, T T4 T AL v F TOHA
F=TWNZIRDET, RAZ v T A NDT Ny T EANNIT HE5E1E. session switch-number
EXEC a~y FEHEHLT, 77T 4 T AL v F N0y g 2B TE £,
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. debug platform poe

debug platform poe

Power over Ethernet (PoE) ""— DT R w 7% A X —T /I T DL, FHE EXEC £— KT
debugplatformpoe =~ > REHEH L ET, 7Ny 72 WHICT DX, ZDa~vr ROnofE
KEHEHLET,

debug platform poe [{error |info}] [switch switch-number]
no debug platform poe [{error | info}] [switch switch-number]

X NN error (fFB) POEIEZ T —DT NNy 7 A vt —V52FRLET,
JH

info ({T75) PoE BhEREHMOT Ny 7 A v —V%FRLET,

switch switch-number  ({1-i%) A% v 7 AU REEELET, ZOF—U—RiF, A¥ v
KIEAA » FTOHYR—FERTNET,

ATVERTFIFALE TAYTRET =T ATT,

avU R E—F ¥i#E EXEC (#)
v FRE Uy—2 LENE
Cisco I0S XE Fuji 16.9.2 Zoavwr RREASREL

77

FEALDHA K54 > undebug platform poe =~ > KiZ no debug platform poe =~ > K &R LTI,
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debug platform software fed switch active punt packet-capture start .

debug platform software fed switch active punt packet-capture

start
TIT 4T AL v FOCPUMBEHERENEED/T Y NOT Ny ZEGINTT DI, FitE
EXEC “&— KT debug platform software fed switch active punt packet-capturestart =~> K%
HHLET, 727747 AL vF O CPUMHENENE EDO/NT Y DT /Sy 7 a2 hi+
5121%. F##E EXEC “E— K C debug platform software fed switch active punt packet-capture stop
avy REFEHLET,
debug platform software fed switch active punt packet-capture start
debug platform software fed switch active punt packet-capture stop
XX DEREA switch active TIT 47 AL vy FICHEATHIERERRL
7
punt Ny MEREEELE T,
packet-capture XX 7T ¥ STy MIBET LA
RELET,
start TIT AT AL FOT Ny TN L
ESr AN
stop TIT AT AL v FDOT Ny T EEHICL
\i‘é—o

avU R E—F

HebE EXEC (#)

avy FERE

FREDHA KS1 Y

3l

)1)—2 TEAR
Cisco IOS XE 7 7 /L4 /L 16.10.1 ZOavwy KRpREAINE LT,

debug platfor m softwarefed switch active punt packet-capturestart =2~ > K5 &3 5 &, CPU
BHENENE ZINT Y hOT Ay IR SIVET, Ny 774 XN 4K 22 5 &N
Ty MY T F e MEIELET,

RIZ. debug platform softwarefed switch active punt packet-capturestart =~ > RO H
TlER~RLUET,

Device# debug platform software fed switch active packet-capture start
Punt packet capturing started.

&IZ, debug platform software fed switch active punt packet-capturestop =~ > RO H
Tz m LET,
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. debug platform software fed switch active punt packet-capture start

Device# debug platform software fed switch active packet-capture stop
Punt packet capturing stopped. Captured 101 packet (s)
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duplex

\—FKHz7avw R

duplex .

R—=bDT 27y 7 2= RTEET DL HITRET HI21E, A7 — 7m4%2/74
Fal—varE—FCTduplex 2~ FEEMLET, 7740 MECETIZIX, Z0a~
Y FOno Bz L ET,

duplex {auto|full | half}
no duplex {auto| full | half}

BX DA

wma@ ;5717v/7z REEAFT—TMILET, ERINTZT A AE—RIZK
RN— b PNHBRICE _ET— R _ET— FCEET &I nE L4,

ful 2= Hx— K2/ x—7 I LET,

half *:— @+t — R& A x—7 I LET (10 £721% 100 Mb/s TEIWET B4 > X —7 = A &
[ZBE%) . 1000 Mb/s, 10,000Mb/s, 2.5Gb/s. 5Gb/s TEMET DA v % —7 = A A5 L
TR FEE— FERECTXETA,

aAvU R TFI4ILE

FHEy A=V Xy b R— DT 7 5/ MM auto TY,

“EA T g %, 1000BASE-x £ 721X 10GBASE-x (-x X -BX., -CWDM. -LX. -SX. F7=i%
-ZX) SFPEY 2 — /L TliIHAR— I TWEHA,

aAvU R E—F

A B —T A AT 4 Fal— g

2L FRE

)1)—2R EERNE
Cisco I0S XE Fuji 16.9.2 Zoavwy RPNEAINEL
776

FEREDAA RZA4 Y

XHEy hA—H Ry FAR—FTIE, HREBENT 27 L v 7 AT A—FOHEIRIT T —
a VEITHIRWGEID —F%wm IRETDHE, Ul ZHETLH2OLERLERH Y F
j—O

\}

CE) Ta7l v 7 2F— RRauto TSI TWAIEEN L " ETEfEL TWAEES, k_HEE—

RIIF Ty b A=V Xy h A F—T oA ATHR—FENET, ZEL, ZhbDA v
F—=T A A" EHE-FTEIMET DL 0ICRET LI LITTE EEA,

BEDOR— MR HELITFE_EHOWTANCRETEET, Z0a~r RO 6N
T, A vy TFRERRSINTNDT A AT TRRY £,

WHDTA L DOKIEHRHEI R I = —2 g 2R —FLTWAHA, T 74V OHEIR T
vo—valEFHTHZEEAMSHELES, F DA U —T oA ANABHRIT = —
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. duplex

varvEYAR—FL., bIORFTFRYAR—FLTWRWES, MFDOA v Z—T 2 A LETTF 2
AR W F%ﬁﬁb\%Tw%énfwéwfwmwﬁﬁ%ﬁﬁbf<téwo

HE A auto | _E&Eémfb‘é%é 2L v FIEb ) —FHDYU 7 OB DT A R LR
EHREIZOWTRIAYT—hL, HELZRITT— F SNTHEIC %%miﬁﬁbiﬁo?nf
Ly 7 AREILY V7 O COFRENG BN ETN, ZHUTLY, Ta2a7 by 7 AHE
WCFENELDZ ERH £9,

FaTl Ly AREEITI ZENTELEDIE, HEN auto IZRESNTWBEETY,

A\
FE A EA— T oA ARELT 2LV AE— FOREEXZLETLH L, BFREPICA VX —T =
AANRNY Y b T L, BOA R—T NI RDEENDH Y 7,

RE A MERR T B 121, show interfaces ### EXEC =2~ > FE# AN L £,

#l WOBITH, 27 —7 = A AR EBWECRET S HEE R LET,

Device (config) # interface gigabitethernetl/0/1
Devic (config-if) # duplex full
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errdisable detect cause .

errdisable detect cause

ErEORRE 13T X TOFEKIZK LT errdisable ¥iH A2 A r—7 L2+ 51Ci%, Zre—L
a7 4F¥alb—3 g F— FTerrdisabledetect cause =~ > F&2{#H L =9, errdisable
HEGEA T 4 BE— T T AI2iT. Z0a~<wr FOonBERE2HEHLET,

errdisable detect cause {all|arp-inspection|bpduguard shutdown vlan|dhcp-rate-limit|dtp-flap
| gbic-invalid | inline-power | link-flap | loopback | pagp-flap | pppoe-ia-rate-limit | psp shutdown
vlan | security-violation shutdown vlan | sfp-config-mismatch}

no errdisable detect cause {all | arp-inspection | bpduguard shutdown vlan | dhcp-rate-limit |
dtp-flap | gbic-invalid | inline-power | link-flap | loopback | pagp-flap | pppoe-ia-rate-limit | psp
shutdown vlan | security-violation shutdown vlan | sfp-config-mismatch}

B DEREA

all I T D errdisable DJFHRIZK LT, =T —MHZ A x—T7 /2L
=
arp-inspection EAFI v 7T RUAfER 7o ha) (ARP) 4 v AT g

DT —HmHEA =T NI LET,

bpduguard shutdown BPDU #— R T VLAN = & |Z errdisable % A % — 7 /M2 LE T,
vlan

dhcp-rate-limit Dynamic Host Configuration Protocol (DHCP) AX—t> 7 D=
F—kt A =7 I LET,

dtp-flap AAFIv 7 vTr¥r 7 7aban (DIP) 77 v 7 DT —
A A 32— M LET,

gbic-invalid N2 XAy v A X —T 2 A AT =% (GBIC) ¥ =2—
NMNADT T —ft A x—7 VI LET,

GE) Zo=7—X, %7 Small Form-Factor Pluggable (SFP)
£ :}1—/]/%/3%1'\% Li‘a—o

inline-power Power over Ethernet (PoE) @ errdisable JR[RIZ%I L T, =F —#H
A X—T NI LET,
(B  ZOXF—U—RiE PoEXR— MR TAA v FTORHR
PFAR—FSNTWET,

link-flap Yo I AT — b D7 T v I LT, =7 —HE A F—7 T
LT,

loopback BHENEAL—F Ny ZIZR LT, =5 —HiE A x—7ic L
7,

pagp-flap A— MEFM 7 1 k=L (PAgP) 7 7 v 7’ ® errdisable Ji K D~ F —

iz A R—=7 M LET,

A108—Jx4Z2&UN—Fvz7av vk |



. errdisable detect cause

aAavU R FI4ILE

AR E—F

A=A RELUN—FIz7 awvF |

pppoe-ia-rate-limit PPPoE Fifk=— = o ko L — IR errdisable JFIAIZ% LT, =
F—HHE A F—T I LET,

psp shutdown vlan Za b A h—sFaTr gy (PSP) DT —kHEA F—
Tz LET,

security-violation FeRak IEEE 802.1X EXx 2 VT 4 A 2 — 7 /LIZ LET,

shutdown vlan

sfp-config-mismatch SFP ZED AR —HIC L D= T —HtiE A F—7 I LET,

BT T _XTOERIZH L TA 2 —7 L TF, VLAN Z & @ errdisable 2[5 < X CTOJHEKIZ
DONTC, F—rEEKEV Yy N T THEIICEREEINET,

Ja—nR_) a7 4 F¥al— g

avy FERE

FRLEDHA KS14 Y

)1)—=x EERNE
Cisco I0S XE Fuji 16.9.2 oavwry RBREAINEL
77

JA (link-flap, dhcp-rate-limit 726 &) 1%, errdisable 27— FAFEA LB T, BRRA
2 —T 2 A ATRHESNTZHE, A ¥ —7 A Alderrdisable A7 — h &7 Vo7 Xy
VAT — MZHEEML Lt@]f/ﬁx'f“* NERDET,

AN— b2 errdisable (272 > TWA EEITFE L vy N UL, T T 4 v 7 ITAR— Tk
%Eéniﬁmofvyyfn%nw?~5n:yh(mmwlﬁ~ﬁ‘%%ﬁﬁwzmt
Fa2UT 4, BEOR—=bEX2 U T A HEEOEAIL, BROBAERFICR—MEEZY v v b
o3 HMRbviz, A— bf%%&@ofw6WAN@ﬁ%y¥ybﬁ?yﬁéiimx
AT ERETEET,

errdisablerecovery 7 — N)L a7 X Lb— g avwy REAA LT, JFEROEIE A B
S ALERETDHHEIEL. TXTCOFRENZA LT U Moz R T, A X —T oA AL
errdisable A7 — MM HRIFHI LT, MEAZFRITCTEX A LI 9, BIEA =X L%
ELRWGaiE, £7 shutdown =~ > K& A7) L, KIZ noshutdown =~ > K& AL T,
A H—T 2 A A% FHT errdisable A7 — G EE ST LERH Y 4,

Tuha A b—=5hTuT 7y T R 2EOEBER— MIOWTIERL 7y R
Fay7EnET, pp F—7— REFEH L7ABAR — b O errdisable 1%, EtherChannel 35 & Tf
Flexlink f ' # —7 = A4 A TIZV AR —FENFEHA,

PREZWEERT 5H121%. show errdisable detect #i## EXEC =~ > REZ A S L E T,

WOBTIE, V2 75 w7 errdisable JRIRIZ %) L T errdisable #H % A % — 7 /W
HHEERLET,

Device (config) # errdisable detect cause link-flap

. AVB—TIARBLUN—FYz7avU kR
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errdisable detect cause .

WD~ FTHE, VLAN Z & D errdisable 27— b TBPDU #— K& 7 12—/ VLT
EToEERLET,

Device (config) # errdisable detect cause bpduguard shutdown vlan

WD a< R TIE, VLAN Z & @ errdisable A7 — b THFRA#K 821X X% = U T ¢
B a— rVICERET D HEE R LET,

Device (config) # errdisable detect cause security-violation shutdown vlan

PREZWER T 5H121%. show errdisable detect #5# EXEC =~ > R&Z AL £9,

A108—Jx4Z2&UN—Fvz7av vk |



. errdisable recovery cause

A=A RELUN—FIz7 awvF |

errdisable recovery cause

FrEDFNNSEIET B X 51T errdisable A I =X L% A F—T MITBHIZF, ZFe—rYL o
v 74X a2l —v 3 F— KTerdisablerecovery cause =~ > KA L£9, T 74/ k
REICETIE, coa<wr FonoBREERLET,

errdisable recovery cause {all | arp-inspection | bpduguard | channel-misconfig | dhcp-rate-limit
| dtp-flap | gbic-invalid | inline-power | link-flap | loopback | mac-limit | pagp-flap | port-mode-failure
| pppoe-ia-rate-limit | psecure-violation | psp | security-violation | sfp-config-mismatch | storm-control
| udld}

noerrdisable recovery cause {all|arp-inspection|bpduguard | channel-misconfig|dhcp-rate-limit
| dtp-flap | gbic-invalid | inline-power | link-flap | loopback | mac-limit | pagp-flap | port-mode-failure
| pppoe-ia-rate-limit | psecure-violation | psp | security-violation | sfp-config-mismatch | storm-control
| udld}

BXDEREA

all T _TCD errdisable DIRR NS EIETH X A ~—% A x—7
M LET,

arp-inspection 7 RV AfigR 7 a k2L (ARP) MAIZ X 5 errdisable A
T IENBEETLZODX A ~v—% A F—T I LET,

bpduguard 7VyYJabarrF—4a=y (BPDU) J—F
errdisable 27— F 22 BEIETH X A ~v—% A4 X—T /T L
7

channel-misconfig EtherChannel 3% € D7 JEIZ & % errdisable A7 — k75 A48
THEA~—%AR—TMILET,

dhcp-rate-limit DHCP A X —t 7 errdisable 27— h S [EIET 5 X2 A
~v—F A X—T I LET,

dtp-flap FAFIv s vForxr s 7abhanr (DTP) 77 v
errdisable 27— N BEIETAH X A ~—% A F—T7 /WL
E3r

gbic-invalid ey hA o Z—T A A2 3—% (GBIC) £ a2—

Va7 errdisable AT — M BEIET A XA ~v—% A
X =T M LET,

GE) Z D=7 — X ML) 7 Small Form-Factor Pluggable
(SFP) @ errdisable 27— b & EBR L £,

inline-power Power over Ethernet (PoE) @ errdisable 27— k22501185
HEA~—% AR —TNIZLET,
ZDF—T— KiZ, PoER— FEHATZAA v T TOHY
A—=FrENTHET,

. AVA—T A RABLUN—FYz7av kR
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errdisable recovery cause .

link-flap V> 777y 7 erdisable A7 — b EIET H 4 4 ~—%
A X =Tz LET,

loopback JL—"T7 73y 7 errdisable A7 — "N OEIET L XA ~v—% A
X2—=T W LET,

mac-limit MAC #llBR errdisable 27— R BEIET 5 ¥ A ~—% A 31—
T LET,

pagp-flap R— MEKIZ 1 haL (PAgP) 7 7 v 7 errdisable 27— b

MBEET LA~ — %A X =T /M LET,

port-mode-failure R— b T— RO T LK errdisable 27— F S EET 5
AA~v—%"AR—T VI LET,

pppoe-ia-rate-limit PPPoE IA L — Kfill[R errdisable 27— R B EIET 5 2 A
v —%A X —T M LET,

psecure-violation A= hEXa VT 4 ELT =T VAT — b5 EIET
HEAv—"AR—TMILET,

psp Za ko) A h—ATFaT s g (PSP) @ errdisable A
T—IPoEETLIXA~v—F A F—T I LET,

security-violation IEEE 802.1X &)X T 4 B — T N AT— b BEIET S Z A
V=% A RF—T I LET,

sfp-config-mismatch SFPEXEDA—BUZ L D= T — a4 r—7 M LET,

storm-control A b—AHHZ T =N EEIETAIZA~v—% A X —TIIZ
[/i—é—o

udlid MY 7t (UDLD) errdisable A7 — h b [RI{E 3

LHA~—A X =T M LET,

ATV R FI4) R, TRTORRICH L TEEIZT 42— LT,

AT R E—FR su—s)b ary7 4 Falb— g (config)
avy FERE J1y—x EEAR
Cisco I0S XE Fuji 16.9.2 ZDavwy RPNEAINEL
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FEREEDHA K54 A (all, BDPUG— RF72 L) I3, errdisable 27— 3 FAE LB L LTERINLET, i
RNA v Z—T A ATHRHENTZSA, A ¥ —7 A AlXerdisable 27—+~ (V7 &
VAT — MIEELTEEERT— ) &b £,

A108—Jx4Z2&UN—Fvz7av vk |



. errdisable recovery cause

3l

A=A RELUN—FIz7 awvF |

A— F2S errdisable (272> CWA EXFFELY Yy NE UL, b T 7 4 v 7 FHR— Tk
ZEENEE A, BPDUN— FEREERB L O — X2 U T 4 BEDEAIL, EROIERHT
F—hefkEr vy MU TR0V, A— M CHBEEZ2S> TS VLAN &2 v ¥ >

MO LUTDHEIICAS v TFEHRETEET,

JRIRDEIE %2 A 2 =T W LR WA, A 2 —7 =4 A%, shutdown £ X O no shutdown

AVE—T A A AT 4 Falb—aryavy RB AN IS E Terrdisable A7 — D F
EFTT, FROEEZ A X =TV LT, A % —7 = A AT errdisable 27— R 2B [A]
BL., TX_XTOFRRERNBEA LT T Mol I AEFHHTES L9120 9,

JFRIROEE %2 A 32— M2 L72W4E. £ shutdown =< > K& AJ L. &IZ no shutdown
a<w L REAN LT, FEITA ¥ —7 A A% errdisable A7 — RO EIE SEHMLERH
nFE9,

FRIE & RERR T 521X, show errdisablerecovery #5# EXEC =2~ RE AN LE T,

wOE L, BPDU H— K errdisable JRRIZx L CRIEX A ~—% A 32— T NWIZTHF
EERLET,

Device# Devicef#configure terminal
Device (config) # errdisable recovery cause bpduguard
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errdisable recovery cause .

errdisable recovery cause

FrEDOFNNSEIET B X 51T errdisable A I =X L% A X —T MITBHIZF, ZFe—rYL o
74X al—v 3 F— KTerdisablerecovery cause =~ > KA L£9, T 74/ k
REICETIE, coa<wr FonoBREEHRLET,

errdisable recovery cause {all | arp-inspection | bpduguard | channel-misconfig | dhcp-rate-limit
| dtp-flap | gbic-invalid | inline-power | link-flap | loopback | mac-limit | pagp-flap | port-mode-failure
| pppoe-ia-rate-limit | psecure-violation | psp | security-violation | sfp-config-mismatch | storm-control
| udld}

noerrdisable recovery cause {all|arp-inspection|bpduguard | channel-misconfig|dhcp-rate-limit
| dtp-flap | gbic-invalid | inline-power | link-flap | loopback | mac-limit | pagp-flap | port-mode-failure
| pppoe-ia-rate-limit | psecure-violation | psp | security-violation | sfp-config-mismatch | storm-control
| udld}

BXDEREA

all T _TCD errdisable DIRRER N SEIETH X A ~—% A x—7
M LET,

arp-inspection 7 RV AfigR 7 a k2L (ARP) MAIZ X 5 errdisable A
T ENBEETLODX A ~v—% A F—T I LET,

bpduguard 7V yYJubarrF—4 =y (BPDU) J—F
errdisable 27— F 2 BEIETH X A ~v—% A4 X —T /T L
7

channel-misconfig EtherChannel 3% € D7 JE 2 & 5 errdisable A7 — k75 [Al1E
THEIA~—%AR—TMILET,

dhcp-rate-limit DHCP A X —t 7 errdisable 27— h S [EIE S5 2 A
~v—F A X—T I LET,

dtp-flap FAFIv o vFoxr s 7abhanr (DTP) 77 v
errdisable 27— N BEETAH X A ~—% A F—T7 /WL
3

gbic-invalid ey hA v Z—T A A2 3—% (GBIC) £ a2—

Va7 errdisable AT — M BEIET A XA ~v—% A
X =T M LET,

GE) Z D=7 — X ML) 7 Small Form-Factor Pluggable
(SFP) @ errdisable 27— b & EBR L £,

inline-power Power over Ethernet (PoE) @ errdisable 27— k2250|165
HEA~—%AF—TNIZLET,
ZDOF—T— KiZ, PoER— FEHATZAA v T TOHY
A—=FrENTHET,

A108—Jx4Z2&UN—Fvz7av vk |



A=A RELUN—FIz7 awvF |
. errdisable recovery cause

link-flap V> 2777y 7 errdisable A7 — b EIET H 4 4 ~—%
A X =Tz LET,

loopback JL—"T7 73y 7 errdisable A7 — "B EIET L XA ~v—% A
X—=T M LET,

mac-limit MAC #llBR errdisable 27— R BEIET 5 ¥ A ~—% A 31—
T LET,

pagp-flap R— MEK 71 haL (PAgP) 7 7 v 7 errdisable 27— b

MBEET LA~ — %A X—T M LET,

port-mode-failure R— b T— RO T LK errdisable 27— F S EET 5
AAv—%"ARX—TVILET,

pppoe-ia-rate-limit PPPoE IA L — Kfill[R errdisable 27— R B EIET 5 % A
=% A F—T M LET,

psecure-violation R—hEXa VT 4 ELT =T VAT — b5 EIET
HEAv—"AR—TMILET,

psp 7a ko)L A h—ATFaT s g (PSP) @ errdisable A
T I oEETLIXA~v—F A F—T VI LET,

security-violation IEEE 802.1X X T 4 B —T NN AT— b BEIET S Z A
V=% A RF—T I LET,

sfp-config-mismatch SFPEXEDA—BHIZ L D= T — a4 r—7 M LET,

storm-control AR —=LAHIHE T —NOEET XA~ —% A X —T I
[/i—é—o

udlid MY 7t (UDLD) errdisable A7 — kb [RI{E 3

LHA~—A X =T M LET,

ATV R FI4) R, TRTORRICH L TEEIZT + E—7 LT,

AT R E—FR Ju—s) Ay 7 4 Falb— g (config)
avy FERE J1y—x TEAR
Cisco I0S XE Fuji 16.9.2 Zoavwy RPNEAINEL
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FEREEDHA K54 A (all, BDPUG— F72 L) I3, errdisable 27— 3 FAE LB L LTERINET, i
RNA v Z—T A ATHRHENTZSA, A ¥ —7 A AlXerdisable 27—+~ (V7 &
AT — MIBEEILTEEERT— ) &b £,
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3l

errdisable recovery cause .

A— F2S errdisable (272> CWA EXFFELY Yy NE UL, b T 7 4 v 7R — FTik
ZEENEE A, BPDUN— FEREERB L O — X2 U T 4 BEDEAIL, EROIERC
F—hefkEr vy MU TR0V, A— M CHBEEZRS>TWD VLAN &2 v ¥ >
N UTDHEIICAS v TFEHRETEET,

JRIRDEIE Z A 2 =T W LR WA, A 2 —7 =4 A%, shutdown I L O no shutdown
AVE—T A A AT 4 Falb—aryavy RB AN IS E Terrdisable A7 — D F
EFTT, FROEEZ A X =7V LT, A % —7 = A AT errdisable 27— R 2B [A]
BL., TX_XTOFRRERNBEA LT T Mol I AEFHTES L9120 9,

JFRIROEE %2 A 32— M2 L72W4E. £ shutdown =<2 K& A1 L. &KIZ no shutdown
a<w L REAS LT, FEITA ¥ —7 A A% errdisable A7 — RO EIE SEHMLERH
nFE9,

RRIE & RERRT 521X, show errdisablerecovery #5# EXEC =2~ > RE AN LE T,

wOETiE, BPDU H— K errdisable JERIZx L CHRIEX A ~—% A 32— T NWIZTHF
EERLET,

Device# Device#configure terminal
Device (config) # errdisable recovery cause bpduguard

A108—Jx4Z2&UN—Fvz7av vk |



. interface

interface

A=A RELUN—FIz7 awvF |

A B =T 2 A ABHRTET HIZIEL, interface 2~ R&EEHA L ET,

interface {AccessTunne interface-number | Auto-Template interface-number | GigabitEthernet
switch-number/slot-number/port-number | Internal Interface Internal Interface number |

L 1SPinterface-number L oopback interface-number Null interface-number Port-channel
interface-number TenGigabitEthernet switch-number/s ot-number/port-number TwentyFiveGigE
switch-number /sl ot-number/port-number Tunnel interface-number Vlan interface-number }

X NN AccessTunnel interface-number

TIEA N RNV B —T oA AZHET
%‘iTO

Auto-Template interface-number

HEl 7T o 7L —h A 2 —T oA ZAERET
ZFE9, &L 1~ 999 TI,

GigabitEthernet
switch-number/sl ot-number/port-number

XUy bA—H% 3w FIEEES023z 1 o ¥ —
T2 A AEHRETETET,
« switch-number : A A~ 1D, AN/ #0H
X1 ~87T9d,

e dot-number : A E v &R [EOHFHIT
0~17T7,

e port-number : ARN— hFES, HRhAeHEIFEIX
1 ~ 48 TF,

L ISP interface-number

LISPA v Z—T = A AGHHETEET,

L oopback interface-number

=T N f =T o2 AEHRETEE
¥, FRETE H&EHIZ 0~ 2147483647 T,

Null interface-number

ANA B =T o ARRETEET, T 74
)b ML 0 T,

Port-channel interface-number

K= b FX RNV A F—T = ABRBETE
£9, AT 1 ~ 128 TY,

. AVA—T A RABLUN—FYz7av kR
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interface .
TenGigabitEthernet 10Xy hA—V Xy b A F—T AR
switch-number/dl ot-number/port-number PHRETXET,
* switch-number : A~ ID, B Zh72EEH
X1 ~87T7,
« dot-number

s Any bES, EOFMIZ0~1TT,
« port-number : AR — R, &HPHIZ 1 ~4,
17 ~ 24, BLWN37~48 TT,

TwentyFiveGigE BXHEY b A= Ry h A X =T = A X
switch-number/dl ot-number/port-number AHRETXET,

« switch-number : A A ~F ID, A %7 #iPH
IX1~8 T9,

« dot-number : Ay EE, fHIZ1 TY,

s port-number : R — &S, AR eEIA I
1 ~27T7,

Tunnd interface-number KRB BE—T 2 f AEWETXET,
EETE DHPHIZ 0 ~ 2147483647 T,

Vlan interface-number AA v F VLAN #BECX 4, 5FCTx2
HIPAIZ 1 ~ 4094 T,

ARy RFIALE AL

aAavYRE—FK Ja—s\)ar7 4 ¥ al— 3 (config)
av >y FERE )1)—x EERE

Cisco 10S XE Fuji 16.9.2 Zoawy RREAINE LR,

Cisco I0S XE Gibraltar 16.11.1 TwentyFiveGigE — VU — RN Z D a~ > RiZBMEhE Lz,

FRLEOHA KSq4y ZOa~Y R Tno) BAZMEHTE EH A,
77V 7R — FO#FMAIZ0~4 TT,
UR— ALy TFORALFEHE Y b A =Py~ A— FOFEPMAIL17 ~24 TT,
8R—FAL v FOINLVF Xy b A =Py b R— FOFPFHIL 41 ~ 48 TT,

I WIC., P RIAA v B —T e ARRET AW AR LET,

A108—Jx4Z2&UN—Fvz7av vk |



A=A RELUN—FIz7 awvF |

. interface

Device (config) # interface Tunnel 15
Device (config-if) #

WIS, 5 F T EY h A =Ry A v F—T oA RERETHHERLET,
Device (config) # interface TwentyFiveGigE 1/1/1

Device (config-if) #

WIT, A0 FHEY b A —H Xy h A v HZ—T oA ZAERTETHEETRLET,

. AVA—T A RABLUN—FYz7av kR
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interface range

AH—T =2 AFFERET DI,

interface range .

interfacerange =~ > K&/ L £,

interfacerange { GigabitEthernet switch-number/slot-number/port-number | L oopback
interface-number Null interface-number Port-channel interface-number TenGigabitEther net
switch-number/sl ot-number/port-number TwentyFiveGigE switch-number/sl ot-number/port-number

Tunné interface-number Vlan interface-number }

B0

L]

GigabitEthernet
switch-number /sl ot-number/port-number

FHE > b —H > NEEE8023zA > ¥ —
T oA ALRETEET,
« switch-number : A A~ F 1D, A 2h72 %
1Z1~8 T,
e dot-number : A u v &R [EOFHIT
0~17T7,

* port-number : R— &S, FRE T 540
PHIZ 0 ~ 48 TT,

L oopback interface-number

=T N =T o2 f AEHRETEE
4, FRETE H#PHIL 0~ 2147483647 T,

Port-channel interface-number

R—=b F¥ RGNV AL X —T o2 ALRETE
F9, Bih7efBIE 1 ~ 48 TT,

TenGigabitEthernet
switch-number /sl ot-number/port-number

WFTEY A=Y Ry b A F =Tz A R
ERETEET,
« switch-number : A A ~F ID, A %7 &iPH
X1 ~8 T,
« dot-number

s Any bES, EOFMIZ0~1TT,
« port-number : AR — F&Er, HPAIZ 1 ~4,
17 ~ 24, BLW37~48 TT,

TwentyFiveGigE
switch-number/sl ot-number/port-number

BEAC Y F A —F %y AL F—T = A R
BRETEET,
« switch-number : A A ~F ID, A %7 &iPH
IX1~8T9,

« dot-number : Ay NEE, XTI,

e port-number : AN— FES, BRI
1 ~27T7,

AVB—TIARABLUN—FYz7avU kR .



A=A RELUN—FIz7 awvF |
. interface range

Tunnel interface-number Ry A v H—T 2 AR ETEET,
FEECX H#PHIL 0 ~ 2147483647 T4,

Vlan interface-number AA v F VLAN ZiRETEET, HETZD
HFiPHIZ 1 ~ 4094 T,

aAvYRFI4LE RL

ATV R E—R Jua—s a7 4 Fab— 3 (config)
vy FERE J1)—=x EERNE

Cisco I0S XE Fuji 16.9.2 ZToavwr RPREAINE L,

Cisco 10S XE Gibraltar 16.11.1 TwentyFiveGigE % — 7 — F78= 03> RIGEM S E L.

ERLEDHA RSy Ty 7 V7 H—FOHPHIL0~4 TT,
4 R—= R AL Yy FDOIVFEHE Y b A —H X b K— bOFPIL 17 ~ 24 T,
48 R— AL v FOVALFEAE Y b A —H Xy b R— b OFPHIT 41 ~ 48 TT,

Bl WIT. A 2B —T oA AR AR ET BHI% T LET,

Device (config) # interface range vlan 1-100
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ip mtu .

Ip mtu
AA v FEFRIFAA v F AL v I DT R TCDON—T v RAR—FD—T v KXy D IP
Kifpk=z=> b (MTU) +A XZHFETHITIE, AV F—T 2 A AT 4 Fal—var
E—RCipmtua~> REEHLEST, 774V FOIPMTU VA XICERTIZIE, Zoavy
RO no &M LET,
ip mtu bytes
no ip mtu bytes

BX DA bytess MTU # 1 X (/34 NHLAL) , FEETE HHEIPHIZ 68 D AT A MTUE (/A hHL

AU R TFI4ILE

O R E—F

) £ TTY,

TRTCODAAL T A H—T 2 ATEZEEIND 7V —2DTFT 7 /v IPMTU %A X%
1500 /31 kT,

AVH—TxA R AT fF2lb— 3 (config-if)

avwy FERE

JU—2 EENE
Cisco 10S XE Fuji 16.9.2 ZOoavwr RPREAINEL
776

EELDAA FSq > PHEOLRE, AAf v FEEAL v F A4 v 7 OREICESE | BUSEA SN TN DL AT

LAMTUEZZLET, MTU %1 XOFREIZET 25OV TIE, system mtu 7' 12 —3
Va7 4 Xal—vayavy RESRBLTLFEN,

T 74V hOIPMTU BEICRTIZIEL, A ¥ —7 =4 AT defaultipmtu =~ > K£7213 no
ipmtu =~ REEHALET,

FRE & MRS 512X, showipinterface interface-id & 7= 13 show interfaces interface-id 454 EXEC
avr REALET,

WIZ, VLAN 200 DK IP /X7y A X% 1000 31 F IZRET 20 2R LET,

Device (config) # interface vlan 200
Device (config-if)# ip mtu 1000

RIZ, VLAN 200 DK IP /37 v YA X% T 7 4L RERED 1500 /31 b ITRET
LB ERLET,

Device (config) # interface vlan 200
Device (config-if)# default ip mtu

iz, showip interface interface-id =~ > RO O~ A2 RLET, A X —T =
4x®ﬁfwumﬂu RENRRINET,

A108—Jx4Z2&UN—Fvz7av vk |
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. ip mtu

Device# show ip interface gigabitethernet4/0/1
GigabitEthernet4/0/1 is up, line protocol is up
Internet address is 18.0.0.1/24
Broadcast address is 255.255.255.255
Address determined by setup command
MTU is 1500 bytes
Helper address is not set

<output truncated>
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ipv6 mtu .

Ipv6 mtu
AZA v FERIFAA v F AL v T DT RCON—T v KiR— hD)L—T v K37 v hD IPv6
BERIGEL=Y b (MTU) YA RERET DL, A F— 7:4%:/74%1v%v5
Y E—RTipvemtu 2= REFEHALET, 774/ FD IPv6 MTU A XIZETIZIE
Da<r FonBEXEEHALET,
ipv6 mtu bytes
no ipvé mtu bytes

X DA bytes MTU 4 X (/A FHAT) . HEETE DHPHIZ 1280 7252 A7 LA MTUE (/A H

AU R TFI4ILE

O R E—F

) £ TTY,

TRCDOAAL v TF A H—T oA ATEZEIND 7 L—D2DT 7 /v ks IPv6 MTU ¥ X
1. 1500 /XA F T,

AR —Tx2A A AT 4 X2l — gy

avwy FERE

FEREDHA FS1 Y

JU—2 EENE
Cisco 10S XE Fuji 16.9.2 ZOoavwr RPREAINEL
776

IPv6 MTUED EBRIZ, AA v T ERIEAAL v F A¥ v 7 OFBREICHESE, BEEH ST
HY AT AMTUEZZRLET, MTU YA XOFREICE T HFEMIZ OV TIL, system mtu
Ja— ) ar7Z 4 Xal—aravy REBRLTLEE N,

T 7 4 E®D IPv6 MTU % EIZIRTIZIE, A ¥ —7 = A AT defaultipve mtu =~ > K7z
IZnoipvemtu =~ > RawEH L £,

FRE & MERR 92121, show ipv6 interface interface-id & 7= (% show interface interface-id f5#%
EXEC 2~ FE& A LET,

WIZ, £ Z—T A ADJHKIPV6 737 v b YA X% 2000 /34 MMIRET 56 %R
L/i‘j‘o

Device (config) # interface gigabitethernet4/0/1
Device (config-if)# ipvé mtu 2000

WIiZ, £ v B2 =T ADEKKIPV6 /X7y s A Z%T 7 3/ FERED 1500 /31 b
IR ET 2R L ET,

Device (config) # interface gigabitethernet4/0/1
Device (config-if)# default ipv6é mtu

&IZ, showipv6interface interface-id =~ > RO HO—ERLET, £ ¥ —T =
4x®ﬁf®E%NHU RENMRRENET,

A108—Jx4Z2&UN—Fvz7av vk |
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. ipv6 mtu

Device# show ipvé interface gigabitethernet4/0/1
GigabitEthernet4/0/1 is up, line protocol is up
Internet address is 18.0.0.1/24
Broadcast address is 255.255.255.255
Address determined by setup command
MTU is 1500 bytes
Helper address is not set

<output truncated>
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list (COAP 7%y av7c¥aL—v3>) [

list (COAP 0% avJqsx¥xal—3Y)

FTA NV Y —REZFETEXLHIPT NUAGHZHIRET 121X, COAPRFT a7 4 Fa
L—yaryE—FRTCliga~<vr REFEHRALET, 7740 FREICETITE, Z0a<wr Ko
no X aEHLET,

list =2~ REFEH LT, ipvd £721Lipve ICBIfR7e <. RS 2DIP Y A MEFRETEET,

list {ipv4 | ipv6}[list-name]
nolist {ipv4 | ipv6}[list-name]

B DEREA

aAvU R E—F

ipv4 list-name IPv4 U A M Z2FRE L E T,

ipv6 list-name IPv6 U A M ZFRELET,

COAP 7u %y 27 4 ¥z L—3 3 (config-coap-proxy)

avy NERE

HEREDAA K1Y

)1)—=x EENE
Cisco 10S XE Fuji 16.9.2 ooy RBREAINEL
77

COAPua Xy a7 4 Xal—alyE—RIT77BATHIZIE, Fe— a7 X
L—y g F—RKTcoapproxy 2~ FE AN LET,

1
WIZ, VAR MZERLTIPvE 7 R L AHPHZHIRT 2612~ LEd,

Device (config) # coap proxy
Device config-coap-proxy)# list ipv4 trial list

A108—Jx4Z2&UN—Fvz7av vk |
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B sz qzavr%a—va)

ldp (f V3 —T AR A T4FXalL—3V)

A > % —7 = A A Link Layer Discovery Protocol (LLDP) % A X—7/LZT HIZIE, A F—
TxA A A7 4Fal—varyE—RTldpa~vr FEHEHLET, /¥ —T7 =/ AT
LLDP 7 4 E—7 /W T 22T, Zoavr Fono BREZ/HH L ET,

[ldp {med-tlv-select tlv|receive|tlv-select power-management |transmit}
nolldp {med-tlv-select tlv|receive|tlv-select power-management | transmit}

B DEREA

aAavv KT+

AR E—F

med-tlv-select LLDP Media Endpoint Discovery (LLDP-MED) @ Time Length
Value (TLV) ZESRZXET D L OITERL 9,

tiv TLVEZZEET DA N 7, AHBRMEIIRO EBY T,

« inventory-management : LLDP MED A X | U &5
TLV,

« location : LLDP MED & -7 —3 a3 > TLV,
* network-policy : LLDP MED % v 7 —72 /K U > — TLV,

« power-management : LLDP MED EJi & L TLV,

receive LLDP 5k & Z (5T D LA v E—T oA A% A F—T VI
LET,

tlv-select %59 % LLDP TLV Zi&R L £ 7,

power-management LLDP EFEH TLV 2 %5 L £ 7,

transmit A2 =T 2 A ATLLDP k& A X —7 WM LET,

LLDP (x5 4 &E—7 VT,

AH =Tz A A7 4 Fa2b— =7 (config-if)

avy FERE

FEREDAHARFS1Y

)y—2 EEARE
Cisco 10S XE Fuji 16.9.2 Zoavy RpPEAINEL
7

ZDavwr Rt 8021 AT 47 AA T THR—FINTWVET,

A B =T 2 AN BRIV R— MIRESINTWD &, LLDPIXEEBMICT 4 B—T VI
D ET,

A B =T 2 ADLLDP5iE%T 4 =T NZT BB 2R LET,

B T A RBEUN—FKY 7 aTUFR
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dp (4128—Tx42av74%aL—va) [

Device (config) # interface gigabitethernetl/0/1
Device (config-if)# no 1lldp transmit

A B =T 2 A ADLLDPREE A F—T NMZT HH 2R LET,

Device (config) # interface gigabitethernetl/0/1
Device (config-if)# 1ldp transmit

A108—Jx4Z2&UN—Fvz7av vk |
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. logging event power-inline-status

logging event power-inline-status

BX DA

AU RTIAIE

ATV R E—F

Power over Ethernet (PoE) £ X b u XU T oA X—TMITHIZIE, A ¥ —T A A 2

v 7 4 ¥ a2 b— a3 F— KT logging event power-inline-status =~ > K&l L £9°, PoE
AF— R AR " NOUX LT ET =TT BI0E. 2oa<wy Rono s EH L
7,

logging event power-inline-status
no logging event power-inline-status

Zoawy RIZIEEBIEEZITF—U— R £ A,
PoE A X2 b ¥ o NI A X —T VT,

AV H =Tz AaAr7 4 X2l — 3> (config-if)

av Y RERE

EREDAARZA4

3l

)1y—= EENE
Cisco IOS XE Fuji 16.9.2 Zoavwr RPREAINEL
72,

Zoawry RFonERE#FEHALTH, POETT—A Xy MIT 4 B—T /W70 £/ A,

WOEITIE, B—FETP EARY NOUuXL Zh A 32— NMIT A FiEEZRLE
KR

Device (config-if) # interface gigabitethernetl/0/1
Device (config-if)# logging event power-inline-status
Device (config-if) #

B T A RBEUN—FKY 7 aTUFR
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macro .

macro
AVE—=T A A~ az@AT 50, FE3A ¥ —T A A O~/ vnz@HALTT
Ny TFTH120F, /v F—T A A a7 4 Fal— g3 F—RFTmacro a2~ REEH
L/\i—g_qo
macro {apply | trace}macro-name [parameter {value}][parameter {value}][parameter {value}]
BX DA apply AVH—T A A7 nmwmH LET,
trace Ao E—=TaA Rz rarx@A L, FNET Ny 7 LE
o
macro-name ~ /A EfRELET,
parameter value EE) A v X —T A RABEED—BED/NRT A —X %

aAvU R FI4ILE

O R E—F

BELFET, E3o0F—U— R EEOHLEDEE A
FTExET, NFTA—F F—U— FOBETIT., KXFEL
INCFBEB S ET,

F—U—RTBDRALND &, TRTHIET DHIEICEE
BZONET,

TDa<wy RITET 74V FREXH Y A,

AV HE—TxA R AT fFa2lb— 3 (config-if)

avy FERE

EREDAARZA

)= EERNE
Cisco IOS XE Fuji 16.9.2 Zoavwr RpNEAINEL
72,

macro apply macro-name =~ > R&ZfifIL T, /A ¥ —T =/ A LTHEITINTWHL~VY I n %k
WHB L OERRTEET,

macrotracemacro-name 2=~ > R&ZEHA L C, ~7unZz@AL., FO~rarxT /3y 7 L THE
N —FERET T — 2R TE £7,

v /uEHEALEEE, LT —F IR ET T DIl a~vy RBRRR LGS, <7
IR EREEYDa~v L Ref o X —T = A2 LET,

—EBEOMEOFN B TELEL T H~ 7 nZlElT 256, parameter value — U — R & ] L
T, ZDOA 2 H—T oA ABEADOHEZRELET,

F—U— ROBETIE, KXFE/NLTFRENENFET, F—T—FT—HRALND E. T
NCHIGTAEICEES B ONET, F—UV—FRERI—HT 5L, TREVITFS|D—
HTholcb LTH—HERRINT, FETHEICEZHBLI ONET,

A108—Jx4Z2&UN—Fvz7av vk |



. macro

A=A RELUN—FIz7 awvF |

—H D~ @i, NTA—HERLERX—T— FRE EIET, macro apply macro-name
?a~vy REMERTLE, v/ nThEREE - EERTEET, F—U— NMEZATETIC
v~/ aEkEA LA, avy NI3EH L2 | v @A IhEEA,

AA wF VT MU= TIE, YA 2D SmartPort D~ 7 B3 T 7 4L N THAIAEN TWET,
hbo~r7ua~y Kk, ==—+% EXEC £— K C show parser macro 2~ > RZ{Hf LT
FRTEET,

A B =T 2 AT AT 7 /b b Smartport ¥ 7 1 2T 5 AL, IROEEFEIHEICHE-
TLEEW,

e AA v F EOFTRTO~ 7 vikRKprd HITiE, = —3 EXEC & — KT show parser macro
avy R LET, FEO~ 7 nORNEEFRT LIT1E, 2—H EXECE— FTshow
parser macro macro-name 2~ > R&fH L £,

*$THEDLF—TU— FIZiX, —BEO/NT A—FENMETT, parameter value ¥ —7 —
EHEALC, BEREE AT 74V b7 ailBNMLET,

VAATTFN I uES LV LFEMHLTNWDHDOT, MHF—V— FEiilcEE
T S EVIHIXFEMHL T, v/ naffld 5L EIlHF—VU—FEERTEET,

NI REAE =T A RWHT DG, 7 mANABRICA VX —T = ZTBEMS N
F 9, ==—¥ EXEC *&— K T showrunning-configinterfaceinterface-id =~ K& 45 &,
WHINWca~vry PB4 2R R TEET,

AVE—=T A ZDFMIZEH SN~ ald, B—A U F—T oA ATHH SN~ m b
FRICEfEZ LES, A1 —T oA ZOfHELHEHT 256, ~7 2IZZOHFHNOEKA
B—T oA AEFICHEAENET, 1ODA X —T A AT 71 av ROEITITEK
LTH, w7 a3k f 2 —7=4 A LIZEAINET,

A B =T A A 2T 4F¥ a2l — 3 F— RNTdefaultinterfaceinterface-id =2~ > K% A
NTHE, A v F—T =2 ATHEAIN -~ e ORELHIRTE £,

1

AR —T A A AT 4 Fa2l— g F— R Tmacroname =~ > REFH L
B, AU H—T A ATHEATEET, ROBITIE, duplex &\ D £ RETOZ—FER
~JnkAf L H—T o RTEATHHEEZRLET,

Device (config-if) # macro apply duplex

<=7 EF NNy ST AN, A E—T oA AT fF2l— 32 F— K Tmacro
tracea~ REZHALT, ~7 il v Z—T7 x4 RCHWHINT- L&D~ 7 adil
NERITREZ T — 2RI TEET,

Device (config-if)# macro trace duplex

Applying command... ‘duplex auto’
%Error Unknown error.
Applying command. .. ‘speed nonegotiate’
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macro .

WOFITIL, AT 7 4/ b cisco-desktop ¥ 7 1 & Fnd 5 Hik, BLXOSA 7 —
TxAALTvsuE@HAL, 77 A VLANID % 25 ([C%ET D iEE R LET,

Device# show parser macro cisco-desktop

Macro name : cisco-desktop

Macro type : default

# Basic interface - Enable data VLAN only

# Recommended value for access vlan (AVID) should not be 1
switchport access vlan $AVID

switchport mode access

# Enable port security limiting port to a single

# MAC address -- that of desktop

switchport port-security

switchport port-security maximum 1

# Ensure port-security age is greater than one minute
# and use inactivity timer

switchport port-security violation restrict
switchport port-security aging time 2

switchport port-security aging type inactivity

# Configure port as an edge network port
spanning-tree portfast

spanning-tree bpduguard enable

Device#

Device# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Device (config) # interface gigabitethernetl/0/4

Device (config-if) # macro apply cisco-desktop S$AVID 25

A108—Jx4Z2&UN—Fvz7av vk |
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macro auto

A=A RELUN—FIz7 awvF |

CLIZH L T/ n— <=7 n R EB X OWEA T 5101%. ¥4 EXEC & — K T macroauto
o< FEFEHALET,

F 74N FREICETIZE., 20oa<> FonBREFH LTI,

macro auto {apply | config} macro-name

B DEREA

AR R FIAILE

ATk E—F

apply ~suZEMALET,
config NI RDNTA=ZE AN LET,
macro-name ~ /b ERELET,

AA v FIIE~ 7 nlddEA S EE A,

4 ke EXEC (B)

avy RERE

FRLEDHA KSA4 Y

)1)—2R EERNE
Cisco I0S XE Fuji 16.9.2 Zoavwr RN EASNEL
77

AA v TFhb~wr7azdlRT 512, v/ ra~vr RonBEXE A LET,

macro auto config macro-name =~ K& AJjT25 &, T _XTOV I /"7 A—Z D% AT
THEIERINET,

macro-name & A /)9 % & &I 0FHNE EMICHEH LE T, =2 b VIZRLFE/NLFEREG] S
nET,

2 —WIEFROMEIX, show macro auto % 7213 show running-config =~ > KO ) TO AR X
nE7,

51
Wiz, Za—)=rarRrtH50Erm L ET,

Device# macro auto apply ?

CISCO_SWITCH_AAA ACCOUNTING Configure aaa accounting parameters
CISCO_SWITCH AAA AUTHENTICATION Configure aaa authentication parameters
CISCO_SWITCH AAA AUTHORIZATION Configure aaa authorization parameters
CISCO_SWITCH AUTO IP CONFIG Configure the ip parameters
CISCO_SWITCH AUTO PCI_CONFIG Configure PCI compliant parameters
CISCO_SWITCH DOMAIN NAME CONFIG Configure domain name

CISCO_SWITCH_ ETHERCHANNEL CONFIG Configure the etherchannel parameters
CISCO_SWITCH HOSTNAME CONFIG Configure hostname
CISCO_SWITCH_HTTP_SERVER CONFIG Configure http server

CISCO_SWITCH LOGGING SERVER CONFIG Configure logging server

. AVB—TIARBLUN—FYz7avU kR
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macro auto .

CISCO_SWITCH MGMT_ VLAN_ CONFIG Configure management vlan parameters
CISCO_SWITCH_ NAME SERVER CONFIG Configure name server parameters
CISCO_SWITCH NTP_SERVER_CONFIG Configure NTP server
CISCO_SWITCH_RADIUS_SERVER CONFIG Configure radius server
CISCO_SWITCH_SETUP_SNMP_ TRAPS Configure SNMP trap parameters
CISCO_SWITCH_ SETUP_USR CONFIG Configure the user parameters
CISCO_SWITCH_SNMP_SOURCE_CONFIG Configure snmp source interface
CISCO_SWITCH_ TACACS_SERVER CONFIG Configure tacacs server

CISCO_SWITCH USER_PASS CONFIG Configure username and password
Device# macro auto config ?

CISCO_SWITCH AAA ACCOUNTING Configure aaa accounting parameters
CISCO_SWITCH AAA AUTHENTICATION Configure aaa authentication parameters
CISCO_SWITCH AAA AUTHORIZATION Configure aaa authorization parameters
CISCO_SWITCH AUTO_IP CONFIG Configure the ip parameters
CISCO_SWITCH AUTO_PCI CONFIG Configure PCI compliant parameters
CISCO_SWITCH DOMAIN NAME CONFIG Configure domain name

CISCO_SWITCH ETHERCHANNEL CONFIG Configure the etherchannel parameters
CISCO_SWITCH HOSTNAME CONFIG Configure hostname

CISCO_SWITCH HTTP_ SERVER CONFIG Configure http server
CISCO_SWITCH LOGGING SERVER CONFIG Configure logging server

CISCO_SWITCH MGMT VLAN CONFIG Configure management vlan parameters
CISCO_SWITCH NAME SERVER CONFIG Configure name server parameters
CISCO_SWITCH NTP SERVER CONFIG Configure NTP server

CISCO_SWITCH RADIUS SERVER CONFIG Configure radius server

CISCO_SWITCH SETUP_SNMP TRAPS Configure SNMP trap parameters
CISCO_SWITCH SETUP_USR CONFIG Configure the user parameters
CISCO_SWITCH SNMP SOURCE CONFIG Configure snmp source interface
CISCO_SWITCH TACACS SERVER CONFIG Configure tacacs server

CISCO_SWITCH USER PASS CONFIG Configure username and password

WIZ, FED~ 7 v DNT A= 2 FomT D6l R~LET,

Device# macro auto config CISCO_SWITCH_AUTO_IP_ CONFIG ?

CISCO_SWITCH DOMAIN NAME CONFIG domain name parameters

CISCO SWITCH LOGGING SERVER CONFIG 1logging host parameters

CISCO_SWITCH NAME SERVER CONFIG name server parameters

CISCO_SWITCH NTP SERVER CONFIG ntp server parameters

LINE Provide parameters of form [Parameters

name=value]
<cr>

Device# macro auto config CISCO_SWITCH_AUTO_PCI_CONFIG °?

CISCO_SWITCH_AAA ACCOUNTING aaa accounting parameters
CISCO_SWITCH_ AAA AUTHENTICATION aaa authentication parameters
CISCO_SWITCH AAA AUTHORIZATION aaa authorization parameters
CISCO_SWITCH_HTTP_SERVER CONFIG http server parameters

CISCO_SWITCH RADIUS_SERVER CONFIG radius server parameters

CISCO_SWITCH_ TACACS_SERVER CONFIG tacacs server parameters

LINE Provide parameters of form [Parameters
name=value]

<cr>

Device# macro auto config CISCO_SWITCH_SETUP_SNMP_ TRAPS ?

CISCO_SWITCH SNMP_ SOURCE_CONFIG snmp source parameters

LINE Provide parameters of form [Parameters
name=value]

<cr>

Device# macro auto config CISCO_SWITCH_SETUP_USR _CONFIG ?CISCO AUTO TIMEZONE_ CONFIG
timezone parameters
CISCO_SWITCH HOSTNAME CONFIG hostname parameter

A108—Jx4Z2&UN—Fvz7av vk |
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. macro auto

LINE Provide parameters of form [Parameters
name=value]
<cr>

WIZ, ~7 XT3 A—2E2HTEL, CLIZHEHAL T~/ nz@EHld 202~ LET,

Device# macro auto config CISCO_SWITCH_ETHERCHANNEL CONFIG
Enter the port channel id[1-48] for 3K & 2350, [1-6] for 2K: 2

Enter the port channel type, Layer:[2-3(L3 not supported on 2K)]: 2
Enter etherchannel mode for the interface[auto/desirable/on/active/passive]: active
Enter the channel protocol[lacp/none]: lacp

Enter the number of interfaces to join the etherchannel [8-PAGP/MODE:ON, 16-LACP]: 7
Enter interface name[GigabitEthernet3/0/3]: gigabitethernetl/0/1

Enter interface name[GigabitEthernet3/0/3]: gigabitethernetl/0/2

Enter interface name[GigabitEthernet3/0/3]: gigabitethernetl/0/3

Enter interface name[GigabitEthernet3/0/3]: gigabitethernetl/0/4

Enter interface name[GigabitEthernet3/0/3]: gigabitethernetl/0/5

Enter interface name[GigabitEthernet3/0/3]: gigabitethernetl/0/6
[

Enter interface name[GigabitEthernet3/0/3]: gigabitethernetl/0/7
Do you want to apply the parameters? [yes/no]l: yes

Enter configuration commands, one per line. End with CNTL/Z.
Enter configuration commands, one per line. End with CNTL/Z.
Enter configuration commands, one per line. End with CNTL/Z.
Enter configuration commands, one per line. End with CNTL/Z.
Enter configuration commands, one per line. End with CNTL/Z.
Enter configuration commands, one per line. End with CNTL/Z.
Enter configuration commands, one per line. End with CNTL/Z.
Device# macro auto apply CISCO_SWITCH_ETHERCHANNEL CONFIG
Enter configuration commands, one per line. End with CNTL/Z.
Device#
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macro auto apply (Ciscol0S > T )LDR Y 1) 7 MERE .

macro auto apply (Ciscol0S > T )LD R 1) T MgEE

CiscoI0S v = /LD A7 V) 7 MEREA M L T/ u— b~ aZi% el L O AT 5121,
¥5HE EXEC E— R CTmacroautoapply =2~ > K& L EJ, 774/ FREICRETITIE, =
Da<r Ron BEREHEHALET,

macro auto apply macro-name

B DEREA

aAav R FI4ILE

aAvU R E—F

apply ~7uZzEMALET,

macro-name ~ /a4 ERELET,

ZA yFIF~ 7 nidEA SN EEA,

¥rME EXEC (#)

avy FERE

FEREDAA RZA4 Y

)1y—2 EENE
Cisco 10S XE Fuji 16.9.2 Zoavwy RBREAINEL
77

AA v TFhb~=r7a w2120, v /ra~<vr Fon B2 AN LET,

macro-name = A )92 & 3 XFHNE EMICHER LET, = b UIERICF E/NFERXE]
EhET,

a—HFEFOMEIL, show macro auto % 7213 show running-config =~ > KO TOHRFIRE
NET,

CiscolOS = /v DA U7 MERRZMEHN L TNTIA—FEZRETLHZLbTEET, #lico
| ANGEN

[Configuring Auto Smartports and Static Smartports Macros| D@ [Configuring and Applying
Global Macros| Z7 v a2 > 22 LT 7E &0,

151
Wiz, Za— )< arFrd 0%~ LET,

Device# macro auto apply ?

CISCO_SWITCH AAA ACCOUNTING Configure aaa accounting parameters
CISCO_SWITCH AAA AUTHENTICATION Configure aaa authentication parameters
CISCO_SWITCH AAA AUTHORIZATION Configure aaa authorization parameters
CISCO_SWITCH AUTO_IP_ CONFIG Configure the ip parameters
CISCO_SWITCH AUTO_PCI CONFIG Configure PCI compliant parameters
CISCO_SWITCH DOMAIN NAME CONFIG Configure domain name

CISCO_SWITCH ETHERCHANNEL CONFIG Configure the etherchannel parameters
CISCO_SWITCH HOSTNAME CONFIG Configure hostname

18— x4Z2B&UN—Fvz7avrF ]
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CISCO SWITCH HTTP SERVER CONFIG
CISCO SWITCH LOGGING SERVER CONFIG
CISCO SWITCH MGMT VLAN CONFIG
CISCO SWITCH NAME SERVER CONFIG
CISCO SWITCH NTP SERVER CONFIG
CISCO SWITCH RADIUS SERVER CONFIG
CISCO SWITCH SETUP SNMP TRAPS
CISCO SWITCH SETUP USR CONFIG
CISCO SWITCH SNMP SOURCE CONFIG
CISCO SWITCH TACACS SERVER CONFIG
CISCO SWITCH USER PASS CONFIG

. AVB—TIARBLUN—FYz7avU kR
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http server

logging server
management vlan parameters
name server parameters
NTP server

radius server

SNMP trap parameters
the user parameters
snmp source interface
tacacs server

username and password
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macro auto config (Ciscol0S & TJLDR Y 1) 7 MHEEE .

macro auto config (Ciscol0S & T JLD R ) T HgE

yua—)bv 7 a R ER X O 5121, F7HE EXEC “E— R T macro auto config =~ >
REfHALET, 774V MREICETICE, Z0oa<v>y FonoBEXEMHLET,

macr o auto config macro-name [parameter=value [parameter=valug]...]

B DEREA

config VI aDIRT A= EATILET,

macro-name ~ /a4 EEELET,

AR R TFI4ILE

parameter=value [parameter=value] parameter=value : 7' 11—/ 3L~ 7 1 DT A — ZEDE %
EEWZ ET, ENENDOAATEEDORT &2 A=A TK
A THLVEZ AN LET (B : <namel>=<valuel>

[<name2>=<value2>...]) ,

AA yFIE~=r wid@EA S NnNEE A,

AT R E—FR ¥iHE EXEC (#)
2%y REE yy—2 RENEF
Cisco 10S XE Fuji 16.9.2 Thavwr RREAINEL

FEREDAHA RS2

77

ALy Fnb~ 7 aZHlRT 512X, v/ ravr FonBXE A LET,
macro auto config macro-name =~ > K& A1 5 &, T _XTO~V I a7 A—ZDfEx AT
THEIERINET,

macro-name 35 X OF parameters # A 13 2855513, EM7eT F A NXTFHEFEHLET, =
N VIERCF LN CERK S E T,

2 —HEROEIX, show macro auto % 72 1% show running-config =~ > KD ] TOHERE
ET,

CiscoI0S ¥ = /v DA 7 V7 MERRZMEM L TARIZ A= 2RETHI L b TEET, Hlico
VWTIZ,  [Configuring Auto Smartports and Static Smartports Macros] D@ [Configuring and
Applying Global Macros] &7 > a v AZH LTI EE0,

18— x4Z2B&UN—Fvz7avrF ]



. macro auto control

macro auto control

Wt iE, T AXA T FRE NI A— AN MU T—ar ba—EHFEEND)
\ZHASWTAA » FIZ Auto Smartport ¥ 7 R Z BT 22 A4 IV 7 HFRET HITIE, A ¥ —
T2 A AT 4 Fa2lb— g F— KTmacroautocontrol =< FEEHLES, ~U

H—b~/nD~y € 7T 4 =7 MBI,

A=A RELUN—FIz7 awvF |

Zoawy RonoEXEERHLET,

IHT, AL v FIFA X b MU AT—ICESW T~ ozl L 20 £,

macr o auto control {detection [cdp] [lldp] [mac-address]| device[ip-camera] [media-player]
[phone] [lightweight-ap] [access-point] [router] [switch]| trigger [last-resort]}

no macro auto control {detection [cdp] [lldp] [mac-address] | device[ip-camera] [media-player]
[phone] [lightweight-ap] [access-point] [router] [switch]| trigger [last-resort]}

B DEREA

detection [cdp] [Ildp] [mac-address]

detection : tIROF D12 FZ& . A
Ry b NUH—LLTCERELE
—a—o

« ({EE) cdp: CDP A vt —

« ({EE) lldp : LLDP # vt —
>

« ({£#&) mac-address: = —
EFOMACT FL AT )L—TF

device [access-point] [ip-camer a] [lightweight-ap]
[media-player] [phone] [router] [switch]

device : IRD 1 DLLED T /N4 A
. AN MU T—E LTHRE
LET,

« () access-point :
Autonomous 7 7 & AKRA b

« (f£&) ip-camera : Cisco IP
T AT A F

« (fE#) lightweight-ap :
AT 7 ZRA B

« ({EE) media-player : 7
NWAT AT T L—F—

+ ({£&) phone: Cisco IP &7
« (fF£&) router : Cisco /L —%

o (fEE) switch : Cisco A1 v
?

. AVA—T A RABLUN—FYz7av kR
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AR TIFILE

ATV R E—F

macro auto control .

trigger [last-resort] trigger : FFEDA X2 b MY T—%
BELET,
« (fEE) lagt-resort : 7 A KU
=k MY T—

2ZA v FiZ. AU NIT—ELTTAAREATEERH LET, AA vTFNBTNA A X
A THPETEXRVESIT. MACT RL X ZL—7 . MAB X vt —, 802.1XEREEA vt —
V. BIXOLLDP A v —U% T U A ARIEFRETHELE T,

AHE—T A A a7 4 Fa2lb— 3 (config-if)

av Y RERE

FEREDHA FS14 Y

)1)—X EENE
Cisco I0S XE Fuji 16.9.2 Toavy RREASISNEL
776

AR NUH—%BRELhoTHE, AA Y TFTIFAXU N NI AT—LLTT AR HA
TEFERHLET, A v TFNT AR XA TERETE2WVEGEEIX, MACT RLA JL—
7. MAB A vtE— 8R2IXFRIEA vE—Y, BIOLLDP X vb—U% 7 & LARNEFT
ERLET,

~7anA =T oA ATHEH SN TS Z L EHERT ST, = —H EXECE— K CTshow
macro auto interface =~ RZfEH L £,

1

WL, A X FRUA—LLTLLDP A v E—YBIOMACT RLAZL—T %%
ETHEZRLET,

Device (config) # interface gigabitethernet 5/0/2

Device (config-if) # macro auto control detection 1lldp mac-address
Device (config-if)# exit

Device (config) # end

WIZ, ARV =L LTT 72 BARS U b, ETFAERIAT, TOXNAT 4
TV —E2RET LR LET,

\)

GE) AAvFIFE TI7EARA UM, ETF Y —_ATUANRAT EIFTIHL A

TAT T—Y =R LIZGaORMAA A~ 7 n @l LET,

Device (config) # interface gigabitethernet 5/0/1

Device (config-if)# macro auto control device access-point ip-camera media-player
Device (config-if)# exit

Device (config) # end

A108—Jx4Z2&UN—Fvz7av vk |
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. macro auto execute

macro auto execute
AR~ DT 7 )V MaEBEEZHZ T, /X M NI H—bAAL~Y 7 o, £7201X
2P ERE~YIO~DT T ERET DI, Ju— a7 4 F¥alb—r gy T—

K¢ macro auto execute =~ > R&FHH L E 7,

macr o auto execute event trigger {builtin built-in macro | remote url} {parameter=value} {function

contents}
Nno macr o auto execute event trigger {builtin built-in macro | remote url} {parameter=value} {function
contents}

X DEEA event trigger AR N =D AR~ I u~D~ v B TR ERLET,

event trigger [ZIRDIEAFEE L £77,
« CISCO_CUSTOM_EVENT
- CISCO_DMP_EVENT
* CISCO_IPVSC_EVENT
« CISCO LAST RESORT EVENT
- CISCO_PHONE_EVENT
- CISCO_ROUTER_EVENT
* CISCO_SWITCH_EVENT
« CISCO WIRELESS AP EVENT
. CISCO_WIRELESS_LIGHTWEIGHT AP EVENT

«WORD: MAC 7 RL AT NL—TF O —HPEHRA X FRY
H—%wH L £,

. AVA—T A RABLUN—FYz7av kR



| 1v4—2x242B&UN—FYz7av F
macro auto execute .

builtin built-in macro (f£%) builtin built-in macro name IR DEZFEE L 7,
name « CISCO_AP_AUTO_SMARTPORT
/T A — X fE NATIVE VLAN=1 #f58E L 7,
+ CISCO_ DMP_AUTO_SMARTPORT
XF A —HfE ACCESS VLAN=1 ##5E L £,
« CISCO_IPVSC_AUTO_SMARTPORT
XF A —HfE ACCESS VLAN=1 #5¢E L £,
« CISCO_ LWAP_AUTO_SMARTPORT
XF A—H{E ACCESS VLAN=1 #5& L £,
« CISCO_PHONE_AUTO_SMARTPORT

NT A —HfE ACCESS VLAN=1 3 L VVOICE_VLAN=2 #4571 L
EJr RN

« CISCO_ROUTER_AUTO_SMARTPORT

/T A — X fE NATIVE VLAN=1 #f5E L £,
+ CISCO_SWITCH_AUTO_SMARTPORT

/T A — X NATIVE VLAN=1 #f58E L 7,

parameter=value (f£&) parameter=value : bultin-macro name (278 SU72/3T7 A — X
DF 7 )V Ml (B : ACCESS VLAN=1) #@EZ#zx £4, Th¥Th
DRI EEDRT % A=A TRYIHHRTH LWEEZ AT LET

(f3] : [<namel>=<valuel> <name2>=<value2>...]) .

{function contents} (&) {function contents} : kU A —IZBEfHT 52—V EZEDO~ Y
nEEELET, v 7 eONFIEL, WAy a THATANLET, £
WA 3T CiscolOS V= /b a~wr REfEL, Ay aTavy
ROTN—TET LET,

A108—Jx4Z2&UN—Fvz7av vk |



. macro auto execute

A=A RELUN—FIz7 awvF |

aAvU R TFI4ILE

avY kK E—FK

remote url (EE) VE— b =0z ROL S ITHELET,

CARBURTHAAL v TF LFETFIAEZ I DT I T 4 T AL vF
Eow—n 7T yva Ty A VAT AORK : flash:

ALy AN bEDa—= N T Ty a Ty A VAT LDk
jC .

flash member number:

FTP O :

ftp:[[//user name[ : password] @l ocation]/directory]/filename
HTTP $— "D

http://[[user name: password]@] {hostname | host-ip} [/directory]/filename
¥ 27 HTTP $— O :

https:/[[username:password]@] { hostname | host-ip} [/directory]/filename
NVRAM DAL :

nvram://[[user name:password]@][/directory]/filename

UyE£—h abt—7m bz (RCP) DO :

rcp:[[//username@]l ocation]/directory]/filename

Secure Copy Protocol (SCP) D##3C :

scp:[[//username@] ocation]/directory]/filename

TFTP OHEC -

tftp:[[//location]/directory]/filename

L

Jua—s) a7 4 Fab— a3 (config)

avwy FERE

EREDAARZA4

)= EENE
Cisco IOS XE Fuji 16.9.2 Zoavwy RpREAINEL
77

FAAB~ 7 v DT 7 )V MaxE A A~ TFICEA OME TE #1125 I121%, macro auto execute
a<wr REFERLET,

AR N YT =NOAIAIR~ T O~D v BT, AL v F THEIICETEINET,
FLAIAB< 7 BIEV AT AEROI7 0 THY, VYT MU =2T A A—VIZEENTVET,
CiscolOS v = VDA 7 U7 MEREZEH L C2— VP EED~ I 0 2 {Elk T2 b TEET,

. AVA—T A RABLUN—FYz7av kR
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macro auto execute .

Ja—s\)ar7 4 F¥al—vayE— RTshdltrigger 2~ REERT L, g~
Y MRV A—2FRTEET, 2—PERDO M) H—BIO~ 7 nONFELRTT DI, K
¥ EXEC T show shell triggers =~ > R&fiH L £,

Cisco Discovery Protocol (CDP) % Link Layer Discovery Protocol (LLDP) % 7"— kL TU /2
WT N ADA R b MY T —%ERT DI21%, Fr— v ar7 4 Falb—var E—FK
“C macro auto mac-address-group =~ R&fEH L F7,

UEe—h ~7oiEEafA LT, BEXRY hU—7 AL v FICEVER SN D T ROGHTIC
NI RERETEET, ZTHUCTEY . BEOAAL v FTHEPT L2~ 7 v 7 7 A )V EIRE
L., EHTHZ ENAEEICRY T, VE— N — OB L0~ 7 8O/ ERE R ET
521X, remoteurl Z AL £, RIFTE2~27 0 77 A NDT 7 A NAFEEA IR B 70 B
ITH0 EHA,

AutoSmartports ¥ 7 B R X NT v F~r v (TrF~rnuix, Voo Xy UpngELEAIC
BB O~ 7 2> THIBRESN D TY) I2IE, ROTEEFHEHIRFELIH Y £5,

o fAIAI~ 7 B ITHIBREZIZEFETE LT, L, 22— ERO~7 v & F U4RITE
KT BE, HARAAR~ I o BB T AN TEET, TOMAAR~Y I o EETTS
ik, 22—V EZRO~ 7 ol LET,

» macro auto device ==~ > N & macro auto execute =~ > RO % A 2 —7 W2 LT=5E
W, BICET L a~r RTHRELERTA—EZR AL v FICEHENET, AA( vF
LT T o T TE D avy RIFFFET T,

s/ uEMA LIEGED VAT AE ZERET HI121E, 802 IXFRFELIAA DR — FRGEE T
NTHIBRLET,

o 2A wF T Auto SmartPort & A r—7 WIZT BT, A—bExFa V7T 4 TR TE LA
WTL Z &,

s TTDREE 7 uNFE LEEHEAE., 70l zon 2hnary7 4 Xal— g a
< U RIZEA SN2V, £RET v F~r7acoinboa~y RBREIBRENNERA (7
CF= I aldEAEHIDO~ I aD—ET, VI E T AR D EEII I a IR
£7) .

o 728 ZUE, 802 AXFRAEN A X — TIN5 TV B AL, switchport-mode access 7% iE % Hl
PreXEH A, ZOEAIL, switchport-mode 7% 7E & HIFR T 2 Al 802.1X BREZ HIFRT %
WERH D FT,

+ Auto SmartPort ¥ 7 1 2§ 251X, & — b % EtherChannel D A >/ N|[ZIXTE EFHA,

AT T DT 7 )L hDF —HF VLAN X VLAN 1 T, 57 4/L hDFF VLAN
IXVLAN2 T9, AA v TFBRRRDLT 78R, XA T 47, F£I13EF VLAN ZEH 3
5841, macro auto device ¥ 7-1% macroautoexecute =~ > F&2FEH L THEAREL £
K

* 802.1X FRFAFE 721F MAC F8FE/ N1 /X2 (MAB) TlE, o T S 22 BEd 5729
2, RADIUS H— i3 v 2 ad gt & fEd<7 auto-smart-port=event trigger # ¥ 7K— h 9"
HEITHRELET,

A108—Jx4Z2&UN—Fvz7av vk |
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. macro auto execute

o AA v F ) Auto SmartPort ¥ 7 B &2 YR — T DHDIE, T ATEEEF INTWDHE
BT TT, "TREOEEDT A AEFITY AR— S TnEHA,

o IN— h ETEIENA X —T NMIZ 7 o> TWABEAIE, A4 v FIiL, FBIENKBLTZHED
MAC 7 LA b U H—%MHE L £9,

cw 7 uERNEINT AT v Fv 7 aNTIL, CLLa~ Y FOIEFRERAEENHY 97,

il

I OHF|ITIL, Cisco AA > F & Cisco IP Phone & A A v F~Ehed H7-DIT, 2 DO
BirFr~r awFERHTHHFEERLET, ROFITIE, NTFor 7 A0 F—T A AH
IZF 7 /)L hOFEF VLAN, 727 A VLAN, BLX R AT 17 VLAN 2L H L £

R
Device (config)# !!! the next command modifies the access and voice vlans
Device (config)# !!! for the built in Cisco IP phone auto smartport macro

Device (config) # macro auto execute CISCO_PHONE EVENT builtin CISCO_PHONE_ AUTO_SMARTPORT
ACCESS_VLAN=10 VOICE_VLAN=20

Device (config)# !!! the next command modifies the Native vlan used for inter switch
trunks

Device (config) # macro auto execute CISCO_SWITCH EVENT builtin CISCO_SWITCH_AUTO_SMARTPORT
NATIVE_VLAN=10

Device (config)# !!! the next command enables auto smart ports globally

Device (config) # macro auto global processing

Device (config) # exit

Device# !!! here is the running configuration of the interface connected

Device# !!! to another Cisco Switch after the Macro is applied

Device# show running-config interface gigabitethernetl/0/1

Building configuration...

Current configuration : 284 bytes

|

interface GigabitEthernetl/0/1
switchport trunk encapsulation dotlg
switchport trunk native vlan 10
switchport mode trunk

srr-queue bandwidth share 10 10 60 20
queue-set 2

priority-queue out

mls gos trust cos

auto gos voip trust

macro description CISCO_SWITCH_EVENT
end

WOBITIZ, AT 4T T —F%—LMEIND2—WERA N N YT —2a—HFF
BRIy U IT D HEERLET,

1 802X F/ZIEMABICKHGE LIZAAL v F A= NMIAT 47 T —Y—%HHi L £
ﬁ‘o

2. RADIUS #— N LT, @M EfEDXT % auto-smart-port=DMP_EVENT |2 E L £
hd‘o

. AVB—TIARBLUN—FYz7avU kR
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macro auto execute .

3. AAyF LT, A MU H—DMP EVENT Z/Es L, = —HEHR~ I/ 1 =
~r FEANLET,

4. AA v FIiE, RADIUS H— 3725 @ attribute-value pair=DMP_EVENT & & 52 17 A
N, ZOAXY kN MY H—ZBEEMT bR~y m &AL ET,

Device (config) # shell trigger DMP_EVENT mediaplayer
Device (config) # macro auto execute DMP_EVENT {
if [[ $SLINKUP == YES ]]; then
conf t
interface SINTERFACE
macro description $TRIGGER
switchport access vlan 1
switchport mode access
switchport port-security
switchport port-security maximum 1
switchport port-security violation restrict
switchport port-security aging time 2
switchport port-security aging type inactivity
spanning-tree portfast
spanning-tree bpduguard enable
exit
fi
if [[ SLINKUP == NO ]]; then
conf t
interface SINTERFACE
no macro description $TRIGGER
no switchport access vlan 1
if [[ $AUTH ENABLED == NO ]]; then
no switchport mode access
fi
no switchport port-security
no switchport port-security maximum 1
no switchport port-security violation restrict
no switchport port-security aging time 2
no switchport port-security aging type inactivity
no spanning-tree portfast
no spanning-tree bpduguard enable
exit

R1: 9 R— SN TS Ciscol0S > T ILDF—T—F

avo kR B

{ avy RO NV—T{bEBMLET,
} aAv Y RO N—T a2 T LET,
[l SRR L LTRER L ET,

1 SRR E LT L £,

else SRR L LT L £,

= SRR E LT L £,

| AVB—TIARABLUN—FYz7avU kR .



. macro auto execute

A=A RELUN—FIz7 awvF |

av vk EREA

fi SRERRIR L LT L £,

if FUFERUR E LTRER L E T,

then SMRERRIR L LT L £,

-z FUFEAURE LT L E T,

$ $LFThRE ZEBIL, T A —FECEHS

nET.
# #UFEMFEHLT, 2 AN THFRANEAT

LET,

R2: Y R— SN TULEL Ciscol0S S T IILDFHFXF—T— K

avw kR EEA

| INATTA
case E LRI AN

esac AR

for N—THERAR
FnRE = VB

in E LRI AN

select AR

time ST T
until Jo— T RE R
while No— T HERRAR

. AVA—T A RABLUN—FYz7av kR
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macro auto global control .

macro auto global control

TNRAAZATELII NI T — (A Xk MU T— a3 bha— b EIND) 2SN T
AA » FIZ Auto Smartport ¥~ 7 R EZTHHT 54 A IV ERET DI, Fe— L a7 g
F= L—3 3 F— KT macroautoglobal control =~ > REMHLET, rH—Et~rn
DYy T %T 48— /MMITHITE, ZOoa~vry Fono B E#EHALET,

macr o auto global control {detection [cdp] [lldp][mac-address] | device[access-point] [ip-camera]
[lightweight-ap] [media-player] [phone] [router] [switch] | trigger [last-resort]}

no macr o auto global control {detection [cdp] [lldp] [mac-address] | device [access-point]
[ip-camera] [lightweight-ap] [media-player] [phone] [router] [switch] | trigger [last-resort]}

B DEREA

detection [cdp] [Ildp] [mac-address detection : DD 1oL 4. A
N b NUF—ELTEELE
¥

« (f£&) cdp : CDP A vt —¥

« (fEE) lldp : LLDP # vt —
o

+ ({£&) mac-address: = —
EFEOMACT RL AT )L—7

device [access-point] [ip-camer a] [lightweight-ap] device : kD 1 SLL EDF /84 2
[media-player] [phone] [router] [switch] Bl ARV R RUS—L LT
LE,

« (f#) access-point :
Autonomous 7 7 £ ARA > b

« (f£&) ip-camera : Cisco IP
BT AT A Z

« (f£E) lightweight-ap : H
BTHERT 72 ARA b

« ({EE) media-player : 7
NAF 47T L—F—

+ (£&) phone: CiscoIP &7
« (f£&) router : Cisco /L —#

+ ({£E) switch : Cisco A A v
9;

A108—Jx4Z2&UN—Fvz7av vk |



. macro auto global control

ARV R TIFILE

ATV R E—F

A=A RELUN—FIz7 awvF |

trigger [last-resort] trigger : FFEDA X2 b N T—%
BELET,
« (fEE) lagt-resort : 7 A KU
=k MY T—

AZA v FiZ. AU NIT—ELTTAAREATEERH LET, AA vTFNRT AL A X
A FHRPETERNESIE. MACT RL X ZL—7 MAB A vt —, 802.1XFRAEA v & —
V. BIXOLLDP A v —U% T U A ARIEFETHELE T,

Jua—s9r ar7 4 ¥ a2 b—3 3 (config)

av Y RERE

FEREDHA FS14 Y

)1)—X EENE
Cisco I0S XE Fuji 16.9.2 Toavwy FREASHEL
776

AR NUH—%BRELRhoTHE, AA Y TFIFAXU N NI AT—LLTT AR KA
TEFERHLET, A v TFNT A R XA TERETE2WVEGEIX, MACT RLA JL—
7. MAB A vtE— 82IXFRIEA vE—Y, BIOLLDP X vb—U% 7 & LARNEFT
ERLET,

VI ONAAL o FICHEAINTWD Z & 2R T 5%, =—3 EXEC *&— K C show macro
autoglobal =~ > RZfEH L 7,

1

Wi, AV MR H—LLTCDP Ay tE—, LLDP A vE—, BLUMAC T
RVATN—THRETHH R LET,

Device (config) # macro auto global control detection cdp lldp mac-address
Device (config) # end

KIZ, Autonomous 7 7 B AKRA > b, FREFHAT 7B ARA 2 b, BIOIP ER
EERETHHE R LET,

Device (config) # macro auto global control device access-point lightweight-ap phone
Device (config) # end

. AVB—TIARBLUN—FYz7avU kR
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macro auto global processing .

macro auto global processing

aAvU R FI4ILE

aAvU kR E—F

AA v F T Auto SmartPort ¥ 7 2% A F—TNZT HIZIE, Fr— L a7 X ab—
v 3 v E— K Tmacroautoglobal processing 2~ > K& LET, v~/ vz Ts 4 —71IC
THIE, Zoavr FOonBREHEHRLET,

macr o auto global processing

no macr o auto global processing
Auto Smartports 737 4 Z—T7 /T2 > TWET,

Jua—s)L a7 4 Fab— 3 (config)

avy FERE

EREDAARZA4

)= EENE
Cisco IOS XE Fuji 16.9.2 Zoavwr RpREAINEL
77

A v F ET~ I 0k 7 a—rUIA Fx—7/UIZT 5L, macro auto global processing =t~
VREFERLET, FEOR— N ETY I uid T 08— MCTHITIE, A X —T AR
“&— K C nomacro auto processing =~ > &M H L £7,

802.1X 72 IXIMABREEZ M H L TV 5513, yx:@ﬁikf@d?wmmWTWWHmt
trigger Z 07— 95 X 9 IZRADIUS — N ZRET HHLENH D £9, FRFEN K LTS

L, w7 il S EY A, 802X E/LIEIMABRRAENR A » H—T = A4 ATRWTDH L, A
AvFIET =Ny CDP A X b MU H—%FEHLEEA,

CDP TRl SN D 7 /A ANEEDOMREZ T RS A X256 A v Fid. mINZAA >
T RIT—F L) IEFF THEREZ 8 R L £47,

I aNA A =T oA ATEA SN TS Z & 2R 5121, #iHE EXEC £ — K T show
macro auto interface =~ RZ&fEH L £9,

1

WOHTIE, AA v F T Auto SmartPort % A 2 —T7 /M T 5 HE, BIOKEDA
H—T 2 A ATIDOWEEET 4 B—TWZT D HEERLET,

Device (config) # macro auto global processing
Device (config) # interface gigabitethernet 0/1
Device (config-if)# no macro auto processing
Device (config-if)# exit

Device (confiqg) #

A108—Jx4Z2&UN—Fvz7av vk |
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. macro auto mac-address-group

macro auto mac-address-group

Cisco Discovery Protocol (CDP) % 721X Link Layer Discover Protocol (LLDP) % #4v— K LT\
RNTF R ADA R b " =" HI21F, Ze— L ar 7 4 F¥al— gy T—
N"C macro auto mac-address-group =~ > R&EHLET, Z7A—7ZHIBRT 512X, o=
~ RO noEREHEHLET,

macr o auto mac-address-group name{mac-addresslist list| oui {list list| range start-value size

number } }
no macro auto mac-address-group name{mac-addresslist list| oui {list list| range start-value size

number } }

BX DA

AR R FI4ILE

AT R E—F

name ITN—T4EELET,

ui (&) Operationally Unique Identifier (OUI) @ list &£7=
ILrange ZfiE L £7,
elist: OUL U A &, AXR—ZXTKHE]>72 16 #FAT
AN LET,
srange : OUI OBMREZ 16 EETA L £
(start-value) .

esize: W L72T R AU A b ZARAT 5 728 D range
DFEX (number) & 1 ~5TASHLET,

mac-addresslist list (EE) ARXR—ATRXY>7=MACT RLAD U A Mo
ELET,

IN—TIFERSNTHEE A,

TN—F a7 ¥ = b— a3 (config-addr-grp-mac)

avy FERE

FREDHA K514

)1)—= EERNE
Cisco I0S XE Fuji 16.9.2 Zoavwr RpREASNEL
77

CDP £ 721X LLDP ¥R — K L TWRWT A ZADA X b b U H—%EKT 25 I21E, macro
automac-address-group =~ > RZ il L £9°, macroautoexecute =~ > R&fEH LT, A
A= IR ElFa—PER Y/ nE~v vy BT HI0E MACT RLAZLV—7"% F Y Jj—
ELTHEHALET, Vo7 ToTIRIE, AL v TFNBT AL R XA TEBRML, lBEShz~
suziEfLET,

TDOAAL vFIE. BRKI0DOMACT RL A T A—T%HR—rLET, £70—71%, K
325D OUl & 32 fHldD MAC X EHH#T RV AZFFOZ LN TEET,

. AVA—T A RABLUN—FYz7av kR
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macro auto mac-address-group .

il

WOHITIE, address trigger V9 MAC 7 RL AT —7 A X2 b R U B —%1ERK
TLHE BRO= U M) 2RI 55 EE R LET,

Device (config) # macro auto mac-address-group mac address_trigger
Device (config-addr-grp-mac) # mac-address list 2222.3333.3334 22.33.44 a.b.c
Device (config-addr-grp-mac) # oui list 455555 233244
Device (config-addr-grp-mac)# oui range 333333 size 2
Device (config-addr-grp-mac) # exit

Device (config) # end

Device# show running configuration

|

!macro auto mac-address-group address_trigger

oui list 333334

oui list 333333

oui list 233244

oui list 455555

mac-address list 000A.000B.000C

mac-address list 0022.0033.0044

mac-address list 2222.3333.3334

<output truncated>
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. macro auto processing

A=A RELUN—FIz7 awvF |

macro auto processing

AU R TIFIE

AR E—F

A B —T A AT Auto SmartPort ¥ 7 B & A F—T /I THITIE, AV F—T A A
74 ¥ 2 b— 3 E— K Tmacroautoprocessing 2~ > R LES, v~/ vzt 7 «&—
TCTHHELE. Z0a~vy RO no BN EFHEH L E7,

macro auto processing
No macr o auto processing
Auto SmartPort |37 4 E— T /I > TVWET,

AHE =Tz A A AT 4 Falb— 3 (config-if)

avy FERE

FEREDHA K542

)1)—= EENE
Cisco 10S XE Fuji 16.9.2 Zoavr RREAIREL
776

BEDA A =T 2 A AT I A F—T T DHIZE, AV F—Tzf AT 4 X2
L—3 =3 %F— K CTmacroautoprocessing 2~ > REHHLET, FEDOA X —T oA A
Tk T =T MMITDHIE, A F—T 2 AR AT 4 Fal—aEF—RFTno
macro auto processing 2~ > F&fEH L E 7,

Auto SmartPort ¥ 7 2 Z AT 561X, &"— b % EtherChannel D A /N ZIXTE FHA,
EtherChannel % 14~ % 5. nomacro auto processing =~ > R Z{# ] L T, EtherChannel £ >
K —7 = A AP Auto SmartPort 7 4 £—7 /L2 L7, EtherChannel f > % —7 = A ANK
EHAVNAUH—T =4 ATHEALET,

I AN, B =T A ATHA SN TWD Z & R HI2IE, Rk EXEC £ — R T show
macro autointerface =~ > RZ&fEHA L E9,

1

WOHFITIL, AA > F T Auto SmartPort %1 R —T W2 T 5 HE, BLXOEEDA
B —T 2 A ATZOMEEEYT 4 B—T7 T B HEEZRLET,

Device (config) # interface gigabitethernet 0/1
config-if) # no macro auto processing
config-if) # exit

config) # macro auto global processing

Device
Device
Device

. AVA—T A RABLUN—FYz7av kR
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macro auto sticky .

macro auto sticky

VoI B GoANR N OB THEY I alT 77 4 75 (w7 aOxftEEFEhD) L9
WCRRET DX, Za—sL a7 4 X o b—v 32 F— KT macroautosticky =2~ > R &
FRALET, v rokiEtEes T 4 =7 T 512F, Z0a~vry FonoBRE[HEH L E
ED

macr o auto sticky
Nno macro auto sticky

ATV RTFIFIE T BROKGMITT 4 =T IR THET,

9T R E—FR Jua—s )L ary7 4 Xab— 3 (config)
avy FERE )1)—= EENE
Cisco I0S XE Fuji 16.9.2 Zoavwr RpNEAINEL

77

FERHEDHA KSq4y VI X TARS MebS I RNT 7T 4 710725 K 5. macroautosticky =~ > R4 fiiH]

L/:jz—a—()

1

WOBITIE, A —Tx2A A LTI aOkFltE A 2 —7MIT B HiEERLE
D

Device (config) # interface gigabitethernet 5/0/2
Device (config-if) # macro auto port sticky

Device (config-if)# exit
Device (config) # end
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. macro auto trigger

A=A RELUN—FIz7 awvF |

macro auto trigger

~7a M) AH—ar7 4 Xab—raryB—RERIIBEL, ARAR N T —D7eW\T /34 A
DRI T—%EHR L, TONIT—ETNRARAEIIT 0T 7 A VEBEMT DI, T a—
SNV ar 7 4 ¥ alb—3 gy E— K Tmacroautotrigger =~ > F&2HHL 4, =—FEH
KU A—%EIRT 5121, 2oa<y RonoERa#H LET,

macro auto trigger trigger_name {device | exit | no | profile}
no macro auto trigger trigger_name {device | exit | no | profile}

B DEREA

AR R TFIHILE

avU R E—F

trigger_name FNA AL TENTT 07 7 A VA IR T
LR H—EEELET,

device AR E N A=~y B T T 5T A4 &R
/\’:._E‘L/i‘dAO

exit FNRAAITN—T a7 4 Xal— g F—R
T LET,

no BREINTWDETNNA, AT XTHIBELE,

profile ARt E NIl vy 77T 7 A V4
FFRELET,

a—PERM) T—ITRESNHTWERA,

Jua—s )L ary7 4 Xab— 3 (config)

avy FERE

FREDHA FS14 Y

)= EENE
Cisco IOS XE Fuji 16.9.2 Zoavwr RpREAINEL
770

7 73A A 73 Device Classifier IZ L > THEHINTWAIZH b 5T, MAAR MU T —0NE
FEINTWRWEEIL, Fe— L a7 X2 b—3 3 F— FTmacroautotrigger =~
VREFEHL, TAAL AL ELIETT 0T s A NNAICESNT NI =2 ERLET, 202~
YREANTDHE, AL v TFiE~vrn NI H—ar7 4 X¥alb—varE—RiZ20, device
exit, no, profile D& ¥ —TU— FRFRINET, ZOE—RFT, NI T-ZvyEL 7D
TNARALFEINIT R T 7 ANAHERECEET, 7T/ M RA LT T 7 A NVADOBHIZ Y
H—%~wo 7T HMEIHY EHA, MFOAFNIZN) H—%2~vo L 7T5HL, v/
TV —var T, NI Ta T s ANADO~y B T BMBERSNET,

I—PERYI/BERETDHEEIL, Z0Oavr FEFEHL TR T—Z2F&EL T EIN,
HAL I~ 7 aDFETIE M) H—ZIFNHETT,

B T A RBEUN—FKY 7 aTUFR
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macro auto trigger .

FALZADT T 7 A NENER LT D, FAL AT VT F e B R (T DSR2 D
EEEMTBRERD Y £,

151

WIZ, MBIAI RN Y H—DIRNAT 4T T—Y—L L BT H7201C,
mediaplayer-DMP &9 7’00 7 7 A JWICH§ 2 —HER N H—2RET D HlEE
ZT—\‘L/\i—é—O

Device (config) # macro auto trigger DMP
Device (config-macro-trigger) # profile mediaplayer-DMP
Device (config-macro-trigger) # exit

A108—Jx4Z2&UN—Fvz7av vk |



. macro description

A=A RELUN—FIz7 awvF |

macro description

A LB =T A RAIED 7 aBElmAIND DT OWTBAEZ A THIZE, f X —T A
A ary7 44X al—3 3 F— K Tmacrodescription =~ > R&MHA L £9, it EZHIBRY
L2121, Zoavr FonBREHEHLET, 203~ KT Auto Smartport D R5#) 228
T,

macr o description text
no macro description text

B DEREA

AR R FI4ILE

ATV R E—F

description text BELEA LV —T7 oA R ENT-~
7 ZONWTOHHZE AT LET,

Zoawy NIZET 740 FEREEHD TH AL

AH—TxA AT fFalb— 3 (config-if)

2v Y KRR

HEREDAA K1Y

J1)y—=x EENE
Cisco 10S XE Fuji 16.9.2 Thavwr RREAINEL
77

AUE =T A RZAA NTFXANEIT~ 7 04 ZBEEAT 51213, description ¥ — U —
REfHLET, B—A v ¥ —T o AEHEO~ 7 vl 1T 254, AT £ A Mk
IR L7~ 27 Dbl 9,

TE & MR35 121%, FiME EXEC *&— R C show parser macro description =~ > K& AJj L&

o

<t R

!l
ROBFITIL, A F—7 A ATHAZEINT D HEEZRLET,

(config-if)# macro description duplex settings

. AVA—T A RABLUN—FYz7av kR
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macro global .

macro global

A v FIZwrar@mAT o0, FHEFEAA v F LT 7 uzE@lBL 0T Ny 74512
Jsua—)Lary7 4 ¥al—3iarEF—RTmacroglobal 2~ R&EEHLET,

macro global {apply | trace} macro-name [parameter {value}][parameter {value}][parameter

{value}]
parameter
BX DA apply AL yFICv s hwf LET,
trace Ay FIlvr/naz@fL T~ naeT7 Ny 7 LET,
macro-name v/ uLERELET,
parameter value (EE) TDOAL vy FIRES N —BD/NT A —ZEEEE L

AR R TFIAILE

aAvU R E—F

EFT, &FE3IODF—U— REEDOMAGDOEE AN TEET,
IRTRA—H =T — RNOBETIH, KXFL/PIXFENXB S
F9, F—UV—FRTHERROLND L, TRTHIETHHEICEE
iz onET,

Zoawy NIET 740 FRTEEFEHD A,

Jua—)L a7 4 ¥ ab—3 3 (config)

avy RERE

FEREDAHA RS2

)

)1)—= EEANE
Cisco I0S XE Fuji 16.9.2 oavwr RBREAINEL
77

G =7BHNOKa~vr FOnoNN—Ya a2 AJLLEZET, A/ yFTESNZn—

V= aREEEIRTEET,

AV H—T =2 A~ a%iEAT 521, macro global apply macro-name =2~ > K&l L
ij_o

~suZfAL, v/ uET ANy 7 LT 7 —FIEET 7 — 2 513 5 121%, macro
global trace macro-name =~ > RZ&Z{EH L £9,

v /uE#EALzEE, LT —FIRET T DIl a~vy KRR LGS, <7
DIEEREEEY DO~ FEAL v FICEALET,

A108—Jx4Z2&UN—Fvz7av vk |



. macro global

A=A RELUN—FIz7 awvF |

—EOMEORN ) B TENIEL T H~ 7 nZlElT 256, parameter value — 7 — R & ] L
T, ZOAAL yFICEAOMEERELET,

F—U— FORETIE, RKXFELNXFERXBSNES, F—UV—FT-ERALNDL L, T
NHETDEICEES WA ONE S, F—UV—FPERIC-ET DL ThABRREWIFH|D—
HTHolL LT —HEE RSN T, ST LHHICESHIONET,

—HD~ 7 a2, NT A =X ERLERF—U — FRE £ E T, macroglobal apply
macro-name? 2~ K&+ 5L, v~/ 0 CHERELZ EFRRTEET, F—UV—NiE%
ATEFICv 7 ar@f Lizse, a~vr FIZEG L2, ~7aidEHEShEEA,

AA v F VT RNz TIE, VAT T 7 4L b Smartports ¥ 7 B RAHOIAENTONET, =
nNoo~wr7uea~y Rk, =—4% EXEC £— KT show parser macro 2~ > R&{f L CTH
RTEET,

AA FNZV AT 7 4 /L b Smartports ¥ 7 B AT 5 & XL, IROFEREFHICES T
éb\o

c A v T EOTRTO~ I niFRKrd HIZIE, showparser macro 2~ R&EMH L ET,
KrED~ 7 v OWNE & FaT 5HIT1E, show parser macro name macro-name =2~ >~ K % {i#
HALET,

*$THHEDF—TU— FIZiX, —BEO/NT A—FENRMETT, parameter value ¥—7 — K
EHEALTC, REREEZ AT 74V b7 2 TBEMLET,

VAT T AN IS EN) XLTFEFEHLTWDOT, MEAX—T — REikh]3
LD ET, v 7 a2 BT 256, S LW XFEFEM LEF—TY— FOERIZ
IEHIRR2 N 0 8 A,

~ 7k ALy FICHEAT LG, v/ B APHBIRICA A v FITBIMENE T, show
running-config 2~ > FZ2EHAT 5 &, HINWca~vr FBLIWN~ 7 a4 2R R TEET,

1

macro autoexecute 2~ RZEA L TH LW~ B 2{ER L% T, O~/ %
AA v FITHEATEET, ROBITIE, simp~7 nz KRt 55E BIOZEDO~”
nxMHLTHRA M ET A M F— NZERE L, IP precedence % 7 [ZFET 5 Hik
e LET,

Device# show parser macro name snmp
Macro name : snmp
Macro type : customizable

#enable port security, linkup, and linkdown traps
snmp-server enable traps port-security
snmp-server enable traps linkup

snmp-server enable traps linkdown

#set snmp-server host

snmp-server host ADDRESS

#set SNMP trap notifications precedence
snmp-server ip precedence VALUE

. AVB—TIARBLUN—FYz7avU kR
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macro global .

Device (config) # macro global apply snmp ADDRESS test-server VALUE 7

~7v%T Ny 73 5HIZIE, macroglobaltrace 2~ K& LT, ~7/ & AA v
FICHEA LT EDO~ 7 O L ELITRETT — &I TEET, ZOHITIL,
ADDRESS/XT A — X AN AT ENTWEH A, snmp-server host =~ > R34 L C
B, ~7 000 OHSNAL v FIZEA S TNET,

Device (config) # macro global trace snmp VALUE 7

Applying command. .. ‘snmp-server enable traps port-security’
Applying command. .. ‘snmp-server enable traps linkup’
Applying command. .. ‘snmp-server enable traps linkdown’
Applying command. .. ‘snmp-server host’

%Error Unknown error.

Applying command. .. ‘snmp-server ip precedence 7'
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. macro global description

A=A RELUN—FIz7 awvF |

macro global description

2y FIZHEM S ND~ 7 BIZOWTORBAEZANTHIE, Fe—b a7 4 Fab—
3 F— F T macroglobal description =~ > F&EM LET, HBAZHEIRT 510, Z0
a~vr ROono B EHHLET,

macr o global description text

no macro global description text

B DEREA

AR R TFIAILE

ATV R E—F

description text 2A wFICHEA ST~ 7 2z oW T O
EANNLET,

Zoawy NIZET 740 FREEFHD A,

Jua—)L a7 4 ¥ 2 b—3 3 (config)

2v L FRE

FEREDAA RS2

)1)—= EERNE
Cisco I0S XE Fuji 16.9.2 Zoavy RREAINEL
7

AA Yy FIZA A N THFANERILY 7 v &2 AT 5121%, description F— U — R &[]
LET, O~ aPlAL v FIZHEA SN TV DG, ST F 2 MIR#ZICEH Sz~
7 mOF IR £7,

T A TERT DI2IE, FitE EXEC & — K T show parser macro description =~ > K& A )L %
R

!l
WOBITIE, AA v FITHA BN 5 HikERLET,

Device (config) # macro global description udld aggressive mode enabled
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max-endpoints (COAP A% o> 74 F¥alL—3Y) .

max-endpoints (COAPOX>a T4 Fal—3Y)

TNAATEEHETE LT FiRA ¥ PORKRBEIRET HI121E, COAPTRnFy a7 4 Fa
L—v 3 v E— R Tmax-endpointsa~ > RZMEHLET, 774V FEREICETIZIZ, 20
a<vr ROnoBERAFEHRLET,

max-endpoints number
no max-endpoints

XDt number I 1 ~ 500 T,

ARV EFI4NE T IANIOTZL RAA ML 10 TT,

ATV R E—F COAP 7u%y a7 4 X2 L—3 3 (config-coap-proxy)
A%y FEE 1y—2 KERNE
Cisco 10S XE Fuji 16.9.2 Zoavwr RREAINEL

776

FEREOHA KSA > COAP7 Xy a7 4 X2l —alryET—RIT 7R TAH 0L, Fe—)Lar7 X
L— a3y E—RFRTcoapproxy 2~ K& AT LET,

451
WRIZ, TNRAATHEETEDLZ Y RRAV FOBRKEE RICEET A0 2R LET,

Device (config) # coap proxy
Device (config-coap-proxy) # max-endpoints 12
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. mdix auto

mdix auto

BX DA

AU RTIAIE

ATV R E—F

A=A RELUN—FIz7 awvF |

A H—7 = A AT Automatic Medium-Dependent Interface Crossover (Auto MDIX) H#E% A
F—=T T HIZEF, AV F—Tx2Af AT 4 Fal—v 3y E— KTmdixauto 2+
RZfEHLET, Auto MDIX 27 4 £ —7 /LI F5I121E, ZOa~vr RO noBRAMH L E
£

mdix auto
no mdix auto

Zoaxy FIFGIEERLITF—UV—FEdH D £HA,
Auto MDIX (%, A X—7 L TT,

AV H =Tz A7 4 X2l — 3 (config-if)

av Y RERE

EREDAARZA4

)1y—= EENE
Cisco IOS XE Fuji 16.9.2 Zoavwr RPREAINEL
72,

AutoMDIX 23 A R —T WA, A v X —T7 = A THERNCHKERr—T N5 2 A 7 (A
Mo—hERF7rR) Z2HREL, Bz EUIICEELET,

A B —T x4 ZD Auto MDIX Z A R — 7 /2T HEE1E. BENETICEET S L 91z,
AU HE =T 2 A AREET 27y 7 A auto IZRETHLENH D 4,

Auto MDIX 78 (HE LT 27 Ly 7 ZOHEIRAT = —T gL L HIT) kT oA 2 —
7 2 A AD—HE BTG TA =T NOFERE, r—T W 447 (A v—FEkiEzn
2) WARETHY V7 RT v 7 LET,

Auto-MDIX (X, 93T 10/100 35 X T 10/100/1000 Mbps 1 > % —7 = A A LB LW
10/100/1000BASE-T/TX Small Form-Factor Pluggable (SFP) €Y =2 —/)L A V¥ —7 = A A LT
A—FENFEF, 1000BASE-SX F 721 1000BASE-LX SFP £V =—/L A V' X —7 = A A TiX
FAR—FEINFEFA,

A H—T = A AD Auto-MDIX OFENMER T — b+ ZHEZR T 5121%, show controllers
ethernet-controller interface-id phy %## EXEC =~ R&Z A) L £,

wOFITIX, A— kD Auto MDIX ZH 32T 5 HiEEZ R LET,

Device# configure terminal

Device (config) # interface gigabitethernetl/0/1
Device (config-if) # speed auto

Device (config-if) # duplex auto

Device (config-if)# mdix auto

Device (config-if)# end
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network-policy .

network-policy

AVHE—=T 2 A AZFYy NI—I R —Ta 77 A NVEBATHINE, A X —T (A
a7 4 Fab— g E— R Tnetwork-policy 2~ > REFHALET, AU —%HIFRT 5
ik, Zoa<vr FonoBXRE2mHALET,

network-policy profile-number
no network-policy

BX DA

AR TFIAILE

aAvU kR E—F

profilenumber ¢ > % —7 = 4 RICHEATHF Y hT—27 R v—TF a7 7 A L&

Fv NT—2 R o—Ta7r A VTEAINEEA,

AB—TxzA A AT 4F2b— 3 (config-if)

avy FERE

FEREDHA K4V

)1)—= EEANE
Cisco 10S XE Fuji 16.9.2 Zoavwy RBNEAINEL
776

AVE—=T oA AT T 7 A NVEHEHT HIZIE, network-policy profilenumber 1 > % —7 =
A A a7 4Fal—varyavr REFHALET,

BONCHE Yy NT—2 R >— 7 a7 7 A VERET DHE. A% —7 x4 A switchport
voicevlan 2~ > R&HEH TE £H A, 7272 L., switchportvoicevlan vian-id 3§ CiZA & —
Tz AARICHRESNTWAEAE, XYy NI—I RV v—Ta 77 A Vel ¥ —T A A L
WCHATEET, Z0%, A v ¥ —T7 =4 AL, WHISWZEFR 72355V 7)Y v 7 VLAN
Iy NI—=I R —TFuT7r A VEHERLET,

WO T, /£ F—T A AZFR Yy NT—I R —TFaT77AL60 Z@EHT5H
FHiEERLET,

Device (config) # interface gigabitethernetl/0/1
Device (config-if) # network-policy 60
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. network-policy profile (JO—/\)L 3> T4 FalL—3Y)

network-policyprofile (/' O0—/\)La> T4 X2l — 3

V)

Iy MU= R =T a7 7 A VEERL, *y hV—2 R v—ar 74 ¥alb—vs
YE— RERBTHICE, FTr—rL a7 F a2 b—3 g v F— R T network-policy profile
av P LES, RV —ZHRLT, Zrn— L a7 fal—ar E— R
RAHICIE, Zoa~vy FonoBAE#EMLET,

networ k-policy profile profile-number
no network-policy profile profile-number

BX DA

AR R FIHILbE

aAvU R E—F

profilenumber % h U —2 R — a7 7 A FK S, FHETE HHHIL 1 ~ 4294967295
/C\‘j—o

Fy FT—U RV —FaTd 7 A UIEZSNTWER A,

Jua—s ) ary7 4 Xalb— 3 (config)

avy FERE

FEREDHA K54V

)= EENE
Cisco 10S XE Fuji 16.9.2 Ioavwr RBREAINEL
776

Ta7rANEER L, Fy NT—I KR =TTy A arT 4 FXal—arET—R
ZBRtET 5 121E. network-policy profile 7o —/ 3L 7 4 o Lb—3g v a~< 2 Rafli
LET,

Ky b= RV —TFaT s AN AT 4 Fal— g F— FH 5 EXEC T— FiC
RAGE1T, exit a~> FEANLET,

Fy MU= R) =TT 7f v ar7 1 Falb—art—RFOEAE VLAN, Class of
Service (CoS) . Diffserv =— R 7R+ & (DSCP) Ofi, BLOHX ¥ 7 £— NEIEET D
ZET, BFEBLOEFR VI TV THOT T s A NVEERT A Z LN TEET,

Ihoo7a 7y A OEMIL, Link Layer Discovery Protocol for Media Endpoint Devices
(LLDP-MED) @ network-policy Time Length Value (TLV) 28 £ E T,

WOBEITIE, v hI—27 R —Fa 77460 BVERT D HEEFRLET,

Device (config) # network-policy profile 60
Device (config-network-policy) #
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port-dtls (COAP FO%% avTs%aL—>av) |

port-dtls (COAP OFx> a2 74 FXalL—3Y)

Datagram Transport Layer Security (DTLS) O — h & ET HI21E, COAP F'r¥x v a7 4
Fal—TarE—RTportdtlsa~> FEEHLES, 7740 MREICERTITIE, 20
avy ROnoREFEHLET,

port-dtls number
no port-dtls

XDt number #PHIZ 1 ~ 65000 T1,

ARV R FI4INE T TAN DR — L5683 TT,

ATV R E—F COAP 7u%y a7 4 X2 L—3 3 (config-coap-proxy)
A%y FEE 1y—2 KERNE
Cisco 10S XE Fuji 16.9.2 Zoavwr RREAINEL

776

FEREOHA KSA > COAP7 Xy a7 4 X2l —alryET—RIT 7R TAH 0L, Fe—)Lar7 X
L— a3y E—RFRTcoapproxy 2~ K& AT LET,

451
Wiz, DTLS OAR— F&RETHH 2~ LET,

Device (config) # coap proxy
Device (config-coap-proxy)# port-dtls 5899

18— x4Z2B&UN—Fvz7avrF ]
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. port-unsecure (COAP 0% VT4 F¥alL—3Y)

port-unsecure (COAP7OF > J44Fal—3Y)

N— MR ETHITIE, COAP 7 ¥xy a7 X a2 b—3 3 F— R T port-unsecure =<
YREFERALET, TN EREICETICE, Zoavr FOono BXEHEHLET,

port-unsecur e number
no port-dtls

X DA number T 1 ~ 65000 T,

ARV ERFI4INE T TAN DR — L5683 TT,

AT R E—F COAP 7u %y a7 4 X2 L—3 3 (config-coap-proxy)
av Y REE =2 RENS
Cisco 10S XE Fuji 16.9.2 Zoavr RREAINEL

776

FERLEOHA KSq4y COAPTuFx a7 4Fal—arE®—RNIT77E8ATH20E, Fe—bar7 o Xa
L—y 3 F— R Tcoapproxy 2~ K& A LET,

1
wIZ, R— b aRETLH2RLET,

Device (config) # coap proxy
Device (config-coap-proxy)# port-unsecure 5899

B T A RBEUN—FKY 7 aTUFR
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power inline .

power inline

Power over Ethernet (PoE) "— h CEBEEHE— REZRETAITIE. AV F—T =2 A a3
T4 F¥al—v a3y ET—RTpowe inlinea~> REFHALET, 7740 FREICETIC
X, Zoa<r FonoBERXEHEHLET,

power inline {auto [max max-wattage] | never | port priority {high |low} |static [max
max-wattage] }
no power inline {auto|never | port priority {high |low} | static [max max-wattage]}

WX OB ato TEEBORI & A X —7 L
WCLET, +ORENRD D
HaE, HEEOBHZIZ PoE
N— MIEEZBBHIZENY
BTET, B H T B
SNEIEF CHbhET,

max max-wattage (TR A— Mo ah s
EHEHIBRLES, FRETE
%A X 4000 ~ 30000 mW T
T EEEE LRWGEIT,
RRENPAE SN ET,

never LEOKRE &R — F~DE
i rr o v—7 I L E
7,

port R—=FOERTITA VT 4

ERELET, 774D
B IT [Low] T,

priority {high|low} R—bOBERTTAA4) T 4
ixE LET, ERICEERN
BAELESGAICE, K774
FUVT 4 & LTHRESNTY
L= M RERANCA 71T
D, 7794 F VT 2& LT
RE I NT=AR— MIfxk®BICA
T2 VET, TT7ANLERD
ESGHE 1Y [Low] T,

A108—Jx4Z2&UN—Fvz7av vk |



. power inline

A=A RELUN—FIz7 awvF |

static ZEMEEOMME A X —T L
WCLET, A v TFBRZET
N%X%@mﬁé% Z. R—
N ~DES HFRNTEID 4T
i#(%%bi#)o_®7
JvavilioT, £ X —
7 A RCER ST T A
ACHoE N EZ TS Z

EMTEET,
ATV RFI4ILN T 74N MTauto (fF—T ) TT,
R v ML, 30,000 mW T,
FTIHINVEIDR—K FI7A4F VT 4 1FETT,
ATV RFIFNE AVH—Tz2A A AT 4 Fal— 3 (config-if)
avy FER Jjy—= EENE
Cisco 10S XE Fuji 16.9.2 Ioavwr RBREAINEL
7=

FEREDHA KS4 Y

ZPDa<wy KL, PoEXGEA— FEFTHR—FENTWET, PoE RV EAE— FINTWRWN
A= CZDa~vr REANTDIE, ROZT— A vE—UNRERINET,

Device (config) # interface gigabitethernetl/0/1
Device (config-if)# power inline auto

~

% Invalid input detected at '”~' marker.

AA v F AL I TlE, TOa~<wy RiZPoEEZ YR —FLTWAARK v 7 DOEFR— hTHR—
FENET,

max max-wattage 47> a U EMH LT, ZET A AOBEBNIBHIREZB 22V E 21 LET,
ZOREIZEL T, ZET A ARKRKRY v ML Y 2 \WE )% %K 7 5 Cisco Discovery
Protocol (CDP) A vt —V%EETHE, A v FIIAR— F~ENEMHGE L EHA, ZEE
EDIEEE 7 7 ADI KNI RY v MREBA D & A v FIFELEICEN MG L EE A,
X, Fr—SVENNY =y MCELNET,

\}

G¥)

0 F£7/21F Class 3 EEIZE 2 G LEF A,

power inline max max-wattage =~ > N3 30 W Kl Z5XE SNV TV DS, A A » F X Class

AA T PNZET NA A~OEB NI EIELT 285G (ZET /3 AR CDP A vEe—T %
CCHIREZBZ B2 ERT D56, £7IXIEEE 7 7 AR KENR KT v MEaE#Bz2 <
WAHEE) . PoEAR— Mdpower-deny 27— MMZ7e D 9, A v FIE VAT LA vE—T%

. AVB—TIARBLUN—FYz7avU kR
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3l

power inline .

ER% L, show power inline ### EXEC =~ R /1D Oper 7 7 12 power-deny 233~ S E
D

R—=MIEWTTA AV T 4 %252 5IT1E, powerlnllnestatlcmaxmaxwattage o<y K&
ﬁHLiT AA v FIE, auto E— FIZERE IR — MZ ZE Y YT HETZ, static E—

RIZERESNT=AR— MZPoEEE D ¥ TEJ, A1 v FIL, &Eﬁ*ﬁh‘ji SRR E SN T
WADGEIL, AZT 47 R— NOBNEMHEERLET, I EER2WEEIT, A— b
DYy N7 RBENENCERR . A¥T 4 v 7 R— b NOBBNIBHEHRINET, A1 >
Tl BRESNTZHRRY v MEaER— MIEID Y TES, ZOMHEIE, [EEE 7 7 A E 3% E
TNAAZAMBD CDP A v E—VIZ R > TlEiEND 2 & 1TH Y A, EHREREID YT
ENTVWLDT, IRV y MU T OB EHEHTHZET NA AZ, AX¥T 4 v 7 F—RIC
T%ﬁ'«/hénfb\niﬂ?ﬁrﬂ%nﬁéﬂifr 7212 L. BT XA ADIEEE 7 7 ANKRKT v MK
BBADHE, AL v FITEEICENEZME LETA, CDPA v E—V 2@ U CRET /3 AN
WAy MEEEA & %%*L’Cb\é AL TS DE, ZETAA AR Y v
N LET,

AR— K23 static B— ROBWEICAAL v FRENEEIE D Y TTEXRWEE (e 2iE, &N
NP xy MEERPRTTIZHOEBEIR — N ETIZAX T 4 v 7 A= MZE D ETHNTWDAR
L) L RMOAvE—UNFRIILET, Command rejected: power inline static: pwr not available,
R— hOREX, TOFFEEHEINETA,

power inline auto % 7= 1% power inline static ‘/5’ Tz A Ay 74 FXal—vayavy
REEHLTHR—FERETHE, A= MIREINTCHEE LT 27 Ly 7 AFREEMEH LT
BEfxr2vo—ra v LET, i, %*7A411%6mk9ﬂ BfRe <. B S Lz
WEOEEMZ BT 5 DITHETY, BB SN, A v FidA v F—T =
A2&VEY FT2ZLRL RESNCHEELT 27 Ly 7 ARELEHLTA ¥ —T =
A AZN—Ra—RLET,

power inlinenever =2~ > REMFEH L CTHR— FNEHRET DL L. A— MIREINHE L
Ly 7 ZAREICRY £7,

= MIVAaBDZET /N AR STV A A1, power inlinenever 2~ 2 R TR —
]\%E&TEL&CDVC< I, RIERY 7T v TBRAET, AR— b3 errdisable 27— MI72 5
REVERH VD £77,

power inline port priority {high | Iow} a<wy REMFEHALT, POER— NOERTIZA 4V T«
ERELET, BHNPRRLEEACE, BOFR—F 7T 4V T 0 THR— MRS T
HZBT NAAN, £T, vrv I 5’ v ENET,

FRE & HERR T DI, show power inlineEXEC =2~ > K& AN LET,

WOHFITIE, AL v F ETZET AL AOKEZ A R2—7 112 L, PoE &~— MZHEH)
MNZE N MG T 2 HiEE R LET,

Device (config) # interface gigabitethernetl/0/2
Device (config-if)# power inline auto

KIZ. Class | £721% Class2 D2 BT A AxZ P AND Lo, AA vF - TPoE
A= FERETLHHERLET,

A108—Jx4Z2&UN—Fvz7av vk |



A=A RELUN—FIz7 awvF |
. power inline

Device (config) # interface gigabitethernetl/0/2
Device (config-if) # power inline auto max 7000

ROFITIE, ZEEEORMNEZT + E—7 ML, A1 vF ETPoE RN— F~DE
s 2tF kT 2 Tk E R LET,

Device (config) # interface gigabitethernetl/0/2
Device (config-if)# power inline never

WOHFITIL, BIRICEENBE LG EICREDR— D1 OBy vy ME T &R
5L, A= DT IT7AF VT 4 Z@IIHET D HFEEZRLET,

Device (config) # interface gigabitethernetl/0/2
Device (config-if)# power inline port priority high

. AVA—T A RABLUN—FYz7av kR
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power inline police .

power inline police

ZEBTNAARATITNEA NENEEDORY) Vo T oA RX—TMIT DI, A F— 7::4’
A Ay 7 4F¥alb— a3 F— KT powerinlinepolice =~ K& LET, ZO%RE
FAE—T T HITE, Zoavr FonoEREZHHA L ET,

power inline police [action {errdisable|log}]
no power inline police

B DEREA

AR R TFIAILE

ATV R E—F

action EE) VT NEA LOBSIWHENR— b ORKEHE D Y CTE2BEE LS
errdisable B K= b ~OBNEATIZTEEI . TS RAERELET, 2T
THN DT 7 a Al F9,

action log (EE) VT NEZA LDOBESTEENR— P ORRKESEN Y TE2EE LT
B ERINTWDT AN, ZA~DENEMIG LRB S, T /31 A7) syslog
Ao—UEAERTDEIIICHELET,

FRAZADY T NVEA LOBEBIHEORY 713, T4 ®—TNVTT,

AB—Tx2A A AT 4F2b— 3 (config-if)

2v L FRE

EREDAARZA

Ji)y—= EEANE
Cisco I0S XE Fuji 16.9.2 Zoavwr RPREAINEL
77

Z O KX, Powerof Ethernet (PoE) XA — FDHTHR— I TWEJ, PoE &V
R=FLTWARWNWT NS ZAEFIR—=FTIDa~vr REANTILE, 2T —RA vt —URE
RENET,

AA v F AL 7 TlE, ZOa<wr Fit, POEBLI QY 7L F A DENMEET=F) T &Y
R—=FLTWBERHF v I DAL v TFFFIAR— b THR—FINFET,

VTN EADLDEIEEDORY) S TNAR—TNTHIEE, ZET A ANED B THN
FPTERRENIVEZSOBEZEET DL, T AL LET,

POEMNA X —T N THDIEGE. T RAIZEBTNA ADY TIVE A LAOBEIIEE RN L E
T, ZOMREIZ. R — =X )T E I — v T nbnET, £ TS
ANFNT— R o T RE R L CIEERENEZRY V7 LET,

NI —=RY L TRAFZ=T NV THDIHE. 73 AFRDIEDWT A0 I TPoE AR — b
DIy FATENLELT, ZNHDED 1 SEMEHLET,

1. power inlineauto max max-wattage f > ¥ —7 = A A a7 4 F a2l —ar avr NE
7213 power inlinestatic max max-wattage f > % —7 = A a7 4 F a2 b — g avy
REASN LI IR — b ECHFRISN2ENEZHIRT 52— EROE S L~L,

A108—Jx4Z2&UN—Fvz7av vk |



A=A RELUN—FIz7 awvF |
. power inline police

2. T AT, CDPARNY—RAv = — g VETZIXIEEE 3B L O LLPD E )R T = —
va e LT, EEOMHEMLHENBBIICRESNET,

71y NATEIEOEE FEHTRE LLRWSESE, 735 AL, CDPENXTv=— 3 F7
IXT /A ADIEEE & LLDP B I v —v a U2 L CHEMICEEZRE L £,
CDP 721X LLDP 234 12— 7 LV TRWGAIX, 774/ MED 30W REH S vET, 7272
L. CDP £721% LLDP 282V A 1T, 15400 ~ 30000 mW DfEAS CDP %3k % 7213 LLDP %k
TEFIZESNTEHID Y ToNDT2D, T34 ATI54W B2 DEIOEENT /NA ZAIND
FAESNETA, ZET /A ANCDP £/2IXLLDP DR AT —3 9 7R LIZ 154 W 2 %
LENEWEET LA, EEITRKER Imax OFIRICER L, Ik KRELZE 2 5 BRI E S
D EWND lcUtFEENHAET HAEEMENH D 7, HOERE AND £ T, A— MIEERE
DEFIZRD ET, A= FEGMIC 15SAWE B2 TRESND L, T4 7RV IEINE
7

PoE+ AR — MBS TWDEZET A ANFHEE L, #J TLV TCDP /N7 v M E 2k
LLDP /37 v M WEE SNDEHA. T3 AIRAIDO /v hOBE /IR — a7 b
anEuy L, TOMOTe harnbOENERINE LEHA, 2EE, T8 20
CDPIZm v 7 SNLTWAEE, LLDPERZEET LT A AZE N EME L ETA, T34
AMCDPIZH v 7 ST TCDP T 4 B —T7 M52854, T34 A% LLDP EJRER
WIREET, 778 OBERNS ALV ET, ZORA. ZET A A HRLE)
TOHLENRH Y F9,

NI —=RY U TRARX—=TNThLGE. 75 ALV TNV Z A LOET)HEE % PoEAR— k
WZEID Y THONTRKEN LB LT, WEBENEZRY o7 LET, EENPERRKEEY Y
T (E73 Ay A 7E)) #B25E 2R —FTHEHLTWDLEAE. A4 T TlE, A—
M~OENPHEN A 712 SN D D, FTITEEEICE ) 2 U8 L7223 B syslog A B — VD3R
ENTLED (AR— k LED i34 L o P/ sk NEFINET,

« R— b ~OB N E A 7IZ LT, A— M & error-disabled A7 — h &5 K 5731 2%

WIET HITIL, power inlinepolicef v X —7 A A a7 4 Fal—vary av KE
AL ET,

HEEICENEMIB LN D, syslog A v =T HAERT DL DT A AERET DI,
power inline policeactionlog =~ > R&EH L £,

actionlog ¥ —7— REZ AN LBRWGEDT 74NV OT 7 aid, F—rD¥ vy v b X7
V. R— " ~DOEB B OA T BILUOR— b % PoE error-disabled A7 — MIBITIZR D F
7, PoE 7R — k% error-disabled 27— F 726 HENICEIE T2 L 9 3%ET 5L, errdisable
detect causeinline-power 7 o — 3L 237 4 ¥ a2 b— g a<wy R&MH LT, PoEJfA
(2%} % error-disabled 2 1 % 1 % — 7 /L2 L C, errdisablerecovery causeinline-power interval
interval 7o — L a7 4 X2 b—3 gy awr REMH LT, PoE error-disabled J5 [ o [a]
WIA~—" A X—TNVITLET,

A

RE KU IRT AT N ChBEE, T ARH— MIEY ST BN RS LY
£ OREMELTHILSNARVTD, 7/ ACEBRBE 5D HADBDY ET,

. AVB—TIARBLUN—FYz7avU kR
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power inline police .

R A ERT 521X, show power inline police £ EXEC 2~ > R&E AN LET,
#l ROBITIE, BIWEDOEY o T F—=7/MILT, T/ ADPoEAR—hT

syslog A v B—VHERT HEIT AL RERET D HEERLET,

Device (config) # interface gigabitethernetl/0/2
Device (config-if)# power inline police action log

A108—Jx4Z2&UN—Fvz7av vk |



. power supply

A=A RELUN—FIz7 awvF |

power supply

AL FONGERZHER L OEHT 5121%, F7H EXEC ©— R C power supply =~ > K
EHEALET,

power supply stack-member-number slot {A | B} {off | on}

BX DA

stack-member -number NERERET DAY v 7 A \Fe, FHETE D
PRI, 2%y ZNDAA v FOEITIELT1I~9 TY,

ZDONRTA=LZFE, AZ y VIR AA v F T THEMAT

AU R TFI4ILE

TET,
slot BRET DAL v T OERZ RN ET,
A Ay b ADERZIERLET,
B 2wy b BOERCERLET,

GE)  BBFEAny LBIE, A v FOIMUIT DI
e R A= N

off AA v FOEREATITHELET,

on AA v FDOERE A ANTRELET,

AA o FOBEIRNA AR £97,

ATy R E—FR ¥5HE EXEC
avy FERE J1)—x EENE
Cisco I0S XE Fuji 16.9.2 Zoawry RRNEASREL

FEREDHA FS1 Y

3l

776

power supply =~ > Rit, AL v FELEFTRTCOAL v FREALT Ty F 74— L THDA
Ay FREy ZIZHEMINET,

RU7T7 Y N7 =LA v FEFLAL v F AKX v 7 TlE, dot {A|B} off £72i% on F—
T—RDOANFNCAZ v 7 A ARERETDHIVLENDH D 7,

77 4V FEREICETIZIE, power supply stack-member-number on =~ > K& L 9,
E w ST A I2IE, show env power F5# EXEC =2~ K& A LET,

WIZ, Avy b ADOBREEELA 7ICRET D012~ LET,

. AVA—T A RABLUN—FYz7av kR
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power supply .

Device> power supply 2 slot A off

Disabling Power supply A may result in a power loss to PoE devices and/or switches
Continue? (yes/[no]): yes

Device

Jun 10 04:52:54.389: SPLATFORM ENV-6-FRU PS OIR: FRU Power Supply 1 powered off
Jun 10 04:52:56.717: SPLATFORM ENV-1-FAN NOT PRESENT: Fan is not present

wIZ, Ay b ADOERIEEEZ A CRET L0 RLET,

Device> power supply 1 slot B on
Jun 10 04:54:39.600: SPLATFORM ENV-6-FRU_PS OIR: FRU Power Supply 1 powered on

&IZ. show env power 2~ > RO IHIZR L 9,

Device> show env power
SW PID Serial# Status Sys Pwr PoE Pwr Watts

1A PWR-1RUC2-640WAC DCB1705B05B OK Good Good 250/390
1B Not Present

A108—Jx4Z2&UN—Fvz7av vk |



A=A RELUN—FIz7 awvF |

. resource directory (COAP 70X 2> T4 Xal—3Y)

resourcedirectory (COAP 7OX> a2 744 FXal—3

.

>)
AA v FINCOAP 7 FA T FE LTENETCE D2 =F Y AN T v AN =L Y —ZD
FA4 L7 NP —RERETHITIE. COAPFuxs a7 4 Falb—i g F— R Tresource
directory 2~ REMFEHLET, 774V MREICETIZIE, ZOa<wr RO no BRAEH
LET,
resource directory 2~ > RZEH LT, ipvd £721Lipv6 DZENEIZDONT, FERK52DIP Y
A NERETEET,
resourcedirectory {ipv4 | ipv6}[ip-address]
no resource directory

BX DA ipv4 ip-address IPv4d 7 FL2AZHELET,
ipv6 ip-address IPv6 7 KL AZFRE LT,

AR E—F

COAP 7Vm ¥ a7 4 ¥ 2 L—3 3 (config-coap-proxy)

avy FERE

EREDAA RZA4 Y

)1)—2= EEARE
Cisco I0S XE Fuji 16.9.2 Zoavwr RpREAINEL
77

COAP7BFL arv 7 4FXal—ralryE—RIT7Z78ATHIZE, F/n— a7 %=
L—y g3 E—RKTcoapproxy 2~ K& AN LET,

151
WIZ, AA FNCOAPZ FA T FE LTEMECEAZ=F Y AT v 7 AR —
LY —=ADT 4 L7 NP —NERETHHERLET,

Device (config) # coap proxy
Device (config-coap-proxy) # resource-directory ipv4 192.168.1.1

. AVA—T A RABLUN—FYz7av kR
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security (COAP 7O%> a7 %aL—v32) [

security (COAP 7OX> a2 J4FXal—23)

CoAP X =2 U T 4 HREZ R ET HI2IE, COAP 7rF Yy a7 4 Fal—var T—RKT
security 2~ REMHLES, 7740 MREICRETICE, Z0a~vr FonoB A H L
£,

security {none[{ipv4 { ip-addressip-mask/prefix} | ipv6{ ip-addressip-mask/prefix;} | list {ipv4-list-name
ipve-list-name} }] | dtls {[id-trustpoint {identity-trustpoint label} ][verification-trustpoint {
verification-trustpoint}] | [{ipv4 { ip-address ip-mask/prefix} | ipv6{ ip-address ip-mask/prefix;} |

list {ipv4-list-name ipv6-list-name} }1} }

no security
X DA none ZOR=MMZEF 2T 4NN EE2RLET,
GE) HRKRTSODIPVET RL AL S5ODIPv6 7 KL R % B )
FAHZENTEET,
dtls DTLS X =2 VT 4%, 733 THDHRSA NTF A RFA vk Efa
FER T A RKRA L FEELET, 1.1.0.0255.255.0.0 FE F 7 A bR A
VR & Il OB — N T ILE T,
GE) BARTSODIPVAT KL AL 55D IPv6 7 K1 R % Bt
5 ENTEET,
AT R E—F COAP 7u ¥y a7 4 X2 L—3 3 (config-coap-proxy)
av Y FER Jiy—=x EENA

Cisco IOS XE Fuji 16.9.2 Zoavwy RpREAINEL

776

FEREDHA KSq4y COAPTRFL a7 4Xal—aryE—NI7278ATLI2T, Fm— b a7 1¥a
L—3y 3y F—RTcoapproxy 2~> K&E A LET,

il
WIZ, R=bztxa VT 4R LICRET DB EZRLET,

Device (config) # coap proxy
Device (config-coap-proxy)# security none ipv4 1.1.0.0 255.255.0.0

A108—Jx4Z2&UN—Fvz7av vk |



. shell trigger

shell trigger

A=A RELUN—FIz7 awvF |

AR NN A—EERT DR, Ze—b a7 4 X2 b—3 32— KTshdl trigger
awr REHHALETS, NI T—2HIRT 5%, Coavr FonoBRA AL ET,

shell trigger identifier description

no shell trigger identifier description

B DEREA

aAavY R TFI4ILk

ATV R E—F

identifier AR NUT—IDEBELET, ZOID ZHETD
A, LFICAR—=ZARNA, 7 o AN TL 12 E
AN

description AR N —OFBALERRELET,

VAT ANEFDA N MY H—
« CISCO_DMP_EVENT
- CISCO_IPVSC_AUTO_EVENT
- CISCO_PHONE_EVENT
« CISCO_SWITCH_EVENT
« CISCO_ROUTER_EVENT
« CISCO_WIRELESS AP _EVENT
- CISCO_WIRELESS LIGHTWEIGHT AP_EVENT

Jua—)L a7 4 ¥ 2 b—3 3 (config)

avy FERE

FEREDAHA RS2

)1y—= EERNE
Cisco I0S XE Fuji 16.9.2 Zoavwry RBREAINEL
77

macro auto device 8 L " macroautoexecute 7 o — )L 237 4 X2 b—v g a2 KT
AT 572002~ EFZ A X b M) H—%ERT 200, Zoa<r REfERALET,

IEEE 802 1X FBREZ M L TV AEHAILH A T I v 7 T3 ARHIZRHETE 5 L o151
L. AN EEDOT auto-smart-port=event trigger % Y7 — k95 X 9 {2 RADIUS 2
REY—NZRRELET,

1

W OFITIE, RADIUS MAB EVENT &\ ) 2—HFEZRDA X2 b b U H—ZERKT
%Ik E R LUET,

. AVA—T A RABLUN—FYz7av kR
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shell trigger .

Device (config) # shell trigger RADIUS_MAB EVENT MAC_AuthBypass Event
Device (config) # end

A108—Jx4Z2&UN—Fvz7av vk |
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. show beacon all

show beacon all

FNAALEDOE—a LED D AT — X A& FK/R~T 5H121%, $iME EXEC = — KT show beacon
al a~> K2R LET,

show beacon {rp {active | standby} | dot dot-number } |all}

X DEREA rp {active | standby} P —2 Y LED DAT— X A5 ERT BT
T AT ERIFIAZ L RAA DAL v FHIGEL
\i—g—o
slot slot-num B —a LED DAT —H AR RTHAD v
MERRTELET,
all TRTCOE—aLEDDAT —X A&EFKRL
i‘é—o
avy FERE )1)y—Xx EENE
Cisco 10S XE Fuji 16.9.2 Toawry RREASHEL
776

ATVRFEIFIR DAV URITE TIANVMRERH Y EH A,

avY RE—FR ¥rHE EXEC (#)

FEHEDAA KS4y TRTOE—a L LEDDAT —H A% d 51213, showbeaconall =~ > F&AEH L £ T,

show beacon all 1< > KO H Hl,

Device#show beacon all
Switch# Beacon Status

show beaconrp 21 < > KD A,

Device#show beacon rp active
Switch# Beacon Status

Device#show beacon slot 1
Switch# Beacon Status

. AVA—T A RABLUN—FYz7av kR
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show coap dtls endpoints .

show coap dtls endpoints

AU R TIHIE

ATV R E—F

CoAP DTLS = KR A ¥ & FA-T HITIE, =—W EXEC & — FE 721357 EXEC £— KT
show coap dtlsendpoints =~ > K& H L £9°,

show coap dtls endpoints
Zoawy RZFSIEELEFF—TU—REH D A,

z.— EXEC (>)
F5HE EXEC (#)

2 FRE

1)) —= EENE

Cisco 10S XE Fuji 16.9.2 Zoavwr RREAINEL
776

£

wIZ, CoAPDTLS = KiRA v &R+ 2502~ LET,

Device# show coap dtls endpoints
# Index StateString StateValue Port IP

A108—Jx4Z2&UN—Fvz7av vk |



. show coap endpoints

A=A RELUN—FIz7 awvF |

show coap endpoints

aAav>v R TFI4ILk

AR E—F

CoAP = RARA v M &FRT HITIE, = —H EXEC ®— N F 7213454 EXEC & — KT show
coap endpoints =~ > R&# A L £9,

show coap endpoints
Zoa<wy RZFSIHELEFEF—TU—REH D THA,

z.— EXEC (>)
¥t EXEC (#)

avy FERE

)1)—2 EENE

Cisco I0S XE Fuji 16.9.2 ZDavwy RBNEAINEL
7=

£l

RIZ, CoAP = FiRA v MR- T LBl Rm L ET,

Device# show coap endpoints
List of all endpoints :

Code : D - Discovered , N - New
# Status Age(s) LastWKC (s) IP
Endpoints - Total : 0 Discovered : 0 New : O

. AVA—T A RABLUN—FYz7av kR
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show coap globals .

show coap globals

CoAP D/ v — AR A FRT HIT1E, = —Y EXEC E— R E 7213454 EXEC &= — K T show
coap globals =~ > RZHA L £,

show coap globals

ARV R FI4NAL IOV REBIEKELETF—U—FEd Y A,

avY R E—FR = —% EXEC (>)
HrME EXEC (#)

av Y REE -2 RENE
Cisco 10S XE Fuji 16.9.2 Zoavwr RBREAINEL
7=
£l

i, show coap globals =~ > RO OBz~ L £,
RIZ, CoAP DREEFTT HHIZ R L ET,

Device# show coap dtls globals
Coap System Timer Values :

Discovery : 120 sec
Cache Exp : 5 sec
Keep Alive : 120 sec
Client DB : 5 sec

Query Queue: 500 ms
Ack delay : 500 ms

Timeout : 5 sec
Ageout : 300 sec
Max Endpoints : 10

Max DTLS Endpoints : 20
Resource Disc Mode : POST
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. show coap resources

show coap resources

CoAP U YV —RA%&F/RT5HI21%, = — EXEC &— KN £ 721345 EXEC &— K T show coap

aAav>v R TFI4ILk

AR E—F

resources =~ R&EFEH LET,

show coap resour ces

A=A RELUN—FIz7 awvF |

ZOawy FIESIBEELITF—V—NEH Y A,

z.— EXEC (>)
¥t EXEC (#)

avy FERE

)1)—2 EENE
Cisco I0S XE Fuji 16.9.2 ZDavwy RBNEAINEL
7=

1
RIZ, CoAP U YV —RA&EFRT HHlZRLET,

Device# show coap resources
Link format data =

</>
</cisco/flood>
</cisco/context>
</cisco/showtech>
</cisco/discover>
</cisco/sleep>
</cisco/1l1ldp>
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show coap stats .

show coap stats

aAav>v R TFI4ILk

AR E—F

CoAP DFEaHE M Z FmT 5121E, —H EXEC & — RN £ 721345 EXEC & — K T show coap
stats a2~ REFEHLET,

show coap stats
Zoawy RZFSIEELEFTF—TU—NEH D A,

z.— EXEC (>)
¥t EXEC (#)

avy FERE

)1)—2 EENE
Cisco I0S XE Fuji 16.9.2 Zoavwr RBREAINEL
7=
£l

KIZ, CoAP DiftiHEH z #rd 5Bl 2R L ET,

Device# show coap stats

Coap Stats :

Endpoints : 0
Requests : 20
Ext Queries : 0

New Endpoints: 0

AVB—TIARABLUN—FYz7avU kR .



. show coap version

A=A RELUN—FIz7 awvF |

show coap version

CoAP DX — g U B FKRT HIT1L, =—H EXECE— KNF 7213554 EXEC & — K T show coap

aAav>v R TFI4ILk

AR E—F

verson 2~ R&fH L E7,
show coap version
Zoa<wy RZFSIHELEFEF—TU—REH D THA,

z.— EXEC (>)
¥t EXEC (#)

avy FERE

y1y—2

EEAR

Cisco 10S XE Fuji 16.9.2

Ioavwry RPREASNEL
776

151
WIZ, CoAP D=V g U HFRTHPERLET,

Device# show coap version
CoAP version 1.0.5
RFC 7252
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show device classifier attached .

show device classifier attached

AL v FICHFRE SN TNWDTNAL R EZD T a T ¢ 2FRTHICIE, =2—FEXECE— KT
show device classifier attached =~ > F&#EH L £9,

show device classifier attached [{detail | interfaceinterface id| mac-address mac_address}]

BX DA detail FERRIR T NA AN TR IR AR R LE T,
interface interface id BrEDA B — T oA ANZH SVTm T 3o

AT AEREFR R LET,

mac mac_address RELLEZ Y RERA V hOTA 2R EFR
~LET,

v RKRE—FK = —4 EXEC (>)
M ke EXEC (B)

av Y FERE )1)—= EERNE
Cisco I0S XE Fuji 16.9.2 Zoavwr RREAINEL
77

FEREDHA KSq4y ZOaxy REFERALT, AL v FIHHFH SN TNDT NS AEERRLET, 73 ADRE
FREZR /N T A —H KR D%, ¥ EXEC & — K T show device classifier attached =~ >~
R&EfEHLET,

il

Wiz, A7 aroF—U— REFEEE T2 showdeviceclassifier attached =~ > K%
LT, A v FITERINTZT A AR T 50 %2R~ LET,

Device# show device classifier attached

MAC_Address Port_ Id Profile Name
000a.b8c6.1e07 Gil/0/2 Cisco-Device
001f.9e90.1250 Gil/0/4 Cisco-AP-Aironet-1130

Wiz, HibEEXEC E— R TA T > 3 > O mac-address ¥ — 7 — R & F57%E L T showdevice
classifier attached =~ F&EH LT, ¥8EL7= MAC 7 KL 2D T /31 AR
ToHV~ ) —FEREFRRTHHERLET,

Device# show device classifier attached mac-address 001f.9e90.1250
MAC_Address Port_Id Profile Name

A108—Jx4Z2&UN—Fvz7av vk |



A=A RELUN—FIz7 awvF |
. show device classifier attached

001f.9e90.1250 Gil/0/4 Cisco-AP-Aironet-1130

Wz, HikE EXEC E— R TA 72 3 > ® mac-address — 7 — R & detail F¥—U— R
Z ¥R 7E L T show deviceclassifier attached ==~ > K& LT, ¥E L/ MACT FL
ADEHGTT A AT MG R E ERT D ERLET,

Device# show device classifier attached mac-address 001f.9e90.1250 detail
MAC Address Port Id Certainty Parent ProfileType Profile Name
Device Name

001f.9e90.1250 Gil/0/4 40 2 Built-in Cisco-AP-Aironet-1130
cisco AIR-LAP1131AG-E-K9

WIZ, ¥ ME EXEC E— R TCA 7 3 @ interface ¥ — U — R $5&E L T show device
classifier attached =~ > RZEH LT, FBELZA V¥ — 7 = A RZE S NT=T N
A AT B~ —fFlREe R rT 0 ERLET,

Device# show device classifier attached interface gi 1/0/2
MAC Address Port Id Profile Name

000a.b8c6.1e07 Gil/0/2 Cisco-Device

WIZ. ¥ibE EXEC £— R TA 7 ¥ 3 D interface ¥— 7 — R & detail ¥—7 — F& 45
7€ L T showdeviceclassifier attached =~ > REZHH LT, $HELI-A v FZ—T = A
WZHEE SN2 T ™A ACBAT DRt iE A £on T A0 AR LET,

Device# show device classifier attached interface gi 1/0/2 detail
MAC Address Port Id Certainty Parent ProfileType Profile Name
Device Name

000a.b8c6.1e07 Gil/0/2 10 0 Default Cisco-Device cisco
WS-C2960-48TT-L
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show device classifier clients .

show device classifier clients

AU R TIHIE

ATV R E—F

AA I F DTN, AGIEFEEEEZFEH L TWB 7 T4 7 > F&FRRT 5121, =—F EXEC
F— R show device classifier clients =~ > R&2{#HEH L £,

show device classifier clients
Zoa=wy RZIIBIEEZITF—U—RiIb ) A,

z.— EXEC (>)
FiHE EXEC (#)

avy FERE

FEREDAARZM4 Y

)1y—2 EERNE
Cisco I0S XE Fuji 16.9.2 Zoavwy RPNEAINEL
77

TR RHEA (DC) X, ZOMREERERT25 27 947 77— 3 (AutoSmartPort
RE) BEAX—TNICTHE, TTIFNVITAFZ—T M T, AA »F D DCHEEE & i
HLTWABZ 54T v MaFrdT 511%, showdeviceclassifier clients =~ > R&{FEH L E 7,

WD T T AT " DC AT ORI, nodevicedassifier =~ R&fEH L TDC %
TAY—TNIZTDHZEETEERA, 7947 "WMERAFYODCET 4 =7/ L LD
LthHE, 25— AvbE—URRREINFET,

451
&Iz, show device classifier clients =~ > R&#H L T, A1 vF DO DC ZfEHTD 7
FAT v NeRRTDHHERLET,

Device# show device classifier clients
Client Name

Auto Smart Ports

This example shows the error message that appears when you attempt to disable DC while
a client is using it:

Switch (config)# no device classifier

These subsystems should be disabled before disabling Device classifier

Auto Smart Ports

% Error - device classifier is not disabled

A108—Jx4Z2&UN—Fvz7av vk |
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. show device classifier profile type

show device classifier profile type

THNA AGFAIZ Lo TRBMENTWDT AN, ZAZ A T o T XTERRT DL, = —HFEXEC
& — T show device classifier profiletype =2~ > K& H L £9,

show device classifier profiletype[{table[{built-in default}]| stringfilter_string}]

B DEREA

ATV R E—F

table FNRA AN F A2 ERATERLET,

built-in SIIATLT INA AT —T IV DT I8, AT TG
FFRRLET,

default F T HI NDTF A AT —T)LDTF IR 25T
HHREFRLET,

filter string TANZC T DTN ADEREFE R L E
7,

2 —4 EXEC (>)

HikE EXEC (#)

avy FERE

FEREDHA K4V

)1)—2 EERNE
Cisco I0S XE Fuji 16.9.2 Zoavwr RBREAINEL
7=

Zoa<wy Rid, T3 ADEAT DU TRBENTVWDE TR TOT AN, AL TEFERL
FT, RRSNDT A A ZATORIT, A v FIRFESNLTNDT BT 7 A4 VDI T,
a7y ANVENIEEICSZ N ERH DD, filter F—U—FREEHAL Ca~r FHEIEH
fRL %9,

1

WIZ, FFHEEXEC E— RTAZ v a v OF —U— R& i H45E 312 show device
classifier profiletype =~ > REEH LT, 734 AHFIC L > TR TV DT
WA R TR DB 2R~ LET,

Device# show device classifier profile type table

Valid Type Profile Name min Conf ID

Valid Default Apple-Device 10 0
Valid Default Aruba-Device 10 1
Valid Default Avaya-Device 10 2
Valid Default Avaya-IP-Phone 20 3
Valid Default BlackBerry 20 4
Valid Default Cisco-Device 10 5
Valid Default Cisco-IP-Phone 20 6
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show device classifier profile type .

Valid Default Cisco-IP-Phone-7902 70 7

Valid Default Cisco-IP-Phone-7905 70 8

Valid Default Cisco-IP-Phone-7906 70 9

Valid Default Cisco-IP-Phone-7910 70 10
Valid Default Cisco-IP-Phone-7911 70 11
Valid Default Cisco-IP-Phone-7912 70 12
Valid Default Cisco-IP-Phone-7940 70 13
Valid Default Cisco-IP-Phone-7941 70 14
Valid Default Cisco-IP-Phone-7942 70 15
Valid Default Cisco-IP-Phone-7945 70 16
Valid Default Cisco-IP-Phone-7945G 70 17
Valid Default Cisco-IP-Phone-7960 70 18
Valid Default Cisco-IP-Phone-7961 70 19
Valid Default Cisco-IP-Phone-7962 70 20
Valid Default Cisco-IP-Phone-7965 70 21
Valid Default Cisco-IP-Phone-7970 70 22
Valid Default Cisco-IP-Phone-7971 70 23
Valid Default Cisco-IP-Phone-7975 70 24
Valid Default Cisco-IP-Phone-7985 70 25
Valid Default Cisco-IP-Phone-9971 70 26
Valid Default Cisco-WLC-2100-Series 40 27
Valid Default DLink-Device 10 28
Valid Default Enterasys-Device 10 29
Valid Default HP-Device 10 30
Valid Default HP-JetDirect-Printer 30 31
Valid Default Lexmark-Device 10 32
Valid Default Lexmark-Printer-E260dn 30 33
Valid Default Microsoft-Device 10 34
Valid Default Netgear-Device 10 35
Valid Default NintendoWITI 10 36
Valid Default Nortel-Device 10 37
Valid Default Nortel-IP-Phone-2000-Series 20 38
Valid Default SonyPS3 10 39
valid Default XBOX360 20 40
Valid Default Xerox-Device 10 41
Valid Default Xerox-Printer-Phaser3250 30 42
Valid Default Aruba-AP 20 43
Valid Default Cisco-Access-Point 10 44
Valid Default Cisco-IP-Conference-Station-7935 70 45
Valid Default Cisco-IP-Conference-Station-7936 70 46
Valid Default Cisco-IP-Conference-Station-7937 70 47
valid Default DLink-DAP-1522 20 48
Valid Default Cisco-AP-Aironet-1130 30 49
Valid Default Cisco-AP-Aironet-1240 30 50
Valid Default Cisco-AP-Aironet-1250 30 51
Valid Default Cisco-AIR-LAP 25 52
Valid Default Cisco-AIR-LAP-1130 30 53
Valid Default Cisco-AIR-LAP-1240 50 54
Valid Default Cisco-AIR-LAP-1250 50 55
Valid Default Cisco-AIR-AP 25 56
Valid Default Cisco-AIR-AP-1130 30 57
Valid Default Cisco-AIR-AP-1240 50 58
Valid Default Cisco-AIR-AP-1250 50 59
Invalid Default Sun-Workstation 10 60
Valid Default Linksys-Device 20 61
Valid Default LinksysWAP54G-Device 30 62
Valid Default HTC-Device 10 63
Valid Default MotorolaMobile-Device 10 64
Valid Default VMWare-Device 10 65
Valid Default ISE-Appliance 10 66
Valid Built-in Cisco-Device 10 0

Valid Built-in Cisco-Router 10 1

Valid Built-in Router 10 2

Valid Built-in Cisco-IP-Camera 10 3
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. show device classifier profile type

Valid Built-in Cisco-IP-Camera-2xxx 30 4

Valid Built-in Cisco-IP-Camera-2421 50 5

Valid Built-in Cisco-IP-Camera-2500 50 6

Valid Built-in Cisco-IP-Camera-2520 50 7

Valid Built-in Cisco-IP-Camera-2530 50 8

Valid Built-in Cisco-IP-Camera-4xxx 50 9

Valid Built-in Cisco-Transparent-Bridge 8 10
Valid Built-in Transparent-Bridge 8 11
Valid Built-in Cisco-Source-Bridge 10 12
Valid Built-in Cisco-Switch 10 13
Valid Built-in Cisco-IP-Phone 20 14
Valid Built-in IP-Phone 20 15
Valid Built-in Cisco-DMP 10 16
Valid Built-in Cisco-DMP-4305G 70 17
Valid Built-in Cisco-DMP-4310G 70 18
Valid Built-in Cisco-DMP-4400G 70 19
Valid Built-in Cisco-WLC-2100-Series 40 20
Valid Built-in Cisco-Access-Point 10 21
Valid Built-in Cisco-AIR-LAP 30 22
Valid Built-in Cisco-AIR-AP 30 23
Valid Built-in Linksys-Device 20 24
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show env .

show env
Ty v, BE, BIXOBERONE#EFRRTHIC1E, EXEC £— K Cshowenv =2~ > K&
LET,
show env {all|fan|power [{all | switch [stack-member-number]}]|stack [stack-member-number]
| temperature [status]}
BX DA all 77 VBIOREDBREAT — 4 A X ONEEREE O A
TR AR LET,
fan AA v FDT 7 DOREEZFTRLET,
power TIT 4T AA T ONHBEROKEELZER T LET,
al ) AA vFTawy RBANShESE, A% K7 R
Y ALy FOTXTONEEROKRENFRENET, 77
T AT ALy FTCavy RRANINZEGEZ, T 3THOX
B 7 ANRDT X TONTEROIRENRRINET,
switch UEE) AZ v VNDEAL v FERITEE LTZAA v FON

HBRERD 27— 2 2% LET,

TDF—U—NiL, RA¥ v IR AA v F TRIFEHTE
F7,

stack-member-number

(L) WNEERE-IIBEAT — % ZDORERE T H A
B 7 AL INOHE,

FEECTZA%MIX1 ~9 TT,

aAvY R TFI4ILE

O R E—F

stack 2B I DEAAL v FEIEESNTZAAL v FOTRTOER
BAT— X A&EFRLET,
ZDOF—U— KX, A v 7RG AA » T TEITHEHTX
£,

temperature AA T DREAT —H AR RLET,

status EE) AA v T ORNEEE GMTEE TIEZe<) BIOLX
VMEEZFRLET,

L

z—4 EXEC (>)
M EXEC (#)
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. show env

2% FEE yy—2 EERE
Cisco I0S XE Fuji 16.9.2 Ioavwr RPNEAINEL
77

FEREDHA KSq4y TI7EBEASNTODAS vF (RZ U RT 0 AL v FEIT 7T 4724 vF) Oz
FoRT HITIE, show envEXEC =2~ R&EfEH LET, stack B L P switch ¥—T— K& &
bicZoa~vwy REHHTDLE. AX v 7 ERITRESNIZAS v 7 A 3O T X TOEHRN
HrRINET,

show env temperature status 2~ R&ZANJT25 &, a~2 FHDICAA v FOIRERE L
LEVMEL LR ERSILET,

show env temperature=~ > R&EFH LT, AA v FORERELZFRRTLHZLEHTEET,
o~ KHJTiE, GREENEB X WVYELLOW A7 — h % OK & #/R L, RED A7 — k% FAULTY
EFRRLET, show enwv al 2~ FEAS LTeHGEDO 2~ FHJJIE, show env temperature
status =~ > R &R CTY,

#l &Iz, show env all =< ROHAFIZ R LET,

Device>show env all

Switch 1 FAN 1 is OK

Switch 1 FAN 2 is OK

Switch 1 FAN 3 is OK

FAN PS-1 is NOT PRESENT

FAN PS-2 is OK

Switch 1: SYSTEM TEMPERATURE is OK
Inlet Temperature Value: 25 Degree Celsius
Temperature State: GREEN

Yellow Threshold : 46 Degree Celsius
Red Threshold : 56 Degree Celsius

Hotspot Temperature Value: 35 Degree Celsius
Temperature State: GREEN
Yellow Threshold : 105 Degree Celsius

Red Threshold : 125 Degree Celsius

SW PID Serial# Status Sys Pwr PoE Pwr Watts
1A Unknown Unknown No Input Power Bad Bad 235
1B  PWR-C1-350WAC DCB2137H04P OK Good Good 350

Device# show env fan
Switch 1 FAN 1 is OK
Switch 1 FAN 2 is OK
Switch 1 FAN 3 is OK
FAN PS-1 is NOT PRESENT
FAN PS-2 is OK

Wiz, show env power =< RO R L ET,

Device>show env power
SW PID Serial# Status Sys Pwr PoE Pwr Watts

1A Unknown Unknown No Input Power Bad Bad 235
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show env .

1B PWR-C1-350WAC DCB2137H04P OK Good Good 350

> show env stack

SWITCH:
Switch
Switch
Switch

FAN PS-
FAN PS-

Switch

1

1 FAN 1 is OK

1 FAN 2 is OK

1 FAN 3 is OK

1 is NOT PRESENT

2 is OK

1: SYSTEM TEMPERATURE is OK

Inlet Temperature Value: 25 Degree Celsius
Temperature State: GREEN

Yellow Threshold : 46 Degree Celsius

Red Threshold

56 Degree Celsius

Hotspot Temperature Value: 35 Degree Celsius
Temperature State: GREEN

Yellow Threshold : 105 Degree Celsius

Red Threshold

125 Degree Celsius

WIT, ALy 7 OIREE, KRB BLOLSWMEEZRTT L0 2RLET,

# show
System
System
Yellow

env stack

Temperature Value: 41 Degree Celsius
Temperature State: GREEN

Threshold : 66 Degree Celsius

Red Threshold

76 Degree Celsius

KIZ, show env temperature =2~ > RO DB ZR L ET,

Device> show env temperature

1: SYSTEM TEMPERATURE is OK

Inlet Temperature Value: 25 Degree Celsius
Temperature State: GREEN

Yellow Threshold : 46 Degree Celsius

Red Threshold

Switch

56 Degree Celsius

Hotspot Temperature Value: 35 Degree Celsius
Temperature State: GREEN

Yellow Threshold : 105 Degree Celsius

Red Threshold

125 Degree Celsius

% 3:show env temperature status A< > FH DA 7— +

RRE

Description

7Y —
v

AA y FOUMENEF RBERHICH D £,

A4

7 —

BENEEHMEICHY 3, A v FOHNOFDIRE ZHRT 2581 H Y 7,

R

Ly R

Iz

BERZ VT 4 INVEICH Y £9, BENZOHRMICH LA, A v FRIER

=
ES

ITENRWTTREMERN H Y £7,
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. show errdisable detect

A=A RELUN—FIz7 awvF |

show errdisable detect

B DEREA

AR TIAIE

ATV K E—F

errdisable f2 H 27— & 2 &2 FRT A121%. EXEC E— R Tshowerrdisabledetect =~ > K& {ifi
ALET,

show errdisable detect
Zoa=wy RZIIBIEELZITF—U—RIbH D A,
L

= — EXEC (>)

HikE EXEC (#)

avy FERE

FREDHA KS1 Y

Jiy—=x EENE
Cisco 10S XE Fuji 16.9.2 Zoawy RREAINEL
77

gbic-invalid =7 — OB X, %072 Small Form-Factor Pluggable (SFP) &Y = —/ /L& EHH L %
D

a< F\Hjjjljﬂ@ errdisable DEEH AT V7 7 X MEIZERENET, Modedlidk, errdisable
BHEEEZ LICEDLIITHRESIN TV AP ERLET,

errdisable M HH IR DE— R CHRETX £1,
e N— K T— N ERPRELTSGA, WEAR— MR errdisable 1272 0 £77,
* VLAN &— N & AFAE LT28A . VLAN 23 errdisable (2720 £,

o IR— MVLANE— K : —#DR— b THMEAR— b &N errdisable 1272 0 . F DD R —
k CiX VLAN Z & T errdisable (272 V) £97,

&Iz, show errdisabledetect =2~ > RO HHIEZ R L ET,

Device> show errdisable detect

ErrDisable Reason Detection Mode
arp-inspection Enabled port
bpduguard Enabled vlan
channel-misconfig Enabled port
community-limit Enabled port
dhcp-rate-limit Enabled port
dtp-flap Enabled port
gbic-invalid Enabled port
inline-power Enabled port
invalid-policy Enabled port
12ptguard Enabled port
link-flap Enabled port
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loopback

lsgroup

pagp-flap
psecure-violation
security-violatio
sfp-config-mismat
storm-control
udld

vmps

Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled

port
port
port

show errdisable detect .

port/vlan

port
port
port
port
port

AVB—TIARABLUN—FYz7avU kR .
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. show errdisable recovery

show errdisable recovery

errdisable [B1E % A ~ —1§#H A Fx$ 5 2i%. EXEC &— KT show errdisablerecovery =< >~
REfALET,

show errdisable recovery

XD Ioawy RZEBIEELEF—TY—REH D THA,

ARV RFIALE L

aAvY R E—F = —# EXEC (>)
¥rME EXEC (#)

2<% FEE Jy—2 EERE
Cisco I0S XE Fuji 16.9.2 oavwry RBREAINEL
77

FEEEDHA KS4 > gbic-invaliderror-disable DL %, #E%)7 Small Form-Factor Pluggable (SFP) A > % —7 = A A
AEWRLET,

)

(GE)  unicast-flood 7 4 —/V Ri%, HOICERITESNETHELTY,

B T A RBEUN—FKY 7 aTUFR
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show ip interface .

show ip interface

IPICRESNTWEA v E—T 2 ADZ—HF LY T f AT —F R & FRTHI2IE, FiHEEXEC
£— K Cshowipinterface =~ R&fiH L £,

show ip interface [type number] [brief]

BX DA

AR R FIAILE

type ULE) A v 2 —T A ABXA T,

number  ((1E) AL X —T A AKR,

brief HEE) HA v E—T 24 AD2—PFE VT 4 AT —F ZAOWELEFFLET,

()  showipinterfacebrief =~ > FOHNIZIE, ST 2%y NU—7FETV 2—
IWISEERE SV TN D00 E 9 IR EAFTRER T X ToOA v & —
Tz A ZADERPEREINET, TNOLDA X —T 2 ADIH X
NT =7 BV a— BRI TNDA U H—T = A AXRENAJHET
T, B S TWAH Ry NT—27 BV 2 — L& fRT 5121E. showinterface
status =~ > REFEITLET,

PICRE SN TN T RTOA v ¥ =7 = ADFERRA—F LY T 4 AT —F ARFREN
\iﬁqo

aAvY K E—F ¥5HE EXEC (#)
av Yy FERE )1)—= EENE
Cisco 10S XE Fuji 16.9.2 Ioavwr RBREAINEL

FEREDHA K34V

776

A B =T oA APMEHATRERGS (DFE VT vy FOEZENAIEERYEH) | Cisco [0S Y
7 U =T, BEERINTWAL— b EL—T 4 T T —TIVICHBIBICAD LET, A
YE—=T xA APMERFRE TR WIGAIE, BE#EER SN TWDHL—T 7 MY 3 r—
T4 T T ANLHIBRENNET, = NI EHIBRTHZEICED, YT U= TIEA AT
ST N—T T T barEFALTRY NT—T~DONRy 7T v T — FNERETE
£ (FET258) .

A B —T = A AR AEE R T X 254 lﬁlﬁ’ﬁj}lﬂ Fax Tup) &~—7 3hvE
T, A VH—T 2 A ADN— R =T PMERATEL56, AV =724 A Jup &v—7 &
ET,

FTFarTAE =T A RAIATERIFET DL, TOREDA F—T oA AT LI
WMPERSINET, BRI EZIEELRWGAIE, TXTOA ¥ —7 A XZHET 5
HHMNFRINET,

A108—Jx4Z2&UN—Fvz7av vk |



. show ip interface

1

A=A RELUN—FIz7 awvF |

PPP £7213 VTNV I A ¥ —F v h 7a haj (SLIP) IZL->CHRMA ¥ —T =
AANT T bESND & P EHAA v F U T RA F—T W70 £7, show ip interface
2~ R% PPP £7-1X SLIP TH 7/ b SN2 IERA v X —T7 = A ATETTH L, TP
T7ARNAAL 9 F U ITMARX—TNTHDLI EERTAvE—UNRERINET,

show ip interfacebrief 2~ F&EHT oL TA AL F =T 24 ZADH~ ) —%KRT
XF+, ZOavr FTIE, IPT RLA, A Z—T 2 ZADAT—H A BIOFOMDNE

WMPFITRSNET,

show ip interfacebrief =~ > R TiX, = =% ¥ X | RPF [CBET D fFRITIRRINEE A,

W, FHEY R A=V Ry M A2 F—T A R0/ DA X —T = A ZEHRDH

ZRLET,

Device# show ip interface gigabitethernet 1/0/1

GigabitEthernetl/0/1 is up, line protocol is up

Internet address is 10.1.1.1/16
Broadcast address is 255.255.255.255
Address determined by setup command
MTU is 1500 bytes

Helper address is not set

Directed broadcast forwarding is disabled

Outgoing access list is not set
Inbound access list is not set
Proxy ARP is enabled

Local Proxy ARP is disabled
Security level is default

Split horizon is enabled

ICMP redirects are always sent
ICMP unreachables are always sent
ICMP mask replies are never sent
IP fast switching is enabled

IP fast switching on the same interface is

IP Flow switching is disabled

IP CEF switching is enabled

IP Feature Fast switching turbo vector
IP VPN Flow CEF switching turbo vector
IP multicast fast switching is enabled

IP multicast distributed fast switching is

IP route-cache flags are Fast, CEF
Router Discovery is disabled

disabled

disabled

IP output packet accounting is disabled
IP access violation accounting is disabled
TCP/IP header compression is disabled
RTP/IP header compression is disabled
Policy routing is enabled, using route map PBR
Network address translation is disabled
BGP Policy Mapping is disabled
IP Multi-Processor Forwarding is enabled
IP Input features, "PBR",
are not supported by MPF and are IGNORED
IP Output features, "NetFlow",
are not supported by MPF and are IGNORED

WIZ, BFED VLAN D2—VE ) F 4 AT —H A 2FR_T D502 RLET,

. AVB—TIARBLUN—FYz7avU kR



| 1v4—2x242B&UN—FYz7av F

show ip interface .

Device# show ip interface vlan 1

Vlanl is up, line protocol is up
Internet address is 10.0.0.4/24
Broadcast address is 255.255.255.255
Address determined by non-volatile memory

MTU is 1500 bytes

Helper address is not set

Directed broadcast forwarding is disabled
Outgoing access list is not set

Inbound access list is not set

Proxy ARP is enabled

Local Proxy ARP is disabled
Security level is default

Split horizon is enabled

ICMP redirects are always sent

ICMP unreachables are always sent

ICMP mask replies are never sent

IP fast switching is enabled

IP fast switching on the same interface is disabled
IP Flow switching is disabled

IP CEF switching is enabled

IP Fast switching turbo vector

IP Normal CEF switching turbo vector

IP multicast fast switching is enabled

IP multicast distributed fast switching is disabled
IP route-cache flags are Fast, CEF

Router Discovery is disabled

IP output packet accounting is disabled

IP access violation accounting is disabled
TCP/IP header compression is disabled

RTP/IP header compression is disabled

Probe proxy name replies are disabled

Policy routing is disabled

Network address translation is disabled

WCCP Redirect outbound is disabled

WCCP Redirect inbound is disabled

WCCP Redirect exclude is disabled

BGP Policy Mapping is disabled

Sampled Netflow is disabled

IP multicast multilayer switching is disabled
Netflow Data Export (hardware) is enabled

ROFT, ZOHNIFRENDLEHERT 4 — /N Faatll LEd,

% 4:show ip interface ® 7 1 —)L K D5 BA

TJ4—ILF

BLL]

Broadcast address is

Tu—R¥y A kT RFLX,

Peer address is

77 KL A,

MTU is

AV F =T 2 ATRESNTND MTUE (A b)

Helper address

ANAR=T RL R (BRESINTWBEHA) .

Directed broadcast forwarding

ZA VY b7 u— REy X MEERA X —T NV THLMNE Ik
TLET,

A108—Jx4Z2&UN—Fvz7av vk |



. show ip interface

A=A RELUN—FIz7 awvF |

J4—ILFK

Bl

Outgoing access list

A B —=T 2 RIBET IV EAY A SRREENLTWNEMNE D
MERLET,

Inbound access list

AUE =Tz A RACERET 7 BAV A IREREINTNDEINE D
MERLET,

Proxy ARP

A B —T A ATH LT 7 ¥ 2 Address Resolution Protocol
(ARP) WA X —TNTHIHNE I MERLET,

Security level

ZDA U H—T x A ATxF L TERE S 4TS TP Security Option
(IPSO) X =2V T 1 Ll

Split horizon 2TV "IRTARUBART—=T N THIMNEIMERLUET,

ICMP redirects DA E=T A ATYIEA VLT M Ay E—URKRESNLN
EymnERLET,

ICMP unreachables DA HE—T oA ATEERREA v E—VDBIEEINDINED
MeRLET,

ICMP mask replies DA VHE =T 2 A ATRATIGENEEINDINE I INERL

£7,

IP fast switching

TDAE =T 2 A AKX LT T 7 AMAAL O F U ITNA R—T
NWNTHLINEIDERLET, BFE. 208272 UT A
=T 2 ATHA RX—T M2 F7,

IP Flow switching

DA B =T oA AKX LTI R—=RAL v F U THRAR—T )L
THLHNE DR LET,

IP CEF switching

A B —7 = A ATkt LT Cisco Express Forwarding A A v 5
WAFX—=TNTHLNEIPERLET,

IP multicast fast switching

A =T 2 AHLTINTFYXY A T7 A AL v F
TWAR—=TNToHLNE I ERLET,

IP route-cache flags are Fast

A B —T 2 A ATNetFlow A R—=T WV THLHNE I DERL
F9, A H¥—7 x4 ATNetFlow 31 F—T /72> T 58
A%, [Flowinit] &FRSLET, ipflowingressa~ o K&l
HALTHT A F—T = A A TNetFlow 23 A R — 7 /WZ 72> T
%6 1%,  lngress Flow] & & xZHET, ip route-cacheflow
a<vy REHEHALTAAL VA H—T = A AT NetFlow 731 F—
T o TV DAL, [Flow) EFERINET,

Router Discovery

ZOA =T 2 AIH L THRRT B EARA X—=T L THD
MEIMERLET, BH, VI TNAA U F—T oA ATIET 4
=Tz £,
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show ip interface .

J4—ILFK

Bl

IP output packet accounting

CDOAUE—T 2 AR LTCIPTH I T 4V TRAX—T
NTHHMNEIMELEVE (=2 N OEKRE) #R-LET,

TCP/IP header compression

JEREDSA R—T N THDNE I PERLET,

WCCP Redirect outbound is
disabled

AU B =T 2 A ATZEINTEZ Ry FBRF Y v a2z VUil
VEA VLT NENDMWEIDPDAT—Z A% RLET,
fenabled] F 7213 ldisabled] DWFHmBNERINET,

WCCP Redirect exclude is

A B—T o f ZANADN) 7y hi3F Y v ad D ~D Y

(hardware) is enabled

disabled ALY MPBBRINSNENE I PDAT—Z A ERLET,
lenabled] F7-1% ldisabled] OWT N NERINFET,
Netflow Data Export A B —T A ADNetFlow 7 — 4 =7 A7—k (NDE) /~—F

JxT Ju— AT —H A,

KIZ, HA L H =T 2 A ADA—YFE VT 4 2T —Z ZAFROY~ ) —2FRT %4

ZRLET,

Device# show ip interface brief

Interface IP-Address OK? Method Status Protocol
Vlanl unassigned YES NVRAM administratively down down
GigabitEthernet0/0 unassigned YES NVRAM down down
GigabitEthernetl/0/1 unassigned YES NVRAM down down
GigabitEthernetl/0/2 unassigned YES unset down down
GigabitEthernetl1/0/3 unassigned YES unset down down
GigabitEthernetl1l/0/4 unassigned YES unset down down
GigabitEthernetl1/0/5 unassigned YES unset down down
GigabitEthernetl1/0/6 unassigned YES unset down down
GigabitEthernetl/0/7 unassigned YES unset down down

<output truncated>

% 5:show ip interface brief > 7 « — )L K D% 8A

74 —IJL K| EiEA

Interface A B—T A ZADEA T,

IP-Address | f v % —7 = A R ZEIV LB THNTWSHIP T LA,

OK? [Yes] X, ZDIPT7 RLARELTHHZ LEEWRLET, [NoJ 1X, =D
IP7 RLANFETRWZ L EZEWRLE T,
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. show ip interface

A=A RELUN—FIz7 awvF |

J4—ILF

A A

Method

Method 7 4 —/V ROfEIZRD B Y T,

* RARP 7213 SLARP : Reverse Address Resolution Protocol (RARP) F7=i%
Serial Line Address Resolution Protocol (SLARP) ZE:R,

*BOOTP : 7— A FNF w7 7m haj,

« TFTP : TETP — " O S Lizar 7 Fal—va v 77 AL,
emanual : I~V RIA L A U F—T 2 ATOFEHEE,
*NVRAM : NVRAM D7 4 Falb—Tar 774,

« IPCP : ip address negotiated =~ > K,

« DHCP : ip addressdhcp =2~ > K,

s unset : ARFXEo

« other : A~BH,

Status A G =T 2 A ADAT—H AR LET, ARMELZOERITKRDO LB T
R
sup : A U H—T A ALXT v SIRETT,
sdown: f VX —7 = A AIX T IREETT,
» administratively down : f > % —7 = A AFEHREOHMTH U LTVE
T
Protocol DA E =T 2 A A LDON—T 4770 hAVORMAT —Z X %R L%
.ﬁ‘o
BEav> R Command Description
ip interface Secure Socket Layer Virtual Private Network (SSL VPN) 4~ — k7 = A D1

A=A IPA LV E—T oA AEHELET,

show interfacestatus| { o % —7 = 4 A DIRFENFE RN FE T,
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show interfaces

FTRCDOA L H—T oA AFFITBE LA Z—T =2 ADEHEAT — X AL L OEEAX
T —H A FRT BHIZ1%, EXEC B— R Tshowinterfaces =~ K& L £,

show interfaces

show interfaces .

[{ interface-id |vlan WVlan-id}] [{accounting | capabilities [ module

number ] | description | etherchannel |flowcontrol |link [ module number ] | private-vlan mapping

| pruning | stats | status

[{ err-disabled |inactive }] |trunk }]

B DEREA

interface-id

LB A1 2 —T=A ADID T, A&hiaA & —
T oA RATIE, WBER— N (XA T AZ v TR FTHRE
MAAL T DAL 7 AR, FVa—/b, BLOKR—
FNEFEGT) PR — b Fr xRN EGENET,

BETEAFR—FF v RMT1~48 TT,

vlan vian-id

({£E) VLANID CT9, fEECZ2%MAIL 1 ~ 4094 C
9,

accounting

UTE) AV EZ—T A ADTH Ty NMER (72T 4
T Fua rhanr, Aoy N, 77y NEET)
EFRRLET,

() Y7 =7 TREINT ATy FIZTRER
SNET, "= FU=T TAAS v TF 7S
NTy MIFERSNER A,

capabilities

(EE) T R_RTCDOA 2 —T oA AFET-ITIESNT-A
VE—=T A AOMRE (g, A X —7 = A A LT
ERRERA T v a vy akEl) #RRLET, 2OF T
YiEawr RIA v DOAVTITERENE T, VLAN
ID ICEHTEEHA,

module number

ER) AA v T ERIFBEINTZAX v T A "OT
RTCDOA U H—T = ADHEE TR LET,

TOF T aiE, BEDA L E—T A ZAIDEASL
e XFFIHTEERA,
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. show interfaces

A=A RELUN—FIz7 awvF |

description

EE) AV —T A RATRESNT-EHEAT—F R
BIOWHEZRRLET,

GE¥)  showinterfacesdescription =~ > RO FIZ1E,
KN T DRy NI =7 Y 2 — LR ST
WD E D MICERAR L I REERTNTO
A Z =T A ZADFERPERINET, £N
SO H =Tz ZADIH, Ry NT—7E
Va— N ENTWAA U H—T =14 A%
ENARETT, #fiSNn WD Ry NU—7
FY 2 —/LEAMEERT 5L, showinterfacestatus
av REFETLET,

etherchannel

(EE) A % —7 = A A EtherChannel {5 A & R L £
‘j‘o

flowcontrol

UEE) Ao ¥ —T =4 AD7a—flffERE2 TR L E
7,

link [modulenumber]

UEE) AV F—T2AADT v TEALEX T HA
LEFRLET,

private-vlan mapping

({EE) VLANAA v FRIEA v X —7 =4 X (SV) O
7544 _X— K VLAN O~ v B JiEREFLLET, R
A4 vFMNLANBase 7 4 —F ¥ v FEEITL WD
B, ZOXF—T—RNIIHEHTEETEA,

pruning

EE) AV H—T A ADINT VI NTP T N—=0 T
BWeRRTLET,

stats

UEE) A H—T o2 ADRAEZYINEHEZ L2 LIk
HAHN Ty NERRLET,

status

(EE) A v F—T A ADAT—F A kFm LET,
Type 7 4 —/L K@ unsupported D A7 — & A%, Al
@ Small Form-Factor Pluggable (SFP) & = —/L/3%E
Va—/b Ay MIEGESN TSI L aRLT0NE
R

err-disabled

({£E) errdisable AT — FDA U H—T = AL
7

inactive

EE) T IVT 4T AT—=1+sDA L H—T =2 A%F
ALET,

trunk

UEE) Ao F—Tx2A A T IEREFRLET,
AVH—=T oA ABBELRWEAIE, 777 477 b
FUx T R— MOBERIZTNRERINET,

. AVB—TIARBLUN—FYz7avU kR



| 1v4—2x242B&UN—FYz7av F
show interfaces .

\)

(G¥)  crb, fair-queue, irb, mac-accounting, precedence, random-detect, rate-limit, I3 O shape
XF—U—RNEZa~vr RIA4 0 D~NT A N) O ZIZRRENETH, FAR— I THESE
/\/O

ARy RFIALE AL

AT R E—FR e EXEC (#)
av Y REE == EERE
Cisco IOS XE Fuji 16.9.2 ZDavwr RPREAINEL
770
Cisco I0S XE Gibraltar 16.12.1 link ¥—7 — R2EA I E
L7z,

FEREEDHA K54 > showinterfacescapabilities 7~ FICRAQR D F—U— REIEETHZ & T, kDX RfRIC
0 ET,

« show interface capabilitiesmodule number =~ > KZfEH LT, A¥ v 7 DAL vF ED
FTRTCDA =T = ZAOKREZFRLET, AF vy 7RNICEYETLEY 2 — V&L
FFOAA v FRRWGEE, HEH 0 £ A,

HRESNIA v F—T = A ADOREE FIRT HIZIE, showinterfaces interface-id capabilities
AL ET,

«c AHy JNDTXTDA B —T = A AOREAE KT HIZIE. showinterfacescapabilities
EHEALET (EVa2—NEFELIFA L H—T7 24 XD DIFEERL)

\)

(F) o~y FHAKFERENS Lagt Input 7 4 —/L Rk, &7 v "IdA V H—T =4 A
Lo TEFIZZESN., T3 A0 CPU IZ X » THRE SN TH L8 LK, 2. BLWY
WHEERLET, ZOFERIE. Ty RA ¥ —7 = RIEERRE LK 205 72012l
AcxEd,

LastIlnput (X, 77 —A N AA v F L TINZ T 7 4 v 7 TEEHFINETA,

g RHICER RIS output 7 4 — /L RiL, &EDXTy ERA U E—T A R TL o
TIEFICEE SN T o/l LR, 0, BROREERLET, ZO7 41—/ RIZL-T
IRENDIERIL, T R A U F—T = ATEEPHEAE LR 205 7201 E LB 7,

show interfaceslink =~ RIZERZQ2 DX —TU— REHEETHZ LT, ROIL I REEBIEL N
ij‘o

A108—Jx4Z2&UN—Fvz7av vk |



3l

A=A RELUN—FIz7 awvF |
show interfaces

« show interfacelink module number =< > REFEH LT, AX v I7NDAAL vF LT
TOA L HE =T 2 AADT v T HEA LT T HA LETRLET, AX v ITHITHESET
DBEY 2a—NEFERFEDOAL v FNR2WGEE, HOEH D 84,

N

GCE) 2ZvR7arAA vFTiE, modulenumber (X212 v FES %
FLET,

CFHBELIEA VAT 2 A ADT v T XA LEFT T H A 2EFRTDHITIE, showinterfaces
interface-id link Z i/l L £,

AR ITRADTRTDA L E—T 2 A ADT v TEALEX T E A LEFRTHITIL,
show interfaceslink i LET (EV2—NVEBELIFA L F—T =1 XD DIREER
L) .

AT 2 A ANT v TIREDGE. T v 7 XA DIIFR (FE, 45, ) BERS
. 24 K21E00:00:00 RFERENET,

A B =T A ANT T ARBEOLE. XU A A DIFER (B, 45 B) BERSH
£,

WOFITIE, AX YT ANIDA L H—T A AT 5 showinterfaces =< K
DOHAERLET,

Device# show interfaces gigabitethernet3/0/2

GigabitEthernet3/0/2 is down, line protocol is down (notconnect)
Hardware is Gigabit Ethernet, address is 2037.064d.4381 (bia 2037.064d.4381)
MTU 1500 bytes, BW 1000000 Kbit/sec, DLY 10 usec,

reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set
Keepalive set (10 sec)
Auto-duplex, Auto-speed, media type is 10/100/1000BaseTX
input flow-control is off, output flow-control is unsupported
ARP type: ARPA, ARP Timeout 04:00:00
Last input never, output never, output hang never
Last clearing of "show interface" counters never
Input queue: 0/2000/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo
Output queue: 0/40 (size/max)
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec

0 packets input, 0 bytes, 0 no buffer

Received 0 broadcasts (0 multicasts)

runts, 0 giants, 0 throttles

input errors, 0 CRC, O frame, O overrun, 0 ignored

watchdog, 0 multicast, 0 pause input

input packets with dribble condition detected

packets output, 0 bytes, 0 underruns

output errors, 0 collisions, 1 interface resets

unknown protocol drops

babbles, 0 late collision, 0 deferred

lost carrier, 0 no carrier, 0 pause output

output buffer failures, 0 output buffers swapped out

O O O O OO oo oo
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show interfaces .

Device# show interfaces accounting

Vlanl
Protocol Pkts In Chars In Pkts Out Chars Out
IP 0 0 6 378
V1an200
Protocol Pkts In Chars In Pkts Out Chars Out
No traffic sent or received on this interface.
GigabitEthernet0/0
Protocol Pkts In Chars In Pkts Out Chars Out
Other 165476 11417844 0 0
Spanning Tree 1240284 64494768 0 0
ARP 7096 425760 0 0
CDP 41368 18781072 82908 35318808
GigabitEthernetl/0/1
Protocol Pkts In Chars In Pkts Out Chars Out
No traffic sent or received on this interface.
GigabitEthernetl/0/2
Protocol Pkts In Chars In Pkts Out Chars Out

No traffic sent or received on this interface.

<output truncated>

OB TIE, descriptionf v Z—7 = A A a7 4 Fal—aravy REHL
T, A % —7 = A A% Connectsto Marketing & L CTH&7E L 72354 @ show interfaces
interface description =~ > KO E2 R L £,

Device# show interfaces gigabitethernetl/0/2 description

Interface Status Protocol Description
Gil1/0/2 up down Connects to Marketing

Device# show interfaces etherchannel

Port-channel34:

Age of the Port-channel = 28d:18h:51m:46s
Logical slot/port = 12/34 Number of ports = 0
GC = 0x00000000 HotStandBy port = null

Passive port list
Port state Port-channel L3-Ag Ag-Not-Inuse
Protocol = -

Port security Disabled

ROFITIE, VIP RAA Y NTT N—= 7R3 A 2—T L D5 @ show interfaces
interface-id pruning =~ > FOH1Z2 R LET,

Device# show interfaces gigabitethernetl/0/2 pruning

Port Vlans pruned for lack of request by neighbor
Gil/0/2 3,4

Port Vlans traffic requested of neighbor
Gil/0/2 1-3

WOETIE, F5E L7 VLAN A > ¥ —7 = A AD showinterfacesstats =~ > RO H /)
ZRLET,

Device# show interfaces vlan 1 stats

Switching path Pkts In Chars In Pkts Out Chars Out

A108—Jx4Z2&UN—Fvz7av vk |



A=A RELUN—FIz7 awvF |
. show interfaces

Processor 1165354 136205310 570800 91731594
Route cache 0 0 0 0
Total 1165354 136205310 570800 91731594

&Iz, show interfacesstatuserr-disabled =~ > RO 5l %R LF T, errdisable %
T—b DA A =T 2 f ADAT—HABFRLET,

Device# show interfaces status err-disabled

Port Name Status Reason
Gil/0/2 err-disabled gbic-invalid
Gi2/0/3 err-disabled dtp-flap

WDOFITiL, show interfaces interface-id pruning =~ KO IE2 R LET,

Device# show interfaces gigabitethernetl/0/2 pruning

Port Vlans pruned for lack of request by neighbor

Device# show interfaces gigabitethernetl/0/1 trunk

Port Mode Encapsulation Status Native wvlan
Gil/0/1 on 802.1qg other 10

Port Vlans allowed on trunk

Gil/0/1 none

Port Vlans allowed and active in management domain

Gil1/0/1 none

Port Vlans in spanning tree forwarding state and not pruned
Gil/0/1 none

Wiz, show interfacesdescription =~ > KO Bz~ L E7,

Device# show interfaces description

Interface Status Protocol Description
V1l admin down down
Gi0/0 down down
Gil/0/1 down down
Gil/0/2 down down
Gil/0/3 down down
Gil/0/4 down down
Gil/0/5 down down
Gil/0/6 down down
Gil/0/7 down down

<output truncated>

&Iz, showinterfaceslink =~ > RO /12~ LE T,

Device> enable
Device# show interfaces link

Port Name Down Time Up Time
Gil/0/1 6w0d

Gil/0/2 6w0d

Gi1/0/3 00:00:00 5w3d
Gil1/0/4 6w0d
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Gil/0/5

Gil/0/6

Gi1/0/7

Gil/0/8

Gil1/0/9

Gi1/0/10
Gil/0/11
Gil/0/12
Gil1/0/13
Gil1/0/14
Gil/0/15
Gil/0/16
Gi1/0/17
Gil/0/18
Gi1/0/19
Gi1/0/20
Gil/0/21

6w0d
6w0d
6w0d
6w0d
6w0d
6w0d
2d17
6w0d
6w0d
6w0d
6w0d
6w0d
6w0d
6w0d
6w0d
6w0d
6w0d

show interfaces .

h
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. show interfaces counters

A=A RELUN—FIz7 awvF |

show interfaces counters

AA v FFEIIRHEDA A —T 2 A ADSESE R DU X B2FRT HITIE, FiE EXEC
F— R show interfacescounters =~ > R&HEHA L £ 9,

show interfaces [interface-id] counters [{errors|etherchannel | module member-number | protocol

status| trunk}]

X nEiHA interface-id

UEE) WA v B2 —T A ZADID (BA T, AB Y7 AN (X
By JHERRATREIR AA v FDFH) | BV 2a—/b, K—  EFEETD) .

errors

EE) =7 — AWV 2 afnmLET,

etherchannel

EE) E2EEINELF 7Ty, Ju—FR®F¥ XA X7y b, <L
FX¥ ATy b, B2 =% v X F 37w 2 E| EtherChannel
Iy RERRLET,

module
member-number

ULE) EESNTA VRO 2 hFRrLET,
fRECcE &ML ~9 TY,

GE) ZOa<y FTIEX, module ¥—V — RIZAZ v 7 A R\F
FESRELTCWET, f X —T 2/ AIDDICEENDT
P a—LEZHL, FIZ0 TT,

protocol status

UEB) A1 v H—=T 2 A ATAX—TNIR>TWATa haLmA
T—FAERRFLET,

trunk

EE) T 7 WU 2 eRKRLET,

\ )

GE)  vlan vVlan-id ¥—7— FiZ, a~< > FIA4 O~V TFLFEINIEIFREINE TN, PR—KE

NTWERA,

AR R FI4Lc AL

avY RE—FK ¥#tE EXEC (#)
avy FERE 1)1)—2 TERNR
Cisco IOS XE Fuji 16.9.2 ZDavwry RPREAINEL
77

FEHEDHA KSq4y F—UV—FZANLRWGERIE, $XTOA o F =T 2 ZADFTXTOAT I BRERSNE

T
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show interfaces counters .

’OFITIL., showinterfacescounters =~ RO ITO—a R~ LET, AL vFOD

TRTCOAT U EPRRINET,

Device# show interfaces counters

Port InOctets InUcastPkts InMcastPkts InBcastPkts
Gi1/0/1 0 0 0 0
Gi1/0/2 0 0 0 0
Gi1/0/3 95285341 43115 1178430 1950
Gi1/0/4 0 0 0 0

<output truncated>

WROBFITIE, TY 22—/ 2 |2%F 5 show interfacescountersmodule =< > KOH 1D
—EERLET, T2 VNOBEELEAL v TFOTXTOI T U IRFERINE

hd‘o

Device# show interfaces counters module 2

Port InOctets InUcastPkts InMcastPkts InBcastPkts
Gil/0/1 520 2 0 0
Gil/0/2 520 2 0 0
Gil/0/3 520 2 0 0
Gil/0/4 520 2 0 0

<output truncated>

WOBFTIX, TXTDA Z—7 =4 AZx7 % showinterfacescounter sprotocol status
avry FOBNO—#z2RrLET,

Device# show interfaces counters protocol status
Protocols allocated:

Vlanl: Other, IP

Vlan20: Other, IP, ARP

Vlan30: Other, IP, ARP

Vlan40: Other, IP, ARP

Vlan50: Other, IP, ARP

Vlan60: Other, IP, ARP

Vlan70: Other, IP, ARP

V1lan80: Other, IP, ARP

V1an90: Other, IP, ARP

V1an900: Other, IP, ARP

V1an3000: Other, IP

V1an3500: Other, IP
GigabitEthernetl/0/1: Other, IP, ARP, CDP
GigabitEthernetl/0/2: Other, IP
GigabitEthernetl1/0/3: Other, IP
GigabitEthernetl/0/4: Other, IP
GigabitEthernetl/0/5: Other, IP
GigabitEthernetl/0/6: Other, IP
GigabitEthernetl/0/7: Other, IP
GigabitEthernetl1/0/8: Other, IP
GigabitEthernetl1/0/9: Other, IP
GigabitEthernetl1/0/10: Other, IP, CDP

<output truncated>

&Iz, showinterfacescounterstrunk =~ RO A EZ R LET, T XTDOA & —
T2AADNT T BT ENEREINET,
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. show interfaces counters

Device# show interfaces counters trunk

Port TrunkFramesTx TrunkFramesRx WrongEncap
Gil/0/1 0

Gil1/0/2 0 0 0
Gi1/0/3 80678 0 0
Gi1/0/4 82320 0 0
Gi1/0/5 0 0 0

<output truncated>
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show interfaces switchport .

show interfaces switchport

R—hTvvXoJ, A— MEERERE, A vF P FELr—F 42 7) B—FOEFHE

T A AB IO ERT — X A &R HITIE, FiME EXEC £ — R Cshowinterfacesswitchport

a<wr REHFERALEDT,

show interfaces [interface-id] switchport [{module number}]

BX DA

interface-id UEE) A1 v ¥ —T7 =4 ADID TY, A7 ¥ —7 = A A2, WL
A=K (XAT, A THERATEEIRAAL T DAS 7 AL/ YV a—
N, BIOR— EFE2ED) ©FR—h FyrxngEnEd, HETE
HAR— FF ¥ R E 1 ~ 48 T,

module number  ({£&) A A y?"i?‘_ IHEESNTZAZ v 7 AL ADTRTDOA L Z—T =
AADAA v FR—FREERRLET,

TOF T a i, BEDA L E—T oA AIDEAN LI XITRHTX

FH A,
AvURFI4LE L
avYRKE—FK ke EXEC (#)
av Y RER 1y —= EENE

FEREDAHA RS>

77

AR T DAA Y TF EDFTRXTDOAL U H—T 2 A ADAA v FR— MEEEZRRT DI
show interfaceswitchport modulenumber =~ > R&EFEH L ET, AX v 7 NS T HEY 2 —
NEGEFFOAA v FNRWGE, HHEH Y T8 A,

WOHITIE, A— kD show interfacesswitchport =~ > RO ER L ET, ROFK
W2, SO TERREND T £ — /L RIZOWTEHALET,

Device# show interfaces gigabitethernetl/0/1 switchport
Name: Gil/0/1

Switchport: Enabled

Administrative Mode: trunk

Operational Mode: down

Administrative Trunking Encapsulation: dotlg
Negotiation of Trunking: On

Access Mode VLAN: 1 (default)

Trunking Native Mode VLAN: 10 (VLANO010)
Administrative Native VLAN tagging: enabled

Voice VLAN: none

Administrative private-vlan host-association: none
Administrative private-vlan mapping: none
Administrative private-vlan trunk native VLAN: none
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. show interfaces switchport

A=A RELUN—FIz7 awvF |

Administrative private-vlan trunk Native VLAN tagging: enabled
Administrative private-vlan trunk encapsulation: dotlg
Administrative private-vlan trunk normal VLANs: none
Administrative private-vlan trunk associations: none

Administrative private-vlan trunk mappings: none

Operational private-vlan: none

Trunking VLANs Enabled: 11-20

Pruning VLANs Enabled: 2-1001

Capture Mode Disabled

Capture VLANs Allowed: ALL

Protected: false

Unknown unicast blocked: disabled

Unknown multicast blocked: disabled

Appliance trust: none

T4—ILK Bz

Name F— MaaERLET,
Switchport RN—FDOEHRAT —Z AL L OEIERAT —X

AEFRLET, ZOHITOEE, R— M
AA v FR— K ET— FTT,

Administrative Mode

Operational Mode

BT FBIXUOEEE—FE2ERLET,

Administrative Trunking Encapsulation

Operational Trunking Encapsulation

EH LB L OER Eos T e R, B
ChTvFr s xdvo—ya Ui x—7
ANEIMEFELET,

Negotiation of Trunking

Access Mode VLAN R—h&EFEETH VLANID ZF /R LET,

Trunking Native Mode VLAN FAT AT E—RO KNI 7 DVLANID %

Trunklng VLANSs Enabled #%:?‘%ﬁ—“ L i‘j—o ]\ 3 Ve 7 J:@%tl:ﬂ VLAN %—f
. . —B\RRALES, VT LEOTIT 4T

Trunking VLANSs Active VLAN % B3 L3

Pruning VLANSs Enabled TI—= TG 7Y VLAN 2 —EH# R L E

‘a‘o
Protected A8 —=T A XA ETIHRER— I X —T

U (True) THEIZMEFITT 4 E—T L
(False) ThHEIMNEFRRFLET,

Unknown unicast blocked

Unknown multicast blocked

FHRLVTF XY A FPBI AR =%y
AN KNI T 4w IWA B =T A A LTT
2y 7 INTWAENEIDPERRLET,

Voice VLAN

L7 VLAN 231 X —7 )V Téh 5 VLANID %
FrRLET,

. AVB—TIARBLUN—FYz7avU kR



| 1v84—2x4RBLUN—FKIz7av F
show interfaces switchport .

J4—ILFK ERBA

Appliance trust IP Phone DT — X /Xry hDYP—E R 7 T A
(CoS) EZRRLET,
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. show interfaces transceiver

show interfaces transceiver

A=A RELUN—FIz7 awvF |

Small Form-Factor Pluggable (SFP) £ a—/LA v X —T = Af AOYHEA L X —T = A% R
7% BI12i%,. EXEC E— KT show interfacestransceiver =< F&fHH L ¥4,

show interfaces [interface-id] transceiver [{detail | module number | properties| supported-list |

threshold-table} ]

RBX DA interface-id (LE) WAL A —T 2 A ADID (ZA T, ZAZ w7 AR (RE v
W ATRER AL v FDH) | Y a—/b, R— b ESEETe)
detail (EE) (AL v FITA VA b= SR TWAHHEA) Digital Optical Monitoring

(DoM) X*fiis b 7 v 2 —NOERESRCT 7 —LFWRe ED, T a7 ¢

ZFRRLET,

modulenumber  ({£&) AA v FDES 2—NLDA B —T =2 A ZA~DEREZHIBPLET,
OFTvaviE, BEDA L H—T =4 AID EAS LI E X ITRATE

FH A
properties UEE) A F—T 2 ADHE, T2 LI A BLOA U TA 2 X
U—RTEERLET,

supported-list  (f£7) HFAE— FEHD kT BT RTERALET

threshold-table  ({£&) 77— AR L OELE LEWET —T VA2 KR LET,

AT R E—F =4 EXEC (>)

¥ikE EXEC (#)

A%y FEE 1y—2 RERE
Cisco 10S XE Fuji 16.9.2 Toavwry RREAINEL
77
B W ORFITIL, show interfacesinterface-id transceiver properties =2~ > RO 1 &2~ L F

j‘o

Device# show interfaces transceiver

If device is externally calibrated, only calibrated values are printed.

++ : high alarm, + : high warning, -

NA or N/A: not applicable, Tx: transmit, Rx:
mA: milliamperes, dBm: decibels (milliwatts) .

Temperature Voltage Current

Port (Celsius) (Volts) (mA)

. AVA—T A RABLUN—FYz7av kR

: low warning, -- : low alarm.
receive.

Optical Optical
Tx Power Rx Power

(dBm)
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Gi5/1/2
Te5/1/3

show interfaces transceiver .

Device# show interfaces gigabitethernetl/1/1 transceiver properties

Name Gil/1/1
Administrative Speed: auto
Operational Speed: auto

Administrative Duplex:

auto

Administrative Power Inline: enable
Operational Duplex: auto
Administrative Auto-MDIX:

Operational Auto-MDIX: off

off

wOBTiL, show interfacesinterface-id transceiver detail =~ > FOH R~ L £1,

Device# show interfaces gigabitethernetl/1/1 transceiver detail
ITU Channel not available (Wavelength not available),
Transceiver is internally calibrated.
mA:milliamperes, dBm:decibels (milliwatts), N/A:not applicable.
++:high alarm, +:high warning, -:low warning, -- :low alarm.
A2D readouts (if they differ), are reported in parentheses.

The threshold values are uncalibrated.

High Alarm High Warn Low Warn Low Alarm
Temperature Threshold Threshold Threshold Threshold
Port (Celsius) (Celsius) (Celsius) (Celsius) (Celsius)
Gil/1/1 29.9 74.0 70.0 0.0 -4.0
High Alarm High Warn Low Warn Low Alarm
Voltage Threshold Threshold Threshold Threshold
Port (Volts) (Volts) (Volts) (Volts) (Volts)
Gil/1/1 3.28 3.60 3.50 3.10 3.00
Optical High Alarm High Warn Low Warn Low Alarm
Transmit Power Threshold Threshold Threshold Threshold
Port (dBm) (dBm) (dBm) (dBm) (dBm)
Gil/1/1 1.8 7.9 3.9 0.0 -4.0
Optical High Alarm High Warn Low Warn Low Alarm
Receive Power Threshold Threshold Threshold Threshold
Port (dBm) (dBm) (dBm) (dBm) (dBm)
Gil/1/1 -23.5 -5.0 -9.0 -28.2 -32.2

Device# show interfaces transceiver supported-list
Transceiver Type

Cisco p/n min version
supporting DOM

DWDM GBIC ALL
DWDM SFEP ALL
RX only WDM GBIC ALL
DWDM XENPAK ALL
DWDM X2 ALL
DWDM XFP ALL
CWDM GBIC NONE
CWDM X2 ALL
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. show interfaces transceiver

CWDM XFP

XENPAK ZR

X2 ZR

XFP ZR
Rx_only WDM XENPAK
XENPAK_ER
X2_ER

XFP_ER
XENPAK_LR
X2_LR

XFP_LR
XENPAK_LW
X2_LW

XFP_LW

XENPAK SR

X2 SR

XFP SR

XENPAK LX4

X2 LX4

XFP LX4

XENPAK CX4

X2 CX4

XFP CX4

SX GBIC

LX GBIC

ZX GBIC
CWDM_SFP
Rx_only WDM SFP
SX_SFP

LX_SFP

ZX_SFP

EX SFP

SX SFP

LX SFP

ZX SFP

GIgE BX U SFP
GigE BX D SFP
X2 LRM

SR_SFPP

LR_SFPP
LRM_SFPP
ER_SFPP

ZR_SFPP
DWDM_SFPP

GIgE BX 40U SFP
GigE BX 40D SFP
GigE BX 40DA SFP
GIgE BX 80U SFP
GigE BX 80D SFP
GIG BXU_SFPP
GIG BXD_SFPP
GIG BX40U_SFPP
GIG BX40D_SFPP

GigE Dual Rate LX SFP

CWDM_ SFPP
CPAK SR10
CPAK LR4
QSFP LR
QSFP SR

ALL
ALL
ALL
ALL
ALL
10-1888-04
ALL
ALL
10-1838-04
ALL
ALL
ALL
ALL
NONE
NONE
ALL
ALL
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
ALL
NONE
ALL
ALL
ALL
ALL
NONE
NONE
NONE
NONE
ALL
ALL
ALL
ALL
ALL
ALL
ALL
ALL
ALL
ALL
ALL
ALL
ALL
ALL
ALL
ALL
ALL
ALL
ALL
ALL
ALL
ALL
ALL

A=A RELUN—FIz7 awvF |

&Iz, show interfacestransceiver threshold-table =~ > ROH A2~ LE 3,

Device# show interfaces transceiver threshold-table
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show interfaces transceiver .

Optical Tx Optical Rx Temp Laser Bias Voltage
current
DWDM GBIC
Minl -4.00 -32.00 -4 N/A 4.65
Min2 0.00 -28.00 0 N/A 4.75
Max2 4.00 -9.00 70 N/A 5.25
Maxl 7.00 -5.00 74 N/A 5.40
DWDM SFP
Minl -4.00 -32.00 -4 N/A 3.00
Min2 0.00 -28.00 0 N/A 3.10
Max2 4.00 -9.00 70 N/A 3.50
Maxl 8.00 -5.00 74 N/A 3.60
RX only WDM GBIC
Minl N/A -32.00 -4 N/A 4.65
Min2 N/A -28.30 0 N/A 4.75
Max2 N/A -9.00 70 N/A 5.25
Maxl N/A -5.00 74 N/A 5.40
DWDM XENPAK
Minl -5.00 -28.00 -4 N/A N/A
Min2 -1.00 -24.00 0 N/A N/A
Max2 3.00 -7.00 70 N/A N/A
Maxl 7.00 -3.00 74 N/A N/A
DWDM X2
Minl -5.00 -28.00 -4 N/A N/A
Min2 -1.00 -24.00 0 N/A N/A
Max2 3.00 -7.00 70 N/A N/A
Maxl 7.00 -3.00 74 N/A N/A
DWDM XFP
Minl -5.00 -28.00 -4 N/A N/A
Min2 -1.00 -24.00 0 N/A N/A
Max2 3.00 -7.00 70 N/A N/A
Maxl 7.00 -3.00 74 N/A N/A
CWDM X2
Minl N/A N/A 0 N/A N/A
Min2 N/A N/A 0 N/A N/A
Max2 N/A N/A 0 N/A N/A
Maxl N/A N/A 0 N/A N/A

<output truncated>

BEa<v> kR avw vk & EA
transceiver typeall KNSy —NREALF T 4 FXal—ay

T— FZBmLET,

monitoring FORNFTTF 4 HNE=L ) T DT
Liﬁ—o
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. show macro auto

show macro auto

Auto SmartPort ¥ 7 v OfF#H & £/Rx7 5121, =—H% EXEC “&— KT show macro auto =< >
RZEMFHLET,

show macr o auto {address-group address-group-name | device [access-point] [ip-camera]

[lightweight-ap] [media-player] [phone] [router] [switch] | global [event_trigger] | interface
[interface id]}

XD address-group [address-group-name] 7 RV A T N—TTEREFRRLUET,

(f£&) address-group-name : fi& L 7=
7 RLVAZN—=T DI mEFRLET,

device [access-point] [ip-camera] [lightweight-ap] 1 O EOFAAL 20BHEFE R LE
[media-player] [phone] [router] [switch] +.

+ ({£E) access-point : Autonomous
TIEBARA B

« ({£&) ip-camera: CiscolP B A4
Bt A 7

« ({EE) lightweight-ap : H 4
W7 7w ZAHRA 2 b

« (f£&) media-player : 7% )L A
F4T T L—F—

« (f£#&) phone : Cisco IP FE7f
« ({E&) router : Cisco /L—#

o (f£&) switch : Cisco A1 v F

global [event_trigger] A A F D Auto Smartport 15 & R~ L
£7,

(&) event trigger : 57 L7=A X
F U —OFREFRTLET,

interface [interface id] B —=T 2 A ADAT—H ALFTRNL
iTO
(£E) interface id : f8 € L7zA v ¥ —
7z A ADFERELRRLET,
N = —4 EXEC (>)

4 ke EXEC (B)
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show macro auto .

2% FEE yy—2 EERE
Cisco 10S XE Fuji 16.9.2 Zoavwr RREAINEL
77

e
it

FEHREDHA KS4> AA Y F O Auto SmartPort [F#EZFRT DI, Z0a~vr FeALES, 734 2D
HHE/RNT A —F ZFKRT AHI21%. show macroautodevice =~ > R&EFH L E7,

151
iz, show macroautodevice #fEH L CAA v FORELFZRT DB ZRLET,

Device# show macro auto device
Device:lightweight-ap

Default Macro:CISCO_LWAP_AUTO_SMARTPORT
Current Macro:CISCO_LWAP_ AUTO_SMARTPORT
Configurable Parameters:ACCESS VLAN
Defaults Parameters:ACCESS_VLAN=1
Current Parameters:ACCESS_ VLAN=1

Device:access-point

Default Macro:CISCO_AP AUTO_ SMARTPORT
Current Macro:CISCO_AP_AUTO_SMARTPORT
Configurable Parameters:NATIVE VLAN
Defaults Parameters:NATIVE VLAN=1
Current Parameters:NATIVE VLAN=1

Device:phone

Default Macro:CISCO_PHONE_AUTO_SMARTPORT
Current Macro:CISCO_PHONE AUTO_SMARTPORT
Configurable Parameters:ACCESS VLAN VOICE VLAN
Defaults Parameters:ACCESS_VLAN=1 VOICE VLAN=2
Current Parameters:ACCESS VLAN=1 VOICE VLAN=2

Device:router

Default Macro:CISCO_ROUTER AUTO_SMARTPORT
Current Macro:CISCO_ROUTER _AUTO_ SMARTPORT
Configurable Parameters:NATIVE VLAN
Defaults Parameters:NATIVE VLAN=1

Current Parameters:NATIVE VLAN=1

Device:switch

Default Macro:CISCO_SWITCH_AUTO_SMARTPORT
Current Macro:CISCO_SWITCH AUTO_ SMARTPORT
Configurable Parameters:NATIVE VLAN
Defaults Parameters:NATIVE VLAN=1

Current Parameters:NATIVE VLAN=1

Device:ip-camera

Default Macro:CISCO_IP CAMERA AUTO_ SMARTPORT
Current Macro:CISCO_IP_CAMERA AUTO_SMARTPORT
Configurable Parameters:ACCESS VLAN

Defaults Parameters:ACCESS_VLAN=1

Current Parameters:ACCESS_ VLAN=1

Device:media-player

Default Macro:CISCO_DMP_AUTO SMARTPORT
Current Macro:CISCO_DMP AUTO_ SMARTPORT
Configurable Parameters:ACCESS VLAN
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. show macro auto

Defaults Parameters:ACCESS_VLAN=1
Current Parameters:ACCESS_VLAN=1

IZ. show macro auto address-group name =~ > R&fffH L CAA v F @ TEST3 7
RUVATN—TRELRFRT D0~ LET,

Device# show macro auto address-group TEST3MAC Address Group Configuration:
Group Name OUI MAC ADDRESS

TEST3 2233.33 0022.0022.0022
2233.34
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show memory platform

7T N7 A — DAV FEHE R Z R AT DI, FrHEEXEC £ — K T showmemory platform
avy REMHEHLET,

show memory platform .

show memory platform [{compressed-swap |information | page-merging}]

BX DA

compressed-swap

(HFE) 779 b 74— AT VDOEHAY v I EREFERLET,

infor mation

(EE) 77 v b7 =L e FRERRLET,

page-merging

fEE) 799 b 74— AFYOR—I~—D U ITEREFE TR LET,

aAvU R E—F

b EXEC (#)

avy FERE

J1y—= EERNE
Cisco IOS XE Fuji Zoavwy RREASIE L,
16.9.2

FREDHA KSA Y

3l

X AEVIXEMRICHESINT, 2~v 2 RO Free Memory 7 f —/L RIZERSNET,

&IZ, show memory platform =< KO IR L ET,

Switch# show memory

Virtual memory
Pages resident
Major page faults:
Minor page faults:

Architecture

Memory (kB)
Physical
Total
Used
Free
Active
Inactive
Inact-dirty
Inact-clean
Dirty
AnonPages
Bounce
Cached
Commit Limit
Committed As
High Total
High Free
Low Total
Low Free
Mapped
NFS Unstable
Page Tables

platform

: 12874653696
T 627041

2220
2348631

: mips64

: 3976852
: 3976852
: 2761276
: 1215576
: 2128196
: 1581856
: 0

: 0

: 0

: 1294984
: 0

: 1978168
: 1988424
: 3343324
: 0

: 0

: 3976852
: 1215576
: 516316
: 0

: 17124

A108—Jx4Z2&UN—Fvz7av vk |



A=A RELUN—FIz7 awvF |
. show memory platform

Slab : 0

VMmalloc Chunk : 1069542588
VMmalloc Total : 1069547512
VMmalloc Used : 2588
Writeback : 0
HugePages Total: O
HugePages Free : 0
HugePages Rsvd : 0

HugePage Size : 2048

Swap (kB)
Total
Used
Free
Cached

o O O o

Buffers (kB) : 437136

Load Average

1-Min : 1.04
5-Min : 1.16
15-Min : 0.94

&IZ, show memory platform information =~ > KO 12~ L £,

Device# show memory platform information

Virtual memory : 12870438912
Pages resident : 626833
Major page faults: 2222
Minor page faults: 2362455

Architecture : mips64

Memory (kB)
Physical : 3976852
Total : 3976852
Used 1 2761224
Free : 1215628
Active : 2128060
Inactive : 1584444
Inact-dirty : 0
Inact-clean H
Dirty : 284
AnonPages : 1294656
Bounce H
Cached : 1979644
Commit Limit : 1988424
Committed As : 3342184
High Total : 0
High Free : 0
Low Total : 3976852
Low Free : 1215628
Mapped : 516212
NEFS Unstable H
Page Tables : 17096
Slab H

VMmalloc Chunk : 1069542588
VMmalloc Total : 1069547512
VMmalloc Used : 2588
Writeback H
HugePages Total: O
HugePages Free : 0
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show memory platform .

HugePages Rsvd : 0
HugePage Size : 2048

Swap (kB)
Total
Used
Free
Cached

o O o o

Buffers (kB) : 438228

Load Average

1-Min : 1.54
5-Min : 1.27
15-Min : 0.99
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. show module

show module

2 v FHm, FETNES, VITNES, N—Ru=zT7 JEVar&es, YT MU T AN—
Yay, MACT RL AR EDEY 2 — VIEREFRTRT DL, = —H EXEC ®— R E 71345
MEEXEC E— RTC, Z0Oavwy REMHLET,

show module [{switch-num }]

X DA switch-num (FEE) A A vTF0FEK5,

aATVRFIHLE AL

v RKRE—FK = —% EXEC (>)
et EXEC (#)

avy FERE 1)1)—=x EEAR
Cisco I0S XE Fuji 16.9.2 Zoavy RPEAINEL
7

FEHEEDHA K54 > switch-numB# A f5E+H 3712 show module =~ F& AJ) L7=8E . show moduleall v 2
EASLTeSE LR CRERIZZR D £,
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show network-policy profile .

show network-policy profile

Iy NIT—= R =T a7 7 A )NVEFRRTHITIE, FiHEEXEC E— KT shownetwork policy
profile =~ K&HHALE7,

show network-policy profile [profile-number] [detail]

1‘%3(0)5%5)5] profllenunbet' (EE-‘J%%) */ }\U%yﬂf’y :‘/%7°D77/r/1/§%%2%%bi_§*0 701:1774,/1/
BDAHTENTHOARNES., T RTOFRy hU—27 R — Fa 77 A LNk
RENET,
detall (T3 REMZR 27 — 5 A & it e 2R L

aAvURFIANE AL

avY RE—FK ¥#HE EXEC (#)
avy FERE 1)1)—2 TERNR
Cisco IOS XE Fuji 16.9.2 Ioavwr RPREAINEL
77

&IZ, show network-policy profile =< ROHEHHIZ R L ET,

Device# show network-policy profile
Network Policy Profile 10
voice vlan 17 cos 4

Interface:
none
Network Policy Profile 30
voice vlan 30 cos 5
Interface:
none
Network Policy Profile 36
voice vlan 4 cos 3
Interface:
Interface id
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. show parser macro

show parser macro

AL v F LELTREINTWVDITRTO~YIa, FLiFE12O0 70D/ NTA—F 2R T HIZ
X, ==—¥ EXEC *£— K C show parser macro =~ > RZH L £7,

show parser macro {brief | description [interfaceinterface-id] | name macro-name}

WX OB brief () 47 o ORI Fom L2 T
description [interface interface-id] UL35) F_TO~ 2 1 O3 E 7= 11k

DA VHE—T oA ADHHAEERLET,

name macro-name (EE) ~/a4THEESNZ1>D~ Y
22T o ERER R LET,

v RKRE—FK = —# EXEC (>)
4 ke EXEC ()

av Y FERE )1)—= EENE
Cisco I0S XE Fuji 16.9.2 Zoavwr RRNEASNEL
77
451

WOFITIL, show parser macro 2~ ROHAD—#zZRLES, VA3 T 741
F~27wvDE AL v FDOT Ty F 7 —LEAL v TF ETETLTND YT b
TxT A A=VIZH o THRRY F97,

Device# show parser macro

Total number of macros = 6

Macro name : cisco-global

Macro type : default global

# Enable dynamic port error recovery for link state
# failures

errdisable recovery cause link-flap

errdisable recovery interval 60

<output truncated>

Macro name : cisco-desktop

Macro type : default interface

# macro keywords S$AVID

# Basic interface - Enable data VLAN only

# Recommended value for access vlan (AVID) should not be 1
switchport access vlan $AVID

switchport mode access

. AVA—T A RABLUN—FYz7av kR



| 1v4—2x242B&UN—FYz7av F
show parser macro .

<output truncated>

Macro name : cisco-phone

Macro type : default interface

Cisco IP phone + desktop template

macro keywords $AVID $VVID

VoIP enabled interface - Enable data VLAN

and voice VLAN (VVID)

Recommended value for access vlan (AVID) should not be 1
switchport access vlan $AVID

switchport mode access

HH = = H

<output truncated>

Macro name : cisco-switch

Macro type : default interface

macro keywords S$NVID

Access Uplink to Distribution

Do not apply to EtherChannel/Port Group

Define unique Native VLAN on trunk ports

Recommended value for native vlan (NVID) should not be 1
switchport trunk native vlan $NVID

HH = = H

<output truncated>

Macro name : cisco-router

Macro type : default interface

# macro keywords $NVID

# Access Uplink to Distribution

# Define unique Native VLAN on trunk ports

# Recommended value for native vlan (NVID) should not be 1
switchport trunk native vlan $NVID

<output truncated>

Macro name : snmp
Macro type : customizable

#enable port security, linkup, and linkdown traps
snmp-server enable traps port-security
snmp-server enable traps linkup

snmp-server enable traps linkdown

#set snmp-server host

snmp-server host ADDRESS

#set SNMP trap notifications precedence
snmp-server ip precedence VALUE

RIZ. show parser macroname =2~ RO HHZR L £,

Device# show parser macro name standard-switchlO
Macro name : standard-switchlO

Macro type : customizable

macro description standard-switchlO

# Trust QoS settings on VOIP packets

auto gos voip trust

# Allow port channels to be automatically formed
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. show parser macro

channel-protocol pagp

Iz, show parser macro brief =~ > ROl %2R~ L E7,

Device# show parser macro brief
default global : cisco-global
default interface: cisco-desktop
default interface: cisco-phone
default interface: cisco-switch
default interface: cisco-router
customizable : snmp

&Iz, show parser macro description =~ > ROl Z R L ET,

Device# show parser macro description

Global Macro(s): cisco-global

Interface Macro Description(s)
Gil/0/1 standard-switchl0
Gil/0/2 this is test macro

iZ. show parser macro description interface =~ > RO OB 277 L £,

Device# show parser macro description interface gigabitethernetl/0/2
Interface Macro Description
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show platform hardware bluetooth .

show platform hardware bluetooth

aAav>v R TFI4ILk

AR E—F

Bluetooth { > % —7 = A AZBT B1E# & FKrT 5121E. F#E EXEC £ — KT show platform
hardwarebluetooth =~ > R&fEH L £,

show platform har dware bluetooth
7L

¥rME EXEC (#)

avy FERE

EREDAARZA4 Y

3l

) y—2 EENS
Cisco IOS XE Gibraltar 16.12.1 ZOavwy RREAINE LA,

show platform hardware bluetooth =~ > K3, #}i USB Bluetooth KX 77 /LT /34 AT HzfsE
ENTVDLEAITHEHALET,

iz, show platform hardwarebluetooth =~ > K% f# ] L C Bluetooth f > % — 7 = A
ADNERERFT HPZRLET,

Device> enable

Device# show platform hardware bluetooth
Controller: 0O:la:7d:da:71:13

Type: Primary

Bus: USB
State: DOWN
Name:

HCI Version:
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. show platform hardware fed switch forward interface

show platform hardware fed switch forward interface

HRIEERE T Ny Z L, N—RU T DT+ T—FT 4T T =Dy k3% R L— A
92|21, show platform hardware fed switch switch_number forward interface =~ > N % fifi i
LET, Z0avy NE, 2a—FERDO Ty havIalb—hL, N—RUzT7 D7+ U—
TAT T = PORREREBEFELET, Z0Oaxr FTRELE AT v bRTA—=F(T
EANT, ANR—=FTRTy MBEREIET, PCAP T 7 A MM SN TND X v I F v
STy EDBERR Ny Mefgfit+5 22 TEET,

ZORMEY I TIE, AV F—T oA AEERA DA T2 a2 OF D show platform hardware
fed switch {switch_ num | active | standby } forward interface =~ > K Gl AlfE72 4~
A DIHIONTHLIHIILET,

show platform har dwarefed switch {switch_num|active| standby} forward interface interface-type
interface-number  sour ce-mac-addr ess destination-mac-address{protocol-number | arp | cos|ipv4 |
ipv6 | mpls}

show platform hardwarefed switch {switch_num| active| standby} forward interface interface-type
interface-number pcap pcap-fileename number packet-number data

show platform har dwarefed switch {switch_num| active| standby} forward interface interface-type
interface-number vlan vlian-id source-mac-address destination-mac-address{protocol-number |arp
| cos|ipv4|ipv6 | mpls}

BX DA

switch {switch_num | I RO RN L—RE AT L a— VT HAL vF, DAL v T
active | standby } TASFR— N BEHATRETH A LERH Y £F, KOA T a
B ET,

« switch_ num : AJJAR— EMFAET H A A » F D ID,
cactive: ANJR— MBFEST DT VT 4T AL v F &R LE

ﬁ—o
e standby : ASJAR— FDBMFAET DAL A ZA v F R L
£

GE) ZOF—U— NI R—FSNTHEEA,

interface interface-type RE RO RN L—R% VI a2l —hTAANA LV Z—T A A,
interface-number

source-mac-address Y32 L— b5y bORIETEMAC 7 RL 2,

destination-mac-address A H—T A AD 16 HEX DO MAC 7 R LA,

protocol-number WD L3 e ha g Y ConEB S,

arp Address Resolution Protocol (ARP) D/ XF X —%
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ATV R E—F

show platform hardware fed switch forward interface .

ipv4 IPv4 /3Ty RD/NT A—H,

ipv6 IPV6 /N7 > FDINT A=K,

mpls ~NFTa bhal T AL v F 7 (MPLS) TULDRT
A—H,

cos TIAFVT 4 HHETDH0~T DI —E A7 T A (CoS) fH,

pcap pcap-file-name Wi~ 7 v = (flash:) (2425 PCAP 7 7 A )L D4,
7 7 ANH lash: IZT TIZHFEL TNWD I E AR L T IEE 0,

number packet-number PCAP 7 7 A VND/r v M ESEIEELET,

vlan vian-id YIal—bhENDNT Y hDdotlg~y Z—®D VLANID, &

T& %A 1 ~ 4096 T,

ke EXEC

av Y RERE

)1)—x

EERE

Cisco IOS XE Fuji 16.9.2

Zoawr RREAINREL
776

Cisco IOS XE Fuji 16.9.1

ZDawy BRI,
MPLS/ARP/VXLAN /X% > kD
INT A —X2 L PCAP 7 7 AV
THxy I Fy Il sy b
DRL—ARYR— D
Loz ELL,

Cisco IOS XE Gibraltar 16.10.1

Zoawy RBJEES N, A
o P RIROT =2 DXy
Fy B R—rEnbEHi
0 FE L,

EREDAARZA4

T = HNYAR— MEEENRZOa~v s FOERZHERE LZGAUSMNUIEA L2V T EE
VW, ZOawy RiE, T =R — MEEE L L L IR AT O LI EA LT

<&,

DAY RTHR—=FENDI Ty A TFIROERBY TT,

s WM D L3 b a L E T HIEIP Ny b

*ARP /X7 v |k

e WFND L4 Fr b )L AT S IPvd 87w B

« TCP/UDP/IGMP/ICMP/SCTP ~A 11— R CHER S5 Pv4 734w k
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. show platform hardware fed switch forward interface

e VXLAN 7347 > b
K IDDT YL A BT — K THERRLE IS MPLS 737w b
e IPV4/IPv6 21 1 — R THERK S5 MPLS 24 v |

« TCP/UDP/IGMP/ICMP/SCTP ~3A 12— R THERR &5 IPv6 734 » k

ARy TBRETIE, A v 7 AU ROHC hARa VICBfRR . A¥ v 7 R2EOry ek
L — X T& %79, show platform hardwarefed switch switch-number forwar d inter faceinterface-type
interfacenumber =~ > Nid, ANAAL v FOFTXTDORE v 7 AL 3D/N7 y MRIEF#R A HE
HLET, INEEHTLH72DIT, switch_num5 %5 & interface-number 558 CTHRE ST A A v
FEEPDANAA v FDOFFELE =B LTNDL I EEMHERLTIEIN,

PCAP 7 7 A WITHEMN SN TN D X ¥ T F ¥ SN Ty RWBRED/Nr v & hL—Z 7
512X, show platform hardware fed switch forward interface interface-type interface-number
pcap pcap-file-name number packet-number data =~ > R&fEH L £,

1

RIZ. show platform hardwarefed switch {switch_ num | active | standby } forward
interface =~ > RO B Z R L ET,

Device#show platform hardware fed switch active forward interface gigabitEthernet 1/0/35
0000.0022.0055 0000.0055.0066 ipv4 44.44.0.2 55.55.0.2 udp 1222 3333

Show forward is running in the background. After completion, syslog will be generated.

*Sep 24 05:57:36.614: %SHFWD-6-PACKET TRACE DONE: Switch 1 R0/0: fed: Packet Trace
Complete: Execute (show platform hardware fed switch <> forward last summary|detail)
*Sep 24 05:57:36.614: %SHFWD-6-PACKET TRACE_FLOW_ID: Switch 1 RO/0: fed: Packet Trace
Flow id is 150323855361

EEav> R

av vk EiEA

monitor captureinterface BHERA v N B IOy 7 a—Faxis
ELT, E=FXx T RSV MEREL
*7,

monitor capture start KNS 7 47 RL—ZXBA 2 M Ty k
F—=H DRy T 7 ~DxX ¥ T F ¥ ZBth L £
R

monitor capture stop Ko7 492 FL—ARALL FTAr v K
T—HDX Y T Ty EEILLET,
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show platform hardware fed switch forward interface .

av vk EHEA
monitor capture export ¥ TF ¥ SNy N RNy T 7 ITRE
szj_o

Z Pz~ RiL, showforward Cpcap D AJ)
& LTI T& % flash: N PCAP 7 7 A /LT
F=A XY T TNy T 7 ET T AR— T
HIOIEN L £,
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. show platform resources

A=A RELUN—FIz7 awvF |

show platform resources

ATV R E—F

7Ty N7 —LDY V) —AEREFRT DL, FiHEEXEC £ — KT show platform reources
a~vy REHLET,

show platform resources

ZOawy FIESIBELITF—UV—FNEIH Y A,

HkE EXEC (B)

2v L FRE

FEREDHA FS14 Y

1)1)—=R EENE
CiscolOSXEFuji16.92 Zpa~y FMEASHE LT,

Zoaxy FOMAIZIE, ATV NDEMRRZEZ AEY Z5WAETH LM AT Y BRER
SNET,

451
&Iz, show platform resources =2~ > RO NFlEZRLET,

Switch# show platform resources

**State Acronym: H - Healthy, W - Warning, C - Critical

Resource Usage Max Warning Critical
State
Control Processor 7.20% 100% 90% 95%
H
DRAM 2701MB (69%) 3883MB 90% 95%
H
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show platform software audit .

show platform software audit

SE Linux ¥4 v 7' % K-35 121%, 7 EXEC & — K T show platform softwareaudit =< > K
ERHEALET,

show platform softwareaudit {all | summary | [switch {switch-number | active | standby}]
{0 | FO | RO | {FP | RP} {active}}}

BXDEREA

all TRTCOAT Yy FbLOERn 7 2F R LE
TO

summary TRTCHOAE Y "LOERr 7 OEK v
Y hNERRLET,

switch BEDAAL vFDAT Y MIOWTOER R
ThRRLET,

switch-number BELILAAL v FHFEZOAL v F BRI F
7,

switch active AL TFDTIT 4 TA VAR AR RN L
ibado

standby AL I F DAL LN, A AL AR L
\i—a—o

0 SPAAf > H—TxzA A TakyHh Ay k0
DEEn 7 2RI LET,

FO Embedded-Service-Processor A 12 b 0 DB
nJERRLET,

RO Route-Processor A 2 > b 0 DEE 0 7 %2 FKoR
L\i\jﬂ(}

FP active 7 7 4 7 7% Embedded-Service-Processor A

vy OB 7 EFRLET,

RP active 7 2 4 773 Route-Processor A 1 v k DEEHY
0 s uRRLET,

aAvU kR E—F

avy RNERE

FREDHA FS1 Y

H:kE EXEC (B)

Z®O=a< 2 RiL, CiscoIOS XE Gibraltar 16.10.1 C SELinux #F 7] & — FISRED —#f L L TEA X
AUE L7z, show platform softwareaudit =~ > Ri%, 77 R EXA XV MGV AT A1
TaRRLET,
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. show platform software audit

Cisco I0S XE Gibraltar 16.10.1 TiX, #F A€ — K TO#AEIX, IOSXE 77 v b7 4 — L DFFE
DayR—=x kb (FavRERIEIT SV r—vay) #HRT5 B TR TE £4, &)
F—RTIE, 727 BRERKA R MRS, VAT LA PERINETR, A XV M E
I ER IR T ey 7 SNEF A, 2DV Y 2—3 g 0%, BT VB RERBHE—RT
@EL £,

Iz, show software platform software audit summary =~ > KO H /1l 2R LET,

Device# show platform software audit summary

AUDIT LOG ON switch 1

AVC Denial count: 58

iz, show software platform software audit all =~ > RO HHZ R L £,

Device# show platform software audit all

AUDIT LOG ON switch 1

========== START ============

type=AVC msg=audit (1539222292.584:100): avc: denied { read } for pid=14017
comm="mcp_ trace filte" name="crashinfo" dev="rootfs" ino=13667
scontext=system u:system r:polaris trace filter t:sO
tcontext=system u:object r:polaris disk crashinfo t:s0 tclass=lnk file permissive=1l
type=AVC msg=audit (1539222292.584:100): avc: denied { getattr } for pid=14017
comm="mcp trace filte" path="/mnt/sdl" dev="sdal" ino=2
scontext=system u:system r:polaris trace filter t:sO
tcontext=system u:object r:polaris disk crashinfo t:s0 tclass=dir permissive=1l

type=AVC msg=audit (1539222292.586:101): avc: denied { getattr } for pid=14028 comm="1s"
path="/tmp/ufs/crashinfo" dev="tmpfs" ino=58407
scontext=system u:system r:polaris trace filter t:sO
tcontext=system u:object r:polaris ncd tmp t:s0 tclass=dir permissive=1l

type=AVC msg=audit (1539222292.586:102): avc: denied { read } for pid=14028 comm="1s"
name="crashinfo" dev="tmpfs" ino=58407
scontext=system u:system r:polaris trace filter t:sO
tcontext=system u:object r:polaris ncd tmp t:s0 tclass=dir permissive=1l

type=AVC msg=audit (1539438600.896:119): avc: denied { execute } for pid=8300 comm="sh"
name="id" dev="loop0" ino=6982

scontext=system u:system r:polaris auto upgrade server rp t:s0
tcontext=system u:object r:bin t:s0 tclass=file permissive=l

type=AVC msg=audit (1539438600.897:120): avc: denied { execute no trans } for pid=8300
comm="sh"
path="/tmp/sw/mount/cat9k-rpbase.2018-10-02 00.13 mhungund.SSA.pkg/nyquist/usr/bin/id"
dev="1loop0" ino=6982 scontext=system u:system r:polaris auto upgrade server rp t:s0
tcontext=system u:object r:bin t:s0 tclass=file permissive=l

type=AVC msg=audit (1539438615.535:121): avc: denied { name connect } for pid=26421
comm="nginx" dest=8098 scontext=system u:system r:polaris nginx t:s0
tcontext=system u:object r:polaris caf api port t:s0 tclass=tcp socket permissive=l
type=AVC msg=audit (1539438624.916:122): avc: denied { execute no trans } for pid=8600
comm="auto upgrade se" path="/bin/bash" dev="rootfs" ino=7276

scontext=system u:system r:polaris auto upgrade server rp t:s0
tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l

type=AVC msg=audit (1539438648.936:123): avc: denied { execute no trans } for pid=9307
comm="auto upgrade se" path="/bin/bash" dev="rootfs" ino=7276

scontext=system u:system r:polaris auto upgrade server rp t:s0
tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l

type=AVC msg=audit (1539438678.649:124): avc: denied { name connect } for pid=26421
comm="nginx" dest=8098 scontext=system u:system r:polaris nginx t:s0
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show platform software audit .

tcontext=system u:object r:polaris caf api port t:s0 tclass=tcp_socket permissive=1
type=AVC msg=audit (1539438696.969:125): avc: denied { execute no trans } for pid=10057
comm="auto_ upgrade se" path="/bin/bash" dev="rootfs" ino=7276
scontext=system u:system r:polaris auto upgrade server rp t:s0
tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l
type=AVC msg=audit (1539438732.973:126): avc: denied { execute no trans } for pid=10858
comm="auto_upgrade se" path="/bin/bash" dev="rootfs" ino=7276
scontext=system u:system r:polaris auto upgrade server rp t:s0
tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l
type=AVC msg=audit (1539438778.008:127): avc: denied { execute no trans } for pid=11579
comm="auto_ upgrade se" path="/bin/bash" dev="rootfs" ino=7276
scontext=system u:system r:polaris auto upgrade server rp t:s0
tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l
type=AVC msg=audit (1539438800.156:128): avc: denied { name connect } for pid=26421
comm="nginx" dest=8098 scontext=system u:system r:polaris nginx t:s0
tcontext=system u:object r:polaris caf api port t:s0 tclass=tcp_socket permissive=1
type=AVC msg=audit (1539438834.099:129): avc: denied { execute no trans } for pid=12451
comm="auto_ upgrade se" path="/bin/bash" dev="rootfs" ino=7276
scontext=system u:system r:polaris auto upgrade server rp t:s0
tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l
type=AVC msg=audit (1539440246.697:149): avc: denied { name connect } for pid=26421
comm="nginx" dest=8098 scontext=system u:system r:polaris nginx t:s0
tcontext=system u:object r:polaris caf api port t:s0 tclass=tcp_socket permissive=1
type=AVC msg=audit (1539440299.119:150): avc: denied { name connect } for pid=26421
comm="nginx" dest=8098 scontext=system u:system r:polaris nginx t:s0
tcontext=system u:object r:polaris caf api port t:s0 tclass=tcp_socket permissive=1

END

iz, show software platform software audit switch =~ > ROH FFlE2 R L £,

Device# show platform software audit switch active RO

========== START ============

type=AVC msg=audit (1539222292.584:100): avc: denied { read } for pid=14017

comm="mcp_ trace filte" name="crashinfo" dev="rootfs" ino=13667

scontext=system u:system r:polaris trace filter t:s0

tcontext=system u:object r:polaris disk crashinfo t:s0 tclass=lnk file permissive=1l

type=AVC msg=audit (1539222292.584:100): avc: denied { getattr } for pid=14017

comm="mcp_ trace filte" path="/mnt/sdl" dev="sdal" ino=2

scontext=system u:system r:polaris trace filter t:sO

tcontext=system u:object r:polaris disk crashinfo t:s0 tclass=dir permissive=1l

type=AVC msg=audit (1539222292.586:101): avc: denied { getattr } for pid=14028 comm="1s"
path="/tmp/ufs/crashinfo" dev="tmpfs" ino=58407

scontext=system u:system r:polaris trace filter t:sO

tcontext=system u:object r:polaris ncd tmp t:s0 tclass=dir permissive=1l

type=AVC msg=audit (1539222292.586:102): avc: denied { read } for pid=14028 comm="1s"
name="crashinfo" dev="tmpfs" ino=58407

scontext=system u:system r:polaris trace filter t:s0

tcontext=system u:object r:polaris ncd tmp t:s0 tclass=dir permissive=1l

type=AVC msg=audit (1539438624.916:122): avc: denied { execute no trans } for pid=8600
comm="auto upgrade se" path="/bin/bash" dev="rootfs" ino=7276

scontext=system u:system r:polaris auto upgrade server rp t:s0

tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l

type=AVC msg=audit (1539438648.936:123): avc: denied { execute no trans } for pid=9307
comm="auto upgrade se" path="/bin/bash" dev="rootfs" ino=7276

scontext=system u:system r:polaris auto upgrade server rp t:s0

tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l

type=AVC msg=audit (1539438678.649:124): avc: denied { name connect } for pid=26421
comm="nginx" dest=8098 scontext=system u:system r:polaris nginx t:s0

tcontext=system u:object r:polaris caf api port t:s0 tclass=tcp socket permissive=l

type=AVC msg=audit (1539438696.969:125): avc: denied { execute no trans } for pid=10057
comm="auto upgrade se" path="/bin/bash" dev="rootfs" ino=7276

scontext=system u:system r:polaris auto upgrade server rp t:s0
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. show platform software audit

tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l

type=AVC msg=audit (1539438732.973:126): avc: denied { execute no trans } for pid=10858
comm="auto_ upgrade se" path="/bin/bash" dev="rootfs" ino=7276

scontext=system u:system r:polaris_auto upgrade server rp t:s0

tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l

type=AVC msg=audit (1539438778.008:127): avc: denied { execute no trans } for pid=11579
comm="auto_upgrade se" path="/bin/bash" dev="rootfs" ino=7276

scontext=system u:system r:polaris_auto upgrade server rp t:s0

tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l

type=AVC msg=audit (1539438800.156:128): avc: denied { name connect } for pid=26421
comm="nginx" dest=8098 scontext=system u:system r:polaris nginx t:s0
tcontext=system u:object r:polaris caf api port t:s0 tclass=tcp_socket permissive=1
type=AVC msg=audit (1539438834.099:129): avc: denied { execute no trans } for pid=12451
comm="auto_ upgrade se" path="/bin/bash" dev="rootfs" ino=7276

scontext=system u:system r:polaris_auto upgrade server rp t:s0
tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l

type=AVC msg=audit (1539438860.907:130): avc: denied { name connect } for pid=26421
comm="nginx" dest=8098 scontext=system u:system r:polaris nginx t:s0
tcontext=system u:object r:polaris caf api port t:s0 tclass=tcp_socket permissive=1

========== END ============
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show platform software fed switch punt cpugq rates .

show platform software fed switch punt cpuq rates

N RSN RIZBT D Fay T aEiery ROy b b— FEFRRT 5123, FHEEXEC
=& — T show platform software fed switch punt cpuqrates =~ > R&fH L £,

show platform software fed switch {switch-number | active|standby} punt cpuqg rates

X MEREA switch{switch-number | active | standby} AA v FICETAIEREFERLET, KD
BIRERH Y 7,

 switch-number,

cactive : 77T 4 TR AA v FICET
HERERRLET,

« gandby : FET DHHE, AKX LA R
A v FICETHEREFR T LET,

6= ZOF—U—=FEIR-F&

NTWER A,
punt Ry MERZFREL £,
cpuq CPU ZEX = —IZBT 2 EHREFREL £
To
rates Ry v L— MEEELET,
aAvY R E—F M EXEC (#)
AV FREE =2 ZENRS

CiscolOSXE Y7 I 0% 1 16.10.1 ZDa~< R EAINE L,

¢l

&KIZ, show platform software fed switch active punt cpuq rates =~ > KD H 716 & 7R~
L/iﬁ—O

ZOawy ROHMNTIE, 108, 153, 5 OFBROL— B 1 BHTV O/ Ty
FMETERRINET,

Device#show platform software fed switch active punt cpuq rates

Punt Rate CPU Q Statistics

Packets per second averaged over 10 seconds, 1 min and 5 mins
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. show platform software fed switch punt cpugq rates

Q | Queue | Rx | Rx | Rx | Drop | Drop | Drop
no | Name | 10s | 1lmin | 5min | 10s | 1min | 5min
0 CPU_Q DOT1X AUTH 0 0 0 0 0 0
1 CPU_Q L2 CONTROL 0 0 0 0 0 0
2 CPU_Q FORUS_TRAFFIC 336 266 320 0 0 0
3 CPU_Q ICMP_GEN 0 0 0 0 0 0
4 CPU_Q ROUTING CONTROL 0 0 0 0 0 0
5 CPU_Q FORUS_ADDR RESOLUTION 0 0 0 0 0 0
6 CPU_Q ICMP REDIRECT 0 0 0 0 0 0
7 CPU_Q INTER FED TRAFFIC 0 0 0 0 0 0
8 CPU_Q L2LVX CONTROL_PKT 0 0 0 0 0 0
9 CPU_Q EWLC_ CONTROL 0 0 0 0 0 0
10 CPU_Q EWLC_DATA 0 0 0 0 0 0
11 CPU_Q L2LVX DATA PKT 0 0 0 0 0 0
12 CPU_Q BROADCAST 0 0 0 0 0 0
13 CPU_Q LEARNING CACHE OVFL 0 0 0 0 0 0
14 CPU_Q SW FORWARDING 0 0 0 0 0 0
15 CPU_Q TOPOLOGY CONTROL 0 0 0 0 0 0
16 CPU_Q PROTO_SNOOPING 0 0 0 0 0 0
17 CPU_Q DHCP_SNOOPING 0 0 0 0 0 0
18 CPU_Q TRANSIT TRAFFIC 0 0 0 0 0 0
19 CPU_Q RPF FAILED 0 0 0 0 0 0
20 CPU_Q MCAST END STATION SERVICE 0 0 0 0 0 0
21 CPU_Q LOGGING 0 0 0 0 0 0
22 CPU_Q PUNT WEBAUTH 0 0 0 0 0 0
23 CPU_Q HIGH RATE APP 0 0 0 0 0 0
24 CPU_Q EXCEPTION 0 0 0 0 0 0
25 CPU_Q SYSTEM CRITICAL 0 0 0 0 0 0
26 CPU_Q NFL SAMPLED DATA 0 0 0 0 0 0
27 CPU_Q LOW_LATENCY 0 0 0 0 0 0
28 CPU_Q EGR_EXCEPTION 0 0 0 0 0 0
29 CPU_Q Fss 0 0 0 0 0 0
30 CPU_Q MCAST DATA 0 0 0 0 0 0

. AVB—TIARBLUN—FYz7avU kR



| 1v454—x4RB&UN—FKIzF7 a7 F
show platform software fed switch punt cpugq rates .

31 CPU_Q_GOLD_PKT

WDFET, ZOHNIERINDIEERT 4 —V REHALET,

% 6:show platform software fed switch active punt cpuq rates 7 «+ —)L K DEEA

J4—)L K |EHBEA

Queue X =2 — D4Rl
Name
Rx 1 H7=0 o7y FOZEL—KF (108, 14, 59) .

Fey”? [1BHEYOry b Fay7L—F (108, 14, 5%) .
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. show platform software fed switch punt packet-capture display

show platform software fed switch punt packet-capture display

CPUEMIRBENE EDNRT Y M v I F v ifma T 21213, FrtE EXEC &— R T show
platform software fed switch active punt packet-capturedisplay =~ > FZ#EH L £9°,

show platform software fed switch active punt packet-capture display { detailed | hexdump}

B DEREA

ATV R E—FR

switch {switch-number | active| standby} AL v FIZEHTHEREERLET, KD
BRI H D £,

cactive : 77T 4 TR AA v FITHT
LHiERERRLET,

s gandby : FIET DA, AX LA R
Ay FICHET HIERER T LET,

G¥)  sandby ¥— U — RiZHR—

&S TWERHA,
punt SRy MEBREREELET,
packet-capture display Xy I TF X INT Ty MCET A 1w E
FBELEY,
detailed Xy 7Ty SNy MIET S5
HmEfELET,
hex-dump X 7S F v Sy MCET % 16K

BADEHRETEE L £,

HikE EXEC (#)

av Y RERE

FEREDHA KAV

il

1) =2 ZEAR
Cisco IOS XE ¥ 7' 7 /L% /1 16.10.1 Zoavy RREASE LR,

Zoa~vy RO, CPUBEMEN ERLEVMEAZEZ TWNDH EEDCPUNRT » Ry
fe £ 2N RCPU T 7 47 Lb—h, BEXOETHD CPU a2 AT L EHN L m
T e KRR IRFRENE T,

IZ., show platform softwarefed switch active punt packet-capture display detailed =~
Y RO Z R L ET,

Device# show platform software fed switch active punt packet-capture display detailed
Punt packet capturing: disabled. Buffer wrapping: disabled
Total captured so far: 101 packets. Capture capacity : 4096 packets
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show platform software fed switch punt packet-capture display .

—————— Packet Number: 1, Timestamp: 2018/09/04 23:22:10.179 ------
interface GigabitEthernet2/0/2 [if-id: 0x00000032] (physical)
ether hdr dest mac: 0100.0ccc.cccd, src mac: 2c36.f8fc.4884
ether hdr ethertype: 0x0032
Doppler Frame Descriptor
0000000044004E04 COOF402D94510000 0000000000000100 0000400401000000
0000000001000050 000000006D000100 0000000025836200 0000000000000000
Packet Data Dump (length: 68 bytes)
01000CCCCCCD2C36 F8FC48840032AAAA 0300000C010BO00OO 00000080012C36F8
FC48800000000080 012C36F8FC488080 040000140002000F 0071000000020001
244E733E
—————— Packet Number: 2, Timestamp: 2018/09/04 23:22:10.179 ------
interface GigabitEthernet2/0/2 [if-id: 0x00000032] (physical)
ether hdr dest mac: 0180.c200.0000, src mac: 2c36.f8fc.4884
ether hdr ethertype: 0x0026
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. show platform software fed switch punt rates interfaces

show platform software fed switch punt rates interfaces

FTRTDA U Z =T =2 A AD/N b L— FORERHE 2 FRRT 21213, FrHEEXECE— R
C show platform software fed switch punt ratesinterfaces =~ > F&2iH L £,

show platform software fed switch {switch-number | active|standby} punt rates
inter faceg[interface-id]

BX DA

aAvU R E—F

switch {switch-number | active| standby} AA v FICETHEREFRLET, KD
BRENH Y £,

« switch-number,

cactive : 77T 4 TR AA v FITET
HIEWERRLET,

e standby : FFHAET 2%, AX A A
Ay FICET HERERTLET,

GE) ZDF—U—FF¥R—rS

NTWERA,
punt SRy MEBE T LET,
rates Ry bR R L— hERELET,
inter faces(inter face-id] () A v ¥ —7 = A ZAD&MKHIR T

Wiz, A2 =7 A 2D 10EETD
%H—P—‘i’fj@%&hﬁ%ﬁzﬁ L/jz—g«o

H:kE EXEC (B)

2 FRE

EREDHA FS1 Y

Jy1)y—= EENE
CiscolOSXE 7 F L # /116101 D~ RNBAINIE LT,

ZOHDITIE 108, 145, 5 0DOKRMEDO/ S M L— R 1RSI O~y MUTERIRS
nEJ,

15l
KIZ, TXTOA 2 Z—T = A ZZDOWT D show platform software fed switch active
punt ratesinterfaces =~ KO HFIZR L ET,

Device#show plataform software fed switch active punt rates interfaces

Punt Rate on Interfaces Statistics
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Packets per second averaged over 10 seconds,

show platform software fed switch punt rates interfaces .

1 min and 5 mins

| | Rx | Rx | Rx | Drop | Drop |
Drop
Interface Name | IF_ID | 10s | 1min | 5min | 10s | 1min |
5min
Vlan3 0x00000034 1000 1000 520 0 0
0

WDFET, ZOHNIERINDIEERT 4 —V REHALET,

5 7: show platform software fed switch active punt rates interfaces 0 7 1« — )L K D5

J4—ILF  |EREA

Interface WA R —T = A ADLHI,

Name

IF_ID WA A —T = A AD 1D,

Rx L BHIZ) D7y FOZELV—F 10, 143, 547) &
=4 1BHIEY DTy bRy 7 L—F (108, 155, 547) o

RIZ, BFEDA 2 —T = A AIZ2 T D show platform softwar efed switch activepunt
ratesinterfacesinterface-id =~ > FDOH A2~ L £,

Device#show platform software fed switch active punt rates interfaces 0x31
Punt Rate on Single Interfaces Statistics

Interface

Received

Total

10 sec average
1 min average
5 min average

Per CPUQ punt stats on the interface

Port-channell

29617

[if id: 0x31]

Dropped
Total
10 sec average
1 min average
5 min average

o O O o

(rate averaged over 10s interval)

Q | Queue |  Recv | Recv | Drop | Drop |
no | Name | Total | Rate | Total | Rate
0 CPU Q DOT1X AUTH 0 0 0 0
1 CPU_Q L2 CONTROL 29519 0 0 0
2 CPU_Q FORUS_TRAFFIC 0 0 0 0
3 CPU_Q ICMP_GEN 0 0 0 0
4  CPU_Q ROUTING_CONTROL 0 0 0 0
5 CPU_Q FORUS_ADDR_RESOLUTION 0 0 0 0
6 CPU_Q ICMP REDIRECT 0 0 0 0
7  CPU_Q INTER FED TRAFFIC 0 0 0 0
8  CPU_Q L2LVX CONTROL_PKT 0 0 0 0
9 CPU_Q EWLC_ CONTROL 0 0 0 0

A108—Jx4Z2&UN—Fvz7av vk |
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. show platform software fed switch punt rates interfaces

10 CPU_Q EWLC_DATA

11 CPU Q L2LVX DATA PKT

12 CPU_Q BROADCAST

13 CPU _Q LEARNING CACHE OVFL
14 CPU Q SW FORWARDING

15 CPU _Q TOPOLOGY CONTROL 9
16 CPU Q PROTO SNOOPING

17 CPU_Q DHCP SNOOPING

18 CPU _Q TRANSIT TRAFFIC

19 CPU_Q RPF_FAILED

20 CPU _Q MCAST END STATION SERVICE
21 CPU_Q_LOGGING

22 CPU_Q PUNT WEBAUTH

23 CPU_Q HIGH RATE APP

24 CPU_Q_EXCEPTION

25 CPU Q SYSTEM CRITICAL

26 CPU Q NFL SAMPLED DATA

27 CPU_Q LOW_LATENCY

28 CPU Q EGR EXCEPTION

29 CPU_Q FSS

30 CPU_Q MCAST_DATA

31 CPU_Q_GOLD_PKT

O O O OO OO0 0O0O0O0O0O0O0O0OOoOOWwooooo
O O O O OO OO0 0O0O0O0O0O0oO0ooOoooooo
O O O O OO OO0 0O0O0O0O0O0O0oOooooooo
O O O O OO OO0 0O0O0O0O0O0O0O0o0ooooooo

WDFET, ZOHNIERINDIEERT 4 —V REHALET,

% 8: show platform software fed switch punt rates interfaces interface-id ® 7 « —JL K D88

J4—)L K |EHBEA

Queue F 2 — DA,
Name

Recv Total | 521

éﬂf:/\ob‘ v ]\ OD/EI\%I';&O

jafili

RecvRate |1 fd7-0 D47y FDOZEL— |,

Drop Total |3 X 7= v b OfREL,

DropRate [1#&H7=0 D847y FDO Ry FL— K,
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show platform software ilpower .

show platform software ilpower

TNA A LEDFTRXTOPER— MDA T A T =Dl A R T HI2IE, FFHEEXECE—
K -C show platform softwareilpower =t~ > KZ{HH L F9°,

show platform software ilpower {details | port {GigabitEthernet interface-number } |

system dlot-number }

XD details TRTDOA U H—T =2 ADA T A 2 RT—OFE & FoR
]\/\iﬁ—o
port A TA L NRT—R—=FOREEZFTRLET,

GigabitEthernet
interface-number

GigabitEthernet f > % —7 = A A% 5, EOHPHIZ0~9 T
‘é—o

system slot-number

A TAV NI — VAT AOBREERTFLET,

avY RE—FK ¥#HE EXEC (#)

av Y REE == EERE
Cisco 10S XE Fuji 16.9.2 Zoawry RpBEmEnEL
7o
I &Iz, show platform softwareilpower details =~ > RO FIZ R L ET,

Device# show platform software ilpower details
ILP Port Configuration for interface Gil/0/1

Initialization Done:
ILP Supported:

ILP Enabled:

POST:

Detect On:

Yes
Yes
Yes
Yes
No

Powered Device Detected
Powered Device Class Done
Cisco Powered Device:
Power is On: No
Power Denied: No
Powered Device Type:
Powerd Device Class:

Power State: NULL
Current State: NGWC_TILP_
Previous State: NGWC_ILP_

Requested Power in milli watts:
Short Circuit Detected:
Short Circuit Count:

Null
Null

DETECTING S
SHUT OFF S
0
0
0

Cisco Powerd Device Detect Count: O

Spare Pair mode:
IEEE Detect:
IEEE Short:
Link Down:

0

Stopped
Stopped
Stopped

A108—Jx4Z2&UN—Fvz7av vk |
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. show platform software ilpower

Voltage sense: Stopped
Spare Pair Architecture: 1
Signal Pair Power allocation in milli watts: O
Spare Pair Power On: 0
Powered Device power state: 0
Timer:
Power Good: Stopped
Power Denied: Stopped
Cisco Powered Device Detect: Stopped
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show platform software memory .

show platform software memory

RELEAL v FOAEVFEREFRT DL, FiME EXEC £ — K T show platform software
memory 2~ R&EMHHALET,

show platform softwarememory [{chunk | database | messaging}] process slot

¥ESTDERA
B DEREA chunk UEE) BELETo v ADF v o7 ATV EREERLET,
database L) BELET b ADT =4 _R—Z2AE Y EREFFRLET,
messaging UEE) IBELE o ADA v E—V 0 VAV EREETRLE
£

FRSINDERIT. WET Ny 7 DB HE LTWET,
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. show platform software memory

process
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show platform software memory .

RESNTND LY, ROFTT T a Bl £,
» bt-logger : Binary-Tracing Logger 7' & & &,
* btrace-manager : Btrace Manager 7' 12 & A,
» chassismanager : Chassis Manager 7" 2 & A,
s cli-agent : CLI Agent 7' &2 & &,
scmm : CMM 7't &,
+ dbm : Database Manager "1 % X,
« dmiauthd : DMI Authentication Daemon 7' &2 & &
« emd : Environmental Monitoring "7 & X,
» fed : Forwarding Engine Driver 7' 2 & A,
« forwarding-manager : Forwarding Manager 7' 2 & A,
* geo : Geo Manager ' 2 & %,
s gnmi : GNMI ' 2t& A,
» host-manager : Host Manager 7" 2 & X
« interface-manager : Interface Manager "1 % X,
«iomd : Input/Output Module daemon (IOMd) 7' m & &,
«ios: I0S 7't %,
« iox-manager : 10x Manager 7' 2 & X,
» license-manager : License Manager 7' 22 A,
* logger : Logging Manager 7' 12 & X,
» mdt-pubd : Model Defined Telemetry Publisher 7' & & A,
» ndbman : Netconf DataBase Manager 7" 12 & &,
* nesd : Network Element Synchronizer Daemon Tatk A,
* nginx : Nginx Webserver 7' 2 & &,
* nif_mgr : NIF Manager 7' 2 & &,
« platform-mgr : Platform Manager 7" & & A,
» pluggable-services : Pluggable Services 7' 12 & &,
« replication-mgr : Replication Manager 7' 1 & A,

» shell-manager : Shell Manager 7' & & A,
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. show platform software memory

* sif : Stack Interface (SIF) Manager 7' 1 & X,
» smd : Session Manager 7' 12 &,

» stack-mgr : Stack Manager 7" 2 & X

» syncfd : SyncmDaemon 7' 12 & &,

- table-manager : Table Manager % —~%,

s thread-test : Multithread Manager 7" & & A,

« virt-manager : Virtualization Manager 7' 2 & &,
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show platform software memory .

slot LR BESNTWA e R EFEZTHFON— R T 2T Ay N,
WDOF T arnNHh F1,

enumber : LUULARBRESINTWVAN— RT 2T EY 2—/L0D SIP
vy "NEF, TmEZIE AL v FDSIP A b 20 SIP #45
ET DAL, 120 EANLET,

« SP-slot/ SPA-bay : SIP AA v F Ay hOEEZD SIP DA
R—hrTHTH% (SPA) _A D, -z, AL vF Az v b
3D SIP DA 2D SPA ZETETH%LE1E. 321 EANILE
‘j‘o

« FO : Embedded Service Processor A= > |k 0,

« FPactive : 77 7 ¢ 772 Embedded Service Processor.,
*RO: 22y hODNL— K Tt v,

*RPactive: 777 4 77—k 7t v,

*« RPstandby : A% 34 DO)— h T ek,

« switch <number> : ¥§E SN HFE B ERFFOAL v T,
e switch active: 727 7 712 A A v F,

« switch standby : A ¥ L34 A A T,

enuMber : LULABREINTWVAN— R 2T EY 2 — LD
SIP Ay h&F, 7m&21E. AA v FDSIP Ay h2D
SIP ZfRET 2580, 20 EANLET,

« SP-dot/SPAbay : SIP A1 v F 21 v O L ZD SIP DI
HR—KNTHTH (SPA) XA D, =& xE, A vF A
7y k3D SIP DA 20D SPA ZIEETHHEAEIL. 13/2]
EATILET,

«FO: A v b 0 @ Embedded Service Processor,
« FP active : 7 7 7 4 7 73 Embedded Service Processor,
*RO: 22y FOD)NL— bk Tt v,

*RPactive: 777 4 77—k Fuatvi,

ATV RFI4ILL T 7 AN NOBERHEIZH Y FH A,

avU R E—F ¥rME EXEC (#)
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. show platform software memory

v NERE )1)—=2 EEAR

Cisco IOS XE Fuji 16.9.2 Zoavwy RBREAINE L,

KIZ, Cisco Catalyst 9000 3 U — X ESP A 2 v | 0 @ Forwarding Manager 7" &2 & A{Z-D
W T OIS L7 (briefF— 7 — R) OXEVIFEREFE LT HHIBZRLET,

Device# show platform software memory forwarding-manager switch 1 fp active brief

module allocated requested allocs frees
Summary 5702540 5619788 121888 116716
AOM object 1920374 1920310 4 0
AOM links array 880379 880315 4 0
smc_message 819575 819511 4 0
AOM update state 640380 640316 4 0
dpidb-config 208776 203544 351 24
fman-infra-avl 178016 153680 1521 0
AOM batch 152373 152309 4 0
AOM asynchronous conte 128388 128324 4 0
AOM basic data 124824 124760 5 1
eventutil 118939 118299 50 10
AOM tree node 96465 96385 5 0
AOM tree root 72377 72313 4 0
acl 36090 31914 504 243
fman-infra-ipc 35326 24366 115097 114412
AOM uplink update node 32386 32322 4 0
unknown 30528 23808 424 4
uipeer 27232 27152 5 0
fman-infra-gos 26872 24712 164 29
cce-class 19427 15411 251 0
12 control protocol 15472 12896 325 164
fman-infra-cce 15272 13576 106 0
smc_channel 15223 15159 4 0
unknown 14208 8736 447 105
chunk 12513 12033 33 3
cce-bind 8496 7552 82 23
MATM mac entry 8040 5928 544 412
adj 7064 6312 157 110
route-pfx 6116 5412 157 113
Filter rules 4912 4896 1 0
fman-infra-dpidb 4130 2338 112 0
SMC Buffer 3794 3202 43 6
urpf-list 3028 2100 85 27
lookup 2480 2160 30 10
MATM mac table 2432 1600 148 96
cdllib 1688 1672 1 0
route-tbl 1600 1264 21 0
FNF Flowdef 1492 1460 3 1
acl-ref 1120 1024 8 2
cgm-1lib 1120 880 410 395
pbr if cfg 1088 976 205 198
FNF Monitor 1048 1032 1 0
pbr routemap 960 864 18 12
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show platform software memory .

WORIZ, ZOHNTERINDIEERT —/V FOFBAZRLET,

5 9: show platform software memory brief ) 7 « — )L K D8

T4—IL k|5

module YT EY 2 — L DRI,

allocated  |[E| ) U CHELDAEY (A M) .

RS | TV = a ko TESRS NN ML

allocs fERIDENY 2T o X b ORATEIEL,

frees FREA X b DE,
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. show platform software process list

show platform software process list

7Ty R 7 A —ATETHOTrEADY A M FRT HITIE, FiHE EXEC £— R T show
platform software processlist =~ > K&f#HA L 9,

show platform software process list switch {switch-number | active | standby} {0 | FO | RO}
[{name process-name | process-id process-ID | sort memory | summary}]

X DA switch switch-number = ¢ » F(ZBI4 5 1EHR A F R LET, switch-number 313D A 2072 E1%
0~9T9,
active AL FDTIT 4T A AZ AT A EREFRLET,
standby AA Y FDARZ L INA A AR AT DIEHREFR T LET,
0 HEHER— KN THFH (SPA) A X —T AR FatyHh 2ay k0
BT o ERERRLET,
FO Embedded Service Processor (ESP) A1~ k 0 ICBT HIEMAR T LE
T
RO Jo—h ZFuaty¥ (RP) Ary b 0BT LEHRERRLET,
name process-name EE) HESN=nERICHETLHEREFRTILET, TrERL
FATTLET,
process-id process-ID (1) EESNT-7at A IDICETAEHREERLET, Tuk 2R
IDEZASLET,
sort (fEE) T avXf ey — SN EREF R LET,
memory (EE) A VIEWY — hEn-EREERLET,
summary (EE) RA N TFAL2Z2OT v A AEY DY~ —2FRLET,
avURKRE—FK FrtE EXEC (#)
av Yy FER Jy—= ETEAR
CiscoIOSXEFuji16.92 o< FEMENE L~
Bl &IZ., show platform software processlist switch active RO =~ > KO /1H %~ L £

B

Switch# show platform software process list switch active RO summary

Total number of processes: 278
Running H
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Sleeping

Disk sleeping
Zombies
Stopped
Paging

Up time
Idle time
User time
Kernel time

Virtual memory
Pages resident

Major page faults:
Minor page faults:

Architecture
Memory (kB)
Physical
Total
Used
Free
Active
Inactive
Inact-dirty
Inact-clean
Dirty
AnonPages
Bounce
Cached
Commit Limit
Committed As
High Total
High Free
Low Total
Low Free
Mapped
NFS Unstable
Page Tables
Slab
VMmalloc Chunk
VMmalloc Total
VMmalloc Used
Writeback

HugePages Total:

HugePages Free
HugePages Rsvd
HugePage Size

Swap (kB)
Total
Used
Free
Cached

Buffers (kB)

Load Average
1-Min
5-Min
15-Min

276

o O o

8318

0
216809
78931

12933324800
634061

2228
3491744

mips64

3976852
3976852
2766952
1209900
2141344
1589672
0

0

4
1306800
0
1984688
1988424
3358528
0

0
3976852
1209900
520528
0

17328

0
1069542588
1069547512
2588

o O O o

439528

1.13
1.18
0.92

show platform software process list .
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. show platform software process list

RIZ. show platform software processlist switch active RO =2~ > RO /ifila R L E

R

# show platform software process list switch active RO

Name pid PPid Group Id Status Priority Size
systemd 1 0 1 s 20 4876
kthreadd 2 0 0 s 20 0
ksoftirgd/0 3 2 0 s 20 0
kworker/0:0H 5 2 0 s 0 O
rcu_sched 7 2 0 s 20 0
rcu_bh 8 2 0 s 20 0
migration/0 9 2 0 s 4294967196 O
watchdog/0 10 2 0 s 4294967196 0
watchdog/1 11 2 0 s 4294967196 0
migration/1 12 2 0 s 4294967196 0
ksoftirgd/1 13 2 0 s 20 0
kworker/1:0H 15 2 0 s 0 O
watchdog/2 16 2 0 s 4294967196 0
migration/2 17 2 0 s 4294967196 0
ksoftirqgd/2 18 2 0 s 20 0
kworker/2:0H 20 2 0 s 0 O
watchdog/3 21 2 0 s 4294967196 O
migration/3 22 2 0 s 4294967196 O
ksoftirgd/3 23 2 0 s 20 0
kworker/3:0 24 2 0 s 20 0
kworker/3:0H 25 2 0 s 0 O
kdevtmpfs 26 2 0 s 20 0
netns 217 2 0 s 0 0
perf 28 2 0 s 0 0
khungtaskd 29 2 0 s 20 0
writeback 30 2 0 s 0 0
ksmd 31 2 0 s 25 0
khugepaged 32 2 0 s 39 0
crypto 33 2 0 s 0 0
bioset 34 2 0 s 0 O
kblockd 35 2 0 s 0 O
ata sff 36 2 0 s 0 O
rpciod 37 2 0 s 0 O
kswapd0 63 2 0 s 20 0
vmstat 64 2 0 s 0 0
fsnotify mark 65 2 0 s 20 O
nfsiod 66 2 0 s 0 O

WDOFRT, ZTOHINTERINDIEHERT 4 —/L FIZOWTHALFET,

% 10: show platform software process list ) 7 1+ —)L K DA

TJ4—ILF ERBA

Name Tak AEEMIT LTS v RAN
FRENET, AL EZADAL Y RThH,
ALy RZbiZa~wy ROMERERDGEN
HET,
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show platform software process list .

J4—ILFK ERBA

Pid Tt 2 &L BT Lol A L —
TAYT VAT ATHAISND 72k A IDA
FrRINET,

PPID H o207 av X D BAFERINET,

Group Id TN—7"1ID WERRSINET,

Status AR AR B T a AD AT —4
ANFRINET,

Priority BN ENT= A Y 2 — U v OEESENENLH
FoRENET,

Size Cisco I0S XE Gibraltar 16.10.1 X ¥ &7 :
FABAEY OV A ANRFRINET,
Cisco 10S XE Gibraltar 16.10.1 LA :

RAM THFD7at ZIZE N B THR TS A
TV EERTHEHEE Y A X (RSS) 2AFER
INFET,
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A=A RELUN—FIz7 awvF |

show platform software process memory

FEVAT AT REATHER SN TWD AEY) OR&ZFRRT HITIE, FiHE EXEC £— KT show
platform software processmemory =~ > RafEH L £,

show platform process memory

switch { switch-number | active| standby} {0| FO| FP | RO} {all [sorted | virtual [sorted] ] | name
process-name{ maps| smaps[summary] } | process-id process-id { maps| smaps[summary] } }

X OB switch switch-number A o F T A EEER LET, A1 v

FEEEANTILET,

active TFTNRAADT I T 4T ALV AR L AREEL
i‘g—o

standby TNARADABZ NN A VAL AEFEE L
£7,

0 HEHER— T HTH (SPA) A ¥ —T=A
A Taty Aey NOERBEELET,

FO Embedded Service Processor (ESP) A 1w > k0
EHEELET,

FP Embedded Service Processor (ESP) #f8E L £
7,

RO N—hk ety (RP) Auy h0EFEEL
F7,

all TRTCOTutv A2 —EERLET,

sorted (ITL3) #ELy R X (RSS) I1CHSNT
Hh%zEY—FLET,

virtual EE) AT ZEELET,

nameprocess-name Tt AL ERELET,

maps TR ADAE) vy TERELET,

Smaps summary 7'a AD smaps DEFKIEFRE L ET,

process-idprocess-id

7k AID ZHEELET,

avy FER Jj1y—=

LERR

Cisco IOS XE Gibraltar 16.10.1

ZOavwy RpREAINE LT,
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show platform software process memory .

aAvY R E—F HebE EXEC (#)

RIZHZETRLET,
i, show platform software process memory activeRO all =~ > KOl R L £,

Device# show platform software process memory switch active RO all

pid RSS PSS Heap Shared Private Name
1 4876 3229 1064 1808 3068 systemd
118 3184 1327 132 2352 832 systemd-journal
159 3008 1191 396 1996 1012 systemd-udevd
407 3192 1262 132 2196 996 dbus-daemon
3406 4772 3064 264 1940 2832 virtlogd
3411 5712 3474 2964 2344 3368 droputil.sh
3416 2588 358 132 2336 252 libvirtd.sh
3420 5708 3484 2976 2308 3400 reflector.sh
3424 1804 263 132 1632 172 xinetd
3425 964 118 132 872 92 sleep
3434 3060 844 528 2304 756 oom. sh
3442 2068 606 132 1604 464 rpcbind
3485 2380 845 132 1636 744 rpc.statd
3486 1632 338 132 1348 284 boothelper evt.
3493 1136 156 132 1004 132 inotifywait
3504 2048 753 132 1372 676 rpc.mountd
3584 2868 620 36 2384 484 rotee
3649 1032 116 132 944 88 sleep
3705 2784 613 36 2296 488 rotee
3718 2856 610 36 2376 480 rotee
3759 1292 184 132 1136 156 inotifywait
3787 4256 2040 1640 2300 1956 iptbl.sh
3894 2948 637 36 2460 488 rotee
4017 1380 175 132 1236 144 inotifywait
4866 1820 287 132 1624 196 xinetd
5887 1692 257 132 1508 184 xinetd
5891 7248 4984 4584 2348 4900 rollback timer.
5893 1764 257 132 1588 176 xinetd
6031 2804 601 36 2332 472 rotee
6037 1228 163 132 1092 136 inotifywait
6077 4736 3389 2992 1368 3368 psvp.sh
6115 1620 476 36 1152 468 rotee
6122 624 149 132 480 144 inotifywait
6127 5440 4077 3680 1384 4056 pvp.sh
6165 1736 592 36 1152 584 rotee
6245 624 149 132 480 144 inotifywait
6353 2592 1260 924 1352 1240 pman.sh
6470 1632 488 36 1152 480 rotee
6499 2588 1262 924 1348 1240 pman.sh
6666 1640 496 36 1152 488 rotee
6718 2584 1258 800 1348 1236 pman.sh
6736 8360 7020 6640 1360 7000 auto _upgrade cl
6909 1636 492 36 1152 484 rotee
6955 2588 1262 928 1348 1240 pman.sh
7029 2196 679 40 1552 644 auto_upgrade_ se
7149 1636 492 36 1152 484 rotee
7224 13200 4595 48 9368 3832 bt logger
7295 2588 1262 800 1348 1240 pman.sh

WDOFRT, ZTOHINTERINDIEHERT 4 —/L FIZOWTHALET,

AVB—TIARABLUN—FYz7avU kR .



. show platform software process memory
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%= 11: show platform software process memory M 7 « —)L K DA

T4—ILF

Bl

PID

T A LGB 5720l A L —
T4 YT VATATHEHAEND T aE AIDA
RREINET,

RSS

RAM CZO 7t A28 B THRTWD A
TV RERTEHYEY hA X (Faa b
(KB) ) BFErRENET,

PSS

Tav ADlHIz v YA ARFREINET,
ZHE. ATFTVHRON—T0HTHY | 43—
IEFENEEET et 20MTHRESN
iﬁ‘o

Heap

A—PREN YT _RTORAEY OLFH
FRSNET,

Shared

HHEI V= + FX—T 4

Private

TIAR= KNI Y=+ T T R— N —T 4

471 (Name)

Trtw AZEEMT bR Tn D av s RAN
FRENFET, RILTrEADAL Y RTH,
2Ly RTLIZa~y ROMEMNRRLR DEEN
HET,
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show platform software process slot switch .

show platform software process slot switch

TN T A=A YT NI 2T T ADAL v FIEREFR AT DI, FFHE EXEC £— R
C show platform software processslot switch =~ > K& L £,

show platform software process slot switch {switch-number | active | standby} {0 | FO | RO}
monitor [{cycles no-of-times[{interval delay[ {lines number}]}]}]

BX DA switch-number A F R
active TITAT AVAZ U AERELET,
standby AL NS, A VAR ABIRELET,
0 AR~ N THTH (SPA) A4 —T =

A ATy ray NOEREBELET,

FO Embedded Service Processor (ESP) A m > b
0xfHELET,

RO N—hk7aty¥ (RP) Av v h0EFEE
I_/\i ﬁ—‘O

monitor EFhoSratt R EE=F LET,

cycles no-of-tmes (f£) monitor 2~ > K& FI73 5015k %

RE LET, ARfEIL, 1~ 4294967295
TY, T 74 ME5TT,

interval delay EE) TN ENoOEBEERELET, F
ZIEIX 0~ 300 TJ, T 74/ ME3 T
j—o
lines number L) RRSNDMIOITEERELE
T BIMEIZO0~512 TF, T4/ ME
O /G‘j—o
avURE—FK FHE EXEC (#)
vy FEE =2 EZERE

CiscolOSXEFujil6.92 —po~y FREASNE LT,

FEALDHA K54 > show platform software process slot switch =~ >~ K & show processes cpu platform monitor
location =2~ > RO NIZ, Linuxtop 2~ ROMINEREINET, ThbDa~r KOH
NI, top A~ RTERSND &S AEY | & MEHAAED | BERESNET, Zhb

A108—Jx4Z2&UN—Fvz7av vk |
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. show platform software process slot switch

Dawy NikoT IExAEY ) & FEHAEY ] KCERINDHMEIX, TOMDOTT vk
T4 —AL AT VEECLIOH N TERRINDMEEIT—HLEEA,

#l &IZ. show platform software process slot monitor ==~ > KO Il z2 R~ L E 9,

Switch# show platform software process slot switch active RO monitor

top - 00:01:52 up 1 day, 11:20, O users, load average: 0.50, 0.68, 0.83
Tasks: 311 total, 2 running, 309 sleeping, 0 stopped, 0 zombie

Cpu(s): 7.4%us, 3.3%sy, 0.0%ni, 89.2%id, 0.0%wa, 0.0%hi, 0.1%si, 0.0%st
Mem: 3976844k total, 3955036k used, 21808k free, 419312k buffers
Swap: 0Ok total, Ok used, Ok free, 1946764k cached
PID USER PR NI VIRT RES SHR S %CPU $MEM TIME+ COMMAND
5693 root 20 0 3448 1368 912 R 7 0.0 0:00.07 top

17546 root 20 0 2044m 244m 79m S 7 6.3 186:49.08 fed main event
18662 root 20 0 1806m 678m 263m S 5 17.5 215:32.38 linux iosd-imag
30276 root 20 0 17lm 42m 33m S 5 1.1 125:06.77 repm
17835 root 20 0 935m 74m 63m S 4 1.9 82:28.31 sif mgr
18534 root 20 0 182m 150m 10m S 2 3.9 8:12.08 smand

1 root 20 0 8440 4740 2184 S 0 0.1 0:09.52 systemd

2 root 20 0 0 0 0 s 0 0.0 0:00.00 kthreadd

3 root 20 0 0 0 0 s 0 0.0 0:02.86 ksoftirgd/0

5 root 0 -20 0 0 0 s 0 0.0 0:00.00 kworker/0:0H

7 root RT 0 0 0 0 S 0 0.0 0:01.44 migration/0

8 root 20 0 0 0 0 s 0 0.0 0:00.00 rcu bh

9 root 20 0 0 0 0 s 0 0.0 0:23.08 rcu_sched

10 root 20 0 0 0 0 s 0 0.0 0:58.04 rcuc/0

11 root 20 0 0 0 0 s 0 0.0 21:35.60 rcuc/1

12 root RT 0 0 0 0 S 0 0.0 0:01.33 migration/1

MEa<v R av vk EBA

show processes cpu platform monitor location | [0S XE 7' 2 & 2 ¢ CPU f# fH R I BT A B 4 %
RLET,
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show platform software status control-processor .

show platform software status control-processor

Ty R T =L YT Ny =T ORI T m Y DAT — 2 A% FKRT DI, FiHE EXEC
= — T show platform software status control-processor =~ > R&fiH L £,

show platform software status control-processor [{brief}]

BX DA

aAvU R E—F

brief  ((£%) 77 v b7 —20HlHT Y v P DAT—F ZADY~< ) —EFKRLET,

b EXEC (#)

avy FERE

1

J1)—=x EEAR
CiscolOSXEFujil6.92 Zpa~y FREASNE LT,

&IZ, show platform memory software status control-processor =~ > KD H )i % 7=
LET,

Switch# show platform software status control-processor

2-RP0: online, statistics updated 7 seconds ago
Load Average: healthy
1-Min: 1.00, status: healthy, under 5.00
5-Min: 1.21, status: healthy, under 5.00
15-Min: 0.90, status: healthy, under 5.00
Memory (kb): healthy
Total: 3976852
Used: 2766284 (70%), status: healthy
Free: 1210568 (30%)
Committed: 3358008 (84%), under 95%
Per-core Statistics
CPUO: CPU Utilization (percentage of time spent)
User: 4.40, System: 1.70, Nice: 0.00, Idle: 93.80
IRQ: 0.00, SIRQ: 0.10, IOwait: 0.00
CPUl: CPU Utilization (percentage of time spent)
User: 3.80, System: 1.20, Nice: 0.00, Idle: 94.90
IRQ: 0.00, SIRQ: 0.10, IOwait: 0.00
CPU2: CPU Utilization (percentage of time spent)
User: 7.00, System: 1.10, Nice: 0.00, Idle: 91.89
IRQ: 0.00, SIRQ: 0.00, IOwait: 0.00
CPU3: CPU Utilization (percentage of time spent)
User: 4.49, System: 0.69, Nice: 0.00, Idle: 94.80
IRQ: 0.00, SIRQ: 0.00, IOwait: 0.00

3-RP0: unknown, statistics updated 2 seconds ago
Load Average: healthy

1-Min: 0.24, status: healthy, under 5.00

5-Min: 0.27, status: healthy, under 5.00

15-Min: 0.32, status: healthy, under 5.00
Memory (kb): healthy

Total: 3976852

Used: 2706768 (68%), status: healthy

Free: 1270084 (32%)

Committed: 3299332 (83%), under 95%
Per-core Statistics

A108—Jx4Z2&UN—Fvz7av vk |
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. show platform software status control-processor

CPUO: CPU Utilization (percentage of time spent)
User: 4.50, System: 1.20, Nice: 0.00, Idle: 94.20
IRQ: 0.00, SIRQ: 0.10, IOwait: 0.00

CPUl: CPU Utilization (percentage of time spent)
User: 5.20, System: 0.50, Nice: 0.00, Idle: 94.29
IRQ: 0.00, SIRQ: 0.00, IOwait: 0.00

CPU2: CPU Utilization (percentage of time spent)
User: 3.60, System: 0.70, Nice: 0.00, Idle: 95.69
IRQ: 0.00, SIRQ: 0.00, IOwait: 0.00

CPU3: CPU Utilization (percentage of time spent)
User: 3.00, System: 0.60, Nice: 0.00, Idle: 96.39
IRQ: 0.00, SIRQ: 0.00, IOwait: 0.00

4-RP0: unknown, statistics updated 2 seconds ago
Load Average: healthy
1-Min: 0.21, status: healthy, under 5.00
5-Min: 0.24, status: healthy, under 5.00
15-Min: 0.24, status: healthy, under 5.00
Memory (kb): healthy
Total: 3976852
Used: 1452404 (37%), status: healthy
Free: 2524448 (63%)
Committed: 1675120 (42%), under 95%
Per-core Statistics
CPUO: CPU Utilization (percentage of time spent)
User: 2.30, System: 0.40, Nice: 0.00, Idle: 97.30
IRQ: 0.00, SIRQ: 0.00, IOwait: 0.00
CPUl: CPU Utilization (percentage of time spent)
User: 4.19, System: 0.69, Nice: 0.00, Idle: 95.10
IRQ: 0.00, SIRQ: 0.00, IOwait: 0.00
CPU2: CPU Utilization (percentage of time spent)
User: 4.79, System: 0.79, Nice: 0.00, Idle: 94.40
IRQ: 0.00, SIRQ: 0.00, IOwait: 0.00
CPU3: CPU Utilization (percentage of time spent)
User: 2.10, System: 0.40, Nice: 0.00, Idle: 97.50
IRQ: 0.00, SIRQ: 0.00, IOwait: 0.00

9-RP0O: unknown, statistics updated 4 seconds ago
Load Average: healthy
1-Min: 0.20, status: healthy, under 5.00
5-Min: 0.35, status: healthy, under 5.00
15-Min: 0.35, status: healthy, under 5.00
Memory (kb): healthy
Total: 3976852
Used: 1451328 (36%), status: healthy
Free: 2525524 (64%)
Committed: 1675932 (42%), under 95%
Per-core Statistics
CPUO: CPU Utilization (percentage of time spent)
User: 1.90, System: 0.50, Nice: 0.00, Idle: 97.60
IRQ: 0.00, SIRQ: 0.00, IOwait: 0.00
CPUl: CPU Utilization (percentage of time spent)
User: 4.39, System: 0.19, Nice: 0.00, Idle: 95.40
IRQ: 0.00, SIRQ: 0.00, IOwait: 0.00
CPU2: CPU Utilization (percentage of time spent)
User: 5.70, System: 1.00, Nice: 0.00, Idle: 93.30
IRQ: 0.00, SIRQ: 0.00, IOwait: 0.00
CPU3: CPU Utilization (percentage of time spent)
User: 1.30, System: 0.60, Nice: 0.00, Idle: 98.00
IRQ: 0.00, SIRQ: 0.10, IOwait: 0.00
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show platform software status control-processor .

KIZ, show platform memory software status control-processor brief =~ > K d /14
R LET,

Switch# show platform software status control-processor brief

Load Average
Slot Status 1-Min 5-Min 15-Min
2-RP0 Healthy 1.10 1.21 0.91

3-RP0 Healthy 0.23 0.27 0.31
4-RP0 Healthy 0.11 0.21 0.22
9-RP0 Healthy 0.10 0.30 0.34
Memory (kB)

Slot Status Total Used (Pct) Free (Pct) Committed (Pct)
2-RP0 Healthy 3976852 2766956 (70%) 1209896 (30%) 3358352 (84%)
3-RP0 Healthy 3976852 2706824 (68%) 1270028 (32%) 3299276 (83%)
4-RP0 Healthy 3976852 1451888 (37%) 2524964 (63%) 1675076 (42%)
9-RP0O0 Healthy 3976852 1451580 (37%) 2525272 (63%) 1675952 (42%)
CPU Utilization

Slot CPU User System Nice Idle IRQ SIRQ IOwait
2-RPO 0 4.10 2.00 0.00 93.80 0.00 0.10 0.00

1 4.60 1.00 0.00 94.30 0.00 0.10 0.00
2 6.50 1.10 0.00 92.40 0.00 0.00 0.00
3 5.59 1.19 0.00 93.20 0.00 0.00 0.00
3-RPO 0 2.80 1.20 0.00 95.90 0.00 0.10 0.00
1 4.49 1.29 0.00 94.20 0.00 0.00 0.00
2 5.30 1.60 0.00 93.10 0.00 0.00 0.00
3 5.80 1.20 0.00 93.00 0.00 0.00 0.00
4-RPO 0 1.30 0.80 0.00 97.89 0.00 0.00 0.00
1 1.30 0.20 0.00 98.50 0.00 0.00 0.00
2 5.60 0.80 0.00 93.59 0.00 0.00 0.00
3 5.09 0.19 0.00 94.70 0.00 0.00 0.00
9-RPO 0 3.99 0.69 0.00 95.30 0.00 0.00 0.00
1 2.60 0.70 0.00 96.70 0.00 0.00 0.00
2 4.49 0.89 0.00 94.60 0.00 0.00 0.00
3 2.60 0.20 0.00 97.20 0.00 0.00 0.00
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show platform software thread list

A=A RELUN—FIz7 awvF |

7Ty N7 —LDALy ROY A NERRT DHITIEL, F#HE EXEC £ — R T show platform

softwarethread list =~ R&FH L E9,

show platform software thread list switch { switch-number | active| standby} {0| FO| FP
active| RO} pname{cdman | vidman | all }thame{main | pktio|rt|all }

X DA switch switch-number ALy FICHETHERERALEST, XA >
FHESEANSLET,
active TNRAADT VT 4 T AL AX L ABREL
ibado
standby TINAADABR LN, A L AE S ATIREL
\i—g—o
0 HEHER—- T HTH (SPA) A H—T =A
ATy R2ay NOEBELET,
FO Embedded Service Processor (ESP) A1z k0
FHRELET,
FP active Embedded Service Processor (ESP) D7 7 7 4
TA AL ABRELET,
RO N— bk 7urty¥ RP) Arv FOZFEEL
ij‘O
pname Tubt AL ERELET, HBETE AT
cdman, vidman, X Wall T7,
tname ALy R4ERELET, IBETEX AT
main, pktio, rt, X Wall TI,
avy FER )y—Xx EENE

Cisco IOS XE Gibraltar 16.10.1

Zoavwry RPREAINE L,

avYRE—F ¥t EXEC (#)

RIZHIZRLET

&IZ. show platform softwarethread list switch active RO pname cdman tnameall =~ > KD Hj

Il rmLET,
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show platform software thread list .

Device# show platform software thread list switch active RO pname cdman tname all

Name
TIME+ Size

PPid Group Id Core

Vecswch Nvcswch Status Priority

cdman 8407

12309 36976

ROFT, ZOHHNTERRENDHERT 4 —/V RIZHOWTHMLET,

£ 12: show platform software thread list 7 « — )L K D5 EA

TJ4—ILF

B

Name

T ACEEMfIT O TS avy RAR
FRENET, L7k ADRAL Y KT,
ALy RTllzawy ROENRREL BIEEN
b ET,

Tid

7ot R ID BRERRINET,

PPid

H o207 X ID AR RINET,

Group Id

TN—7"1D NERINET,

a7

TutyPERBERSNET,

Veswceh

HREBRa LT HANAAL v FOREDFR
ENnET,

Nveswch

FEHR2 T XA NARAL v FOREIEINE
RENET,

Status

ANEHFEARER B T a v AD AT —4
ANFRINET,

Priority

M ST AT ¥ 2 — U T OBSENANL
KRSNET,

TIME+

7'a e ADFHEA ST H D ORRIERFR AR R
SHET,

Size

RAM CZO 7 at A28 B THRTWD A
TV RERTEEHYEY b A X (Fa A b
(KB) ) BFErENET,
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. show processes cpu platform

show processes cpu platform

IOSXE 7' v & 2D CPUEMHEIZET 2 1EHR A F "7 511, F5HE EXEC *&— KT show processes
cpu platform =~ > RZ&EHA L %7,

show processes cpu platform [ [ sorted [1min|5min|5sec] ] location
switch { switch-number | active| standby} { FO| FP active| RO| RP active} ]

X DEREA sorted UER) 77 v b7 4+ —2L0OCPUMMARIZESNTY — M Lo &R
RLET,
Imin (8 1 5ERTY—FLET,
Smin (EE) STy —hLET,
Ssec (EE) SHMBETY—RFLET.
location Field Replaceable Unit (FRU) DA E L £7,
switch AA v FICEHTHEREERLET, AL v T HZEANLET,
switch-number
active TNRAADT I T 4 TA VAR AERELET,
standby FOA ADAB N A VAL ABRELET,
FO Embedded Service Processor (ESP) A1z~ k0 Z4E5EL £ T,
FP active Embedded Service Processor (ESP) D7 77 4 7 A VAKXV AEIRE L E
¥,
RO N—h Zrtyd (RP) Zvy k0 &EfEELET,
RP active N—hrTratEy¥ (RP) OT VT4 TA LV AZ U AERELET,
av Y FERE )1)—= EEAE

Cisco IOS XE Gibraltar 16.10.1

Zoavwr FREASHE L,

AavURE—FK ¥t EXEC (#)

RIZHZERLET,
IZ, show processes cpu platform =<2 ROH N HIZ R L ET,

Device# show processes cpu platform

CPU utilization for five seconds: 1%, one minute: 3%, five minutes: 2%
Core 0: CPU utilization for five seconds: 2%, one minute: 2%, five minutes: 2%
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show processes cpu platform .

Core 1: CPU utilization for five seconds: 2%, one minute: 1%, five minutes: 1%
Core 2: CPU utilization for five seconds: 3%, one minute: 1%, five minutes: 1%
Core 3: CPU utilization for five seconds: 2%, one minute: 5%, five minutes: 2%
Pid PPid 5Sec 1Min 5Min Status Size Name
1 0 0% 0% 0% S 4876 systemd
2 0 0% 0% 0% S 0 kthreadd
3 2 0% 0% 0% S 0 ksoftirgd/O0
5 2 0% 0% 0% S 0 kworker/0:0H
7 2 0% 0% 0% s 0 rcu_sched
8 2 0% 0% 0% s 0 rcu_bh
9 2 0% 0% 0% S 0 migration/0
10 2 0% 0% 0% S 0 watchdog/0
11 2 0% 0% 0% S 0 watchdog/1
12 2 0% 0% 0% S 0 migration/1
13 2 0% 0% 0% S 0 ksoftirgd/1l
15 2 0% 0% 0% S 0 kworker/1:0H
16 2 0% 0% 0% S 0 watchdog/2
17 2 0% 0% 0% S 0 migration/2
18 2 0% 0% 0% S 0 ksoftirgd/2
20 2 0% 0% 0% S 0 kworker/2:0H
21 2 0% 0% 0% S 0 watchdog/3
22 2 0% 0% 0% S 0 migration/3
23 2 0% 0% 0% S 0 ksoftirgd/3
24 2 0% 0% 0% S 0 kworker/3:0
25 2 0% 0% 0% S 0 kworker/3:0H
26 2 0% 0% 0% S 0 kdevtmpfs
27 2 0% 0% 0% S 0 netns
28 2 0% 0% 0% S 0 perf
29 2 0% 0% 0% S 0 khungtaskd
30 2 0% 0% 0% S 0 writeback
31 2 7% 8% 8% S 0 ksmd
32 2 0% 0% 0% S 0 khugepaged
33 2 0% 0% 0% S 0 crypto
34 2 0% 0% 0% S 0 Dbioset
35 2 0% 0% 0% S 0 kblockd
36 2 0% 0% 0% s 0 ata_ sff
37 2 0% 0% 0% S 0 rpciod
63 2 0% 0% 0% S 0 kswapdO
64 2 0% 0% 0% S 0 wvmstat
65 2 % 0% 0% S 0 fsnotify mark
KIZ, show processes cpu platform sorted 5min location switch 5 RO
Device# show processes cpu platform sorted 5min location switch 5 RO
CPU utilization for five seconds: 0%, one minute: 0%, five minutes: 0%
Core 0: CPU utilization for five seconds: 1%, one minute: 1%, five minutes: 1%
Core 1: CPU utilization for five seconds: 1%, one minute: 1%, five minutes: 1%
Core 2: CPU utilization for five seconds: 1%, one minute: 1%, five minutes: 1%
Core 3: CPU utilization for five seconds: 2%, one minute: 2%, five minutes: 1%
Core 4: CPU utilization for five seconds: 0%, one minute: 0%, five minutes: 0%
Core 5: CPU utilization for five seconds: %, one minute: 0%, five minutes: 0%
Core 6: CPU utilization for five seconds: %, one minute: 0%, five minutes: 0%
Core 7: CPU utilization for five seconds: %, one minute: 0%, five minutes: 0%
pid PPid 5Sec 1Min S5Min Status Size Name
16358 15516 4% 4% 4% S 221376 fed main event
14062 12756 1% 1% 1% S 52140 sif mgr
32105 8618 0% 0% 0% S 260 inotifywait
31396 31393 0% 0% 0% S 36516 python2.7
31393 31271 0% 0% 0% S 2744 rdope.sh
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. show processes cpu platform

31319 1 0% 0% 0% S 2648 rotee

31271 1 0% 0% 0% S 3852 pman.sh

29671 2 0% 0% 0% S 0 kworker/ul6:0
29341 29329 0% 0% 0% S 1780 sntp

29329 1 0% 0% 0% s 2788 stack_sntp.sh

&IZ. show processes cpu platform location switch 7R0 =2~ > ROH B2~ L E T,

Device# show processes cpu platform location switch 7 RO

CPU utilization for five seconds: 3%, one minute: 3%, five minutes: 3%
Core 0: CPU utilization for five seconds: %, one minute: %, five minutes: 5%
Core 1: CPU utilization for five seconds: %, one minute: 11%, five minutes: 5%
Core 2: CPU utilization for five seconds: 22%, one minute: 7%, five minutes: 6%
Core 3: CPU utilization for five seconds: %, one minute: %, five minutes: 6%
Core 4: CPU utilization for five seconds: %, one minute: 0%, five minutes: 0%
Core 5: CPU utilization for five seconds: %, one minute: 0%, five minutes: 0%
Core 6: CPU utilization for five seconds: %, one minute: %, five minutes: 0%
Core 7: CPU utilization for five seconds: %, one minute: 0%, five minutes: 6%
Pid PPid 5Sec 1Min 5Min Status Size Name
1 0 0% 0% 0% S 8044 systemd
2 0 0% 0% 0% S 0 kthreadd
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show processes cpu platform history .

show processes cpu platform history

VAT LD CPUEHHEOEREIZEET 215 A Fx7 5121%. show processescpu platform history
a~vy REfHLET,

show processes cpu platform history [1min | 5min | 5sec| 60min] location
switch { switch-number | active| standby} {0| FO| FP active| RO}

Imin (EE) 1 ko CPU i RO ERE % Fon
LFET,

5min UEE) 5 5o CPU R B4 Fr=
Lij‘o

Ssec (&) 5SHWMEO CPU f# RO JERE % Ko
| =3

60min (E%) 60 43[EBED CPU i =R 0 JB i % F21
l/\ngO

location

Field Replaceable Unit (FRU) DT A FHE L
iﬁ‘o

switch switch-number

ALy FICETBERER R LET, A1 >
FHK G2 AT LET,

active TNRAADT I T AT ALV AR L ABEEL

*9,

standby TINAADABZ LN, A L AZ S ATFEE L
i‘g—o

0 HEHER—F T X% (SPA) A v H—T A
A Taky Aoy NOEBELET,

FO Embedded Service Processor (ESP) A1z > k0
EHRELET,

FP active Embedded Service Processor (ESP) ®7 7 7 «
TA AR AERELET,

RO N—hk7atyy (RP) Ay F0EFEEL
£,

av Y REE yy—2 RENE

Cisco IOS XE Gibraltar 16.10.1

ZOawy RpREAINE L,

A108—Jx4Z2&UN—Fvz7av vk |



. show processes cpu platform history

avy

kE— K

HkE EXEC (B)

RIZHIERLET .

A=A RELUN—FIz7 awvF |

RIZ. show processes cpu platform =~ > KO %~ LE T,

Device# show processes cpu platform

CPU utilization for five seconds:

Core 0: CPU utilization for five
Core 1: CPU utilization for five
Core 2: CPU utilization for five
Core 3: CPU utilization for five
Pid PPid 5Sec 1Min

oo
oo

00 00 o0 A0 d° d° d° O OO OO A° d° d° o° o o° 00 02 o0 A0 d° d° d° O OO OO A° d° d° o° o o°
00 02 00 A0 d° A° OO O IO 0 A° AC A° O O IO OO A° AC A° d° O IO OO A° A° A° O O IO OO O o

oo
oo

ool eolNeoNoNoNolNoNeoNoloNooNoNoNoloNoNoNoNoNo o NoNoNoNoNoNoNoNoNoNeoNeoNe)
oo

oo

O O O O O O OO OO OO OO OO OO0 0O0O0O0O0O0O0O0o0oO0ooooooo

oo

N
w
NN DNDNDNNNNDNNNDNDNNNNDNDNDNDNNODNNDNDNDNDNDNDNDNDNDDNDNDNDNDNDDNDNDNDNDOO

1%, one minute: 3%, five minutes: 2%
seconds: 2%, one minute: 2%, five minutes: 2%
seconds: 2%, one minute: %, five minutes: 1%
seconds: 3%, one minute: 1%, five minutes: 1%
seconds: 2%, one minute: 5%, five minutes: 2%

5Min Status Size Name
% 4876 systemd
% kthreadd
% ksoftirgd/0

00 02 o0 A0 d° d° OO O O A0 A° AC A° O OO IO A° A A° OO OO IO o0 IO A° A° d° O IO o° O o

O O O O O O OO OO OO OO0 OO0 0000000 0O0o0o0ooooooo

oo

NN nn non nononon n non onononon nNn n N n nn n n N N n nnn N L L 1 n

kworker/0:0H
rcu_ sched
rcu bh
migration/0
watchdog/0
watchdog/1
migration/1
ksoftirgd/1
kworker/1:0H
watchdog/2
migration/2
ksoftirqgd/2
kworker/2:0H
watchdog/3
migration/3
ksoftirqgd/3
kworker/3:0
kworker/3:0H
kdevtmpfs
netns

perf
khungtaskd
writeback
ksmd
khugepaged
crypto
bioset
kblockd

ata sff
rpciod
kswapd0
vmstat
fsnotify mark

O O O O O OO OO OO OO0 OO0 0O0O0O0O0O0O0O0O0O0oooooooo

IZ, show processes cpu platform history 5sec =2~ > RO HHZ R L ET,

Device# show processes cpu platform history 5sec

CPU utilization:
CPU utilization:
CPU utilization:
CPU utilization:

5 seconds ago,
10 seconds ago,
15 seconds ago,
20 seconds ago,

. AVB—TIARBLUN—FYz7avU kR
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show processes cpu platform history .

25 seconds ago, CPU utilization:
30 seconds ago, CPU utilization:
35 seconds ago, CPU utilization:
40 seconds ago, CPU utilization:
45 seconds ago, CPU utilization:
50 seconds ago, CPU utilization:
55 seconds ago, CPU utilization:
60 seconds ago, CPU utilization:
65 seconds ago, CPU utilization:
70 seconds ago, CPU utilization:
75 seconds ago, CPU utilization:
80 seconds ago, CPU utilization:
85 seconds ago, CPU utilization:
90 seconds ago, CPU utilization:
95 seconds ago, CPU utilization:
100 seconds ago, CPU utilization:
105 seconds ago, CPU utilization:
110 seconds ago, CPU utilization:
115 seconds ago, CPU utilization:
120 seconds ago, CPU utilization:
125 seconds ago, CPU utilization:
130 seconds ago, CPU utilization:
135 seconds ago, CPU utilization:
140 seconds ago, CPU utilization:
145 seconds ago, CPU utilization:
150 seconds ago, CPU utilization:
155 seconds ago, CPU utilization:
160 seconds ago, CPU utilization:
165 seconds ago, CPU utilization:
170 seconds ago, CPU utilization:
175 seconds ago, CPU utilization:
180 seconds ago, CPU utilization:
185 seconds ago, CPU utilization:
190 seconds ago, CPU utilization:
195 seconds ago, CPU utilization:
200 seconds ago, CPU utilization:
205 seconds ago, CPU utilization:
210 seconds ago, CPU utilization:
215 seconds ago, CPU utilization:
220 seconds ago, CPU utilization:
225 seconds ago, CPU utilization:
230 seconds ago, CPU utilization:
235 seconds ago, CPU utilization:
240 seconds ago, CPU utilization:
245 seconds ago, CPU utilization:
250 seconds ago, CPU utilization:

o oo

o\

O O O OO OO0 0O0OOooooo
°

o0 A0 o0 d° d° d° J° o

O O O O O OO OO0 0O0O0O0O0O00O0O0O0O0O0O0O0O0O0OO0OOOH OOOOOO O OoOo
A0 A0 d° A° O O J° A0 A0 A° A A O IO OO O AC A A IO IO OO O A° A° d° O IO O° O oP

| AVB—TIARABLUN—FYz7avU kR .
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. show processes cpu platform monitor

show processes cpu platform monitor

IOSXE 7' v & 2D CPUEMHEIZET 2 1EHR A F "7 511, F5HE EXEC *&— KT show processes
cpu platform monitor =~ > R&@#HAL £,

show processes cpu platform monitor location switch {switch-number | active | standby} {O |
FO | RO}

B DEREA

aAvU kR E—F

location Field Replaceable Unit (FRU) OGFTIZET @A F R L E T,

switch AL T EEELET,

switch-number 2z 1 v FFK 2

active TITF 4T AV AR AEEELET,

standby AR N, A VAR AERELET,

0 HHR—F THTZ (SPA) A F—T A A FakwyH 2y 0 E2HE
[/ i j—o

FO Embedded Service Processor (ESP) A1 > h 0 Z48E L E T,

RO N—h 7rty¥ RP) Amy F0EELET,

et EXEC (#)

avwy FERE

EREDAARZA

3l

J1)—=x EEAR
CiscoIOSXEFuji16.92 ~mpoa<y FABEASHE L,

show platfor m softwareprocessslot switch =~ > K & show processescpu platform monitor location
a~Y ROHIIZ, Linuxtop 2~ ROMAONRFERSINET, b0 a~y ROHIIZE,
top 2~ RCERRIND [FEEAEY ) L WEHAEY ) DERINET, ZhbDavwy
RiZkoT EEAEY ] & MEAAEY ) ICRRSNDEIZ. TOMDTT Yy F T 5 —L A
E U BE CLIOH ) CRRINDMEE T L A,

KIZ., show processes cpu monitor location switch active RO =2~ > RO H %2~ L E
7

Switch# show processes cpu platform monitor location switch active RO

top - 00:04:21 up 1 day, 11:22, O users, load average: 0.42, 0.60, 0.78
Tasks: 312 total, 4 running, 308 sleeping, 0 stopped, 0 zombie

Cpu(s): 7.4%us, 3.3%sy, 0.0%ni, 89.2%id, 0.0%wa, 0.0%hi, 0.1%s1i, 0.0%st
Mem: 3976844k total, 3956928k used, 19916k free, 419312k buffers

Swap: Ok total, Ok used, Ok free, 1947036k cached

PID USER PR NI VIRT RES SHR S %$CPU SMEM TIME+ COMMAND
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show processes cpu platform monitor .

6294 root 20 0 3448 1368 912 R 9 0.0 0:00.07 top
17546 root 20 0 2044m 244m 79m S 7 6.3 187:02.07 fed main event
30276 root 20 0 17Im 42m 33m S 7 1.1 125:15.54 repm
16 root 20 0 0 0 0 s 5 0.0 22:07.92 rcuc/2
21 root 20 0 0 0 0 R 5 0.0 22:13.24 rcuc/3
18662 root 20 0 1806m 678m 263m R 5 17.5 215:47.59 linux iosd-imag
11 root 20 0 0 0 0 s 4 0.0 21:37.41 rcuc/1l
10333 root 20 0 6420 3916 1492 s 4 0.1 4:47.03 btrace rotate.s
10 root 20 0 0 0 0 s 2 0.0 0:58.13 rcuc/0
6304 root 20 0 776 12 0 R 2 0.0 0:00.01 1s
17835 root 20 0 935m 74m 63m S 2 1.9 82:34.07 sif mgr
1 root 20 0 8440 4740 2184 S 0 0.1 0:09.52 systemd
2 root 20 0 0 0 0 s 0 0.0 0:00.00 kthreadd
3 root 20 0 0 0 0 s 0 0.0 0:02.86 ksoftirgd/0
5 root 0 -20 0 0 0 s 0 0.0 0:00.00 kworker/0:0H
7 root RT 0 0 0 0 s 0 0.0 0:01.44 migration/0
EEav R avw YR BrLEL]

show platform softwareprocessdot switch | 75 & k7 4 —A V7 b7 =27 Fav ADAA v
FliEREERTRLET,

A108—Jx4Z2&UN—Fvz7av vk |
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. show processes memory

show processes memory

BUVAT AT ATHRAESN TS AT Y OEEZF/R$ 521X, show processes memory =
~ 2 RZ&H5HE EXEC E— RCEA L £,

show processes memory [{ process-id |sorted [{allocated | getbufs | holding }]}]

EX DA processid (&) HBEO o AO 7 AID (PID) . Yot RXID&EET L L. BE
L7 atv ADFEMDOLNERINET,

sorted (f£&) [Allocated], [Get Buffers], & 721% [Holding] P TY — h Iz AE Y
T—HEFRRLET, sorted ¥—U— REBMCTHERLZGAE. 7—X137 7+
JV K C [Holding] | CY— h ZVET,

allocated (f£&) [Allocated] I TY — FENT-AE VT —H ZFRLE T,

getbufs ({LE) [Getbufs] (GetBuffers) | TY — hENTAEV T —FEFKRLET,

holding ({£#) [Holding] ¥ TY—hEN/TATI T —HE2ERLET, ZOF—TU—F
W77 4N F T,

avY R E—F HrME EXEC (#)

avy FERE yy—x TERE

CiscolOSXEFuji16.9.2 —opa~> FR#EASLE L7,

FEEREDHA K54 > showprocessesmemory =1~ > K & show processesmemory sorted =2~ > i, &3t A€V | fif
REHAEY | BEAETVOMELZRRL, ZORIZTBERALEZNLNAEVITH X HHE
DY A FERRLET,
FE#E D show processesmemory process-id =< > R&HHAT 5L, ek X IPID TY—hEh
F 9, show processesmemory sorted =~ > K& 25 &, 77 4 /L h® Y — M [Holding]
WX TIThivE 7,

\}

GE) EOTavAOMEEAT VL. o7 ot R Lo THED B TENLTD, B Y Thh
TPAEV XD RELSRDAEMERH Y F7,

KIZ., show processesmemory =~ > RO IR LET,

Device# show processes memory

Processor Pool Total: 25954228 Used: 8368640 Free: 17585588
PID TTY Allocated Freed Holding Getbufs Retbufs Process
0 0 8629528 689900 6751716 0 0 *Init*
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show processes memory .

0 0 24048 12928 24048 0 0 *Sched*
0 0 260 328 68 350080 0 *Dead*
1 0 0 0 12928 0 0 Chunk Manager
2 0 192 192 6928 0 0 Load Meter
3 0 214664 304 227288 0 0 Exec
4 0 0 0 12928 0 0 Check heaps
5 0 0 0 12928 0 0 Pool Manager
6 0 192 192 12928 0 0 Timers
7 0 192 192 12928 0 0 Serial Backgroun
8 0 192 192 12928 0 0 AAA high-capacit
9 0 0 0 24928 0 0 Policy Manager
10 0 0 0 12928 0 0 ARP Input
11 0 192 192 12928 0 0 DDR Timers
12 0 0 0 12928 0 0 Entity MIB API
13 0 0 0 12928 0 0 MPLS HC Counter
14 0 0 0 12928 0 0 SERIAL A'detect
78 0 0 0 12992 0 0 DHCPD Timer
79 0 160 0 13088 0 0 DHCPD Database
8329440 Total
ROEXT, ZOWNIRRSINDEERT —/L R LET,
3= 13 : show processes memory D 7 4 — )L K M 5iBA
T4—ILF &5 EA
Processor Pool Total | 7'tz o 4 2 £ U 7 — VHIZRFES LTV D AE Y OAFE (Fr/Aq
~ (KB) Hf7) ,
Used TutyhAEY TS VNOERERAEY OAFHE (KB HAL
Free Taty P AEY S ANOZEEX AEY OGFEE (KB HAL) |
PID 7t A ID,
TTY 7't 2 & HIEHT DA,
Allocated Ta AL TEIY Y THNTE AT DORA MK
Freed BANCHENEN D Y TlOnICBRZR <, TrERC L > THtE iz 2
EY DAL N
Holding T ACBEFD Y TOR TS AEY O (KBHAL) . ZiUZiE,
TR Lo TEID S TOHNTZAEY &, TR ZHY Y ToNE
AEUNEENET,
Getbufs Tav ARy vy T 7 R LR,
Retbufs TR ANy "Ny T 7 B REE LT[R
Process “at 24,
*Init* VAT LT A,

A108—Jx4Z2&UN—Fvz7av vk |
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. showprocessesmemory

TJ4—ILF SiEA

*Sched* R a—T 7t A,

*Dead* B dead REEIZH D/ NV—T L LTHOT kA,

<value> Total TRTOTBERAZL > TREESNL TS AEY OFFHE (KB HAL)
([Holding] 1 DHEL) &

Wiz, sorted ¥ — 7 — K% L 72354 @ show processesmemory =2~ > KD 715 %
RLUET, ZOHA. HE [Holding] ¥ Tl KB/~ Y — S ET,

Device# show processes memory sorted

Processor Pool Total: 25954228 Used: 8371280 Free: 17582948
PID TTY Allocated Freed Holding Getbufs Retbufs Process
0 0 8629528 689900 6751716 0 0 *Init~*
3 0 217304 304 229928 0 0 Exec
53 0 109248 192 96064 0 0 DHCPD Receive
56 0 0 0 32928 0 0 COPS
19 0 39048 0 25192 0 0 Net Background
42 0 0 0 24960 0 0 L2X Data Daemon
58 0 192 192 24928 0 0 X.25 Background
43 0 192 192 24928 0 0 PPP IP Route
49 0 0 0 24928 0 0 TCP Protocols
48 0 0 0 24928 0 0 TCP Timer
17 0 192 192 24928 0 0 XML Proxy Client
9 0 0 0 24928 0 0 Policy Manager
40 0 0 0 24928 0 0 L2X SSS manager
29 0 0 0 24928 0 0 IP Input
44 0 192 192 24928 0 0 PPP IPCP
32 0 192 192 24928 0 0 PPP Hooks
34 0 0 0 24928 0 0 SSS Manager
41 0 192 192 24928 0 0 L2TP mgmt daemon
16 0 192 192 24928 0 0 Dialer event
35 0 0 0 24928 0 0 SSS Test Client
--More—--—

Wiz, 7rtEAID (processid) #FE/E L7 & X ? show processes memory =~ > KD
Ml ERLET,

Device# show processes memory 1

Process ID: 1
Process Name: Chunk Manager
Total Memory Held: 8428 bytes

Processor memory holding = 8428 bytes

pc = 0x60790654, size = 6044, count = 1
pc = 0x607A5084, size = 1544, count = 1
pc = 0x6076DBC4, size = 652, count = 1
pc = 0x6076FF18, size = 188, count = 1
I/0 memory holding = 0 bytes

Device# show processes memory 2

Process ID: 2

Process Name: Load Meter

Total Memory Held: 3884 bytes

Processor memory holding = 3884 bytes

pc = 0x60790654, size = 3044, count = 1
pc = 0x6076DBC4, size = 652, count = 1
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show processes memory .

pc = 0x6076FF18, size = 188, count = 1
I/0 memory holding = 0 bytes

MEa<v R Command Description

show memory |72 & A€ U LAt HE AT, AT Y ICHT S REEEE doR L2

show processes |7 75 ¢ 7 at A CEHTAEREFETSTLET,

AVB—TIARABLUN—FYz7avU kR .
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. show processes memory platform

show processes memory platform

% CiscoIOS XE 7' vt 2D A E U HRAF 7T 5121, ¥ EXEC & — KT show processes
memory platform =~> R&HEH L E4,

show processes memory platform [
[ location | maps [ location ]
switch { switch-number | active | standby }

[ detailed { name process-name | process-id process-ID }
| smaps [ location] ] | location | sorted [ location ] ]
{ 0] FO| RO} | accounting ]

B DEREA

. AVA—T A RABLUN—FYz7av kR

accounting (1) 4% Cisco IOS XE F'ut 2D _FA7d A
TV T =2 5K RLET,

detailed (T3) 55 XN 7= Cisco I0S XE 7' 1t 2D
e A VIFREFR TR LET,

name process-name ({F-7) CiscolOS XE Fut 24 %2 Fm L E

T, TevxL4LE AN LET,

process-id process-1D

(L&) CiscolOSXE Frt A ID%#F rxLF
T, et IDEANLET,

location (f£E&) Field Replaceable Unit (FRU) DiGAT
BT A EREER R LET,

maps 1) YuvADORAEY) v v 7EFERLE
T,

smaps (LE) 7t A0HMNAE) ~ v T EFR
Li—a‘o

sorted ({£&) CiscolIOSXE 7' u ¥ A2z k- T

INTWBEHFEE Y b4 X (RSS) AEVIZ
EASNWTY—hrENEHENEFR R LET,

switch switch-number

T R D EREFRLET,

active FNRAADT VT 4T AV AF AT
HHREFRLET,

standby TNAADAE N A AR AT 5
THREFRLET,

0 HHR—RNTHTH (SPA) A v X —T = A A
oty Aoy b 0ICETAIFEREERL
i‘j‘o

FO Embedded Service Processor (ESP) A1z~ k0

BT O EHREFRLET,
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show processes memory platform .

RO N—r7uaty¥ (RP) Aoy h0IZBT 5
HwrEFRRLET,
ATV R E—FR e EXEC (%)
2<% FEE Jy—2 EENE
Cisco 10S XE Fuji 16.9.2 Zoavy RBNEAINEL
7~
Cisco IOS XE Gibraltar 16.10.1 Zoavwy RREEINFEL

72, F%—7U— K accounting 7°
BMEE L,

H 75 Total FIAHIBRSI U E
L7z,

Bl KIZ, show processes memory platform =<2 NOHNFIZRLET,

device# show processes memory platform

System memory: 3976852K total, 2761580K used, 1215272K free,
Lowest: 1215272K

Pid Text Data Stack Dynamic RSS Name

1 1246 4400 132 1308 4400 systemd

96 233 2796 132 132 2796 systemd-journal
105 284 1796 132 176 1796 systemd-udevd
707 52 2660 132 172 2660 in.telnetd
744 968 3264 132 1700 3264 brelay.sh
835 52 2660 132 172 2660 in.telnetd
863 968 3264 132 1700 3264 brelay.sh
928 968 3996 132 2312 3996 reflector.sh
933 968 3976 132 2312 3976 droputil.sh
934 968 2140 132 528 2140 oom.sh
936 173 936 132 132 936 xinetd
945 968 1472 132 132 1472 libvirtd.sh
947 592 43164 132 3096 43164 repm
954 45 932 132 132 932 rpcbind
986 482 3476 132 132 3476 libvirtd
988 66 940 132 132 940 rpc.statd
993 968 928 132 132 928 boothelper evt.
1017 21 640 132 132 640 inotifywait
1089 102 1200 132 132 1200 rpc.mountd
1328 9 2940 132 148 2940 rotee
1353 39 532 132 132 532 sleep

RIZ., show processes memory platform accounting =~ > RO /il &R L E 7,

device# show processes memory platform accounting
Hourly Stats

A108—Jx4Z2&UN—Fvz7av vk |



show processes memory platform

A=A RELUN—FIz7 awvF |

1#£f1£41£61c44d73014023db5d8ad6ectb

. AVB—TIARBLUN—FYz7avU kR

process callsite ID(bytes) max diff bytes callsite ID(calls)
max diff calls tracekey timestamp (UTC)

smand_rp 0 3624155137 172389 3624155138 50
1#a3e0e4361082c702e5bflafbd90e6313 2018-09-04 14:23

linux_iosd-imag rp 0 3626295305 49188 3624155138 12
1#545420bd869d25eb5ab826182ee5d9ce 2018-09-04 12:03

btman_rp 0 3624737792 17080 2953915394 64
1#d6888bd9564a3c4£fcf049c31bal7a036 2018-09-04 22:29

fman fp image fp 0 3624059905 16960 4027402242 298
1#921badd9df5b0a6e946a3b270bd6592d 2018-09-04 22:55

fed main event fp 0 3626295305 16396 4027402242 32
1#27083£7b£3985d892505806cae2bfb0d 2018-09-04 12:03

dbm_rp 0 3626295305 16396 4027402242 3
1#2b878£802bd7703c5298d37e7ade8ac3 2018-09-04 12:02

tamd proc_rp 0 3895208962 12632 3624667171 7
1#5b0ed8f88ef5f873abcaf8a744037a44 2018-09-04 18:47

btman fp 0 3624233985 12288 3624737792 9
1#d6888bd9564a3c4£fcf049c31bal7a036 2018-09-04 15:23

sif mgr rp 0 3624059907 8216 4027402242 4
1#de2a951aB8a7bae83ca2c04c56810eb72 2018-09-04 14:21

python2.7 fp 0 2954560513 8000 2954560513 1

2018-09-04 12:16

nginx rp 0 3357041665 4608 4027402242 4
1#32e56bb09e0509c5fab5ac32093631206 2018-09-04 16:18

rotee FRU_ SLOT NUM 3624667169 4097 3624667169 1
1#££f68e5150a698cd59fa259828614995b 2018-09-04 10:43

hman_rp 0 3893617664 1488 3893617664 1
1#1c4aadada30083cbd6f66dc8ca8cd4ch 2018-09-04 10:42

tams_proc_rp 0 3895096320 1024 3895096320 1
1#a36a3afa9884c8dc4d40afle80cacd26 2018-09-04 10:42

stack mgr rp 0 4027402242 904 4027402242 4
1#ca902eabllalB8ab056b16554£49871e8 2018-09-04 14:21

sessmgrd rp 0 3491618816 848 3624155138 8
1#720239fc8bddcabc059768c55al1640ed 2018-09-04 14:32

psd rp 0 4027402242 696 4027402242 4
1#98cf04e0ddd78c2400b3cal3b5£298594 2018-09-04 14:21

Iman rp 0 4027402242 592 4027402242 4
1#dc8ed9e428d36477a617d56c51d5cat?2 2018-09-04 14:21

bt logger rp 0 4027402242 592 4027402242 4
1#baB882beled783e72575e97cc0908e0e8 2018-09-04 14:21

repm rp 0 4027402242 592 4027402242 4
1#aed461a05430efa767427f2ab40aba372 2018-09-04 14:21

fman rp rp 0 4027402242 592 4027402242 3
1#09def9cc1390911be9%e3a7a9c89f4ct7 2018-09-04 12:16

epc_ws_liaison fp 0 4027402242 592 4027402242 4
1#41451626dcce9d1478b22e2ebbbdcf54 2018-09-04 14:21

cli agent rp 0 4027402242 592 4027402242 4
14#92d3882919daf3a9e210807¢c61de0552 2018-09-04 14:21

cmm_rp 0 4027402242 592 4027402242 4
1#15ed1d79e96874ble0621c42c3de6166 2018-09-04 14:21

tms_rp 0 4027402242 352 4027402242 4
1#5c6efe2e21f15aa16318576d3ec9153¢c 2018-09-04 12:03

plogd rp 0 4027402242 48 4027402242 1
1#2d7£2ef57206£f4fa763d7£2£5400bflb 2018-09-04 10:43

cmand rp 0 3624155137 17 3624155137 1

2018-09-04 10:42
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show processes memory platform .

iz, show processes memory platform sorted =~ > ROl %~ L £9,

device# show processes memory platform sorted

System memory: 3976852K total,

Lowest: 1213968K

Stack

2762884K used, 1213968K free,

7885 149848

9655 3787
17261 324
4268 391
4856 357
17067 1087

684864
264964
248588
102084
93388
77912

Dynamic RSS Name
80 684864 linux_iosd-imag
18004 264964 wcm
103908 248588 fed main event
5596 102084 cli_agent
3680 93388 dbm
1796 77912 platform mgr

KIZ, show processes memory platform sorted location switch active RO =~ > KD H

Tz = L ET,

device# show processes memory platform sorted location switch active RO

System memory: 3976852K total,

Lowest: 1213968K

Data

Stack

2762884K used, 1213968K free,

7885 149848

9655 3787
17261 324
4268 391
4856 357
17067 1087

684864
264964
248588
102084
93388
77912

136
132
136

Dynamic RSS Name
80 684864 linux_iosd-imag
18004 264964 wcm
103908 248588 fed main event
5596 102084 cli agent
3680 93388 dbm
1796 77912 platform mgr
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. show processes platform

show processes platform

7Ty F 74— L TEITHDIOS-XE 7 u ¥ AT A1 @ E FRT 5121, FiHE EXEC £—
K -C show processesplatform =~ > R&fH L £,

show processes platfor m [ detailed name process-name] [location
switch { switch-number | active| standby} {0 FO| FP active| RO} ]

detailed (T3E) 8% L7= I0S-XE 7' 1 & A DM EREF R L ET,
nameprocess-name | ({Li) YrEALEZHREL LT,
location (f£#) Field Replaceable Unit (FRU) D& fgE L £,
switch (ER) A v FICHET D MER R LET,
switch-number
active UEE) TNXAADT I T A TA VAR AERELET,
standby (EE) TNRAADAZ NN, A VAR ABFELET,
0 HHR—=R T HTH (SPA) A VX —T A A Tyt Ay 0%
fBELET,
FO Embedded Service Processor (ESP) A1~ k0 Z45E L 7,
FP active Embedded Service Processor (ESP) D7 77 4 74 VAR U A&4RE L E
7,
RO N—hk Zrty¥ (RP) Zvy 0 &EfELET,
av Y RERE 1)1y —= EENE
Cisco 10S XE Gibraltar 16.10.1 Zoawr RPEASHELE,
aAvU R E—F HHE EXEC (#)

RIZHIERLFET .
RIZ., show processes platform =2~ > RO %2R L E T,

Device# show processes platform

CPU utilization for five seconds: 1%, one minute: 2%, five minutes: 1%
Pid PPid Status Size Name
4876 systemd
0 kthreadd
0 ksoftirgd/0
0 kworker/0:0H
0 rcu_sched
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8
9
10
11
12
13
15
16
17
18
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
63
64
65
66
74
75
76
77
78
79
80
81
82
83
84
85
86
87
88
89
90
91
92
93
94
95
96
97
100
102

WDOFRT, ZOHITERINDEERT 4 —I)L FIZHOWNT

D NN DNDNDNDNONNDNNDNDNODNNONNDNNDNDNODNONNDNDNDNDNNODNNDNDNDNDNONNDNDNDNDNONNDNNDNDNDNODNNDNDNDNODNODNNDNDNDNODNODNDNDNDNDNDDNDNDNDDNDDNDDND

NN NN nn nNnononon non Nan non onon n " " nNnNinnn N n noin nn N n N nNnunin nn N n nNnnin n n N n N nnn n n n L »

O O O O O OO OO OO0 OO0 O0O0O00O00O00O00O0O00O00O0OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO OO

rcu_bh
migration/0
watchdog/0
watchdog/1
migration/1
ksoftirqgd/1
kworker/1:0H
watchdog/2
migration/2
ksoftirqgd/2
kworker/2:0H
watchdog/3
migration/3
ksoftirgd/3
kworker/3:0
kworker/3:0H
kdevtmpfs
netns

perf
khungtaskd
writeback
ksmd
khugepaged
crypto
bioset
kblockd
ata_sff
rpciod
kswapdO
vmstat
fsnotify mark
nfsiod
bioset
bioset
bioset
bioset
bioset
bioset
bioset
bioset
bioset
bioset
bioset
bioset
bioset
bioset
bioset
bioset
bioset
bioset
bioset
bioset
bioset
bioset
bioset
bioset
ipv6_addrconf
deferwqg

show processes platform .

P LET,
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. show processes platform

£ 14 : show processes platform D 7 « — )L K D AR

A=A RELUN—FIz7 awvF |

J4—ILK EL: ]

Pid Fat R ID NERENET,

PPid BHav207 a2 D RERINET,

Status ANHPHFE TR R T B AD AT — 5
ANFRINET,

Size RAMTZED 7 at AIZE 0 Y THNTWVD A
TV BEZRTEEYY A X (FaA b
(KB) ) BERENET,

47 (Name) Tak ACEEMfT LTS avy RARN
FrRENFET, Lo 2DAL Y RThH,
ALy RTLiCa~y ROBERELRLHBEN
&) D i ﬁ‘o
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show shell

show shell .

T VDIEREFRFRTHIZIE., =2 —HF EXECE— RTshowshdl 2<> REHEHLET,

show shell [{enviornment | functions[{brief shell_function}]| triggers}]

BX DA

aAvU R E—F

environment (ER) V= VREFREZFFLET,

functions[brief |shell_function ] EE) ~7uffRazERLET,
« brief : > = /LB D4 R,

« shell_function : 1 > ¥ = )VEAE D4 Hil,

triggers (EE) A~ b PR EFRRLET,

z— EXEC (>)
HrtE EXEC (#)

avy FERE

FREDHA FS14 Y

)= EENE
Cisco IOS XE Fuji 16.9.2 Ioavwr RpREAINEL
770

Zoawy REFEHALT, AL vy FOv o UEREFRLET,

1

WOFITIE, show shell triggers 2~ > REFEH LT, A4 v F V7 Moy =T IZEHEN
TWHAXRY NN H—%FRRTHHEEZRLET,

Device# term shell
Device# show shell triggers
User defined triggers

Trigger Id: CISCO _CUSTOM EVENT

Trigger description: Custom macroevent to apply user defined configuration
Trigger environment: User can define the macro

Trigger mapping function: CISCO CUSTOM AUTOSMARTPORT

Trigger Id: CISCO_DMP_ EVENT

Trigger description: Digital media-player device event to apply port configuration
Trigger environment: Parameters that can be set in the shell - SACCESS VLAN= (1)
The value in the parenthesis is a default value

Trigger mapping function: CISCO DMP_AUTO_ SMARTPORT

Trigger Id: CISCO_IPVSC_ EVENT
Trigger description: IP-camera device event to apply port configuration
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. show shell

Trigger environment: Parameters that can be set in the shell - SACCESS VLAN= (1)
The value in parenthesis is a default value
Trigger mapping function: CISCO IP_ CAMERA AUTO_ SMARTPORT

Trigger Id: CISCO_LAST RESORT_ EVENT

Trigger description: Last resortevent to apply port configuration

Trigger environment: Parameters that can be set in the shell - SACCESS VLAN= (1)
The value in the parenthesis is a default value

Trigger mapping function: CISCO LAST RESORT_ SMARTPORT

Trigger Id: CISCO_PHONE EVENT

Trigger description: IP-phone device event to apply port configuration

Trigger environment: Parameters that can be set in the shell - SACCESS VLAN= (1)
and S$VOICE VLAN=(2), The value in the parenthesis is a default value

Trigger mapping function: CISCO PHONE AUTO SMARTPORT

Trigger Id: CISCO_ROUTER EVENT

Trigger description: Router device event to apply port configuration

Trigger environment: Parameters that can be set in the shell - SNATIVE VLAN=(1)
The value in the parenthesis is a default value

Trigger mapping function: CISCO ROUTER AUTO SMARTPORT

Trigger Id: CISCO_ SWITCH ETHERCHANNEL CONFIG

Trigger description: etherchannel parameter

Trigger environment: $INTERFACE LIST=(), $PORT-CHANNEL ID=(),
$SEC_MODE= () , $EC_PROTOCOLTYPE= (),
PORT-CHANNEL_TYPE= ()

Trigger mapping function: CISCO ETHERCHANNEL AUTOSMARTPORT

Trigger Id: CISCO_SWITCH EVENT

Trigger description: Switch device event to apply port configuration

Trigger environment: Parameters that can be set in the shell - SNATIVE VLAN=(1)
The value in the parenthesis is a default value

Trigger mapping function: CISCO SWITCH AUTO SMARTPORT

Trigger Id: CISCO WIRELESS AP EVENT

Trigger description: Autonomous ap device event to apply port configuration
Trigger environment: Parameters that can be set in the shell - SNATIVE VLAN=(1)
The value in the parenthesis is a default value

Trigger mapping function: CISCO AP AUTO SMARTPORT

Trigger Id: CISCO WIRELESS LIGHTWEIGHT AP EVENT

Trigger description: Lightweight-ap device event to apply port configuration

Trigger environment: Parameters that can be set in the shell - SACCESS VLAN=(1)
The value in the parenthesis is a default value

Trigger mapping function: CISCO LWAP_AUTO_SMARTPORT

Trigger Id: word

Trigger description: word
Trigger environment:
Trigger mapping function:

OB TiL, show shell functions =~ REZFH LT, A v F V7 b =T I0&F
NTCWBHAIAR~ 7 B TR T B HEERLET,

Device# show shell functions
#User defined functions:

#Built-in functions:
function CISCO AP AUTO SMARTPORT () ({
if [[ SLINKUP == YES ]]; then
conf t
interface S$INTERFACE
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macro descr
switchport
switchport
switchport
switchport
switchport

show shell .

iption $TRIGGER

trunk encapsulation dotlg
trunk native vlan SNATIVE_VLAN
trunk allowed vlan ALL

mode trunk

nonegotiate

exi
end
fi
if [[ SLINKU
conf t
inte
exit
end
fi

}

<output truncate

auto gos voip trust
mls gos trust cos
if [[ SLIMIT 11; then
default srr-queue bandwidth limit
else
srr-queue bandwidth limit $LIMIT
fi
if [[ $SW_POE 11; then
if [[ SAP125X AP125X 11;
macro description AP125X
macro auto port sticky
power inline port maximum 20000
fi

YES

then

fi
t

P NO ]]; then
SINTERFACE
macro description
switchport nonegotiate
switchport trunk native vlan $NATIVE VLAN
switchport trunk allowed vlan ALL
no auto gos voip trust
no mls gos trust cos
default srr-queue bandwidth limit
if [[ SAUTH ENABLED NO 1]; then
no switchport mode
no switchport trunk encapsulation
fi
if

rface
no
no
no
no

[[ $STICKY
if [[ $SW_POE 11; then
if [[ SAP125X AP125X 11;
no macro auto port sticky
no power inline port maximum
fi
fi

YES

then

11;
YES

== then

fi

da>

A108—Jx4Z2&UN—Fvz7av vk |



. show system mtu

A=A RELUN—FIz7 awvF |

show system mtu

Ja—)igKinita=y b (MTU) . £ZE3AA v FITHESNTWBRK NNy M A X
ZFoRT 5T, FiME EXEC £— K Cshow systemmtu =2~ R&EH L E9,

show system mtu

HET DA Zoavy RIZIFBIERELITF—V— REH Y FHA,
ARV RFIALE EL
AT KR E—F HiHE EXEC (#)
av Y FERE 1)1y —2 EEHNE
Cisco I0S XE Fuji 16.9.2 ZIDavwy RPNEAINEL

FEREDAA RSM4 Y

3l

77

MTU {5 £ O MTU fii 12 %
EEHRLTLIZE 0N,

i

Lo B2 D AR v 7 FEDFMIONTIL, systemmtu 2~ K

wIZ, show systemmtu =2~ > RO NHIZ R L ET,

Device# show system mtu
Global Ethernet MTU is 1500 bytes.
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show tech-support .

show tech-support

VAT LMERAEFRTRT D show 2~ > FE& HBIHIZEITT 2121, F4E EXEC £ — R T show
tech-support =~ > R&fiH L £7,

show tech-support
[of |dt|egrp|evc|fif| |ipc|ipmulticat |ipsec| mfib | nat | nber | ongp | ogof | page| passvard | rsvp | sulbsriber [ wrrp | woop

X DEEA cef (fEE) CEF BdfF#HEzF R LET,
cft (L) CFT I ma R R L ET,
eigrp (f£E) EIGRP PHEfE#HZFR L £7,
eve (L) EVC BldfEMAFor LET,
fnf (fE:&) Flexible NetFlow B # A Fm L £,
ipc (L&) IPC BIEF#HA TR L ET,
ipmulticast (EE) IPEEFH AR R L E7,
ipsec (fEE) IPSEC BlElfHazF R LET,
isis (f£E) CLNS F X OVISIS BhElE a2 #or L £,
license (EE) 74 v ABEERE R R LET,
lisp (%) Locator/ID Separation Protocol B IE#H A R L £7,
AEY (L&) AT VBEEREFRLET,
mfib (fEE) MFIB Pl #Z FoR L £,
msrp ({EE) MSRP PAEE# A FR L £,
mvrp (fEE) MVRP BEF#HREZF R LET,
nat (L) NAT BI#EHRER T L ET,
onep (fEE) ONEPBIE{F#HAF L E7,
ospf ({E:#) OSPF BRIt #AFr L £,
page (EE) a~r Pz 1 X—=UFH5FR R LET, RetunF—% LT,

HAADKRDITHFIRT D, AX—ANR—%H LT, ROFHRS—T%
FoRrLET, HHLAWEES, A7 a—L LET (0FD, 21—
CTEELETA)

o< R ZEIET 5121, Ctrl+C F—& ML £,
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. show tech-support

password (FE) "RATU—FRFBILOZEoMoOEX2 ) T A FHREHEAICELET,
ERLRWES. HATONRRT— RBLOFDIENDES 2 ) 7 ¢ B
BEHIL. 79UV [<removed>] LBz O ET,

performance-monitor () X7 4 —~v > AE= X BEEREL T LET,

pki (fEE) PKI B RE2FR L ET,
platform EE) 77 v b7+ — LB REFR R LET,
qos (fEE) QoS BhdfifEHzF R L £,
subscriber EE) V7 A7 T4 NBEEERER R LET,
switch-report UEE) AL v FLE— T —hA T LET,
vrrp ({EE) VRRP BdfE#Hz &R LET,
weep (EE) WCCP BdfFmaf R LET,
AT R E—F ¥EHE EXEC (#)
avr FERE )1y—2 FERE
Cisco I0S XE Fuji 16.9.2 Zoavy RRFEEIREL

77

FEHEEDHA K54 > showtech-support =~ > ROINTIFFICRLS 20 £¥, oD Z2zhR I QBT 51213,
0—NNVOEZGARAGERA N L=V FHFVE—RN T 7 ANV VAT AT, ZOHIET 7
ANV ZA L7 FLET (=& 21E, show tech-support > filename) , 7 7 A /LICH 1% U
XA V7 h 4B L, 7% Cisco Technical Assistance Center (TAC) DM FIZEETH I LD
KHZ72 0 FT,

UZA L7 MZE, ROWTNIDHFIEEZHEHTEET,
e>filename: H 127 7 ANV XA LT N LET,
«>>filename: HAHZ 7 7 A T X RE—RTCTYU XA L7 MLET,
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show tech-support bgp

show tech-support bgp .

BGP B D > AT LMMER & FT 5 show 2~ Ra HEIRJICEITT 5121E, KiME EXEC ©—
K -C show tech-support bgp =2~ > K& H L F9°,

show tech-support bgp [addressfamily {all | ipv4 [flowspec | multicast | unicast |
| vrf vrf-instance-name} ]
| unicast]

| mvpn] {all
vrf-instance-name}
| rtfilter] [unicast]
vrf-instance-name} } ]

| 12vpn [evpn
| [vpnv4 | vpnve]
[detail ]

[mdt
lipv6 [flowspec | multicast | mvpn {all | vrf
| vpls] | link-state [link-state] | [nsap
[flowspec | multicast | unicast] {all | vrf

X DA address-family

UEE) BBELET L2773 VD%
FRLET,

address-family all

ULE) T R_RTOT7T RLRr77I V0%
FrRLET,

ipv4 (EE) IPv4 7 FL A7 7 2 U haFoR
L\ijqo

ipv6 (EE) IPv6 7 L2757 I O % FER
L%,

[2vpn (L&) L2VPN T RL 277 I U DH &R
RLET,

link-state L) Vo7 AF—h 7 RLA 77300
HhxEFRRLET,

nsap (LE) NSAPT7 RV 277 I UDHH%3FE
i_\‘bi‘g‘o

rtfilter (EB) RT74NVET RLA77IUDH T
BRI LUET,

vpnv4 (FE) VPNvA 7 RL A7 7 IV h%a5HE
RLUET,

vpnv6 (L) VPNv6 7 KL A7 7 I U O 53
R~RLET,

flowspec EE) TRLRAZ77IVD7r—RAXy
B IEH A2 R R L7,

multicast (&) 7RLATZ77IUDOwALFFv A b

Bz 2R L £ T,
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. show tech-support bgp

A=A RELUN—FIz7 awvF |

unicast EE) 7TRLZ2T77IVDa=%x 2 H4
HiFREFRRLET,

mdt (FEE) TRLAZ77 IO~ /LFFv A b
Blf5> U — (MDT) BHEfE#RZFRRLET,

mvpn UER) TRLRATZ77 I VD LFF xR b
VPN (MVPN) Bl#i{E#RzFR - LET,

vrf VPN IV—T TRk A A S ADE#R %
FRLET,

evpn EE) 7RVAZ7 73V DA—% %y VPN
(EVPN) B a £~ LET,

vpls (ER) 7 RLATZ 7 I UDRIET T A X—
F LAN -—t % (VPLS) BEF#HAFR TR L
*9,

vrf-instance-name VPNIL—F ¢V THRIEA VAR ADL R &
FBELET,

all 4 ~_T? VPN NLRI 2B A58 A2F< L E
kR

detail (L3E) ZEMZe L — MEBRER T LET,

v RKE—F =—4 EXEC (>)
HbE EXEC (#)
av Y FRER J1)y—2 EENE

EREDAARZA Y

Zoavry FREASHE L,

show tech-support bgp =~ > Ri%, S FEIF72 BGPshow 2~ RO NEFRRL, T b%
show-tech 7 7 A JVIZFLERT D72 DITfFEH L E 7, show tech-support bgp =~ > RO H13IE
TRV ET, ZOHNEDRI WIS HIE, = — NV OEZIAL AR A L —
V. FRFVE-RN T ANV AT AT, ZOMNET AN EA LT N LET (T2Ex
IX. show tech-support > filename) , 7 7 A /WVICH N Z Y XA L7 F3 5 & HiJ)% Cisco
Technical Assistance Center (TAC) DHYFIZEETHI L HLEH IR 9,

VXA VT MZE, ROWTIrOFEEERATEET,
e>filename : HHZ 77 A4 MV EA LY NLET,
e >> filename : W12 7 7 A NICT X RE—RTUEALLZ7 FLET,

show tech-support bgp =~ > R&H4 5 &, kD show 2~ RBAAEBIZFEITINET,
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show tech-support bgp .

* show clock

* show version

+ show running-config

« show process cpu sorted

+ show process cpu history

« show process memory sorted
show tech-support bgp address-familyaddress-family-name address-family-modifier =~ > K% {# H
THE FEDT FL AT 7 I VIZxT 5D show 2~ RISHBEIRIZFITSNET,

« show bgp address-family-name address-family-modifier summary

» show bgp address-family-name address-family-modifier detail

« show bgp address-family-name address-family-modifier internal

* show bgp address-family-name address-family-modifier neighbors

« show bgp address-family-name address-family-modifier update-group

« show bgp address-family-name address-family-modifier replication

« show bgp address-family-name address-family-modifier community

« show bgp address-family-name address-family-modifier dampening dampened-paths

+ show bgp address-family-name address-family-modifier dampening flap-statistics

« show bgp address-family-name address-family-modifier dampening parameters

« show bgp address-family-name address-family-modifier injected-paths

« show bgp address-family-name address-family-modifier cluster-ids

« show bgp address-family-name address-family-modifier cluster-idsinternal

« show bgp address-family-name address-family-modifier peer-group

« show bgp address-family-name address-family-modifier pending-prefixes

« show bgp address-family-name address-family-modifier rib-failure
show tech-supportbgp =~ > Rl L2563, Eidoa~y RIDMAT, B7 A2 fb—
T4 T EADRD show 2~ R ETSNE T,

« show bgp all binding-sid

« show segment-routing client

« show segment-routing mpls state

« show segment-routing mplsgb

+ show segment-routing mpls connected-pr efix-sid-map protocol ipv4

« show segment-routing mpls connected-pr efix-sid-map protocol backup ipv4
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. show tech-support bgp

« show mplstraffic-eng tunnel auto-tunnel client bgp
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show tech-support diagnostic .

show tech-support diagnostic

T =N R— MER T 220 a2 £n 3 5121, K7 EXEC £ — R T showtech-support
diagnostic =~ > R&EMHEA L £,

show tech-support diagnostic

XD EREA Zoawy REBIEELITF—TI—REb 0 A,
O R E—F FHE EXEC (#)
Cisco 10S XE Gibraltar 16.10.1 Toawy RREASHE LS,

FEREDHA KSq4y ZOaxy FOHNIEFICRS RV ET, ZOHNER I QBT 5I2F, n—DL0FE
SRABFRERA P L= FBFVE— I 7 ANV AT LT, ZOHNET 7 A NMZY ZA
L7 hLET (=& %X, show tech-support diagnostic > flash:filename) .

\}

GE) ARFIHEEVR—FLTWATAL ADEES, Z0a<wr RE7 v 7L TWATRTD R
£y FTETENET, A v 7 BRETH— R LTOWARNT A, ZDHE, Zoa~y R
TIT 4 T A FTORFITENET,

Zoawy ROMMACIFRD a~y ROWARFERINET,
* show clock
» show version
* show running-config
« show inventory
« show diagnostic bootup level
« show diagnostic status
« show diagnostic content switch all
« show diagnostic result switch all detail
» show diagnostic schedule switch all
« show diagnostic post
« show diagnostic description switch [switch number] test all
« show logging onboard switch [switch number] clilog detail

» show logging onboard switch [switch number] counter detail

A108—Jx4Z2&UN—Fvz7av vk |



A=A RELUN—FIz7 awvF |
. show tech-support diagnostic

« show logging onboard switch [switch number] environment detail
» show logging onboard switch [switch number] message detail

« show logging onboard switch [switch number] poe detail

« show logging onboard switch [switch number] status

« show logging onboard switch [switch number] temperature detail
« show logging onboard switch [switch number] uptime detail

« show logging onboard switch [switch number] voltage detail
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speed .

speed
R— FORELIEETDICIE, A v F—T 2 A AT 4 Fal— g T— T speed =
~ U REFEHALET, 7740 MECRETIZE, Z0a~vr FOnoBREHEH L ET,
)
GE)  fHEHARERREA T v a . A v TFETABIORVFToN TS h T v—N"EV 2 —
T X o TR F97, A7 a3 2iE, 10, 100, 1000, 2500, 5000, 10000, 25000, 40000,
100000 238 0 £ 7,
speed {10100 | 1000 | 2500 | 5000 | auto [{10| 100 | 1000 | 2500 | 5000} ] | nonegotiate}
no speed
B DA 10 R— 23 10 Mbps TB T 5 Z & Z4HE L £ 7
100 AN— K73 100 Mbps TE#) 2 Z L Z2FBE L 7,
1000 A— RA31000Mbps TH#IT 5 Z L ZFELET, ZDOA 7T = ik, 10/100/1000
Mb/s R— F CRETHEMI > TRREINET,
2500 AN— F232500Mbps THEIT 52 L2t ELET, ZOF T v a i, v ATFF
HE Y MRHEDA =Ry N A= N TOHEEHTHY, BRINET,
5000 AN— R735000 Mbps THEI T2 Z L2 ELET, ZOF T a %, wILFF
HE Y NIEDA =P F v b R—FTOHRFEHTHY, FoRrENET,
auto BEREOR— NOEEZ, U7 Db 5 —HOMKEOR— & KU L THEIR

W L ET, auto¥—U— R & —f#1C 10, 100, 1000, 2500, = 7-13%5000 % —
J— R&2EHA LSS, R— MIEEORE TCOLHEIR T =— L E T,

nonegotiate HEhx It — 9% T 4B —7 /LI L, A— hi 1000 Mbps TR L %4,

AT R FI4I L T 7AN MTauto TY,

av R E—F AH—Tx2A AT £ Fa2b— 3 (config-if)
a7 RERE 1y —2 EERAR
Cisco IOS XE Fuji 16.9.2 Zoavwy RBREAINE L,

FEHEDHA KSq4y 10FXTEY P A=Yy b K= FTIHELZRETE EE A,

1000BASE-T Small Form-Factor Pluggable (SFP) €Y = —/V%&FR&, SFPEY = —/LiR— F23H
BRI E—2a 2P R—F L TOWRNT A, AT RSN TW L HE1E, R3vm—hL
72uvE 912 (nonegotiate) AL AR ETE 7,
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. speed

F—U— K 25005 L TM5000 1%, v/ FXAHE Y b (m-Gig) A —¥Fy b7 /A1 A TO
HETREINET,

HEN auto ICRRE SN TWAEA. AL v FIEb 9 —FHD U 7 OGS DT /34 A LK
EHREICOWTRI o — L, #HELZRXIT VT — F SN EICERBOICGRELET, 727
Ly 7 AREILY V7 Ol COFEN BN ETN, ZHUTLY, Ta7 by 7 AHE
WCFENELDZ ERHY £9,

TAOMENEB R AT = a B R—F L TWDIEA,. 774V OBHEBIRIT = —
ValrREAMHT L LM LES, DA F—T oA ATIFAHRIT = —

varidYiR—hrL, b —FOKHETIIVER—F L TWRWGA, R —FLTWBHIZIE
auto X EXMHH L, A= P LTV ARWKIRIZIZT 27 Ly 7 ABIOHEZRE L ET,

A

AR A A —TaARAEELT 2Ly I AET— FOREEREET L L, BFREFICA X4 —T =
AANT Yy "E T L, BOAL R2—T NI DEERHY £9,

AL v FOREBI VT 27 Ly 7 ZADNRT A =2 OREICHT 2EEFHT, o) Y —2x
WIS T25 Y7 ho=27 ar7 4F¥a2b— 3 A RO [Configuring Interface Characteristics |
DEZZRLTIIZE N,

RRE e 21213, show interfaces #7## EXEC =~ > &M L £,

2 Wic. He— F DA 100 Mbps i 5014 57 L ET,

Device (config) # interface gigabitethernetl/0/1
Device (config-if) # speed 100

WIZ, 10 Mbps T AR— FBAHBEIR T — b2 X HICRET DB E2RLET,

Device (config) # interface gigabitethernetl/0/1
Device (config-if) # speed auto 10

WIZ, 10 Mbps £ 7213 100 Mbps T/ZIFAR— MR HEBIR T = — T B X HITHET D
iz~ LET,

Device (config) # interface gigabitethernetl/0/1
Device (config-if)# speed auto 10 100
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start (COAP 70%> a>7s¥aLb—vay) |

start (COAP 7O %< a>Jq4F¥al—3Y)

ZA v F T CoAP AT 5HI121%, COAP 7uXxy a7 4 Fal—i g F— RTdart =
<~ REHFEALET,

Start
AT R E—F COAP 7u %y a7 4 X2 L—3 3 (config-coap-proxy)
av Y REE y1y—2 RENE
Cisco IOS XE Fuji 16.9.2 Toavwry RREAINEL

776

FEHEDHA KS4y COAPTrFL a7 4 Xal—varyE—RNIT77E8ATHITE, Fe— a7 ¥a
L—y 3 F— R Tcoapproxy 2~ K& AN LET,

1
RIZ, AA v F T CoAP Zillnd 5B~ L ET,

Device (config) # coap proxy
Device (config-coap-proxy) # start
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B stor corpToEsarTxaL—vaY)

stop (COAP JOXx> a4 Xal—3Y)

AA T T CoAP 51T HIT1E, COAP 7y ar 7 4 FXFal— a3 F— RKTsop 2
~ U REMEHLUET,

stop
AT R E—F COAP 7u %y a7 4 X2 L—3 3 (config-coap-proxy)
av Y REE y1y—2 RENS
Cisco I0S XE Fuji 16.9.2 Zoavwy RBREAINEL

776

FEHEDHA KS4y COAPTrFL a7 4Xal—aryE—RNIT77E8ATHITE, Fe— a7 %o
L—y 3 F— R Tcoapproxy 2~ K& AN LET,

1
RIT, AA > F T CoAP ZAFE T 5614~ LET,

Device (config) # coap proxy
Device (config-coap-proxy) # stop
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switchport block .

switchport block

AR~ LT XX A MNERITZ=F Y X Xy ERIEEINWNWE ST DI, A& —
T AT 4 Fal— g E— R Tswitchportblock 2~ > REHEHLEJ, Rz~
NTFFxy A NEIFTZ=F Yy X MRy NOBRIEEZFFAITHICE, Z0a~vy RO no B %
ERLET,

switchport block {multicast | unicast}
no switchport block {multicast | unicast}

BX DA

AR R TFIAILE

ATV R E—F

multicat REDO~LFF v A~ bT 74 v IR T a7 ENDHEIITHEELET,

GE) PR LA Y2~ NVTFXY AN T 740w 7R T oy ESET,
Ny B =T IPvA F X IPv6 DR E G~V T X v A b Ny MIT
o0y INFEHA,

unicast AHADZ=F ¥ A~ bT T4 v IR T Ry ENDEIITHELET,

AABRNANTFF Y A PBLIR2=F v AN N T 74w 737 Ry 7 ERTVEREA,

AB—Tx2A A AT 4F2b— 3 (config-if)

2v L FRE

EREDAARZA

Ji)y—= EEANE
Cisco I0S XE Fuji 16.9.2 Zoavwr RPREAINEL
77

T 74N ETIHE, AR MACT RLARAZROTRXTO NI 7 4 v 7 BT XTOR— MIEF
SNFET, RiER— M EITIHERER— N EOAHRALTF Xy A NELF2 =%y AN T
T4 7k7uay I THIENTEEST, FARYL Ty A NERITZ=F Y AN NT T 4 >
IBRER—FTT7 oy 7 INRWGEE, EX 2 74 ICMEOH 56050 £7°,

CNF XY AR FTT 4w T, R— b T oy X FTHEERRIIMBR LA Y 2 3w RIET
T7av 7 LET, ~vF—IZIPvd £21LIPv6 DIFREZGie~ L TFF v A s Xy MIT
oy INEEA,

FHRNLF XY A MEITZ2=2F Y AN N T 740 v 7070y 7%, (R#&ER— N ETEEN
WA F—=T WZiER 0 A, BRICEET A LERH D 77,

Nry hOTay ZIZET ORI, 0V ) —RSHETHY T RU =T ar7 4 ¥ a b—
vary WA REZBLTIEZZN,

KOFITIE, A FZ—Tx2A AL TFRPARZ=F Y AN T T4 v 78T a3 5
FHikERLET,

Device (config-if) # switchport block unicast

A108—Jx4Z2&UN—Fvz7av vk |
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. switchport block

FROE & MERR T 5 121X.  show interfaces interface-id switchport #i#% EXEC =~ > R & A
HLET,
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system mtu

system mtu .

XHEY M —HFy FBLRIOFHEY b A =P Xy K= bDAAS v F Ry b0
0= VKT A XETZEMTU A XERET DT, FTe— a7 ¥
L—v gy E—RCsystemmtu 2~ REEHLES, Fe— VUL MTUEZ T 7 + /b ME
WCRTICE, Zoa<r FonoBXadHL £,

system mtu bytes
no system mtu

BX DA

AU R TFI4ILE

AR E—F

bytes 7'z — L MTU O A X (O34 REL) , FRETE H#PAIZ, 1500 ~ 9198 /XA T
T, F 7 L ME 1500 XA R T,

TRTCOR—FDF 7 /)L D MTU ¥ A R1Z 1500 /31 - TT,

Jua—s L ary7 4 Xalb— 3 (config)

avy FERE

FEREDHA K54

3l

=2 LERE
Cisco I0S XE Fuji 16.9.2 Toavy RREASREL
776

XE R AL, show system mtu #5#E EXEC =~ > R&EZ AN L £,
AA v FIFA L H =T oA AN TIIMTU 20 R —F L TWERA,

FFEDA o H =7 = A A Z A T THERMNDELZ AN LTS E, ZOMEIZ T AN EYE
Ao

RIZ, 7 a—r39L A7 I MTU $A X% 6000 31 MIRET D02~ LET,

Device (config) # system mtu 6000

Global Ethernet MTU is set to 6000 bytes.

Note: this is the Ethernet payload size, not the total
Ethernet frame size, which includes the Ethernet
header/trailer and possibly other tags, such as ISL or
802.1g tags.
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. transport (COAP O%> o> J 4 F¥alL— 3 V)

transport (COAP JOX> a2 7«4 FXalL—3Y)

N7 UAR—FT7 e haVERETHIZIE, COAP Vrxy a7 4 Fal—v g E—NR
Ttransport 2~ R&fHLET,

transport{tcp | udp}

BX DA tcp TCP 7o b a L &$6E L £ T,
udp UDP 7'u ha v &HEELET,
9T R E—F COAP 7u %y a7 4 X2 L—3 3 (config-coap-proxy)
av Y REE -2 RENE
Cisco I0S XE Fuji 16.9.2 Zoavwy RBREAINEL
7o

FERLEDHA KSqy COAPTuF a7 4Fal—arE—NIT7EATHT0E, Fe—bar7 Xz
L—y 3 F— R Tcoapproxy 2~ K& AN LET,

451
I, TCPHZ M v AR—h7a bals LTRETAHERLET,

Device (config) # coap proxy
Device (config-coap-proxy) # transport tcp
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voice-signalingvlan (v kT —9 Ry —ar T FalL—3) .

voice-signalingvlan (v RO —9OAR)—a>2 T«
L—<3Y)
BRIV T T =g XA TDOXy NI R — a7 7 A VEIERT D

Wik, Fy PU—Z KR v— a7 4 X2 L—3 3 F— KTvoicesignalingvlan =2~ > K
EHEALET, KU —2HlRT512F, Zoa~vr FonoBREHEHALET,

voice-signaling vlan {vlan-id [{cos cos-value|dscp dscp-value}]|dotlp [{cos |2-priority|dscp
dscp}] | none | untagged}

BX DA vian-id (L) S5 774 v 27 HO VLAN, $SECX 2HPHIL 1 ~ 4094 TF,

cos cos-value (EE) RESNTZVLANIZHT D LA Y275 A4 Y 7 1 Classof Service
(CoS) #IEELET, FHETXHHPHIZ0~7TY, T 74/ MAIZS T

S

dscp dscp-value (i) FHiE S47- VLAN (2%f9 % Diffserv =— F R4 > (DSCP) fi
FIEELET, FRETEA&EMAIZ0~63 T, 77 4/V MEIX 46 T,

dotlp (f£&) IEEE802.1p 7T A AV T 4 XX VB I RVLANO (AT 147
VLAN) #3459 ICEFHE2RELET,

none (&) &7 VLAN 2P L T Cisco IP Phone IZ¥m LEH A, BHILES
DX — Ny KB ADNENTREEZHEHLET,

untagged EE) #7722 LOEF N T 74 v 7 BEETHEIICETHERELET,
IHNEBIFIEDOT 7 4L BT F9,

TR TFV T T TV = ary XA T DRy NT—I R — a7 7 A VEERSN
TWEH A,
F7 4L k@D CoS L. 5 TT,

7 4L s ® DSCP {EI%. 46 T,

AR R TFIAILE

F 74V hDOXX 7 F— KL, untagged T,

ATV R E—F Xy NU—=I7 RV —TardyAf)nar7 4 Fal—ay
avy FERE )1)—= EERNE
Cisco 10S XE Fuji 16.9.2 Zoavwr RBREAINEL

776
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. voice-signalingvlan (v b7 —9RYS—arI74FaL—>3Y)

FEREDHA KSq4y TR77ANVEERL, Xy hU—2 RV —TaryfLar7 4 Fal—var E—R
ZBAtA+ % I21X. network-policy profile 7o — 3L a7 4 X a2 L—3 g v a~< 2 Rafif
LET,

voice-signaling 7 7'V r—a v AL BEAT AT ERRLEFS T THORY
V—HWMELTLIXy NU—7 RAReUHTT, TRTORLTR Y U —2 KU 2 —75% voice
policy TLVIZT RANZ A XEnizR Y o—L LTHA SN GE, 2077V r—var 4
TNXT RANF A XL 72 NTL IS,

Fy hU—I R —TaTdyA)aryT7 4 FXal—a Ly ET— ROE4E. VLAN, Class of
Service (CoS) . Diffserv =— K 7RA >~ (DSCP) DfEi. BLXOXF¥ X7 £— FNE2EETH
LT, BEVISFIV TR T s A NVEERT AN TEET,

Ihoo7a 7y A O, Link Layer Discovery Protocol for Media Endpoint Devices
(LLDP-MED) @ network-policy Time Length Value (TLV) 28 £ E T,

?yFU IRV =TTy A a7 4 X al— a3y T— KDL EXEC £— RIZ

RAOGEL, exit a~> REASLET,

WOFITIE, T4 A4V T 42D CoS 2D VLAN200 FIOEF Y 7+ v 7 HEE
5 hkEERLET,

(config) # network-policy profile 1
(config-network-policy)# voice-signaling vlan 200 cos 2

W OFITIL, DSCPH 45 Z£5-2 VLAN 400 HOEFE S 71 v 7 2R ET D HiEETR
L/\i‘a—o

(config) # network-policy profile 1
(config-network-policy) # voice-signaling vlan 400 dscp 45

WROHFITIE, T4 FVT 4 EX T EFEORAT 7 VLANHOE R 7V o7
ERETDHHIEERLET,

(config-network-policy)# voice-signaling vlan dotlp cos 4
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voicevlan (v k7 —H Ry —arvI4FalL—3Y) .

voicevlan (R FDJ—H Ry —a T4 XL —2 3

V)

BERET TV r—yar 4703y NI—I KR v— T a7 7 A VEERT DI, Xy b
J—JRY)—ar7 4 X2l —3 g F— FCvoicevlan a2~ > R LET, RU S —
FHIRETAI21E., Zoavry Rono a2 EHLET,

voice vlan {vlan-id [{cos cosvalue|dscp dscp-value}]|dotlp [{cos I2-priority|dscp dscp}]|
none | untagged}

B DEREA

AR R TFIAILE

avU R E—F

vian-id (BB B 57 4 v 27 HO VLAN, & TX 5#iFHIZ 1 ~ 4094 T,

cos cos-value (EE) RESNTZVLANIZHT D LA Y275 A4 Y 7 1 Classof Service
(CoS) #IEELET, FHETXHHPHIZ0~7TY, T 74/ MAIZS T
‘j‘o

dscp dscp-value  ({f:j&) #HiE X417~ VLAN IZ%f7 5 Diffserv =— R A4 >~ (DSCP) fH
FIEELET, FRETEA&EMAIZ0~63 T, 77 4/V MEIX 46 T,

dotlp (f£&) IEEE802.1p 7T A AV T 4 XX VB I RVLANO (AT 147
VLAN) #3459 ICEFHE2RELET,

none (T:#) %7 VLAN (2B L T Cisco IP Phone |25~ L EH A, EBEEITE
DX — Ny KB ADNENTREEZHEHLET,

untagged EE) #7722 LOEF N T 74 v 7 BEETHEIICETHERELET,
IHNEBIFIEDOT 7 4L BT F9,

BET TV r—vary A4 TOxry NT—7 KR —Ta7 7 A MFERINTHERA,
77 4L b CoS X, 5 TT,

77 4/ k@ DSCP fEi%, 46 T,

F 74V hDOHX 7 F— KL, untagged T,

Yy NT—I R — a7y a7 4 FXal— g

avy FERE

FEREDHA K42

J1)—== EERNE
Cisco 10S XE Fuji 16.9.2 Zoavwr RREAINEL
776

Ta7rANEER L, Fy NT—I K= T Ty A arT 4 FXal—var ET—R
ZBRtET % 121E. network-policy profile 7o —/ 8L a7 4 o Lb—3g v a~< s RafliH
L/i‘j‘o
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. voicevlan (v kT —9RYL—arTsF¥alL—3)

voice 77U r—3 g Z A 71X 1P Phone EHTH Y, ®EFEXOEF—E A2 HR— 7
HTNARPTHET, @, ZIDDOT A A, JEF#EJ%E@EJ A5 &L, 7=
TV r—varynbREEEL X2 U T 4 25T 572012, BIEO VLAN [ E v E
ﬁ—o

Iy NU—IR)— a7y a7 X2l — 3 F— ROEE, VLAN, Class of
Service (CoS) . Diffserv =— K "1 >+ (DSCP) Ofi, BIOZ X 7 £— R&2HEETH
T, BFEHOT e T s A VEERT D ENTEET,

Ihoo7a 7y A OEMIL, Link Layer Discovery Protocol for Media Endpoint Devices
(LLDP-MED) @ network-policy Time Length Value (TLV) 28 £ E T,

Fov hU—s R —FaT7 74N ar7 4 X¥alb—3 3y F— RK)HEEHE EXEC E— RIC

RO%GEL, exit avw 2 RE AT LET,

WOFITIX, T4 FYV T 44D CoS Z#FDOVLANIOO HOBET SV r— g 4
AT EBRETDHEEZRLET,

(config) # network-policy profile 1
(config-network-policy) # voice vlan 100 cos 4

W OFITIE, DSCPE 34 ZEfD VLAN 100 HOEET SV r—a v A4 TERET
HIHEERLET,

(config) # network-policy profile 1
(config-network-policy) # voice wvlan 100 dscp 34

WROHFITIE, TTAF VT 4 XX T HFFOFXAT 47 VLAN HOERT 7V or—
Var AT ERETDHHEERLET,

(config-network-policy) # voice vlan dotlp cos 4
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