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Device> enable
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configure terminal
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Device# configure terminal
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ip access-list {standard| extended}
access-list-name
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Device (config)# ip access-list 101
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permit protocol host address  host

address
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Device (config-ext-nacl)# permit ip host]
181.1.2.201 host 232.1.1.11
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deny protocol host address host

address
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Device (config-acl-nacl)# deny ip host
181.1.2.203 host 232.1.1.1
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interface type
-number
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interface-number port

Device (config)# interface
gigabitethernet 2/3/0
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configure terminal

ip access-list extended acc_grpl

permit ip host 0.0.0.0 232.1.1.1 0.0.0.255
permit ip host 181.1.2.201 host 232.1.1.1

permit udp host 181.1.2.202 host 232.1.1.1
permit ip host 181.1.2.202 host 232.1.1.1

deny igmp host 181.2.3.303 host 232.1.1.1

interface gigabitethernet 1/0/1

ip multicast boundary acc_grpl out
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configure terminal

ip access-list extended acc grp6

permit ip host 0.0.0.0 232.1.1.1 5.0.0.255
deny udp host 192.168.2.201 host 232.1.1.5
permit ip host 192.168.2.201 host 232.1.1.5
deny pim host 192.168.2.201 host 232.1.1.5
permit ip host 192.168.2.202 host 232.1.1.5
deny igmp host 192.2.3.303 host 232.1.1.1
interface gigabitethernet 1/0/1

ip multicast boundary acc_grp6 out
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configure terminal
ip access-list standard acc_grpl0

deny 225.0.0.0 0.255.255.255

permit any

access-list extended acc_grpl2

permit pim host 181.1.2.201 host 232.1.1.8
deny udp host 181.1.2.201 host 232.1.1.8
permit pim host 181.1.2.203 0.0.0.255 host 227.7.7.7
permit ip host 0.0.0.0 host 227.7.7.7

permit ip 181.1.2.203 0.0.0.255 host 227.7.7.7
permit ip host 181.1.2.201 host 232.1.1.7

ip access-list extended acc_grpl3

deny ip host 181.1.2.201 host 232.1.1.8

permit ip any any

interface gigabitethernet 1/0/1

ip multicast boundary acc_grpl0 filter-autorp
ip multicast boundary acc_grpl2 out

ip multicast boundary acc_grpl3 in
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