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X Telnet, =2 Y —/biR"— bk, F23A—V Ry NMEBER— MEETAAS v FIITI7EALE
Ty AL vFAZ I TE, TRTDAVARAS, v Far =2k, ALary—1HAh

PHESNET,

N
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* seq no:timestamp: %facility-severity-MNEMONI C: description (hostname-n)

* seq no:timestamp: %facility-severity-MNEMONIC: description
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* service sequence-numbers

* service timestamps log datetime

« service timestamps log datetime[localtime] [msec] [show-timezone]

* service timestamps log uptime
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mm/dd h hemmess | servicetimestampslog[datetime|log] 72— 3L 227 4 Fa Lb—3i g
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Device# configure terminal

R T 72 |logging buffered [size] 2A v F b EFTFAFZ L RTRUR

A vF b BENNEIAL v FRAF T D
La. 79T 4T AL vF LT, vl
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Ny 77 A XX 4096 XA R TI,
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logging host
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Device (config)# logging 125.1.1.100

UNIX Syslog #—/ 37" A MZA vE—Y
ERAELET,

host (21, syslog #F—/N& LCEMT %
KA NOARTETNLIP 7 R LA EHE
L/\i‘g‘o
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ATvT4

end
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Device (config) # end
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Device# terminal monitor
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R w 71 |configureterminal Jua—) a7 4 X¥al—gy
1 - E—RFZBRBLET,
Device# configure terminal

R 72 |line[console| vty] line-number A o—UORMa X SICRET HE
[ending-line-number ] WAEELET,
K sconsole : AA v F a3V — /L R—

NEIIA =Ry MEBAR— T

Device (config)# line console UD%Qﬁi%E?Eﬁil/SETfO
« linevty line-number : & ? vty [FI#ED
e 7oA R—=T NZT DD
ERRELET, Tenett g%
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line vty 2
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logging synchronous [level [severity-level
| al] | limit number-of-buffers]

1

Device (config) # logging synchronous
level 3 limit 1000

Avt—VORuX e A x—T L

W LET,

« ({EE) level severity-level : X v
T—VOBERELVERELE
T, ERENZOMELLETHD A

—Jk, R S ET,
E/NSWIFEEREIFREL, A
MREVIZEERET/NSLS 2D F
T, T 74 ME2TT,

o ((EE) level all : EHREIZRIRR
<O FTRTDOA v =TI
HAshnET,

« ({£&) limit number-of-buffers :
Fa—A T ENDERDNNY T 7
BERELET, ZhEB25HL
WA y—UIdBERESNE T, fAE
T& DT 0 ~ 2147483647 C
T F7 4L ML 20 T,

RTwvF4|end ¥iME EXEC ©— NIZREY £,
fi
Device (config) # end
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BX T Tk ART 4= T NVOYE, A vE—UIRERET I @FIZavr R
BVIATLET) avy— itk ranEd,

loggingsynchronous 72—/ 3L 2> 7 4 Fab—al avy Ry, aryy— ~DAvt—
VERIEBELET, Z0avy REA X —TMITHE, Reum Z S 20X A vE—
MERSNER A

Avt—YuX %7 4 v—T M LIERICHOA 2—7 /W2 5I2iE, loggingon 7' 1 —
S arZ4Xal—varavwy RefHLET,

CDORATIA T a L TT,

F&E
ARV RFERIETY Va3 B#Y
X w 71 | configureterminal Ja—r\)Lary7 4 X¥al—a
Bl T REBIALET,
Device# configure terminal
A7 72 |nologging console Aov—YaX I ET 41— NI
15'] . L/i—g—o
Device (config)# no logging console
ATwv73|end Rt EXEC E— RIZIRED £7,
fil
Device (config) # end
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configureterminal
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Device# configure terminal

Jua—N) a7 4 FXal— g
T— F&EBHEBLET,

ATvT2

KOWTNLO A~ REfFHLET,

* service timestampslog uptime
* servicetimestampslog datetime[msec
| localtime| show-timezone]

1

Device (config) # service timestamps log
uptime

Fx

Device (config) # service timestamps log
datetime

0 DEALAR L T F—T T L
ij‘o

*loguptime: B2/ A v &=V DX A

DAG T oA F—=T LT, ¥
AT L OB G DR m R 4 2
R~LET,

« log datetime: B2 A vE—T DX

ADAR LT A F—=T NI LFE
T, BRLI=AT T a3 &L T,
n—N) B AN =L L
THA B (RUR) L 2 A L
S BB RA LA TE LT
FRTEET,

ATvT3

end

1 -

Device (config) # end
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it

A LDAZTREL 0T Ay b—UNERHHLHE. TNHDA vy =Y 2FRT 52T,
VT ARG EEN L TA Yy =V ERRTEET, 774N ITIE, B AykE—DIZ
VT U AFFIIFTRINEE A,

CDREATIA T a T,

FIE

ARVKRFERERETY VY
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ATy T

configureterminal

1
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E— FEBRBLET,
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Device# configure terminal

ATy T2

service sequence-numbers

1

Device (config) # service
sequence-numbers

ATvT3

end

1

Device (config) # end

HrbE EXEC E— RNIZEREY 97,

N NG ==
A yt—UBRENDTES
AvE—VOEREEZEBEL T, BIRLET A, AZERENDIA vE—VEZFHIRLET,
CDRAIIIA T a T,

FIE

ARV RFERERTI VA Y

=)

&

configureterminal

1 -

Device# configure terminal

Ja—_ ) a7 4 FXal—T g
E— NLBABLES,

ATvT2

logging console level

1

Device (config) # logging console 3

a )= VIRIET D A v — U E IR
Li‘j_‘o

FIFINKT, av I —UIF Ny
Avt—U BILOBEMICL VIRV
LD A =T ESELET,

ATvT3

logging monitor level

1

Device (config) # logging monitor 3

WERERICH 1T 2 A v 2=V FHIR L
ij‘o

T 7V N T, WRIETT Ny 7 A ve—
V. BXOEMEMIZ L RN LD
Ayb—VEZELET,
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AU RFERETOVa Y

B8

ATvT4

logging trap level
1 -

Device (config) # logging trap 3

Syslog %h—/MZORAFT D A v — T %l
RLET,
T 7 4V R T, Syslog %r— S Fa@E A

=, BLOEHERIZ LRV L~
0)7( ‘)’IZ*‘?/\%§1§ L/i—a—o

ATvTh

end
R

Device (config) # end

¥#E EXEC £ — FIZERED £,

BET—7ILE X SNMP [ZE4E

N3 Syslog * v tE—DHIRE

ZDE AT T, BFET —7 /13 LT SNMP 12115 S5 syslog A v & — U 2R % 51k
WZOWTHBLET,

CDREATIA T a T,

FIE

ARV KRFERERETY VY

=)

ATy T

configureterminal

1

Device# configure terminal

Ja—nR_) a7 4 F¥alb— g
E— FEBRBLET,

ATy T2

logging history level
i

Device (config)# logging history 3

JEIEZ 7 A MZPRAF S 4L, SNMP H—3
ISEFE SN D syslog A v E—TDF 7
N LV EEELET,

7 7 4/ kTl warnings, errors,

critical, alerts, J X U emergencies X v
E—VIIEEINETA,

ATvT3

logging history size number

1

Device (config)# logging history size
200

JBIET — 7 WAZRAETE % Syslog A >
YO EREELET,

F 7 X NTIE1LOD A v — &4
INFT, FHETE IHPHAIZ0~500T
KR

ATv74

end
R

et EXEC E— RICREY £,
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ARV RFERFTIVaY =)

Device (config) # end

UNIX Syslog T—EA~AD A vE—pOXUY
DX ATFA T a s TY,

\}

GE)  BHi/N— 3 YO UNIXSyslog 7 —E L DHIZIEL, 774/ FTHRy hT—27 M EO Syslog /¥
Ty NEZITANZWEORHY 9, ZOXIRIAT LAOYAEIZ, Syslog A vE—V DY
T— X T A F—TIUTT HITIE, Syslog 2~ KT A NBINEZITHIERT 5 SHEN
bHHA T a %, UNIX O mansysogd =~ > FaMHH L TCHBIL £,

1R BHEIIZ
stoot L LT/ A LET,

« VAT L us Ayt—U% UNIX Syslog #—/NMTIEE T HHTIZ, UNIX #—/3 |2 T Syslog
TRV ERET OLENRD Y ET,

FIlE
ARV FERET7IVa Y BH&Y
AT 71 |/ete/syslog.conf 7 7 A /TR OITZIBIM | «local7 : v ¥ JHEREA4EE L £
LET, 7T
U + debug : syslog LUV EFEE L
T, ZDT7 7 A ML, syslogT —F
local7.debug /usr/adm/logs/cisco.log Vﬂ:%%ﬁﬁ%ﬁ&ﬁ‘%é%ﬁ774
WNTHLLENDY £,

ATFYT2|UNIXY =/ 7Far 7 MakDawy R\ a s 77 A VEVERLET, syslogT —

AT LET, T, ZOLLERITZOT 7 AL
i - DEVENEREL~LTAyE—V%
' EELET,

$ touch /var/log/cisco.log
$ chmod 666 /var/log/cisco.log

AT T 3| Syslog 7 —F NIH LVERE & 58k S | BEIC DWW CIX, ZHHOUNIX > A7
e 2@ man syslog.conf ¥ & U man syslogd
1 awr RESZRLTEEN,

. DRATLAYE—T OJDEE



| v27L82v2—v 050

\" \”

A
A

&
iy

LRFLAve—vns0E=aY v issUA TR

ARV RFERFTIVaY =)

$ kill -HUP ‘cat /etc/syslog.pid’

TLAYE—20O0DEZ RV ITELUVADTF

OV IJ4XaLb—a3rTF7—hA4T A5DE=R)YH

VATLA

= - N Br
show ar chive log config {all | number arv 74 Xal—arulZefs, FRI3EESN
[end-number] | user username [ session RS A= pn lEFE R LET,

number] number [end-number] | statistics}
[provisioning]

vt—2 0T DEEH

Bl : SATLAYE—DDRZ v IHEK

WOFITIL, 77T AT AL T OEBHIRAA v F VAT AA BV ERAT 7 AN
(7R A R4 1% Qwitch-2) 2R LET,

00:00:46: SLINK-3-UPDOWN: Interface Port-channell, changed state to up

00:00:47: SLINK-3-UPDOWN: Interface GigabitEthernetl/0/1, changed state to up

00:00:47: SLINK-3-UPDOWN: Interface GigabitEthernetl/0/2, changed state to up

00:00:48: SLINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to down
00:00:48: SLINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetl/0/1, changed
state to down 2

*Mar 1 18:46:11: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)
18:47:02: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)

*Mar 1 18:48:50.483 UTC: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)

00:00:46: SLINK-3-UPDOWN: Interface Port-channell, changed state to up (Switch-2)
00:00:47: SLINK-3-UPDOWN: Interface GigabitEthernet2/0/1, changed state to up (Switch-2)
00:00:47: SLINK-3-UPDOWN: Interface GigabitEthernet2/0/2, changed state to up (Switch-2)
00:00:48: SLINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to down
(Switch-2)

00:00:48: SLINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet2/0/1, changed
state to down 2 (Switch-2)
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Bl : RAYVF ORTL AyvE—D

wIZ, AA v F EDAAL v F VAT A A v —VD—ERLET,

00:00:46:
00:00:47:
00:00:47:
00:00:48:
00:00:48:

state to

$LINK-3-UPDOWN: Interface

$LINK-3-UPDOWN: Interface

$LINK-3-UPDOWN: Interface

$LINEPROTO-5-UPDOWN: Line

$LINEPROTO-5-UPDOWN: Line
down 2

SRTLFytE—o ns0RE |

Port-channell, changed state to up
GigabitEthernet0/1, changed state to up
GigabitEthernet0/2, changed state to up

protocol on Interface Vlanl, changed state to down
protocol on Interface GigabitEthernet0/1, changed

*Mar 1 18:46:11: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)
18:47:02: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)
*Mar 1 18:48:50.483 UTC: %$SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)

4,

EEEH

AT L AytE—2 OTICEAY 5EMER

ESPERE]S

I=-aTF7ILEA I

TOECHEAT S oy ROEERECE L oYE | Command Reference (Catalyst 9200 Series
F7EDFER,

Switches)

AT LAvtE—0O5 DHEEEFE
WRDOEIZ, ZOFY 22— /L TATAHIHEDO Y I — 2B L OEEEFEREZ R LET,

IRHOMREIE, FICHR SN TORWIRY | ALY U —2LUEOTTHY Y —XT
fEATE £,

)1)—x

HaE

HAETEEHR

Cisco IOS XE Fuji 16.9.2

=874

VAT AA =Y | VAT AAvE—=VHANIZ, X TR

T RACEESNET, X T av R T
nJ Ay —U%kFmgE (REIT U T,
v 7Ny 7y wnAERE, UNIX Syslog H—
N7 E) BB T AR HIE L E T

Cisco Feature Navigator 55 &, I v h 74— ABLRNY 7 NI =T A A=V DV R —
MME# A MR8 T & £97, Cisco Feature Navigator [Z(%. http:/www.cisco.com/go/cfn 2> 7 7 & A
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