THOUT 42T DEE

AAAT IO T 4 VTR EERT L, 2—FRT 7R THH—E X, BLOa2—¥NRN
WHWERTHXY NT—7 VY —RABZBWCTEET, AAAT IV T 4V T A F—T T
He, Xy hT—2 TR P —r3035 TACACS+ £721Z RADIUS ¥ = U 7 ¢ #—% (&
LT DEXa T 4 FEICEsTERVET) LT, THAVYT 4T La— Kol
N C2—HF T I/ T7 4T 4B LR— b SINET, TV T 47 La—Rx7rmvv
T 4 V7 ® Attribute-Value (AV) X7 NEEN, La— RNEex= U7 0 — KBRS
EFT, TOTFT—FENHLT, Xy NT—JFH, 7747 FMife, BLOEEICHHTE
£7

T AT T 4 T HRET DIODOHHRGME (1 ~—)

T AT 4 T DOREOHKIFEHE (2 —)

T HUT 4 T OREICHETHIER 2 —)

CAAAT WO UT 4 T ORESE (17 5—)

CAAAT I T 4 T ORER (26 2—)

T AT 4 T OREICET HEDOMOSEEE (30 X—)

T AT LT 4 T DEEDHEEIEIE (31 X—)

THAO VT4 VT R ET H=HDRHREMH
RDZAT ZFAT L Thb, AR E TR A MR LTI AV T4 o 7 aRELET,

s Xy NT—IT I HAF ST AAA BT HIE, T r—r L a7 4 Fa L
gy F— RTaaanew-modd =~ R&ZfEHLET,

« RADIUS %7213 TACACS+ B AN FHITEN TV BHA . RADIUS £ 721X TACACS+ & =
V7 4 —_"OfEZERLET, Ciscory hT—27 T 72X —"ZE L TRADIUS
X VT 4 b= NEEET D HEOFEMIOWNTIE, RADIUSORE] €V a—/L%
ZMLTLIEEW, Ciscoxy hT—2 T8RP —R_%EFHELTTACACS+ X =2V
T A = NEBETDHEOFHMIONWTIEL, [TACACS+DRE] TV 2— LV EZH L
TLEEW,

7horraoi0EE



ThooTavioHE |

B o7 v vonronnssE

THhooT 427 DEREDHIKIEIAE

T I T 4 T ERIT. TR A BD AAA —NZOLREEETXE T,

ThooT4 27 DHREICEHT H1FH
FHIUT 4 T DABHEARYR b

AR L ORAHAY 2 FEFAMRIC, THTLT 4 7 OFRY A ME, THATLT 427
DEITHIEE ZDFREFATTH o —r v ANEHSNTOET

THY T 47 DARNTEFRY A MTE, FFEOEX2 VT 4 e havziEEL, T
DT AT EAORFEDITEINEIA F—T oA AR TE LT, ME—ofsMEL, T
74V hOFRY A L ( [default] &5 4RET) TT, 7740 hOFRY 2 ME BRI
EZINTZLAMTEOHIR) A Mol v —T 2 ZAEBRSTRTOA VX —T = A A
HEWICEA SN ET, EBEHLOHTRY A ME, T 740 b0 2 MERLET,

FRY A NI, V=T ATREEINDT VT 17 )5 (RADIUS, TACACS+ 72 &)

EOATOHARZA4RIME Y AT, FRY A RNTIX, THUT 4 o721 DE 385k
DeEXaVT7T 4 7r haVEBEETEET, 071D, RUOFABKLEGAICHATT
NG T AT DN T T VAT Lk TEET, CiscolOS V7 by =7 TlL, U A
FENTWARHIOFREZHEH LT, THY T4 T2 R—FLET, TOHANIEEL
WG E, VA RNSNTWDROT AT T 4 7 HEABNERENES, Zo7mtvAE, Y
A NDOWTNNDT T T 4 7 HFREBEIZKIT 5, ERINLTHWDHTXTOHAN
RITEN D Tk S E T,

GE)

CiscoIOS V7 b7 =7 Cld, BIDOHF N TIEENHFLNRNGEIZOHR, VA RSN TWVDHIK
DT AT T AT HNTT I T 4 o IRRITENET, 2O A 7 VOEEDORETT
BYLT AT BRIRLIHE (DED, €F2) T o P—rhba—HF 77 L AOMHEEIG
ERREISNAEER) . THO T o7 FatvR3ELL, 20o7T YT 0 v 7 HRiT
BITESNERA,

ThHIoT 4 7R A ME, BRENDTH T 4 TOFEICE > TEPY £9°,
AAA L. RO TFEREOT T 4 T R—FLTWET,

s Network : /X7 > b0 A N D Mg E | §XTOPPP, SLIP, £72IXARAPE Y =
VBT AWM AR L E 9,

«EXEC : X hU—2I T 7B AP —_"Da2—HEXECH — T/t v a VT IER
et L FEI,

B 7hooTarvi0EE
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« Commands : = —VNFEITTHEXECE— Fa<y NICHTAEREEIELET, av
RTHOT 4 T, FFEDRHE L ~VICBEEMIT O, Zue— L a7 s Xa
L—y gy avwy RREOTRTCOEXECE— R a~wy RiZzoWC, 7hAvrT 4 0
La— REARLET,

 Connection : Telnet, 2 —# /LT U7 U AKR— bk (LAT) . TN3270, /X7 > 7T E& YV
TIIT 4 AT TZ (PAD) | tlogin 72 ED Xy NI —0 T v A — "0 BiThNITE
TRTOT U M FEERICET DR L 97,

e System : VAT ALLDA XY MIBT A ERARIEL E9,

s Resource : = —HEELIZER I LIza—0 TEtE] BLO T T La— R&E#E4tLF
4. F7. IR Lo — 0 8T La— Rat L ¥4,

* VRRS : Virtual Router Redundancy Service (VRRS) (ZB3 B 1E@ a4 L £7,

N

CE) S ATFLTHULT AU, AN ET IO T 407 VAR ERLERA, VAT A
THIUT 4 TDT 7N VAT EERERCTEET,

FRFEEY A SMEREND & BELIET IV T A v T EALTDOT T 4 T ITRD
UAMNPRERSNET,

THOT 4 T HR) A NERBEDRRELITA VA —T oA ATHA LT D, EEFS
FROWTNNEFATT DRERD Y £3, Me—DBIMNEI, 7741 FDFRY X b ( Tdefault)
EWVWI LD TT, AR E FRY R NERESTIC, FEOT I T 4 T XA TR L
Taaaaccounting 2~ > REFITT 5 L, FURMICARIMTE T A RBERIN TV EELE
BhrE, TXTCOA v F—T7 =2 A AELEFBRRTT 7 40 bOFAY A A EBERIZEH S
FT (BERLEFRXVANMNI, 7740 05XV A MY RS NET) . 740D
FRYV A MRERINTOWRWEGS, TV T 4 ZIEFETINERA,

T RONFIZOWTHIALET,

ARVRMES—NTIL—T

P—X Z—F1E, FARY A MEFS D BEAED RADIUS % 721% TACACS+ H—/ 3N AR 2 %
IN—TNT HHED1DTYT, ROKIZ, 450X =27 1 H—3 (Rl & R2IELRADIUS
H— 30 Tl & T2 1 TACACS+ H—) DEE SN — K7 AAA Xy N — V7 REEZRL
9, Rl & R2 L RADIUS — DI /—TNEERSIVET, Tl & T2 1L TACACS+ ¥—
DT N—T NI ILET,

CiscoIOS Y 7 + 7 = 7 Tid. RADIUS B L N TACACS+ Vr— "REILS o — LT, F—
N IN—=TaFHL T, REFHDYV—NRNEAFOY Ty hEIEETEET, Z0LI7R
P—R T N—T1F, EOY—ERZFEATEET, L2, ATV —T%FEHTS
&L RI & R2ZEBIOH—R Z)L—F (SGI & SG2) L LTEEKL., Tl & T2 Z{EB]DH—
NITN—T (SG3 & SG4) L L TERTEZET, DFEV, Rl & Tl (SG1 & SG3) F/-ILR2
E T2 (SG2 &£ SG4) #HXVANMIFBETDHZENTEET, TD7=H, RADIUS BEL W

TACACS+ DU YV — A %E ) Y THHEAOFTEMIENEL 720 £,

I 7horraoi0EE
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B rarnyosoons

PN T N—TZF, 1 B0 — N L TEEOFRA N N E2EHLHT ENTEET,
T NY ZEIZEAORIME R AR E L ET, EAOMRBMEHRIZ, IP 7 LA L UDP A— b
BBEOMAGOE TR SNET, ZIZXY, RADIUSHA & LTERINTNDHIEX
FRA— B, BEDOAAA VP —ERERETEL LIV ET, 2F0., ZOBEAHRIIE
WMAEHHL T, 1 5BOY— S EICHEEO UDP R— FMFEETH5A, FICIP T RLAMNSZ
AVED UDP AR — MZxF L C RADIUS ERZEFETEET, 1 5D RADIUS H— 1 EiZH D
HILD2ODRA RN NUNBR1 OO —ER (T T 477 E) ITRESNTNDHY
G RESNTWVE2EFDODHRA N MV IEIRHIORA M= NI D7 = — /A —/3— 3y
77y 7 LTCEMELET, ZOBEZEHALT, HIDOKAS U NIBT AT 4007
Y= ZAORMUKELTHE, *y VT =27 T8 A B—rNE, FLT A RTRES N
TWB2FODHRA N = MR LTT IV T 47— 2% fTLET (RADIUS
BRA N = RUE, REIRICEITENET)

P =R N —TDOHREBLOEREZ SNV —E X (DNIS) BHIZHESL B — "I L—TF0
REDFEIZOWTIL, [RADIUS D% E] F£721% [TACACS+DFRE] 2L T Z&E,

AAT7AIT 4 TAK

\}

WD2ODT I T 4 T HANRYR— N ENET,

* TACACS+: Xy NI =0T 78 XY=, THU T 47 L a— FOFEATTACACSt
X2 DT AP =N L Ca— T I T4 T EWELET, BT AT T 4T L
A=FE TAVCT AT AT REER, ExF=2D T 4 P—"ETRESHET,

*RADIUS : Ry NU—27 7 7 HAH—NF, TAV T 47 La— ROJEAT RADIUS
X2V T4 =N L T2 T T4 T4 2RELET, KT VT 17
A—=FE TATT AT AT REEN, EX2 VT 4 =L TRESHET,

GE)

NRAT—=RKBIOT AT 47 a7 id, TACACS+ £7-1XRADIUS BF = U 7 ¢ Pr—r3~
EEINDIANCY AT SNET, vAZ STV E#%Z TACACS+ £ 721X RADIUS £ ¥ =
U7 4 P —\ZEE9 5121, aaaaccounting commandsvisible-keys =~ > &4 L £,

ThOooT429 La—FDIEHE

Th

\'

$

BANROT T 4 T DA, sop-only ¥—U—REEHALET, ZOF—U—FKiZko
T\%*éntnﬂ%7mﬁx@ﬁT%K\%TV:~F7w¢y%4V7ﬁﬂ%%ﬁﬁéi

. fE L7 AR (RADIUS £721X TACACSY) (ZfEmLEd, SRR T B U 7 1 » 7 1E#H
#M%&ﬁu start-stop ¥— 7V — FZMEH LT, ZREINTA X N OBRGERIZIZBGT &
T4 T, EOARY MO TRHIIIEERAT AT o @ EREELET, o
DEFRETFA SV H—T 2 A ATTRXCDT AT T4 VT T I T4 T 4 28 T3 5121
none ¥ —V— RK&EHLET,

ROFIZ, YR—bSNDT T 4 7 HRERLET,
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)

R e |

R1VAATHI VT4 U THR

*F—J—F EHEA
group radius THD T 4TI _RTOD RADIUS — D U 2 M2 L £,
group tacacs+ THTT 4 TICTRXRTOTACACS+H— DU 2 M &AL £,

group  group-name |group-name — N FNL—TFTCEELTZLIIC, THAUCT 4 T D=
D RADIUS $—/3F 721X TACACS+ V— D% 7w hEFEH L E
75

method 55X 1. mﬁwm)xAﬁxuftﬁ@*éaéﬁ%@jiﬁfﬁaLiT BMOFBFESRIL, HAL
DFHFAT (KR L7=8 Tif£<) T —PRINTHEICOAMEAINET, thoT<XTo
FRANTT —ZKLTH, FIEICKP L2 & &R ?Lé X, I~ RCEMO X EEE
LT, =& 2iE, TACACS+ BREN T T — 2K TIHAICFRAED NN v 7 T v 7R L LT
RADIUS Zf8EJ 5 acct tacl £\ H H U X M E{EKT B2, koa<> REAHLET,

aaa accounting network acct tacl stop-only group tacacs+ group radius

AAifEE YU A RAYaaaaccounting = v o RICHE SV TV R WSS 27 7 + v FOD )
A MEAERT HI21E, default ¥ — T — ROHZAIZT 7 40 MRLCTHH S 2 FRERE
7*} 7‘:77f/b/kludﬂEji_t J Ak j: Eﬂ%béﬁ 'jﬂf\T:OD’f VE—T AR ;_ﬁQHQE§jWJ§E7fO

7= &z i g A D — 1fmuﬂEa)7‘j7j‘/V]‘ji_t&f[/7iILA[HLHS%E? iE?T”é X, ko=
~ REANLET,

aaa accounting network default stop-only group radius

AAA T DT 4 o 7E, WOFTFREFR—FLET,

e grouptacacs : rv NT—2 T 7B AV —"INET AT T 4 v TG E TACACSHE ¥ =2
VT 4P — 25T D L 9129 5I12iE. grouptacacst method 5 — U — K&l L £,

egroupradius : X NI = T IR A — BT AT T 4 2 T A RADIUS £ & =
U 4 P —NZEETH X 9129 5I2i%, groupradiusmethod ¥ — 7 — K24 L £7°,

G¥)

SLIPOT7 w7 47U A ME, B#EAS 2 —T 2 A ATPPPICREIINTWVD T
TOFRIHENET, FFEDA v F—T =2 RAZERBBIOEAEIND U A MR WESE (F
TZIXPPPRREVTEESNTWARWES) . THAV T 4V I OTF 74 )V bRENEA S E
K

< group group-name : RADIUS % 721% TACACS+ »—_DH 7w hEEELT, THY
YT 7R E LTEET 512X, group group-name 5% F5E L C aaa accounting =
vV REFERLET, JV—TRHEZDITN—T DAL NEHRE L CTEXRT DHITIE, aaa
group server 2~ > REMHLET, 7= & 21X, aaagroup server =~ > R&EMH L T,
group loginrad ™ A » RE RN EFZ L ET,

7horraoi0EE
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aaa group server radius loginrad
server 172.16.2.3
server 172.16.2 17
server 172.16.2.32

ThooTavioHE |

Zoavr RIZEY, 172.16.23, 172.16.2.17, 172.16.2.32 @ RADIUS #—~375 group loginrad

DANELTHRESNET,

D HFHY A RPERSN TGS, Xy NI —=7 T AT 470K L L Tgroup

loginrad Z 45 &3 121X, RoOa~vr Re AN LET,

aaa accounting network default start-stop group loginrad

THhHOT 47 HRE LTI N—T4&FEHT 512X, FaiIZRADIUS F 721X TACACS+ &

Fa2 VT = NLDWREEA X—TNVCTDUENRDY £,

AAT DT AT BAT

rYRNT—=D FThOUTaT

Py hNT—=T TAOT 4 T1d, N7y b f b Aoy Y, +3To PPP, SLIP,

FITARAP By v a VT T D IFRE R L £7,

WIZ, EXECE Yy > a v a LTHEET S PPP 22— DORADIUS Xy NU—2 THUUT 4

V7 La— RIZEENAHEROME R LET,

Wed Jun 27 04:44:45 2001

NAS-IP-Address = “172.16.25.15"”
NAS-Port = 5

User-Name = “usernamel”
Client-Port-DNIS = “4327528"
Caller-ID = “562”

Acct-Status-Type = Start
Acct-Authentic = RADIUS
Service-Type = Exec-User

Acct-Session-Id = “0000000D”
Acct-Delay-Time = 0

User-Id = “usernamel”
NAS-Identifier = “172.16.25.15”

Wed Jun 27 04:45:00 2001

NAS-IP-Address = “172.16.25.15"”
NAS-Port = 5

User-Name = “usernamel”
Client-Port-DNIS = “4327528"
Caller-ID = “562”

Acct-Status-Type = Start
Acct-Authentic = RADIUS
Service-Type = Framed
Acct-Session-Id = “0000000E”

Framed-IP-Address = “10.1.1.2"

Framed-Protocol = PPP
Acct-Delay-Time = 0
User-Id = “usernamel”

NAS-Identifier = “172.16.25.15"

Wed Jun 27 04:47:46 2001

B 7hooTarvi0EE
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\}

w2y b= 7h9o71405 |

NAS-IP-Address = “172.16.25.15"”
NAS-Port = 5

User-Name = “usernamel”
Client-Port-DNIS = “4327528"”
Caller-ID = “562”

Acct-Status-Type = Stop
Acct-Authentic = RADIUS

Service-Type = Framed
Acct-Session-Id = “0000000E”
Framed-IP-Address = “10.1.1.2”"

Framed-Protocol = PPP

Acct-Input-Octets = 3075
Acct-Output-Octets 167
Acct-Input-Packets = 39
Acct-Output-Packets = 9

Acct-Session-Time = 171

Acct-Delay-Time = 0

User-Id = “usernamel”

NAS-Identifier = “172.16.25.15"”
Wed Jun 27 04:48:45 2001

NAS-IP-Address = “172.16.25.15"”

NAS-Port = 5

User-Name = “usernamel”

Client-Port-DNIS = “4327528"”

Caller-ID = “408”

Acct-Status-Type = Stop
Acct-Authentic = RADIUS
Service-Type = Exec-User

Acct-Session-Id = “0000000D”
Acct-Delay-Time = 0

User-Id = “usernamel”
NAS-Identifier = “172.16.25.15"”

WIZ, BHIZEXECE YL a v ZBIE L7 PPP = —HF D TACACS+ Ry N —7 T HT T 4
I L a—RIIEENDLEROHETRLET,

Wed Jun 27 04:00:35 2001 172.16.25.15 usernamel tty4 562/4327528

starttask i1d=28 service=shell

Wed Jun 27 04:00:46 2001 172.16.25.15 usernamel tty4 562/4327528

starttask i1d=30 addr=10.1.1.1 service=ppp

Wed Jun 27 04:00:49 2001 172.16.25.15 usernamel tty4 408/4327528

updattask id=30 addr=10.1.1.1 service=ppp protocol=ip addr=10.1.1.1

Wed Jun 27 04:01:31 2001 172.16.25.15 usernamel tty4d 562/4327528 stoptask id=30

addr=10.1.1.1 addr=10.1.1.1

bytes out=1682

protocol=ip
bytes in=2844

service=ppp
paks in=36
paks out=24 elapsed time=51

Wed Jun 27 04:01:32 2001 172.16.25.15
service=shell elapsed time=57

usernamel  tty4 562/4327528 stoptask 1d=28

GE)

THOT 4T Xy N ba—ROEMR7r—~y MI, X207 4 —RF—F
WIS CTEDY £,

Iz, autoselect Z L CHEET S PPP 2—HF D RADIUS %> NU—27 T hov5 407 L
a— RNIZEENLEROBZRLET,

Wed Jun 27 04:30:52 2001
NAS-IP-Address = “172.16.25.15"”
NAS-Port = 3
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User-Name = “usernamel”
Client-Port-DNIS = “4327528"”
Caller-ID = “562”

Acct-Status-Type = Start
Acct-Authentic = RADIUS
Service-Type = Framed
Acct-Session-Id = “0000000B”
Framed-Protocol = PPP
Acct-Delay-Time = 0

User-Id = “usernamel”
NAS-Identifier = “172.16.25.15"”

Wed Jun 27 04:36:49 2001

NAS-IP-Address = “172.16.25.15"”
NAS-Port = 3

User-Name = “usernamel”
Client-Port-DNIS = “4327528"”
Caller-ID = “562”

Acct-Status-Type = Stop
Acct-Authentic = RADIUS
Service-Type = Framed
Acct-Session-Id = “0000000B”
Framed-Protocol = PPP
Framed-IP-Address = “10.1.1.1”
Acct-Input-Octets = 8630
Acct-Output-Octets = 5722
Acct-Input-Packets = 94
Acct-Output-Packets = 64
Acct-Session-Time = 357
Acct-Delay-Time = 0

User-Id = “usernamel”
NAS-Identifier = “172.16.25.15"

Iz, autoselect Z L THEIET D PPP 2 —H D TACACS+ Xy NU—T T 407 L
a— RNIZEENLEROBZRLET,

Wed Jun 27 04:02:19 2001 172.16.25.15 usernamel Asyncb 562/4327528
starttask i1d=35 service=ppp
Wed Jun 27 04:02:25 2001 172.16.25.15 usernamel Asyncb5 562/4327528
updatetask id=35 service=ppp protocol=ip addr=10.1.1.2
Wed Jun 27 04:05:03 2001 172.16.25.15 usernamel Async5 562/4327528 stoptask id=35
service=ppp protocol=ip addr=10.1.1.2
bytes in=3366 bytes out=2149 paks in=42
paks out=28 elapsed time=164

EXEC7 Ao T 49

EXECTHOU T 4Tk, 2y bI—2 T8 A P —REICHDH2— EXEC ¥—I )L
toyvary (=% CETLAERERMELET, 2L xE =4, BfF. BtARE
HEKTREA, 778X Y —_"OIPT RLA, BILOY (Ao 2—FDHE) #EL
DEME T ETT,

Wiz, ZAYNA Ly 2—FDRADIUSEXEC T H VT 4 v La— RIZEENDIHEHROH
wRLET,

Wed Jun 27 04:26:23 2001

NAS-IP-Address = “172.16.25.15”
NAS-Port =1

User-Name = “usernamel”
Client-Port-DNIS = “4327528”

B 7hooTarvi0EE
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Wed Jun

exec7hoo7129 |

Caller-ID = “5622329483"”
Acct-Status-Type = Start
Acct-Authentic = RADIUS
Service-Type = Exec-User
Acct-Session-Id = “00000006”
Acct-Delay-Time = 0

User-Id = “usernamel”
NAS-Identifier = “172.16.25.15"”
27 04:27:25 2001
NAS-IP-Address =
NAS-Port =1
User-Name = “usernamel”
Client-Port-DNIS = “4327528"”
Caller-ID = “5622329483"”
Acct-Status-Type = Stop
Acct-Authentic = RADIUS
Service-Type = Exec-User
Acct-Session-Id = “00000006”
Acct-Session-Time = 62
Acct-Delay-Time = 0

User-Id = “usernamel”
NAS-Identifier = “172.16.25.15"”

“172.16.25.15"

WIZ, XA YNA Yy 2—HFDO TACACSHEXEC T H 7T 4 7 La— RIZEENAIHHRD

BlaRLET,

Wed Jun 27 03:46:21 2001 172.16.25.15 usernamel tty3 5622329430/4327528
start
task id=2 service=shell

Wed Jun 27 04:08:55 2001 172.16.25.15 usernamel tty3 5622329430/4327528
stop
task_id=2 service=shell elapsed time=1354

KT, Telnet = —H D RADIUSEXEC T AV T 4 v 7 La— RIZEENLBEROMZRLE

B

Wed Jun

Wed Jun

27 04:48:32 2001
NAS-IP-Address =
NAS-Port = 26
User-Name = “usernamel”
Caller-ID = “10.68.202.158"
Acct-Status-Type = Start
Acct-Authentic = RADIUS
Service-Type = Exec-User
Acct-Session-Id = “00000010”
Acct-Delay-Time = 0

User-Id = “usernamel”
NAS-Identifier = “172.16.25.15”

“172.16.25.15"

27 04:48:46 2001
NAS-IP-Address =
NAS-Port = 26
User-Name = “usernamel”
Caller-ID = “10.68.202.158"
Acct-Status-Type = Stop
Acct-Authentic = RADIUS
Service-Type = Exec-User
Acct-Session-Id = “00000010”
Acct-Session-Time = 14
Acct-Delay-Time = 0

User-Id = “usernamel”
NAS-Identifier = “172.16.25.15”

“172.16.25.15"
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- BRI R

RIZ, Telnet = —H D TACACS+EXEC 7 WV T 4 7 La— RZEENLHFROBIZ R L
iﬁqo

Wed Jun 27 04:06:53 2001 172.16.25.15 usernamel tty26 10.68.202.158
starttask id=41 service=shell

Wed Jun 27 04:07:02 2001 172.16.25.15 usernamel tty26 10.68.202.158

stoptask id=41 service=shell elapsed time=9

ARV KR ThOUTFaVT

N

AV RTATLT 4 VTN, Ry R T2 T IR A TEITEN B EHHE L~ D
EXEC ¥ = /b oy RICBT B ERIELET, #a~v2 RT7 YT 407 La—RiC
X, TOBHEL L TETSNE A~y N, fa~vy RREITS A, BLOFETLE
a2—FDY A FREENET,

WIZ, BHEL~ L 1 O TACACS+ O~V R T h T 47 La— RIZEENDHFROHZ
i—\‘ L/ihg‘o

Wed Jun 27 03:46:47 2001 172.16.25.15 usernamel tty3 5622329430/4327528
stop task id=3 service=shell priv-1lvl=1l cmd=show version <cr>

Wed Jun 27 03:46:58 2001 172.16.25.15 usernamel tty3 5622329430/4327528
stop task id=4 service=shell priv-1lvl=1 cmd=show interfaces Ethernet
0 <cr>

Wed Jun 27 03:47:03 2001 172.16.25.15 usernamel tty3 5622329430/4327528
stop task id=5 service=shell priv-1lvl=1 cmd=show ip route <cr>

WIT, BHEL~UL 15 D TACACS+ 2~ R T AT 407 La— RIZEENDIHEROM %

RLET,

Wed Jun 27 03:47:17 2001 172.16.25.15 usernamel tty3 5622329430/4327528
stop task id=6 service=shell priv-1v1l=15 cmd=configure terminal <cr>
Wed Jun 27 03:47:21 2001 172.16.25.15 usernamel tty3 5622329430/4327528
stop task id=7 service=shell priv-1v1l=15 cmd=interface Serial 0 <cr>
Wed Jun 27 03:47:29 2001 172.16.25.15 usernamel tty3 5622329430/4327528

stop task id=8 service=shell priv-1v1l=15 cmd=ip address 10.1.1.1

255.255.255.0 <cr>

GE)

£33 R

Cisco ® RADIUS (%, a~ > N T AWV T 4 7 h Y R—FLTWEREA,

2
Bifoe 7 1 T 4 > 71%, Telnet, LAT, TN3270, PAD, tlogin 2 ED %y N —27 77 & A
P — NI BITON DT R TCORGEEFICET 2 ERERME L F9,

WIZ . Z813 Telnet #55D RADIUS i 7 h o T 4 7 La— RIZEENAEROE A2 L
i‘a‘o

Wed Jun 27 04:28:00 2001
NAS-IP-Address
NAS-Port = 2
User-Name =
Client-Port-DNIS =

“172.16.25.15"

“usernamel”
“4327528"




| 7a9v74v 0%

Caller-ID = “5622329477"
Acct-Status-Type = Start
Acct-Authentic = RADIUS

Service-Type = Login
Acct-Session-Id = “00000008”
Login-Service = Telnet
Login-IP-Host = “10.68.202.158"
Acct-Delay-Time = 0

User-Id = “usernamel”
NAS-Identifier = “172.16.25.15"

Wed Jun 27 04:28:39 2001

NAS-IP-Address = “172.16.25.15"”
NAS-Port = 2

User-Name = “usernamel”
Client-Port-DNIS = “4327528"”

Caller-ID = “5622329477"
Acct-Status-Type = Stop
Acct-Authentic = RADIUS

Service-Type = Login
Acct-Session-Id = “00000008”"
Login-Service = Telnet
Login-IP-Host = “10.68.202.158"

Acct-Input-Octets = 10774

Acct-Output-Octets = 112
Acct-Input-Packets = 91
Acct-Output-Packets =
Acct-Session-Time = 39
Acct-Delay-Time = 0

User-Id = “usernamel”

NAS-Identifier = “172.16.25.15"”

e v |

WIZ, F&15 Telnet i D TACACS+ e 7 WU T 4 7 L a— RIZEEN D EHROH %

L/\i‘é—(]

Wed Jun 27 03:47:43 2001

cmd=telnet usernamel-sun
Wed Jun 27 03:48:38 2001

elapsed time=55

172.16.25.15
start task id=10 service=connection

172.16.25.15
stop task id=10 service=connection
cmd=telnet usernamel-sun bytes_in=4467

usernamel tty3 5622329430/4327528
protocol=telnet addr=10.68.202.158

usernamel tty3 5622329430/4327528
protocol=telnet addr=10.68.202.158
bytes out=96 paks in=61 paks out=72

WIZ, F1E rlogin #fi D RADIUS 8l 7 h U 7 4 7 La— RICEENLEROFIZ R L

ij—o

Wed Jun 27 04:29:48 2001
NAS-IP-Address = “172.16.25.15"”
NAS-Port = 2
User-Name = “usernamel”
Client-Port-DNIS = “4327528"”

Caller-ID = “5622329477"”
Acct-Status-Type = Start
Acct-Authentic = RADIUS

Service-Type = Login

Acct-Session-Id = “0000000A"
Login-Service = Rlogin
Login-IP-Host = “10.68.202.158”
Acct-Delay-Time = 0

User-Id = “usernamel”
NAS-Identifier = “172.16.25.15”

7horraoi0EE
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Wed Jun 27 04:30:09 2001

NAS-IP-Address = “172.16.25.15"”
NAS-Port = 2

User-Name = “usernamel”
Client-Port-DNIS = “4327528"”

Caller-ID = “5622329477"
Acct-Status-Type = Stop
Acct-Authentic = RADIUS

Service-Type = Login
Acct-Session-Id = “0000000A"
Login-Service = Rlogin
Login-IP-Host = “10.68.202.158"

Acct-Input-Octets = 18686
Acct-Output-Octets = 86
Acct-Input-Packets = 90

Acct-Output-Packets = 68
Acct-Session-Time = 22
Acct-Delay-Time = 0
User-Id = “usernamel”
NAS-Identifier = “172.16.25.15"
WRIT, F1F rlogin #&fi D TACACS+ it 7 W 7 7 4 v 7 L a— RIZE EN D EWMOFI 2R~ L
iﬁqo
Wed Jun 27 03:48:46 2001 172.16.25.15 usernamel tty3 5622329430/4327528
start task id=12 service=connection protocol=rlogin addr=10.68.202.158
cmd=rlogin usernamel-sun /user usernamel
Wed Jun 27 03:51:37 2001 172.16.25.15 usernamel tty3 5622329430/4327528
stop task id=12 service=connection protocol=rlogin addr=10.68.202.158
cmd=rlogin usernamel-sun /user usernamel bytes in=659926 bytes out=138 paks in=2378
paks
out=1251 elapsed time=171
RIT, FE1E LAT #f5i 0 TACACS+HEHE T WY T 4 7 L a— RICEEND RO Z R L
ij_o
Wed Jun 27 03:53:06 2001 172.16.25.15 usernamel tty3 5622329430/4327528
start task id=18 service=connection protocol=lat addr=VAX cmd=lat
VAX
Wed Jun 27 03:54:15 2001 172.16.25.15 usernamel tty3 5622329430/4327528
stop task id=18 service=connection protocol=lat addr=VAX cmnd=lat
VAX bytes in=0 bytes out=0 paks in=0 paks out=0 elapsed time=6

4

SRTLTHIT4VT

SATFANT I T 4T, TRTDOIVAT AL AR b (22T, ATADY
T = ERT AT T 4 T DF A TR AT AR AR L 1,

WDT BT 47 La—KRiZ, AAATH T T 4 VIR A 700722 L o —ike
R TACACS+ VAT AT AT 4T Lba— R $—RERLET,

Wed Jun 27 03:55:32 2001 172.16.25.15 unknown unknown unknown start task id=25
service=system
event=sys acct reason=reconfigure

B 7hooTarvi0EE
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\}

yv—z27a9v7125 |

G¥)

THhHOUT 478y b ba— ROEMR T +—~ > bME, TACACS+T —F NI UTE
b FE9,

WRDT 7T 47 La—Rid, AA AT BT 4 VI NA N7 o722 & 23 TACACS+
SATFANT T 4 Lba—RERLET,

Wed Jun 27 03:55:22 2001 172.16.25.15 unknown unknown unknown stop task_id=23
service=system
event=sys_acct reason=reconfigure

JI)—RTHIVT42YT

VAaAPBRFALTWDAAAAT U VT 4 7T, 22—V A milE L7z a—ucx4 % (B
bl La—K& T va— KRR R—hrahEd, 2—PEEO— & L TERAEIC R L
Tra—no T La— REERT 2 BIMEEL Y AR—FanEd, ZoksRra—F
i, Xy N EEHBIOE=X D70 T 47 La— RERATLIHAICHNET
kR

T, RONFIZOWTHBALET,

AAA )Y —REBRTTHhOVT 405

AAA)/ ARBE T T H O T 4 T ORNCIE, I — ViR E S —7 v AD 2 — P FRFEBEPE

WCEETERD ST a— I OWT, TV T 47 Lba— Rzt 5 A0 H0 F8A
TL7, ZOX9%2ba—FRiE, Xy hT—7BXOZOHITREY OFEZEHEBIOE=4
LZTHO T 4T La— RERHATHAHEICHLETT,

ZOMEEIC L o T, 22— YREIEICRE L 2o loa—d KT ThorT 47 La—F

DAERESNET, HET) La—KRiE, 2 AREORANGERSINET, = —VFREIEITK

IjJLf:TJ“/\““C@:Iv—/I/ M. PR EERRICEMEL £ 3, oF D, BT AT 47 La—
iR SN EH A,

WO, WmEOa—1L 70 —T, AAAV Y —ZARBETTH I T 4 o T E2HDHTL TN
foéb\:z~/l/ =l AR LET,

IBEDIO—TAAA) V—AKBIRT 7 HI T4 VT #BAMLTVEVNETLSAVILA VA= LRES—
R

Call Modem Service "Start" "Stop”
setup  allocation setup record record

. . '
! f f

Call Modem User Call
authentication  training authentication disconnect

kLo |

WO, BEOa—L 70 —T, AAAY V—2AKRBE T T I oT 0 T ERANC LI a—
N — A ETRLET,

7horraoi0EE
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2:BEDIO—TAAA ) Y —REBRTT7Hh I T 4 VT EADZILEETLEANILA Y O—LBREV—T Y

7S
User
accounting
Call Modem Service “Start" "Stop"
setup  allocation setup record record
Call Modem User Call "Stop” o
authentication training authentication disconnect record F
‘_.\_,_p'
Resource
accounting

WD, —PFRIERTNC 2 — L OEGIRRN AL, AAA ) Y — A KRBT T 7T 4
VT ERNC LA VREY— T AR LET,

3 A—HEANICO—LDEEERAEEL., AL Y —REBIRT7hOV T4 VT BN LEETLEAY
Ay aA—LEE—HT VR

Call Modem "Stop"
setup  allecation record

I S
T 1 7

Call Modem Call
authentication training disconnect

3772

WO, —VFRIEANC T — /L OGN AL, AAA U Y — A KB T T 7 T 4
VI EHEMNIL W W — VR ES— U AR LET,

X 4: 1 —FBIEATICO—ILDIEGBBENFEEL, AAA) Y —REBRTT7HhOVT 4 v T %4 2—TILIZLTLEL
ETLBZAVILA Y A—LEBREV—FT VR

Mo resource

Call Modem " "
setup  allcation i Stop reE:c:rd = A
l l & & & 8
Call Madem Call A
authentication training disconnect #

BE - TLaO—KOAAA Y)Y —RTFHIUF 45

Bt - T LI —FRDAAA Y Y =R ThHO T 4 o 70%, K — 5% ERNT TBIth) L a—
RZFE L. I — VOGRS T2 T La— RE2RET ML P AR— ML T
WET, ZOMRRIZ, THU LT 4T L a— R EERET LT X ORETLDO 1205,
HFRY OBREAEEB LN E= 2T 57-DIFHTEET,

ZORREEENT DL a—AREB X a— Lo MRRO (Bt -¥&T1 7hverT v
7 La— R, TAA AT DY Y — AR OEITRIL BB L E S, B0 —HERE




| 7h9o7qv 08
IS O v |

BAbG-#&T) T T 407 La— R, a—VEHOETRRZEIRLET, ZNnbH2
o " OTHO LT 4T La— R, FOa— L THEHAEDE v g ID BFEHLTHAEY

Y7 ENET,

WOBIE, AAAY Y —ABIG- T T IO T 4 v TR LI a—VREY —F v A %R
LET,

B5:Y—RBE - BT THIVT A VT EAMLEETLA LA VLAY A—LBRES—T VR

Call "Stat" Modem Service "Start" “Stop"”

setup record allocation setup  record record

.y 3 '
T ! T

Call Modem Lser Cal "Stop" F
authentication training authentication disconnect record 8

AAA7ho2T 42Dk

AAAJO— KX RXRET7HOVUTaT

AAAT O —R¥ XA NT AT 4 U T2HMNTDE, TATT 4 o THEREERD

AAA P —RIZRIFFICEECTE 9, 2F0, TH T 4 U 7ERE 1 DE 285D AAA

T—NICRIFFIC 7 B — RE¥ ¥ 2 N5 2 ENARETY, ZOMEE2EHAT L, —vA 71
NRA B —IZEHHEA DT T A R_R—F AAA Y — R0 R —HFDAAA T — NI T T T 4
VU RERGTES LR FT, ZOBETIR, HFET 7Y —va LIS L Hie
LigftsnEJ,

71— R¥ ¥ A ML, RADIUS ¥ 7213 TACACS+ H— D/ L —F il cx 3, £/=. &

PN T N—1F, DT N—F LIRS, T == N—DIGEDNN I T S H—
NEEHFETEET,

LB ->T, =R Faf A= ZDx Ra—WE, ThHhOT 407 P—THRR
571 k@l (RADIUS £721X TACACS+) ZfEHTE£d, /o, —EX Fuqx—L
ZOTy R a—WE, TRENEM TNy I T o7 P—NERETDHZ L TEET, FF
TV =3 AZOWTE, MADT = — VA — = o U R B R ORI D TV — T E gy
LT, JLEWRT IO T 4 v JHEREFIMCERTE £,

AAA v < 3> MIB

2—WFNRAAAE Y > a3 U MIBEREZFEHT L L, by NU—27EE T 1 k2L (SNMP)
EHEALCHI ORGSR 74T v MEEE=ABLUOKTTEXET, 2OV T4 T b
DOF —H PR END T2, RADIUS %7213 TACACS+ — "ML MG SN D AAA T 7 v
T A IERICESEEEAT S Z N TEET, AAA v 3 MIB L, ROEHRERML
£,

o £ AAA BEBEDRREHEEL (show radius statistics =~ > N & T 5 84)

s AAA BEREZ IRMIL T2 — D AT —H X

7horraoi0EE
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o S AAA Y—230 ID

o (TA PR ED) VT NEADIER (T 7T 47 a—Nafk T3 50E D il
$%5 SNMP X v b U — 27 MM 2B AL L £7)

WDOFTRNT, AT TA T FE AAAE Y > a > MIBHBEE OB 2 E= 4B LT T
HE-DIHEHTESDL SNMP 22— R F—& 7V =7 e R LET,

£2:SNMPTY Fa—¥ F—4 4+TS1H b

Sessionld |AAA 7D T 407 7Fa ha)VZEAESh2E v a2 ID (RADIUS B 44
(Acct-Session-ID) »HHEINBEEFL)

Userld 2= s IDEET (B A URFHATERVES) EI2XY o oF5

IpAddr |2 g DIPT FLVAERZIL IPT FLAREAINRWEES, S-3EHAT
X7V EE) 0.0.0.0

IdleTime |& v g VN7 A RUZR 5 TH D OREFEH

Disconnect | 2> 7 5 A 7 2 b & DRt & fRRT D DIl shdtyva v T4 7V =
7 b

Callld a—)L T —La—RWMMRELE., 2ZOT T 47 vy a s
THLZURN) AT v A

WDOFEIZ, AT LB SNMP 295 AAA T~ 3 MIBRERENDIREE S D AAA D
WEERE R LET,

=R 3:SNMPAAA £y > 3 U DIRE

ActiveTableEntries BAET 7T 4 7ty a0

ActiveTableHighWaterMark | > 2 5 AR RZICHA VA F— L SN THrbOFREESE v 3
¥ DIRKE

TotalSessions VAT ARRBICEA VA R ERNTO LD v v 3 v OAF
¥

DisconnectedSessions VAT ABIRBICEHA VA P L ST LEEERE SNt v

va v ok

THOIUT A VTREEEDRT

Fy hU—7 77X P —3F, TACACS+AV OX7 £/~ X RADIUS @It (FEIELTWbEE
a2 UT 4 FRUCE-oTERVET) WCERINET IV T 4 o THEEE=X LET,

B 7hooTarvi0EE
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AA A7 HO2T42090

BRTE A

a7y vongess I

ZATEAKXVARANMNZIKLBAAAT O UT 4V TDETE

AT E R AN L CTAAA T IV T 4 VT HRET DX, ROFIREZFEITLE

B

)

GE)

VATETHTUT 47, AR ETRI)RA N EFERALEYA, VAT AT T 4
NEAOF TN

FIANFOFRY XA NETFEEELET,

FIE

ARV RFERETIVa Y

=)

ATy T

enable
I

Device> enable

HibE EXEC E— RE A% L9,
e NMRAT—RKEANLET FkEhn

=58

ATvT2

configure terminal

1

Device# configure terminal

Jua—\)L a7 4 Xal—gy
T—FzfnLE7,

ATvT3

aaa accounting {system | network | exec |
connection | commandslevel} {default |

list-name} {start-stop | stop-only | none}
[methodl [method2... 1]

1

Device (config) # aaa accounting system
default start-stop

ThorT 47 HRY A REERL,
THIT AT ERENCLET, 515
list-namel, TERK L7V A MMZ4RT%f)
J5EXITHERINSLFHITT,

ATv74

RONT NN EFATLET,

* line[aux | console| tty | vty]
line-number [ending-line-number]

« interface interface-type
interface-number

1

Device (config)# line aux linel

ThAT 7R A NEEAT S
[FRRCOWT, A ar 7 4 Fal—
varv E— RERBLET,

E

THhHOT 4T HAY A N5
A B —=T A AZHONT, [ Z—
TxA AT 4 Falb—Tag T—
RZBMBLET,

7horraoi0EE
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ThooTavioHE |

ARV RFERETIVa Y

B8

ATy TH

RONTNNEETLET,

* accounting {arap | commands level |
connection | exec} {default | list-name}
* ppp accounting{default | list-name}

1 -

Device (config-1line) # accounting arap
default

1 DO E T ITEERRRCT o >
T4 HFRV A NEEBALES,
F720%

1oDA L H—T oA ZAFETNTHEEA
H—T A AT AT 47 HRY
A NEBEALET,

ATvT6

end

1

Device (config-line) # end

EE) 94> a7 4 X2l — 3
VE— RERKT L, K EXEC E— K
WZRD £,

XN A—HEZ Ly avEOThOo T4 La— FEROHNH]

AAAT IO T 4 T%T 7T 47123 5&, CiscolOS V7 b =T &, AT L EDOFTR
COa—PIT AT T4 T La—RETLET, 20L&, Fu balVERolha—
P LTFINN I N I> TWDHa—F b EENnEd, ZOHITiX, aaaauthentication login
method-list none =~ > RV SN AERCHERTH2—FREIUTEY LET, BEfHT
SENTND2—FLNRWNWE Yy a il o T, THUT 47 La— RBERSRVE
HNZTAIZIE, Fre— L a7 FXal—ary B—RCKkDavy REEHLET,

B 7hooTarvi0EE
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av vk B

:L»—-
Device (config)# aaa accounting suppress ¥4,
null-username e

%

Fl7s
X )V

yalle

el

T 7
AN
T4
N4

=
R
AERR
Sh
720
X9
iz

R

bEATAIT4UT LO— FOAER

T T 47 = NICEMB T T AT 47 La—RERETELLIICTH
Wik, Za—n_ ar7 4 Xal—3Y gy B— RNTCROa<vy REFERHLET,

avw > R =l

THT T 47 P—NITEE SN D EMR
THATT 4T ba— e, X—T M LET,

Device (config)# aaa accounting
update
(newinfo] [periodic] number

aaaaccountingupdate=~ > R&7 77 4 7123 % &, CiscolOS VY 7 b7 = TIZ L > TV RAT
AEOFTRTCO—FOHRMT T T 47 L a— RRETINET, newinfo¥—7— K
PR LSS, VA= LWT AT 4 U ERBBAET LN, FET Y
VTA T VA= RBT AT 4 T NICEESNET, ez IPCP Y E— b
ETEOMTIP T RLAORIv—varwgE T L& ETYd, HRIT IV T v
7 La— R, VE—bh ETICEHENSD RIS — MEAIP T RLABREENET,

7horraoi0EE
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ThooTavioHE |

X —17U — R periodic & —#& A L7285E 1%, number 512 X A EFRIZESWT, FRITH
DT 4 ba— RREHIGEESNE T, FRT IV T 4 7 ba— Ridid, BT
BT 4T La— RRHMESNARHEETIC, ZOax—FIZonTiRkSNZTITHOT
NTT 4 TIERPNEENET,

ZHEO—PF Ry hT—2Zr 74 LTWAHYAIZIL, aaaaccounting update periodic =

< REMATS L. EEOEENRAET S THEERD O £,

FENWTHO T4 9 La—FZEMET HAREFEHED

=L ==

ax A&

RORBFFEEMEH LT, THhO T4 o 7 P—NICEE SN ERTHT IO T 4 7
La— RaAf R2—T I TEET,

FIE

ARV RFERETIVa Y

E:5)

&

enable
1

Device> enable

ke EXEC E— N2 B L FT,

e NMAT—REANLET (FEksh
-6

o

ATvT2

configure terminal

1 -

Device# configure terminal

Ja—nR_) a7 4 F¥al— gy
E— FEBBLET,

ATvT3

aaa accounting network default

1

Device (config) # aaa accounting network]
default

TRTCOFX Yy hU—7 O — b A%
ROF TN DT T T 4 T i
EL, TATT 4075 A o=
V74Xl — gy ®—FERBL
£

ATvT4

action-type {none| start-stop [periodic
{disable | interval minutes}] | stop-only}

1 -

Device (cfg-acct-mlist) # action-type
start-stop

1 -

periodic interval 5

B 7hooTarvi0EE

T T 47 La— Rk LTE
ITENDHT 7 arDEATEEELE
R
« ({EE) periodic ¥—7 — RiE, &
W7 horT 407 T 72 e
vERLET,

s interval ¥ — U — K%, EMH 2T
T 4 TRREREELET,



| 7h9o7qv 08

BEY—Ex 7Aoo F v La—rkosr ]

ARV RFERFTIVaY B

evalue 81, 7T 4V ITHE
FlLa— RFoORBEEELET (U
HAL)

« disable ¥— U — RiZ, E#HHT
BT 4T EEHCLUET,

AT v 75 |end THI T 4T HRKY AN a7 g
i - Fal—TaryET—RE2KT L., FE
EXEC £— RIZREY £7°,

Device (cfg-acct-mlist) # end

HEY—EXThOUTo0T La— FOAERK

DA HEFITLTC, BT A7 T4 NICHT 2 EMM MR COFRMY—EATIU T 1
7 La— ROAREA X—T VI LET,

IR& BHHIIZ
a—HH—E X 777 A /L0 RADIUS B S IXREF DO T ORIFRME L & FICEE X
WET, RADIUS B85S 1%, =2—V —E R 7a 77 A VNICHDHZMLERH Y F9, FEHIZ
S TIE, RADIUS BIEOHEEE R L TN RADIUS IETF JBHEDOKERED R¥ 2 A FE2BR L TL
7230,

G¥)

RADIUS B85 Na—H H—E R Fu 77 A VNI WRES, T IT T4 7 La—
ROAR CERESINTZHHOMBESY— XM T o7 o7 va— NI E
j‘o

Flg
ARV REEEFET7IVa Y B
A7 71 |enable Fe#E EXEC E— R A L E T,
1 - e NRRATU—KREANLET FERIN
725 8) o
Device> enable
R w 72 |configure terminal Jsa— )L a7 4 ¥X¥al—3a
Bl T REMALET,
Device# configure terminal

7horraoi0EE
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B ssLrosqostrtysavicgd 37907005 La— FOER

AR RFERFTIVa Y =Ly

Z 5w 73| subscriber service accounting YT R T A NS L EWRI 7R bR T
interim-interval minutes DHEH—E R THTLTF 427 L
Bl - A= FOEREA F—T M LET,

minutes 51 5%, TA VT 4 v 7 HEH
Device (config) # subscriber service Lra— F%ﬂéfﬁ#éfﬁ@é’]éﬁﬁﬁﬂﬁ%%ﬁ 1~

accounting interim-interval 10 71582 SR szjﬂ
ATwv 74 |end Ja—s )L ar7 4 Xal—a v
i - T— FEHT L, FiiE EXEC T— RIC
RO £,

Device (config) # end

SBLE-004 v FEFEEy o avIicRTbdT7AY T L a—

FDAERL

AAA??J'?‘/?%‘/ﬁ\%77?/r7 ZTAHE, CiscolOSXE V7 hu=x=TiE, vrA ik
R LU T2V AT A 2—H . F7oidn 74 URBGECIEREI L TH 5 OBH T PPP r 2
T3 g VIR LT T T La— REERLEE A,

oA URERITEy v aryrxIdy o — g VHRORERICERK L2 —FIZ oW, ThT Y
T4 UTKTLa—REERTDHEIICHEET DI, Fe— a7 Falb— g
E— R TkOa~vy REEHLET,

AU bFEREETIVa Y B&Y

aaa accounting send stop-record o 7“4’ VIEERIIEyva L xIvm—y g D

authentication failure FREIC R L 7z —F o, [#&T) La—K
AR LET,

EXEC-StopL. O— F & Y 1L HID T H™ 2T 1 >4~ NETWORK-Stop L 01—

FDiETE

EXEC #& Tt v v a v %thT % PPP = —H D4, EXEC-stop L = — RDH[IZ, NETWORK
La—RzERT2E0IHBETEET, FEDOH—ERZOWTHEICRET 25672 L.
RIIZE->TIE, *y RU—Z OBt a— REKT L a— RE—BIRHET 2 FREE LWL
ZERBHY ET, TORE, EARMIZ, EXEC DBAA vE—T LT Ay E—VDT7 L —A
T—Z7WIZ [xA N IcLET, e xE PPP 2T 22—V # 1 F LA k- T,
EXEC-start, NETWORK-start, EXEC-stop, NETWORK-stop &9 L 22— FR&Z{ERKTX £7,
Xy NI—=0 THhHOT 407 ba—RazxrA MIT 52 & T, NETWORK-stop L =1 — RiX
NETWORK-start A > t—3" (EXEC-start, NETWORK-start, NETWORK-stop, EXEC-stop) (Z
PEWET,

B 7hooTarvi0EE
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AL 9FF—R—tDLRTF LT AT 45 La— ol [

2P arDTHI T 4T La—REXA MR, Fa—L a7 ¥
L—yayB—RRTHROa<» REFEHLET,

ARV RFERRFTI 3 |BW

~

aaa accounting nested

Xy NT—=I THhO T4 Lba—ReExAMLET,

ARAYFA—IN—LEDIRTLThO T4 La— FOHIH

AA 9 FF ==t D AT AT AT T AT BIONT IO T 4 T4 7 A yb—
CEMET AL, Fe— a7 4 Fal—YaryE— RTROa~y REEHALET,

ARV RFEEETIVa Y B &

aaa accounting redundancy suppress ZA o FF =Rt DL AT AT HI T £
system-records

7 La— Ramfl LET,

AAA ') ) —RAKBERT T HhOUT 4T DETE

A

VY —=2ARBET T AT 4 T HANITHI20F, Zn—rr a7 Falb—ay
F— R ChkOa~vy REHFEHLET,

av Uk E:3]

| | D= FRIACEE LRV T—ICONT, [#&T) La—
Dev1ce(c01-1f1g)# aaa ]\%iﬁkbij_o
accounting resource
method-list stop-failure GE) COMEEARETAHINC, THO YT 4 T a3
group

ETHTOORMRSMSE 1 X—) okr =
servermgroup VNI ENTWAIEELZEITL, *y hU—7
T AP —NRETSNMP 4% LTLEE
AN

GG - TLO—FDAAA YY) —R THOUT 42T DE

1

ax e

BltG - TLa—RKOTZNV Y I—AT AT 40 T oA X =TT DI, T r—rr
a7 4 FXFal—ygrEB—RTCRODavw REEHLET,
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B raoo—rxvzr7aoosroy

avw vk B8

Fa—VRGERHT BRG] L a— F&2RE L, 2 —/L Ok
FRERIFICRIS T 2 T La— FaXE 4 2KiEL ¥R —

Device (config) # aaa

accounting
resource method-list h Li—é‘o
start-stop group GE) ZOMEERRETHENC, TAVLT 4 v T ERE

server-group

TLHEOORMHESRLE (1 3—) ok s v 31T
H SN TWAIEELZFEITL, xvy N —r Tk
A B —/NETSNMP ZHMMZ L TL &N,

AARA JO— RXxvRNT7HYOYUTFa4 Y

AAA7 B —RX Y A NT AT 4 THRMNCT D E, T T 0 v T E R

AAA = NZRIFFZIEETE E T, DFE0, T T 0 o TERE 1 DETEE D AAA

= NZRFFIC 7T B — RFE Y 2 M52 ENARETY, ZOMREEHENT L, —E A 7R
NA X —=ITAMEHDO T T A4 X—F AAA Y — R0 R —FDAAAY—NZT I T 4
VITERERETEDL DIV ET, ZOMEBTIE, EFT 7Y r—a S X DR
Higft I E 9,

7'u— K&+ A ME, RADIUS %7213 TACACS+ H— D7/ N —F Il ca £4, /2. %

YR T N—T1F, DT N—T L3RR, T 2= A —N—DEGEDNN 7T v T P—
NETEH{ETEET,

LEN-T, =R T, =2 Ra—P L, THUUT 47 =R
71 k= (RADIUS £ 721X TACACS+) ZfEHTEET, /o, —EX Fu g Fr—L
ZHOxTy R a—WiE, THEREMR TRy I T v 7 b—NRERETHI L TEET, 5
TV r—a 4200 TR, MBD T = — A —R_——b o R RSB0 7 V—T a9
LT, MEMRT D T 4 U 7 IEREEMCEH X 7,

DNISICXSAAA JO—FXNYRAMT7HOUT AT DETE

AAAT 0 —RXXY ANTAUT 4 T HFRETDHICE, Fe— a7 Fal—va
> “&— K C aaa dnismap accounting network =t~ > Rz H L 9,

avw Uk EL:q]

DNISIZE AT T 4 v T OREETAILET, ZDavy
. RiZ. 7' —/3L® aaaaccounting =~ > KXV RS E

dnis map

dnis-number accounting EE

network [SLart-stop ||l AAAY— KT BT H TV T v/ La— ROREE

Device (config) # aaa

stop-only | none] 4f%fgmbi¢i%7wif@%@@#aﬁmﬁbifﬁ?
[broadcast] methodi YT 47 ba— RERIHIEE LET, ROV — D ME
[method?2. . .] TERVWERIET = — A ==L L, 207 NV—THNITE

BEINTWAERY I T v P—R"PEHENET,
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AAA H—/I\DEEFBELBBEDTNAREDE Y 3 VDML

AAA P —RNEBGEREDB AL, TARA R LEOMICary Y —t vy a VBT DI,
Ta—N)L ary 7 4Xal—ay B— RTCKkOavy REHEHLET,

ARV RFEREFTI V3 |BH

-

no aaa accounting system | aaa accounting system guarantee-first =~ > Fi&, ¥ AT LT I
guarantee-first VREROOLVA—RFELTRELET, U, F744 b0
ZETd,

WHIZE ST, VAT LOHR—RNETTLHET GHoEvb
<0 oiMER® Y £9) | 2—¥R a2V — /L FE 7213 Telnet
Pfi Ty v a VEBRBTERWAREMERH Y £, ZoMEE
fifi-9 % Z1%. noaaaaccounting system guarantee-first =~ > K%
L ET,

THAOUTAVITIDEZ=ZR)Y
RADIUS £ 721X TACACS+ 7T H 7 T 4 VT OWRE . BED show 2~ RIFEELET A,
07 A4 L TWHa—WIClTAIEREERTET Y T 47 La— REIST 51203,
Bt EXEC B— RO~ REFEHLET,

ARV RFERRTI 2 (B

~

-

show accounting Xy NT—ICT I T4 TRT AT NalfeleA Ry hOFERE
FA[ L., THIUT 4 v 7 P —NTF—Z N EK LTS
EPETEET,

THIOUTAVTDNS TN a—TFT a9
TAT T 4 T ITEROMEE RS DL, FHE EXEC E— R Tk a~vy R L E
‘j—o

IRVKEERTI O3 |(B#
v

debug aaa accounting MAOEE N DDA X MPIBELT L XIC, TOEHEFERL
\i—g_o
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S EH

2 J DERTEH

Bl - RIS AR X FDKRE

KIZ, RADIUS #— 315 AAA —E R T 572D A3 T30 2 (AAA BLDY
RADIUS EFx =2 U 7 4 =L OBETHY) ZRET 26127~ LET, RADIUS H— S35
BITHRT 5 &, FBFEER ERAERIC OV T —H L T —F R—=ZA~DBEM T, T
7T 4 = AL TACACS+ V— 2 Lo TREENET,

Device# configure terminal

Device (config) # aaa new-model

Device (config) # aaa authentication login admins local

Device (config) # aaa authentication ppp dialins group radius local

Device (config) # aaa authorization network networkl group radius local

Device (config)# aaa accounting network network2 start-stop group radius group tacacs+

Device (config) # username root password ALongPassword

Device (config) # tacacs-server host 172.31.255.0

Device (config) # tacacs-server key goaway

Device (config) # radius server isp

Device (config-sg-radius) # key myRaDiUSpassWoRd

Device (config-sg-radius) # exit

Device (config) # interface group-async 1

Device (config-if) # group-range 1 16

Device (config-if encapsulation ppp

Device (config-if)# ppp authentication chap dialins
( # ppp authorization networkl

Device (config-if)# ppp accounting network2

Device (config-if)# exit

Device (config)# line 1 16

Device (config-line) # autoselect ppp

Device (config-line)# autoselect during-login

Device (config-line)# login authentication admins

Device (config-line)

Device (config-if

) #
)
)
)

# modem dialin

Device (config-line)# end
Z @ RADIUS AAA BREDY T NATIZ, RO LI ICERSHET,

caaanew-modd =< FiE, AA ARy bV —7 X2 VT 4 —EREZA RF—T T L
\i‘g—(}

+ aaaauthentication login adminslocal =~ Ki%, v 7 A VFGEICH A Y X b Tadmins] %
fﬁil./jij‘o

+ aaa authentication ppp dialinsgroup radiuslocal =~ K¢, LG Y X | [dialins] %
EFRLET, 20U A ML, RANCRADIUSEEGEAHEE LT, KIZ (RADIUS H— 343k
BLRWEE) PPP A LT U 7R E T — D VEBEENMER S kT,

+ aaa authorization network network1groupradiuslocal =< > KC, Tnetworkl] &\ 9 R v
FNI—=2 A ARV A MEERLET, ZHICKY, PPPEEEH LT U 7 LEHE LT
RADIUS #F Al 92 L S HEE S E T, RADIUS — "B REICKINT D&, v—7h

IV 3y NU—T OFBFNFATINET,
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« aaa accounting network network?2 start-stop group radius group tacacs+ =~ > N T,
Metwork2] EWH Ry NT—F THOT 4T HFRIVAMEERLET, ZTk
V. PPPZMEA LTI U 7VERR ECRADIUS T A Vv T 4 7 —E A (ZDOHE,
EDANY MIXT LML a— e TLa—R) 2785 EShET,
RADIUS Y — "BIREICRKIT D&, TAD T 4 27— XX TACACS+ $—Z
KoTRE ENET,

susername 2 < NI —V 4 LA T—RF2EZLET, ZN6OERIL. PPPRAT —
REBREZ 1 k2L (PAP) DG L suiEadl i SivE T,

s tacacs-server host =< > FiX TACACS+ #— X AR R hOL4RIZEFRZ L ET,

. tacacs-server key =~ > KX, X v hU—27 77 A +—s3L TACACS+ ¥ —/3 7K A K
OMOIERET XA MLFHEELZLET,

eradiusserver =~ R}Z RADIUS — N m2 FOA4ETIZER LET,

ckey av 2 NiX, *v NU—27 77 &R #—,3L RADIUS —/3 AR & kDR O ILATFLE
TXADMLFINEERLET,

s interfacegroup-async =< > Rix, FERA > H¥—T =2 A X TNV —T RN L CERLE
jqo

sgroup-range 2~ Rix, A1 > X —T =2 A A TNV—THNDOA NI RS o H—T A A
EERLET,

« encapsulationppp 2~ RiZ, HEEDA v X —7 = A AR END D T L TR E L
TPPP i ELE T,

« ppp authentication chap dialins =~ > i, PPPFiE i & L TF vy Lo Iy Rz A
JAE7'm k=L (CHAP) ZR L., $8EL72A ¥ —7 = A AT [dialins] J7:U A
FEmEHLET,

« ppp authorization networkl =~ > FiZ L > T, bluel v NV —Z7 a5 A b3S, 5§
ELTA v H—T = ATHEAINET,

* ppp accounting network2 2= > RiZL»> T, redl x> hI—27 T T 427K
AR, BELIEA VE—T oA AZEHINET,

elinea~ry RNiary7 4 FXFal—raryET— K27 u0—l a7 4 X2 b—3 900
LIy ar74X¥al—ra Bz, RESZOERREZEELET,

« autoselect ppp =~ > RiZ, BRL7ZEHR ETPPP v a v & HEICEHMBTE S LD
IZ CiscolOSXE V7 MU =7 &% E L £ 77,

- autoselect during-login =~ > R&fEH 35 &, Return ¥ — 2 S FIC2—FA B LUV IR
T—RO7a 7 "RFERINET, 2—FRa A 15 L autoselect BERE (Z DS
X PPP) 23BHAAL 7,

« login authenticationadmins =~ > Ki%, v 2 A »F8FEIZ admins U A M & H L 9,
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s modemdialin =< Rix, BN LZERRICER SN TV ET AERE L, Hfga—n72
TJEZIFT AN LI LET,

showaccounting =~ > RZ&EHT 5 & RIROREICET HHNIBRO X S IZAEKINET,

Active Accounted actions on ttyl, User username2 Priv 1
Task ID 5, Network Accounting record, 00:00:52 Elapsed
task id=5 service=ppp protocol=ip address=10.0.0.98

WDOFEIT, AROHIICEEND 74—/ RIZOWTEA L £7,

5 4:show accounting M 7 4 —)L K DA

J4—ILE B2l

Active Accounted actionson | . —H 731 7 NZfFEHT AMEKREIREZIZA X —T = A A4
User a—H% D ID,

Priv =P OREHE L L,

Task ID BT AT 407y va r OEAHBHIER

Accounting Record ThovT v vy vary 247

Elapsed oy vay 24 7O (hh:mm:ss)

attribute=value TOTHILT 4Ty g CEEMT BN TWAS AV T

Bl :AAA ) =R THAIT 4 T DEFE

W, VI)—RKRBIE T T o T 407, BIOBB-KTLa— FEEDY VY —RX T4
DT 4T ERET A ERLET,

'Enable AAA on your network access server.
Device (config) # aaa new-model
!'Enable authentication at login and list the AOL string name to use for login
authentication.
Device (config) # aaa authentication login AOL group radius local
!Enable authentication for ppp and list the default method to use for PPP authentication.
Device (config) # aaa authentication ppp default group radius local
!'Enable authorization for all exec sessions and list the AOL string name to use for
authorization.
Device (config)# aaa authorization exec AOL group radius if-authenticated
!'Enable authorization for all network-related service requests and list the default
method
to use for all network-related authorizations.
Device (config) # aaa authorization network default group radius if-authenticated
!'Enable accounting for all exec sessions and list the default method to use for all
start-stop
accounting services.
Device (config) # aaa accounting exec default start-stop group radius
!'Enable accounting for all network-related service requests and list the default method
to use
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for all start-stop accounting services.
Device (config) # aaa accounting network default start-stop group radius
!'Enable failure stop accounting.
Device (config) # aaa accounting resource default stop-failure group radius
!'Enable resource accounting for start-stop records.
Device (config) # aaa accounting resource default start-stop group radius

Bl : AAADO—FXN¥RXAMT7HOUT4 V9 DETE

RIZ, Zm—s3Vaaaaccounting 2~ > RafifiLC, Vo= KXY AT AT 4 0 T %
AT 0 %R LET,

Device> enable

Device# configure terminal

Device (config) # aaa group server radius isp

Device (config-sg-radius)# server 10.0.0.1

Device (config-sg-radius) # server 10.0.0.2

Device (config-sg-radius) # exit

Device (config) # aaa group server tacacs+ isp_customer
Device config-sg-tacacs+)# server 172.0.0.1

Device config-sg-tacacs+)# exit

Device (config) # aaa accounting network default start-stop broadcast group isp group
isp_customer

Device (config) # tacacs-server host 172.0.0.1 key key2
Device (config) # end

broadcast ¥ — 7 — RNIC L > T, F*v T —27HKICET S Bt B KT 7oy
T4 La— KRR, F—TFisp TiEH—r310.0.0.1 12, 7 /v—7isp_customer TlIH—
172.0.0.1 lIZRIFEFEE SN ET, $—,310.0.0.1 BMEHATE 2L 2D L, $—,310.0.02 ~D

7 VA= =T E T, 3172001 BAMEATE A< AeoTH, ZL—isp_customer
IRy 77 T = "RREISNTVRNED, 7 = — VA= =3 ThbhEEA,

5l :DNISIZCEAAAA JO— KX R NT7HOT4VTDEERTE

Wiz, 7 m—,3L aaadnis map accounting network =2~ > K& LC, DNIS|(Z L5 7 r—
R¥Y AN THOT 4 U TE2RMNT D02~ LET,

Device> enable

Device# configure terminal

Device (config) # aaa group server radius isp

Device (config-sg-radius) # server 10.0.0.1

Device (config-sg-radius)# server 10.0.0.2

Device (config-sg-radius) # exit

Device (config) # aaa group server tacacs+ isp_customer
Device config-sg-tacacs+)# server 172.0.0.1

Device config-sg-tacacs+)# exit

Device (config) # aaa dnis map enable

Device (config)# aaa dnis map 7777 accounting network start-stop broadcast group isp group
isp customer

Device (config) # tacacs-server host 172.0.0.1 key key_ 2
Device (config) # end

broadcast ¥ — U — RiZ X >, DNIS &5 7777 D3 v b U — 7 8o —/LIZBE4 2 [BRAA]
BIO T TAhvrT 407 La—R B, Z—TFisp TIEH—,310.00.112, Fr—7
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isp_customer TIIH—/3172.0.0.1 IZRIFEEE SN E T, — 310001 BNEHTE R 0D L
HF—,310.0.02 ~D 7 = — A== ThiET, —,3172.00.1 MEHTE R 72> T
b, Z—7isp_customer |ZIE/Ny 7Ty T — SRR E I NLTWRNWZSH, T = — /b —
N=IThiIvER A,

5 : AAAt v < 3> MIB

ThAIY

I

WIZ, AAAE v a2 MIBHEREZRTE L T, PPP 22—V DRIEEHRY T4 T v Nk & Rk
THHERLUET,

Device> enable
Device# configure terminal
Device (config) # aaa new-model

Device (config)# aaa authentication ppp default group radius

( )
Device (config) # aaa authorization network default group radius
Device (config) # aaa accounting network default start-stop group radius
Device (config) # aaa session-mib disconnect
Device (config) # end

A VU DERTEICEAT LS ZEDMDSEER
T, THATUT 4 7 OBRERKRRICET 2 BEEEHIOW T L £ 9,

MIB MB®D!') >y

* CISCOAAASESSIONMBB 5848 L7-7FF v R 7+ —A, CiscolOSXE VY 7 hw =7 U J—
A, BEXOHEE Y hOMIBZRZE L TH U a— NI 554
1Z. ¥k® URL 123 % Cisco MIB Locator Z{#H L ¥ 9,

http://www.cisco.com/go/mibs
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RFC

SRAADTYHY ZHIL YR—

FiBA s

A aADP R~ Web B A R Tl R aol | http://www.cisco.com/en/US/support/index.html
T 7/ u Y=l NI T N a—T
TICBESETCWERET D91, ==2T7 AR
V=N EIZLOETLEERA T Y Y —
Azttt L TWET,

BHEWVORLOEX 2 U7 ¢ [HFESOHAN G H A2 A
F957=HIZ. Cisco Notification Service (Field
Notice 775 7 7 & &) | Cisco Technical Services
Newsletter, Really Simple Syndication (RSS)
74— R LR —ERITIMATE £,

VAaDYR— K Web A FDOY— T Ik
A3 BHERE. Cisco.com D= —H ID B LUV
U— FBLETT,

THhOUT 42T DEEDEAEERE

WORIZ, ZOFY 2—/LTlHATHHED ) V —XB L OEEFHRZ R LET,
T OB, FRICHR SN TWARWEED , BAINZY U —XBEOTXTOY J—RAT

T £,

Jy—2 Hae M RETER

Cisco IOS XE Fuji [ AAA 7o — F¥ % [AAA 70— ¥y X N TAT T (v 7 E2AMcT

16.9.2 ANTHILT 4 | DL THIUT 4 v I EREGED AAA H—NIC
7 FFFCHECTE XY, 2FD, TAVT 4 U 7IF#R

1 OFEEERD AAA V— NIRRT B— R v
AT B ENARETT,

Cisco IOS XE Fuji | AAA v > g o 2—HFR AAA By g MIBSREZR T 5 &
16.9.2 MIB SNMP # il L CHE ORGFEEL 7 74 7 v Mkt &
Fo AR T TEET,

Cisco IOS XE Fuji | B 7 7 o7 4 v |85t T v T 4 > 7%, Telnet, u— AL 7 b
16.9.2 7 Z AR — k. TN3270. Packet Assembler/disassembler

(PAD) . rlogin 72 &, v NU—27 7 7 AP —N
MHDT T ST REEGET T 2 fH & it
Liﬁ‘o

7horraoi0EE


http://www.cisco.com/public/support/tac/home.shtml

ThooTavioHE |
B 7y vronronerE

-2 HRE HREIFHR

Cisco IOS XE Fuji | AAA 7 B v |AAATFT AT 4> 70280, LR— T2
16.9.2 FavT ERBDEF LNT WY T v TIERBFAET B -0
W, FRREMN, TAhAU T 47 =N
M7horTr a7 La—ReERETEET,

CiscoFeature Navigator 35 &, 77 v 74 —ABIRNY 7 b =T A A=V DV R—

MME# A 3R T& £ 7, Cisco Feature Navigator [Z(3, http://www.cisco.com/go/ctn 2267 7 & A
L%,
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