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(GE¥)  authorizationusername i~ R CH 7V 7 F4 L LCal F—U— RE&ERATIEIZ, koD
T FEEZEETHILENLY £,
s =D AAA T —NTE, 2—FHOEEIDNHIBRINET (L xiX, 643XFFET) . &
DFER, FEHZEOREKDY 7P =7 F&4IE, T—OfEE LV EL TEEEA,
o —HD AAA Y —RTiE, 2—VFRIMFEHATEE2XFE Y FBHIRENET (72& 22,
A= () BLIOEE (=) 2HATERWEERHVET) . ZOLHIRXFEY H
DHIRERH D AAA T — 3T, al ¥—U— K& TE A,

e T A RNKRA L REHRED subject-name 2~ RiL, BT LHRED AAA YTV =7 b4
EVFIRY FH A, FEBAEZRICGEREM KA A >4 (FQDN) | U 7 A&, E7id—
ZDIPT RUANGENTVDLEEIX, BITSNNEOY 7 V=7 M7 4 — L R
bINbDaryR—3xr bREENRET, aVR—3 M4 7127 5121, fqdn,
serial-number. 3 X Nip-address ™4 =< > RNiZ none ¥ — "7 — F&fifH L £,

s CAYV—\NIERAEZRITTDE, CAYV—NF, BERLEY T V=2V M7 40—V R %
EETLHZENHVET, 2L ziE, —HOR A —DCAYV—R_"PNER LY T V=7
N4 DX AI4 (RDN) % CN, OU, O, L, ST, BIXO'ClcUIvBxE3, 7=7-L.
BD CAV—NF, HELZLDAP T 4 L7 bV s— 1 (O=cisco.com 72 &) &R L7-
YT NEDRBIZENT 2560750 £9,

FFAEORRHICERT Y — M- TE, 7Y =7 b4 RDN OEIRINER 23572
HZENBHY ET, CiscolOS Y7 b v =7 TiE, HEEENFHIKD RDN 2 JeBHICE£ R L E
973, Open Source Secure Socket Layer (OpenSSL) 72D, >V 7 b =7 Tik, HE
ENEmORDN 2 EHHICF R LET, LEER-> T, B@&kili4 ON) (7 Y= b
£) EREOAAA Y —NEXNET A —HA L L TRET 28551, CiscolOS Y 7 h U =
T AZAN (DFD . EEENRIKO RDN ZciHICRR) BMEHINTWD Z & iR

LTL7EEYY,

FIE
ARV RFERRTI Y EL:Y

ATv71 |enable Fi#E EXEC £ — FE AT L E T,
i - cNATU—=FRZ AN LET (HERS

nNe%a) .

Device> enable

RFw 72 |configure terminal ra— ) ar7 4 ¥al—gy
15“ . € ]\%Eﬁﬁébjﬁﬁ‘o
Device# configure terminal
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ARV FFEREETIVa Yy

S

ATvT3

aaa new-model

1 -

Device (config)# aaa new-model

AAAT 7R arbha—)L BT )%
A RX—=T ML ET,

ATvT4

aaa authorization network listname
[method]

1 -

Device (config)# aaa authorization
network maxaaa group tacacs+

X NI =T ~Da—Y 7T 7% A&
B2 RT7 A =2 %2FELET,
» method : group radius, group

tacacs+, %7213 group group-name
TIEETEET,

ATy TH

crypto pki trustpoint name

51

Device (config)# crypto pki trustpoint
msca

NI ARKRA Y PBIORE S N4
MiZES LT, CAMTARRA b
a7 4 X2 lb— g E— REBlth
LET,

ATvT6

enrollment [mode] [ retry period minutes]
[ retry count number] url url [pem]

1 -

Device (ca-trustpoint) # enrollment url
http://caserver.myexample.com

ER

Device (ca-trustpoint) # enrollment url
http://[2001:DB8:1:1::1]:80

B PKI COEREOHAL L UVRHDHE

CA DIRDBGINT A—X EfRELE
kR

o ({EE) CA v AT LARNBEE
(RA) #5545, mode
F—TU—RELLTRAE—FKER
ELET, 774/ FTIE RA
E— NIIEZTT,

(f£E&) retryperiod F—U— R

L O minutes 51%%. CA IZHIDFE
HEIEREEETHETL—FN
s 2 WM 2 AL CHRE L £
T, AOMEIX1~60TY, T 7
X1 T,

(f£E) retrycount ¥ —U — N3

L O number 51 %ki%, ERTOERIZ
R DINE TV —Z BZAF LI
Wt — & DREEE R & Rk
FEdomEafRELET, A%
fEl%X, 1 ~100 T9, 774/ k
110 TF,

o url BIEIE, V—F D FEAEER A
¥(E4 % CA D URL T,
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mas—nsenrgangz ]

ARV FFEREETIVa Yy

E:)

GE)  IPv6 7 R L AiE http: &
grAlcBEMcE £,
7= &z,

http://[ipv6-address]:80 T
3, URL N®D IPv6 7 R
L Z N EFEINCPHE e A B3

bvET,

o (IEE) pem ¥—U— Fi%. i
EHERIZT T A R —iR{E A —L
(PEM) OB ZEBIMLET,

ATy T17

revocation-check method

51

Device (ca-trustpoint) #
revocation-check crl

UER) FEAZEORIAT — 2 X%
Frv 7 LET,

ATvT8

exit
1 -

Device (ca-trustpoint) # exit

CARNTFAMRA LV a7 4 Falb—
varE—KREKTL, Fr—3La
V74X 2l —yalrE—RIIREDE
KR

ATvT9

authorization username subjectname
subjectname

1 -

Device (config) # authorization username)
subjectname serialnumber

AAA 2 — VL ORI T 2872 5
FEAET 4 — )V RDORT A — X BRE
L7,

subjectname 51 521X, IROWT %
fRETEET,

call  AEAEOMIL (YT V=S
M) etk

SERHEO RS,

A E OIE,

« commonname :
- country :
cemail : GEFIED E A —/L,

e ipaddress : FEFHEDIP T LA,
- locality : FEFIE O L,

« organization : FiEBHE DA,

« organizationalunit : FiEBA # O #ARE

HAT,

« postalcode : FEFIZEDEEE 75,

PKI coIREDH TS L UEBOEE I}
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B sorca—5090e0r

avYREERFT7IYa Y =]
» serialnumber : FEBAE Y T LE
o

o state : FEAEDOMN 7 4 —L K,
« streetaddress : ZFBAEOFTIEH#L,
. title : FEAAEDO X A ML,

o unstructuredname : FFBAEDOIEA
R4

5w 710 |authorization list listname AAAFRF U A N EFRELET,
i

Device (config) # authorization list
maxaaa

AT w711 |tacacs-server host hostname [Key string] | TACACS+ &~ A k ZFE L £7°,
1 -

Device (config) # tacacs-server host
192.0.2.2 key a_secret_key

£
AT w F12 |end string] SH— L AT 4 Fa Lt a
i - F— F&f& T L, ¥ EXEC £— FIZ
RO ET,

Device (config) # end

1 -

FS TN a—FarTDEV H
CAEN—EMDALET I arDhL—RA (AybE—UFA7) WZEATET Ry T A vE—
T FAT HIZIE. debugeryptopkitransactions 2~ > FEMHH L £ (P FHE25 MR
LTLTEEN, 2Tk, AAAT— "L ORI L7- PKIFES . BLOAAA J— 3554 b
DEB LI PKIFAEEZTRLET) |

BTh L =3kt

Device# debug crypto pki transactions
Apr 22 23:15:03.695: CRYPTO_PKI: Found a issuer match

Apr 22 23:15:03.955: CRYPTO PKI: cert revocation status unknown.
Apr 22 23:15:03.955: CRYPTO PKI: Certificate validated without revocation check

[CRYPTO_PKI_AAA] LFRENTWVDHEITIL, AAARAF = v 7 OREEZRLET, &
AAA AV XT BREN, BATF = v 7 OFFRNPFERESNET,
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Apr 22 23:15:04.019:

PKIAAA-L,

22
22
22
22
22

Apr
Apr
Apr
Apr
Apr

LB L =3

Device# debug crypto

22
22
22
22
22
22
22
22
22

Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr

23:
23:
23:
23:
23:

23:
23:
23:
23:
23:
23:
23:
23:
23:

<all>)

15:
15:
15:
15:
:30

12

11

04
04
04
04

:13
11:
11:
11:
11:
11:
11:
11:
11:

14
14
14
14
14
14
14
14

.503:
.503:
.503:
.503:
.327:

.703:
.203:
.203:
.203:
.203:
.203:
.203:
.203:
.203:

PRISERERT—4 R Fxvo0%#r h=XL0%E [

CRYPTO_PKI AAA: checking AAA authorization (ipsecca_script aaalist,

CRYPTO_ PKI AAA:
CRYPTO_ PKI AAA:
CRYPTO_ PKI AAA:
CRYPTO_ PKI AAA:
CRYPTO_ PKI:

pki transactions

CRYPTO PKI AAA:
CRYPTO PKI AAA:
CRYPTO PKI AAA:
CRYPTO PKI AAA:
CRYPTO PKI AAA:
CRYPTO PKI AAA:
CRYPTO PKI AAA:
CRYPTO PKI AAA:
CRYPTO PKI AAA:

reply attribute ("cert-application" = "all")
reply attribute ("cert-trustpoint" = "CAL")
reply attribute ("cert-serial"™ = "15DE")

authorization passed

Found a issuer match

checking AAA authorization =

reply attribute ("cert-application”™ = “all”)
reply attribute ("cert-trustpoint"= “CAl”)
reply attribute ("cert-serial" = “233D")
parsed cert-lifetime-end as: 21:30:00
timezone specific extended
cert-lifetime-end is expired
cert-lifetime-end check failed.
authorization failed

EREDRIG L7z T, RETEA R L TV ET,

PKI

SEAERT—ERFIVvIDEKMA DX LDEKTE
SEBAESGh A B = KX A (CRL £ 721X OCSP)

CLTCRLEZHEL., PKIOFFHED R T — & R

EFxv 73 HI0E. ROMEEEZFEITLET,

revocation-check 1<% > K

revocation-check 2~ > &AL, 7 OEHAZENIEHIIINTWRNWI & 2HERT 5729
DHE. (OCSP, CRL, F7-I13kNF v 7 DAX ) 20l b1 oBELET. HHK
DO RERET I %G, FXZEATIEFR L. Z0oa~vr RCTRELZIEFRICRY £9,

FRA A A FRER CRL 2372 < . WO CRL b EE T2 WE4E., £721X OCSP #—

N T — 2T GE,

%ﬂ-u—'—'&a—

AxX B

Znone ¥ —U— REEDRNRY | T30 LT OFERHERZE

HBLET, nonex¥—V— RERELLESE., KRIT = v 7 3ETINT, IEHERFEICZT

AL ET,

0CSP H—/NEDF U RBLUETHEIE

OCSP M4 % &, OCSPH— "L DETEERFIC, OCSPERIZBE T 52 (EARLIE
W) BT 7NN TEBEENET, FUREBMEATAZ LKLY, BT & OCSPY— [zt
X o 7 CEEEOESVEBET v RV S E T,

OCSPH— P 2% PR — K LTWRWEEIEX, TUrAOEEET 4 E—7 M TEET,
LA HOWTIE, OCSP H— "D~ =a T L ESR LT F X0,

1R BRI
« 7 TAT v FIFHEZRITT RN, — " THETIRRE (CDPORERE) %179 ME
NHY ET,
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* OCSP H— 3100 CA = "ORMWAT —H A% BT X HICHET H & &1, CAH—A
DAFEAT LT- OCSP BB A G E A OCSP — NI ET HME N H Y £, B4 E
NELWT 44—~y FTHDHI EEHERLTLIESN, BLAHHEO 7 +—~ v FRIEL
<TaWA . —HIi%, OCSPIGEZZH LA, sEHICOWVWTIX, OCSP D~==7
NEZBLTLEEN,

)

GE) «OCSPIZ., HITP2FEHA L TA v b= %int T 2D T, OCSPH—IT 7 2T BRI
BIEN AT DA RH Y £77,

« OCSPH— 33, KW AT —H ADF = v 7 %@ O CRLAFRIHEIEL TV 554, CRL
DFEFEIT OCSP IZ bl SN E T,

FlE
AU RFERET7TIV3 Y B#)
AT w1 |enable KrHE EXEC T— REAIT L ET,
fil - e MAU—REZ AN LES (ERkSh
=%a) o
Device> enable
R w 72 |configure terminal rsa—r )L a7 4 ¥al—a
Bl T— FEMALET,
Device# configure terminal
25w 73| crypto pki trustpoint name 7 A BARA P B RLURE S AT
i - ZESELT, CARTARRA b ay
TA4¥al—vary E—FEBBLE
Device (config) # crypto pki trustpoint 7ro
hazel
RFw Fa4|ocspurl url url B13E. F T & FAA o B AR E
1 AT =B AEF =y I TEHLEINC
OCSP #—/ "D URL ##ELE ¥, =
Device (ca-trustpoint)# ocsp url @ URL fi\ %E%%@ AIA M%E%MZFE”E
http://ocsp-server X TwWaA OCSP % — 30 URL (T?T'T:
Eilne THHE) HEEXLET, FEELZb
7 A FARA v MZEE Y 5 R TORENA
Device (ca-trustpoint) # ocsp url %ﬂi\ OCSPH—NIZ L - T S E
http://10.10.10.1:80 -3—0 1ﬁﬁﬁﬂ‘ﬁ'éf£URLﬂi‘ R A ]\%\ IPv4
E e T RLVAR, E2FIPv6 7 RL AT,
Device (ca-trustpoint)# ocsp url
http://[2001DB8:1:1::2]:80
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angonTssvsnngE [

AU RFERETOVa Y

B8

ATy TH

revocation-check methodl [method2
method3]]

1

Device (ca-trustpoint) # revocation-check]
ocsp none

AEAEDRNAT =S A F =y 7 LE
R

ecrl : CRLICK > CEFFAEZ F = v
JLET, INBT 7 ANV NOFT
MEASERS

enone : GEHEDOF = v 7 ZEH L

e

s ocsp : OCSP H— 3T & - TR #E
;’&a:‘l ‘)7 ]\/i‘g—o

2FHEIBHOFIEEZEBE LIZSGA.
BITEITZ DERIOFETT T —RR S
NEEE (F—ARBE Y LTS
RE) TR ENET,

ATvT6

ocsp disable-nonce
f

Device (ca-trustpoint)# ocsp
disable-nonce

(f£&) OCSPH— "L BT NEET D
X2, F A (OCSPERKIZEIT 2 [H
HBBIER) DIEEINRNEL S ITHEE
LT,

ATy T1

end

1

Device (ca-trustpoint)# end

CANZARRAS L Par7 4 F¥al—
varE—REKRT L, ¥HEEXEC E—
RIZEY £97,

ATvT8

show crypto pki certificates

1

Device# show crypto pki certificates

GGy
‘@40

AEAEFICET D E R L E

ATvT9

show crypto pki trustpoints [status|label
[status]]

1 -

Device# show crypto pki trustpoints

N—ZITRESNTND F T A RRA
MZBT oM Z R LET,

AEEAE DA & & VRS DRE
REI#— A ACL DI, KAT = v 7 E1IED LA EO MR, FBICL 577 41

k@ CDP OO E#E X FE#hHI L5 OCSPH—N

BEDFEX CRLF Y v TORE.

HDLVTFERED Y TAEZICESC By v a VOZHER ORE LT O 1L, BBEITST
TROVEREZFEITLET,
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B =970 5ma3 5585 camE~—2 AL ERE

KNF vy EERTHEDITEIAEN—R ACL 3R E

AEHEN—Z ACL 2l L T, K&F = v 7 B L ORGEAFE L ER T 5 L9 12— 2 2K
ETHITIE, ROFIEEZFATLET,

cBEFD R T A RRA Y N OB ETIIET OFEAEOKRAEICHER SNDH L h T A R
AV MEERLET, FTARKRA L PR EERIESN T RWEGEAIL, FBFEL TLEE
Wy BEIZIGC T, —HEZD T A RKRA » MOBEEETE £9°, match certificate =
~ > K& skiprevocation-check ¥ — 7 — REZEH T 55A1%. M7 A MKRA v Mot
23 D CRL Zi%E LW TL 72 &0y,

FEAEHIRD CRL 2 F = v 7 T MLENROGEFAEOEA OREL . #4520 ERH
% IAhFEAE O EA OREZ AR L £,

AIDAT » 7 TR LTe Rt & — BT 25 E~ v 72 ER L £,

RO FNETYERR E72ITHRE L7z 7 A hARA > MZ, match certificate =~ R & sKip

revocation-check % — 7 — | match certificate command & allow expired-certificate = —
U— RZBMTEET,

GE)

FEHE~ Y 73, ETORMAFTF—AF Y v a2 STV ETOHER SN ET, & 2
ETICE > TARFT =BTy vy 2 TBY, fEAE~ v 728 b7 2 hRA » MBS
TREMAEFEIEIL SN D & SEHES Yy T7RAMNIR0 £3, TSR, BRI EERS
M BUEIFEEIE SN TV RREAEL RSV IA4 7 0 PR FER T2 2 L 2EET,

FEBAERND CDOP DFHICLHELEEE

2— X, FEICHRE L7 CDP CiEWENO CDP # LEX TX £4, iEWED CDP O FH)
WCE D EEXE, FFEOY— A SRERMFATE WA IR T, £ CDP % & ik
EOFTRTEZHIBITLARLS Th, FHEDCDP Z URL £72137 4 L7 FUIREICE X 5
ZLEMTEET,

FEIZ K HEEBAED OCSP H—/\FBEDLEE

\}

EEEIX Y 74 7~ FREBE O Authority Information Access (AIA) 7 4 — /L RIZFEE & iz,
F/oiFocspurl 2~ R&EFIT L CERE I 72 OCSP — D% EM %A F#E£E T& £J, match
certificateoverrideocsp =~ > R T 5 & 1 DEIIHELED OCSP r— %27 T4 7T
MEAZEZ LZ, £RI137 747 MEHEDO NV T LIZFETIEECE T, KT = v
JEEZ T T4 T v FREAENGEHE~ v SICEFICEA S 54A . match certificateoverride
ocsp 2~ RERITTDHE, 77472 FaEHE AIA 7 4 —/V RE 721 ocsp url =2~ > R%
EN EFEXINET,

GE)

1207 47T v FEEAEIZIEL, OCSP ¥ — % 1 DT HRETE £,
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CRL¥ vy a2 ar hO—ILDEE .

CRL¥vwviaarhbO—)LOETE

T4 b T, BEX Y v Va2 ENTHDH CRLBEKNTHE, FrLOCRLAF v — K
SNFET, EHEEIL, ol cacheddete-after =~ FZIITL T, CRLOF ¥ v ¥ =2 IT{REFE

AR KM (OEAD) Z#3ET 57, crlcachenone 2~ REFITLTCRLF ¥ v o4
Mmhiz T £9, crl-cachedeete-after =~ KE7=(% crl-cachenone =~ > RO A% fE TX
9, NTARKRA Y MIWFOa~y REANLESGEER, RICETESNEa~ Y RRER
IR0, Avb—URERENET,

crl-cachenone =< > N£ 721 crl-cachedelete-after =~ > FOWTNEFEITL THIHMESF v
T2 ENTWD CRLICHEEIIH Y X A, crl-cachenone =~ RERELTEHE., ZDha~
Y REFRITTHE, FUrun— RENEZTXTOCRLIZF v v o2& EHA, cl-cache
delete-after =~ > RZRELTHEE, Z0avy NOFBITRICRESNTZT A 7 F A4 LTIZT N
Zora— RSz CRLICEEBELET,

ZOMREIZ. CADVKRZN A ZHEERTICCRLZFATT 556, HOWITRDH PR E EIZ
FAMBZIZH > TG RIRIL B ET,

SIBREDVYT7ZIILEEEY a3y Ay bO—ILDRE

AFAEMGEESR N v a v D R T A RRA U Mo TR ANLOND, FRIFESEND
EIOICREHE Y TV EBEZBETEET, GEHEOV I T ALK Sy arary br—LC
XoTE, EAERELEADITH-TH, By v a v BDHERINLIGERH Y 3, FEHAED
VITNEFEy Y aryary be—d, serial-number 7 ¢ —/LV REEOFERE~ v 7 E -

X AAA BEDOWT 02 LT cert-serial-not 2~ R TR ETE £7,

tyvararyiue— WA E y TEERAT D L FEEIL. 1 OOEREC Y T AEE
FIRETEET, AMBEZHERATI L, FHFIX. By ary ar be—IZGERHECVY

TNEGERETEET,
4RO BRI
cREHE~ v T F TR MARA  MIBEEMIT DN, T A MRS hEER L, BT
LMERH Y 9,

« CDP A —/"T 1 FHREZ AT 5D, F71F serial-number 2~ > RZHITT DRI, Gk
HE~ Y T2RET OLENRDH Y £,

¢ PKI & AAA B — R L DFEIE. [FEHERT —H 2D D PKI & AAA — D4 ]
DOIRAD L BT AAA BHAHFEH L CIEFRICE T TA204ERDH Y £1,

Fg
ATV RFEREETIYaY B
ATwvF1 |enable it EXBEC E— RZHZIC L E T,
£ e MATU—R&Z AN LET (ERS
NS E)
Device> enable
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ARV FFEREETIVa Yy

S

ATv T2

configure terminal

1 -

Device# configure terminal

Ja—) a7 4 F¥al—g
t— F‘%Eﬁﬁébjﬁﬁﬁo

ATvT3

crypto pki certificate map label
seguence-number

1 -

Device (config) # crypto pki certificate
map Group 10

FEAEICBWT, — T2 0E R H D
EELIT BT HLERRMEE EFR
L. CAGI]E~y 7 ar 7 4 F¥a L—
vary E—RERKBLET,

ATvT4

field-name match-criteria match-value

51

Device (ca-certificate-map) #
subject-name co MyExample

B PKI COEREOHAL L UVRHDHE

1 DFEIIEEOFEAET +— L R &,
INHDT 4= RO—E AR L
BAETHIEREE L £,

fidd-namelZiX., ROWTNNDLRFIL
FH| (KT LE/NLFH KB L 720
FlRITEMERELET,

« alt-subject-name
* expires-on

* issuer-name

* name

* serial-number

* subject-name

* unstructured-subject-name

« valid-start
GE) BN 74— RDT g—<
%&i\ ddﬂnnlyywahhnnntss
jift&j:HHnHlddyjﬁﬁlhhjnntSS
<

match-criteria (21X, IR OFGEEE D
WP EIRE L ET,
e co : BTy (HEIBLOVY TIE
57 4=V RTORARN)
ceq LW (%L, VU T LE
. BLOHM 7 A=V FTH
)
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HREOL Y FLESEyvay oy ko—LoiE |

ARV FFEREETIVa Yy

E:)

cge: Lk (A7 41— RTOH
%))
oIt - KW (A7 4 —/ R TOH
A%h)

nc: ZERY FHRETBIOTUT
NERT 4 —IL RCOHREL)

ene: HLLI R KET. YU TV
HE., BIOBAMN 74—V RTH
2h)

match-value 1%, match-criteria TE| V) 24
TonligEEEF2HFHLTT A K
T AL4HTETITHFA T,

GE) Zoawyr Rif, fERENR—
A ACL ZRET HLGAITTE
JEER L, K TF =y 7
TR LR & A 5
X O ITREHEN—2 ACL &
HETDHHAITIIEH L
TL &,

ATvTh

exit
1 -

Device (ca-certificate-map)# exit

ca-certificate-map 2> 7 4 ¥ = L—1 3
YE—RERTLT, Zr—Lay
T4 F¥al—varyE—RIRYF
‘a‘o

ATvT6

crypto pki trustpoint name

51

Device (config)# crypto pki trustpoint]
Access?2

N T A MRA YV PBIORE S NIZ4
AiZESLC, CARTARMKA U b
Ay 7 4 ¥al—rgrT— K&A
LET,

ATy T17

WKONTNEFITLET,
« crl-cache none

« crl-cache delete-after time

1 :
Device (ca-trustpoint) # crl-cache none

&1

Device (ca-trustpoint)# crl-cache

delete-after 20

(EE) FT7 A PMRA Y MCBEA T
S5N7=9_THCRL D CRL ¥+ v
VT ERERILT A =T M LET,

P

crl-cachenone =< R&FEITLTH,
BUEX v v ¥ = STV 5 CRLICH %
H0 EHAL, TOavr FRRES
NnNr%izx v re—REN54XTO
CRL IZ, v vraIhFEHA,
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ARV FFEREETIVa Yy

S

(FEE) BT A FARA v MCBEEfT T
HN7=F_TO CRLIZBE LT, CRL
DX v v ¥ o (TPREE S AL D B KIG &
BELET,

«time : CRL 2’ HIFR SN 5 £ TORF
i (G .

crl-cacheddete-after =~ R&F{TL
TH, BUEF ¥ v =2 SN TS CRL
BT HY A, RESINTZTA
THEA DT, ZDavwy RRRESH
iz 7 e — FENZCRLEETIC
WAL ET,

ATvT8

match certificate certificate-map-label
[allow expired-certificate| skip
revocation-check | skip
authorization-check

1 -

Device (ca-trustpoint) # match
certificate Group skip
revocation-check

(EE) FEHE—RACL (cryptopki
certificatemap =~ > FIZ k> TE#H
SNTWD) 2 hTARNKRA 2 N
AT ET,

« certificate-map-label : crypto pki
certificatemap =~ > RafH L
THRE L7z label 518 & — 8 2 44
ERdH £7,

allowexpired-certificate : 2:%h L 7=
AEAEZ G L £,

skiprevocation-check : K7 A 7R
A2 IS, FEEDFEAEZ R
CRLZHEHTEDLIICLET,

skip authorization-check : AAA
P— L O PKI G EHET D
L. AEFHED AA AT = v 7 B A
o7l LET,

ATvT9

match certificate certificate-map-label
overridecdp {url|directory} string

&1

Device (ca-trustpoint) # match
certificate Groupl override cdp url
http://server.cisco.com

B PKI COEREOHAL L UVRHDHE

({EE) URLE/IZT 4 L7 MU N
ESNZAEAED, BEFOCDP = |
V&FECTEREEXLET,

- certificate-map-label : == — V457
DT )b, FHENZER SN
crypto pki certificatemap =~ > N
\ZHEE LTz label 518 & — B 2 4
EndHY £7,



| PKITOBRENHATLELUELDOHE

HREOL Y FLESEyvay oy ko—LoiE |

ARV FFEREETIVa Yy

E:)

eurl : ZEBAED CDP 2% HTTP £ 7=
IZLDAPURL CLEXXNS L)
WCHRELET,

« directory : FEBHZE D CDP % LDAP
T4 RNUEBETCEEEIND
IO ELET,

estring : URL £72i37 4L 27

EiENE
G¥) —HoT7T7Vr— a0k,
$_TPO CDP NRAITEIND
ANZH A LT 7 M52 &N
HY, =7 —Avg—TUTH
ELET, =7 —Avk—
TN — 2B KT L
Ao F72. CiscolOS V7 k
7 =T iE, $XTO CDP R
PATIN S £ T CRL OFS
ZReAT LET,

ATy 710

match certificate certificate-map-label
overrideocsp [trustpoint trustpoint-label ]
seguence-number ur | ocsp-url

1 -

Device (ca-trustpoint) # match
certificate mycertmapname override
ocsp trustpoint mytp 15 url
http://192.0.2.2

(fEE) OCSP h— %27 74T k
FERAEZ LT, 237 947 bEE
HED 7 L—F T L IHEE L, R
FBITLC, 3B OCSP H— "B LW
7747 v MEHEORE (WD PKI
Mg & Gde) ZEECEET,

» certificate-map-label : BEfFDFEH
Ty T,

s trustpoint : OCSP ¥— SZEAHE %
BRET 5 & X IERASND TR
FARA bR,

* sequence-number : match certificate
overrideocsp =~ > N3 & fRFExt
LOFEREITHEM T DA, BE
NENRD > — 2 v AF T D D e
DY = AR FIZFEITSNE
T, ALY —47 v A& S THED
avwy RaRITT 5 &0 Ao OCSP
=R =T A FRED L FEZX
SNET,
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S

eurl : OCSP #—/3® URL,

AEAENRE SNTGERHE~ v 7 & —
oL, 7747 0 FREHED AIA
74—/ FEBXOLENZHEIT S Lz

ocsp url = v REEMIX, HEE SN
72 OCSP #— T LEXINET,

< T R—=AD—FNFAE LN
B BlERERD2ODF—ANT T
AT MIEAECHEA SN E T,

« OCSP #Kah ik LTHRET 5
LU AIA 74— )V RER T FAT
VRREEICS & E A S E
7

* ocsp url RENFET H5A 1T,
ocsp url ENGI EHE 7 747
Y RREBAEICEA SN ET,

ATy IN

exit
1 -

Device (ca-trustpoint) # exit

Ja—x\)ary7 4 Fal—gv
E— RIZRED 7,

AT 712

aaa new-model

1 -

Device (config) # aaa new-model

EE) AA AT Z7EZX arbha—L
TTNEA X —T I LET,

ATy 713

aaa attributelist list-name

1

Device (config)# aaa attribute list
crl

(ER) —HIZu—H/LTAAA R
PEY A M ZEFK L. config-attr-list = &
T4 FXal—varE— RERBLE
R

ATy 714

attributetype {name} {value}
£

Device (config-attr-1list)# attribute
type cert-serial-not 6C4A

B PKI COEREOHAL L UVRHDHE

L) L—2 D AAA BIEY X MZ
T—hVBINE LD AAA JBIEX A
TEEFRLET,

FEAEOVY TR Sy g ar
M=V ERET HI-DOIT, FEHE

3. value 7 4 — /v ROERE DIEIHE
% . name 7® cert-serial-not [ZF% € X+
TWD VU T NESITIESEZIT AN
L0, EETHNEETEET, FEN
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ATV RERRTIVaY BiY
EOVY T NFESNEMES A TRIET
EESNTEVY TAEREL L8
&, AEBEEESSNET,

fEFHAIREZ: AAA BIEX A 7D U A b

ZFRT B2, showaaaattributes =
v REFEITLTLIEEN,

AT v T 15 |exit ke EXEC E— RIZRE Y F17,
5 -

Device (ca-trustpoint) # end

1 -

Device (config-attr-1list)# end

AT v 716 |show crypto pki certificates (LE) CAGEEMNGRIEEINTZ 5,
- N—BIZA VA P ENTFEHED

AVR—=F FERRLET,

Device# show crypto pki certificates

451

Wiz, o TNVGEEZ R LET, OCSP BE O JLE HI3EE/F 2 L ORI E
R

Certificate:

Data:
Version: v3
Serial Number:0x14
Signature Algorithm:SHAwithRSA - 1.2.840.113549.1.1.4
Issuer:CN=CA server,OU=PKI,O=Cisco Systems
Validity:
Not Before:Thursday, August 8, 2002 4:38:05 PM PST
Not After:Tuesday, August 7, 2003 4:38:05 PM PST
Subject:CN=0OCSP server,OU=PKI,O=Cisco Systems
Subject Public Key Info:
Algorithm:RSA - 1.2.840.113549.1.1.1
Public Key:
Exponent:65537
Public Key Modulus: (2048 bits)
<snip>
Extensions:
Identifier:Subject Key Identifier - 2.5.29.14
Critical:no
Key Identifier:
<snip>
Identifier:Authority Key Identifier - 2.5.29.35
Critical:no
Key Identifier:
<snip>
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! Identifier:0CSP NoCheck:- 1.3.6.1.5.5.7.48.1.5
Critical:no
Identifier:Extended Key Usage:- 2.5.29.37
Critical:no
Extended Key Usage:
OCSPSigning

Identifier:CRL Distribution Points - 2.5.29.31
Critical:no
Number of Points:1
Point O
Distribution Point:
[URIName:ldap://CA-server/CN=CA server,OU=PKI,O0=Cisco Systems]
Signature:
Algorithm:SHAwithRSA - 1.2.840.113549.1.1.4
Signature:
<snip>

WOHNE, BEfFD v —7r o ADYEEAIZ match certificate override ocsp =1~ > K Z BN
Lzt &ndfrar7 4 Xalb—ya VW hodae R LET,

match certificate map3 override ocsp 5 url http://192.0.2.3/
show running-configuration

match certificate map3 override ocsp 5 url http://192.0.2.3/

match certificate mapl override ocsp 10 url http://192.0.2.1/

match certificate map2 override ocsp 15 url http://192.0.2.2/
wOFNE, BEFF® match certificate overrideocsp =2~ > RV EE iz b, bT7 A b
A P PREOPKIFEEZHEH T2 KO IHRESNIESGED, FTa 74 Fab—
varfihogE R LET,

match certificate map4 override ocsp trustpoint tp4 10 url http://192.0.2.4/newvalue
show running-configuration

match certificate map3 override ocsp trustpoint tp3 5 url http://192.0.2.3/

match certificate mapl override ocsp trustpoint tpl 10 url http://192.0.2.1/

match certificate map4 override ocsp trustpoint tp4 10 url
http://192.0.2.4/newvalue

match certificate map2 override ocsp trustpoint tp2 15 url http://192.0.2.2/

FSTILYa—FaooDEV
KhF = 7 E13R U E A B L5813, BEICHREAHERTALERH Y £
o GRSy TN UHOGSEE SR A E, HDVIEAF Y TTDHAAT =
T OWTNMNEBINT L TWD I EEERLTLEI, FHINZEET, [EHE~
THEERLTHEEEBVIEREL WAL D Z AR LET,

SIBAZEF I —UDHRTE
CT RO ET = — > SR LS BRET DT, ROMEEE T LET,
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1R BHHIIZ

« N4 A% PKI )&

RS DBENRDH Y 9,

anzFr—0iz [

WY — T AREAEFICEEM T D LERH Y £,

\}

G¥)

WETE A,

chain-validation =~ > KiX
U— R&REL
chain-validation =< >

4]1“—'—»

MEILRY £7°,

e b— K CAICEREST T 72 R T A RARA » MME, RO LU L TAENCR D L I I

. — N CAICBEE#EATT Bz T A RARA > kN HIZ continue % —
TRELET, =TT R b—UREREN, F=—UBiRHIT 74/ O

FIE

ARV RFERERTIVa Y

=)

ATy T

enable
B -

Device> enable

it EXEC =— RZ AL ET,

¢« NRAT—REASILET (FERX
=568) .

ATy T2

configure terminal

1 -

Device# configure terminal

Ja—)L a7 4 FXal—g
ET— F&ERHEBLET,

ATvT3

crypto pki trustpointname
1 -

Device (config) # crypto pki trustpoint
ca-subl

T A MRA 2 FEBIOE S L4
ZESLTC,. CANTAIKRA L b
T4 F¥al—aryE—RFZHEBLE
—g—O

ATvT4

chain-validation [{stop | continue}
[parent-trustpoint]]

1

Device (ca-trustpoint) # chain-validation
continue ca-subl

AEHET = — A, TRTOFEHE (F
fLCAFEHEARGT) TUHE IS L
IVEHRELET,

sgopF—U— R&EFHEMH LT, fEHE
NI TIEFHTEDLZ AR LE
Ty TN T 7 ANV NORETT,

. continue¥—"U— K& H LT, b

T A NRA v MZBEEMT BT
NCAGEEZ G T D MEN &
HZEEPRLET,

PKI coIREDH TS L UEBOEE I}
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ARV RFERETIVa Y

B8

« parent-trustpoint 5|#%i%, FERAEAE
WETLHIMENRH LB N T A FARA
v MNERELET,

R T v 75 |exit

1

Device (ca-trustpoint)# exit

CANTARKRA LV bar74FXalb—
varyE—REHKTL, Fe—UL 3
Y74 F2lb—TaryE—RIRDE
D

PKI AAA EF Rl DER TE & & U HEEE D5

Sid. PKIAAA SRR O ER ZRLET,

1 -

- >
— —

TINA RERTE

X E I

@ show running-config ==~ > I, AAA — BRE L O PRIFEA 2 LT, VPN #
METATHLIICRESNTT A AOMEREEZRLET,

Device#show running-config

Building configuration...

version 16.8

hostname catxxxx

!
aaa
|

!
aaa
aaa
aaa
aaa
aaa
aaa
aaa

aaa
|

new-model

authentication login default group tacacs+
authentication login no_tacacs enable
authentication ppp default group tacacs+
authorization exec ACSLab group tacacs+
authorization network ACSLab group tacacs+
accounting exec ACSLab start-stop group tacacs+
accounting network default start-stop group ACSLab

session-id common

ip domain name example.com

crypto pki trustpoint EM-CERT-SERV
enrollment url http://192.0.2.33:80
serial-number

crl optional

rsakeypair STOREVPN 2048
auto-enroll

authorization list ACSLab

crypto pki certificate chain EM-CERT-SERV
certificate 04
30820214 3082017D A0030201 02020104 300D0609 2A864886 F70D0101 04050030
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17311530 13060355 0403130C 454D2D43 4552542D 53455256
31393232 30323535 5A170D30 35303131 38323230 3235355A
55040513 07314437 45424434 301C0609 2A864886 F70D0109
312E6772 696C2E63 6F6D3081 9F300D06 092A8648 86F70D01
30818902 818100BD F3B837AA D925F391 2B64DA14 9C2EA031
7D2357A6 BCC8596F A38A9B10 47435626 DS59A8F2A 123195BB
S5CA1l62FF 8C3ACA4F B3EE9F27 8B031642 B618AE1IB 40F2E3B4
3792A369 236F8561 8748AA3F BC41F012 B859BDIC DBA4F75EE
FD904043 0F555702 03010001 A3573055 30250603 551D1F04
16861468 7474703A 2F2F3633 2E323437 2E313037 2E393330
030205A0 301F0603 551D2304 18301680 1420FC4B CFOB1C56
341AE612 D1300D06 092A8648 86F70D01 01040500 03818100
12F42A56 2A6384BC AC8E22FE F1D6187F DA5D6737 COE241AC
08DEEFF2 0E813A73 D79EOFA9 D62DC20D 8E2798CD 2C1DC3EC
15A60D5A 8A13F06D 51043D37 ES56E45DF A65F43D7 4E836093
EC1F160C 1ABC8D03 49FB11B1 DAOBED6C 463E1090 F34C59E4
quit

certificate ca 01
30820207 30820170 A0030201 02020101 300D0609 2A864886
17311530 13060355 0403130C 454D2D43 4552542D 53455256
31363231 34373432 5A170D30 36313231 35323134 3734325A
55040313 0C454D2D 43455254 2D534552 5630819F 300D0609
01050003 818D0030 81890281 8100C14D 833641CF D784F516
589223AB 99A7DC14 04F74EF2 AAEEE8F5 E3BFAE97 F2F980F7
54A29870 7E7363FF 3CD1F991 F5A37CFF 3FFDD3D0 9E486C44
E9DE981E B733B868 AA8916C0 A8048607 D34B83CO 64BDC101
22D6EE75 7D6CF133 7F1B515F 32830203 010001A3 63306130
FF040530 030101FF 300E0603 551D0F01 01FF0404 03020186
16041420 FCABCFOB 1C56F5BD 4C060AFD 4E67341A E612D130
30168014 20FC4BCF 0OB1C56F5 BD4C060A FD4E6734 1AE612D1
F70D0101 04050003 81810085 D2E386F5 4107116B AD3AC990
BD572026 528E92ED 02F3A0AE 1803F2AE AA4COED2 OF59F18D
0OAF19C4E 70BD3CB5 OADD8BDE8 8EF636BD 24410DF4 DB62DAFC
12AFB1C3 2E27CB27 EC74E1FC AEE2F5CF AA80B439 615AA8D5
3963E363 F2989FB9 795BAS8
quit

|

!

crypto isakmp policy 10

encr aes

group 14

|

|

crypto ipsec transform-set ISC_TS 1 esp-aes esp-sha-hmac
|

crypto ipsec profile ISC_IPSEC_PROFILE 2

set security-association lifetime kilobytes 530000000
set security-association lifetime seconds 14400
set transform-set ISC_TS 1

|

!

controller ISA 1/1

|

!
interface TunnelO

description MGRE Interface provisioned by ISC
bandwidth 10000

ip address 192.0.2.172 255.255.255.0

no ip redirects

ip mtu 1408

ip nhrp map multicast dynamic

ip nhrp network-id 101

ip nhrp holdtime 500

ip nhrp server-only

301E170D
3030312E
02160F37
01010500
5A7203C4
BESALE74
F996BEFE
3CEE2829
1E301C30
0B060355
F5BD4C06
79E97018
AAAECT75D
3B2505A1
9689784D

F70D0101
301E170D
30173115
2A864886
DA6B50CO
D88I9E6AL
A2E34595
161FC103
0F060355
301D0603
1F060355
300D0609
CBE84063
7B50264F
67DA6ES8
6D6DEDC3

EERPE T |

30343031
300E0603
3230302D
03818D00
92F8D6A8
B1AA5AEO
382C7283
704BD68F
1AAO018A0
1D0F0404
OAFD4EG67
FB955108
3C743F59
3897330C
C45FD61D

04050030
30333132
30130603
F70D0101
7B3CB3C9
2C726C69
C2D078BB
13C06500
1D130101
551DOE04
1D230418
2A864886
S5FB2A6B5
30442c41
3879AA3E
TE9C2CT9
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no ip split-horizon eigrp 101
tunnel source FastEthernet2/1
tunnel mode gre multipoint

tunnel key 101

tunnel protection ipsec profile ISC IPSEC PROFILE 2
|
interface FastEthernet2/0

ip address 192.0.2.1 255.255.255.0
duplex auto

speed auto

|
interface FastEthernet2/1

ip address 192.0.2.2 255.255.255.0
duplex auto

speed auto

|

!

tacacs-server host 192.0.2.55 single-connection
tacacs-server directed-request
tacacs-server key company lab

|
ntp master 1

|

end

5 - BZh L1= PKIAAA Z5A] DT /8w &'

K ? show debugging =~ > R Ji%, AAA — BEEE L O PKIFEA Z M LT, sl L7=fF
AERLET,

Device#show debugging

General OS:
TACACS access control debugging is on
AAA Authentication debugging is on
AAA Authorization debugging is on
Cryptographic Subsystem:
Crypto PKI Trans debugging is on
Device#
May 28 19:36:11.117: CRYPTO PKI: Trust-Point EM-CERT-SERV picked up
May 28 19:36:12.789: CRYPTO PKI: Found a issuer match
May 28 19:36:12.805: CRYPTO PKI: cert revocation status unknown.
May 28 19:36:12.805: CRYPTO PKI: Certificate validated without revocation check
May 28 19:36:12.813: CRYPTO PKI AAA: checking AAA authorization (ACSLab, POD5.example.com,
<all>)
May 28 19:36:12.813: AAA/BIND(00000042): Bind i/f
May 28 19:36:12.813: AAA/AUTHOR (0x42): Pick method list 'ACSLab'
May 28 19:36:12.813: TPLUS: Queuing AAA Authorization request 66 for processing
May 28 19:36:12.813: TPLUS: processing authorization request id 66
May 28 19:36:12.813: TPLUS: Protocol set to None ..... Skipping
May 28 19:36:12.813: TPLUS: Sending AV service=pki
May 28 19:36:12.813: TPLUS: Authorization request created for 66 (POD5.example.com)
May 28 19:36:12.813: TPLUS: Using server 192.0.2.55
May 28 19:36:12.813: TPLUS(00000042)/0/NB_WAIT/203A4628: Started 5 sec timeout
May 28 19:36:12.813: TPLUS(00000042)/0/NB_WAIT: wrote entire 46 bytes request
May 28 19:36:12.813: TPLUS: Would block while reading pak header
May 28 19:36:12.817: TPLUS(00000042)/0/READ: read entire 12 header bytes (expect 27
bytes)
May 28 19:36:12.817: TPLUS(00000042)/0/READ: read entire 39 bytes response
May 28 19:36:12.817: TPLUS(00000042)/0/203A4628: Processing the reply packet
May 28 19:36:12.817: TPLUS: Processed AV cert-application=all
May 28 19:36:12.817: TPLUS: received authorization response for 66: PASS
May 28 19:36:12.817: CRYPTO PKI AAA: reply attribute ("cert-application" = "all")
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HATH S UEBO

K
iy

Bl : k8Lt PRIARA BT DTSy Y [

May 28 19:36:12.817: CRYPTO PKI AAA: authorization passed

Device#

May 28 19:36:18.681: $DUAL-5-NBRCHANGE: IP-EIGRP(0) 101: Neighbor 192.0.2.171 (TunnelO)
is up: new adjacency

Device#

Device# show crypto isakmp sa

dst src state conn-id slot
192.0.2.22 192.0.2.102 OM IDLE 84 0
HAIDT/INY Y

O show debugging =~ > RHIJIE, T34 23, VPN 2 L CO#ERi 2 7Fal ST Tuhie
WZLERLET, ZOXA = ZOXI R TR RS NS IR A v —2T
D

ZOBEIIBWTE T 22— 4 1L, Cisco Secure ACS @ VPN Disabled & FE{E41 2% Cisco Secure
ACSZN—IZBENT 252 LICLY, FFAish TV enbDE LTRESNE LI, T3 &

(device9.example.com) (%, fLE O B 72 VPN ##c & 2 3 HHiIIZ. Cisco Secure ACS AAA
P—= R T D L ITRESNTVET,

Device#show debugging

General OS:
TACACS access control debugging is on
AAA Authentication debugging is on
AAA Authorization debugging is on
Cryptographic Subsystem:
Crypto PKI Trans debugging is on

Device#

May 28 19:48:29.837: CRYPTO PKI: Trust-Point EM-CERT-SERV picked up

May 28 19:48:31.509: CRYPTO_PKI: Found a issuer match

May 28 19:48:31.525: CRYPTO PKI: cert revocation status unknown.

May 28 19:48:31.525: CRYPTO_PKI: Certificate validated without revocation check

May 28 19:48:31.533: CRYPTO PKI AAA: checking AAA authorization (ACSLab, POD5.example.com,
<all>)

May 28 19:48:31.533: AAA/BIND(00000044): Bind i/f

May 28 19:48:31.533: AAA/AUTHOR (0x44): Pick method list 'ACSLab'

May 28 19:48:31.533: TPLUS: Queuing AAA Authorization request 68 for processing

May 28 19:48:31.533: TPLUS: processing authorization request id 68

May 28 19:48:31.533: TPLUS: Protocol set to None ..... Skipping

May 28 19:48:31.533: TPLUS: Sending AV service=pki

May 28 19:48:31.533: TPLUS: Authorization request created for 68 (POD5.example.com)

May 28 19:48:31.533: TPLUS: Using server 192.0.2.55

May 28 19:48:31.533: TPLUS(00000044)/0/NB_WAIT/203A4C50: Started 5 sec timeout

May 28 19:48:31.533: TPLUS(00000044)/0/NB_WAIT: wrote entire 46 bytes request

May 28 19:48:31.533: TPLUS: Would block while reading pak header

May 28 19:48:31.537: TPLUS (00000044) /0/READ: read entire 12 header bytes (expect 6 bytes)

May 28 19:48:31.537: TPLUS(00000044)/0/READ: read entire 18 bytes response

May 28 19:48:31.537: TPLUS(00000044)/0/203A4C50: Processing the reply packet

May 28 19:48:31.537: TPLUS: received authorization response for 68: FAIL

May 28 19:48:31.537: CRYPTO_PKI AAA: authorization declined by AAA, or AAA server not
found.

May 28 19:48:31.537: CRYPTO_PKI AAA: No cert-application attribute found. Failing.

May 28 19:48:31.537: CRYPTO_PKI AAA: authorization failed

May 28 19:48:31.537: CRYPTO PKI: AAA authorization for list 'ACSLab', and user
'POD5.example.com' failed.

May 28 19:48:31.537: $CRYPTO-5-IKMP_ INVAL CERT: Certificate received from 192.0.2.162
is bad: certificate invalid
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May 28 19:48:39.821: CRYPTO PKI: Trust-Point EM-CERT-SERV picked up

May 28 19:48:41.481: CRYPTO PKI: Found a issuer match

May 28 19:48:41.501: CRYPTO PKI: cert revocation status unknown.

May 28 19:48:41.501: CRYPTO PKI: Certificate validated without revocation check

May 28 19:48:41.505: CRYPTO PKI AAA: checking AAA authorization (ACSLab, POD5.example.com,
<all>)

May 28 19:48:41.505: AAA/BIND(00000045): Bind i/f

May 28 19:48:41.505: AAA/AUTHOR (0x45): Pick method list 'ACSLab'

May 28 19:48:41.505: TPLUS: Queuing AAA Authorization request 69 for processing

May 28 19:48:41.505: TPLUS: processing authorization request id 69

May 28 19:48:41.505: TPLUS: Protocol set to None ..... Skipping

May 28 19:48:41.505: TPLUS: Sending AV service=pki

May 28 19:48:41.505: TPLUS: Authorization request created for 69 (POD5.example.com)

May 28 19:48:41.505: TPLUS: Using server 198.168.244.55

May 28 19:48:41.509: TPLUS(00000045)/0/IDLE/63B22834: got immediate connect on new 0

May 28 19:48:41.509: TPLUS(00000045)/0/WRITE/63B22834: Started 5 sec timeout

May 28 19:48:41.509: TPLUS(00000045)/0/WRITE: wrote entire 46 bytes request

May 28 19:48:41.509: TPLUS(00000045) /0/READ: read entire 12 header bytes (expect 6 bytes)

May 28 19:48:41.509: TPLUS (00000045) /0/READ: read entire 18 bytes response

May 28 19:48:41.509: TPLUS(00000045)/0/63B22834: Processing the reply packet

May 28 19:48:41.509: TPLUS: received authorization response for 69: FAIL

May 28 19:48:41.509: CRYPTO PKI AAA: authorization declined by AAA, or AAA server not
found.

May 28 19:48:41.509: CRYPTO PKI AAA: No cert-application attribute found. Failing.

May 28 19:48:41.509: CRYPTO PKI_AAA: authorization failed

May 28 19:48:41.509: CRYPTO PKI: AAA authorization for list 'ACSLab', and user
'POD5.example.com' failed.

May 28 19:48:41.509: %CRYPTO-5-IKMP INVAL CERT: Certificate received from 192.0.2.162
is bad: certificate invalid

Device#

Device# show crypto iskmp sa

dst src state conn-id slot
192.0.2.2 192.0.2.102 MM KEY EXCH 95 0

Bl . KA D =X LDEETE

{5 : OCSP H—/\DERE

ZIZ T, PKIDKRIA I = AL RETHBRIEHTE 2% EHE R~ LET,

ROFITIE, FEAFEO AIA JLIRE THE S 172 OCSP r— "2 5 X 9 IV —F Zi%E
TLHEERLET,

Device> enable

Device# configure terminal

Device (config) #crypto pki trustpoint mytp
Device (ca-trustpoint)# revocation-check ocsp
Device (ca-trustpoint)# end

5 : CRL D¥EEH D OCSP H—/\DIETE

WOHTIX, CRLEZCDP O XU a—RT5 L0V —4&RETDHHIEAZRLET, CRL
ZRHTE 20 IGE1E, GEAED AIA LIRS CHRE I NS OCSP r— "RFHEINET, M
FOXT v a RRRUTZSGA, FEHEOKRFED KRIL £97,

Device> enable

Device# configure terminal
Device (config) #crypto pki trustpoint mytp
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Device (ca-trustpoint) #revocation-check crl ocsp
Device (ca-trustpoint)# end

{5l : OCSP H—/\DIE7E

LUFIZ, HTTPURL lhttp://myocspserver:81] (Zd> % OCSPH— 232 L 92— F &%
ETDHHERLET, ZOF—BNE T LTWDEAIE, KhTF =y 7 i3rbhEdi,

Device> enable

Device# configure terminal

Device (config) # crypto pki trustpoint mytp

Device (ca-trustpoint) # ocsp url http://myocspserver:81l
Device (ca-trustpoint) # revocation-check ocsp none
Device (ca-trustpoint) # end

5l : 0CSP H—/NEDBETHF » ADEMIE

WO, OCSP ERIZEAT D7 A (EAFBIEHR) 23, OCSP r— L D@EfFETT 4 —
TNl o TN DG EDBEEZRLET,

Device> enable

Device# configure terminal

Device (config) # crypto pki trustpoint mytp

Device (ca-trustpoint) # ocsp url http://myocspserver:8l
Device (ca-trustpoint)# revocation-check ocsp none
Device (ca-trustpoint) # ocsp disable-nonce
Device (ca-trustpoint) # end

Bl: LY bSIHA MIHEINTTNA RZRAELD T v I RICERTE

WOEITIX, BEOT T oF 47 4 Ry F T AV A PO L TWE L R TL
YA MTHDINT TN, AR LET,

TIUF FT 4 AHEBMD IPSec b RNV EFH LT, 77T 47 ¢ AR CEEEMHAIZE
ERSEIE 3

CAlZ. B+ IV VA MZHD HTTP — O CRL #AFRLET, B TV VA M.
KT EIPSec MU RN ERETHHE. TOETDCRLEF =7 LET,

WOFITlL, IPSec R EZRLEF A, PKIBEOREZITEZRLET,

R—L T T4 RDINTHE

Device> enable

Device# configure terminal

Device (config)# crypto pki trustpoint VPN-GW

Device (ca-trustpoint) # enrollment url http://ca.home-office.com:80/certsrv/mscep/mscep.dll
Device (ca-trustpoint) # serial-number none

Device (ca-trustpoint) # fgdn none

Device (ca-trustpoint) # ip-address none

Device (ca-trustpoint)# subject-name o=Home Office Inc,cn=Central VPN Gateway

( # revocation-check crl

( # end

Device (ca-trustpoint
Device (ca-trustpoint

)
)
)
)
)
)

PKI coIREDH TS L UEBOEE I}



PKI COFEREDHAE L UEMOEE |
B ot rsu9qrhanTF A RETREBEHTF = v o AICKE

U RSP AL FDNTTFINAR

Device# show crypto ca certificate

Certificate
Status: Available
Certificate Serial Number: 2F62BE14000000000CAO
Certificate Usage: General Purpose
Issuer:
cn=Central Certificate Authority
o=Home Office Inc
Subject:
Name: Central VPN Gateway
cn=Central VPN Gateway
o=Home Office Inc
CRL Distribution Points:
http://ca.home-office.com/CertEnroll/home-office.crl
Validity Date:
start date: 00:43:26 GMT Sep 26 2003
end date: 00:53:26 GMT Sep 26 2004
renew date: 00:00:00 GMT Jan 1 1970
Associated Trustpoints: VPN-GW
CA Certificate
Status: Available
Certificate Serial Number: 1244325DE0369880465F977A18F61CA8
Certificate Usage: Signature
Issuer:
cn=Central Certificate Authority
o=Home Office Inc
Subject:
cn=Central Certificate Authority
o=Home Office Inc
CRL Distribution Points:
http://ca.home-office.com/CertEnroll/home-office.crl
Validity Date:
start date: 22:19:29 GMT Oct 31 2002
end date: 22:27:27 GMT Oct 31 2017
Associated Trustpoints: VPN-GW

ITSUFFTARTFNNAAD SR MRA Uk

Device> enable

Device# configure terminal

Device (ca-trustpoint)# crypto pki trustpoint home-office

Device (ca-trustpoint) # enrollment url http://ca.home-office.com:80/certsrv/mscep/mscep.dll
Device (ca-trustpoint) # serial-number none

Device (ca-trustpoint)# fgdn none

Device (ca-trustpoint)# ip-address none

Device (ca-trustpoint)# subject-name o=Home Office Inc,cn=Branch 1

Device (ca-trustpoint)# revocation-check crl

Device (ca-trustpoint)# end

FERAE~ Y TN T T TFF T 4 AT A A ANENET,

branchl# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
branchl (config) # crypto pki certificate map central-site 10
branchl (ca-certificate-map) # end
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v N TINYA NDOANTTNA A ETIIT ST showeertificate 2~ > RO T, fEAE
NUTICEoTRITENTZZEERLTWET,

cn=Central Certificate Authority
o=Home Office Inc

ZD2TIE, TR BTOD I v~ () ZHEHALTITIZHES S, TO2T083 RO —E
HEHEL L TBEMENTWET,

Device (ca-certificate-map) # issuer-name co cn=Central Certificate Authority, ou=Home
Office Inc
!The above line wrapped but should be shown on one line with the line above it.

L NIAYA RFAL RAOIEHEOY 7TV 27 MAIZHOWNTEH, R ICHAESDEINT
WET ( Name:] THEEDITIL, V7 V=27 MAO—HETIE7e<, iEHE~ v 7L VERR
THRCEET 20BN S D Z EITER LTI , I E~ y S eEH I
TV "NETT,

cn=Central VPN Gateway

o=Home Office Inc

Device (ca-certificate-map)# subject-name eq cn=central vpn gateway, o=home office inc
ZIT, UHNCRE SNTCRERE~ v 7 7 A MRA v MBS vET,

Device> enable

Device# configure terminal

Device (ca-certificate-map)# crypto pki trustpoint home-office

Device (ca-trustpoint)# match certificate central-site skip revocation-check
Device (ca-trustpoint)# end

WENT = v 7 SNNET (REZOREITRSNTHEREA)

Device# write term

'Many lines left out

crypto pki trustpoint home-office

enrollment url http://ca.home-office.com:80/certsrv/mscep/mscep.dll
serial-number none

fgdn none

ip-address none

subject-name o=Home Office Inc,cn=Branch 1

revocation-check crl

match certificate central-site skip revocation-check

|

|

crypto pki certificate map central-site 10

issuer-name co cn = Central Certificate Authority, ou = Home Office Inc
subject-name eq cn = central vpn gateway, o = home office inc

'many lines left out

S%OET OFEAEL ODRAEDTZOIZ, BITELDITEY TV 27 NADITRFELRZNE D
WCH 74—~y FENTWAZ LIZEELTLZEN,
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Device> enable

Device# configure terminal

Device (config) # crypto pki trustpoint home-office

Device (ca-trustpoint) # authorization list allow_list

Device (ca-trustpoint)# authorization username subjectname commonname
Device (ca-trustpoint)# end

SEAE~ o TR RO L IICERIND E, ROa< 2 KR MT A MKRA LV MZBEMEN., &
VEIAHABRANATDAAA F v I RAFy TINET,

Device (ca-trustpoint)# match certificate central-site skip authorization-check

W Dr—2AZBNTT 7T A T8, AX, CRLOTF = v 7 £7215 AAA $— N LilfE
THDIZ, B T A BT IPSec by RV ETESLT HMLERH Y £4, 7272 L. match
certificate =~ > N & central-site skip authorization-check (argument and keyword) %5/ L 72
We ., TIUFAT 4 AN CRL ETLIXAAA T —NEREGRT D E T, bURAVEENLT D2 &
T TEEHA (match certificate =~ K& central-site skip authorization-check 5% L OY
F—U— R LRWRY, PV S EEA)

TITUTFHA NMZH DT SA ZADFEHERRZ L TWT, ZOFEHEELEH 572018 b
FGNY A MR RNAVEHSET HVERNH LA, B2 T84 kT match certificate =~
> K& allow expired-certificate ¥ — 7V — N & i T& 97,

U RIS RTNRLARAD FFR RS2 b

Device> enable

Device# configure terminal

Device (config) # crypto pki trustpoint VPN-GW

Device (ca-trustpoint) # enrollment url http://ca.home-office.com:80/certsrv/mscep/mscep.dll
Device (ca-trustpoint) # serial-number none

Device (ca-trustpoint) # f£gdn none

Device (ca-trustpoint) # ip-address none

Device (ca-trustpoint)# subject-name o=Home Office Inc,cn=Central VPN Gateway

Device (ca-trustpoint) # revocation-check crl

Device (ca-trustpoint) # end

TSUF1IYA RTFNRAAD SR MRSV K

Device# show crypto ca certificate

Certificate
Status: Available
Certificate Serial Number: 2F62BE14000000000CAO
Certificate Usage: General Purpose
Issuer:
cn=Central Certificate Authority
o=Home Office Inc
Subject:
Name: Branch 1 Site
cn=Branch 1 Site
o=Home Office Inc
CRL Distribution Points:
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http://ca.home-office.com/CertEnroll/home-office.crl

Validity Date:

start date: 00:43:26 GMT
end date: 00:53:26 GMT
renew date: 00:00:00 GMT

Associated Trustpoints:
CA Certificate

Status: Available

Certificate Serial Number:

Certificate Usage:

Issuer:

Sep 26 2003
Oct 3 2003
Jan 1 1970

home-office

1244325DE0369880465F977A18F61CAS8

Signature

cn=Central Certificate Authority

o=Home Office Inc
Subject:

cn=Central Certificate Authority

o=Home Office Inc
CRL Distribution Points:

http://ca.home-office.com/CertEnroll/home-office.crl

Validity Date:
start date:
end date:

22:19:29 GMT
22:27:27 GMT

Oct 31 2002
Oct 31 2017

Associated Trustpoints: home-office

FEAE~ Y TR P TI AT A R TS RZA S NET,

Device> enable
Device# configure terminal
Enter configuration commands

, one per line. End with CNTL/Z.

Device (config) # crypto pki certificate map branchl 10
Device (ca-certificate-map) # issuer-name co cn=Central Certificate Authority, ou=Home

Office Inc

!The above line wrapped but should be part of the line above it.
Device (ca-certificate-map) # subject-name eq cn=Brahcn 1 Site,o=home office inc
Device (ca-certificate-map) # end

AEAE~ Y 7N T A MARA U MBS ET,

Device> enable
Device# configure terminal

Device (ca-certificate-map) # crypto pki trustpoint VPN-GW

Device (ca-trustpoint) # match
Device (ca-trustpoint) # exit
Device (config) #exit

RIERTF = v 7 SNET (

Device# write term

'many lines left out
crypto pki trustpoint VPN-GW

=
X T

certificate branchl allow expired-certificate

DRIBTREINLTWEEAL) |

enrollment url http://ca.home-office.com:80/certsrv/mscep/mscep.dll

serial-number none

fgdn none

ip-address none
subject-name o=Home Office
revocation-check crl

match certificate branchl a
|

|

Inc,cn=Central VPN Gateway

llow expired-certificate

crypto pki certificate map central-site 10

Central
centra

issuer-name co cn
subject-name eq cn
! many lines left out

Certificate Authority, ou Home Office Inc
1 vpn gateway, o = home office inc
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FEEAZE DEF A 6 & VKRB DRTE

match certificate =~ > K, branchl allow expired-certificate (515t ¥—7—F) I L OGEH
E~ v TN TIT T TN AN LOGEAEZ PG L2 SICHIBRT 2 8 ENH Y £,

Bl : AEBAZEDEFRIE & BRI DERTE

ZOWETIH, CRLF¥ Y v 2 a2y br— VOREELITGEHEO VY TV E Sy gy 2
Ve =V ERETABAIERTIRENERLET,

Bl:CRLE¥vaay bO—)LDOHFE

WOHFITIE, CAl FT A MRA YV MIEEMTENTZTXTOCRLD CRL Fv v I %
T4 =TT BT EERLET,

Device> enable

Device# configure terminal

Device (config) # crypto pki trustpoint CAl

Device (ca-trustpoint) # enrollment url http://CAl:80
Device (ca-trustpoint) # ip-address FastEthernet0/0
Device (ca-trustpoint)# crl query ldap://ldap CAl
Device (ca-trustpoint) # revocation-check crl

Device (ca-trustpoint)# crl cache none

Device (ca-trustpoint)# end

FROBIOREZFIT LI ERIL, EEBEO CRL AT v v =2 STV ET,
Device# show crypto pki crls

CRL Issuer Name:
cn=name Cert Manager,ou=pki,o=example.com,c=US
LastUpdate: 18:57:42 GMT Nov 26 2005
NextUpdate: 22:57:42 GMT Nov 26 2005
Retrieved from CRL Distribution Point:
ldap://ldap.example.com/CN=name Cert Manager,O=example.com

BIfED CRL RN T 5 &0 IROTHFEZH LWV CRL B—HIZF v ra— RInET,
crl-cachenone 2~ > RRENZ/2D . T A MKRA L RO CRLIFTTARTH ¥ via Il
0 ET, o, Fr v 2 XEITRY £9, showceryptopkicrls 2~ R&FEITL T,
CRLAF ¥ v 2SN TN EZHERTEET, v v a3 TNDCRLAZRNTZD,
HANER RSN ER A,

WOFITIE, CAl b7 A MRA v MIEEMT LT _XTO CRLIZ2 /DR KTA 7 XA
LEBRET D IEERLET,

Device> enable

Device# configure terminal

Device (config) # crypto pki trustpoint CAl

Device (ca-trustpoint) # enrollment url http://CAl1l:80
Device (ca-trustpoint) # ip-address FastEthernet 0/0
ca-trustpoint)# crl query ldap://ldap_ CAl
ca-trustpoint) # revocation-check crl
ca-trustpoint)# crl cache delete-after 2
ca-trustpoint) # end

Device
Device
Device
Device

CRLOFERT A T XA LERET DT LFEHIORREZ FAT LI EH TS, (KIRBIAED CRL
DX Y vaInLEd,
Device# show crypto pki crls
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CRL Issuer Name:
cn=name Cert Manager,ou=pki, o=example.com,c=US
LastUpdate: 18:57:42 GMT Nov 26 2005
NextUpdate: 22:57:42 GMT Nov 26 2005
Retrieved from CRL Distribution Point:
ldap://ldap.example.com/CN=name Cert Manager,O=example.com
When the current CRL expires, a new CRL is downloaded to the router at the next update
and the crl-cache delete-after
command takes effect. This newly cached CRL and all subsequent CRLs will be deleted after
a maximum lifetime of 2 minutes.
You can verify that the CRL will be cached for 2 minutes by executing the show crypto
pki crls
command. Note that the NextUpdate time is 2 minutes after the LastUpdate time.

Device# show crypto pki crls

CRL Issuer Name:
cn=name Cert Manager,ou=pki,o=example.com,c=US
LastUpdate: 22:57:42 GMT Nov 26 2005

NextUpdate: 22:59:42 GMT Nov 26 2005
Retrieved from CRL Distribution Point:

ldap://1dap.example.com/CN=name Cert Manager,0=example.com

5l : SAEAED L) FILE Sy 3 I FO—ILDERTE

WOFHITIE, CAl N T A MRA Vv MOFEHE~ v P2 HEH LIZAEAEZEO T Y T AR FE Y v 3
vay hae—LOBRREETFLET,

Device> enable

Device# configure terminal

Device (config) # crypto pki trustpoint CAl

Device (ca-trustpoint) # enrollment url http://CAl
Device (ca-trustpoint) # chain-validation stop
Device (ca-trustpoint) # crl query ldap://ldap_server
Device (ca-trustpoint)# revocation-check crl
Device (ca-trustpoint) # match certificate crl
Device (ca-trustpoint) # exit

Device (config) # crypto pki certificate map crl 10
Device (ca-certificate-map)# serial-number co 279d
Device (ca-certificate-map)# end

GE)

match-criteria fEi7% co (F1e) Tid7e< egq (FHELWV) ICHEINTWHEHE, VU TARER
AN—AEED T, dFHE~Y Y TOVY TFESICIERIC T 508N H Y £7,

WOFITIL, AAA BHEZFH LZ3EAEO Y T LE Sy gy v ha—LOREET
LET, 2084, GFHEICS Y TAES [4ACA] NTUE. AR irEIZ T X CZT
ANBEINET,

Device> enable

Device# configure terminal

Device (config)# crypto pki trustpoint CAl

Device (ca-trustpoint) # enrollment url http://CAl
Device (ca-trustpoint) # ip-address FastEthernet0/0
Device (ca-trustpoint)# crl query ldap://ldap_ CAl
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Device (ca-trustpoint) # revocation-check crl

Device (ca-trustpoint) # exit

Device (config) # aaa new-model

Device (config) # aaa attribute list crl

Device (config-attr-list)# attribute-type aaa-cert-serial-not 4ACA
Device (config-attr-list)# end

F—_u 7L, VI TAEE [4ACA] ZEOFEHAENESIN-Z 2R L TWET, FEH
EBOEMIL, BEFCERRINET,

Dec

3 04:24:39.051: CRYPTO PKI: Trust-Point CAl picked up
Dec 3 04:24:39.051: CRYPTO PKI: locked trustpoint CAl, refcount is 1
Dec 3 04:24:39.051: CRYPTO PKI: unlocked trustpoint CAl, refcount is 0
Dec 3 04:24:39.051: CRYPTO PKI: locked trustpoint CAl, refcount is 1
Dec 3 04:24:39.135: CRYPTO PKI: validation path has 1 certs
Dec 3 04:24:39.135: CRYPTO PKI: Found a issuer match
Dec 3 04:24:39.135: CRYPTO PKI: Using CAl to validate certificate
Dec 3 04:24:39.135: CRYPTO PKI: Certificate validated without revocation check
Dec 3 04:24:39.135: CRYPTO PKI: Selected AAA username: 'PKIAAA'
Dec 3 04:24:39.135: CRYPTO PKI: Anticipate checking AAA list:'CRL'
Dec 3 04:24:39.135: CRYPTO PKI_AAA: checking AAA authorization (CRL, PKIAAA-L1, <all>)
Dec 3 04:24:39.135: CRYPTO PKI_AAA: pre-authorization chain validation status (0x4)
Dec 3 04:24:39.135: AAA/BIND(00000021): Bind i/f
Dec 3 04:24:39.135: AAA/AUTHOR (0x21): Pick method list 'CRL'
Dec 3 04:24:39.175: CRYPTO PKI_AAA: reply attribute ("cert-application" = "all")
Dec 3 04:24:39.175: CRYPTO PKI_AAA: reply attribute ("cert-trustpoint" = "CAl")
|
Dec 3 04:24:39.175: CRYPTO PKI_AAA: reply attribute ("cert-serial-not" = "4ACA")
Dec 3 04:24:39.175: CRYPTO PKI_AAA: cert-serial doesn't match ("4ACA"™ != "4ACA")

|

Dec 3 04:24:39.175: CRYPTO PKI_AAA: post-authorization chain validation status (0x7)
|

Dec 3 04:24:39.175: CRYPTO PKI: AAA authorization for list 'CRL', and user 'PKIAAA'
failed.

Dec 3 04:24:39.175: CRYPTO PKI: chain cert was anchored to trustpoint CAl, and chain
validation result was:

CRYPTO_PKI_ CERT_NOT_AUTHORIZED

|

Dec 3 04:24:39.175: %CRYPTO-5-IKMP INVAL CERT: Certificate received from 192.0.2.43 is
bad: certificate invalid

Dec 3 04:24:39.175: %CRYPTO-6-IKMP MODE FAILURE: Processing of Main mode failed with
peer at 192.0.2.43

RS F T — UIRAEDERTE

ZOHETIE, T AGEAEOENET = — VB L~V 2 IRET D58 T 2 RER &
ALET,
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Device> enable

SubCA1l, SubCAl. B LU RootCA DT R TDIFAENKIF SN E

Device# configure terminal

Device (config) # crypto
Device (ca-trustpoint) #
Device (ca-trustpoint) #
Device (ca-trustpoint) #
Device (ca-trustpoint) #
Device (ca-trustpoint) #
Device (config) # crypto
Device (ca-trustpoint) #
Device (ca-trustpoint) #
Device (ca-trustpoint) #
Device (ca-trustpoint) #
Device (ca-trustpoint) #
Device (config) # crypto
Device (ca-trustpoint) #
Device (ca-trustpoint) #
Device (ca-trustpoint) #
Device (ca-trustpoint) #
Device (ca-trustpoint) #

E7MND T CANDIIAZEF 1 —VRIDHRTE
W OBFEFTIL, BT IEFAER L O SubCAl

Device> enable

pki trustpoint RootCA
enrollment terminal
chain-validation stop
revocation-check none

rsakeypair RootCA

exit

pki trustpoint SubCAl

enrollment terminal
chain-validation continue RootCA
revocation-check none

rsakeypair SubCAl

exit

pki trustpoint SubCAll
enrollment terminal
chain-validation continue SubCAl
revocation-check none

rsakeypair SubCAll

end

AEHENAINC S ET,

Device# configure terminal

Device (config) # crypto
Device (ca-trustpoint) #
Device (ca-trustpoint) #
Device (ca-trustpoint) #
Device (ca-trustpoint) #
Device (ca-trustpoint) #
Device (config) # crypto
Device (ca-trustpoint) #
Device (ca-trustpoint) #
Device (ca-trustpoint) #
Device (ca-trustpoint) #
Device (ca-trustpoint) #
Device (config) # crypto
Device (ca-trustpoint) #
Device (ca-trustpoint) #
Device (ca-trustpoint)

Device (ca-trustpoint)
Device (ca-trustpoint)

#
#
#

BAEF I — U DOREHERDRE

W OFRTERFITIiL. SubCA1 7S,

pki trustpoint RootCA
enrollment terminal
chain-validation stop
revocation-check none

rsakeypair RootCA

exit

pki trustpoint SubCAl

enrollment terminal
chain-validation continue RootCA
revocation-check none

rsakeypair SubCAl

exit

pki trustpoint SubCAll
enrollment terminal
chain-validation continue SubCAl
revocation-check none

rsakeypair SubCAll

end

FRIEFFHD CiscolOS FEJBIT 1L 72 WA, R S iEHESF = —

YTETIZ Lo TIRRSNTEEMEL TWET,

V7N, R SN A ET = — 2 T SubCAl SEFAEZ IR L7246, BT, SubCAll, B X
' SubCA1 OEFEHAENF NI/ F97,
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Device> enable

Device# configure terminal

Device (config) # crypto pki trustpoint RootCA
Device (ca-trustpoint) # enrollment terminal
Device (ca-trustpoint) # chain-validation stop
Device (ca-trustpoint) # revocation-check none
Device (ca-trustpoint)# rsakeypair RootCA
Device (ca-trustpoint) # exit

Device (config) # crypto pki trustpoint SubCAll
Device (ca-trustpoint)# enrollment terminal
Device (ca-trustpoint) # chain-validation continue RootCA
Device (ca-trustpoint) # revocation-check none
Device (ca-trustpoint) # rsakeypair SubCAll
Device (ca-trustpoint)# end

PKI TOIEAE DA 6 & A DHEEEE
RORIZ, TOFTYa—/LTHUT LHIEDOY U —AB LU #RZ R LET,
D OBEEIE, BTSN TOARVIRY , HASNY Y —AUBEDOTRTOY Y =2 T

ERCx £,

1)1)—2 ke HRETEER

Cisco IOS XE Fuji | PKI TOFFFAED |FEHAEICIL, BESNTZAUHOEITET A A £ 21T
16.9.2 AR LU | FRFA IR TSN E I OHBNER S D

T 4=V RO ONEENTWET, £/, iEFHE
N—Z ACLIERZN, #Frl, £E M T A MRA VMg
EOPKI 2R —3 NelHT 554 I 7 %5
THDIENLHLET,

CiscoFeature Navigator i35 &, 77 v b 74 —ABI RNV 7 b =T A A=V DV R—
MEHRZ B TE £7, Cisco Feature Navigator {213, http:/www.cisco.com/go/cfn 2257 7 & A
LET,
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