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U2 Fob VIR E ACL 242 Z Lk, = U 2EBICHIBRCTCE D L0 )
FERHY 9,

AT E ACL Z3%ET 5 L 12T, ROEFEFHICEEL TLEEN,
e F 7. HBEfPE ACL bfEHTE £,
o JE¥E ACL & ¥E3E ACL IZ[RI LA RNIIEA C&E 8 A,

* VLAN ~ v I2i%, #5E% ACL £7213459k ACL (AR & £33 511 &) 2T %
j‘O

ACLOX> Y

AR 77 BAY A ML THFAERITES SNy MCET e 7 A v'—U08,
FRAADY 7 " 2T X o TERENET, 2FEV, ACLE —ET 5%y b o725
BT, FOry NMIBET A e @A vE—URary VU IEEINET, Y —T

IPv4 ACL
I .-_



IPvaACL |
B —ro7ss0v b9 7IcE 5 PACLOMIE

FTREND A =D LY, syslog A vE—T%EH T 5 logging console =< > R THE
HINET,

(GE)  ACL 2 ¥ 7%, Unicast Reverse Path Forwarding (uRPF) T &i15 ACL TR —h X
NWEHA, L—4% ACL TOHYR—bhEET,

GE) A= 7FN"—RU=7T, aX 73V 7 =7 TIITENET, Led->T, log
F—U— NG hRFr] (permit) E723HER (deny) ACE & —BT %37 v ERSEBAFET D
e, VY7 MU =73 A= R =7 ORBLEEITBWOL ZERTE RN D, —Hio" Ty
MImFr 7sn2nWEandn £,

ACL %8 L7037 » MZHOWTE, B A vb—U RN+ ICFERENE T2,
PABED /37y MITOWTIEL, 5 A IOIERF A RE L Th bR R EITrF 7 éﬂi‘ﬂ‘
0y AyE—UIZIEZT7 78R VR RNES, Ty NOFFREIITEGICET AR, N7y
FOFEEILIP 7 RV A, BELWEATO 5 2MICFF AT EI3ER SN EE Lo 037 v B
BRI ET,

GE) RX T Ay —UNRETE T TX WS, I3 1BURNICRET 20BN H D a X
YT A=V BNEHHIGA, o X SBRETHEe XS A ve—Y Xy hO—HE K
Oy 7TAH52ERHDET, ZOFBEICLST, BX IRy "RETECT A AN
ToiaTHIEERERLET, TORD, HEY -0, TI7EA VAN —HTHHOE
R iFMie LTaX o IRz 2EHA LR T 7m0,

N—FI7EELVYIT b z7IZEL % IPACL DAL

ACL A IIN—F U =7 TIEITSNET, »N— F7U =7 TACL OREZIRIFT 5 BB E
FTHL. FOAL v HA—T 2 A A LOFTRTONry v Ry FLET,

)

CE) TARARFRFARAZ I ALARADY) YV —ARENFEKN TN~ R =TIZACL % ETE 20
B, WBEZITHDIE, T ACERLEZY VLANND ST 7 4 v 7720 T,

N—2% ACL O%EIE, IROLGEIZ/Nry BB CPUILIKESINDZ LB3HD £,
*log ¥— U — FOfEH
« ICMP Z5EARBEA v E— VB AERT B,

show ip access-lists $## EXEC =2~ R&Z AN LTEGE, BRaInd—Bh v MIiE, »~—
Ry =7 TT 7 8ARHIEIND Xy MIGERERHA, A v F KX ry hBLOL—

i 'PvdAcCL
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VLAN ¥ v TORERFDOTESIE .

T v By MZBET 5 — K7 =7 O ACL ORI 2 EHE 2 B+ 285415, show
platform softwarefed switch { switch_num| active| standby } acl countershardware %fﬁ@ EXEC =
v REERLET,

JL—% ACL Of§REIL, RD LB Y T,

o FEHE ACL BELOMEE ACL (ANBIOHEN) OFRT 7 v a oEET 7 v arkn—
Ry =7 THIEIL, 7782 arhe—1oXa )T 0 2i{bLET,

« ip unreachables NN DL G, logafEE L7\ &, EF =2 U7 ¢ ACL @ deny A7 — h A
VhE—HTATu—RAN— Ry Tk T Rry Y ENE T, FAIAT—FA LR
—HFTA7a—F, N—RT 2T TR v F L TEINET,

« L —% ACL ® ACE T log ¥ — 7 — RZEMT 5 &, N7y hOa e —7 CPU IZEE S

N, BX 7 RETMTbIET, ACERFFH AT — AL FDOgESL, Ny MIn—F
VT CAA v F U T BION—T 4 v T INET,

VLAN ¥ v DR EEDTEEIA

VLAN~ > 71X, VLANNTZ 4 V& U 7 &4 HME—D LT, VLAN~ » 23
MOBENRHY FH A, VLANY Y 7E2MHEH LT, FFEOHMD NT T 4 v 7% T 4 VF Y v
TF AL, BEOEETL T T RUAREE SN ACLZ BT A2 X4ERNH Y 3,

VLAN ~ v 7NIZEZYS X v b A4 7 (IP £721E MAC) (IZ2xFd 5 match fI3H 556, 7

THANVERTEH, v 7HNOEOZ=Y MUIZH—H LWy NI Ray FEnET, %48
Ty N ZATITxT D match A~ KRB eWE 77 40 h T, X7y ERIRE S E

7

&KX, VLAN = v FREDEEFIETI,

A B =T 2 A ATINIFI T 4 v 7 BEETDHLIICHESNTZ ACL 2372<, VLAN =
TRRESNTWRWES, T XTCO T 7 4 v 7 BRHFETEINET,

& VLAN v v 73— FY TSN E T, VLAN v v 7O K OEfFITE
ETY, 74 RATHEE LTy M WAN7/7®WH®I/b) L TT A b
ENnFET, —HLEBEAEE. VLANY vy 7OZOESICHEESNTZT 7 v a VinFEITSH
e *ﬁbﬁ#otﬁm\A#/biv/7mﬁ&®zyhumﬁbf%xbéﬂi
7T

Uy N HZ AT (IP £721X MAC) IZ%F9 % match AJ73 VLAN v v 712 1 DE 71384

BHHHATH, A7y EBRZEAL O match A~ LA WEE, T 74/ T s
R Ra Yy 7SN ET, %Yy b XA 7I2xd 5 match 4)53 VLAN < v 7NIZ72 0
WA, T 74NN TIRr Y b ERE SN ET,

*VLAN ¥ v 70 F o 73 R— SN TWEE A,

LAV 2A LU H—T 2 A ACHEAENTZIPT 7B AV A NEIZMACT 7 ®8A U A NINT
N 22> T, A"— "B T 5 VLANIZC VLAN = v 72 @M T 584, &A— ~ ACL
VLAN = > 7 X0 bR SN FET,

iPvaAcL



IPvaACL |

B vww<o7e—5aa

e N— R =TIZVLAN ¥ v 7OREHEH TE WAL, £ VLAN N4 _To/8
o R Raey 7 LET,

VLAN ¥ v J & JL—% ACL

\}

TV T ENTE NI T4 v I BIONV—T 4 TSN T 7 4 7 OB FITHLTCT
A2y hr—VEITHITIEL, VLAN~ v 72 BURCEH 3 57, F7213/—4% ACL & VLAN
~ v T EMAEDETCTHERLES, ANEH WOV —7T >y RVLAN A VX —T = A AT
N—H ACLZEZRLED, 7V PV T ENTERNT T4 7DOT 78R3y ba—1LT5
VLAN ¥ v 7% ER LY TXET,

Ry b 77— ACLIN VLAN ¥ v 7D deny A7 — h A2 b & —F L7zHE, —4% ACL
OFGEICERR LS, Xy b 7e— 3 HEE I ET,

G¥)

N—4 ACL % VLAN v v 7 LA EDETCHEAL, V»—% ACL TORX U a2l LT3
Ny RS VLAN = v P THEINZHGE, 2Ly MIeXr 7 snEfi,

MY Ty N AT (IP £72I1IEMAC) 1IZ%F9 % match )73 VLAN = » FI2H 555 TH, /8
Ty RNFDEZAFIZ—FHLRWEE, T 74/ FTIE 7y bR RFry &R ET, VLAN
~ v 7HNIZ match T3 72 <, 77 2 a Y PREINTVWARWES, EOVLAN vy 7/ = |k
VL LAy NI EInET,

VLAN ¥ v J&)L—43 ACL DR ERFDTEEIA

CCICEREHEIN-EESEHIT, V—% ACLBXWVLAN ~ v 7% [F U VLAN E TR+ 2 %
ENRHHIREICEAINET, =% ACLBLXOVLAN~ v 7% R/ 5 VLANIZE| Y B T3
REICIE., TN o0FEEFHITEH I ERA,
JL—% ACL BLX UV VLAN = v 7% [F U VLAN ICRET D MLENH 851, L—4F ACL &
VLAN = v 7O OHREICE L., 22 THAT A EEREEICHES TLF I,
*VLAN A > H—T = A A LK HH (ANBILOHEN) IZVLAN <y 7EBIUOL—4 D
ACL % 1 DT DRV RETEFET,

c HRERPEY . T RTOZ NYDT VY arNE—7T, KEOF 74NV ENT 7 a 20T
DR DEZA T LA ACLERRRLET, OWTNIOERA2HEH L T, ACL
ZEtak UE 9,

permit... permit... permit... deny ip any any
EJel B
deny... deny... deny... permit ip any any

*ACLINTHEEDOT 7 ar ., #HE) 2ERTIHHIT. ThEhoT v ar X
AT HFELOT, = MU EEHIELET,

i 'PvdAcCL



| IPvaacL
acL oz [

s ACLINIZ VA Y AEREZIEE LWV TLZEW, LA V4EREZBINTHE, b7 etk
ANEHEZ 2D £, ACLDO T 4 V& Y 7R, full-flow (HETTIP 7 KL A, 565G IP
TRLVA, Zabanr, BLOTa balRiR—F) TR, IPT LA (BFELBLIT
SESE) ISV TITON AL AIC, e o RS/ E o E T, AEERRY ., IP7 R
AlZiZ don'tcare By R AREAH LT &0,

IP ACE & L A ¥ 4 1525 ¢ TCP/UDP/ICMP ACE 25 /7 & & ACL NICHELE L. full-flow
F— RZBETHIVNERNDH D E XL, L1 VY4ACEERZ U A FORBIZEE LET, ZOf
BOIPT RVRIZHEASLS N T T4 v 7 DT 4 NE Y U TRERINET,

ACL oD R fi] 3 B

timerange 70— )L a7 4 Xal—vary avy e+ Lick-oT, BB X
OME FZHEADWTHLR ACL 2 #IRAICE M C&E £9, £, RFE#EAOART 2 ER L, £O
RPN ORFZIFB O A /3R 23E L 9, KIZ, ACLZEHLTrY 78R U R
MTHIRZ G ET 2 & EITHFREHZ A LEd, K@zl 5 & ACLOFFRIAT —
FAY FETITEG AT — M A FOAMWIM FEEWRNCRER A2 L) 2ERTEE
¥, timerange ¥ — U — B X UBIEICOWTIE, AR &6 X0 S & 4Kk ACL # 27
DEREZBRLTIIESN,

IEMHIPH 2 6 92 W) < O ORI Z2RIR L E T,

T TN =g DY =R (IPT RLARALERAT DT BXOR— &S Tilk
B ~D2—% T A& LY BB ERIEES TEET,

el Ayt —TFHIETEET, ACL=Y MY 2 L THEDOHKZAICE L TOR T
T4 EUR T TERED, E—VRICERINASL O 72 ST L7 T,
T 7 AR CTE £7,

B _—ADT 7 A VA NEHHAT D E, CPUICAMMNELET, ik, 77k8A U R
N OFIRFETEZMOEESC, N— U =7 AV iIZu— NENL/EEHELOREELE~Y—TTD
VBN A0 TT, FDd, HEOT7T 782 ) 2 MHEREICER: LT (WS LN
12) BRAERDEOIDBRBREELEROLRVEIICERTIHIVERDY £7,

GE) KX, T ADV AT A v 7 ICESEET, LER-oTC, BHTE7 0y
V—ANMETYT, Xy hI—27 XA L Fa bzl (NTP) #HEHLTCTF M A7y 7%
FH ST & 2HELE9,

IPVAACLD A VA2 —TJ x4 RIZET S FEEIE

AR RACLOSGE, Nry NOZERT A AF37 v &2 ACL ERAE LE9, ACL
Wy NEFFR[T D50, T35 A3y OB E G LE T, ACLA N7 v &R
THEE. T ATy FEBEFELET,

IPv4 ACL
I .&IEII



IPvaACL |
B rursexasro—nyxrozEss

7D MY RACL ORE, ATy b aZE LIRS V=T 2 RV—T 4 T L
7%, T RNy bR ACL ERE LET, ACL BT REFFRILIEGEIX, T34
AF Ty MEFEELET, ACLYBNNT v NEHEET HHE. T3 A3y NEBREELE
£

T 74V N T, X7y MREEINZSEE. TORKRNBATA X —T7 A AD ACL £
TIIRIEA v 2 —T 24 ADACLOWTNTH-ThH, WICANA v H—T = A A5 ICMP
BERREA v E—URNEEINET, ICMP BIZEAREA vE—V3@EH, ANA ¥ —T A
A1DIZDE, 05T LI DT AEKINET, 2L, ZOEILipicmp rate-limit
unreachable 7@ — )L a7 4 Xal— gy avwy REFEH L TERETXET,
REZBDACLEZA VH—T oA AZHEHTHE, T3 AXACLBA ¥ —T = A ATiEH
SNTWRWEHIETL, 3 XTOXRTy hEFAILET, Xy NV —7 X2 VT 1 D7D
REFZRD ACL 2T 25513, ZOXIRERDELHZ LITHERL T EI N,

IPvBA 7o tRXa>r bO—)LY R DB TEHE

IPv4 ACL D% E

ZDAA v FTIPACL 2T 5 FIHTKRD L BY TH,

FIE

ATV TN 778 A VA NOESEITLAE T 78 A% EE LT, ACL 21EK L £7,

ATV T2 ZTOACLEA VX —T = A AFE IR EHRRMCEH L4, BB X OYEEIP ACL 2 VLAN
<~y AT b TEET,

BE TS24 ACL DR

T EHEHE ACL ZERT 2 121E, RO FIEICHES T ZE 0,

Fg
AU RFERET7TIV3 Y B#J
AT w71 |enable HHE EXEC T— RZAMIc L £,
{5l e NAT—REANLET (FERSh
7=5%8) .
Device> enable

i 'PvdAcCL
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semzmeacL ok ]

ARV REEET7IVa Y B8
R 72 |configureterminal Ja—r ) ar7Z 4 ¥al—i gy
51 T NEBBLET,

Device# configure terminal

R T w 7 3 |accesslist access-list-number {deny | WEIETLT RLAEUA L Rh— R&{#
permit} source source-wildcard ] LTS IPvA 7 722 U 2 B ERL
5l £

access-list-number (Zi%, 1 ~99 £7=i%
Device (config) # access-list 2 deny 1300 ~ 1999 lOJ@@I%?Eﬁ?LiT

your host

SN LG AICT 7 B ALY
LA iddeny ZfEE L, ST 555
X permit ZFE L E7,
source (Zi&, /X7 v FDEETLERD
Py NU—J E£FARA DT RL A%
WO THEELET,

o Ny MIZx10EXRFTICLA32E Y
kD1,

e %F—7— F any I% 0.0.0.0
255.255.255.255 £\ source 15 &
Y source-wildcard OB T,
source-wildcard # A )9 5 M E i3 H
D EHFA,

e F—TU— K host ITEXETTRB L
source0.0.0.0 ™ source-wildcard D44

W CTd,

(1£#) source-wildcard |%, 71 /L R
1— K By bEEEFELT KL AT H
L/i‘g—o

G¥) Xy 7E, LAY 3 Ay
H—T A AZE DY THN
7ZACL TR —h &%

‘j‘o
AT 74| end b S YT % s
fi F— RZ#&T L. it EXEC £— FIC
ED \i—g—o

Device (config) # end

IPv4 ACL
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B ==t=mRaconm

BE T SHhok ACL D1ERL

FeBAF X HEE ACL #1ERLT A1, RO FNEIZHES T EE W,

FIE

IPvaACL |

ARV RFERETIVa Y

=)

&M

enable
1 -

Device> enable

HibE EXEC E— RE A% LE,

e NMRAT—REANLET (Eksh
7256

o

ATy T2

configureterminal

1

Device# configure terminal

Ja—nR)L a7 4 ¥ a2l — g
T— FEBLET,

ATvT3

i 'PvdAcCL

access-list access-list-number {deny |
permit} protocol source source-wildcard
destination destination-wildcard [
precedence precedence] [tostos]
[fragments] [ time-rangetime-range-name]
[ dscp dscp]

1

Device (config) # access-list 101 permit]
ip host 10.1.1.2 any precedence 0 tos
0 log

YWERIPVA T 72 A VA NBIOT 7 &
AEBEERZLET,

access-list-number (21X, 100 ~ 199 £ 7~
12 2000 ~ 2699 @ 10 #EF A2 IETE L
T,

KR —F LT G ATy N EEST
L% Eiddeny fEE L. BT A5G
X permit Zf5E L £,

source, source-wildcard, destination, I3
J W destination-wildcard D%, kDO
ATHELET,
s Ny MEZ 10ERTICL D32 Y
R OfHE,

+0.0.0.0255.255.255.255 ({EEDE A
M) #FRFTF—U— Fany,

e Hi—DARA 0.000%2KTF—U—
K host,

ZOMDF—U— NIA 7> a2 Th
D, ROBREFFHLET,
e precedence: X7 v &R 0~T7 D
HFEITARTTREST 2BEE L —
BIHELILGAICATILET, RET
= 5fEiX. routine (0) . priority
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semzmiacL ok ]

AU RFERETOVa Y

B8

(1) . immediate (2) . flash

(3) . flash-override (4) . critical
(5) . internet (6) . network
(7) TY,

- fragments : 2 D H LD 7 T 7 A
VENETFzyv T HGEICATILE
‘j‘o

stos: Ny hEO~15DFFET-
FARTTHREST 2 —EX 247
UL —HEELHEAICA LE
7, fRETE SfHEIL. normal
(0) . max-reliability (2) .
max-throughput (4) . min-delay
(8) T,

« time-range : RFfETHLDH D4 Al & 45 7E
Lij‘o

edscp : N7 v &2 0~ 63 DF ST
fRE9 %5 DSCPMH & —H & 554
WA LET, £2id, FBETE S
EDOY A N EFRRT HITIE, G
() EEHLES,

GE¥)  dscpfEx AT 545561%, tos
F 7213 precedence & A f) T&
FH A, dscp 2 AS)ET (T tos
& precedence Diii J7 DE % A
JITEET,

ATvT4

access-list access-list-number {deny |
permit} tcp source source-wildcard
[operator port] destination
destination-wildcard [operator port]
[established] [ precedence precedence] [
tostos] [fragments] [ time-range
time-range-name] [ dscp dscp] [flag]

1 -

Device (config) # access-list 101 permit]
tcp any any eq 500

JLETCP 7 7 A VA RBLOT 7 &
AR EERLET,

WIS T HIs 2 FRE | $RIEIPv4 ACL I
L THBAT AT A= LRI L/RNT
A—HEFEHLET,

(f£&) operator 1 L Nport = AF14 %
L. HEEILA— R (source
source-wildcard DI AT LT-56) %
721356554 — b (destination
destination-wildcard O #(Z A 71 L7-%
) B ESNET, HEFOFEMIC
%, &g ROEIZEHELYY) | gt ROME

iPvaAcL
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IPvaACL |

ARV RFERETIVa Y

B8

T REW) | It ROELY /NS
V) L neg ROMEIZEHELLS YY) | B
K Wrange (k&) 3dHV £9,
HAZIAR— NESERRETHALERD
D E£9 (range DAL 2 DDA — M
Tl AR — A TRY) > THRET 5 MLEN
HHET)

port (ZiZ. 10 % (0 ~ 65535) DAR—
FESEILTCP R— b2 AN LE
T, TCP 27 4 NHZ VT35 LT
X, TCP R— M DOFEFEITLRITET
EREALET,

MOF 7 g L DOF—TU— ROEKRITR
DERBYTT,

« established : #fEN. IV 7- 85kt & IRE
TAHEGARICANILEST, 20X —
U— K%, ack £72ldrst 75 7T
DG LR UHEZ R LET,

«flag : FEESNTZTCP~v X — E v
ML TRAELET, ANT
57T 70%, ack (FEBIGE)
fin J&7) . psh (Fvi=) | ra
(Vey k) . syn (FAH) . 7=
ITurg (BR) TI,

i 'PvdAcCL

ZFw 75 |accesslist access-list-number {deny | (EE) VEBEUDP T 7R URAMBX
permit} udp source source-wildcard OTF Vv 2552 EHELET,
[operator port] destination
destination-wildcard [operator port] [ UDP /N7 A —# (X TCP OFHIZ & % /X
precedence precedence] [ tostos] FA—FELFLTY, 7272 L., [operator
[fragments] [ time-rangetime-range-name] | [port]] A" — ~ & &5 F 7213 R — M T,
[ dscp dscp] UDP N — hOFB S E 1134 R & fRET
15 - LMLENHY £, £7-. UDP Tid,

flag ¥ —"7 — K & established % — U —
Device (config) # access-list 101 permit| N |I#ELR) T4,
udp any any eq 100
R T 76 | accesslist access-list-number {deny | JEEICMP 7 7 &2 U A RBXOT 7

permit} icmp source source-wildcard
destination destination-wildcard [icmp-type
| [[icmp-type icmp-code] | [icmp-message] |

[ precedence precedence] [ tostos]

AR ERLET,

ICMP /X5 A — & [ZJE5E IPv4 ACL @ 1P
7u VORI H BHNT A —H LT
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zaitxmeacL ok i

AU RFERETOVa Y

B8

[fragments] [ time-rangetime-range-name]
[ dscp dscp]

1 -

Device (config) # access-list 101 permit
icmp any any 200

EAERUTTN, ICMP A vtE—T %
ATBIPRa— KT 2A=23BNE
nNTnEd, A7 aroxF—U—KD
BRIk ERBY TT,

sicmp-type : ICMP A vt&— # A4

TIZANEY T THEEICATIL
F9, HETZ DEOHMIL, 0~
255 T,

s icmp-code : ICMP /X% | % ICMP
Avt—Y a—RKZALATSTT 4V
2V TTHEEICANLET, 5
FETE DMEOHFPHIL, 0~ 255 T

R

« icmp-message : ICMP /37 > k%

ICMP A v — ¥ A 74 F1%
ICMP A vt —V XA 7L a— K4
TIANEZY) U TTHGEICATIL
£,

ATy T17

access-list access-list-number {deny |
permit} igmp source source-wildcard
destination destination-wildcard [igmp-type]
[ precedence precedence] [ tostos]
[fragments] [ time-rangetime-range-name]
[ dscp dscp]

1

Device (config) # access-list 101 permit]
igmp any any 14

(T3 JEEIGMP 77k A U A B
T 7 A5 ERLET,

IGMP /XF A —& [ 3PL5E IPv4 ACL @ TP
7'a ha OBl H DT A—2 LIF
EAERLCTER, RITRTAT V3
D/NT A= PBME I TVET,

igmp-typelGMP 2 v & —0 X A 7 L (i
THITIE, 0~ 15DFFEITA vE—

4 (dvmrp, host-query, host-report,
pim, F£7iXtrace) x AN LET,

ATvT8

end

1

Device (config) # end

Ja—m ) a7 4 Fal—ar
EF— N&#T L. F#HE EXEC E— FIC
RO ET,

R R S 1224 ACL D1ERL

ZETEfEH U TR ACL Z1ERT 2121, RO FIAICHES> T 30,

iPvaAcL
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IPvaACL |

Flig
ARV FERET7IV3 Y Br
AT w71 |enable FiHE EXEC E— RE AT L £,
1 - e NATU—REASNLET FERkEh
%) .
Device> enable
R T w 72 | configureterminal Ja—r )L a7 4 Xz lb—3a
15“ : £— F‘%B—'ﬁﬁé\biﬁ‘o
Device# configure terminal
R w73 |ipaccesslist standard name KB ER U CEREIPY 7 7R U X
Bl - FEEZL, TZ/7®A VA a7y
Fal—agrEB— FE2HBLET,
ngice(config)# ip access-list standard %ﬁﬁﬁ:@i\ 1 ~ 99 @%%%féﬁﬂﬂ“(% ¥
—g—O
ATy T4 ROWTNEHEHLET, TIEAVARN Iy 7 4Xal—3
« deny {source [source-wildcard] | host / T LT " 7 Ffimié#é D
source | any} [log] Ny 75500 %RESTH 128 Lo
. pernﬂt{Source[sourang|dcard]|hc§1 *E%§§§¢Fjﬁ?ﬁ@i§$fqé§ﬂtéf*EEEL/§E7ro
source | anyj [log] « host source : X503 L OEE LY
15 AV RI1— RO TdH % source
0.0.0.0,
Device (config-std-nacl) # deny
192.168.0.0 0.0.255.255 255.255.0.0 cany : EEILBLVEETLVA LR
0.0.255.255 B — ROETH 5 0.0.0.0
255.255.255.255
F720%
Device (config-std-nacl) # permit
10.108.0.0 0.0.0.0 255.255.255.0
0.0.0.0
AFw 75 |end TIOEAYAN a7 4 F¥al— g
fi v E—RFE&T L, ¥HE EXEC E— 1

Device (config-std-nacl) # end

IZRY £,

i 'PvdAcCL
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BRI & Hask ACL DE L

i U THEE ACL Z1ERRT D121, RO FNEICHE - TL 72 &0,

FIE

wairt =g acL o

ARV RFERETIVa Y

B

&M

enable
1 -

Device> enable

HibE EXEC E— RE A% L,

e NMRAT—REANLET (Eksh
7256

o

ATvT2

configureterminal

1

Device# configure terminal

Ja—n)L a7 4 X2l — g
T— FERBLET,

ATvT3

ip access-list extended name

1

Device (config) # ip access-list extended
150

AR L CIEEIPvE 772 A U A
FeERL, 7T7BA VAN a7
Fal—varE—REHBLET,

ZENTIZ. 100 ~ 199 DFE B2 T
F7,

ATvT4

{deny | permit} protocol {source
[source-wildcard] | host source | any}
{destination [destination-wildcard] | host
destination | any} [ precedence precedence]
[ tostos] [established] [log] [ time-range
time-range-name]

1

Device (config-ext-nacl) # permit 0 any
any

TI7EAVARNa 7 4Fa2lb—T3
v E— NT, SRS F I3 ER S
EARE L ET, log ¥ —U— NEFUHT
LE, EBEREEGLT VA YA OB
VA= VERBTEET,
« host source : ZfE Itk L UWEELY
A R1— ROfET&H % source
0.0.0.0,

« host destination : $%#t 5 3 KL OBEf:
HTANKRI—FROETHD
destination 0.0.0.0,

e any : source 3 £ O source wildcard
DA E 721X destination 35 & Y

destination wildcard DfET&H 5
0.0.0.0 255.255.255.255

iPvaAcL



B rcosmmEoRE

IPvaACL |

ARV RFERETIVa Y

B8

ATy TH

end

1

Device (config-ext-nacl) # end

TIBEAVANOaYy 7 4F¥al—g
v E— REHKT L, ¥ EXEC E— K
IR £97,

JEIE ACL Z{ER 35 & 121X, ACLORKRBIZT 7 4 /v b CTHEERM 72 deny A7 — kA F 3B
MEH, ACLOKEDVIZEIET HF T—ET HHRMEDBAODL RN T2 R TONNYr y M
ASNDZ EICEBELTLEE N, =% ACL Tk, BEMN T ONZIPARA R 7T RLA T
TR VR RNDIRENGY AT ZEMTHE, 0000083~ AT ERBRINVET,

ACL OYERGICEM L= U, VA ROKRRBICEMENET, ACL=> hVU ZHED
ACL [ZEIRMIZIBMTE EHA, 72720, nopemit 8L U nodeny 77 A Ak 237 ¢
Falb—raryE—RFavryFefifldse, A& ACL2bx=2 MU ZHIBRTE £,

Tt & ACL TiX7e < &4Hift & ACL #fEHT2HAD 1 oL LT, 4Hift& ACL TIIfT%
BN LUTHIBRCEX A2 b0 7,

RDBRY

ERL LT-4ift% ACLIZ. A > % —7 A AF7-1X VLAN I[ZHEH CTX £7°,

ACL DRFfEIEaF D EX 7E

ACL ORFRIHIPH/ ST A — X ZRET HI121E, WROFMRIHE-> TS IZEW,

FIE

ARV RFFERERTI VA Y

=)

&

enable
1 -

Device> enable

HrtE EXEC =— RZHI L ET,
e NRAT—KREANLET FEkEh

%a

ATvT2

configureterminal

1

Device# configure terminal

Juaua—)L a7 4 Xal—g
T—FzfnL£7,

ATvT3

i 'PvdAcCL

time-range time-range-name

1 -

Device (config) # time-range workhours

VER T 2 W REBH I 1T B R O & 2 44 i
(workhours 7 &) &0 24 C K4
a7 4Falb—rar T— Rz
MHLET, ARNCAN— ARG 25
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sxEg~0 PvaacL oEm ]

ARV RFERFTIVaY =)
WHZEIFTEERA, 2. LF1DH
b B BB B Y E T,
ATy T4 ROVNTINEERLET, T R BROBEREDS W OB E FTREIZ 72 5 7
« absolute[ start time date] [end time CHRELETS
date] o RFI4GPAIZ 1L, absolute A7 — b A
« periodic day-of-the-week hh:mmto VR EIoOP T ERTTEE T, B
[day'of'thewwk] hh:mm _ @ absolute A7 — h A2 FEETEL
* periodic {weekdays|weekend | daily} BT, BRITERE L AT — k
hh: mm to hh:mm ‘ RS
AV MEFRFITENET,
I
« HHED periodic AT — F A M &2 A
Device (config-time-range) # absolute jjv(ic‘( ij—o f: & }\;—Li\ QEI &JEEE
start 00:00 1 Jan 2006 end 23:59 1 Jan IR AR AR ETCEET,
2006
Ei e
Device (config-time-range) # periodic
weekdays 8:00 to 12:00
ATy 75 |end REHIfEH 2 7 Fa L —va v E—
i - RZ#& T L, % EXEC E— NICRY
i—a‘o
Device (config-time-range) # end
RDEZRY

BEOHEA ZZNETNRRLEMICAINT 25HE1E, EROFIELHED B L T 2SN,

i R E]$R A~ D IPv4 ACL 01 FH
FTeB & ACLEZMH LT, 1 2F 3OS EKBIR~DOT 7 2 A ZHl#ET&E £9, HmARKR
IIXAEITE ACL AT TE ¥ A, T X TOMRMEMRERRIC = — 2350t 2 FIREMEDY &
L2, TRTICHUHIREZZRET 20BN H Y 7,
RABER KRR & ACL ICHEE S N7 FL A OEEESB L OREEEAHIIRET 51001%. &
DFINAEFITLET,

iPvaAcL



B . 5—7z12~0PuacoEm

FIE

IPvaACL |

ARV RFEEETIVa Y

=)

ATy T

enable
B

Device> enable

¥i#E EXEC T— F&EADIZ L £,
e NMRAT—RKEANLET (FERkEh

58

ATy T2

configureterminal

1

Device# configure terminal

Ja—nR)L a7 4 F¥al— g
ET— FEBBLET,

ATvT3

line [console | vty] line-number

1

Device (config) # line console 0

RETHEFREERREL, 1T 2
V74 Fal—vary EB—REREBEL
7,

e console : =V — LKA A 1S
ELET, v V—L FR— T
DCE T,

vty : UE— b Y — 77 &A
MO Rz E L E T,

line-number 1%, [EIf % A 7 Z2HET 5
BAlc, BRET DS V— 7 N CRA
DEEFEF T, HHETE HEFHIL0~
16 T4,

ATvT4

access-class access-list-number {in | out}

1

Device (config-1line) # access-class 10
in

(T AD) ReE DOIARSRA EIHR &
TI7EAYAMIRESNLT FLA
[l DA (Bt d L O (E Rt 2 HiIlfR L %
j‘o

ATvT5

end

1

Device (config-line)# end

Effz 7 4 X2l —2 a3y F— K%
KT LET, VT, K5l EXEC £—
NIZREY £9,

A3 —T x4 X~D IPvA ACL D:EF

2T, IPVAACLZ Ry NT—7 A B —T A4 ZA~NEHT D HFEICHOWTEHBALE T,

i 'PvdAcCL
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A BR—T 2 A ZA~DT 7 A EHIETLEHITIL,

B

FIE

= MAC f:38 AcL o s I

FHEEXECE— R CRDOFINEEZFEIT L F

ARV RFERFTIVaY

=)

ATy T

enable
51 -

Device> enable

¥itE EXEC E— FE A LET,
e NATU—REZASNLET EREN

=%8) .

ATy T2

configureterminal

1 -

Device# configure terminal

Ja—)L a7 4 FXal—g
T— F&ERHEBLET,

ATvT3

interface interface-id

1

Device (config) # interface
gigabitethernetl1/0/1

RETHA L H—T A A&EEEL, A
VHA—T 2 Af A AT 4 Fal—3
v E—RERGELET,

B =T 2 AL, LAV 2 A4
H—TxAA (R— b ACL) F=itL
AY¥Y3A4 X —T=AA (Jb—% ACL)
HIRETEET,

ATvT4

ip access-group {access-list-number | name}
{in| out}

1 -

Device (config-if)# ip access-group 2
in

BESNEA VY E—T oA A~DT V&
AL E9,

ATvT5

end

1

Device (config-if)# end

Ao HF—T a2 AaT 4 Fal—3
v E— REKT L, ¥ EXEC E— K
RV £9,

#HI{TE MAC f:5& ACL O ERX

VLAN 72013V A V2 A FZ—T A ATIHIPv4 8T 74w 7 BT 4 NE ) TTHIZIE,
MAC 7 FL AR X UL R & MAC 53R ACL 2 A LE9, FOFIE L., oL Rt &Imik

ACL %% 5E

556 LRERTT,

£ i & MAC Y538 ACL Z1ER T 5121, RO TFINEIZHE- T 72 &0,

iPvaAcL
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FIg
= I N3 il S = B
AT w1 |enable it EXEC E— REHIZ L E T,
fi e NMAU—REZ AN LET (FERkIh
=5 8) .
Device> enable
R T w 72 | configureterminal Ja—r )L a7 4 Xz lb—3a
15“ : Tt F‘%B—'ﬁﬁé\biﬁ‘o
Device# configure terminal
R T v 7 3| mac access-list extended name iz L CMACHERET 78X U A
15“ : ]\%E% szwg«o
Device (config) # mac access-list
extended macl
AT 74| {deny|permit} {any |host sourceMAC | JLiEMACT 7t A U A a7 ¢ ¥a

address | source MAC address mask} {any

| host destination MAC address| destination
MAC address mask} [type mask | Isap Isap
mask | aarp | amber | dec-spanning |
decnet-iv | diagnostic | dsm | etype-6000 |
etype-8042 | lat | lavc-sca | mop-console |
mop-dump | msdos | mumps| netbios|
vines-echo | vines-ip | xns-idp | 0-65535] [
COs cos]|

1

Device (config-ext-macl) # deny any any
decnet-iv

F7x

Device (config-ext-macl) # permit any
any

L—y gy E— KT, TXCTOEE
JEMAC 7 RL A, v A& E(ETT
MAC 7 R LA F 7213 E Dhost D 1%
EIEMACT RUL A & anyD5i%t MAC
T RUVA, v AZfFESES EMACT KL
A FETIIRFEDSEE MAC T R LA
2, permit £7-iXdeny ZHEL 7,

EE) koA arZAN1T52 L
HLTEET,

« type mask : Ethernet II ¥ 7213 SNAP
Th7ebEni= v FOEE
@ EtherType &7, 10 #8, 16
B ETITEH TR TE £,
—EHRA ORI, EETHRETE 2
don'tcare &'y h D~ AT
EtherType |Zi# fH &1 E 77,

* Isap Isapmask : IEEE 802.2 T4 &
MMtz 37 > FOLSAPE
10 %, 16 ¥, F 721X 8 HEET
KL TE X7, LETdon't care
By NOY A7 ZHETEET,
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Lrv21ra—7z42~0MacAcL0Es [

AU RFERETOVa Y

B8

 aarp | amber | dec-spanning |
decnet-iv | diagnostic | dsm |
etype-6000 | etype-8042 | lat | lavc-sca
| mop-console | mop-dump | msdos|
mumps| netbios| vines-echo | vines-ip
|xnsidp : JEIP 7’2 k=21,

scoscos: S TAF VT 4 HRET D
0 ~ 7 @ IEEE 802.1Q CoS %5,

ATy Th

end

1 -

Device (config-ext-macl) # end

WEMACT 7 AV A hary7 ¥
L—yarE—Ra&T L, BHEEXEC
EF—FIRY £,

LAXY2423—T x4 X~D MACACL DiEFH

LAXY2A B =T oA ADT 7 AZHAITHTZDIZIMACT 782 VA MEEHAT HIC
X, ROFNEEFITLET,

FIE

ARV RFERETIVa Y

B

&M

enable
1 -

Device> enable

HibE EXEC E— RE A% L,
e NMRAT—RKEANLET (Fkshn

=58

ATy T2

configureterminal

1

Device# configure terminal

Ja—n)L a7 4 X2l — g
T— FERBLET,

ATvT3

interface interface-id

1

Device (config) # interface
gigabitethernetl/0/2

FEEDA X —T A AZREL, A4V
H—TxAf AL T4 X2l —T 3
E—RZRBLET, FHETHA ¥ —
T oA RFYEL A Y24 L H—T oA
A (FR—F ACL) TrZifhiden £+
Ao

iPvaAcL
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IPvaACL |

ARV RFEERET I3y B #
R 7y 7 4 | mac access-group {name; {in | out } MACT 7 EA U Mz LT, 5
Bl - SNIA V=T 2 A ANDT 78 A%
HlE L ET

t]iiz'ici(‘config—if) # mac access-group ZKO** N ACL 1Z7 ,7 ]\/§,7 % }\:BJ:U\/‘,
VRT Y RERTHHE— R ShET,

ZA7v 75 |end A B —T e A AT T 4 X2l —3
B v E— REKT L, ¥ EXEC E— K
IR £97,

Device (config-if)# end

Z 7w 76 | show mac access-group [ interface FDA B —T 2 ZFITTRTOL
interface-id] {24 2 =7 x4 ATHA ST
151 - HMACT 7EA VA NEFRRLET,

Device# show mac access-group interface|
gigabitethernetl/0/2

TNA AL, "y beZETHE AU RACL &7y FERE LET, ACL 233
v NEFFRIT DA, TN A3y OB E G L E9, ACLB N » hEIEST D
e, T AI Ty NEREELET, RERDACL A A ¥ —7 oA AT H &
TNRA ANLACL A U Z—T oA AZHEHINTWRNHED E LT, TXTONRNTy MEFF
TLET, v FU—27 X2 VT 4 DEDICKRERD ACL ZHHT28B81Z. Z0XH7%
FERNECLAZ LITHEBELTLEEN,

VLAN ¥ v JDEHTE

VLAN ¥ v 72 AEp LT, 1 D E 23O VLANIZHE T 51213, ROAT v 7 2FAT L%
D

1R BHEIIZ

VLAN |Z 3 4 2% [Pv4 ACL £ 72139538 IP ACL, F 72134 Bif & MAC $E3E ACL 2 {ERK
L/\ijﬁo

FIE
ARV KRFERRETI Y BH#Y
AT w71 |enable i EXEC E— REHIZ L ET,
i) : e NAT—REANLET (FERSh
=5%6) .

i 'PvdAcCL
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vian v v Foiz ||

AU RFERETOVa Y

B8

Device> enable

ATy T2

configureterminal

1

Device# configure terminal

Ja—nRN)L a7 4 F¥al— g
T— FERBLET,

ATv73

vlan access-map name [number ]

1

Device (config)# vlan access-map mapl
20

VLAN~ v 7 Z2ERk L, 4riL., EET
BHEMTET, L v~ v 7RO
YRV D= AFETT,

[F U4 ETO VLAN~ » P 5Bk T 5 &
10 TN 5 F S NEIZEFN D B TH
NET, v~ v 7EEHEEITHIRT D &
XL, YT AHRvy T N OF S
EANNTEET,

VLAN ¥ v 7 Cld, FFED permit £ 7=
X deny ¥—7U— REMFHLEFA,
VLAN~ > 72 LT3y R &ES
THIIE, Ty FERAET S ACL %
B LT, 77 avd ey FICRE
L¥9, ACLN® permit |X, —ET 5
EWVI BT, ACLIND deny IE, —
L& W) ERTT,
Davw s REANTDHE, TR
vy 7 a4 ¥al—ygr ET—F
IZEDY ET,

ATvT4

match {ip | mac} address {name| number}
[name | number]

1

Device (config-access-map) # match ip
address ip2

1 D F I ITEHOEREE I 3JLET 7 &
A JRAMIRHLTRry hERELE
T (AP E/ZIIMACT KL AEMH)
Ny NOBEE, ST 557 e Fa
HATOT 7R YA RNMILTET
1TThnEd, IP X7y NI, EREE
WZPERIP 772 A U X ML CHRE
SnET, FEIP X7y MM, Afift
MACHERET 7 & A U A MZKkF LTS
HEINET,

iPvaAcL
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ARV RFERETIVa Y

B8

GE) Ny h&EA7 (P E72IT
MAC) Z%]9 % match mJH
VLAN <~ v FIZHREES N T
HGET, DO~y T I
varNniey 7O,
FEDEA ST HT T
DOy R RFry 7FEnE
3, match AJ7% VLAN < v 7
272K, BEINTWHTZ
varBhiRey 7O,
TRTCOIPBILOLA 23
Ty RRRaryTENET,

ATvTh

IP Ny NETIFIEIP Xy & (BE
D 1MAC T RLADLEFEST) §5
E L, 12O LD ACL (BEYEE 72134k
B x0Ty NERAET DT, K
Da<y FOWTINE AT LET,

« action { forward}

Device (config-access-map) # action|
forward

« action { drop}

Device (config-access-map) # action|
drop

vy T = NIEHT BT Ve vk
BELET

ATvT6

exit
1 -

Device (config-access-map) # exit

TIRAYy T ar7 4 Fal—a
VE—REKTLT, Za—)L ayv
T4 X2l —a ET—RICEY £,

ATy T1

vlan filter mapname vlan-list list

1

Device (config)# vlan filter mapl
vlan-list 20-22

VLAN~ » 7% 1 > F 72135 D VLAN
WA LET,

list 21X H.— D VLANID (22) ., #fi L
7-#iPH (10 ~22) . F£721X VLANID
DA RY 7 (12, 22, 30) ZFRETE
T3, Hr~wnAg T UDORHEIZAANL—
ABBMATHZEHLTEES,

i 'PvdAcCL
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vian ~p vian < v 70iEd i

ARV RERFTIaY El:5)
AFwv 78 |end Ja—n)ary 7 4 X¥al—g
Bl - T— NZA&T L. K EXEC £— RIC
RO ET,

Device (config) # end

VLAN ~® VLAN < v 7 D&

VLAN = v 7% 1 DE 7713 O VLAN ICEHT 51213, ROFIEICENE T,

FE
AU RFEEETIV 3 Y B
RTw 71 |enable Rt EXEC E— R AT L E T,
1 - Ta T IBRERRINTHNAT — RE
Device> enable Ajj Liﬁ_o
Z 5w 2 | configureterminal Ja—\)ar7 4 FXal—var
Bl - E— RERBLET,
Device# configure terminal
Z v 7 3 |vlan filter mapname vlan-list list VLAN ~ v 7 % 1 > F 7213 % D VLAN
15“ : L:ﬁﬁﬁ Li‘a—o
list (ZIXH—D VLANID (22) . #f L
Device (config) # vlan filter map 1 L o ~ .
vlan-list 20-22 7-#ipH (10 ‘ 22) . F£721X VLANID
DAY T (12, 22, 30) ZHETX
T4, DA T ORI AN~
ABBMATHZEHTEES,
25w 74 |end Ja—_) a7 4 F¥alb—T g
il - T RZHT L, FFHE EXEC £— FIZ
Device (config) # end VSR

IPVAACLDE=421) 4

FRAAZERESNTWVWASACL, BEIOA v Z—T7 A AL VLANIZHEA S 7= ACL #Fr
LTIPV4ACL A E=Z TXFE7,

ipaccess-group f > H —7 = A A AT 4 Fal—aryavr REHFEHALT, L1 v2E
XL AY3 A2 =724 X ACL 2 L2 BIE, £ 2 =T =4 ADT 7 & A

IPv4 ACL
I .“



B rersezasro—nyz romEs

IN—TaFRTEET, £,

IPvaACL |

LAY2A X —T A A A I N MACACL HFERT

EET, ZOERERTTLHITIE, RORITEEH SN F5HE EXEC 2~ > FEH L £,

R2:TIVER YA MBLUVTIER TIL—TE2RRTSHaIUF

avU kR

S]]

show access-lists [number | name]

KHADIPBIOMACT RLA T 7R U A
FOBREKLED T, ETFRHEDT VA
UA N (FAEERII4LNMNE) ONEE
FoRLET,

show ip access-lists [number | name]

KHDOIPT 78 AU A MK, FIIFFED
IP77&8A YR (FEAZET4ARM
) EFERLET,

show ip interface interface-id

A BE =T 2 A ADFFMRER L AT —4
AHFRRFLET, IPBARX—T /U5 TV
HA B —T A AT, ip access-group A >
H—T oA AT 4 Fal—Tgrravy
FZfEH L CTACLZEH L2 hHaid, 77
A TN—T b EKRTEENET,

show running-config [ interface interface-id]

TNARERIBESINT A H—T = A A
DAy 74 Xal—ar7rALVONE (&
EINTZTRTOMACBIOIP 77 ERY
AR, EOT IV BATNVN—T N, L H—T =
A AR SNz ) 2FRRLET,

show mac access-group [ interface interface-id]

TRTOLAF2A X —T =2 AFET 1T
EINTFLAXY2A X —T oA ACHA S
NTWALEMACT 7t U ALK

ZFRRLET,

P75 tRa>r krO—)LY R FDEEFEH

INGERY D=0 DEESIN-F T+ AAD ACL

i 'PvdAcCL

H3:)L—% ACLIZE B 57 14 v Ol

WIZ, INFRER S NU— I PRSI N4 7 4 ABRES R LET, V—F v RBR— R 2108k
ENFZY—RAIIE, TRTOREENT 7 B ATE DR EOBFRMBMHE N TVET,
N—F v K R— b IR SN — "B IZiE, BER O ORE I NT —Z B ST
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Bl MRy FO—s piEEs AT« 2o AL ]

WET, = NAEETRTOZ—FRT 7 EATEETN, =BT 7 EATEH2—

Server A Server B
Benefits Payrall

J: ll'll

I
.
Human Resources /

172.20.128.0-31 .I

PIHPR SN TOET, . |
N—4 ACL ZfFEH L CLEFRED X I IZEET AT, ROWTIhOFEEFEHLET,
o EHEACL Z{ER L, R—b 1DV —NIERBTDHIN T T4 v 774 N0E )T LE

172.20.128 64-95

1013

7,
cJE ACL Z1ER L. — O R— M IICEETA NI 74w B2 T7 4 NE2 Y T LE
7,

BBl - INRER Y FTO—O D EEINTI-F T 4« XD ACL

WIZ, BHHEACLEMHEH L THR— o —RBIZERTDL NI 74w 2T 4V E ) T L,
R DEIETLT KL A 172.20.128.64 ~ 172.20.128.95 M HIXEEIND T 7 4 v 7 12T &FF
AT 5B ERLET, ZOACLIE, HESNTZEEILT RLAZFOL—T v RABA—K 17
LEFEEIND N T 7 v ZICEHAINET,

Device> enable

Device# configure terminal

Device (config) # access-list 6 permit 172.20.128.64 0.0.0.31
Device (config) # exit

Device# show access-lists

Standard IP access list 6
10 permit 172.20.128.64, wildcard bits 0.0.0.31

Device# configure terminal

Device (config) # interface gigabitethernetl/0/1
Device (config-if)# ip access-group 6 out
Device (config-if)# end

iPvaAcL
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IPvaACL |

W2, JEEACLZEH L CYH— "B O R —NIEETDHINT T4 T7 XY T L,
EEDOREILT FLA (ZOGAEIEY—/3B) OB OSEHET R LA 172.20.128.64 ~
1722012895 (ZXESND N T 7 4 v 7 2T #5682~ LET, ZOACLIE, V—T >
RAR—=MUZERFTDH N T 70 v 7 ICHEHA SN, BBEDEET RLAIZEEEIND N T 7 4 v
TG EFRILET, JREACL 2T 2561, RETB LO%ELEHROFNC, e b=
v (IP) Z AT HHERHD £,

Device (config) # access-list 106 permit ip any 172.20.128.64 0.0.0.31
Device (config) # exit
Device# show access-lists

Extended IP access list 106
10 permit ip any 172.20.128.64 0.0.0.31

Device# configure terminal

Device (config) # interface gigabitethernetl/0/1
Device (config-if)# ip access-group 106 in
Device (config-if)# end

Bl - FS+E ACL

5l - #k5k ACL

OB DRy FU—2710.0.00 1%, 2FBHEDA 7T v "BV TRy NEfEETDHI T AA XY
cNO—2 T4, 2F0, 7y b~ RAF13255255.00 T9, *v hU—210.0.007 KL &
DI3IFZEBLIM4FZBDOA Ty FTHEDHRA MEHEELET, 77E8RA VAR 2E2FEHL
T, 7Ry F48 DT RL A% 1DFFAIL, WLH 7Ry NOMOT LA TFTXTHEGL
T, ZOT 78R VA NOEKITIE, £ bU—710.000 DIOFTRTOV 7 Xy k ED
T RUANHFAENDZ LA RLET, 2O ACL L. A— MIEETHI Ty MaEA SR
£7,

Device> enable

Device# configure terminal

Device (config) # access-list 2 permit 10.48.0.3

Device (config) # access-list 2 deny 10.48.0.0 0.0.255.255
Device (config) # access-list 2 permit 10.0.0.0 0.255.255.255
Device (config) # interface gigabitethernet2/0/1
Device (config-if)# ip access-group 2 in
Device (config-if)# end

WOBIOFEFATIL, 1023 K bREWSEERN— b ~DFEE TCPHHe & 7Fr L3, 24T7H T,
AR A K 172.16.0.0 D Simple Mail Transfer Protocol (SMTP) 7R— h~®D 715 TCP #ft 27 7] L T
WET, 3FEOOTIE, =T — T 4= KXy T HDOERFICMP A v —VZFR LET,

Device> enable

Device# configure terminal

Device (config) # access-list 102 permit tcp any 172.16.0.0 0.0.255.255 gt 1023
Device (config)# access-list 102 permit tcp any host 172.16.1.2 eq 25

Device (config) # access-list 102 permit icmp any any

Device (config) # interface gigabitethernet 2/0/1

i 'PvdAcCL
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g zant = act [l

Device (config-if)# ip access-group 102 in
Device (config-if)# end

WOBFITIE, A Z—y MR SNTEXy NU—27B83HY, DXy NT—7 FOEED
RARMNA v —F v b EOEBEDORANE TCP i 2 TEX DX HICTHHEEBEL
TWET, 72720, IPHEAMBIE, HEHA—L KA D A—/L (SMTP) KR— L ZRE,
Fy NI —7 EDOFRANE TCP it ML TERVE DI LET,

SMTP %, BtDO—8a CIZTCPAR— 25, 99— CIX 7 v X ARFA— MNESEEHLET,
P L TV AT, MUAR—MEERERSNET, 1 ¥ —Fy FBLERFTDHA—L ]
oy PSR — MME25 T, BR7eFy NT—F VAT ATIEHFIZAR— 25 TDO A — /L8
OREH SN TV, HEFT—E A TEBNCHE S ET,

Device> enable

Device# configure terminal

Device (config) # access-list 102 permit tcp any 172.16.0.0 0.0.255.255 eq 23
Device (config) # access-list 102 permit tcp any 172.16.0.0 0.0.255.255 eq 25
Device (config) # interface gigabitethernet 1/0/1
Device (config-if)# ip access-group 102 in
Device (config-if)# end

WOFITIE, Fv FT—=271ET7 KL AN 1721600 DY T AB Xy T —27 T, A—/LIKA b
DT KL A1 172.16.1.2 T9, established &— U — NIL, feSr S i=8fi & #7d3 5 TCP B A
D¥—U—RKTT, TCPT—4 77 LIZACK £721ZRST B bRRESH, 7 v FSEESF
DEFIZBE L TWD I ENHBAT AL, —HERRESNET, FHVEY A =Xy b AV
B—=TxAANIE, TAREA X —Fy NIRRT LA X —T =24 ATT,

Device> enable

Device# configure terminal

Device (config) # access-list 102 permit tcp any 172.16.0.0 0.0.255.255 established
Device (config) # access-list 102 permit tcp any host 172.16.1.2 eq 25

Device (config) # interface gigabitethernet 1/0/1

Device (config-if)# ip access-group 102 in

Device (config-if)# end

5l . & Bi{+E ACL

BT E1REE ACL & & U AT EHE5R ACL DIERL

I, Internet_filter &5 £ ETOAEERE ACL 35 & O marketing_group & W 9 44 BT OJLEE ACL %
Ve T BB~ LE7, Internet_filter ACL (%, #E67 FL X 10234 N HEE S NHT T
DT 747 &ZHFAILET,

Device> enable

Device# configure terminal

Device (config)# ip access-list standard Internet filter

Device (config-ext-nacl) # permit 10.2.3.4

Device (config-ext-nacl) # exit

Device (config-ext-nacl) # end

marketing_group ACL [Z, %8557 RL AL U AL R — ROfE 172.16.0.0 0.0.255.255 ~DILE D
TCPTelnet F 7 7 4 v 7 AL, TDOMODOTCP T 7 4 v 7 A LET, ICMP hT 7 4 v
7 HFFR L AR ORGE IS, S50 — FA3 1024 XD /h &0 172.16.0.0 ~ 172.16.255.255 D
ST RUANEESNDUDP 7 7 4 v 7 2ESELET, LSO TXTOIP T 7 1
7 EESE LT, RERT e SRR RINET,
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Device> enable

Device# configure terminal

Device (config) # ip access-list extended marketing group

Device (config-ext-nacl)# permit tcp any 172.16.0.0 0.0.255.255 eq telnet
Device (config-ext-nacl) # deny tcp any any

config-ext-nacl) # permit icmp any any

config-ext-nacl) # deny udp any 172.16.0.0 0.0.255.255 1t 1024
config-ext-nacl) # deny ip any any log

config-ext-nacl) # end

Device
Device
Device

Device

Internet_filter ACL I3%&18 b7 7 ¢ v 7 \Zif & 41, marketing_group ACL (X LA ¥ 3 iR— kD
EENT 7oy 7ICEASINET,

Device> enable

Device# configure terminal

Device (config) # interface gigabitethernet3/0/2

Device (config-if) # no switchport

Device (config-if)# ip address 10.0.5.1 255.255.255.0
Device (config-if)# ip access-group Internet filter out
Device (config-if)# ip access-group marketing group in
Device (config-if)# end

£ Hift E ACL A > D1ERI ACE D HIBR
WIZ, AFiftE 7 782U A | border-list 725 ACE ZERICHIBRT D62~ LE 7,

Device> enable

Device# configure terminal

Device (config)# ip access-list extended border-list
Device (config-ext-nacl) # no permit ip host 10.1.1.3 any
Device (config-ext-nacl)# end

5l ACLOX S
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Jb—% ACL Tif, 2O U /NI FR— IR TWET, logF—T— REEET D L.
T MY E—ET Ly MCET A e @A v —URar =GR ESNE T,
log-input ¥ — 7 — R&IFETDHE, vl = MVICANA VZ—T = A APEMSNET,

WOFITIX, LRifTEfEuET 72 U R b stanl (£ 10.1.1.0 0.0.0255 "HD ST 7 4 v 7 &4
HL, ZOMOTRXTOERELILD N T 74 v 7 EFAILET, logF¥F—TU— FLIEEESH
TWET,

Device> enable

Device# configure terminal

Device (config)# ip access-list standard stanl

Device (config-std-nacl)# deny 10.1.1.0 0.0.0.255 log
Device (config-std-nacl)# permit any log

Device (config-std-nacl) # exit

Device (config) # interface gigabitethernetl/0/1
Device (config-if) # ip access-group stanl in

Device (config-if)# end

Device# show logging

Syslog logging: enabled (0 messages dropped, 0 flushes, 0 overruns)
Console logging: level debugging, 37 messages logged
Monitor logging: level debugging, 0 messages logged
Buffer logging: level debugging, 37 messages logged
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File logging: disabled
Trap logging: level debugging, 39 message lines logged

Log Buffer (4096 bytes):
00:00:48: NTP: authentication delay calculation problems
<output truncated>

00:09:34:%SEC-6-IPACCESSLOGS:1ist stanl permitted 0.0.0.0 1 packet
00:09:59:%SEC-6-IPACCESSLOGS:1ist stanl denied 10.1.1.15 1 packet
00:10:11:%SEC-6-IPACCESSLOGS:1ist stanl permitted 0.0.0.0 1 packet

WIT, ZEIFTXIEBET 722 U A R extliZ Lo T, fEEDOEETLHS 10.1.1.0 0.0.0.255 ~D
ICMP X% v F2FFA[ L, +_XTOUDP 4 v N2 ELTAHEZRLET,

Device> enable

Device# configure terminal

Device (config)# ip access-list extended extl

Device (config-ext-nacl)# permit icmp any 10.1.1.0 0.0.0.255 log
Device (config-ext-nacl) # deny udp any any log

Device (config-std-nacl) # exit

Device (config) # interface gigabitethernetl/0/2

Device (config-if)# ip access-group extl in

Device (config) # end

WIZ. VERE ACL O u 7 Of %= LET,

01:24:23:%SEC-6-IPACCESSLOGDP:1ist extl permitted icmp 10.1.1.15 -> 10.1.1.61 (0/0), 1
packet
01:25:14:%SEC-6-IPACCESSLOGDP:1ist extl permitted icmp 10.1.1.15 -> 10.1.1.61 (0/0), 7
packets
01:26:12:%SEC-6-IPACCESSLOGP:1list extl denied udp 0.0.0.0(0) -> 255.255.255.255(0), 1
packet
01:31:33:%SEC-6-IPACCESSLOGP:1list extl denied udp 0.0.0.0(0) -> 255.255.255.255(0), 8
packets

IPACL D¢ _RChuxr 7 = kit %SEC-6-IPACCESSLOG TRt L F4, = b U DI
AT, —HLFACLRT 782 = N OFFHEIZIS U CETRARY £,

WIZ, log-input ¥ —7 — R&ZFEE LG EDOH A v —20flZE R LET,

00:04:21:%SEC-6-IPACCESSLOGDP:1list inputlog permitted icmp 10.1.1.10 (Vlanl 0001.42ef.a400)
->
10.1.1.61 (0/0), 1 packet

log & —U— R&IEE LA, ROy MCBET L0 Ay —IIZIATA o4 —
T A AMERDEENETE A,

00:05:47:%SEC-6-IPACCESSLOGDP:1ist inputlog permitted icmp 10.1.1.10 -> 10.1.1.61 (0/0),
1 packet
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B 5 oacEss0T50 40 MEShE RS T4 90 ETSTAY MESRTOEN RS T4 9%

Bl : ACER XUV TSI AV MEEINIZ,Z T4 v ETTTALME
SENTWEWRSTa v

WDa<wy RTHERESN., 777 A MEENRT=32o0% y MTBERENAT 7R Y A b
102 ZHIZE > TR L £ 97,

Device> enable
Device# configure terminal
Device (config) # access-list 102 permit tcp any host 10.1.1.1 eq smtp
Device (config) # access-list 102 deny tcp any host 10.1.1.2 eq telnet
Device (config) # access-list 102 permit tcp any host 10.1.1.2

( )# access-list 102 deny tcp any any

( ) # end

Device (config
Device (config

\}

GE) WO 2250 ACEIZITISEET FLADHIZeq ¥ —U— FRH Y 9203, ZHUIBEA O TCP
AR — FBEERENEN T TV A— Nk 7 v k2L (SMTP) X O Telnet & —EH7 %
MEIDET =y 7T HIEEERLET,

e X7 M AVX, BRA R 10222 OAFE— b 65000 2>5 A A K 10.1.1.1 O SMTP 78— hMIEE
ENBTCP N7y FTT, ZO/ry hRT T 7 A MEERTEEE, LA Y 4 FHRN
TRTHI> TNDT2D, BTy hTHHIGELRIL LT W®777%/F#W
WD ACE (permit) & —FH L ET, VDT T 7 A FHiRMID ACE & —ELEd, =
UL, ENH0OT7 7 A2 M SMTP A— MEBRBEEN TR TYH, &I ACE 3
WHINZEZIZVAYIFERETET = 7 T5N05TT, ZOFOFEHRIT, /37~ b
MTCP THDHZ &L, 5852810111 THDHZ L TT,

« N7y R BIE, ARA R 10222 OFR— bk 65001 2254 A K 10.1.1.2 @ Telnet 78— N ZE(F
SNET, ZONTy "R TTTAY MeEnTGAE. LAY 3ERE VA Y 4TERST
RTHIHSTWDED, DT T T AL FB2ODDACE (deny) &—EHLET, HVD
TIT A ME, LA TYATERNE TN TWRNWED, 229HDDACE & —FLEHA, 7E
VDT Z7 A ME32HD ACE (permit) & —FH L E£7,

BOIDOT7 57 Ay RRER SN0, RA N01121358487 37 v N E R T X7,
FORER, Xy FBIIEGSNET, 272U, UBOHFRESNEZT T T A SRRy b
T — 7 OFEEAER L, AA N 10.1.1223% 7 hEFERLE Y &5 L XI2hA b
DY Y —ANHEINET,

T A MEENRT Ay b ClE, AR B 10222 DFR— k65001 72574 A - 10.1.1.3
DR— M fplZEFINET, 20Ty "R T7 T T A MeShi=5GE, &0 7 57
AL IR 4OHDD ACE (deny) & —FLFET, ACEIXLA V4 EHREZT = v 78T, T
RCDT T T A MOV AYIHERISEHENAA R 10113 THDHZ LRSI, BiD
permit ACE X/ A KRA 2 F v 7 LTV, D777 A b3 _T420HD
ACE & —E L %7,
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5 : ACL T D FFMEIZEE % M

OB, workhours (EZERFH]) DORFRIFEIAR L OEAEORE (20064F1 7 1H) Z&EL,
R ERT BUIE R LET,

Device# show time-range

time-range entry: new year day 2003 (inactive)

absolute start 00:00 01 January 2006 end 23:59 01 January 2006
time-range entry: workhours (inactive)

periodic weekdays 8:00 to 12:00

periodic weekdays 13:00 to 17:00

RERI&GPH 2 92 1, REREIHEPE 4 3235 C & 2 P8R ACL WICH g4 2 A LET, &
W, HERT 78 A U A 188 ZAE L T T 2Bz~ LET, ZOT7 78R U A NTIL,
EFR SINTARERFR P IX T R TOREE LN DL T RXTOLEE~D TCP b T 7 4 v 7 G L,
R I R_RTOTCP v T 7 4 v 7 BRI LET,

Device> enable

Device# configure terminal

Device (config) # access-list 188 deny tcp any any time-range new_year day 2006
Device (config) # access-list 188 permit tcp any any time-range workhours
Device (config) # exit

Device# show access-lists

Extended IP access list 188
10 deny tcp any any time-range new_year day 2006 (inactive)
20 permit tcp any any time-range workhours (inactive)

WIZ, AT E ACLEZMEHLTCHEL N7 7 4 v 7 Al B L OHER T 5012~ LET,

Device> enable

Device# configure terminal

Device (config)# ip access-list extended deny_ access

Device (config-ext-nacl) # deny tcp any any time-range new_year day 2006
Device (config-ext-nacl) # exit

Device (config)# ip access-list extended may access

Device (config-ext-nacl)# permit tcp any any time-range workhours
Device (config-ext-nacl)# end

Device# show ip access-lists

Extended IP access list lpip default

10 permit ip any any
Extended IP access list deny_ access

10 deny tcp any any time-range new year day 2006 (inactive)
Extended IP access list may access

10 permit tcp any any time-range workhours (inactive)

5 - IP ACL [Z5& B & 1 4 Rl SR B

WIZ, HREB DS AREH OFHI 8 B ~4-t% 6 B (18 FF) Ofi], IPOHTTP b7 7 4 v 7 %4
E59T50%RLET, UDP b7 7 4 v 7id, TEEBIOHBEOLEF~F% 8K (20 Kf)
O S E T,
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Device> enable

Device# configure terminal

Device (config) # time-range no-http

Device (config) # periodic weekdays 8:00 to 18:00

Device (config) # time-range udp-yes

Device (config) # periodic weekend 12:00 to 20:00

Device (config) # ip access-list extended strict

Device (config-ext-nacl) # deny tcp any any eq www time-range no-http
Device (config-ext-nacl)# permit udp any any time-range udp-yes
Device (config-ext-nacl)# exit
Device (config) # interface gigabitethernet2/0/1
Device (config-if)# ip access-group strict in
Device (config-if)# end

Bl - ACLADI A FDIEA

i 'PvdAcCL

remark ¥ —U— K& T 5L, EEDO IPEREEZITVE ACLIZ= MV IZET B a 2
M (ER) ZENTEET, A MEFEHTDHE, ACLOEEE A v U NEZIT/HRD F
T, 1203 Ay MTOEKEIT 100 SCFETT,

a2 A2 M, permit A7 — kA2 hEiddeny A7 — A FORIZELLICTHEIETE

F9, TAL IR ED permit A7 — h AV hEiT deny AT — h AL NOFBTH D D0
HREIC 2D K918, 3 A FPOMEIZE L T—BMA2 R OUENDH D £4, Lxid, o=
A2 MERET 5 permit £721X deny 27— R A FORNZH Y | oo =2 A2 MIKHET 5D A
T AL FOBRAICHD & RELAH LS ATRRERH Y £77,

BB IPAEREE 2 ITIEACLIC 2 A > F & AT 521, accessist access-list number remark
remarkk 72— )L a2y 7 4 X2 b—varavy REFERALET, 2 A2 FEHIBRT 51213,
Zoawry Fono BN EERLET,

WROFITIE, userl DT —J7 AT —2 g3 NET 7B AZFHA L, user2 DU —F AT —3/ 9
WZIE7 78 A2 LERE A

Device> enable

Device# configure terminal

Device (config) # access-list 1 remark Permit only userl workstation through
Device (config)# access-list 1 permit 171.69.2.88

Device (config) # access-list 1 remark Do not allow user2 through

( )# access-list 1 deny 171.69.3.13

( ) # end

Device (config
Device (config

LEIfTEZIPACLO=Y U, remartk 778 AV AR a7 4 Fal—ay av R
EHEALET, axA2 bEHIBRTHIZIE. Z0oavr FonoBERE2#HLET,

WOHFITIE, 7 %> b subnetl (ZIXT7 V7 b3 2 K Telnet OfFEFANFFA] SNERE A,

Device> enable

Device# configure terminal

Device (config)# ip access-list extended telnetting

Device (config-ext-nacl) # remark Do not allow subnetl subnet to telnet out
Device (config-ext-nacl) # deny tcp host 171.69.2.88 any eq telnet

Device (config-ext-nacl) # end
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Bl 5y FEEET S AL EUVAN 7 v TotkR [

il : /N7y FEEERT S ACLE LU VLAN 7 v TDER

ZIZTE, Ny FEESET S ACL BLONVLAN ~ v 7 2ERT 2012~ L £, &AID
~» 7Tl ipLACL (TCP X7 v b) IZ—HT 5T _XTONRTry bR ey FInET, &
WNZ, TXTDOTCP N7y MEFFAI L, ENLSD T > 2T XTHEGT % ipl ACL #1F
B LET, VLAN = v FZUTIP 237 v MMZxd 5 match FINFAET D720, T 74/ hDT
7 varyTiE, EOmatch Al H—FHLARWIP N7y bR T_RTRry7InET,

Device> enable

Device# configure terminal

Device (config)# ip access-list extended ipl
Device (config-ext-nacl)# permit tcp any any
Device (config-ext-nacl)# exit

Device (config) # vlan access-map map_1l 10

Device (config-access-map) # match ip address ipl
Device (config-access-map) # action drop

Device (config-access-map) # end

Bl Ny FEEFRIT S ACL B KU VLAN 7 v TD1ERL

L | A ]
Tovay

WIZ, Ty NEFFAT 5 VLAN v v 72 AE$ 2612~ LE3, ACLip2(X UDP /37 v b
ZFFATL, ip2ACL & —ET 53 _XTONT Y EBERIESNE T, 2O~y 7 TiE, ZHLAI
DEDACL EH—F LN TRTOIP/Y > b (TCPTHLUDP THZRVWWS 7w h) A RE v
TINET,

Device> enable

Device# configure terminal

Device (config)# ip access-list extended ip2
Device (config-ext-nacl)# permit udp any any
Device (config-ext-nacl)# exit

Device (config) # vlan access-map map_l 20

Device (config-access-map) # match ip address ip2
Device (config-access-map) # action forward
Device (config-access-map) # exit

O ROYTEELUMAC /N Y FDEEDT I AL+

WOBDOVLAN~ >~ 7 CTlE, T 74/ FTIP N7 RS Ra v 7 &3, MAC /X7 v b SR
SNFET, FEAED ACL 101 B L AR EIEIRT 72X U X | igmp-match 35 & OF tep-match
IOy T EMAEDETHERTLE, IROLDIZHRY £7,

« T XTDOUDP T v PP ERIESNVET,

c TRTDOIGMP N7 v FBA Ry 7ESRET,

e T RTDTCP 47 v MR EEEEINE T,
cZDMDTXTOIP Ty M3 Fr Yy 7FINET,
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YTBRUPIPIRT Y FOEEDTIAHILE TSI I

¢« TRTDOIIP N7y PREEEINET,

Device> enable

Device# configure terminal

Device (config) # access-list 101 permit udp any any
Device (config)# ip access-list extended igmp-match
Device (config-ext-nacl)# permit igmp any any

Device (config) # action forward

Device (config-ext-nacl)# permit tcp any any

Device (config-ext-nacl)# exit

Device (config) # vlan access-map drop-ip-default 10
Device (config-access-map) # match ip address 101

Device (config-access-map) # action forward

Device (config-access-map) # exit

Device (config)# wvlan access-map drop-ip-default 20
Device (config-access-map) # match ip address igmp-match
Device (config-access-map) # action drop

Device (config-access-map) # exit

Device (config) # vlan access-map drop-ip-default 30
Device (config-access-map) # match ip address tcp-match
Device (config-access-map) # action forward

Device (config-access-map) # end

kD RAYTEBEUVIP/NT Yy FDEEEDT I AIL +

WOFDVLAN~ v 7T, T 74/ TMAC/N7w R Ra v 7 &, TIP3y h RS
SNFET, MACHEIET 7 A U & | good-hosts 35 & T good-protocols % = O~ v 7" L A E
PETEMRTLE, ROLIITRD ET,

* 75 A K 0000.0c00.0111 33 & TF 0000.0c00.0211 735 D MAC 737 » bRt ShvE S,
» decnet-iv F 7213 vines-ip 7’17 b L AEHT D MAC /X7 v b RERE S ILE T,

c EDOMDOTXTOIEIP X7y bR Rry FINET,

e T RTDOIP Ny FBERIEINET,

Device> enable

Device# configure terminal

Device (config) # mac access-list extended good-hosts

Device (config-ext-macl) # permit host 000.0c00.0111 any
Device (config-ext-macl) # permit host 000.0c00.0211 any
Device (config-ext-nacl) # exit

Device (config) # action forward

Device (config-ext-macl) # mac access-list extended good-protocols
Device (config-ext-macl) # permit any any vines-ip

Device (config-ext-nacl) # exit

Device (config) # vlan access-map drop-mac-default 10

Device (config-access-map) # match mac address good-hosts
Device (config-access-map) # action forward

Device (config-access-map) # exit

Device (config) # vlan access-map drop-mac-default 20

Device (config-access-map) # match mac address good-protocols
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Device (config-access-map) # action forward
Device (config-access-map) # end

Bl : T RTON Ty 2ROV TTETIHILETOTY

ROFID VLAN v v 7 TlE, 774N FTTRXTONT v b (IPBIOIEIP) A Rry 7S
NET, BI2BLOWI3DT7 72 U A b tep-match 38 X O good-hosts & Z D~ v 7 L flAE
PETEMNTLLE, ROXDITRY ET,

TN TOTCP Ty bRk S ET,

« AR A 1 0000.0c00.0111 35 K T* 0000.0c00.0211 7> D MAC /37 > hSEEE S IVE T,
cEDMDTXTOIP Ty FidFry 7SN ET,

« ZDMDFTXTDOMAC /ATy b Ry FIET,

Device> enable

Device# configure terminal

Device (config) # vlan access-map drop-all-default 10
Device (config-access-map) # match ip address tcp-match
Device (config-access-map) # action forward

Device (config-access-map) # exit

Device (config) # vlan access-map drop-all-default 20
Device (config-access-map) # match mac address good-hosts
Device (config-access-map) # action forward

Device (config-access-map) # end

Bl : %y FT—5 TOHVLAN T v T O

Bl: D4 ) g o0—€y FOERE
K4:74¥%) T 90—Ey FOHRE

IAxXY Yo7 7u—Ey MERTIZ, V=T 4 VT IRAAL v F ETHDI S TORNGEDN
HVFET, 2L, TORETH VLAN v v 7B LN QoS 75338 ACL I3V AHA— h & TV E
T, RARXBIOKRA NYITRARLD VLANNIZHY, DAYV T 7u—8y b AL v T
ABIXOAS v F CIZHEHRINTVWDEHRELET, FARXDOLHERARNY ~D T T (v
JVE, =T A VT BEMNCEREINTZ VA YIAL v T ThHDAAL v F BIZ K> THREMIC
N—T 4 TENET, FRAFXDOERARNY ~D T 749 71F, b T 747Dz b

IPv4 ACL
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. Bl I4XvYLT sa—Fy FOE

URAV R THAIAALYFATT 7R ay be—LTEXFET,

|
|
|
f |
\

ﬂ Switch C
|

Switch A

VLAMN map: Deny HTTP
from X to . =———=

HTTP is dropped —=

at entry point.
=4
Host X Host
e VILAN A 10.1.1.32 10.1.1.34
— — — VLANZ

1oi1ams

—m Packet

HTTP F 57 4 v 7 B R AR XMNHRARY ~ZA v F o 7 LARWESIT. AA X P 7T
RFL210.1.1.32) 26ARARY (IP7 FLA10.1.1.34) 2D T_XCOHTTP F T 7 4 v 7
MAAL v F AT Ry 7SN, AL vF BTV v 7E3N0nEoc, AAvTFAD
VLAN v v 7 2R ETXET,

AN, HTTP R— F ECTFRTCTOTCP v T 7 4 v 7 % (—F) +5IPT7T7&8AX URb
http Z & L £ 7

Device> enable

Device# configure terminal

Device (config)# ip access-list extended http

Device (config-ext-nacl)# permit tcp host 10.1.1.32 host 10.1.1.34 eq www
Device (config-ext-nacl)# end

WIZ, htp 7 78R VAN —HETDHIN T 74w/ MW Ray 7S, EOMOTXTOIP b
TT7 4 I NEEIEEIND L HIZ, VLANT 7R < v 7 map2 Z1Ek L E£9,

Device> enable

Device# configure terminal

Device (config)# vlan access-map map2 10

Device (config-access-map) # match ip address http
Device (config-access-map) # action drop

Device (config-access-map) # exit

Device (config)# ip access-list extended match_all
Device (config-ext-nacl)# permit ip any any

Device (config-ext-nacl)# exit

Device (config) # vlan access-map map2 20

Device (config-access-map) # match ip address match_all
Device (config-access-map) # action forward

Device (config-access-map) # end

WIZ, VLAN 727 ¥ A ~v 7 map2 % VLAN 1 (Z5@f L £,
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Bl : BO VAN 12535 —i~07 2 £204HE [

Device> enable

Device# configure terminal

Device (config)# wvlan filter map2 vlan 1
Device (config) # end

{5 : BID VLAN [Z&H B Y —/3~D TV 2 ADHIR

5: 5D VIAN EDY—IX~DT U 2 ZADHIR

BID VLAN IZH DV —"~DT 7B AZHIRTEFT, 72L& 2iE. VLAN 10 NDH—
10.1.1.100 TiZ. ROBA F~DT 7 B2 ZERTHLERNH Y 9,

e VLAN20 HDOH T %> ;101208 1I2HBKFANDOT 7 AZEIEL F1,
« VLAN 10 DR A b 10.1.14 B X 10.1.1.8 DT 7 B A& L F1,

VLAN map

10.1.1.100 J‘
m- o Subnet

I
Server (VLAN 10) ‘_T"'“———n__ 10.1.2.0/8

—\—\_\_—\_\__\_\_\_ ‘
o ——

T\Hast iIVLAN 20)

10.1.1.4

Host (VLAN 10) Layer 3 switch

10.1.1.8

1o12ma

Host (VLAN 10) —» Packet

5 : BID VLAN [2H B —/I~DT U 2 ADESE

Wiz, 37 %> 101208 NDHRA b, ARA B 10.1.1.4, BLIOFEA B 10118 DT 7 ¥ A%
FEL, ZOMOIP T 7 4 v 7 ZF A3 5 VLAN ~ 7 SERVERI-ACL #{EL LT, BID
VLANNDH—_~DT 72 2R R T 562" LET, REDAT v 7 Tk, ¥ v 7 SERVERI
Z VLAN 10 [ZHE/H L £,

ELWRTry b —HTSHIPACL ZERLET,

Device> enable

Device# configure terminal

Device (config) # ip access-list extended SERVER1_ACL

Device (config-ext-nacl) # permit ip 10.1.2.0 0.0.0.255 host 10.1.1.100
Device (config-ext-nacl) # permit ip host 10.1.1.4 host 10.1.1.100
Device (config-ext-nacl) # permit ip host 10.1.1.8 host 10.1.1.100
Device (config-ext-nacl)# end

(
(
(
(

SERVERI ACL & —ETHIP N7y hE Fry LT, ZOACL &—FELZRWIP /YT > K
ZHARET 5 ACL Z#fEH LT, VLAN~ v 72 EHRLET,

Device> enable
Device# configure terminal
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Device (config) # vlan access-map SERVER1_MAP

Device (config-access-map) # match ip address SERVER1_ACL
Device (config-access-map) # action drop

Device (config) # vlan access-map SERVER1_MAP 20

Device (config-access-map) # action forward

Device (config-access-map) # end

VLAN 10 {Z VLAN = > 7% @A L £,

Device> enable

Device# configure terminal

Device (config) # vlan filter SERVER1_MAP vlan-list 10
Device (config) # end

IPvd 75X bO—)LY R MZET 5EMNEER

B (Y=aTFILAEA LI
]

IPv6 Tex=VUF s ar74X¥=2b—a>HAR] @ [MPv6ACL] D=

SRAADTHZAIIL YR—+

B )y

AAaADY R~ WebH¥ A FTiE, vAaORET 7 v v | http//www.cisco.com/support
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IPvBA 7o tRXa> kbAO—)LY) X FDHEEERE

ROFIZ, ZOFEY2—/LTuHToHEDY U —2AB LI UOEERFHRZ R LET,
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