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CACLOA TV b I —7 (13—Y)

ACLDA Tz R N—T

ACLOF T V=l N N—THEHEH LT, =—%, TS X, Fid7m harz /L —
FICHEL, N0 NN—T T 7k Aary ba—n ) Ak (ACL) ICHEHLTT7 72 =
Yhe— VR = ERTEET, ZOMREICL Y, HEROACL CHEASNLEADIPT
FLz, Za haj, R—=hTERL, 79227 NIV —FZ2FHATELLR20 FT,
ORI, BT 7 A aryha—n Y (ACE) ZFFA LETA. % ACE & 1#
LT, 2—=FDITN—T2RIK L TH—RERTV—ERAD T IN—T~DT 7 v A%l F
I G

KB R RU—27 TlE, ACL DI KE BEIT) (12720, FRZ ACL DHEEIZAE T X
NAHGEIELACL OREB I OEHENNECRVET, A7V R NL—TX—ZD ACL
IE, RO ACL L0 b/hE<, BiART <, RELEHNES THH7-D, Cisco I0S L—#
TORBE /2 — T 7 & AR COFNE L O8N ACL OB ANERILINET,

CiscolOS 77 A T U —/TlE, 7V =7 b A—F1IRY > —DIERE BRI+ 2 2 &
ne (722X, INV—T AT N—=T AV —EA~DT I B RAEZHATHRE) A7V =
P RITN—=FIZEBAY) y R ELNET,

ACLDA T2y b JIL—TIZET HHNEIE
ATV NI N—TE, PERASTE ACL B L UOE (& ACL TOAEHATE £,
e T2l NI N—TF =D ACL %, IPV4/IPv6 7 RL ADH %P R— kL ET,

AT NITN—TR_R—ZADACLIL, VA V3 EZ—T a2 A Qb—T v NA L Z—
T2 A ARLVLAN f VX —T =2 AR E) EWTA v H—T o2 f ADHEYR—FLE
9,

e TV NI N—TF_X—AD ACL I, IPsec TIEVR—FENTWEHR A,
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F TV FIN—TEHENTDHACLAT — A ME, WEDOT-OICRPIZEE S5
Ry FNCIRER S ET,

cACL THR—FENDAF TV = M N—T_X—ZAD ACE O¥id. TCAM R Tx %
MEIMITELTT Ty h 7+ —AIZ k> TEAR Y F9,

ACLDA Tz b JIL—TIZEY 515

R ACEZHREL, ACENFRUACLNOA TV =27 v NN —7%2BRT 5L IR ETE
F7,

ATVl NI N—T_—2@ ACL IL, Quality of Service (QoS) —EH#E, CiscolOS 7 7 A
7 7 % —/, Dynamic Host Configuration Protocol (DHCP) . 3 X UOZ OfhdyEsE ACL % 1%
TOHWETHEHATEET, 612, SATFXXYANNT T4 THET V2 NI A—TR_—
ADACL ZERTHZ b TEET,

DA LRI RBIOT U MUY RNy ERBIGE, 7= NI NA—TR—2X
O ACL ZEHAT 5 &, RO ACL 2T 655 L0 "7 r—~< 2 ABMELES, £
7o KRR CTIE, ACETA 7 V=7 N N—T%f+52L T, 7T RLAL T b=
NDRT ZEBBID ACE % EHT D MEN/RL 225725, NVRAM [CHE/R A B L—T%
B C& £,

IO N TN—T

FT 2 NN —FITE, B—DA T2 b (B—DIPT FLA, Xy hU—Y T2
IV T 2y ") FRITEEOF TV 27 b (BEDOIPT L AOMBAEDLE, vy FU—
I, FRITIV TRy b l) EEDDLIENTEET,

—WBR T /A aryban—L 2 b (ACE) TiE, 22—V DI N—TNEEEDY—R T
N—TWCDHRT IEATEEST, 7= MNTN—TR—=ZADT 7 EAar ba—LJ Xk
(ACL) Tl%., %D ACE Z1Ef+% (% ACEICHEZRHIP 7 RLANKE) Kby, +
T2 NIN—T BT DD ACE Z{ERCTE £3, FEOA T V=7 T —7
(Fa ba)vFR— I N—T72L) ZHELC, 22—V I NN—TO—EDOT SV r— 3 0
BT 7R AARBIZCTE £T, ACEIZIL, EETXDOH, 50kDH, L, EFLEWFOA TV =
I NITN—THhEGbBHT EINTEET,

FTPx0 WINA—TEMEH LT, ACEDaVR—% > FNOFTAMESHETEEY, L1
I, MEENOBEPANZD T N—T A=y TEGE L, EEE N ACE HIRZHTA LT,
EOEMPEAEICEETE 202 1 L £7,

CiscoPolicy Language (CPL) 7 7 A~ v V% iHT A CA 7 V=2 NI N—T 2T
i ‘a‘o

ZOWRBIZ, ACL XTGA—=F &7 N—T T DD, Xy NI—0 AT V=7 b T —7
YV —ERAF TVl N IN—TO2EHOA TV 2 NIN—TEYR—FLET, Ih
SOXF TVl NIN—TEFHLTC, IPT RLA, 7u bhai, 7a har$h—tv2x (F—
k) . 3 X Internet Control Message Protocol (ICMP) # A 7% 7 /v—7 (kL 7,
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xybo—sAIvzs bk sn—JcaasnstIivzot Il

Ry RD—s FISTY R IL—TTHTESNEE TS b
Xy Ty AT Tx s h Tl KONFRINDOAT S 7 DT T

¢ 0.0.0.0 275 255.255.255.255 £ COHPDLEDOIP 7 R A (any 2~ > REfiH LT
ELET) .

e ARARNIPT LR

R M

e FDMDOX Y NI—F F TV N T A—TF

cH TRy b

eRANIPT FL A

s TN—T A N—D Ry NT—7 T KL A

cRANENEF TV N I A—F
Y—ERXRAITSzH P TI—TTHAISNZATSH +

=R LTVl N TA—TEL, RONTNDIDOEFT =) NOTN—TTT,

« EFIB L U%ENL T 1 b3/ AR — K (Telnet X° Simple Network Management Protocol (SNMP)
3 E)

« Internet Control Message Protocol (ICMP) # A 7" (= =a—, T a—5%&, KA MEIEAER
)

« vy 7L~L 71 k3L (Encapsulating Security Payload (ESP) . TCP, UDP 72 &)

« ZTDMDOY—EARAF Tl N T N—T

ATz T IL—TIZE D ACL

ko7 78X 3 br— URX L (ACL) A FIISRT HHEITT T, A7V
J N ITN—T XR=ZDACL & BN H Y | (RO ACLOKREA » # T 7 v a s 3A 7V =
I NITN—TRXR—=AACLERIUTY, ZOWEICLY, A7V F 7 —F X—Z2DACL
EYPR— BN TEDLLITHRD ACL BWIEEES L, HiLnFxF—TU—RE | EELT RUA, %1
BT RLAL BEILA— M, BLUOSELER— MBS ET,

AT N ITN—T A R—= S VRARTE, (A7 V=7 N I A—T%HIREB L O
ERETID) A7 V=7 FEBITEIN, BBk, $REEETEET, £, ATV NS
N—T A=y P YARNTIE, A7 V27 b IV—T52EHT5ACLT 7 A a2 b
n—/Lx Y (ACE) #BHEHETIC, A7V FaBM, Bk, £SR3 EE £,
TN—=TWCA Tl N BTG, JA—7nbAd 77 MaHIBRT5H5Z & T, ACL
EAVE—T oA AZHEBEHETNC, 7027 8 I —F _X—ZAD ACLNTEENIE L <
BERET D Z L 2R CE £ 9,

V=R T N—=T DI, ST N—T DI, XY — A TIN—T L5t SN — T D ST a2
HLT, 727 h I N—7 RXR—20D ACL ZEHEIRETXFT,
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B rcoroozsr v—Jomess

ACLDA T

ACLINEIZ7 T A R_R—ZA RY—5FiE (CPL) RV —HNTHEHEIN TWBEA TV =7 |k
TN—TITHIBRCTE £ A,

SO M TIL—TDHERTEARE

ACLOFA TV =/ b I N—THFET DL, BN 1 DU EOF TV =7 b 7 V—T%AE
LET, (BT HAT V=2 NI A—T1F, Xy NI—0 ATV =7 N I A—7 (RA b
T RLARLR Yy NU—I T RLAREDFT V=27 "REEND I NV—T) 30— 24
TV b IN—7 (R— FEFIZIt, eq. gt. neq. range 72 EDIEE AT H 7 —
7)) BAEBEICHAEDEDLZENTEET, A7 V=27 FIA—TEERLTE,. TbD S
=AY — (permit £7ziddeny 72 &) Z@EH+ 5727 8A artrp—L Y
(ACE) #fFRL £,

FYRID—=0 AT b TIL—TDERK

B—DA7 =7 b (B—DIPT KLVA, KA, BIOFRy NU—7 ATV =7 kN T —
7. ERRY TRy MR FRBEEROA TV FEERXY NI—7 ATV =T T
N—TNE, ATV "OT 7 BAFEARY o —EEKT D7D, Xy NU—7 ATV x
7 b IN—7 N—2 ACL NEEST T b TV E,

Ry NIT—=0 FTV=7 b TN—T 2T D11E, ROEEZETLET,

Flg
ATV RFERIEITII Y B8
AT 71 |enable KikE EXEC &— REAZNC LET,
1 - e MNR2AT—REANLET (FERSh
=58) .
Device> enable
AT w 72 | configureterminal Jua—\) a7 4 X¥al—3g v

Bl T REBIELET,

Device# configure terminal

2w 7 3 |object-group network object-group-name | 47/ N I NA—T LB TEFZL. Ry
- N —s ATV b IA—TF 3
TJA4Xal—varET—RNERBLE

Device (config) # object-group network 7%0
my-network-object-group

R 7 4 |description description-text (F7vay) A7 N T A—F
Bl OBPEIRE LET,
¢ XK 200 XFEMFBHTEET,

Device (config-network-group) #
description test engineers
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rvbo—s47vzot o—T0ks |

AU RFERETOVa Y

B8

ATy TH

host {host-address | host-name}
f5

Device (config-network-group) # host
209.165.200.237

(7 ay) RAMDIPT KL 2E
T34 RIEfRELET,

e TRA N T RLREIEETHEL.
IPvd 7 R AZBERT 20BN H
nE9,

ATvT6

network-address {/nn | network-mask}
fi

Device (config-network-group) #
209.165.200.225 255.255.255.224

(FAFvay) vy ITRxy b FTVT
MfREELET,
« Xy hU—27 7 RLAIZIZIPV4A T
RUAZRET HLENRH Y 7,
TIANIDXy NI =T A7
1% 255.255.255.255 T,

ATy T17

group-obj ect nested-object-group-name
fil

Device (config-network-group) #
group-object my-nested-object-group

(A7vay) BEDO @) 7927
N IN—TIEDD XA ST ()
F T2 N TNA—TEEBELET,

AT N IN—TDEAT
ITBLD X A 7L —F LT DL
HVEFT (FZLzX Fv hU—7
F T N TN—TEERT D
Bia., TELTHORy NU—7
FTx I N ITN—TERETD
PMERHY FT)

IN—TF F T =y NNTEET
HATV=r VORI, A7V =
J K ITN—=TDRANMILSTD
HARETT, T 2E AT V=7
MNIWITN—TAETNV—TBD
MAFICEENDSEEG. AL BOM
FrEEL I N—7CEEHFETEE
T, 2L, IA—THEEOIER A
JlE T IN—TF F TV b
BEHLILIITEERA (e x
WX, IN—T AEBITN—TBILE
b, WIZINV—T BETILV—T A
IZEHBZ LIFTEERA) &

FANEINTZAFT 2T b T —
T D LIV OE TR FRIC ] T &
FT (ZEL. mR2ODL~)L%E
HELEL £9) .
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ACLOA TSz o k-7 |

ARV RFERETIVa Y

B8

ATvT8

FTV I N ITN—=TDR=R L%
ATVl NEIRETHET, FlRZE
DELET,

ATvT9

end

1

Device (config-network-group) # end

Ry NT—T F Ty N T A—F a
V74X al— g B—REKT L.,
HrtE EXEC £— RIZEY £,

Y—ERFTOY b JIL—TDER

TCP £721X UDP A" — M E 7213 — MR ZHEET DIV —ERXA AT V=7 b I A—T %4
MLET, =R F TV b IA—FRnT7 2782 ar ha—nL U X+ (ACL) (ZBEEfS
FoNbdE, 2OV —ERF T2V NI —TF R—ZADACLITHE— h~D T 7 & R % H|#H

TEET,

FIE

ARV RFERETI Y

E:)

ATy T

enable
1 -

Device> enable

¥iHE EXEC E— R& AN L £,

e NMAT—REANLET (TR
Ni=%E) .

ATvT2

configure terminal

1

Device# configure terminal

Ja—nR_) a7 4 F¥al— g
E— FERBLET,

ATvT3

obj ect-group service object-group-name

&1

Device (config) # object-group service
my-service-object-group

F T N ITN—TREEFRL.
Y=t R AT N TN—T 3
T4X 2l —TarE—RFEREBLE
j‘o

ATvT74

description description-text
i

Device (config-service-group) #
description test engineers

(AFvar) A79=7 b IN—7F
DOHAZARE L £,

ol K200 XFEEHTE £,

ATy TH

protocol

1 -

Device (config-service-group) # ahp

(A7vav)IPra harofsE
T IXARIERELET,
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d—ez47vzs r Su—Tots ]

ARV FFEREETIVa Yy

E:)

ATvT6

{tcp | udp | tcp-udp} [source {{[eq] | It |
ot} portl | range portl port2}] [{[eq] | It |
gt} portl| range portl port2]

&1

Device (config-service-group) # tcp-udp
range 2000 2005

(A7 =a>) TCP, UDP, F7=iZif
FERELET,

ATy T1

icmp icmp-type
11

Device (config-service-group) # icmp
conversion-error

(A7t a ) Internet Control Message
Protocol (ICMP) %A 7' 10 4% 7=
AR REELET,

ATvT8

group-obj ect nested-object-group-name

1 :

Device (config-service-group) #
group-object my-nested-object-group

(FFvay) BUED (Bl) A7V =
7R IN—TIZEDDHARA N ENT
(V) A7 V=7 b I NA—TEREL
£7,

s ATV NITN—TDHAT
TBDOA AT E—FH L TVWDHME
N ET (ZEzE, Fv b
D= ATl N T—T%AE
KT 5%, & LTHIOR Y b
D—0 3TVl N IN—T %R
ETDHHLENRHY ET)

IN—TF TV = FNTEBET
ATVl FOFERIZ, A7

Cxl N ITNN—TDXRARIL o
TORARETT, c&xiX, 47
VNN ITNAN—TA LT —
TBOWHIIEENLHZE, AL
B Oii i gie /V—7 C & EH
TEFET, 2720, ZA—THE
DIEERZRIEE T I NV—TFT
Vxl heEHH I LILITEEY
N (TexiX, V=T A%T

N—TBIZEHED, RIZZNV—TB
EINV—TAILEODH LIXTE
FHA) .

FARNEINTEAT 2T b T N—
7O LB ISR T
TFET (EL, mK22DLX
NERERLET) |
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ACLOA TSz o k-7 |

ARV FFEREETIVa Yy

S

ATvT9

FlEZ#BVIR LT, A7V b7
N—TDR—=R 2B F T M
BELET,

ATy 710

end

51

Device (config-service-group) # end

Y= R AT b IN—T o
TA4FXal—varE—REKT L,
HikE EXEC E— RIZRE Y £,

FISzO b TIN—T R—

T2 F IN—TF R—=2DT 7R a3 ha— AR (ACL) Z1ERRT A

A ACL DERL

1D

DEOA T2 W IN—T%2BRTAACLERELET, WEKDACE LRI, FLT 72
YA R —% 1 DFEITEEOA L —T =2 R LEEMT B Z N TE £,

FALATY s b IN—T XR=AACLNDOA T V= s I N—T%2ZRT 5, #EBEOT /&

2 ayira—)L xRy

TN—T /A TE E7,
XTI N IN—T X=X ACL #ERT D121d. ROEEEZFITLET,

FIE

(ACE) ZEgTEEY., £7/o, BEOACE THEDAT V=7 k

AV RFEEETIa Y

=)

ATy T

enable
I

Device> enable

HibE EXEC E— RE A% LE,
e NMRAT—RKEANLET FkEh
-6

o

ATv T2

configureterminal

1

Device# configure terminal

Jua—)L a7 4 Xal—g
£ — F%Eﬁﬁébij—o

ATvT3

ip access-list extended access-list-name

1

Device (config) # ip access-list extended|
nomarketing

AHTEER L CHRIP 7 7R U X b
EEFRL, LET 7 A VA av
T4 Xal—varyE—FEBBLE
R

ATV

remark remark

1 -

Device (config-ext-nacl) # remark protect
server by denying access from the
Marketing network
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| AL+ TCxs 0 —TF

+70x9 k Fn—F ~—2 AL otk [

AU RFERETOVa Y

B8

« ZOBITIE, ERIZE - T, it
T NUMAE—T oA ATKT
% Marketing * > 8T —27 7T 7R
HHELETLZ Ry NU—EH
FHITRLET,

ATy Th

deny protocol source [source-wildcard]
destination [destination-wildcard] [option
option-name] [precedence precedence] [tos
tos] [established] [log | log-input]
[time-rangetime-range-name] [fragments]

1 -

Device (config-ext-nacl) # deny ip
209.165.200.244 255.255.255.224 host
209.165.200.245 log

Example based on object-group:

Router (config) #object-group network

my network object group

Router (config-network-group) #209.165.200.224
255.255.255.224

Router (config-network-group) #exit
Router (config) #object-group network

my other network object group

Router (config-network-group) #host
209.165.200.245

Router (config-network-group) #exit

Router (config) #ip access-1list extended
nomarketing

Router (config-ext-nacl) #deny ip
object-group my network object group
object-group

my other network object group log

UEE) AT —bh AV MIHEESNET
RTOFMF BT 2T _XTDO v b
EHEAGLET,

« MBS LT, object-group
service-object-group-name % — U —
Ris KOG %%, protocol 55x DX
PYOICERLET,

MBS UC, object-group
source-networ k-object-group-name
F—U— B XU5%%, source
source-wildcard 51D 4o v (Z4f
LET,

MBS U T, object-group
destination-networ k-obj ect-group-name
F—U—RFRBXUOG#E%E,
destination destination-wildcard 5 [#%
DOV IR L £,

source-wildcard & 7= 1%
destination-wildcard % & 1g9 5% & |
0000 DYA N RI— R AT
BESN, ENETNHETLT RLA
FoI5EET FLADORE » h~D
—HEEWLET,

WEIZS U T, source
source-wildcard & 7213 destination
destination-wildcard D11 0 (2,
¥—U—FRanyzfEHLT, 7 KL
A £ 0.0.0.0 255.255.255.255 DU A
VR —RZERELET,

MBS U T, host source - —
U— RBLUBIEEMEH L TEET
& source0.0.0.0 DEEFEITLT ALK
#1— RZ7~7 7>, host destination
X—U— RBIXUGEEZ#EHL T
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ACLOA TSz o k-7 |

ARV RFERETIVa Y

B8

4z & destination 0.0.0.0 D%E 5T A L
KA—R&ERLET,

ZOBITIE, TRTOEFEILON
v MEL FEERy NU—2
209.165.200.244 ~DT 7 & A HMEAT
ENFET, 778A VAR RMZE-
THAETITHER SN DTy MZ
Bdsuxr 7 2 v—UF,
logging facility =< > RIZERE S
TefFICEESnNET (L& xid,
a2 Y — )b, WA, syslog) . OF
D, gy "R TZ7EA YRR
—HFHGAIEEIC, Ty M
ToHHEREBRMET 20X Ay
T UNERE SRR ICEHE S
9, v —IuXrr45
A wE—U0O LY, logging
console =~ > R TCHIME L £,

ATvT6

remark remark

1

Device (config-ext-nacl)# remark allow
TCP from any source to any destination

(B RESNE-T7EA VA=

VRUICET R A FEBMLET,

cFRIZT /A VAR MU D
AIFEITBICIEECE £7,

ATy T1

per mit protocol source [source-wildcard]
destination [destination-wildcard] [option
option-name] [precedence precedence] [tos
tos] [established] [log | log-input]
[time-rangetime-range-name] [fragments]

1

Device (config-ext-nacl) # permit tcp
any any

B AcLorivzsr -7

AT — P A MUEE SN TO%R
BT 2T _XTO Ty FEFFAIL
i‘a—o

KT EA Y RRNIL, A &
t 1 DO permit A7 — kA2 k3
‘JZ‘%:VG#‘O

« MEZJS UC, object-group
service-object-group-name ¥ —U —
KE L O51%% ., protocol DXV
WA L £,

o YLEZH UC, object-group
source-networ k-object-group-name
XF—U— RBXUG#% . source
source-wildcard D> IZfEH L £
R



| AL+ TCxs 0 —TF
428724 2~ADA TSz b L—FA—z0 AL 0iEf [

ARV RFERIETY Va3 B#Y

o YLELZH UC, object-group
destination-networ k-object-group-name
F—U— FBXUS %,
destination destination-wildcard M 1%
DOITHEMRLET,

« source-wildcard % 7213
destination-wildcard Z 154 % & |
0000 DYANVRH— R A7 )N
BESN, ENENEEILT RLUA
FISEET FLADAEE Y h~D
—HEEHRLET,

o MEEIZ)EH U T, source
source-wildcard ¥ 7213 destination
destination-wildcard DX Y 12,
F—U— RanyZEALT, 7 KL
A & 0.0.0.0 255.255.255.255 DU A
VR —RERELET,

. OB, EEDRETEN O
DFIED TCP /S5 M HFFAT &
NTHET,

s log-input ¥ —7— R&HEH LT,
a X THNANA v H—T oA

A EETLMACT RL A, £7-1%
AR S D ET,

ATy T8 FEEEVIELT, T7EA URRD | B RIICHFRT SN TORNTRTOEE
NR—RAL 2B T7 4=V REEERELE | E. 778X VR MDOKRERIZH D

7 B2 deny A7 — M A2 FTHEEIN
ij—o
27y 79|end WAET /A VAR 2L T 4o L—
1 - aryE®—REETL, FHEEXECT—
RICEY £,

Device (config-ext-nacl)# end

AB—=—TIAR~NDF TP bTIL—TR—ZXD ACL DEFH

FT 2 NITN—TRXR—=ZAD ACL %A X —7 = A AZ@EHT HI21E, ip access-group =
<~V REHERLEYS, A7 V27 =T R=2DT /A ar ta—/L Y X+ (ACL) %
FERHLC, WAXOA X —T A ADNT 7 4 v 7 R TE ET,
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ACLOA TSz o k-7 |

F T2 NITN—TR—ZAD ACL A v H—T = A AZHEATHI120E. ULTFTOX R 7 %%

FIE

ARV RFERFTIaY

=)

ATy T

enable
51 -

Device> enable

¥itE EXEC E— RE A LET,
e NMATU—REZASNLET EREN

=58 .

ATvT2

configureterminal

1

Device# configure terminal

Ja—nR_) a7 4 F¥al— g
ET— FEBBLET,

ATvT3

interface type number

1 -

Device (config)# interface vlan 100

AHE—T A ABBEL, A H—
Tz AT 4F¥alb—Tg ) F—
RZBsG L ET,

ATvT4

ip access-group {access-list-name |
access-list-number} {in | out}

1

Device (config-if)# ip access-group
my-ogacl-policy in

ACLAZA v H—7 x4 RZHWRAL, A
YNNG RNy NERET Y MY
RATy baTZ 4 NZ ) T H0E D
MERELET,

ATvTh

end

1

Device (config-if)# end

A B =T AT 4 X2l —3
v E— REKRT L, FHE EXEC E— F
IZRY £,

ACLDA T2z b TIL—TDFER

FIE

ARV RFEEETIVa Y

=)

&M

enable
B

Device> enable

¥i#E EXEC T— F&EADIZ L £,
e NMRAT—RKEANLET (FERkEh

58 .

ATv T2

show obj ect-group [object-group-name]
1 -
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acLAIo sk on—JowEn i

AU RFERETOVa Y =)

Device# show object-group Fiirf{jf??Zf:fi):tj7 ) jf/b»—jf) »

my-object-group REEFR TR LET,

2T 73| show ip accessist [accesslist-name] | 4 diift & S EFEEMNET 7 B2 U A

- NEZIFAT V27 b TNN—T X=X
ACL (BHIBAT S TO WG AT

Device# show ip access-list XTOTI7EAX YR }‘%J:U\j‘7\‘/n:

my-ogacl-policy 7 }\ 7‘}1/%70/\0_*1 ACL) @Ij\?%?%i\?
TLET,

ACLEAA IO b JIL—TDEHREH
Bl: 2y bD—H AT T IL—TDERK

WIZ, 2ODFAN L1 OOV TRy haA47 V=7 b & LTETe, my-network-object-group
EWVWILBIDOF Y NT—0 ATVl b IN—TEERT D0 ERLET,

Device> enable

Device# configure terminal

Device (config) # object-group network my-network-object-group
Device (config-network-group) # description test engineers
Device (config-network-group) # host 209.165.200.237

Device (config-network-group) # host 209.165.200.238

Device (config-network-group) # 209.165.200.241 255.255.255.224
Device (config-network-group) # end

WIZ, 22DFA N, 12073y b, IO my-nested-object-group & 5 44 i DEEAFD A
T N IN—T (F) BAT V7 bELTHT, my-company-network &\ 9 A FTD K
ND—0 T2 b TNV—TEERT D0 %R LET,

Device> enable

Device# configure terminal

Device (config) # object-group network my-company-network

Device (config-network-group) # host hostl

Device (config-network-group) # host 209.165.200.242

Device (config-network-group) # 209.165.200.225 255.255.255.224
Device (config-network-group) # group-object my-nested-object-group
Device (config-network-group) # end

il : Yy—ERXFT2xH b TIL—TDERK

Iz, #% > ICMP, TCP, UDP, ¥ X O TCP-UDP 7'& k =2/L & my-nested-object-group &\
VRO FEDOA TV = N INV—T% 47 =2 k& LTETr, my-service-object-group &
WOLFTIDOY—ER AT V2l N I N—T5ERT D0 %2R LET,

Device> enable
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Device# configure terminal

Device (config) # object-group service my-service-object-group
Device (config-service-group) # icmp echo

Device (config-service-group) # tcp smtp

Device (config-service-group) # tcp telnet

Device (config-service-group) # tcp source range 1 65535 telnet

Device (config-service-group) # udp domain
Device (config-service-group) # tcp-udp range 2000 2005
Device (config-service-group) # group-object my-nested-object-group

(
(
(
(
Device (config-service-group) # tcp source 2000 ftp
(
(
(
Device (config-service-group) # end

Bl: ATk TIL—T A—XD ACL DERL

wIZ, 7'v k2L R— kA my-service-object-group CTHEE Sz — b & —FT 25412,
my-network-object-group N D L—H71 50D /3r v h & FF A% object-group-based ACL % R
HEERLUET,

Device> enable

Device# configure terminal

Device (config) # ip access-list extended my-ogacl-policy

Device (config-ext-nacl)# permit object-group my-service-object-group object-group
my-network-object-group any

Device (config-ext-nacl) # deny tcp any any

Device (config-ext-nacl)# end

AR—TTARNDA T zY T IL—TR—XD ACL DiEFA

F T2 NIN—TR—=AD ACL A ' H—T = A AT AT 5I21E. ip access-group =
~UREHERLES, A7V NA—TR=ZADT 7EAar ba—/L U Ak (ACL) %
AL T, @ADLV X =T A AD T T 4 v 7 EHIETEET,

F T2 NIN—=TR—=ZADACL A v FZ—T =2 A AT 2I120E. UFTOX R %35

ITLET,
FIE
ARV FFEREET7TIVa Y BHY
AT w7 1|enable FiME EXEC E— RZAMIC L E T,
i e NATU—REANLET (HERSH
=5a) .
Device> enable
R 72 |configureterminal Ta— ) ar7Z 4 ¥al—g
Bl T— BB LET,
Device# configure terminal
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ATvT3

interface type number

1

Device (config)# interface vlan 100

AVE—=T A ALBEEL, £ F—
Tz A a7 4 Falb—vary t—
NaBta L ET,

ATvT4

ip access-group {access-list-name |
access-list-number} {in | out}

1

Device (config-if) # ip access-group
my-ogacl-policy in

ACL%ZA VA —T = A R WAL, A
YNGRy NEIET T AT
Koy N T4 VB Y o T THM0E S
NEEELET,

ATy Th

end

1 -

Device (config-if)# end

A E—T A AL T 4 Fal— 3
VE—REKT L, B EXEC E— K
R £9,

Bl : ACLBBA Tz F TIL—TDHER
WIZ, T R_RCOLFT T2 N INV—T%2F T HH0E2RLET,

Device# show object-group

Network object group auth-proxy-acl-deny-dest
host 209.165.200.235

Service object group auth-proxy-acl-deny-services

tcp eqg www
tcp eq 443

Network object group
209.
209.
209.
209.
209.
209.
209.
209.
209.
209.

Service object group

165
165
165
165
165
165
165
165
165
165

.200
.200
.200
.200
.200
.200
.200
.200
.200
.200

tcp eqg www
tcp eq 443

.226
.227
.228
.229
.246
.230
.231
.232
.233
.234

255.
255.
255.
255.
255.
255.
255.
255.
255.
255.

255
255
255
255
255
255
255
255
255
255

.255
.255
.255
.255
.255
.255
.255
.255
.255
.255

.224
.224
.224
.224
.224
.224
.224
.224
.224
.224

auth-proxy-acl-permit-dest

auth-proxy-acl-permit-services

WIT, HEED object-group-based ACL 2R3 B A Fon4 B2~ LET,

Device# show ip access-list my-ogacl-policy

Extended IP access list my-ogacl-policy
10 permit object-group eng service any any
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+ [Cisco 108 Security Command Reference:
Commands A to CJ]

+ [Cisco I0S Security Command Reference:
Commands D to L]

+ [Cisco 108 Security Command Reference:
Commands M to R

» [Cisco I0S Security Command Reference:
Commands S to Z]
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i

>y

EHEDOURLIZT Z7EBALT, YAaDT /=
Jv AR — M ERRBIIEH L TLES

W, TNHDYY—RF, VI N =T %
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T 7 v o —IZBT D B R RE % R
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