tXxaF7oz)L/N—2302FK—F

X7 T N=T g 2P R— MERET, X% =7 =L (SSH) N—T a2 ZiRE
T&FET (SSH A=V a1 ¥R —MMI, UFiOYAa Y7 =7 VU —R2FEEINT
WE LK) , SSHIZ, FHEMEOEW F T v AR— MNEO LERTIIT S, 50172 78GFHEAE & I
AR AL L £ 97, SSHCIE, B CE kL LTERIN TN D DIITCP DA T,
SSHT, Xy b=/ EOMO AL Ea—LICBACT 7 ALY, a3~y REREICEL
TEFEJ, SSH L L IciftandeF a7 a— Fu haL (SCP) HEET, 77 A V%
RRIRIETEET,

cEFaT v N—=Ta 2 FAR— FOFIHRSEME (1 =)

e X aT v R—=V g2 PR— MOHKIKEFE 22—)

s EXaT YA A=Y a v 2 YR M ER (2

X aT VVORTEHFE (6 —)

X T v RN—=V g 2 AR— FOREF (19 <X—)

cEF T e N=T a2 AR— FOBEMER (24 X—2)

e F AT L ANRN—T g2 B — FORRERIE (24 ~2—3)

X7 D N—23 029 R— FOEHREH

* SSHARET DHNI. THHDTNA RTBERA A =P — RSN TWD Z & LG
LET, SSHH— N2k, THEHDO Y UV —RZ)5 U7z k9 (Triple Data Encryption Standard
[3DES]) Y7 hU =7 A4 A=V NNETT,

eSSH A=V a3 2%V R—Fr4BSSHYET—h T, ZEFHTHZSLERZHY £, F
7oy VAT TN RERTHLENRDH Y 77,

« SCPIL, ik, RBAl, BLOTHY T 47 (AAA) [ZLo>TELHRELET, 20
72, SSH #—/3C Secure Copy Protocol AN/ D X IIZT NA A TAAA R ET D
WERH D FT,

tFaT7 oz N—Yav2yR—t .-



tXa7 v N=vavagR—t |
B cx27 v n—vavesk—ronnss

\}

GE) SSHAR—=Va 2% —RESSHA—=Ya 27747 M, ZHEHAOY U =S50 TY
2a V7 b7 TCHR—FEINET (SSHZ 94T MEISSH A=Y g1 Fa bant
SSHN—Y 3 27 balombzETLET, SSHZ 747 ME, ZHEHOV Y —R|Z
JGUTKYO A A= THR—bENET) .

tXa7 D N—DU3 029 R—- FOFIKEE
e tXx 2T =z (SSH) $— 3% SSH 7 74 7 > M, Triple Data Encryption Standard

(BDES) Y7 b =x7 A A=V THR—FENET,

s HR—FEINBTFV r—aid, EfTV =/, remote 2~ RDFELT, Secure Copy
Protocol (SCP) DH T,

* Rivest, Shamir, 3 X " Adleman (RSA) —4%i% SSH r— MUl FEA+T9, SSH 7 7
AT bELTENET DT 3 A%, RSA F—%ERTHLERHY T8 A,

¢sRSA F— X7 DY A XL, 768 By FULETHAMLENH Y £,
c ROBEEEIZ Y R — P ENTWHEH A,
IR —h T T—=T 4T,

» Compression

X7 b NN—=Dar2YR— MNIET H1ER

SSH/\— 322

X7 v N—=T g 2 AR — MERET, SSHAN—V 3 V2 ERETCEET,

SSH/X— 3 L 2 B —"OREIX., SSH A=V a0 1 OFRE & [FBETY, ipsshversion 2~
NI, @ETHSSH A=V araERLET, Z0a~vr RERELRWEA, 7740 6
TSSHIZA#HE— RTETENET, "= a1 &=V g 2 WG FIHTX £
R

GE)  SSHA—Y a3, EitEL LTERESNLTWARNWS e ha LT, REHROS T haj) (N—
Tarl) T NRAART A — Ry 7 LIRNWE 22T 5121, ipsshversion 2~ RZ&{#H
LTAR—=Va 252 B{ETLHIHNERDD £7°,

ip sshrsakeypair-name =~ > R&fli 9 % & BXE L7- Rivest, Shamir, 35K T Adleman
(RSA) F—ZfiH] LT SSH #ft & EITTE £9, 9 TIT, SSHIZERFE A DIRAID RSA

. X2 TF7 I N—C a2 R—



| €27 vzun—sav2gd—

\}

w27 v n—savaouiis [

F—lZV 7 SN TWET (DFED, HHIORSA F— T PAERR S L2 T SSH 134 31—
TMZI 5> TWET) . ZOEMEIIAFE L TV E 928, ip sshrsakeypair-name =2~ > K& fif
AL TCZOEMEEITORVWEIICTEHZENTEET, ipsshrsakeypair -name 1< N & % —
RT7 DAL ZRTE L CRET D &L SSHIE, $— XTNEFEETHHEITHEN R D0, F—
f\77a} BTERT DG A ITH%m LA £3, _a):v/l\%}ﬁﬁﬁ LTCSSH %A %—7

'3"%’)7;7:' Cisco Y7 N =7 D SSH/NN— 2 > 1 TINER, RAMERAL 4%
REEZHRET HMETIH EHA,

GE)

0o NS LSSH A=Y g 2 THR—FSNETH, EFaT vz "—=T3 1T
I R—FShEEA,

XTI N—2 302 DHEEEEYLRIR

N

SSH /X — =1 2 OFRELFEIZIE, Virtual Routing and Forwarding (VRF) -Aware SSH, SSH 7
Ny ZHERESRSR, 45 L O Diffie-Hellman (DH) 7 /b— 7 DY A — k72 EOIBIIERES <
ONEENTVET,

GE)

VRF-Aware SSH #6E1X. “HHD UV V=R U THR— S ET,

Cisco SSH FEEETIINER, 768 B v MERHMEMEH S TWE L7223, DH 7 v—7" 14 (2048

By b)) BEORIZ =716 (4096 £ K) BE5ALT 7V r—a xS T 57280, KK
ERX— A XONEMNEEY, BIEDH IV —T 5N T D 74T N EY— D

A v —URN VI /> TWVET, ipsshdhminsizea~ > i, SSHYH— AR EDEV 2
TAYA REHRELET, ZHICMZ, ssha~r RBLESH, SSHZ 94 7> Milo s 5
ATV FDOVRFA VAZ L AL EZIPT RLARALEEBIEHA LT, ELW—T 4T FT—7
VAR L, BEi A ML HFEREIC. VRE Bak2vBinEhE L,

SSHdebug =~ > RBMEIES AL, T3y VLRSI VE L7z, debugipssh =~ Rik, 73
T Ia AEMFETHDICIESNE L, Ty 7 Takv A& M{FE (T HE1. 0=
~ 2 KT, BRECLENE D DICBRR < SSHICEHT 2T _XCTOT Ny 7 X vb—Un
FIRI S E Lz, ZOEMEIZKARE LTHEAEL£T 7Y, debugipssh =~ FaFdF—U— K%
BELTRELEEGE, AvE—iExF—U— RCTHRE LIHERICHIR I NET,

X7 I /N—23 220 RSA F—IZEET HHEEEILR

CiscoSSH N—2 g 2103, fF—AR—K A F 70T 4 7TRHFEFRAB LR T — K _XR—2D
SEF AV R —FLTWET, RSAF—0D SSH N— g 2 HLEMEEILX., 7947 R
‘H‘%/\IJ—J j’o) RSA A’*X@/\Fﬂlﬁ%%munﬁ%qj\j—’“ }‘ Lfb\ij—

L= -]j‘ntunﬂz RSAX—A D — "j_mqu/C i %:L"—“H_ Eg@'ﬁ‘”— %ﬂfb\é*ﬁ%a?’—//.&%%“—
DOXRT B A L ET, 2 —FIEREX—/ARX—DOXT %227 747 N TERKRL, &
Bl % —% Cisco SSH — T E L T, kx5 T LET,

tFaT7 oz N—Yav2yR—t .-



tXa7 v N=vavagR—t |

B ssissvzxrur7oex

J VT VX VOMENLEZRITT A SSH = — WL, FEx—Z2MH L TS b S i=B4 &g
RLET, BLEZ—TFORARMF— \M£®tbc$H#~AL%héﬂi#o$H#w
ﬂ@m\n~%w%%ﬁéhk&%% W LTy vaZdElLET, Ny vaid, =
T D FURHDINE I DEHET -0 S E T, *ﬁﬁﬁoﬂok%é
RSAR—ZD A v e—URGENARY—2H L TIITahET, ZO/RER, b hizv
T=F X ZHANWT, 2—FDT7 7B RFEEIN 2N ES S ET,

P — NFEF : SSHE v > a OMESLTIZ, CiscoSSH 7 74 72 M, F—KHa7 = — T
FEHTELYV—NKA N F—Z2HHL T, SSH Y —"ZFAELFJ, SSH —/3 F—|%,

SSHY— OB SN E T, ZHHDOF—IISSHNA F—T M5 & ITER S,
74T MITRET HDRENHY £7,

P FREEDEA . CiscoSSHZ 7 A4 7 2 RBREY—NIZHEA N F—%2ED Y THMLERHY
iﬁo7747/Fﬁﬁ%ﬂk®%TS$PEVV5V%%jbi5k¢6k\7?47VF
EF Ay =V O—ME LT, = OFLEZELET, MERAANF—0OF =
7 TITNITAT MUTA R=TNADLE, ZOH—NICHIET HHRA N F—x MY
MWHDHNE IR TAT » FTHERINE T, —BERRONDE 77472 MIY— 35K
A b F—ZfEH L TEADOHMGEZRITLE T, Y — ORI 5 L, &y v a DL
VERISRFAT L E T, KT D&, JEIIE T L. [Server Authentication Failed] &V 9 A v&—
URERINET,

KT —Z = NTHMNT 8. AV ZEALET, Len-T, SSH47L~/\“C XRETE D
NEF—DEIE, 1 2—PITR R 2 DORAF—ZAFR L7256 10 2 — P 3IcR o E T,

A ‘H-“_‘/\iRSA‘/\‘—X@:L ‘ﬁ_uleE%‘H—T ]\L’Cb‘i‘?‘fﬂ A ﬁ?/}'?‘/]\
AEFRE L TARF—Z2R T EH A, RSA X—RADOFFEICHRT 54 —7 /ﬁ$H774
T2 RN DERE Cisco B —3DBZA5 LTSS, — NTRirER 2= T AN E T,

G¥)

P — GRREOS A, —/3D RSA ABF—% FENCTHE L, CiscoSSH 7 74 7> MiTip
ssh stricthostkeycheck =~ > R&FRE L £,

SSHEXUVRAYFT7IERX

X =27 vk (SSH) 1E, 7351 ATk o &7 ) — MR A AIRBIC T 572 ha LT
T SSHIZ, 7 /31 ADFRAERFIIR I 7205 5 b Z21T 9 Z & T, U E— MERIZ DUV T Telnet LA
FoeXa VT2 EHLEY, 2OV 7 b7 UV U—AL, SSH/X—Y =2 (SSHv2)
YV R—bFLET,

. X7 oI N—T 302 R—



| €27 vzun—sav2gd—
snvp 5 745 [

IPv6 @ SSH FEREIT IPVA 12 BT 2HERE L W] U T9, IPv6 DS, SSHILIPV6 7 KL R & ViR —
FL. IPv6 F T AR—h RIZBWT, UE—FIPv6 / — RE DX 2 U T o {5£H#ERB XU

Tbsh e e At L £,

SNMP + 5 v 4R
THEROY Y —RE T, Ay hU—2s %7 b3 (SNMP) Ty iR, Ty
TRERTSNMP T8y TINA N> TWADEA, SSHE vy a UK T LRI EEIR
ARSI ILET,

\)

(GE¥)  snmp-server host 2~ R&EHETHHE. IP 7 KL AL, SSH (telnet) 7 747> bi3d
V. SSH H— 3~ IP #£# N A[REZR PC DT KL AT HMENH VY 7,

F7-. debugsnmp packet =~ K&fH L CSNMP 73y 72602, b7 v 7 E2FRT
LMENRHD T, M7y IERITIE, FEASL MR SSHE Yy va Tl EN 2T R B
NI EOBERPEENE T,

\\_

SSHX—R—KF A 2359 T4 JEEL

SSH X —3R— K A ¥ T 7T ¢ 7RiHEREIZ, SSH TOPLA A v —UGE L b FEIEIL,

72 HDFEADFEEA = A LT FET H-OIEATE 5 HTT, EAMIZ, BIETR— é
NTnsd, 2—=FOANOHNLERBIESFRITTRT, ZOBREETEITTLZ N TEE
9, ZOMRRIZTAEINICA R—T7 Il £,

WOFANYFR—FENTWET,
» Password

e = PEETHF ¥ L VINETHESTEIFA MY 7 ZEIMT 5 SecurlD 3 LY
N=Ry =T h—=T7

« T T A UAREZRFEREE Y = — /L (PAM)

« SIKEY (BILOFDMOEWETH—)

tFaT7 oz N—Yav2yR—t .n



B tx27oro8ers

X7 ILD

RAMRELUVU AL ZEFEAHLT-SSH/\—

E

FIE

BRTE A

tXa7 v N=vavagR—t |

NS

o3 2DTIN R

=R
aX

aAvY RFERIEFT7ZIIY

=)

&

enable
1 -

Device> enable

¥i#E EXEC T— &AL £,
e NMA2AT—REANLET (FERkEh

5a

o

ATvT2

configureterminal

1

Device# configure terminal

Ja—nR_) a7 4 F¥al— g
ET— FEBRBLET,

ATvT3

hostname name

1 -

Device (config) # hostname catalyst9k

TNAADKA NG EHELET,

ATvT4

ip domain name name

1

catalyst9k(config)# ip domain name
example.com

FNRAAD FAAL VB ERELET,

ATvT5

crypto key generatersa

1

catalyst9k(config) # crypto key generate
rsa

72— /B LONY T— FNEFEHIZ SSH
P—REf Z—T W LET,

ATvT6

ip ssh [time-out seconds |
authentication-retriesinteger]

1 -

catalyst9k(config)# ip ssh time-out
120

(EE) T 31 A ¢ SSH il 2 %%
gﬁﬁbi‘a‘o

ATy T17

ip sshversion [1]2]
1 -

. X2 TF7 I N—C a2 R—

(&) 734 ATHEITT HSSHD/N—
YarEfRELET,



| £xa7vzun—sav2gdi—+t
RSA ¥ — <7 £ L1 SSHA—Ua v 20711 28% [

ARV RFERFTIVaY =)

catalyst9k(config) # ip ssh version 1

ATy 78| exit Jua—r b ar7 4 F¥al—iay
i - T— RafT L, F#HE EXEC T— K&
BAsa L E T
catalyst9k (confiqg) # exit . 5‘57?/1/ kAR MCESICIE. no

hosthame ==~ > K& L £,

RSA X— R7AEFHALE=SSH/A—2 3 02D T /N RETE

Flig
ARV FERET7IV3 Y BrI
AT 71 |enable FEHE EXEC E— RE2HIC L E 7,
1 - e NAT—REANLET (RS
%E) .
Device> enable
AT w 72 | configureterminal JTa— ) a7 4 ¥z lb—3a

U F—FzfmL 7.

Device# configure terminal

5w 73 |ipsshrsakeypair-name keypair-name | SSH |Zf#i 9% RSA F— ~7 ZH7E L

1 - ERR
GE) v Ra TS RITEHD
Device (config) # ip ssh rsa keypair-name o 2L
ashkeys RSA F— X7 2RETEE
—g—O
AT 74 |cryptokey generatersa usage-keys label | 530 2 Cr—h LB LN £— FRi
key-label modulus modulus-size 2175 SSH B — a2 A LET,
- e SSH N— 3 v 2 T fas o
L7688 By N ETHDLVENRD

Device (config) # crypto key generate
rsa usage-keys label sshkeys modulus
768

D ET,

GE)  RSA ¥— <7 ZHIRT I
1%, cryptokeyzeroizersa =~
U RZEMEHLET, RSA ¥—
7 &HIBRT 5 & SSH —
AT HBIC N2 D F
R

tFaT7 oz N—Yav2yR—t .n



B rsax—zo1—FREEEFT -0 Cisco SSH Y —/\DBE

tXa7 v N=vavagR—t |

ARV RFERETIVa Y

B8

ATy TH

ip ssh [time-out seconds |
authentication-retriesinteger]

1

Device (config) # ip ssh time-out 12

T34 A _EC SSH A A2 RE L E
KR

ATvT6

ip sshversion 2
1 -

Device (config) # ip ssh version 2

T INA ATHEITT D SSH D/RX—V g3
FIELET,

ATy T17

exit
1 -

Device (config) # exit

Ja—s\)y a4 F¥al—vg
E— RFZ# T L, FHE EXEC E— N%
BAtR L E

RSAR—ZDA—HHEEEETT H1=6HD Cisco SSH H—/\DHRTE

FIE

ARV RFERRTI VA Y

E:)

ATy T

enable
51

Device> enable

¥iME EXEC T— F&EAIC L £,

e RAT—RFEANLET (FRE
N8548 .

ATvT2

configure terminal

1 :

Device# configure terminal

Ja—nR_) a7 4 F¥al— g
E— FERBLET,

ATvT3

hosthame name

51

Device (config) # hostname hostl

WA MZRELET,

ATV

ip domain name name

1

hostl (config) # ip domain name namel

Cisco 7 Ny =7 TERTAF 7+
D RAAL U EER L, RFERRRR
ARNELD RAAL & ME L ET,

ATy TH

crypto key generatersa

1 :

. X2 TF7 I N—C a2 R—

RSA F— X7 &AM LET,




| £xa7vzun—sav2gdi—+t
RSA A—2 D 1—HFRIEEETT 5100 Cisco SsHH— 0%z [

ARV RERETI3 Y E]:g]
hostl (config) # crypto key generate
rsa
ATy 76 |ipsshpubkey-chain SSH H—/3 ED e —H4 L O —/ 338
- AEFIC SSH-RSA ¥ —4& & E L. A

F—ar74F¥al—varyEv—F%x
hostl (config) # ip ssh pubkey-chain Eﬂﬁél/357ro

o P— NITRTF S 41TV 5 RSAZARH
F—MN, VT IA T MIREFEESN
TWHAF— B —DXT
PERHLTHRIESND &, 22—
FRREILRKEN T,

AT v J171 |username username SSH—#4ZHEL, AF—2—
B - Yar74¥al—arEv—RKa2H
HLET,
hostl (conf-ssh-pubkey) # username userl
A7y S8 |key-string UE—hk E'7 D RSA AF—Z25E
i - L. &% —7F =2 arvr s Fal—

vary ®—REBMBLET,

hostl (conf-ssh-pubkey-user) # . s = N
key-string Gx) A—7 ~ SSH 7 TAT b
ne (EVHz Db
ssh/id_rsa.pub 7 7 A L 5)
NHF—EEZ RS TE £,
ATy 79 |key-hash key-type key-name (fEE) SSH¥X —# A 7enR—T =z
1;“ : %?E‘/\:E‘ Liﬁ‘o
o B —/ABHF— T O ET
hostl (conf-ssh-pubkey-data) # key-hash| 1. X— 2 A 70% ssh-rsa Llﬁ‘éd‘éx
ssh-rsa keyl .
ERH Y ET,

s key-dring 2~ ROARE STV
HEAICRY Z OFIEIIEET
ﬁ_o

* key-string ==~ > K & key-hash =
¥~ FOWT NN ERET HLE
N ET,

tFaT7 oz N—Yav2yR—t .n



B rsax—zoy—\BEEEFTT 5100 Cisco 10S SSHH—/ A DFE

tXa7 v N=vavagR—t |

ARV FFEREETIVa Yy

S

GE) AfF— ANV T DOy
VaFRET 512,
DY U= /Al e [
LET, 72, Mlovras
INA APBNy v a3

E—352&bTEET, H
DTAMF—T — %% AT
536, key-string 2~ K
EEALTCARY—T—4%
AT HZEERERELET,

N

ATy 710

end

&1

hostl (conf-ssh-pubkey-data) # end

AF—F—F a7 4 Xal—3
VE—REKT L, FHEEXECE— R
IR £9,

e T 74V M AHRA MIREDIZIZ, no
hostname =~ > RZ&fEH L4,

RSAR—Z DY —/N\EEEFEITT 51=6D Ciscol0S SSH H— /DR E

FIE

ARV RFERRERTI Y

Sl

ATy T

enable
B -

Device> enable

¥ #E EXEC T— F&EAIC L £,

e NRAT—REANLET (FRE
NnNE%a) .

ATvT2

configure terminal

1

Device# configure terminal

Ja—nRN) a7 4 F¥al— g
E— FERBLET,

ATvT3

hosthame name

1 -

Device (config) # hostname hostl

RA MG ZIRELET,

ATv74

ip domain name name

51

hostl (config) # ip domain name namel

CiscoY 7 b =7 AT T 7 4V
D RAL U EER L, RERRK
ARLEDRAAL U E2MELET,

. X2 TF7 I N—C a2 R—



| £xa7vzun—sav2gdi—+t
RSA R—Z 4 — SBEEERITT 5100 Cisco 105 ssH v — 0z [l

ARV RERETI3 Y E]:g]
RTw S5 |cryptokey generatersa RSA ¥— X7 &AL ET,
11 -
hostl (config) # crypto key generate
rsa
AT 76 |ipsshpubkey-chain SSH #— 3 LD —H1 LU — /33
% - AEFHIC SSH-RSA F—Z @t L, A

F—ar 7 4 Fal—varET—F%
hostl (config) # ip ssh pubkey-chain F’ﬂﬁébjﬁ‘g—‘o

AFwJ7 |saver server-name F N A TONEF —ZBIEIZHONT
i - SSHH—ZHMT L, KhIF—H—
Nay74Xa2lb— 3 EF— Nz
hostl (conf-ssh-pubkey) # server serverl, ﬁé? Lij‘o

ATwv 78 |key-string UE— b E'7 D RSA ABF—%45E
i - L. AfF—TF—HF a7 4Fal—
VEV:E‘— F‘%Eﬁﬁé‘bi@—o
hostl (conf-ssh-pubkey-server) # + RN = N
key-string GE) A—S2SSHZT7AT vk

Mo (FVWz 5
ssh/id_rsa.pub 7 7 A /L 5)
NEF—EA RS CTE ET,

27w F9 | exit NBF—F—Far74¥al—3 g
Bl v B FEMT L, AMF— 34—
a7 4 X lb—3grE— NERG
hostl (conf-ssh-pubkey-data) # exit L/jiifo
AT w710 |key-hash key-type key-name (EE) SSHX — A T L R—=T g
- BRI LET
« B —/ABF — T OFRET
hostl (conf-ssh-pubkey-server) # ﬂi\ x— 5/]; 7078 ssh-rsa W—T%)‘JZ\

key-hash ssh-rsa keyl

R £,

s key-gring 2~ > RO E SN TW
AR Y Z OFINEXEE T
ﬁ—o

* key-string =~ > K & key-hash =
v ROWTINERET HULE
N ET,

XA TFT LTI N—32HR—F .



tXa7 v N=vavagR—t |
B = +7 v xeomsteysaomm

aAv U RFERET7TIVaY B#)

GE) B — AN TNy
VakiET I Ny
DY U= /Al e [
LET, Fiz, Blovzxas
A APBNy v a2
E—352&bTEET, H
DTAMF—T — %% AT
536, key-string 2~ K
EEALTCARY—T—4%

ANTHZ L E#HELEL E97,
ATy 71 |end NBF—HV—nNar 74 ¥al—v3
B - Y E—-REZRT L. FFHEEXECE— R
&:E D i‘a‘o
hostl (conf-ssh-pubkey-server) # end
R w712 |configureterminal rTa— ) ar7 4 Xal—ay
Bl T FEBGLET,
hostl# configure terminal
A7 713 |ip ssh stricthostkeycheck Y FRAENFEITSND Z L EMER L
15'] : iﬁ—o
EENFBAET DL BT T L
hostl (config) # ip ssh F
stricthostkeycheck °

7T 74/ EARAMIRDITIE, no
hostname =~ > Faf#i ] L £7°,

25w F14 |end Ja—nR_) a7 4 F¥al— g
Bl - T— FEHT L, FiHE EXEC T— RIC
RO ET,

hostl (config) # end

JE—F TNAREDESIELY Y3 v ORE
A\

GE) 5675 A A%, VA2 VT M2 T THR—FNENDHEET VT XL ZH2T-F
X227 vzl (SSH) —REZVPR—FLTWALERHY £, £7-. T A R EXHFHTT
HHNEIIHY ¥ A, SSHIZT 4 E—T NV F— RCTEITTEET,

. X2 TF7 I N—C a2 R—
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FIE

%27 v uiggoz7—a 202 |

ARV RFEEETIVa Y

=)

ATy T

enable
B

Device> enable

¥i#E EXEC T=— F&EADIZ L £,
e NMRAT—RKEANLET (FERkEh

58 .

ATvT2

ssh [-v {1] 2} | -c {aes128-ctr | aes192-ctr
| aes256-ctr | aes128-chc| 3des| aes192-cbc
| aes256-cbc} | -1 user-id | -l
user-id:vrf-name number ip-address
ip-address | - user-id:rotary number
ip-address| -m {hmac-md5-128 |
hmac-md5-96 | hmac-shal-160 |
hmac-shal-96} | -0
number of passwordpromptsn | -p
port-num] {ip-addr | hostname} [command
| -vrf]

1

Device# ssh -v 2 -c aes256-ctr -m
hmac-shal-96 -1 user2 10.76.82.24

VE— R Xy NU—27 FNAL R LD
Blbani-ty g o EBEEBELET,

X217 VI IIVBEHREORT—2 ADWHESR

FIE

ARV RFERETIVa Y

E:)

&

enable
1 -

Device> enable

ke EXEC E— N2 B L FET,
e NMAU—KREANLET @Rk

-6

o

ATvT2

show ssh
1 -

Device# show ssh

SSH r— D AT — X A% KR L
F9,

XA TFT LTI N—32HR—F .



tXa7 v N=vavagR—t |
B 27 ooz s—s20ma

ARV RERFTIay B &
AT 73| exit ¥##E EXEC ©— &4 T L, 22—
- EXEC E— RIZRY 77,

Device# exit

KD showssh == > ROWIFNZIE, N—T a1 BLBRR—=Ta V28RO ERD
SSHARN—Va v 1 BEXONR—Ua V28 DOAT —Z ARFE RSN TWET,

Device# show ssh

Connection Version Encryption State Username

0 1.5 3DES Session started lab
Connection Version Mode Encryption Hmac State
Username

1 2.0 IN aesl28-cbc hmac-md5 Session started lab
1 2.0 OUT aesl28-cbc hmac-md5 Session started lab

WD showssh =< RO IBNZIE, N—Ta 28k (S—Ta 18R L) ©
BEEDOSSHA—a L 2B —Va vV 1 BEOAT—Z ANKREINTWET,

Device# show ssh

Connection Version Mode Encryption Hmac State

Username

1 2.0 IN aesl28-cbc hmac-md5 Session started lab
1 2.0 OUT aesl28-cbc hmac-md5 Session started lab

%No SSHv1l server connections running.

WD showssh =<2 ROHAFNCIE, N—Ta 2 28 (R—Ya v 1 EgERL) ©
BEDOSSH A=V a3 UV 1 BLONRN—V g V2EHRO AT —H ANERENTWET,

Device# show ssh

Connection Version Encryption State Username
0 1.5 3DES Session started lab
$No SSHv2 server connections running.

. X2 TF7 I N—C a2 R—
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XATOTILIN—DT3 D 2DRT—R ADESR

FE
AU RFERET7IV3 Y B#J

AT 71 |enable FFHE EXEC T— REAN L £,
f e NAT—REANLET (FERSh

25 E) .

Device> enable

RF w2 |showip ssh SSH DNR—T 3 VB I ORET —4 %
15“ : i‘%ﬂ—bij—o
Device# show ip ssh

AT v 73| exit FiHE EXEC E— RAEK T L, =—¥
i - EXEC £— FIZRY 7%
Device# exit

4l

RD showipssh =~ FOMAHNTIL, AZI72 SSH ODNX—T 5 > RBIEF A LT T
M, BEOAR=Va v 1 BLIOR—V 3 0 2 B ORGEO FHRITRIE N F RSN T
b\i‘j—o

Device# show ip ssh

SSH Enabled - version 1.99
Authentication timeout: 120 secs; Authentication retries: 3

WD showipssh 2~ RO ABNTIE, A7 SSH D AR—L 3> BEEFA LT
ME, BEONN=Ta 28k (KRN—T a2 1862 L) ORGEOHRATREFR
ENTHET,

Device# show ip ssh

SSH Enabled - version 2.0
Authentication timeout: 120 secs; Authentication retries: 3

RO showipssh =~ ROMDHNZIE, A7 SSH D=V 3 > BEEX A LT 7
ME, BEOAN=Ta 1 (N—T a3 285678 L) ORFEDOHRITRE,A LR
ENTNET,

tFaT7 oz N—Yav2yR—t .-_
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Device# show ip ssh

3d06h: %SYS-5-CONFIG I: Configured from console by console
SSH Enabled - version 1.5
Authentication timeout: 120 secs; Authentication retries: 3

X277 OTILIN—=D32DFZARY T EME

FI&
VRFERETOaY B#
ATy 71 |enable FEHE EXEC E— RZ A LE T,
fi e NAT—RE AN LET (ERSh
=t s
Device> enable
AT 72 |debugip ssh SSH DT /Ny 7 &AL ET,
fi
Device# debug ip ssh
R 7 v 73 | debug snmp packet T AL X > TER ST ~TO
i - SNMP /37 b DTSy T A L&
—g—O
Device# debug snmp packet
!l
RO debugip ssh =~ > RO AFIEL, Bed SSH N—T 2 L 28 ThH 2 & &R
Li—a—o

Device# debug ip ssh

00:33:55: SSH1: starting SSH control process

00:33:55: SSH1: sent protocol version id SSH-1.99-Cisco-1.25
00:33:55: SSHL1: protocol version id is - SSH-2.0-OpenSSH 2.5.2p2
00:33:55: SSH2 send: len 280 (includes padlen 4)
00:33:55: SSH2 SSH2 MSG_KEXINIT sent

00:33:55: SSH2 ssh receive: 536 bytes received

00:33:55: SSH2 input: packet len 632

00:33:55: SSH2 partial packet 8, need 624, maclen O
00:33:55: SSH2 ssh receive: 96 bytes received

00:33:55: SSH2 partial packet 8, need 624, maclen O
00:33:55: SSH2 input: padlen 11

00:33:55: SSH2 received packet type 20

00:33:55: SSH2 SSH2 MSG _KEXINIT received

00:33:55: SSH2: kex: client->server aesl28-cbc hmac-md5 none

i ououlloullouloali ooy
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00:33:55: SSH2: kex: server->client aesl28-cbc hmac-md5 none
00:33:55: SSH2 expecting SSH2 MSG KEXDH INIT
00:33:55: SSH2 ssh _receive: 144 bytes received
00:33:55: SSH2 input: packet len 144

00:33:55: SSH2 partial packet 8, need 136, maclen O
00:33:55: SSH2 input: padlen 5

00:33:55: SSH2 received packet type 30

00:33:55: SSH2 SSH2 MSG_KEXDH INIT received
00:33:55: SSH2 signature length 111

00:33:55: SSH2 : send: len 384 (includes padlen 7)
00:33:55: SSH2: kex derive keys complete

00:33:55: SSH2 send: len 16 (includes padlen 10)
00:33:55: SSH2 newkeys: mode 1

00:33:55: SSH2 SSH2_MSG_NEWKEYS sent

00:33:55: SSH2 waiting for SSH2 MSG_NEWKEYS
00:33:55: SSH2 ssh _receive: 16 bytes received
00:33:55: SSH2 input: packet len 16

00:33:55: SSH2 partial packet 8, need 8, maclen 0
00:33:55: SSH2 input: padlen 10

00:33:55: SSH2 newkeys: mode 0

00:33:55: SSH2 received packet type 2100:33:55: SSH2 1: SSH2 MSG NEWKEYS received
00:33:56: SSH2 ssh _receive: 48 bytes received
00:33:56: SSH2 input: packet len 32

00:33:56: SSH2 partial packet 16, need 16, maclen 16
00:33:56: SSH2 MAC #3 ok

00:33:56: SSH2 input: padlen 10

00:33:56: SSH2 received packet type 5

00:33:56: SSH2 send: len 32 (includes padlen 10)
00:33:56: SSH2 done calc MAC out #3

00:33:56: SSH2 ssh _receive: 64 bytes received
00:33:56: SSH2 input: packet len 48

00:33:56: SSH2 partial packet 16, need 32, maclen 16
00:33:56: SSH2 MAC #4 ok

00:33:56: SSH2 input: padlen 9

00:33:56: SSH2 received packet type 50

00:33:56: SSH2 send: len 32 (includes padlen 13)
00:33:56: SSH2 done calc MAC out #4

00:34:04: SSH2 ssh _receive: 160 bytes received
00:34:04: SSH2 input: packet len 64

00:34:04: SSH2 partial packet 16, need 48, maclen 16
00:34:04: SSH2 MAC #5 ok

00:34:04: SSH2 input: padlen 13

00:34:04: SSH2 received packet type 50

00:34:04: SSH2 send: len 16 (includes padlen 10)
00:34:04: SSH2 done calc MAC out #5

00:34:04: SSH2 authentication successful for lab
00:34:04: SSH2 input: packet len 64

00:34:04: SSH2 partial packet 16, need 48, maclen 16
00:34:04: SSH2 MAC #6 ok

00:34:04: SSH2 input: padlen 6

00:34:04: SSH2 received packet type 2

00:34:04: SSH2 ssh _receive: 64 bytes received
00:34:04: SSH2 input: packet len 48

00:34:04: SSH2 partial packet 16, need 32, maclen 16
00:34:04: SSH2 MAC #7 ok

00:34:04: SSH2 input: padlen 19

00:34:04: SSH2 received packet type 90

00:34:04: SSH2 channel open request

00:34:04: SSH2 send: len 32 (includes padlen 10)
00:34:04: SSH2 done calc MAC out #6

00:34:04: SSH2 ssh _receive: 192 bytes received
00:34:04: SSH2 input: packet len 64

00:34:04: SSH2 partial packet 16, need 48, maclen 16
00:34:04: SSH2 MAC #8 ok

R N e e e

PP HRPRPRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRERRRRRRRRRRRRRRR

XA TFT LTI N—32HR—F .



tXa7 v N=vavagR—t |
B crsa7zrn—vavioe=syrreus

00:34:04: SSH2
00:34:04: SSH2
00:34:04: SSH2
00:34:04: SSH2
width 80

00:34:04: SSH2
00:34:04: SSH2
00:34:04: SSH2
00:34:04: SSH2
00:34:04: SSH2
00:34:04: SSH2
00:34:04: SSH2
00:34:04: SSH2
00:34:04: SSH2
00:34:04: SSH2
00:34:04: SSH2
00:34:04: SSH2
00:34:04: SSH2
00:34:04: SSH2
00:34:04: SSH2
00:34:04: SSH2
00:34:04: SSH2
00:34:07: SSH2
00:34:07: SSH2
00:34:07: SSH2
00:34:07: SSH2
00:34:07: SSH2
00:34:07: SSH2
00:34:07: SSH2
00:34:07: SSH2
00:34:07: SSH2
00:34:07: SSH2
00:34:07: SSH2
00:34:07: SSH2
00:34:07: SSH2
00:34:07: SSH2
00:34:07: SSH2
00:34:07: SSH2
00:34:07: SSH2
00:34:07: SSH2
00:34:07: SSH2
00:34:07: SSH2
00:34:07: SSH2
00:34:07: SSH2
00:34:07: SSH2
00:34:07: SSH2
00:34:08: SSH2
00:34:08: SSH2
00:34:08: SSH2
00:34:08: SSH2
00:34:08: SSH2
00:34:08: SSH2
00:34:08: SSH2
00:34:08: SSH2
00:34:08: SSH2
00:34:08: SSH2
00:34:08: SSH2
00:34:08: SSH2
00:34:08: SSH2
00:34:08: SSH2
00:34:08: SSH2
00:34:08: SSH2
00:34:08: SSH2
00:34:08: SSH2

input: padlen 13

received packet type 98

pty-reqg request

setting TTY - requested: height 24, width 80; set: height 24,

R

input: packet len 96

partial packet 16, need 80, maclen 16
MAC #9 ok

input: padlen 11

received packet type 98

xll-req request

ssh _receive: 48 bytes received

input: packet len 32

partial packet 16, need 16, maclen 16
MAC #10 ok

input: padlen 12

received packet type 98

shell request

shell message received

starting shell for vty

send: len 48 (includes padlen 18)
done calc MAC out #7

ssh _receive: 48 bytes received

input: packet len 32

partial packet 16, need 16, maclen 16
MAC #11 ok

input: padlen 17

received packet type 94

send: len 32 (includes padlen 17)
done calc MAC out #8

ssh _receive: 48 bytes received

input: packet len 32

partial packet 16, need 16, maclen 16
MAC #12 ok

input: padlen 17

received packet type 94

send: len 32 (includes padlen 17)
done calc MAC out #9

ssh _receive: 48 bytes received

input: packet len 32

partial packet 16, need 16, maclen 16
MAC #13 ok

input: padlen 17

received packet type 94

send: len 32 (includes padlen 17)
done calc MAC out #10

ssh _receive: 48 bytes received

input: packet len 32

partial packet 16, need 16, maclen 16
MAC #14 ok

input: padlen 17

received packet type 94

send: len 32 (includes padlen 17)
done calc MAC out #11

ssh _receive: 48 bytes received

input: packet len 32

partial packet 16, need 16, maclen 16
MAC #15 ok

input: padlen 17

received packet type 94

send: len 32 (includes padlen 16)
done calc MAC out #12

send: len 48 (includes padlen 18)
done calc MAC out #13

PP HRPRPRPRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRR
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00:34:08: SSH2
00:34:08: SSH2

: send: len 16 (includes padlen 6)
: done calc MAC out #14

00:34:08: SSH2 : send: len 16 (includes padlen 6)
00:34:08: SSH2 1: done calc MAC out #15

00:34:08: SSH1: Session terminated normally

R

X7 oI N—U3 02 FR— MDFHEEH

Bl : X217 I /NN—D 320 20DETE

Device> enable

Device# configure terminal
Device (config)# ip ssh version 2
Device (config) # end

Bl : X227 oz N—2a3a 1LV 20ETE

Device> enable

Device# configure terminal

Device (config) # no ip ssh version
Device (config) # end

Bl :)E—FTNARATOESILEY L a3 > DOMA

Device> enable
Device# ssh -v 2 -c aes256-cbc -m hmac-shal-160 -1 shaship 10.76.82.24
Device# exit

%1 : SNMP ~5 v TDHE

WOFITIL, SNMP b T v 7OREHFEEZRLET, bT v 7@, SSHE v a BT
T4 L BEANCAERSNET, ZOFD10.1.111ZSSHZ 947 FDIP 7 RLATY,

Device> enable

Device# configure terminal

Device (config) # snmp-server trap link switchover
Device (config) # snmp-server host 10.1.1.1 public tty
Device (config) # end

tFaT7 oz N—Yav2yR—t .“
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Bl : SSH¥x—KR—F 42250 T4 TFEL

Bl: oS54 72 MIDT/INY TDERIE

WOBTIE, 727A4AT > MUOT Ry TRF N> TEY, a7 FOgREN 6 (SSH
X—R— R A EFIT 4 TEEFRDTDIZ3 D, AT — REIEHFRDO-DIT3 D) 1T
o TWET,

Password:

Password:

Password:

Password:

Password:

Password: ciscol23

Last login: Tue Dec 6 13:15:21 2005 from 10.76.248.213
userl@courier:~> exit

logout

[Connection to 10.76.248.200 closed by foreign host]
Devicel# debug ip ssh client

SSH Client debugging is on
Devicel# ssh -1 lab 10.1.1.3

Password:

*Nov 17 12:50:53.199: SSHO: sent protocol version id SSH-1.99-Cisco-1.25

*Nov 17 12:50:53.199: SSH CLIENTO: protocol version id is - SSH-1.99-Cisco-1.25
*Nov 17 12:50:53.199: SSH CLIENTO: sent protocol version id SSH-1.99-Cisco-1.25
*Nov 17 12:50:53.199: SSH CLIENTO: protocol version exchange successful

*Nov 17 12:50:53.203: SSHO: protocol version id is - SSH-1.99-Cisco-1.25

*Nov 17 12:50:53.335: SSH CLIENTO: key exchange successful and encryption on
*Nov 17 12:50:53.335: SSH2 CLIENT 0: using method keyboard-interactive
Password:

Password:

Password:

*Nov 17 12:51:01.887: SSH2 CLIENT 0O: using method password authentication
Password:

Password: lab

Device2>

*Nov 17 12:51:11.407: SSH2 CLIENT O: SSH2 MSG USERAUTH SUCCESS message received
*Nov 17 12:51:11.407: SSH CLIENTO: user authenticated

*Nov 17 12:51:11.407: SSH2 CLIENT 0O: pty-reqg request sent

*Nov 17 12:51:11.411: SSH2 CLIENT 0: shell request sent

*Nov 17 12:51:11.411: SSH CLIENTO: session open

Bl TS50 NAT—KFDZEEIZL S ChPass DE L
W ORI TIL, ChPass BERENH N> TCEY, SSHX—KR—F A XT3 77 4 TBIEHF A%
FRLTT I 7 RATV—=FNEFEINTWET, TACACS+ 77/t R o b —/jL #—
(ACS) 1Z. Ny 7 FAAA B — L LTHEHENTWE T,

Device> enable
Devicel# ssh -1 cisco 10.1.1.3

Password:

0ld Password: cisco
New Password: ciscol23

. X2 TF7 I N—C a2 R—
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Bl : ChPass DEMILS L UAED Y1 w0 x7—FEE [

Re-enter New password: ciscol23
Device2> exit

[Connection to 10.1.1.3 closed by foreign host]

5l : ChPass DEMILE L VHEIA T 1V TH/INRT— FER

WO TIL, ChPass #ERENH N2> CTEYD ., TACACS+HACS IRy 7= R H$—nEL LT
SN TWEST, SRATU—FRE, SSHX—R— R A %575 7 BiaFF a2 L Th
Hoa A4 TEREINTWHWET,

Devicel> enable
Devicel# ssh -1 cisco 10.1.1.3

Password: cisco

Your password has expired.

Enter a new one now.

New Password: ciscol23

Re-enter New password: ciscol23

Device2> exit

[Connection to 10.1.1.3 closed by foreign host]
Devicel# ssh -1 cisco 10.1.1.3

Password:ciscol

Your password has expired.

Enter a new one now.

New Password: cisco

Re-enter New password: ciscol2

The New and Re-entered passwords have to be the same.
Try again.

New Password: cisco

Re-enter New password: cisco

Device2>

5 : ChPass DAMIEE LU IEOT A 2 LI=RD/INXT— FDER
IROBITIL, ChPass HRAEDS AT/ > TE YD, TACACS+ACS (T3 7 =2 K AAA F—s3 L
LTS TOWES, WAU—=FE, SSHX—R—FNA ¥ 7277 ¢ 7R8I XEMEA L
T3 Ee 7 A LIERICHIREINIZ 2 D 97
Device# ssh -1 cisco. 10.1.1.3
Password: cisco
Device2> exit
[Connection to 10.1.1.3 closed by foreign host]
Devicel# ssh -1 cisco 10.1.1.3
Password: cisco

Device2> exit

tFaT7 oz N—Yav2yR—t .“
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Devicel# ssh -1 cisco 10.1.1.3

Password:

cisco

Device2> exit

[Connection to 10.1.1.3 closed by foreign host]

Devicel# ssh -1 cisco 10.1.1.3

Password:

Device2>

cisco
Your password has expired.
Enter a new one now.

New Password:
Re-enter New password: ciscol23

Bl - SNMP DT/ 45

KIZ, debug snmp packet =~ > RO B Z R LES, HIZiX, SSH & v 2 > D SNMP
N7y FERBEENET,

ci

scol23

Devicel# debug snmp packet

SNMP packet debugging is on
Devicel# ssh -1 lab 10.0.0.2

Password:

Devicel2# exit

[Connection to 10.0.0.2 closed by foreign host]
Devicel#
*Jul 18 10:18:42.619: SNMP: Queuing packet to 10.0.0.2

*Jul 18 10:18:42.619: SNMP: V1 Trap, ent cisco, addr 10.0.0.1, gentrap 6, spectrap 1
local.9.3.1.1.2.1 = 6

tcpConnEntry.1.10.0.0.1.22.10.0.0.2.55246 = 4
ltcpConnEntry.5.10.0.0.1.22.10.0.0.2.55246 = 1015
ltcpConnEntry.1.10.0.0.1.22.10.0.0.2.55246 = 1056

ltcpConnEntry.2.10.0.0.1.22.10.0.0.2.55246

local.9.2.1.18.2
*Jul 18 10:18:42.879: SNMP: Packet sent via UDP to 10.0.0.2

Devicel#

1392

= lab

5 : SSHDT /Ny U D1k

Iz, debugipsshdetail 2~ > ROl Z R LET, HOIZE, SSHZ v hai b F v 3
FRICET 2T Ny ZSERA G TN E T,

Device# debug ip ssh detail

00:
00:
00:
00:
00:

04
04
04
04
04

122
122
122
122
122

SSHO:
SSHO:
SSHO:

SSH2
SSH2

0:
0:

starting SSH control process

sent protocol version id SSH-1.99-Cisco-1.25
protocol version id is - SSH-1.99-Cisco-1.25
SSH2 MSG_KEXINIT sent

SSH2 MSG_KEXINIT received
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00:04:22: SSH2:kex: client->server enc:aesl28-cbc mac:hmac-shal

00:04:22: SSH2:kex: server->client enc:aesl28-cbc mac:hmac-shal

00:04:22: SSH2 0: expecting SSH2 MSG KEXDH INIT

00:04:22: SSH2 0: SSH2 MSG_KEXDH INIT received

00:04:22: SSH2: kex derive keys complete

00:04:22: SSH2 0: SSH2 MSG_NEWKEYS sent

00:04:22: ssH2 0: waiting for SSH2 MSG_NEWKEYS

00:04:22: SSH2 0: SSH2 MSG_NEWKEYS received

00:04:24: SSH2 0: authentication successful for lab

00:04:24: SSH2 0: channel open request

00:04:24: SSH2 0: pty-reqg request

00:04:24: SSH2 0: setting TTY - requested: height 24, width 80; set: height 24, width
80

00:04:24: SSH2 0: shell request

00:04:24: SSH2 0: shell message received

00:04:24: SSH2 0: starting shell for vty

00:04:38: SSHO: Session terminated normally

&IZ. debugip ssh packet =~ RO B Z R LET, HAIZIE, SSH 7w MBS 5T
Ny TIHERBEENET,

#-ssho7 v Tt [

Device# debug ip ssh packet

00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:

05
05
05
05
05
05
05
05
05
05
05
05
05
05
05
05
05
05
05
05
05
05
05
05
05
05
05
05
05
05
05
05
05
05

:43:
:43:
:43:
:43:
:43:
:43:
:43:
:43:
:43:
:43:
:43:
:43:
:43:
:43:
:43:
:43:
:43:
:43:
:43:
:43:
:43:
:43:
:43:
:43:
:43:
:43:
:43:
:43:
:43:
:43:
:43:
:43:
:43:
:43:

SSH2
SSH2
SSH2
SSH2
SSH2
SSH2
SSH2
SSH2
SSH2
SSH2
SSH2
SSH2
SSH2
SSH2
SSH2
SSH2
SSH2
SSH2
SSH2
SSH2
SSH2
SSH2
SSH2
SSH2
SSH2
SSH2
SSH2
SSH2
SSH2
SSH2
SSH2
SSH2
SSH2
SSH2

O O O O OO OO OO0O0O0O0O0O0O00O00O00O00O00O00O000o0o0o0ooooooOoOo

send:packet of length 280 (length also includes padlen of 4)

ssh receive: 64 bytes received

input: total packet length of 280 bytes

partial packet length(block size)8 bytes,needed 272 bytes, maclen
ssh receive: 64 bytes received

partial packet length(block size)8 bytes,needed 272 bytes, maclen
ssh receive: 64 bytes received

partial packet length(block size)8 bytes,needed 272 bytes, maclen
ssh receive: 64 bytes received

partial packet length(block size)8 bytes,needed 272 bytes, maclen
ssh receive: 24 bytes received

partial packet length(block size)8 bytes,needed 272 bytes, maclen
input: padlength 4 bytes

ssh receive: 64 bytes received

input: total packet length of 144 bytes

partial packet length(block size)8 bytes,needed 136 bytes, maclen
ssh receive: 64 bytes received

partial packet length(block size)8 bytes,needed 136 bytes, maclen
ssh receive: 16 bytes received

partial packet length(block size)8 bytes,needed 136 bytes, maclen

input: padlength 6 bytes
signature length 143
send:packet of length 448
send:packet of length 16
newkeys: mode 1

ssh receive: 16 bytes received

input: total packet length of 16 bytes

partial packet length(block size)8 bytes,needed 8 bytes,
input: padlength 10 bytes

newkeys: mode 0

ssh receive: 52 bytes received

input: total packet length of 32 bytes

partial packet length(block size)l6 bytes,needed 16 bytes,
MAC compared for #3 :o0k

(length also includes padlen of 7)
(length also includes padlen of 10)

maclen O

maclen

XA TFT LTI N—32HR—F .
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